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The objective of this thesis is to identify ways of how the buyer could evaluate the quality of
the on-site operations of the private security company during the tendering process in the
procurement of a guarding services and the contract period. The beneficiary of this thesis is a
security critical organization that operates in an airport environment. The research problem
of this thesis is derived from the deficiencies identified by the recipient.

This thesis was conducted out as a qualitative research in which the research material was
collected by interviewing security experts. The interviewees consisted of experienced profes-
sionals in the private security sector. The research material was analyzed by a qualitative
content analysis. In addition, a literature review was used as a secondary research, focusing
on quality evaluation in public procurements and qualitative factors in private security sec-
tor.

The results of the research indicate that the on-site supervision of work has a significant im-
pact on the quality of the private security company’s on-site operations. The on-site supervi-
sors are often responsible for the daily on-site operations, which affect how the client experi-
ences the quality of the guarding service. Furthermore, customer satisfaction of the key
stakeholders of the buyer should be considered when evaluating the quality of the guarding
service.

As a conclusion, to evaluate the quality of the private security company’s on-site operations
in the tendering phase, the beneficiary should ask for qualitative description on how will the
on-site supervision of operations work within their contract. The recipient should also ask the
tenderers to present their operational and contingency plans for the contract. Furthermore,
they should also ask the tenderers to describe how they address customer satisfaction in their
daily operations.

In addition, case-evaluation of disturbance and emergency situations could be utilized in the
evaluation of quality during the contract period. The customer satisfaction of key stakehold-
ers could be measured through surveys and mystery shopping. The quality of the on-site oper-
ations during the contract can also be indirectly measured by monitoring the turnover of key
personnel of the contract or by measuring the number of development proposals.

Key words: Procurement, Service Quality, Guarding Services, Private Security Services, Avia-
tion Security
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Taman opinnaytetyon tavoitteena on kartoittaa tapoja, joilla tyon tilaaja kykenisi arvioimaan
vartiointiliikkeen operatiivisen toiminnan laatua vartiointipalvelun hankinnan kilpailutusvai-
heen seka sopimuskauden aikana. Tutkimuksen on teettanyt lentoasemaymparistossa toimiva
turvallisuuskriittinen organisaatio, jonka havaitsemiin puutteisiin taman opinnaytetyon tutki-
musongelma perustuu.

Opinnaytetyo toteutettiin laadullisena tutkimuksena, jossa tutkimusaineisto kerattiin haastat-
telemalla turvallisuusalan asiantuntijoita. Haastateltavat koostuivat kokeneista yksityisen tur-
vallisuusalan ammattilaisista. Tutkimusaineisto analysoitiin laadullisella sisallonanalyysilla.
Laadullisen tutkimuksen lisaksi tyossa kaytettiin poytakirjatutkimusta, jossa keskityttiin laa-

Tutkimuksen tulokset osoittavat, etta vartiointiliikkeen tyonjohdolla on merkittava vaikutus
vartiointiliikkeen operatiiviseen toiminnan laatuun. Vartiointikohteessa tyoskentelevat kohde-
esimiehet ovat usein vastuussa paivittaisista toimista, jotka vaikuttavat siihen, miten asiakas
kokee vartiointipalvelun laadun. Lisaksi tilaajan tarkeimpien sidosryhmien asiakastyytyvaisyys
tulisi huomioida arvioitaessa vartiointipalvelun operatiivisen toiminnan laatua.

Tyon johtopaatoksena on, etta vartiointiliikkeen operatiivisen toiminnan laadun arvioimiseksi
tarjouspyyntovaiheessa, tyon tilaajan tulisi pyytaa laadullista kuvausta siita, miten vartiointi-
liilkkeen tyonjohto toimii laajassa kuvassa sopimuksen puitteissa. Tyon tilaajan tulisi myos
pyytaa tarjoajia esittamaan toiminta- ja varautumissuunnitelmansa sopimuksen puitteissa. Li-
saksi tilaajan olisi hyodyllista kysya tarjoajilta, kuinka he huomioivat asiakastyytyvaisyyden
merkityksen paivittaisessa toiminnassaan.

Hairio- ja poikkeustilanteiden tapauskohtaista arviointia voidaan hyodyntaa laadun arvioin-
nissa sopimuskauden aikana. Keskeisten sidosryhmien asiakastyytyvaisyytta voitaisiin mitata
kyselyjen ja mystery shopping-menetelman avulla. Vartiointiliikkeen operatiivisen toiminnan
laatua sopimuksen aikana voidaan myos valillisesti mitata seuraamalla sopimuksen avainhen-
kiloiden vaihtuvuutta tai mittaamalla kehitysehdotusten maaraa.

Avainsanat: Hankinnat, Palvelun laatu, Vartiointipalvelut, Yksityiset turvallisuuspalvelut, Il-

mailuturvallisuus
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1 Introduction

In the procurement process of guarding services, organizations find themselves in selecting
the most suitable service providers to fulfill their contracts. In Finland, most of the contracts
between the customer and the private security companies are made based on the result of a
tendering process, both in the private and public sectors (Jahi 2011, p.71). The two most
commonly compered features of the bids are often price and quality. For an organization to
promote quality as a key selection criteria, they must know what they expect from the ser-

vice.

The objective of this thesis is to provide new ideas for a quality criteria used in the tendering
process of the procurement of guarding services. The beneficiary of this thesis is an organiza-
tion that operates in an airport environment. The airport environment as an operating envi-
ronment is very complex, creating challenges for the operations of the private security com-
pany. The beneficiary of this thesis is obliged follow the act on public procurements (Finland
1397/2016), which aims at promoting the use of public funds through a fair tendering process.
Therefore, this thesis views the procurement process from the public procurement perspec-

tive.

The security manager of the beneficiary was interviewed (Interview 5), to form a more pro-
found image regarding the current state of their quality criteria. The purpose of the criteria
in the tendering phase is to evaluate the quality of the tenders and place them in order. The
current criteria of the recipient was created during the previous tendering competition in ac-
cordance with the needs at that time. This criteria was the first of its kind. The recipient had
not previously used a quality criteria in the comparison of tenders. The objective was that all
tenderers could meet with requirements of the quality criteria, and price would decide the
winner. It was surprising that all the tenderers were not able to meet the requirements of the

quality criteria (Interview 5).

According to the security manager of the beneficiary, there were two shortcomings in the
previous quality criteria; the quality criterions were too generic and a lack of continuity to
the quality control of the contract period. In other words, the quality criteria served its pur-
pose during the bidding process, but it had no continuity to the quality control of the contract

period (Interview 5).

Furthermore, the beneficiary feels that the flaw in the previous quality criteria was that
there were a lot of matters that were obvious to private security companies. For example, 5
points were awarded, if the tenderer had a quality control system. Most of the large private

security companies have certified quality control systems. The beneficiary feels that this was



an automatic point for the tenderers, because all of them have established structures and
processes. The security manager emphasized that the quality criteria should be more focused

on the daily on-site operations (Interview 5).

The objective of the beneficiary is that the quality criteria would focus on the operational ac-
tivities and to the management of the on-site operations. The desired state of the recipient is
that the private security company would independently manage its operations and would
gather, analyze and report relevant information from the surrounding operational environ-
ment. The security manager emphasized the importance of situational picture in managing
the on-site operations. To effectively manage operations, the on-site management of the pri-
vate security company must have relevant information on what is happening now and what is

expected to happen tomorrow (Interview 5).

1.1 The Research Questions and Scope of the Research

The objective of this thesis is to produce new and useful information for the beneficiary. This
research aims at exploring ways of how could the buyer evaluate the quality of the bidders’
on-site operations during the tendering phase of the procurement of guarding service and the
contract period. Based on the interview of the security manager, the research problem was

defined into two research questions, which are as follows:

e How to evaluate the quality of the tenderers on-site operations during the tendering

phase in the procurement of guarding services?

e How to evaluate the quality of the service provider’s on-site operations during the

contract period?

This thesis is conducted as a qualitative research. The empirical material of this thesis is col-
lected by interviewing experienced security professionals. Interviews are a typical method for
a qualitative research (Tuomi 2002 p. 73). The analysis of the empirical material is described
in chapter 3.2. In addition to the interviews, a desk research in the form of a literature re-
view is utilized as a method for secondary research. The objective of the desk research is to
examine the existing material regarding the evaluation of quality in public procurements and

quality factors in the private security sector.



2  Theoretical Background

The theoretical basis of this thesis is based on the procurement process of the public procure-
ment, service quality, guarding services and aviation security environment. These concepts

are displayed in more detail in the following chapters.

2.1 Public Procurements

The term procurement is used to describe all functions that are required in delivering the
product or service from the supplier to the end user (lloranta 2015, p.50). According to
Nieminen (2016, p.10) procurement stands for the organizations control of external re-
sources, which aims at safeguarding the availability of necessary products and services with
the best possible terms. In other words, procurement is a support function, aiming at support-

ing the main functions of the organization.

Public procurements stand for procurements that the state, municipalities and public utilities
perform outside from their own organization. Public procurements are governed on the Euro-
pean Union (EU) level by procurement directives and by national legislation in member coun-
tries. In Finland, public procurements are governed in the Act on Public Procurement and
Concession Contracts (Finland 1397/2016). The main principle of the Act on public procure-
ment is the obligation of a tendering process. In the procurement process of goods and ser-
vices, the state, municipalities and other procurement units are obliged to organize a tender-
ing process according to the requirements laid out in the act on public procurement. The obli-
gation for a tendering process is applied only then, when the estimated value of the procure-

ment exceeds the given threshold (Nieminen 2016, p.204)

The regulation of public procurement aims at safeguarding the use of public funds and pro-
mote fair competition between vendors. The legislation aims to guarantee an equal treat-
ment of all vendors. Transparency and publicity play a key role in the regulation regarding
public procurements. In general, the purpose of the legislation is to enhance the operations

of the market through public procurements (Nieminen 2016, p.203).

Nieminen (2016, p.204) has listed four main principles that describe public procurements.

These principles are non-discrimination, objectivity, transparency and proportionality.



Non-discrimination Equal and impartial treatment of vendors. The requirements re-

garding the procurement cannot discriminate or be in favor of cer-

tain region.

Objectivity The requirements of the procurement concern all the vendors in a
similar way.

Transparency The procurement is announced publicly and the decision is

brought to the attention of the participants of the tendering pro-
cess. The only exception are defense and security-related pro-
curements, which are specified in the legislation.

Proportionality The requirements of the procurement are in proportion with the
objective.

Figure 1: Four principles of public procurements (Nieminen 2016, p.204-205)

Nieminen (2016, p.204) and lloranta (2015, p.379) state that the process of competitive ten-
dering is often seen to label the entire procurement process. They remind that the big pic-
ture of the procurement process is much larger than just the competitive procurement phase,
and often the success of the procurement is decided before the actual tendering phase.
Therefore, a successful procurement is much larger picture than just a successful tendering
phase. If the client is focusing solely on the tendering process, they might not pay enough at-

tention to their needs and the state of the markets (lloranta 2015, p.379).

The procurement process can be divided into three phases; planning, competitive tendering

and the contract period. These phases are presented in the following sub-chapters.

.
e Preparation of the procurement
Planning )
N
| * Regulated by the act on public contracts
petitive
tendering Y,
. D
e Follow-up and continuing development
Sl of operations

period

J

Figure 2: Steps of public procurement (lloranta 2015, p.385)
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2.1.1  Planning

The objective of the planning phase is to evaluate the needs of the client, the entire lifecycle
of the product or service and consider the end-users point of views. Furthermore, the aim is
also to evaluate the situation in the vendor market and map out different vendors and possi-
bilities. Based on these evaluations, the contracting unit can formulate potential procure-
ment solutions. The contracting unit can also utilize the expertise of vendors, by asking their

opinions and preliminary solutions to potential problems. (lloranta 2015, p.386)

Nieminen (2016, p.208) emphasizes that the procurement should have a clear objective. The
procuring party should define the item or service that they are purchasing, the level of qual-
ity that is required and what kind of partnership are they looking for. It is important to think
about cooperation between the vendor already during the planning phase. The terms regard-
ing cooperation and monitoring of operations should be added to the terms of the contract.

The contract terms should include the following aspects (Nieminen 2016, p.208):

e Internal change mechanism

¢ Incentive and sanction mechanism

¢ Quality- and operations monitoring procedures
e Customer complaint procedure

e Dispute settlement procedure

The planning phase ends with the preparation of the procurement and the competitive ten-
dering phase. At this point, the main principles for the cooperation and objectives for the

contract period should be clear to the procuring party (lloranta 2015, p.387).

2.1.2 Competitive Tendering

As mentioned previously, the competitive tendering process and the selection of the vendor
are regulated by the act on public procurement. The tendering process starts from the notifi-
cation of the procurement and ends with the notification of the procurement decision. Pro-
curements that exceed the given EU-thresholds are published in HILMA (electronic public pro-
curement channel maintained by the Finnish Ministry of Employment and Economy) and in
TED-database (tenders electronic daily) (Nieminen 2016, p.209).

There are two main procurement procedures; an open invitation to tenders and a limited ten-
der competition. In an open invitation to tenders, the number of bidders is not defined and

all vendors can participate in the tendering process. In a limited tender competition, the pro-
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curement unit publishes notification regarding the procurement, in which all tenders can re-
quest a permission to participate. The procurement unit selects the vendors from the applica-
tions and provides them with the invitation to tender materials. However, the minimum num-
ber of bidders must be at least five, to ensure sufficient competition between the bidders.
(lloranta 2015, p.388)

The tender should follow the invitation to tender document precisely and offer what is re-
quested by the procuring party. The bid must fulfill all the requirements laid out in the invi-
tation to tender document. The bids are processed in closed doors and no information regard-
ing the process or the decision is given to outsiders before the actual procurement decision.

The processing of the bids follows the following formula (Nieminen 2016, p.211-212):

Evaluate
and
Disqualify confirm the
late tenders suitability
of the
bidders

Declare the
winner of
the

Confirm the Compare

validity of valid
the tender tenders tendering

process

Figure 3: The Competitive tendering process (Nieminen 2016, p.212)

The public contracts act allows the buyer to set certain requirements to the bidders financial,
technical or professional capacity and quality. The bidders are obliged to verify their claims
with references and other documents. Furthermore, the evaluation and decision criteria must
be written down in the invitation for tender’s document. The basis of the procurement deci-

sion can be either the cheapest price or total economic advantage (Finland 1397/2016).

The basis of total economic advantage can be either the cheapest price, cost-effectiveness or
price-quality ratio. Quality related grounds of evaluation can be for example technical merits
and features, aesthetics, design, cost-effectiveness, technical support or delivery time. In ad-
dition, the procurement unit can also address the qualifications and experience of the person-
nel and the organizing of the staff, if it has a significant impact on the implementation of the

contract (Association of Finnish Local and Regional Authorities, 2016).

During the procurement process, quality assurance is paramount. The objective of quality as-
surance is to ensure the desired level of quality during the procurement and the contract pe-
riod. The quality assurance process during the procurement phase can be divided into three
stages (Sihvola 2007, p.37):
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Competitive tendering Comparison between the tenderers, based on the
quality of their bid. Objective is to find the best

service provider or vendor.

Delivery process Follow up on the progress of the delivery. Objec-
tive is to evaluate the progress and recognize po-

tential problems.

Implementation Evaluation of quality based on the level agreed

in the contract.

Figure 4: Evaluation of quality during the procurement process (Sihvola 2007, p.37)

The quality factors in public procurements are defined by the specifications of the procure-
ment and the desired end-result. Based on these factors, the procuring party can select and
score the quality factors that they consider valuable for them. The evaluation of individual
quality factors can be divided into three categories, as displayed below (Sihvola 2007, p.41).
e Yes or no evaluation of simple, verifiable facts (technical features or production
times)
e Predetermined, measurable scoring models for quality features such as competence
or development capability
e Scoring of larger entities such as project plans based on the expertise of the evalua-

tors

The competitive tendering phase ends with the finalization and signing of the contract. The
final contract addresses the practicalities and procedures regarding the follow-up of opera-
tions. In this phase, persons in charge, their roles and responsibilities are defined. Further-
more, the contract should also define how cooperation between the vendor and the client is
performed. The contract should lay out the frames for the important processes, procedures,
scheduled meetings and commonly used systems. Before signing the contract, there should be

mutual understanding concerning the terms of the contract (Nieminen 2016, p.213).

2.1.3 Contract Period

During the contract period, the objective of the client is to ensure that the operations of the
service provider or vendor are in accordance with the goals laid out in the contract. The cli-
ent should aim at guiding the service provider and develop cooperation. The client should aim

for flexible cooperation with the service provider (lloranta 2015, p. 391).

Service specifications, service level agreements (SLA) and key performance indicators (KPI)

are elements that are present in the contract as well. These elements serve as tools of the
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management in maintaining service quality and fulfillment of service tasks. The service speci-

fication and SLA-agreement have the following functions (Ritvanen 2007, p.181):

e Description of quality requirements that must be fulfilled

e Description of the desired result

e Description of how the service tasks are performed

e Description regarding the methods of cooperation between the buyer and service pro-

vider.

Contract

|

Service
specifications

Figure 5: Contract related elements (Ritvanen 2007, p.181)

The SLA-agreement should contain the indicators that are utilized by the client in the evalua-
tion of service quality. The indicators should represent the important quality criterions listed
in the SLA-agreement. The key performance indicators aim at measuring the quality of the
service and illustrating the quality factors that affect the service. The key performance indi-
cators are an essential part of the management’s quality monitoring system. (Ritvanen 2007,
p.182-183)

Nieminen (2016, p.214) emphasis that both the client and the vendor should pay attention
that the contract obligation is fulfilled by both sides. The contract follow-up should be per-
formed in an organized manner. The follow-up can include meetings, inspections or quality
monitoring. The follow-up of the operations should be documented closely, in case of poten-
tially challenging situations such as termination of contract. In this case, the burden of proof
lies with the client and they must display that the service has not been in accordance with

terms of the contract.

The follow-up of the vendor and performance monitoring is highly important. Systematic fol-

low-up of operations helps to evaluate how well is the service provider achieving the goals
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and satisfying the needs of the client. The performance monitoring can include the monitor-
ing of quality, price or delivery time. The way how performance should be measured is highly

dependent on the relationship between the client and vendor (lloranta 2015 p.315)

Relation between the client and ven- Dimensions of performance monitoring
dor and measuring

One-time, or simple client-vendor rela- Filling the basic needs (quality, time and
tionship other operational measurements.

Service willingness and communication with
the customer
Long-term or complicated client-vendor Attitude towards problems and ability to
relationship solve them
Pursuit for continuing improvement

Long-term, including mutual development Pursuit for lowering costs

of operations Streamline common processes

Long-term, including mutual innovation Common innovations

and design Development of common capabilities and
resources

Figure 6: Dimensions of performance monitoring in different client-vendor relationships (llor-
anta 2015, p.316)

2.2 Service Quality

According to Oakland (2014, p.4) quality in its most simple form stands for meeting the cli-
ent’s requirements. Quality begins with understanding the needs of the customer and ends
when those needs are fulfilled. Lillrank (1998, p.19-20) describes quality as multidimensional
concept. He emphasizes the importance of observing quality from several different points of

views, since it is impossible to form the entire picture from a single point of view.

In the past, the concept of quality has been more connected to physical products rather than
services. The quality of a product is largely dependent on its technical features. The quality
of a service is harder to define, because services are mainly intangible processes in which
production and consumption cannot be fully separated (Gronroos 1998, p. 59-60). Therefore,
the quality of service is more difficult to maintain then the quality of a product, because ser-

vices have less visible components than in products (Ritvanen 2007, p.164).
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Physical items Services

Concrete Intangible

Homogenic Heterogenic

Production and distribution are separated Production, distribution and consumption

happen simultaneously

An item An act or process

Value is produced in a production facility Value is produced in the interaction be-
tween client and service provider

Can be storage Cannot be storage

Ownership is transferred Ownership does not transfer

Figure 7: Differences between physical items and services (Gronroos 1998, p.53)

According to Gronroos (1998, p.63-64) the quality of the service experienced by the customer
has two fundamental dimensions; technical quality and functional quality, or what and how.
Clients appreciate the output that they receive from the interaction with the service pro-
vider. However, since there are multiple moments of interaction between the client and ser-
vice provider, the output does not describe the quality of the service entirely. The clients are

also affected by the way how they are presented with the output.

Gronroos (1998, p.67) states that the quality of the service is good when the experienced
quality is in accordance with the needs of the client. If the expectations towards the quality
of the service are unrealistic, the experienced quality can be poor, even though the quality
would be considered good according to objective evaluation. The customers’ expectations to-
wards the quality of the service are effected by marketing communication, verbal communi-

cation, the image of the service provider and the needs of the client.

Experienced
Quality

Total Perceived Quality

Market Communication
» Image

» Word-of-Mouth
Customer Needs

Functional
Quality: How

Technical
Quality: What

Figure 8: Total Perceived Quality (Gronroos 1998, p.67)
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Furthermore, Gronroos (1998, p.74) has listed six key criterions for a quality service. These
criterions are considered as basic guidelines, based on empiric and theoretical studies and ex-

periences from the field.

Professionalism The service provider has information, skills, operative
systems and physical resources for solving the cus-
tomer’s problems

Attitude and Behavior The customers feel that the employees of the service
provider are taking care of their needs in a polite man-
ner

Accessibility and Flexibility The customers feel that the service provider, their em-
ployees and operative systems are accessible and
adaptable to the needs of the customer

Reliability and Trustworthiness = The customer can rely that they can trust the service
provider in any circumstances

Service Recovery In case of something goes wrong, the service provider
takes corrective action to solve the problem

Reputation The customers feel that the service provider provides
value for their money

Figure 9: Service Quality Criteria (Gronroos 1998, p.74)

2.3 Guarding Services

Guarding services are probably the most visible form of privatized security services to the
large audience. However, guarding itself is a very multidimensional form of private security,
which consists of several different job assignments. The act on private security services (Fin-
land, 2015/1085) describes guarding services as carrying out guarding assignments based on
the client contract for income earning purposes. Guarding assignments can be divided into
three categories: guarding of property, protection of personal inviolability, uncovering of

crimes against the client and supervision of these assignments.

Guarding assignments can be carried out by continuous on-site guarding, technical surveil-
lance or guarding visits. The most important tasks in different types of guarding services in-
clude prevention, detection, alarm, limitation and the launching of remedial actions. On-site
guarding means the continuous guarding of one facility or a larger connected entity. The
guarding assignments in on-site guarding are often defined largely on the client’s operational
environment and their facilities (Tikkanen 2010, p.202-204). The most typical on-site guarding

tasks in the airport environment are described in Chapter 2.4.
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2.4  Aviation Security Environment

The aviation industry has been throughout history an attractive target for criminals and ter-
rorists. The aviation environment has significant economic value and it attracts large public
attention. A successful terrorist attack in an airport could inflict massive number of casualties
and gain massive media attention towards the perpetrator. Therefore, the airport environ-
ment has attracted attention from terrorist organizations, crime syndicates, protest groups,
lone wolfs and others, who wish to gain visibility towards themselves. The variety of potential
attack scenarios can include for instance an IED-attacks (Improvised Explosive Device), hos-
tage situations in the passenger terminal, theft of property or violent protests. (George 2000,
p.139-140).

Aviation security environment consists of multiple different stakeholder groups. These stake-
holder groups include for example passengers, airlines, airport and commercial operators,
service providers and the authorities. These stakeholders possess various physical, infor-

mation and intangible assets, as shown in the figure below.

Stakeholder Physical assets Information assets Intangible assets
Airport operator  Buildings, employees, Flight information, Reputation, Trust
equipment, vehicles, flight plans, opera-
IT-systems tional data, business
plans
Airlines Aircrafts, employees, Operational data, Reputation, Trust

passengers, IT-systems flight plans, business

plans
Passengers Baggage, Property Passport, ticket, Well being
identity
Commercial op- Employees, equipment,  Customer credit card Reputation, Trust
erators IT-systems details
Authorities Employees, equipment State data systems, Reputation, Trust,

passenger identities  State principles

Figure 10: Variety of assets of airport stakeholders (Kolle 2011, p.40-42)

Airport security is governed by national and EU-legislation and international agreements. The
International Civil Aviation Organization (ICAO) has addressed security issues in Annex 17,

which consists of best practices regarding aviation security processes (Kolle 2011, p.37).
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On the European Union level, the safeguarding of civil aviation has been addressed in the reg-
ulation 300/2008 and in the commissions implementing regulation 2015/1998. These regula-
tions consist of the basic requirements and measures for implementation for member states
regarding the aviation security procedures. These regulations are applied in civil airports
within the European Union and they consist of requirements regarding the screening of pas-
senger and airport supplies, protection of aircrafts and airport security. The airport operator
is responsible for organizing security measures. The regulation obliges that the airport must
have surveillance, patrols and other physical controls in place, to identify suspicious persons,
attempts of unlawful acts or vulnerabilities that would enable unlawful acts. Furthermore,
the regulation also obliges the airport operator to have an access control system, to prevent

the access of unauthorized persons into restricted areas (Council of Europe 2008).

Nowadays, more and more commercial airports are utilizing the services of private security
officers. In the US, the persons performing duties such as patrolling and camera monitoring
are referred as security officers (Price 2012, p. 450). In Finland, persons performing such du-
ties are referred as security guards or stewards (Ammattinetti, 2017). The use of private se-
curity companies is commercial airports has been growing since the 9/11 attacks. The bene-
fits of using private security companies include cost-effectiveness and versatility. Security

guards can perform multiple tasks in an aviation environment (Price 2012, p.450).

According to Price (2012, p.450) private security officers or guards should be considered as a
part of “Holistic ASP (Airport Security Program)” and not as a separate resource. He also im-
plies that private security guards should be utilized in replacing law enforcement officers
when allowed by regulations and legislation. This development has already taken place in Fin-
land, where increasingly more assignments that have been previously belonged to the police

and other authorities are being performed by security guards and stewards (Intermin 2016).

Price (2012, p.450-451) has listed typical duties for security guards in an airport environment.
These tasks include:

e Operating the central security center

e Camera surveillance and access control

e Alarm and incident response

e Providing support to the authorities

e Patrolling around the perimeter and inside the terminal buildings

e Random ID-checks for airport staff and vehicles in security restricted areas

e Resterilization and security searches of security breached areas

e Escorting airport visitors without ID-cards

e Securing airport construction projects (2012, p.450-451)
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3 Research Methodology

This thesis is conducted as a qualitative research. A qualitative research aims explaining a
certain phenomenon. A typical feature for a qualitative research is that the aim of the re-
search is not to create a generalization regarding the subject, but rather a fresh perspective
on the subject matter. A qualitative approach is a good method for this research, because it

can provide new information on a phenomenon (Vilkka 2015, p.150).

This thesis combines a literature review and semi-structured expert interviews in finding an-
swers to the research questions. The purpose of the literature review is to function as a
method of secondary research, aiming to examine the evaluation of quality in the context of
public procurements and to recognize the typical quality factors in the private security sec-
tor. The objective of the expert interviews is to identify quality factors affecting to the on-

site operations of a private security company.

3.1  Collection of Research Material

The most common ways of acquiring research material in qualitative research are interviews,
surveys, perception and observation of written material. These methods can be utilized indi-
vidually or together (Tuomi 2002, p.73). The target group for the interviewees of this thesis
consists of a four security professionals. According to Vilkka (2015 p. 135), it is important that
the interviewees are selected based on their expertise regarding the subject matter. The
semi-structured interviews were selected as an interview method, because they can provide
relevant information related to the research questions. The semi-structured or theme inter-
view follows a certain predetermined structure. The questions of the interviews must be in
accordance with the frame of the study, to find meaningful answers to the research problem
(Vilkka 2015, p. 124).

Furthermore, the semi-structured interviews as a method allows the interviewees to bring out
new information related to the research questions. The questions of the interviews are based
on the research question, but the structure is flexible, so that the interviewer can change the

order of the questions based on the flow of the discussion (Ojasalo 2009 p.95-98).

The research material of this thesis is collected by interviewing four security professionals.
The research process began by identifying possible interviewees. To find meaningful answers
to the research questions, the interviewees had to possess information regarding the topic of
the research. Therefore, the target group of the interviews was limited to experienced secu-
rity experts. These experts are persons who have been involved in either procuring or produc-

ing guarding services. The possible interviewees were first approached by email and asked, if
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they would like to participate in an interview regarding the topic of the research. Since the
topic of the research is delicate, the interviewees in this thesis remain anonymous. This al-
lows the interviewees to express their opinions more freely and thus providing more useful

answers to the research questions.

The interview questions were sent to the interviewees beforehand, to help them to prepare
for the interview. The structure and the questions of the interviews altered a bit, but the
topics and themes were the same in all four interviews. The interview questions aimed at
identifying the quality factors affecting to the on-site operations of a private security com-
pany. The questions also aimed at mapping different possibilities on how to evaluate these
factors, both during the tendering phase and the contract period. The interviews lasted ap-

proximately one hour each and all of them were recorded for later analysis.

3.2 Analysis of the Research Material

One basic analysis method for qualitative research is a content analysis. It can be considered
as a single method or as an open reference framework that can be combined with different
entities. The research material describes the phenomenon of the study and the analysis aims
to give a clear description of the phenomenon. The objective of the analysis of the research
material is to increase the information value of the material. The qualitative analysis of the
material is a process in which the material is first dismantled, processed and re-assembled
(Tuomi 2002 p.93,110).

The interviews were analyzed by utilizing a theory guided content analysis. The theory guided
content analysis proceeds in accordance with the research material just as a content-based
analysis, but in the abstraction phase, the empirical material is connected to theory (Tuomi
2002, p.116). In this research, the empirical material was connected the three main stages of
the procurement process presented in chapter 2. These stages are planning, competitive ten-

dering and the contract period.

The analysis of the interview data followed the content-based analysis model. The first step
in the analysis was the reduction of the interview data. In this phase, the expert interviews
were refined to interview transcripts. The objective of this phase was to remove the data
that is irrelevant to the topic of the research. The next phase of the analysis was the cluster-
ing of the material. In this phase, the coded expression from the original interview transcripts
were observed. The aim was to find similarities or differences between the transcripts. The
similar expressions were classified and combined as subgroups, which were then used to form

main groups. The last phase of the content analysis was to form an abstraction of the mate-
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rial and connect it with the three stages of the procurement process. In this phase, the em-
pirical material was connected with theory and the results present the themes formed ac-
cording to the empirical material (Tuomi 2002, p.110-116). The results of the interviews are

presented in chapters 5.1-5.3.

4  Desk Research - a Literature Review

The objective of a desk research or secondary research is to examine previous information
and studies. A desk research might be an overview in an empirical article or a traditional or
systematic literature review (Jesson 2011, p. 54). The desk research of this thesis is in the
form of a traditional literature review, which aims at critically examining the results of previ-
ous studies. In an academic work, the purpose of a literature review is to show what is al-
ready known about the topic and point out gaps in theories. A literature review can either
form the entire research project or it can be utilized as a supplementary part in larger re-
search (Jesson 2011, p. 9-18).

The aim of this desk research is to view the evaluation of quality in public procurements and
the service provider's perspective concerning the procurement process. In addition, the pur-
pose is to view quality factors typical to the private security sector. Various literature sources

and studies were used for this literature review.

4.1  Evaluation of Quality in Public Procurements

The rule of thumb regarding the weighing of quality is the criticality of the procurement.
When the procurement is acknowledged as critical by the procuring party, quality factors
should be emphasized in the request for tender document. Due to the rigid requirements of
the act on public contracts, the procuring party must be able to justify their evaluation in an
objective manner. The evaluation of quality is challenging, because the definition of quality
is very case-specific. It is often easy to ask a price for a service, but the evaluation of quality
beforehand can be very difficult. Furthermore, numeric indicators for features such as com-

petence or development capability are very hard to define (Sihvola 2007, p.38).

The procuring party should utilize predetermined quality criterions when possible. This helps
to ensure the objectivity of the scoring. Quality criteria based on the subjective evaluation of
the buyer should be used only when necessary. The buyer could also utilize several persons in
the evaluation process and ask for a statement from a neutral expert. Furthermore, the so-
called” two envelope model” could be utilized in the evaluation process. This means that the

quality of tender is first evaluated without the name of the tenderer and price. This helps the
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evaluators to evaluate the tender with more objectivity, since it minimizes the effect of as-

sumptions in the evaluation process (Sihvola 2007, p.42)

Pokkyla (2010, p.20) notes that the problem with the evaluation criteria is that it does not re-
ally allow the buyer to measure the relevant issues. For instance, it is almost impossible to
really verify the competence of a person based on document observation. For instance, aca-
demic degree gives an indication regarding the academic skills of the person, but it does not

provide relevant information regarding the person’s competence in the actual job.

Pokkyla (2010 p.21-22) states that the tendering process of labor-intensive services often em-
phasizes the importance of the tenderers operational plan. Tenderers are asked to describe
their operational plan regarding the implementation the contract. The assessment of the op-
erational plans allows the tenderers to demonstrate how they can implement the contract.
This makes it easier for the procuring party to evaluate different offers. However, the evalua-

tion of the action plans is often very laborious for the purchaser.

Kontuniemi (2016) comments that quality should be monitored during different phases of the
procurement process and the implementation of the contract. The quality of the offer during
the tendering phase, might not be a guarantee of quality during implementation of the con-
tract. Therefore, it is vital to ensure in the contract that the service provider is committed to
provide a service, which fulfills the quality requirements of the tendering phase. She empha-
sizes, that the contract should include a sanction mechanism for quality deviations, and that
the procuring party should aim for good and constructive cooperation with the service pro-

vider.

The contract should not be terminated due to minor flaws, because it is not in the best inter-
est of the buyer. The service provider should have an opportunity to fix the flaws in their ser-
vice. Sanctions should be utilized in situations, which the service provider has been unable to
fix the problem. The contract should contain a monitoring mechanism or a steering group,

which could be utilized in solving such situations (Aho 2012 p. 27).

4.2  Service Provider Perspective

In public procurements, the procurer should consider their attractiveness from the service
providers point of view. The rigid requirements of the procurement process may expel poten-
tial bidders. The participation in the tendering process might prove to be costly. Therefore,
in some cases the procurer has to really attract potential service providers (lloranta 2015,
p.401).
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An attractive client for a service provider can stand for high sales volume or good profit mar-
gins. Other attractive factors may include, for example, developing products or services in
cooperation with the client, the positive effect of the client’s image on the service provider’s

own business or the access into new customer segments (lloranta 2015, p.294).

The client attractiveness also has an impact on the development of the business. In-depth co-
operation with the customer is time-consuming and expensive, so it should be it targeted at
the important client relationships. In other words, profound cooperation cannot exist, if there
is not mutual gain for both the client and the service provider at some point. Cooperation be-
tween the client and service provider requires trust from both sides. The service provider’s
and client’s views on trust can vary greatly. Factors affecting the creation of trust include the
objectives of both sides, information flow and performance measurements and indicators.
(loranta 2015, p.292-294)

In the discussion regarding public procurements, complaints laid out by service providers to
the Market Court concerning the procurement decision or the comparison criteria for tenders
are often brought up. A typical service provider's appeal to the Market Court is related to the
scoring of the tenders. The losing party feels that they have received too low of a score. Ap-
peals of this type often fail, because the Market Court generally does not have the expertise
to evaluate the qualitative factors of tenders better than the procuring party (lloranta 2015,
p. 399-400).

4.3 Quality Factors in the Private Security Sector

There is a clear trend in the private security sector to meet customer needs and require-
ments. The service providers have begun to take into an account the individual needs of the
customer and tailor their services to them. Customers require more and more quality when
purchasing security services. The challenge in procuring security services is often the defini-
tion of the needs and quality requirements. The client’s do not always have enough compe-

tence to define these requirements well enough (Kupi 2010, p.55-57).

Jahi (2011, p.56), noted in his research that the requirements regarding the operation of the
guards are often linked to the operating environment. For example, in malls, security guards
are constantly present and cooperating with various stakeholders. In this case, the guarding

service contains a lot of interaction that increases the customer's requirements regarding the
skills of the security personnel, especially concerning social interaction. In other operational
environments such as production plants, guarding tasks mainly consists of monitoring. In this

case, the requirements for the security personnel are in principle lower.
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Vahamaki (2011, p.60) notes that from the buyer’s security organizations point of view in a
hospital environment, the on-site organization of the service provider, and especially the co-
operation with the on-site supervisor, is an essential factor affecting to the quality of the

guarding service.

Furthermore, Jahi (2011, p.66) found that clients tend to appreciate the proactive engage-
ment of the private security company in maintaining the customer relationship. According to
his research, clients consider communication important as it enables monitoring, feedback,
and development of operations. Regular contacts enable the clients to get acquainted with

key personnel of the service provider, which was considered as key element in building trust.

The importance of quality has been recognized by the Confederation of European Security
Services. They have created an instructional manual and tool to buyers for selecting the right
service provider of private security services. The quality of private security service depends
on several factors. The most visible of these is the performance level of the security staff at
the field, but they must be supported by the back office to successfully perform their job
tasks. Technological, operational and human resources provide support for the security staff

while performing their tasks (Buying quality private security services 2014, p.3-4).

According to the Buying quality private security services manual, the quality criteria for the
procurement of private security services can be applied to five sections of the contract.
These sections include the private security personnel, contract management, contract opera-
tions, contract infrastructure and the private security services company. The buyer should
emphasize the private security personnel and contract operations categories, if they wish to
emphasize the importance of the quality of the on-site operations (Buying quality private se-

curity services 2014, p.41-42).

The quality criterion emphasizing security personnel highlights the importance of the skills
and professional qualifications of personnel. The quality criteria concerning the private secu-
rity personnel can consist from recruitment, skills, experience and employment conditions

(Buying quality private security services 2014, p. 31).
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Recruitment e What is the bidders recruitment process like?

ST * Does the company provide refesher and
additional training?

e How does the tenderer ensure that they have

Experience enough experience?

Employment * How does the bidder ensure communication
conditions within the workplace?

Figure 11: Criteria concerning private security personnel (Buying quality private security ser-
vices 2014, p.31)

If the buyer wishes to highlight the importance of the on-site operations in their quality crite-
ria, the emphasis should be placed on the competence and experience of the person in charge

of the contract on-site, the operational plan and quality control.

O n -S |te ¢ What qualifications does the person in charge of the contract on-site have?
¢ Does the on-site contract manager have enough knowledge about the

m a n a ge r contract to implement all aspects satisfyingly?

O pe rat | O n a I *Does the operational plan meet the customer's needs and the call for

tenders?
p I a n ¢ Does the operational plan include reporting and performance monitoring?

Q I 't t I ¢ Does the bidder have a quality control mechanism or system?
u a I y CO n ro e Is the internal quality control perfomed in an objective manner?

Figure 12: Quality criteria concerning the implementation of the contract (Buying quality se-

curity services 2014, p.36)

The tenderer should clearly indicate the person responsible for the contract and the person
responsible for the monitoring the contract on-site. The person responsible for the on-site
operations is usually responsible for the operational management of the guarding service. This
person also monitors the implementation of the action plan. The person responsible for moni-
toring the contract on-site must meet the customer’s requirements and should be able to

make decisions (Buying quality security services 2014, p.34).
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The purpose of the operational plan is to convince the customer that the service provider is
able to perform their duties. The tenderer must ensure that all agreed procedures are fol-
lowed in accordance with the operational plan. The operational plan should also display that
the private security company has prepared for different events such as natural disasters,
demonstrations or violent attacks. The operational plan should include the following elements

(Buying quality security services 2014, p.34-35):

e Duty roster

e Standard operations

e Transition plan

e Evaluation of performance measurement
e Training plan for personnel

e Reporting structure / systems

e Business continuity

e Governance model (Buying quality security services 2014, p.34-35)

Furthermore, the buying quality security services manual suggests that the service provider
should also internally monitor the implementation of the operational plan. For this, the
guards must have a clear reporting structure. Reporting should be accurate, provide answers,
development suggestions and feedback. In addition, reporting structure should also be flexi-

ble and adaptable to the client’s needs (Buying quality security services 2014, p.35).

5  Expert Interviews

Four experienced security experts were interviewed for this research. All interviewees have a
long background in the private security sector and have worked both on the private security
company and procurer side. The interviewees represented different fields of industry. These
industries consisted of transportation, commercial services, security consultancy and aviation
security. The first interviewee works as a Security Manager in an organization, which focuses
on transportation and logistics solutions. This organization practices transportation of passen-
gers and goods in Finland. The operational environment from the security point of view is also
fairly similar to the beneficiary of this thesis. Both operational environments include security

stewarding and the use of public policy.

The second interviewee represents a consultancy company that is specialized in procurement
consultancy in security and real-estate sectors. This company specializes in security sector

procurements and has experience from the creation of quality criteria for the bidding phase.
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This meant that the interview questions (Appendix 3) were formed a bit differently in com-
parison to the other interviews. The focus was more on the different possibilities that there

are to evaluate quality of the on-site operations of a private security company.

The third interviewee works as a Security Manager in an organization that operates a large
shopping center located in Southern Finland. The questions of this interview (Appendix 4)
were targeted a bit differently in comparison to the first interview, because the interviewee
had not been present in their last procurement process of guarding services. In terms of the
operational environment, there are similarities to the target organization of the first inter-
view and to the beneficiary of this thesis. These similarities include security stewarding the
use of public policy. The fourth interviewee is an experienced security and aviation safety ex-

pert, with a long career in different positions in the private security sector.

Interview Sector/Industry Interviewee Date Interviewer
Interview 1 Transportation and Security Manager 1.6.2017 MO
logistics
Interview 2 Security and procurement CEO 19.6.2017 MO
consultancy
Interview 3 Shopping Center Security Manager  28.6.2017 MO
Interview 4 Aviation Security Specialist 28.9.2017 MO
Figure 13: Description of the interviews MO= Markus Oksanen

Based on the theory-based content analysis, the results of the research are divided into three
categories: the planning phase, competitive tendering phase and contract period phase. The

findings are presented in the following sub-chapters.

5.1 The Planning Phase - Before the Tendering Phase

The evaluation of quality in the private security sector was seen as a difficult task by all of
the interviewees. There are very few actual measures that can be used to measure the qual-
ity of the service in the private security sector. Therefore, quality measuring is largely based
on evaluation rather than concrete measures. Evaluation is always tricky, because it requires
the buyer to identify the important factors that measure the quality of the service. These

factors vary between different clients according to the needs of the operational environment.
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“Measuring is always very difficult in the control sector, but it is possible to

evaluate and assess” (Interview 3)

It is important for the buyer to take into an account their own operating environment during
the procurement phase. The airport environment is a critical infrastructure, where operations
are closely regulated by national and international legislation. The private security company
should have a profound understanding of the operations at the airport. Furthermore, the pri-
vate security company should understand who are the customers of the client and how is the
service presented to them. In an airport environment, the end-customers consists important
stakeholder groups such as passengers and airlines. The recognition of the end-customer is an

essential part of providing a high-quality guarding service.

“The private security companies might not always realize that the service is

done for the important stakeholders who are the end-customer” (Interview 4)

The creation of a good and relevant quality criteria takes a lot of time and commitment, be-
cause the buyer has to identify all the factors and variables that effect on how the service
works. Once these factors and variables are identified, they can be addressed in the quality
criteria. This is the only way to ensure that the criteria is in accordance with the needs and
requirements of the client. It is also vital to ensure that the requirements of the quality crite-
ria during the tendering phase are also present in the daily operations. The only way to
achieve this is to have a profound understanding on the quality requirements before the com-
petitive tendering phase. This is easier said than done, because the buyer must approach the
subject from the service provider’s perspective, to ask for the right descriptions for their

needs.

“First you have to recognize the factors that affect how the service works and
put those in the quality criteria and ask for qualitative descriptions.” (Inter-

view 2)

Customer oriented approach was mentioned on several occasions during the interviews. The
interviewees felt that the private security company should aim at providing the client with a
customer oriented service and actively develop their services further. The interviews suggest
that the importance of the customer oriented approach is acknowledged by the private secu-
rity companies. However, it cannot be taken for granted by the buyer that the service pro-
vider will automatically provide them with a service that is in accordance with their require-
ments, if they don’t specifically address them in their quality criteria. It is vital to understand
that the client can only demand the things that have been required during the procurement

phase. Therefore, it is important for the buyer to ask for qualitative descriptions regarding
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the important issues within the frame of the client’s contract. This will challenge the bidders

to display how they have understood the needs of the buyer.

“In my opinion, the private security companies have understood that they have

to provide a customer oriented service, discuss and develop.” (Interview 3)

One important aspect in public procurements is the transparency of the evaluation. The invi-

tation for tender’s document should clearly state things that the buyer expects from the ser-

vice. One interviewee emphasized that there should not be any vain requirements in the invi-
tation to tender document, such as the type and size of the font or the amount of characters.
It was also mentioned by one of the interviewees that it is common that the losing candidates
complain about the procurement decision in the private security sector. Naturally, a pro-

longed complain process is not in the best interests of the buyer.

“The same problems are in cleaning services as well. The losing team com-

plains always” (Interview 1)

5.2 The Tendering Phase - Evaluation of the Quality of On-Site Operations

Based on the results of the interviews, the quality of the private security company’s on-site
operations is heavily affected by the level of their on-site supervision. Especially personnel
management and competence of the on-site supervisors were mentioned by the interviewees
as key qualities of successful on-site operations. The operational management is often mainly
in the hands of the on-site supervisors, which consists of supervisors and senior guards who
are responsible for the supervision of the work on-site. The on-site supervisors are often re-
sponsible for creating on-site instructions, training new employees, finding replacements for
personnel on sick leave, solving daily problems and communicating with the client on a daily
basis. It was considered essential that the on-site supervisors would have some forum of dis-
cussion that would allow them to discuss about potential problems with other supervisors and

managers.

“If you as a supervisor have to instruct a new person to the job, without a
communication channel with the other supervisors to discuss about potential
problems, it does not take long before the problems are visible to the client”

(Interview 2)

It is important for the client to recognize what kind of an organization they want to carry out

the contract and who oversees on-site management. The requirements concerning training
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and education should be focused on the positions that are seen important. For instance, if the
operational management is mainly carried out by the on-site supervisors, the requirements
should be focused on the on-site supervisors rather than on the managerial level. The evalua-
tion of the on-site management is still quite challenging, because it is heavily connected to
individual persons. It is possible to set certain requirements regarding the experience and
training of the supervisors, but they do not guarantee that the person is suitable for the posi-
tion. The interviewees stated that on the supervisor level, experience from the work might be

more valuable then training or education.

“You need to have to good persons managing the operations and skilled super-

visors in personnel management as on-site supervisors” (Interview 3).

“From my view, experience is in some way better than training in the guarding

sector, when we talk about these key personnel positions” (Interview 2)

One possibility to evaluate the quality of the on-site operations is to ask the private security
companies to present a qualitative description on how the on-site supervision works within
the client’s contract. It is important to specify that the description must display how the pri-
vate security company has understood the needs of the client and how have they planned to
perform on-site supervision within the frame of the client’s contract. Often the private secu-
rity company gives a generic description regarding on-site supervision that provides no extra
value for the client. The description should display how the on-site supervisors are trained to
their work, what kind tools they utilize and what are the channels of communication inside
the workplace. Two of the interviewees felt that there are differences in the way how differ-
ent private security companies manage their on-site operations. Therefore, by asking qualita-
tive description regarding the on-site supervision, it is easier for client to see clear differ-

ences between the bidders.

“First you have to ask for a description on how they have planned to do on-site
supervision within our contract. Not on a general level, because then they will
give you a generic PowerPoint-presentation that they have used in 50 different

offers” (Interview 2)

Another important factor regarding the quality of the on-site operations is the creation and
implementation of the on-site instructions. The role of creation and implementation of the
on-site instructions is more crucial in larger contracts, where there are more personnel that
need to be briefed about the new instructions. This feature could be evaluated by asking the

private security company to describe how they will ensure that the creation and implementa-
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tion of the instructions works in the client’s contract. The description regarding the imple-
mentation of the instructions should also explain how the client’s specific needs are acknowl-

edged by the private security company.

“In this kind of a larger picture, where we have 25 guys working, there is more

need for writing and implementation of instructions” (Interview 3)

Resourcing and shift planning were seen as important factors that affect the quality of the
on-site operations. In larger contracts, there is an on-going process in which personnel is com-
ing in and leaving out. It is important for the client to know, how the private security com-
pany handles this process; how does the recruitment process work, in what positions are the
recruited persons placed and how on-the-job training is organized. One option to evaluate

this in the tendering phase is to ask the bidders to display their training plan for personnel.

”When we talk about a larger contract, | would like to see a qualitative de-
scription on how will their resourcing work in this contract. How have they un-

derstood that they have persons coming in and going out” (Interview 2)

Quality audits were also seen as key factors when it comes to the evaluation of on-site opera-
tions. In other words, how does the private security company continuously evaluate and moni-
tor their operations. The auditing system could be evaluated by asking a description how does
the system work, what functions are audited and what kind of results does the auditing sys-

tem produce. The description should display all the processes and systems that are utilized in

quality assurance within the client’s contract.

“The quality assurance and auditing processes should be described in this con-
tract, so that we would get into the basics. In particular, that they would doc-
ument abnormalities and try to find the aspects that are not working in this

contract” (Interview 2)

All the interviewees felt that it is essential that the private security company is able to for-
mulate and maintain a situational picture from the client’s operational environment. The in-
terviewees saw that there are two important aspects in the formation of the situational pic-
ture; a rapid change in the security environment and a long-term change. For instance, a
rapid change in the security environment could be a bomb strike in Helsinki that would
change the security environment in Finland or would affect to the collective feeling of being
safe among people. On the other hand, a long-term change could consist of societal aspects,
such as changing legislation. From the client’s perspective, it is vital that the private security

company would have the capability to react to a rapid or a long-term change and provide the
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client with solutions and options on how to prepare against potential threats. It is vital that
the private security company can provide a service that supports the core business of the cli-
ent. The private security company should stay up to date on relevant issues and bring them to

the attention of the client.

“During the bidding phase, the private security company should be able to
some way proof that they have to readiness to react to a sudden change” (In-

terview 1)

“If you think about a situational picture, | would say a long-term change. It is
important for the client that the private security company follows societal is-
sues and analyses them... Changing legislation, changing security environment

and is capable of providing solutions to the client” (Interview 3)

The evaluation regarding the ability to react to rapid or long-term changes can prove to be
quite challenging. The private security company should be able to proof that they have the
capability to react to a sudden change and to a long-term change. One option for the buyer to
evaluate the private security company 's preparedness, would be to ask their action plan for a
rapid change in the security environment, such as a bomb strike or some other serious inci-
dent. The plan should include the acquisition of additional resources, both individual security

guards and vehicles.

“How would | say it..A reliable presentation on how will it be done in the fu-

ture and in what direction are we going. (Interview 1)

“It should be thought beforehand of where they quickly get additional re-

sources, cars or people” (Interview 4)

Reporting systems were also seen as important factors regarding the on-site operations of pri-
vate security companies. The reporting systems should be able to place events into time and
place, categorize events based on severity, show the personnel on duty etc. The evaluation of
the reporting system can be challenging, because the described system does not have to exist
during the bidding phase. It is enough that the system is operational once the contract steps
into force and the operations begin. Therefore, the best way of evaluating the bidders report-
ing system is to evaluate the system that they are currently using. The evaluation of the re-
porting system can consist of individual question regarding the system, for instance does the
system show which persons are on duty etc. The questions can be more specific based on
needs of the client. Some of the interviewees felt that the private security companies should

focus on improving their IT- and reporting systems in the future.
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“No private security company has a really good and comprehensive reporting

system at the moment” (Interview 1)

“Private security companies are not the forerunners in digitalization. That’s a

fact” (Interview 2)

5.3 The Contract Period - Evaluation and Monitoring of Quality

It was considered essential that the client actively monitors the on-site operations during the
contract period. It is very difficult to evaluate the performance of the private security com-
pany by just observing statistics or feedback. The client should actively monitor how different
situations are dealt with, does the security personnel follow the given instructions and does
the security personnel represent the client in a desired way. Furthermore, one interviewee
mentioned that the personnel working on the field would also appreciate that the client

shows interest towards their work.

“The traditional way is to report how many disturbance situations there were,

but that doesn’t tell you did it go well or bad“ (Interview 2)

“If the client does not actively monitor the operations and only looks at statis-
tics and feedback, it might be difficult evaluate the quality of the service”

(Interview 3)

One method of evaluating and measuring the quality of the operations during the implemen-
tation of the contract is a case-evaluation of various disturbance, emergency and threat situ-
ations. The objective of the case-evaluation is to analyze the situation in a profound manner
and evaluate the state of the operations on the ground level. This kind of an evaluation would
help to recognize the reasons behind incidents and develop solutions to the discovered prob-

lems.

“A measurement regarding the quality of operations... that there are disturb-
ance situations and let’s say that we have 50 of these in a month. Then we an-
alyze five of them, so that we can know what to learn from them and take

that as an indicator” (Interview 2)

“These threat and close-call situations and accidents tell us a lot about how

well has the private security company been prepared” (Interview 3)
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In one model proposed in the interviews, the on-site supervisors would first go through the
case with the personnel and assess how did the case go from their perspective. After that
they would give a numeric value depending on how well did the case go from their point of
view. There should be approximately 3-5 of these evaluation per month, to create a KPI that
illustrates how well has the private security company succeeded from their point of view.
Some interviewees felt that often the private security company only compile statistics on how
many disturbance situations there has been in a month. The statistics do not tell how well the
situation was dealt with. Therefore, a profound analysis is needed to evaluate the perfor-

mance of the private security company.

“The on-site supervisor goes through the situation with the guard and they
think together what went well and what could have been done better. Then
they give a numeric-value that illustrates how well they have succeeded” (In-

terview 2)

According to the results of the interviews, one indirect way of measuring the quality of the
operations is to monitor the turnover of the personnel. All the interviewees agreed that the
turnover of the personnel has an effect to the quality of the service and that it could be mon-
itored by the client. However, there were different opinions on whether the effect is nega-
tive or positive. Three of the interviewees thought that a high turnover of the personnel is a
negative thing regarding the quality of the service. They felt that a high turnover of person-
nel might indicate a decrease in the quality of the service. It could also imply that the service
provider has problems concerning personnel management and the on-site supervision. If the
turnover among the on-site supervisors and other key personnel is high, it might indicate that

the service provider’s management on the higher level is not functioning properly.

“The key personnel...let’s say that there are about 15 of these persons, so the
turnover rate among them has an effect to the quality of the service as well”

(Interview 2)

On the other hand, it was stated by one of the interviewees that a high turnover is not a
problem, if the quality of the personnel improves with the change. It is true that the changes
in personnel will always cause the private security company to lose valuable on-site
knowledge. Furthermore, frequent changes in personnel can cause financial losses as well,
when personnel that have been provided with training are moved elsewhere. It is important
to recognize that the turnover of personnel is quite high in the private security sector. There-
fore, it is important to ensure that the operations are not solely dependent on the compe-

tence of the personnel. For instance, one of the interviewees told that they have had a 200 %
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change-rate among the personnel in their contract within the last two years and still the op-
erations have developed in a positive way. According to the interviewee, the reason for the
positive development is that the private security company has understood their requirements

and has been able to offer them with a customer oriented guarding service.

“A huge turnover rate among the personnel and still the operations have de-
veloped positively according to the statistics and from the client’s point of

view” (Interview 3)

Another aspect that was seen highly important by the interviewees was the private security
company'’s ability to proactively develop their operations. One possible indirect way of meas-
uring this during the implementation of the contract would be to create a KPI (Key Perfor-
mance Indicator) that measures the amount development suggestions provided by the service
provider. The suggestion or proposal would not have to lead in to a change in the operations,
but it would motivate the service provider to proactively seek solutions to occurred problems.
However, the problem with this is that it would easily lead to a situation where the quantity

of the suggestions would be more important than quality.

“In my opinion, one measurement of quality or way to measure the quality of
the service is the level proactive development. How many development sug-
gestions do they present, even though it does not lead into anything. They

would actively do this kind of thing” (Interview 1)

Furthermore, mystery shopping and customer satisfaction surveys were also mentioned as
ways to evaluate the quality of the service during the implementation of the contract. Mys-
tery shopping is a widely-used tool for measuring the quality of service or compliance with
rules and regulations. The security guards face different customer service and assistance situ-
ations in their work. In the airport environment, security guards face passengers and staff and
assist them in different situations. The results of the mystery shopping reflect how well the
service has worked from the stakeholder’s perspective. However, the mystery shopping
method can be difficult to apply in the measuring of the true performance capability security

wise.

“Mystery shopping or a satisfaction survey to some client or stakeholder group
that how well does this service work, but it might be useless to do an inquiry

to an apprehended person” (Interview 1)

Customer satisfaction surveys were considered as important indicators of the quality of the

service by all the interviewees. One interviewee told that their entire evaluation concerning
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the quality of the guarding service is based on customer satisfaction surveys. These surveys
can be utilized in measuring the customer service willingness and creation and maintaining a
feeling of being safe. The airport environment contains many different stakeholder groups
that see the quality of the guarding service from different point of views. It is essential for
the client to track the satisfaction of important stakeholders regarding the quality of guarding

service, as they are ultimately the client’s end customers.

“Passengers and other operators, they are the customers. That's how they see it.
Measuring customer satisfaction must be appropriate and part of the bigger picture.

These factors form the overall picture” (Interview 4)

6  Conclusions

The objective of this thesis was to answer to research questions based on the needs of the
beneficiary. The aim was to produce new and useful information for the recipient. There

were two research questions, which are as follows:

e How to evaluate the quality of the tenderers on-site operations during the tendering

phase in the procurement of guarding services?

e How to evaluate the quality of the service provider’s on-site operations during the

contract period?

The picture below illustrates the results of this thesis. The evaluation of the quality of the
on-site operations is divided into three phases of the procurement; planning, competitive ten-

dering and the contract period.

Planning phase | | Competitive tendering | ‘ Contract period

Recognizing the Client specific, qualitative Set up Key Performance

important factors: descriptions: Indicators:
+  On-site supervision * On-site supervision of + Case-evaluation of
of work work: disturbance and emergency
+ Training of new * Communication situations
personnel within the workplace * Customer satisfaction of
+ Creation and * Responsibilities, important stakeholders

resourcing and
implementation of .
instructions

implementation of
instructions
* Resourcing,

(Passengers, other operators)
Turnover of the key
personnel

operational and
contingency plans
Stakeholder
satisfaction

* The operational and
contingency plans

*  Measuring and maintaining
of customer satisfaction

The number of development
suggestions

| Indentify the needs > | Evaluation of tenders > | Quality control and develmpmen>

| Lifecycle of the procurement and continuous development

D

Figure 14: Evaluation of quality the of on-site operations in the procurement of guarding ser-

vices
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As pointed out by Nieminen (2016, p.204) and lloranta (2015, p.379), the success of the pro-
curement is often determined already before the tendering phase. Therefore, the planning
phase plays a major role in the procurement of a good and high-quality guarding service. At
the planning stage, the buyer should already know what they want to procure and what kind
of service provider they require. Quality related requirements should also be clear at this
stage. The objective of the planning phase is to ensure that the desired level of quality is

achieved and that the important quality factors are identified.

The quality of private security company’s on-site operations is highly dependent on the level
of their on-site supervision of work. Often the on-site supervisors are responsible for creating
instructions, training new employees, finding replacements for personnel on sick leave, solv-
ing daily problems and communicating with the client on a daily basis. The level of the on-
site supervision is of course connected to competence of the on-site supervisors, but it should
not solely depend on it. The private security company should have established processes and
models that enable them to run and manage their operations on the field, despite of possible

changes in their personnel.

Based on the results of this research, a credible way of evaluating the quality of the private
security companies’ on-site operations is to ask for a qualitative description on the important
aspects that effect the operations. The beneficiary should require a qualitative description on
how will the on-site supervision of operations work within their contract. The bidders should
be asked to display how their on-site supervisors are trained to their work, what tools do they
utilize, what are the forums of discussion within the workplace, what is the role of on-site su-
pervisors in training the new personnel and how on-site instructions are implemented. The re-
cipient should also require the tenderers to present their operational and contingency plans
for the contract. Furthermore, they should also ask the tenderers to describe how they ad-

dress customer satisfaction in their daily operations.

Another important aspect to recognize is that the quality claims made during the tendering
process should be monitored throughout the implementation of the contract. The research
suggest that case-evaluation of disturbance and emergency situations is an effective method
of evaluating the quality of the guarding service. A thorough analysis of various cases enables
both the client and the service provider to recognize the potential problems and successes in
the operations. In addition, the findings of this research indicate that customer satisfaction
plays a major role in evaluation of quality in the private security sector. The end-customers
of the buyer play a major role in the evaluation of the quality of the guarding service, be-

cause they are the actual entity for which the guarding service is being produced. Therefore,
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the recipient could measure the customer satisfaction of passengers and other relevant stake-
holders towards the guarding service. The results of customer satisfaction surveys would illus-

trate how the customers of the client have experienced the quality of the service.

It is important to remember that the quality of the guarding service consists of several parts.
Customer satisfaction is important but it does not alone describe how the guarding service
works, for example in disturbance and emergency situations. By monitoring the operations of
the private security company through a case-evaluation and following customer satisfaction of
important stakeholder groups, the client can form a holistic picture regarding the quality of
the guarding service. In addition, it is important from the client’s perspective that the service
provider actively develops their operations throughout the contract as well. Therefore, one
option for the beneficiary would be to monitor the amount of development suggestions pro-
vided by the service provider. One interesting result of this research was the effect of the
turnover among the personnel to the quality of the service. A high turnover rate among the
personnel is commonly seen to correlate strongly with a lower service quality. A high turnover
among the personnel will cause the private security company to lose valuable on-site
knowhow when the experienced personnel move elsewhere. This can be especially harmful in
locations that require the personnel to possess a great deal of on-site specific knowledge. It is
important to recognize that the turnover rate among staff is quite high in the private security
sector. Therefore, it would be more beneficial to measure the turnover among the key per-

sonnel.

To conclude, each procurement process is different and there is not a ready-made solution
for the procurement of guarding services. The creation of a good quality criteria is time con-
suming, because the client must recognize the important factors that they consider important
for them. After that, the buyer should think of ways, how they should address those factors in
the criteria. However, often the buyers might not have sufficient time to profoundly think of
ways how to evaluate quality during the bidding phase. Therefore, the evaluation of quality
might be too generic, thus enabling the bidders to utilize generic descriptions and presenta-
tions. The buyer should always ask for a customer oriented description regarding the aspects
that they consider as important. This forces the bidders to indicate how they are planning to
fulfill these requirements during the contract period. Furthermore, this will also help to make

clear differences between the bids and to select the right service provider for the contract.

6.1 The Trustworthiness of the Research

The trustworthiness of the research methods is generally viewed from the perspective of va-

lidity and reliability. The concepts regarding validity and reliability are more related to the
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context of a quantitative research. Therefore, the use of these concepts in the evaluation of

qualitative studies has been strongly criticized (Tuomi 2002, p. 133).

A qualitative research can be said to be trustworthy when it meets four of the following con-
ditions; credibility, transferability, confirmability and dependability. Credibility aims to eval-
uate the truthfulness of the findings of the research. Transferability means that the results of
research are also valid elsewhere. Confirmability means that the results are based on inter-
viewees answers rather than the opinion of the researcher. In addition, dependability means
that the findings of the research can be repeated by other researchers (Tuomi 2002, p. 136-
137).

The research material was collected by a literature review and expert interviews of security
professionals. The two research methods provided a broader perspective about the research.
The results of the expert interviews were consistent with the findings of the literature re-
view. Furthermore, the interviewees were selected based on their experience from either
procuring or producing guarding services. Since the interviewees had experience form both
sides, they could provide information regarding the research questions from a wide perspec-

tive.

In addition, each step of the research process was documented and all the research inter-
views were recorded. The interview recordings were transferred into interview transcripts for
a content analysis. The interviewees could bring out the relevant issues for them regarding
the subject matter. The interviews produced a great deal of information, but since the
themes of the interviews were similar, the interviews maintained comparable with each
other. Furthermore, the research report contains original quotes from interviews, so that the
reader can see how the conclusions were formed. The results of the interviews and the litera-
ture review are not limited to aviation security, as many interviewees work in different oper-
ating environments. This means that the findings of this research are also applicable in other

operational environments to some extent.

6.2 Further Research

Many interviewees stated that the private security companies often use generic descriptions
in their tenders. This makes it difficult to compare the qualitative factors of the tenders since
the descriptions of the bidders are often identical. As a topic for further research, it would be
interesting to know whether a reverse tendering process could be utilized in the procurement
of security services. In reverse tendering, the procuring party determines the price in ad-

vance and the comparison of the tenders is based on quality or quantity related factors. In
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this case, the role of qualitative descriptions is crucial, because bidders cannot compete with
price. Reverse tendering is often utilized in the procurement of highly tailored services such
consultants (Raimovaara 2014, p.51-53), but it would be interesting to know whether it could

be utilized in the procurement of guarding services as well.
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Appendix 1

Appendix 1: Interview of the security manager of the target organization
Date: 22.2.2017

What were the grounds that were used in creating the quality criteria?
How are your own needs and requirements addressed in the quality criteria?

Have you emphasized a certain part of regarding the contract?

A w N =

How well has the current quality criteria served your needs and requirements regard-
ing the guarding service?

Are there flaws in the quality criteria?

What are these flaws?

Have these flaws effected the operations?

© N oW

What is the optimal situation regarding the quality criteria? What should it consist of
and what should it be like?
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Appendix 2: Questions of interview 1
Date: 1.6.2017

1. How important for you is that the private security company maintains a situational
picture from your operational environment and reacts to changes? How could this be
evaluated in the tendering phase?

2. Canyou tell a practical example from your perspective, how could the situational pic-
ture support the on-site operations of the private security company? How does this
benefit the client?

3. How have you evaluated the private security company’s ability to manage its opera-
tions during the tendering phase? What kind of quality requirements did you have?

4. Did you evaluate the bidder’s capability to form a situational picture in the tendering
phase? If yes, what kind of quality requirements did you have?

5. How do you follow the quality requirements of the tendering phase during the con-
tract period?

Is your quality assurance based on the quality requirements of the bidding phase?
How do you address possible flaws in the quality of the service?

Is there anything else you would like to mention?
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Appendix 3: Questions of interview 2
Date: 19.6.2017.

1. How can the buyer evaluate the quality of the private security company’s on-site op-
erations during the tendering phase?

2. Are there any measurement that could be used in measuring the quality of the opera-
tions?

3. How can the buyer evaluate the private security company’s ability to analyze infor-
mation and formulate a situational picture in the tendering phase?

4. How should the buyer define the requirements regarding the experience and training
of the personnel and to whom should they be focused on?

5. Should the requirements emphasis more the experience rather than training or educa-
tion?

6. How can the buyer ensure transparency in the evaluation of quality during the tender-
ing phase?

7. How can the buyer ensure that the quality requirements of the tendering phase are

also visible in the operations during the contract period?
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Appendix 4: Questions of interview 3
Date: 28.6.2017

1. How important for you is that the private security company maintains a situational
picture from your operational environment and reacts to changes? How could this be
evaluated in the tendering phase?

2. How do you see the importance of reporting in the formation of a situational picture.
What features does a good reporting system include?

3. How can the client evaluate the quality of the on-site operations of the private secu-
rity company? Are the any methods for the measuring these features?

4. What is the effect of turnover of the personnel to the quality of the service? Is it pos-
sible to improve the quality of the service by paying more attention to the turnover of
the personnel?

How do you evaluate the quality of the guarding service at the moment?

6. Should the requirements towards the personnel emphasis more experience rather
than training and education?

7. What’s your view on sanctions regarding the quality of the service? Could a bonus-sys-

tem improve the quality of the service?
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Appendix 5: Questions of interview 4
Date: 29.9.2017

1. What kind of challenges does the aviation environment create for the operations of a
private security company?

2. How should the private security company address customer oriented approach in the
tendering phase?

3. What is your opinion regarding the role of the on-site supervision in the on-site opera-
tions of the private security company?

4. What kind of indicators can be utilized in measuring the quality of the operations dur-
ing the contract period?

5. What are the elements of constructive cooperation with the service provider and the

client? Can this be measured during the tendering phase?



