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1 INTRODUCTION 

In the world of cybersecurity, the frequency of security breaches and other 

cyberattacks is currently growing. Few of the most notorious 

ones have also gained global media attention. Good example of the impact 

these cyberattacks have against businesses and individuals would be 

the WannaCry ransomware attack. WannaCry infected over 200000 systems 

within just one day, affecting more than 150 different countries (Brenner 

2017). 

 

As the frequency in cyberattacks is growing, so is the projected percent 

change in employment in the cybersecurity field. There is a growing 

demand of cybersecurity professionals such as information security analysts, 

as many businesses have seen the massive impact of modern 

cyberattacks. 

 

The project started in the summer of 2017 in an internship period in South-

Eastern Finland University of Applied Sciences Ltd. The original idea was to 

create a platform for extra cybersecurity focused material for students inter-

ested in the field to read through, and later the idea reformed to include a pos-

sibility to practice exploitation of different kinds of vulnerabilities inside the 

platform. 

 

1.1 XAMK CyberLab 

CyberLab is a data center that has been built a couple of years ago in South-

Eastern Finland University of Applied Sciences for education and project pur-

poses. Currently CyberLab serves as a data center for running a virtual labor-

atory system as a cloud service. CyberLab data center consists of twelve 

servers, which in all have 3 terabytes of random access memory and over 

three hundred cores (Kettunen 2017). 

 

1.2 Purpose of this thesis 

This thesis is about a web application platform called Hackstructor, that has 

multiple different built-in vulnerabilities for educational purposes. It is to be 
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used by students at South-eastern Finland University of Applied Sciences as a 

studying platform that is in a supporting role for cybersecurity related courses. 

 

Hackstructor provides a "shooting ground" for offensive web application secu-

rity testing in a legal and low-/no-risk environment, and provides an insight into 

web applications from the security standpoint as well as in general. There are 

also setup- and usage guides, cheat sheets, preconstructed payloads and 

plenty of extra resources included in order to further educate people in the 

field of cybersecurity. 

 

Although it is not required, Hackstructor is originally meant to be used in col-

laboration with Kali Linux, which is maintained and funded by 

Offensive Security Limited. Kali Linux is a Linux distribution that is primarily 

developed for penetration testing and security auditing purposes. Kali also has 

almost all the tools already installed that you can use for the practice-sections 

in the Hackstructor platform. (Aharoni et al. 2017, 2-3.) 

 

2 BACKGROUND SPECIFICATIONS 

In the most basic sense, Hackstructor is a vulnerable network which includes 

multiple systems and devices. It is completely virtual and it is located inside a 

virtual laboratory system that is running inside XAMK CyberLab data center. 

 

This section explains shortly what the virtual laboratory system is, describes 

the goals for the Hackstructor project and already available solutions that are 

similar to Hackstructor. 

 

2.1 Virtual laboratory system 

Virtual laboratory system is a virtualized environment created by Jaakko 

Nurmi which allows the addition of multiple virtual machines and virtualized 

networking equipment into a single ”scenario”. This environment gives the 

possibility to set up a virtualized network that includes multiple virtual ma-

chines. 
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Virtual laboratory system is currently used at least in advanced routing, net-

work security equipment and penetration testing courses taught in South-East-

ern Finland University of Applied Sciences (Nurmi 2016). 

 

The virtual laboratory system can be accessed from the South-Eastern Uni-

versity of Applied Sciences’ internal network and it requires users to log in with 

the login information provided by the university, as shown in Figure 1. 

 

 
Figure 1. Virtual laboratory system's login page 

 

All virtual machines and devices configured and used in the Hackstructor pro-

ject are running inside the virtual laboratory system. 
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2.2 Hackstructor specifications 

The primary goal for the Hackstructor project is to provide easily understanda-

ble and collective cybersecurity related studying material for users. This allows 

users to learn about cybersecurity and penetration testing inside a safe envi-

ronment in their own phase. 

 

From the technical standpoint, a way to achieve the goal of this project is to 

provide easily understandable and accurate information about different kinds 

of vulnerabilities as well as exploitation tools, give working examples and extra 

resource material about them that provide a possibility for users to learn even 

more about specific subjects included in the platform. 

 

2.3 Related solutions 

There are a couple of notable solutions which all share similarities with Hack-

structor. All the following solutions have had influence over Hackstructor, and 

providing general information about them will give some understanding about 

the starting point. 

 

2.3.1 Damn Vulnerable Web Application 

Damn Vulnerable Web Application (often referred as DVWA) shares probably 

the most similarities with Hackstructor at least as far as the web-based user 

interface is considered. The purpose of DVWA is also relatable to Hackstruc-

tor, as both are meant to help ethical hackers and other cybersecurity profes-

sionals on practicing the usage of various tools and techniques. 

The home page and the navigation menu are simple and easy to operate, as 

can be seen in Figure 2 (DVWA 2017). 
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Figure 2. Damn Vulnerable Web App home page 

 

For the Hackstructor project, DVWA was the most influential solution. 

 

2.3.2 WebGoat 

WebGoat is also a purposefully vulnerable web application, but the major dif-

ference compared to other similar web applications is that WebGoat is basi-

cally a collection of “lessons”. These lessons require users to exploit vulnera-

bilities while providing little tips for the user. The user can also see the solution 

for the relevant lesson if he/she so desires. WebGoat and DVWA have similar 

navigation panels as can be seen in Figure 3 (OWASP 2016a). 
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Figure 3. WebGoat home page 

 

WebGoat’s lesson system fits extremely well to a school environment, which 

was a good enough reason to include it in Hackstructor as well. 

 

2.3.3 Metasploitable 

Metasploitable is not just a vulnerable web application, but a whole vulnerable 

virtual machine built on GNU/LINUX. Metasploitable is a great target to prac-

tice different techniques and the usage of various tools against. There are no 

real lessons or in-depth explanations provided for the exploitable vulnerabili-

ties, but the virtual machine serves as an excellent “punching bag” (Rapid7 

s.a.). 

 

There are a couple of vulnerable web applications included in Metasploitable, 

as can be seen in Figure 4. 
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Figure 4. Metasploitable2 website home page 

 

Metasploitable gave the idea of a “Tools” section that later came to be in-

cluded in the Hackstructor project. 

 

3 PLATFORM DEVELOPMENT 

This section covers the virtual machines that the Hackstructor platform re-

quires, network topology, and explanations about the contents of Hackstruc-

tor’s web server. 

 

3.1 Systems and devices 

The most basic way to approach the Hackstructor platform’s requirements re-

garding the systems and devices is to think about the requirements from a 

user’s perspective. 

 

Users need to be able to access the resources provided in the platform, which 

means that first we need a system where these resources are located and a 

way to access that system. In this case the system that has the resources in-

cluded is an Ubuntu server 16.04 LTS, and the way to access it is through a 

Kali Linux desktop machine. 
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As some of the above-mentioned resources refer to a specific system, that 

system needs to be included as well. In this case that system is Microsoft Win-

dows XP. 

 

Ubuntu server 16.04 LTS 
 
This server is the heart of the project. It will serve as a web server where the 

exploitation and vulnerability descriptions, examples, practice instructions and 

all other website contents are hosted. This is the system what the users most 

often interact with (excluding Kali Linux, since that is the system what users 

are using to access this one). 

 

The reason why Ubuntu 16.04 LTS was chosen is that it is fast to setup, I 

have a fair understanding of the system and it allowed me to save time in the 

setup phase since I already had a fully ready image of a working Ubuntu 

server 16.04 LTS virtual machine. Hard requirements for this server are 

MySQL, PHP and SSH capability. The contents of this server will be dis-

cussed in more depth in a later chapter. 

 

Kali Linux 
 
Kali Linux is a popular Linux distribution that is primarily developed for pene-

tration testing and security auditing purposes. Kali Linux fits perfectly with our 

platform inside the virtual environment and at the current state of development 

Kali has all the required tools for the Hackstructor web applications’ practice 

sections. (Aharoni et al. 2017, 2-3.) 
 

Windows XP 
 

Windows XP is a good operating system for beginners to practice against. The 

support for Windows XP has ended in 8.4.2014, which means that Microsoft 

does not provide any security updates anymore for this operating system. 

Therefore, when new vulnerabilities are found, there will be no patches 

against them for Windows XP (Microsoft 2017). 
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Windows XP is a near perfect target for practicing the usage of Metasploit 

framework against, and there are plenty of guides and tutorials ready on the 

web that help users to exploit this operating system. 

 

The setup requirements for Windows XP, excluding the virtual machine itself, 

are extremely minimal. In the current state of the Hackstructors’ development, 

all this machine needs to have is an administrator user and a couple of 

“Easter eggs” for users to find. 

 

3.2 Network 

Currently there is no need for an outside network access. The outside network 

access would not provide almost any benefits for the Hackstructor platform, 

but also expose highly vulnerable systems to the public network and present 

the possibility of a user to accidentally use the hacking tools included in Kali 

Linux against an unauthorized network. 

 

The basic networking requirements are that a user needs to be able to access 

the web server and Windows XP desktop machine through Kali Linux. This 

can be achieved by inserting each system into the same local area network in-

side the virtual laboratory system. As can be seen in Figure 5, the chosen net-

work topology layout is a star network. 
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Figure 5. Hackstructor network topology 

 

3.3 Server contents 

This section covers the contents of the web server, which has the highest pri-

ority from development standpoint. 

 

The whole content of the server is divided to four categories: 

• Vulnerabilities and exploitation examples 
• Exploitation tools 
• Databases 
• Other back end content 
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3.3.1 Vulnerabilities and exploitation examples 

The Hackstructor platform contains multiple purposefully built-in vulnerabili-

ties. At the current state of development, all vulnerabilities introduced in the 

web server are web application focused vulnerabilities. 

 

Each vulnerability in the Hackstructor platform’s web server has a short expla-

nation about what the vulnerability is, how it works in theory, exploitation ex-

amples, section for practicing exploitation against the vulnerability, as well as 

extra resources and references for users to learn more about the vulnerability. 

 

Figure 6 shows a template page for the Hackstructor. 

 

 
Figure 6. Template page for Hackstructor 
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Brute Force 
 
In short, brute force attack is the practice of guessing a value for a known pa-

rameter, for example a password, passphrase or even a directory. Brute force 

as a method tries every possible character combination until a right one is 

found, or when some other user defined requirement is met. This type of at-

tack is systematic, and in theory, can decrypt any kind of encryption (OWASP 

2016b). 

 

Although brute force can theoretically crack anything and everything, it realisti-

cally cannot. The biggest weakness it has is long character strings. As an ex-

ample, if someone would like to crack a hashed password that is 1 character 

long, on modern computers it would take only a fraction of a second to do so. 

But if you would like to do the same against a hashed password that has the 

length of 30 characters, the time required to calculate all possible character 

combinations would exceed a lifetime. 

 

Command injection 
 

This section about command injection is based on OWASP website’s com-

mand injection web page (OWASP 2016c). 

 

Command injection, also known as shell command injection, is a form of at-

tack where an attacker exploits vulnerable and unprotected website applica-

tions to input their own commands within the service. 

 

Command injection exists because of poor validation of input within the data 

supplied by the user to an application through forms, cookies and HTTP-head-

ers for example. In short, applications and services can be exploited by exe-

cuting system-wide commands through the web application. 

 

This form of attack can be used to display information that is not supposed to 

be available for normal users, functioning similarly to SQL Injection. It can also 

be used to execute malicious programs or scripts to obtain passwords and 

other sensitive information as the end-user accesses a website. 
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File Inclusion 
 
File inclusion vulnerability provides an opportunity for an attacker to include a 

file by exploiting the badly written code of a web application. The main cause 

for the existence of this type of vulnerability is improperly validated and/or un-

sanitized user input. File inclusion includes a couple of different vulnerability 

subcategories: 

• Local File Inclusion (LFI) 
• Remote File Inclusion (RFI) 

 

Local file inclusion and remote file inclusion are both quite self-explanatory. 

Local file inclusion includes files located at the server, while remote file inclu-

sion includes files which are located remotely (Usually included in the form of 

HTTP- or FTP URI) (Offensive security 2017). 

 

Function injection 
 
This section about function injection is based on OWASP website’s function 

injection web page (OWASP 2016d). 

 

In exploitation via function injection, the attacker takes advantage of poor fil-

tering of user input and untrusted data. This way the attacker can inject a mali-

cious code, and the website application will falsely interpret it as something it 

is supposed to execute. 

 

A more complex code will not only allow the attacker to pass any function to 

the application in question, but also define certain parameters to it. In theory, 

this would allow the attacker to remotely access the services, and pass their 

own commands as system-wide command functions. 

 

Generally, web applications vulnerable to function injection are moderately 

hard to exploit, but if the exploitation is successful, the results can be devas-

tating. 
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SQL injection 
 
OWASP (2016e) states: “A SQL injection attack consists of insertion or "injec-

tion" of a SQL query via the input data from the client to the application. A suc-

cessful SQL injection exploit can read sensitive data from the database, mod-

ify database data (Insert/Update/Delete), execute administration operations on 

the database (such as shutdown the DBMS), recover the content of a given 

file present on the DBMS file system and in some cases issue commands to 

the operating system.” 

 

Just to clarify, SQL injection basically means the modification of a predefined 

SQL query via some sort of field that accepts user input. Unsanitized user in-

put is the reason this vulnerability exists. 

 

Blind-SQL injection 
 
This section about blind SQL injection is based on OWASP website’s blind 

SQL injection web page (OWASP 2016f). 

 

Blind SQL injection and normal SQL injection are almost identical when com-

pared to each other, the only difference being the data retrieval method. When 

utilizing blind SQL injection attack method, you try to ask multiple true/false 

type questions from the database and inspect the response of the application. 

 

Blind SQL injection should not be the first thing you try when you find a possi-

bly vulnerable field accepting user input. It is quite time-consuming when com-

pared to the alternatives, but sometimes you have no choice in the matter. 

 

Blind SQL injection is often used when the application outputs just general er-

ror messages which do not provide you with enough information, or when the 

application does not provide error messages at all. Blind SQL injection is also 

more difficult than normal SQL injection, because you must do a lot more 

guesswork, but with some logical thinking and systematic approach it is still 

very much possible. 
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Reflected/client-side cross-site scripting 
 
This section about reflected/client-side cross-site scripting is based on 

OWASP website’s cross-site scripting web page (OWASP 2016g). 

 
Cross-site scripting (XSS) attacks are one of the injection type attacks where 

an attacker can inject scripts (E.g. JavaScript) into websites, which are then 

executed inside another users’ browser through the web application. 

 

XSS has historically been, and still is, one of the most common vulnerabilities 

in web applications. OWASP Top Ten Project has rated XSS as the seventh 

most common vulnerability in 2017 (OWASP 2017a). 

 

XSS attack is possible in a couple of different occasions: 

• Web application gets data through an untrusted source 
• User input data is not sanitized and/or content data sent to the end user 

is not validated properly 
 

Malicious data that is sent by the attacker can include any type of code that 

the browser can execute (JavaScript, HTML, Flash, etc.). When a different 

user opens a webpage containing that malicious payload, the payload gets ex-

ecuted. 

 

Anything you can code with JavaScript, you can execute in target user’s 

browser session (website redirect, session hijacking (related to CSRF vulnera-

bility), keylogging, opening shells, etc.). 

 

Reflected XSS attacks occur when the attackers’ injected script is reflected off 

the web server, for example an error message. In this case the attacker can 

deliver the malicious script via social engineering through emails or other web-

sites. For example, a target user clicks a malicious link, the injected code gets 

sent to the website and is reflected to the target user’s browser. 
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Stored/server-side cross-site scripting 
 
This section about stored/server-side cross-site scripting is based on OWASP 

website’s cross-site scripting web page (OWASP 2016g). 

 
Stored cross-site scripting is fundamentally in the same category of attacks as 

reflected XSS; injection. The payloads are quite similar as well as the means 

of exploitation. 

 

Stored XSS attacks occur when the attackers’ injected script is stored on the 

server via a comment field for example. This means that each time any user 

goes to see the comments where the attacker has injected a script, that script 

will be executed. 

 

From attackers' point of view, a stored XSS is more devastating than a re-

flected XSS. The reason being that the attacker can affect multiple target us-

ers at the same time without the need of direct interaction with the users. 

 

Unrestricted file upload 
 
This section about unrestricted file upload is based on OWASP website’s un-

restricted file upload web page (OWASP 2017b). 

 
Many attackers are aiming towards their goal via two steps: 

 

• Get a harmful code into target system 
• Execute the harmful code 

 

If attackers can upload files without proper sanitization, they can instantly skip 

through the first step and start trying to get the harmful code executed. 

 

Think about the following scenario: 

A hacker finds a possibly vulnerable upload-form from a local company’s web-

site. The upload-form is meant to give registered users the possibility to up-

load their own profile picture. The hacker now proceeds to upload a PHP-
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shell, a php-file which gives file system- and shell-access to the attacker. Be-

cause the company’s upload-form is completely unsanitized, the PHP-shell 

gets uploaded into their system and the attacker now has the server under 

his/her command. 

 

This is a very possible, but somewhat unlikely scenario. The almost instant ex-

ploitation could have been avoided with proper sanitization of files uploaded 

by users. 

 

3.3.2 Exploitation tools 

In the Hackstructors’ web server content, exploitation tools have a similar con-

tent structure as the vulnerabilities have, but with a few differences. First there 

is a short explanation about what the tool in question is and what it does, then 

there is a section for how to set the tool up for use, examples on how to use 

the tool, section for practicing the usage of it, and finally resources and refer-

ences for additional information. 

 

Burp suite 
 
Burp Suite is a tool for web application penetration testing made with Java 

(Portswigger Ltd. 2017a). Burp Suite provides multiple functionalities, such as 

a proxy server, a web spider, a scanner, and more, as shown in Figure 7. 
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Figure 7. Empty temporary project in Burp Suite with different features shown 

 

Burp Suite has currently two different editions available: 

• Free Edition 
• Professional Edition 

 

The professional edition has more features available than the free edition, but 

for educational purposes and because Hackstructor is aimed at beginners in 

the cybersecurity field, the free edition has been chosen as the focused ver-

sion (Portswigger Ltd. 2017b). 

 

CeWL 
 
CeWL is a custom word list generator that is used for website spidering and 

searching for unique words to create wordlists with ease. The user will be able 

to specify which URL CeWL will search, how long words it should search for, 

and whether it will include e-mail addresses in its search results. It is also ca-

pable of following links to external sites (Wood 2017). 
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CeWL is a tool that is extremely simple and easy to use. As can be seen in 

Figure 8, running the command “cewl --help” provides information about the 

flags you can assign to the command. 

 

 
Figure 8. CeWL command help 

 

Hashcat 
 
Hashcat is a "world's fastest and most advanced" (Hashcat. s.a. a) password 

recovery tool often used in dictionary/brute-force attacks. It has extremely ex-

tensive list of supported hash-types as well as options for customizing the at-

tack to precisely fit the needs of the user. However, there are so many options 

to choose from and so many different values for those options that it might be 

somewhat overwhelming for new users. That in mind, there are examples of 

working commands so that even new users can get started with Hashcat, as 

shown in Figure 9. 
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Figure 9. Hashcat command examples 

 

There are also plenty of information regarding the usage of the tool on the In-

ternet (Hashcat. s.a. b). 

 

In the Hackstructor’s website under the menu entry for Hashcat can be found 

a usage example as shown in Figure 10. 

 

 
Figure 10. Hashcat usage example in Hackstructor 
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John the Ripper 
 
This section about John the Ripper is based on Openwall’s official John the 

Ripper documentation (Openwall 2013). 

 

John the Ripper is a tool used for password cracking, similar to Hashcat. It 

supports and automatically detects multiple different hash types, and it also 

has highly customizable cracking capabilities. 

 

John the Ripper has a couple of different cracking modes included within it-

self: 

• Wordlist mode 
• Single crack mode 
• Incremental mode 
• External mode 

 

The wordlist mode is in my opinion probably the simplest cracking mode John 

the Ripper supports. It is basically a dictionary attack; you provide a wordlist 

along with a hash file, and John the Ripper tries all lines inside the wordlist 

against the hash file. Word mangling rules can also be used with the wordlist 

mode, and it is possible for users to even create their own rules that John will 

apply into the cracking process. 

 

The single crack mode is kind of like the wordlist mode, but instead of using a 

separate wordlist, it constructs a list of words found in the so called GECOS 

fields which include a system user’s full name, phone numbers and location of 

his/her office, provided that the user in question has entered this information 

when the system user was created (Cormany 2009). That means the "word-

list" in single crack mode will be substantially smaller, but John will apply a 

complete set of mangling rules it supports. 

 

The incremental mode is basically the traditional brute forcing mode. With the 

incremental mode, John will try every possible combination of characters until 

the right one is found. 

 

The external mode allows users to define/create an external cracking mode 

for John. Full utilization of this mode requires some programming experience, 
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because external modes are created by using a subset of the C programming 

language. 

 

As can be seen in Figure 11, running the program without any parameters trig-

gers the help flag for it which displays various flags and their meanings in the 

terminal window. 

 
Figure 11. John the Ripper command help 

 

Metasploit 
 
Metasploit is a highly developed tool used in penetration testing. It is one of 

the most popular tools/frameworks in the penetration testing field, because of 

the exploitation possibilities it provides (Rapid7 metasploit s.a.). 

 

Metasploit has various editions (Rapid7 s.a. b): 

• Metasploit Pro: Commercial version that provides the most features. It 
also has automated exploitation capabilities. 
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• Metasploit Express: Another commercial version that is primarily 
meant for small and medium-sized businesses, as well as for IT gener-
alists. 

• Metasploit Community: Free version with less functionalities com-
pared to the Metasploit Pro and Express. This version is primarily 
meant for students and small companies. 

• Metasploit Framework: Free command-line version with all manual 
tasks (exploitation, third-party import, etc.) 

 

 

Metasploit also offers multiple different user interfaces (Maldevel 2012): 

• Graphical User Interface (GUI): This is a user-friendly interface that 
allows you to set options by just clicking buttons. 

• Console Interface: Console interface allows you access to all options 
Metasploit has to offer. It is the most popular interface, and we are go-
ing to work with this one. 

• Armitage: Another GUI-style interface for Metasploit. The most notable 
features include recommendations for exploits and support for feature 
automation. 

 

Running the command “msfconsole” opens up the console for Metasploit 

Framework as can be seen in Figure 12. 

 

 
Figure 12. Metasploit Frameworks' msfconsole command 

 

 

 

 

NMAP 
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Nmap (a.k.a. Network Mapper) is a top-tier tool used for both network discov-

ery and security auditing purposes. Nmap can be used in many different 

phases of hacking, most notably in the reconnaissance- and scanning -

phases. Nmap is most commonly used for security audits, but it is also used 

by many system and network administrators (Lyon, G. 2008). 

 

With Nmap you can find out what hosts are available on the network, their ser-

vices, operating systems, possible firewalls and/or packet filters on the net-

work, and so on and so forth. The tool is also highly versatile in the sense that 

you can extend its capabilities with scripts (self-made and/or premade by oth-

ers). 

 

By running the program without any flags, it prints out the help-menu for 

Nmap, and in the bottom of that menu there are a few example commands as 

shown in Figure 13. 

 

 
Figure 13. NMAP command examples 

 

OpenVAS 
 
OpenVAS is a free open source framework of tools that offer vulnerability 

scanning and solutions for vulnerability management. OpenVAS originally be-

gan as a fork of another scanning tool called Nessus which is currently a 

closed source vulnerability scanner (OpenVAS s.a.). 

 

After OpenVAS has been installed and configured correctly, a web user inter-

face can be opened for it directly through a browser. Through the web inter-
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face users can launch vulnerability scans against any target networks or sys-

tems they want. The home page of the web interface can be seen in Figure 

14. 

 

 
Figure 14. OpenVAS web user interface dashboard 

 

OWASP-ZAP 
 
OWASP ZAP (OWASP Zed Attack Proxy) is a free open-source web applica-

tion security scanner, that is maintained mostly by a group of volunteers. The 

main function of OWASP-ZAP is to help the user find security deficiencies and 

vulnerabilities in web applications during development and testing phases. It is 

also a useful tool for manual security testing (OWASP 2017c). 
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OWASP-ZAP is a powerful tool that offers many features, but there is also an 

extremely simple “point and click” -style functionality that requires the user to 

only provide a target URL as can be seen in Figure 15. 

 

 
Figure 15. OWASP Zed Attack Proxy quick start 

 

SQLMAP 
 
Sqlmap is an open source penetration testing and auditing tool for automated 

detection and exploitation of numerous known SQL injection vulnerabilities in 

multiple database management systems in order to gain control of servers 

containing databases and the databases themselves (Guimaraes & Stampar 

2017). 

 

When used correctly against a vulnerable website application, Sqlmap will be 

able to perform multiple tasks, such as retrieving data from the database be-

hind the web application and accessing the file system of the host machine. 

 

After installation and configuration, the sqlmap command prints out a banner 

and short usage instruction, as shown in Figure 16. 
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Figure 16. sqlmap command 

 

THC-Hydra 
 
THC-hydra is a free tool for cracking passwords, and it supports numerous dif-

ferent protocols. Typically, hydra is used to crack network logins via diction-

ary- and/or brute force -attack methods (Hauser 2017). 

 

Hydra notoriously has quite a complex syntax for beginners and the fully con-

structed commands are often fairly long, but once the logic behind the tool is 

understood, it is not too hard to create a working command tailored specifi-

cally for the user’s needs. An example of a more complex command can be 

seen in Figure 17. 

 

 
Figure 17. Command for dictionary attack with THC-Hydra 

 

By running the program, it prints out a simplified version of the help menu. 

This menu contains the syntax hydra uses, some basic options, services it 

supports, licensing information and one simple example, as shown in Figure 

18. 
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Figure 18. Hydra command 

 

3.3.3 Databases 

The database management system used is MySQL. The reasoning behind 

that is the ease of use, fast deployment and popularity. According to DB-en-

gines (2017), as of November 2017 MySQL is ranked as the second most 

popular database management system. High popularity increases the 

chances of encountering more MySQL databases in the real world, which 

makes it a great candidate to study and practice exploitation against. 

 

There are two different databases created for the Hackstructor’s Ubuntu web 

server. These databases are required for SQL injection- and stored XSS vul-

nerabilities to function properly. The names for the two databases are “main” 

and “sqli”, as shown in Figure 19. 
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Figure 19. MySQL databases 

 
The sqli database has one table called “sqlip”, and that table has three fields 

called “id”, “username” and “password”. The function of this database is to 

store username and password combinations for the purpose of practicing SQL 

injection. The SQL injection- and blind SQL injection vulnerability pages rely 

on this database for their practice sections. Figure 20 shows the sqli data-

base- and table structure. 

 

 
Figure 20. sqli database- and table structure 

 

The database called “main” also has just one table. This table includes two 

fields called “id” and “uinput”. The purpose of this database is to store strings 

that a user has input. These strings are then printed out into the web server’s 
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stored XSS vulnerability page in a message board -like manner. Keeping that 

in mind, the practice section of the XSS vulnerability page is the sole reason 

this database is required. The database- and table structure of main can be 

seen in Figure 21. 

 

 
Figure 21. main database- and table structure 

 

3.3.4 Other back end content 

There is some notable back-end related content in the Hackstructor’s web 

server that is worth mentioning. First there is a truncated documentation for 

possible future developers which lists all the databases, directories and files 

that are included in the web server, as well as what those files contain and 

what files should be modified if someone would like to create a new vulnerabil-

ity listing for example. As can be seen in Figure 22, this is the web page that 

corresponds to the “DOCS” menu item in the side panel. 
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Figure 22. DOCS -page of Hackstructor 

 

In Figure 23 there are shown some of the explanations for the files included in 

Hackstructor’s web server. 
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Figure 23. Files and their explanations in Hackstructor's DOCS -page 

 

4 FUTURE DEVELOPMENT 

There is a limited, but still a great number of possibilities for future develop-

ment of the Hackstructor platform. Inclusion of new systems and devices, ad-

dition of new content or even new features would all be growing the size and 

magnitude of the platform even higher than it is now. In this chapter I will talk 

about some of the possibilities for future development. 

 

 

4.1 Systems and devices 

By including more systems and devices into the platform, it is possible to cre-

ate even more content for the web application itself. For example, the inclu-

sion of new computer systems behind badly configured switches or routers 

would add even more in-depth learning possibilities into the Hackstructor plat-

form. There could also be firewall, SIEM, IDS or even IPS solutions included, 



37 

although that would decrease the effectiveness of using the platform’s web 

server as a single modular virtual machine image. 

 

 

4.2 Content 

More content can be created simply by using the templates and instructions 

provided in the platform itself. There are enormous amounts of security fo-

cused tools available as well as vulnerabilities. Future content development 

could also include new examples, updates to the current content, new cheat-

sheets or even completely new categories for the web user interface. 

 

Possible examples could include more in-depth versions regarding the usage 

of the current exploitation tools. As the development of different kinds of ex-

ploitation tools advances constantly, examples are required to be updated in 

order to keep the platform up to date. 

 

A new category for the platform could be something related to social engineer-

ing for example. Social engineering is something that is not included at all in 

the Hackstructor platform, and it could open up completely new perspectives 

on how to deliver exploits and on vulnerability exploitation in general. 

 

4.3 Features 

In the case that the platform grows to include multiple new vulnerabilities, 

tools, and even completely new categories, it would be wise to add some fea-

tures for at least to the web user interface to ensure scalability. For example, 

the ability to search via a search bar would be a great addition in case there 

seems to be too much information to navigate through with other methods. 

One more feature that could be worth implementing is the ability for users to 

change the difficulty of the practice sections, similarly to the DVWA (Damn 

Vulnerable Web Application). 

 

There could also be practice exams for users to participate in, as well as “real” 

exams, which would mean that there should be scoring and grading systems 

implemented to the platform. With the implementation of these features and 

other future development ideas discussed earlier, Hackstructor could evolve 
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into a complete platform for teachers to use in cybersecurity related courses; 

teachers could use Hackstructor as a course material, they could refer to it 

when students have cybersecurity related questions, and teachers could even 

utilize Hackstructor in exams for the courses they are teaching. 

 

5 CONCLUSIONS 

The constant development of new security tools and the rapid growth of infor-

mation technology in general, means that the Hackstructor platform would 

have to be under constant development to be a relevant studying platform for 

longer periods of time. The topic of this thesis is very broad, as some of the 

vulnerabilities and tools that are mentioned inside Hackstructor, such as SQL 

injection and Metasploit Framework, could be their own topics for a thesis. 

 

The project has required an extraordinary amount of research on vulnerabili-

ties and security tools all the way up to networking and back end program-

ming. The project has also been fairly time consuming, because in addition to 

the research, every page in the web interface of Hackstructor is aimed to be 

an informative essay. 

 

In my opinion, the goals of this thesis were completed and Hackstructor is 

ready to be used by students in cybersecurity related courses. I am also posi-

tive that the Hackstructor platform can be further developed by teachers and 

students in the future. 
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