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The purpose of this research-based development project is to study how job applicants could
ensure their personal information security and data privacy while using three different instant
messaging applications (Adobe Connect, Skype for business & Slack) during virtual recruitment
processes. The objective was to gather instructions and guidelines for job applicants, and to
create a short information security guidebook based on the results of this study. This thesis
was conducted in co-operation with Laurea UAS as a part of project “Social media and it’s
equipments as a way of working-life”.

The theoretical framework is based on several information security management textbooks,
earlier researches and information that were gathered from the developers of the researched
applications. The framework defines what information security is and the basic characteristics
of information. It contains also discussion relating to theories on information security behav-
ior of computer users, and lastly an introduction to the studied instant messaging applica-
tions.

The research methods used in the study were secondary data analysis and participant obser-
vations. Information security threats and instructions were found and analyzed during the
secondary data analysis. Observations were conducted in order to find specific instructions for
the safe usage of the instant messaging applications.

The study found ways to increase the information security awareness of job applicants by in-
troducing common threats and possible consequences if they would occur. The results also
included technical and non-technical instructions for preventing the threats from happening,
and also instructions on how to share personal data or other content safely while using the
three instant messaging applications. The guidebook was created in a way that it follows the-
se same themes; first introducing the threats in order to raise awareness, secondly giving
general instruction on how to prevent them and lastly giving applications specific instructions
on how to safely share content during virtual recruitment processes.

Keywords: Information security, recruitment, virtual recruitment, privacy
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Taman tutkimuksellisen kehittamistehtavan tarkoituksena on tutkia miten tyonhakijat voisivat
varmistaa oman tieoturvansa, seka tietosuojansa koskemattomuuden virtuaalisten
rekrytointiprosessien aikana, joissa kaytetaan kolmea pikaviestintasovellusta (Adobe Connect,
Skype for Business ja Slack). Projektin tarkoituksena oli kerata tyonhakijoille
tietoturvaohjeistuksia, seka luoda lyhyt tietoturvaopas. Tama opinnaytetyo on tehty
yhteistyossa Laurea amk:n kanssa osana ”Someta duuniin”-hanketta.

Tyon teoreettinen tietoperusta pohjautuu useisiin alan oppikirjoihin, aikaisempiin
tutkimuksiin, seka tutkittujen sovellusten kehittajilta saatuihin tietoihin. Tietoperusta
maarittelee tietoturvan ja tiedon keskeiset ominaisuudet. Myos kayttajien
tietoturvakayttaytymiseen liittyvaa teoriaa on esitetty tassa vaiheessa, seka viimeiseksi on
maaritelty tutkittujen pikaviestintasovellusten ominaisuuksia.

Tutkimusmenetelmina kaytettiin kirjallisuus-/aineistokatsausta, seka osallistuvaa
havainnointia. Rekrytointiin liittyvat tietoturvauhat, seka niiden ennaltaehkaisyyn kaytetyt
keinot selvitettiin ja analysoitiin aineistokatsuksen aikana. Havainnointia kaytettiin, jotta
voitiin muodostaa pikaviestintasovelluksiin liittyvia ohjeistuksia.

Tutkimuksen tuloksena loydettiin keinoja, joilla voidaan nostaa tyonhakijoiden
tietoturvatietoisuuden tasoa, kuten yleisten uhkien esittelya ja tiedottamista niiden
seuraumuksista. Tulokset sisaltavat myos seka teknisia, etta yleisia neuvoja, joiden avulla
voidaan ennaltaehkaista yleisimpia uhkia. Tulosten avulla voitiin myos muodostaa
sovelluskohtaisia ohjeistuksia siita, miten niita kayttamalla voi jakaa sisaltoa turvallisesti.
Tietoturvaopas luotiin siten, etta sen sisalto noudatti naita samoja teemoja; tietoturvauhat ja
niiden seuraumukset esitellaan aluksi tietoisuuden lisaamiseksi, taman jalkeen esitellaan
yleisia tapoja uhkien ennaltaehkaisyyn, ja viimeiseksi esitellaan sovelluskohtaiset
ohjeistukset.
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1 Introduction

This thesis studies how job applicants could ensure their information security during virtual
recruitment process while using three instant messaging applications, and how they could
share files safely with these applications. The project is conducted as a functional study, and
it is a part of project named; “Social media and it’s equipments as a way of working-life”,
which is implemented by Laurea UAS in co-operation with other educational institutions. The
end product of this thesis is an information security guidebook that is meant for job appli-
cants.

Digitalization is spreading rapidly into many different aspects of our personal lives and it also
has it’s affects into business environment. Finnish government (2016) has lined the develop-
ment of digital business environment to be one of it’s five goals in the digitalization, experi-
mentation and deregulation-project. This brings us to the fact that digitalization will reach
into new aspects of our working environments, and it is also possible that virtual recruitment

process might be a norm in the future.

The reason why this thesis is conducted is simply due the fact that Information security and
data privacy are very important aspects of recruitment processes, especially when the whole
process is done online. Recruitment is very extensive operation; there might be several per-
sons processing our personal data and it might be restored in many different ways (Imppola
2016). We can all imagine the amount of new threats that are created when the whole pro-
cess is developed into a virtual form. It would be in the best interests of both employers and
job applicants that the processed data is being kept as secure and private as possible, as well

as making sure that it won’t get into wrong hands during the process.

If the data that is processed during the recruitment process gets breached due either the em-
ployer’s or job applicant’s failure of taking care of their information security, the conse-
quences might get extensive for both of them. Since it is the applicant’s personal data the
gets breached, it is possible that they might later be victims of such crimes as identity theft
or other misuse of the data, which can possibly lead to financial or reputational harm. The
employers might also get legal consequences and sanctions as Finnish legislation sets some
basic standards for information security and data privacy for them. The Finnish constitutional
law states the general right for privacy which ensures that everyone has right to keep their
personal data private. The more specific guidelines for ensuring information security during
recruitment are mainly stated in The Act on the Protection of Privacy in Working Life
(759/2004) and The Personal Data Act (523/1999). Also the soon implemented EU’s General

Data protection Regulation (Regulation (EU) 2016/679) gives the employers incentives to au-



dit the information security and data protection procedures, and make sure that they are set

into the level that the new legislation requires.

1.1 Purpose and goals

The purpose of the thesis is to research how job applicants could ensure their personal infor-
mation security and data privacy while using three different instant messaging applications
(Adobe Connect, Skype for business & Slack) as a part of recruitment. More closely which fac-
tors should be taken into consideration from the point of view of information security when

they attend into virtual job interviews or meetings.

Virtual recruitment is a broad topic and there are vast amounts of different applications that
can be used for arranging online meetings but all of them cannot be studied within one the-
sis. The three applications; Adobe Connect, Skype for Business and Slack were chosen earlier
to be the ones that are researched more broadly during the whole “Social media and its
equipments as a way of working-life” -project, so it is only natural to narrow this thesis into
them. It is also important to mention that these applications are already well known and used
by many employers and job applicants; it might be more convenient for them to attend into

the process if they are already familiar with the applications.

The goal is to gather instructions for job applicants on how to share all the relevant infor-
mation and files without compromising their information security. The end product of this

project will be an information security related guidebook for job applicants.

1.2 Background

The project “Social media and it’s equipments as a way of working-life” is executed by Tam-
pere University of applied sciences in co-operation with Laurea UAS, Lapland UAS and Univer-
sity of Eastern Finland. The particular Client of this thesis is Laurea University of Applied sci-
ences, which’s main responsibility in the project is to develop virtual encounters in order to

bring employers and job applicants together.

The project aims to ease recruiting and employment for University and UAS students by de-
veloping career training and recruitment via social media. The purpose is to increase the
share of social media in the employment and recruiting processes. The idea is to develop the-

se topics from four different points of views:



1. The point of view of students; Developing abilities to use social media as a tool to get
employed and the usage of other digital tools so that they can bring forward their
skills and get visibility in the eyes of employers.

2. The point of view of educational institutions; developing abilities to use social media
as a tool for career training.

3. The point of view of employers; developing the abilities to use social media as tool
for recruitment.

4. The national point of view; Developing abilities and services that can be utilized in all

of the third degree educational institutions.

The goal of the whole project is to find solutions to three main themes; the employment of
university and UAS students, developing competences for virtual encounters, and digitaliza-
tion of the career training programs of educational institutes. This thesis is tied to Laurea’s

goal of developing virtual encounters.

1.3 Virtual recruitment process

The concept of virtual recruitment that is being developed during the “Social media and it’s
equipments as a way of working-life” -project is defined so that the whole process of hiring
new personnel is done online. The idea is to organize an online recruitment event where the
organizer is in charge of the online infrastructure (platforms and setting up the messaging
application). Employers and applicants are the ones who are invited into the event by the
organizers. The developed concept is shared into 4 different stages on which both employers

and applicants has their own tasks and functions:

1. Tasks before the event/interviews

2. Logging into the virtual recruitment event and testing the microphones, webcams
etc. (Adobe Connect, Skype for Business or Slack)
Virtual group interview

4. Logging out from the event and decision on hiring.

The four stages are introduced in figure 1 below. As the figure shows, during the first stage
job applicants prepare to introduce themselves by creating e-portfolio or CV, and goes
through the guidelines of attending to online recruitment events/interviews given by the or-
ganizer of the event. The employers also go through the organizer’s guidelines and prepare

to lead the interviews.
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Figure 1: Virtual recruitment process

The second stage is conducted by logging into the messaging application via invitation link
shared by the organizer. Both employers and applicants log in 15-30 minutes before the event
begging to test that the application works (microphones, audio, etc.) and to join the meeting

rooms within the application.

The third stage requires that both employers and applicants attend into virtual job interviews
that are held in the earlier mentioned meeting rooms. The interviews can be either group or
private implementations; this particular concept focuses on group interviews. It might also
be possible that both forms of interviews, group and private, are conducted during the
event, i.e. first a group interview and after that some of the applicants might receive an in-

vitation into private interview.

The fourth stage takes place after the interviews. Both employers and job applicants leaves
the event by closing the browser. After the event the employer still makes the decision on

hiring and applicants are informed about the employer’s decisions.

2  Theoretical framework

The theoretical framework is formed by three main sections that go through the basic con-
cepts of information security and the chosen applications. While searching information on the
basic concepts of information security | found several sources that were all used; Michael

Whitman’s and Herbert Mattord’s textbook “The Management of Information Security”, John
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Vacca’s textbook “Managing Information Security”, and Rao’s and Nayak’s book “The InfoSec
Handbook”. These particular books state the concepts clearly and explain how they are con-
nected to each other. Both Whitmann’s and Vacca’s books are also used as a textbook in sev-

eral universities and UASs, including Laurea.

The second section contains discussion about information security behavior of the common
computer users. It is based on Minna alasuutari’s research “Prosessiteoreettinen nakokulma,
joka selittaa henkilokohtaisen tietokoneen kayttoon liittyvaa tietoturvakayttaytymisen
muutosta”, liro-Antti Raikkonen’s research “motivations behind employee information securi-
ty behavior” and Gary Jackson’s book” Predicting Malicious Behavior”. It is important to take
human factors into consideration, so that we could understand what gives people the motiva-
tion to protect their personal information and what their point of view on information securi-

ty is.

The third section contains information on Adobe Connect, Skype for Business and Slack, and it
is based on the information gathered from the developers of these applications. This decision
was made because the developers have very extensive information regarding their applica-
tions shared on their websites. The idea is to study the basic features and privacy policies of

the applications.

2.1 Information security & the characteristics of information

According to Whitman and Mattord (2014) Information security is described to be the protec-
tion of information and it’s three critical characteristics; confidentiality, integrity and availa-
bility, through the application of policy, training, awareness programs and technology. The
protection also includes the systems and hardware that use, store and transmit information.
In this project information security is being researched from the user’s point of view so the
concept of information security can be narrowed by leaving some parts of it without notice,
such as technical and physical protection of infrastructure and all the other administrative

aspects.

According to Whitman and Mattord confidentiality of information means that only those with
proper privileges and well demonstrated need may access information. If an unauthorized
person who doesn’t maintain those two qualities would access information the confidentiality
would be breached. Confidentiality is especially important when handling personal infor-
mation about employees (or job applicants), customers, patients and other stakeholders of
any organization. It is often expected that such information is protected closely and disclo-

sure could cause big problems (Whitman & Mattord 2014).
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Integrity means that the state of information is whole, complete, and uncorrupted. The integ-
rity is threatened if information is exposed to corruption, damage, destruction or some other
disruption of authentic state. This kind of a corruption might occur while information is en-
tered, stored or transmitted (Whitman & Mattord 2014).

Availability of information occurs when it can be accessed by authorized users (person or
computer system) in a usable format without interferences or obstructions (Whitman &
Mattord 2014). It is important to notice that in general availability can be understood as in-
formation would be available for all of the users who want to access it, but strictly from the
point of view of information security, it means that it can be only accessed easily by author-
ized persons, while unauthorized users are out the range of availability so that confidentiality

and integrity is protected.

These three concepts are commonly known as the main characteristics of information and
they should be taken into consideration when planning to ensure information security. They
create the basis of information security, but they cannot ensure 100% of protection alone. As
Whitman and Mattord (2014) state that present-day needs has made these characteristics
inequate as their own and they cannot cover the constantly changing information technology
environment entirely. Therefore it is important to introduce some other critical characteris-
tics that can comprehend the present needs. These characteristics include privacy, identifica-

tion, authentication, authorization, and accountability.

Privacy means that the information which is been collected, used and stored should be used
only for the purposes that are authorized by the owner of the data (Whitman & Mattord
2014). This is one of the most important characteristics of information security from the point
of view of this particular thesis, since the end product is a guide that instructs job applicants

how to keep their personal information protected.

Identification is described by Whitman and Mattord to be the ability (of a system) to recog-
nize individual users. It is usually performed in a form of a user name of user ID. Authentica-
tion is the process of defining whether the user has the identity it claims to have. The au-
thentication process is commonly implemented by a personal identification number (PIN) or a
password. Authorization is implemented after the user is authenticated. What happens during
authorization is basically that the system defines whether the user has been specifically and

explicitly authorized by the proper authorities to handle the data (access, modify, delete).

Accountability means that every action or all the activities done when handling data can be

traced to a named user. This can be implemented i.e. by audit logs that track user activity on
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an information system (Whitman & Mattord 2014). The idea is that possible misuse of the data

could be traced to the user who has implemented the misuse.

According to Vacca (2013) the assurance of information is achieved when information and in-
formation systems are protected against attacks through the application of security services
such as availability, integrity, authentication, confidentiality, and nonrepudiation. The appli-
cation of the mentioned services should be based on protecting the information, detecting
threats and reacting to threats. The idea is that in addition to just applying protective meth-
ods, users should also expect attacks and include attack detection tools, and methods for re-

covering from the attacks.

Rao and Nayak (2014) define information security to be the protection of information and in-
formation systems from unauthorized users accessing, using, modifying, or destroying the in-
formation (confidentiality & integrity). Other important contributors (favorable or adverse) to
the field of information security are human beings, particularly employees, contractors, sys-

tem providers, hackers, and crackers.

As we can see the opinions and definitions of the information security professionals are
somewhat similar. By far all of the three studied sources defined information security to be
more or less the protection of the key characteristics of information; confidentiality, integrity
and availability. Rao and Nayak mention actions that highlight the protection of confidentiali-
ty and integrity, and they don’t seem to agree with the other authors on the importance of
availability. In conclusion Whitman’s and Mattord’s, and Vacca’s definitions are broader than
Rao’s and Nayaks, but in general all of them have lots of similarities and they are based on

same theories regarding the characteristics of information.

Whitman and Mattord extends the characteristics by adding 5 new characteristics, which is
justified by appealing to constantly changing environment, or as | understood it; technological
development. In my opinion it is clear that confidentiality, integrity and availability are the
main characteristics of information that should be protected. The 5 other characteristics; pri-
vacy, identification, authentication, authorization and accountability should be also empha-

sized but in a minor role, when compared to the three main characteristics.

The sources show quite unanimous definitions for information security and it’s characteris-
tics. According to these results it should be clear that all of the 8 characteristics of infor-
mation should be also noted when creating the end product; the guidebook should be created
in a way that it would introduce the job applicants means to protect the characteristics of

information.
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2.2 Information Security behavior

According to Minna Alasuutari’s (2016) process theoretical point of view people change their
information security behavior based on motivational factors, current needs and feelings.
Computer users constantly interact with the surrounding environment and experience infor-
mation security related occurrences. These occurrences sets off different kinds of feelings
and at the end create the need for security: they consider information security from their
own personal point of view and seek to get rid of uncertainty by taking actions by protective

matters to ensure their personal information security.

Alasuutari found out in her research that the information security behavior is always bound to
the current situation/environment, even though computer users have taken the protective
matters, set by the earlier feelings of uncertainty into action. Users might occasionally disa-
ble their protection, especially if they feel that some of their needs are in conflict with the
protective matters. The disabling of the protection can happen i.e. when user has to hand
over personal data for officials, e.g. they might send the data by using unprotected email
connection because it’s more convenient, and therefore risk their own data privacy. In these
situation users prioritize their needs over the security, and either temporarily or permanently
abandon their information security related customs. In other words users are in a constant
conflict between their needs and information security behavior, which might cause occasions
where information security is compromised. According to Alasuutari the occasion where user’s
needs override the information security can be caused by such things as the need to join a

new organization/group or to ease the running of daily errands.

Gary Jackson (2014) defines also that in general people respond continuously to events and
situations in the environment that precede their behavior; we continually respond to any en-
vironmental context in which we find ourselves. According to Jackson people usually form so
called antecedents based on the preceding events and later modifies their behavior and pre-
dicts the possible consequences based on these antecedents. The Jackson’s theory can be
seen to support the fact also found by Alasuutari: earlier experiences modify the behavior of

people and this same theory is also applied in his book to explain malicious behavior.

liro-Antti Raikkonen’s research (2017) aimed to study what motivates employees to comply or
not to comply with information security practices. Even though this research was conducted
by studying employees of different organizations, it could still give some insight into the in-
formation security behavior of other groups of people and therefore should be observed dur-
ing this thesis project. The research shows that regardless of having an overall positive atti-
tude towards information security and believing to possess adequate understanding of infor-

mation security, neglecting it still occurs from time to time.
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The most common reason for neglecting information security practices according to
Raikkonen was avoiding inconveniences, i.e. not changing passwords or using same passwords
for several accounts. Also a false sense of security was a theme that was brought up by the
employees and it could also be seen as an important contributor to neglecting information
security. According to Raikkonen this false sense of security is closely related to the level of
information security awareness: “if people do not understand all the ways that they can ne-

glect information security and the possible consequences, more likely they are to neglect it”.

All of the three sources introduce different theories that are related to computer user’s in-
formation security behavior, but in my opinion they aren’t in conflict with each other. Instead
they might even support each other, especially Alasuutari’s and Raikkonen’s researches since
both of them mention that avoiding inconveniences or easing the running of daily errands are
common reasons to neglect information security practices. There is also a connection be-
tween Jackson’s and Alasuutari’s researches since both of them believe that the changing
environment and earlier experiences determine the future information security behavior of

the users.

The result of Alasuutari’s research shows that people might change their point of view of in-
formation security when they have a need to join a particular group or organization; this in-
cludes also recruitment since the whole process is about joining into a new organization. Also
the behavior might be influenced by convenience factors mentioned by both Alasuutari and
Raikkonen, i.e. it would be more convenient for job applicants to send personal data over by
non-encrypted email messages instead of encrypted ones, and therefore possibly risk their

personal information security or lower their usual information security practices.

In the accordance of Alasuutari’s research we can see that job applicants might have incen-
tives to occasionally compromise their personal information security behavior if they experi-
ence, either consciously or unconsciously, that their need for applying or joining into an or-
ganization is more important than their earlier information security related protective ac-
tions; their basic information security behavior might change. According to Raikkonen this
kind of neglecting of information security practices might be caused by ignorance or not being
aware of information security related threats. This again in my opinion emphasizes the im-

portance of different kinds of attempts to raise the basic information security awareness.

It is important to make the users aware of the general risks regarding information security, in
this case information security risks related to the usage of messaging applications, so that
they wouldn’t change their general information security behavior and lower their personal
protection during recruitment. As a result of researching the work of Alasuutari, Raikkonen

and Jackson, | think that the guidebook should be created in a way that it would also raise
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information security awareness i.e. by telling why it is important for job applicants to protect

personal data and introduce the basic threats to increase the motivation of doing so.

2.3 Instant messaging applications

This section introduces basic information on the three instant messaging applications. It was
necessary to study the background and basic functions of the applications before studying
further into information security related themes. The following paragraphs goes through such

information as the owners/developers, functionalities and privacy policies of the applications.

2.3.1  Adobe Connect

Adobe connect is a software used for web conferencing and it also offers a platform for online
meetings, virtual classrooms and large scale webinars. It is commonly used to create presen-
tations, online training materials, learning modules and desktop sharing. The software was
developed by Adobe systems and it was released in 2012. It is based on Adobe Flash, which
means that participants don’t have to download or install anything to their computers in or-
der to attend webinars or online meetings. The Adobe Flash works in a way that participants
follow the link shared by the host of the meeting room, and they will have access into it di-

rectly through their web browser.

Currently Adobe Connect is formed by three sections: Adobe connect Meetings, Adobe Con-
nect Webinars and Adobe Connect Learning. These three sections enable such features as au-
dio and video conferencing, recording of online meetings, screen sharing, chat, customizable
meeting rooms, Breakout sessions within a meeting and VolP (voice over internet protocol)
(Adobe Systems inc., 2017).

According to Adobe’s privacy policy (2017) the North American users’ information is handled
according the legislation of the State of California, U.S. Other than North American users are
handled by the legislation of Ireland, and they are served by the Adobe Systems Software Ire-
land Limited (Adobe Ireland), which operates under the North American Adobe Systems Incor-
porated (Adobe U.S.). Adobe also notifies that when users use Adobe applications, and accept
the terms of use they also give the company a right to send user data across geographical
borders to other countries, i.e. sending European user’s data from Adobe Ireland to other
countries where adobe and it’s associates operate. The user data is retained in Adobe Servers
which are located around the world, and therefore information usually has to be sent across

borders.
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The basic user data is given to Adobe when the user creates an adobe account, which usually
contains the name of the user, email and payment information. In addition to the basic user
data Adobe might also collect data such as how the adobe applications and websites are used,
when they are used, and locations based on IP-address and the type of browser and devices
which the user has used. Adobe claims also the right to combine this information to the data
it has gathered from other sources according the legislation, this combination of data might
give them i.e. information about the users employer (size, field of business and other busi-

ness related information) (Adobe Systems Software Ireland Ltd, 2017).

2.3.2 Skype for Business

Skype for Business is an instant messaging application that is meant for businesses and other
organizations; hence it differs by the selection of features from the actual Skype, which is
meant for individual computer users. It has been developed by Microsoft and it was released

in its current form in 2015.

Skype for business contains such features as instant messaging, VolP and video conferencing
up to 250 users. More advanced features are connected to other Microsoft software such as
Outlook and Office, e.g. user can see if other connected users are working on the same doc-

ument in office programs (Microsoft, 2017).

According to Microsoft’s Privacy statement (2015) the company collects certain user data
from the users of Skype for Business. The user data might be stored and processed on Mi-
crosoft’s or their associates’ servers that might be located in the United States or anywhere
in the world where Microsoft or the associates maintain facilities. The user data might con-
tain usage and configuration data, call quality information, types and causes of errors e.g.
dropped calls, or sing on or meeting join errors. Microsoft states that the information is used
to improve the features of Skype for Business and also their other services. According the pri-
vacy statement personal data is not shared with third parties without users consent, and if
the data is shared with the consent they will only provide the data that the associates specif-
ically need to do their operations, and they are prohibited from using the data to any other
purpose than Microsoft have entitled them to. Commonly Microsoft provides this kind of a us-
er data to associates that conduct some kind of limited services on behalf of Microsoft, i.e.
answering customer’s questions about products and services, or they might perform statistical

analysis of the usage of Microsoft’s products and services.
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2.3.3 Slack

Slack is an instant messaging application, developed by Slack Technologies in 2013. It is
meant to work as a messaging platform for all kind of teams and internal communication

channel for organization.

The application contains such features as direct messages to other user or group, Channels for
individual topics within the group, and video calls and VOIP. It also offers plug-ins to other
applications such as Dropbox and Twitter, e.g. to ease file sharing (Slack Technologies, 2017).
The application is based on teams that are created by the customer. After the creation a
team the customer will invite users into it. The team works as a communication channel for
the users. There can be several group discussions within one team and it is also possible to

individual users to chat directly with each other outside the group discussions.

Slack Technologies state in their privacy policy (2016) that they collect different kinds of user
data, and they do so on behalf of their customers who creates the teams. User data contains i
Messages (group and direct messages), pictures, videos, edits to a messages and deleted mes-
sages. User can also add information on their profile such as first and last nhame, job, phone
number and photo. Slack also might collect other user data such as usage of the application,

location and device information.

Slack Technologies states in the privacy policy that they may access and use customer data to
provide, maintain and improve their services, and to prevent service, security and technical
issues. In addition they might use other data to research and analyze trends, and to respond
to service requests, i.e. if the customer has questions or problems, billing account manage-

ment and marketing.

As mentioned already slack collects the data on behalf of the customer that creates a team.
The customer provides the instructions on how to process the data. For example, Customer
may provision or deprovision access to the Services, enable or disable third party integrations,
manage permissions, retention and export settings, transfer or assign teams, share channels,

or consolidate teams or channels with other teams or channels (Slack Technologies 2016).

3 Methodology

This section introduces the methods which were used for data gathering during the thesis pro-
ject. The data gathering was started by conducting a secondary data analysis in order to find
results on information security threats and instructions. After the analysis observations were

used to gather results regarding the safe usage of the studied applications.
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3.1 Secondary data analysis

Secondary data analysis is simply the analysis of already existing data found from various
sources (e.g. literature, statistics, research studies etc) (Pennington n.d.). The analysis in-
volves data gathering, studying of the data in order to find results that can be used for specif-

ic purpose, finding how the data applies to the research and drawing a conclusions.

In this case the secondary data analysis aims firstly to gather information about the common
information security threats related to recruitment. Secondly the analysis is conducted to find
common information security instruction that should be taken into consideration while at-

tending into virtual job interviews.

The gathering of the information was conducted by studying literature, documents and statis-
tics from various sources and trying to find as many as possible threats and instructions that
might be relevant to recruitment processes. Also some of the ideas and data were devel-
oped/collected and analyzed during a workshop that was held with the “Social media and it’s
equipments as a way of working-life” -project team, which took place at Laurea Leppavaara
campus at 18.8.2017.

Determining the fact that how relevant a particular threat is with a virtual recruitment pro-
cess was done by reflecting the threats to the actions that are needed to be done by the ap-
plicants during the process. For an example reuse of passwords which is considered to be a
major threat according the Finnish communication regulatory authority (2017) cannot be
considered to be relevant if the interview is done by using adobe connect, since the logging
into adobe connect events is based on invitation link and there is basically no password au-

thentication.

After the introduction and analysis of information security threats it was time to start study-
ing the basic instructions on how one can protect him-/herself against the common threats.

This was done by gathering a list of actions that job applicants could do to increase the level
of their security. In this phase the material was collected more or less from the same sources

on which the common threats were gathered.

The information security instructions were analyzed by simply reflecting them on the usage of
instant messaging applications and online interview situations. Determining the relevance of a
particular instruction to a recruitment situation was done by analyzing whether the possible

threats could be prevented by following the particular instructions.
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3.2 Observations

Observations as a scientific tool and data gathering method include serving of a formulated
research purpose, systematic planning, and recording and systematic checks on validity and
reliability (Kothari C., 2004). Observations can be also described to involve systematic view-
ing, recording, description, analysis and interpretation of certain behavior (Saunders et al,
2016). While implementing observations the information is sought through by the researcher’s
own direct observations without asking from the possible respondents or other stakeholders of

the researched phenomenon (Kothari 2004).

This study will be implemented by a form of observations called participant observations. Ac-
cording to Kothari (2004) participant observations occur when the observer observes by mak-
ing himself a member of the group he is observing so that he can experience what the group

experiences. This particular process lets the researcher to learn by directly experiencing the

social situation or research setting (Saunders et al. 2016).

As there were no earlier research or literature found regarding the implementation of virtual
recruitment with the researched applications, the only option was to try to experience the
online interview situations as closely as the job applicants would experience them and make
observations on what is actually safe behavior form the point of view of information security.
The guidebook needs to contain specific instructions for the applications and they can be only
gathered by using and testing the applications; seeing which the best practices are for sharing

files during online interviews.

The observations were made during testing sessions where the interview situations were simu-
lated within each of the messaging applications. As job applicants will sing into the applica-
tions as guest users and employers as host, it is important to see which would be the options
for guest users to share documents and files. This particular method confirms that how the
personal data of job applicant should be shared while using the instant messaging applica-

tions.

The actual function that is being observed is file sharing; how files (CVs, motivation letters
etc.) can be shared during the online interviews and is it safe to share them via the sharing
features of the applications. In particular it is important to find out who can see, open, de-

lete or modify the shared files.
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4  Creation of the guidebook

The content of the guidebook was created in three phases so that it begins from the basics
and ends to the more detailed instructions. The phases are; studying possible threats, study-
ing ways to prevent the threats and studying the safe usage of the instant messaging applica-
tions. The guidebook itself is also divided into three chapters that follow these three phases

by the content.

The first phase gives an introduction to the common information security threats for individu-
al computer users, and also explains why it is important to protect yourself from these
threats. The reason why this kind of information is included into the first chapter is based on
Minna Alasuutari’s research. As said earlier the research shows that the information security
behavior is bound to the computer user’s environment and to the current situation where
he/she operates; they might lower their personal protection e.g. due the need of joining to a
new organization. The idea is to prevent this from happening by introducing the possible risks
of the virtual environment, and in a way motivate the users to take protective actions into

use while operating in this environment.

The second phase leads the users deeper into the virtual environment. It gives general infor-
mation security instructions that should be taken into consideration during the virtual re-
cruitment process. The instructions in the second chapter can be implemented no matter
which application is in use. The third and last phase focuses on the three chosen applications
and it is meant to give specific instructions on the safe usage. The chapters two and three
should contain such instructions that ensure the protection of the main characteristics of in-

formation introduced in the theory section of this report.

5 Results

This section contains the results of the research stages, secondary data analysis and observa-
tions. The result were gathered and analyzed during the autumn of 2017 and they were used

to create content for the guidebook.

5.1  Secondary data analysis

This section introduces the data and results that were gathered during secondary data analy-
sis. The analysis was conducted between 1.8.-1.10.2017., and the results were analyzed dur-

ing 25.9.-4.10. The results in this section were gathered from the following sources:
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1. Reports and articles of Finnish Communication Regulatory Authority; Tietoturvan
vuosi 2016 (2017) , palveluiden turvallinen kaytto (2017) & internetpalveluiden
turvallinen kaytto (2017)

Thesis “Data privacy and data security in social media” by Jensen & Korpela (2011)
Finnish Security Committee’s guidebook “Kodin kyberopas” (2017)

PH National Privacy commission’s article “threats to security and privacy” (2017).

g N W N

Social media and it’s equipments as way of working life-Workshop

These documents introduce both information security threats, and instructions for safe usage
of internet, social media & other web based services. Firstly | found three critical threats that
are; Threats against user’s privacy, malware and physical environment of the user. Since it
was the request of the project management to keep the guidebook as summary as possible
and due the fact that the main goal of the guidebook is to introduce ways to prevent infor-
mation security hazards, these three threats could be considered to be enough to draw read-

ers’ attention and raise the awareness of information security threats.

The most relevant instructions relating to the information security of virtual recruitment pro-
cess were found from the same sources, and they included such factors as: What should be
shared online, paying close attention to the physical environment, getting to know the terms
of use, and Protect your computer and connection from malware. All of the threats and in-

structions are introduced more thoroughly in chapters below.

5.1.1  Privacy in social media/ virtual recruitment event

Finnish communication regulatory authority’s report “tietoturvan vuosi 2016”-report (2017)

lists the most common (top 5) information security threats for individual computer users:

1. Scams and classified scams
Ransomware
Internet of things (loT)

Privacy in social media

g AN W N

Reuse of passwords

The three first threats seem not to be related to recruitment very closely from the point of
view of job applicants. They are considerable threats, but they relate more on general usage
of internet such as web browsing and i.e. online shopping etc. All kinds of scams, ransomware
and, in a minor role, loT are mostly concerns for the employer during the recruitment pro-

cess, since they have more influence to the services, applications, websites, programs, and
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systems etc which are used during the process. Instead Job applicants don’t commonly have

possibilities to influence on them.

The last two threats, privacy in social media and reuse of passwords are ones that job appli-
cants can influence on, and therefore they should be emphasized when looking on to the in-
formation security of recruitment process from their point of view. During the testing sessions
| noticed that reuse of passwords-threat has no relevance to this concept since the studied
applications don’t require password authentication, meaning that it can be excluded from
further studying. This leads us to the fact that only threat from the “tietoturvan vuosi 2016” -
report that is going to be introduced in the guidebook is the threats regarding privacy in so-

cial media.

The privacy in social media-threat means that people might not be aware who has access to
the information which they share via the different channels of social media. For an example
where is the data restored and is it sold/given for third parties to be used as marketing data,
or can other users see your personal information. Users should be aware that their data might

get exposed to unauthorized persons, if it is not protected.

This particular threat of privacy in social media is very close to the concept of virtual re-
cruitment that is being developed during the “Social media and it’s equipments as a way of
working-life”-project. The idea of the concept is to gather employers and job applicants into
virtual meeting rooms where they can interact with each other by using such features as vid-
eo calls, chats and VOIP. All of these applications also reserve the right to collect user data to
their servers. If you compare this to the features of Facebook groups or even to Facebook in

general, you can see some similarities.

5.1.2 Malware

The second source that was found during the analysis was PH National Privacy commission’s
article “threats to security and privacy” (2017). The article introduces the common tools of
identity thieves, hackers, marketers and other actors that might have incentives to get their

hand on users’ personal data. The article introduces the most common types of malware:

1. Viruses and worms: The most common malicious software that can infect a system
and spread to other programs and computers without the owner noticing it.

2. Trojans: A type of malware that mislead the user to download and opening it as it is
disguised as a harmless file. The Trojans let the attackers to access to the user’s

computer and steal personal information or download other pieces of malware.
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3. Adware: Illegal versions of adware are programs which can take the form of pop-up
or browser windows that cannot be closed or they can run other kinds of malware
that can track the user’s web habits or even keypad functions.

4. Spyware: Type of software that spies the user and then sends the information to the
administrators of the software. They can get information i.e. through web cameras,
microphones or going through personal files stored into the user’s computer.

5. Ransomware: A type of malware that encrypts the user’s computer or files to hold
them ransoms. The attackers are usually requiring money to open the encrypted

files.

The possible effects of these types of malware vary from small annoyance to being critically
damaging for entire databases, systems and user’s privacy. According to the article one of the
most dangerous ways malware can threaten our data privacy is by opening a backdoor for at-

tackers to access your passwords, IP addresses, banking information, and other personal data.
5.1.3 Physical environment

In addition to the two threats mentioned above, it is also important to emphasize general
threats caused by the job applicant physical environment. This idea was generated while at-
tending into a workshop in 18.8., where the concept of virtual recruitment was developed.
We discussed the characteristics of a well organized virtual career event and one of the men-
tioned characteristics was actually the physical environment of the attendants. The idea is
that the applicants and employers should be located in a quiet place during online interviews
so that there are no distractions, but this is actually also very important aspect from the in-

formation security-perspective.

Technical solutions alone are not enough to protect information; it also requires at least some
level of physical protection, i.e. being in a private location where no one can hear the inter-
views. If the applicant or representative of employer is in a public location during the inter-
view, or even in semi private location, unauthorized persons could possibly hear the discus-

sion or even spy some data from the computer screen.

5.1.4 Information security instructions

The previously mentioned documents of Finnish Communication Regulatory Authority, Finnish
Security Committee and PH National Privacy Commission all gave advice on how computer
users can get protected against the most common threats. Also the ideas discussed during the

workshop were used to form instructions for ensuring safe physical environment. In conclusion
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the instructions on how to avoid the most common information security threats during the

virtual recruitment process could be presented by the following themes:

1. Think what is necessary to share during a public online career event or group inter-
views and what is not necessary

2. Pay close attention to your physical environment

3. Get to know the terms of use and check the privacy settings of the used applications
and other services

4. Protect your computer from malware

According to the publication “Kodin Kyberopas” (2017) it would be critically important to
consider beforehand which kind of information would be necessary to share publicly. The ar-
ticle of FCRA “internetpalveluiden turvallinen kaytto” also supports this theme by recom-
mending considering where it is actually necessary to share personal information. These same
rules could be also applied to the recruitment events and group interviews. It would be rec-
ommended to think before hand on which information you should discuss during the public
parts of the possible career event or group interviews; it could help to think what kind of in-
formation is actually relevant regarding the applied position. In conclusion; don’t publicly tell
anything you wouldn’t mind telling a complete stranger (date of birth, social security num-
ber, address, phone number or email), if it is needed you can provide the information pri-

vately to the employer.

The aspect of the physical environment should be considered so that there would be no possi-
bilities for unauthorized persons to hear the job interviews, or see the screen of the applicant
computer as confidential information could be exposed that way. The applicant should make
sure that the location is private, at least that there wouldn’t be any other persons in the
room, and ensure that the discussions could not be heard through open windows, doors etc.
After all this same aspect applies when attending into traditional face to face interviews, so

why wouldn’t they also apply for online interviews.

According to the article of FCRA “palveluiden turvallinen kaytto” (2017) every computer user
should consider which kind of online communication services are safe to use, and how the
owners of the services gather and use users’ data. The article recommends finding out at
least the type of the used service and for what purposes they can use your personal data. The
Kodin kyberopas (2017) also recommends that users should get to know the terms of use of
the applications or services before using them. It also emphasizes paying attention to who
owns the rights of published data as some applications and services might require you to give
the rights for them.
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The last instruction relates to the fact that by protecting your computer you will also protect
your personal information (Finnish Communications Regulatory Authority, 2017). The publica-

tion “Kodin Kyberopas” recommends users to do at least the following actions:

Keeping your operating system, browser and plug-ins updated
Enabling firewall at all times

Using the administrator privileges only when it is absolutely necessary
Protecting the used local area network

Keeping the router updated and enabling it’s firewall

o U N W N -

Enabling reliable protection software

By following these instructions the job applicants could possibly increase their level of infor-

mation security, and at least decrease the possibilities of the threats to happen.

5.2  Observations

The observations were done during testing sessions that were conducted between 1.9.-
5.10.2017. Al of the studied applications offer at least two different methods for sharing
files/content that could be used during online interviews. These options are introduces in the

chapter below.

5.2.1 Adobe Connect

Files or other content, in this case CVs or other recruitment related documents, can be
shared by using the three functions of Adobe Connects share pod: screen sharing, uploading a
document to a content library directly from your computer, or a whiteboard (drawing and

writing).

A new share pod is opened from pods-menu from the top bar of the meeting room. The
opened share pod gives now the three options to share content, which can be found by click-
ing the dropdown arrow from the middle of the pod. In this case the whiteboard is going to be
excluded from further observations, because it could not be used for file sharing in a way that

is desired from the point of view of recruitment.

Uploading a document from the user's computer can be done by clicking the "share document”
from the dropdown menu of the share pod and after that by clicking the "browse my comput-
er"-button from the bottom of the opened window, which shows the upload-library. After the

wanted document has been uploaded, it will appear into the library and the user can now
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share it with others. If the user won’t remove the file from the history of the file sharing pod

before he leaves the meeting room, it will stay visible for hosts and other presenters.

Sharing a user's screen is also an option in a way that the user can open the file to his com-
puter screen and then share his screen via the share pod. In this way the user won't need to
upload any files and it won’t leave any copies of the file into the folders of the applications.
In other words instead uploading and saving a file the user can just open them on the com-

puter screen and then share it live for other users in the meeting room.

Screen sharing is activated by clicking the "share my screen”-button from the share pod.
There are three different options to choose from the screen sharing menu; Desktop, applica-
tion or windows. Desktop-option will basically share everything that is visible on the user’s
screen. Application-option shares everything within a chosen application, i.e. all the windows
and tabs of a chosen web browser. Everything done outside the chosen application will not be
visible for other users. The windows-option are meant for sharing content from applications
which allows users to open several windows, in a way that only a certain one window is visible
for the meeting room. For an example the user can determine that he wants to share only
one tab of a web browser. When the user ends the screen sharing session, there are no up-
loaded files to remove or other traces of the shared content saved into the history logs of the

meeting room.

5.2.2 Skype for Business

The observations on this application were restricted to only using the meetings-function since
it is most suitable for arranging online interviews; it can be opened from the browser and al-
lows guest users, so that they won’t need to install any software. The users can share content
during a meeting by sharing their screen, sharing attachment files or sharing notes. The shar-
ing of notes is going to be excluded from this study, since it is actually meant for uploading
and writing notes during the meeting, not sharing presentations or documents. All the sharing
options can be accessed by clicking the present icon (screen icon) from the bottom of the

meeting room.

The screen sharing-function in Skype for Business is quite exactly similar as it’s equivalent in
Adobe Connect; it has three options which are desktop sharing, application sharing and shar-
ing a PowerPoint-file. Again desktop sharing means that everything happening at the users
screen is shared to the meeting. Application sharing means that the user chooses an applica-
tion which's content is shared, and everything else done outside the application is not going
to be visible for others attendees of the meeting. PowerPoint sharing will share just the con-

tent of one chosen PowerPoint file.
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Attaching files to the meeting is also quite similar to the Adobe Connect's document upload-
ing-function. The biggest distinction between these two is that in Skype the user sharing the
files is asked first to define who can actually see and download the files, as in Adobe Connect
this was not possible. The user can for an example defines that everyone attending into the
meeting could download his files, or he can choose a smaller group amongst the attendees. It
is also important to notice that the uploaded files will be saved into the attachment folder of
the meeting; they can be accessed and removed by choosing "attachment management” below

the present-icon.

5.2.3 Slack

Slack gives possibilities to upload files directly from the user’s computer, share file from
Dropbox and Google Drive, and screen sharing which is available for paid plans (slack call) and
is only available through the desktop application (doesn’t work on browser versions). All the
shared files will be also stored in the file storage of the slack, and they can be deleted after
they are not needed. Slack calls were not enabled in the project’s slack environment where |
tested the application, so screen sharing will be excluded from these observations. It is also

excluded from the actual interviews if they are decided to be implemented by using Slack.

Uploading a file is done simply either by dragging the file into the chat, or by clicking the
plus-icon from the writing pod of the chat. The file will appear into the chat as an attach-
ment and it can be opened or downloaded by other participants. Other option is to upload the
file to Dropbox or Google Drive, and after that share the direct URL of the file into the chat.
When the link is shared into the discussion the application will automatically upload the file

from Dropbox or Drive.

The uploaded files can be deleted from the file archive, which is accessed via the “more
items” icon from the top right corner of the browser app. The user chooses “files” from the
dropdown menu of the more items-icon and after that searches the wanted file from the ar-

chive and deletes it by clicking “more actions” - Delete file.

6  Conclusions

The purpose of this thesis was to gather instruction for job applicants for ensuring their in-
formation security and gather them into a guidebook. The results shows that job applicants

can and should take actions to prevent common information security threats from happening,



28

or at least significantly decrease the possibilities by doing so. After all the threats can lead to

extensive consequences if they are not monitored or regulated.

The probability and severity of consequences of the threats were analyzed by using risk ma-
trix introduced in figure 2. The vertical axis of the risk matrix demonstrates the level of se-
verity that a certain happening could cause. The horizontal axis demonstrates the probability
of that happening to occur. The three differently colored areas between the two axes are

marked as green, yellow and red.

Severity Categories

. Not acceptable

[ JaLare

D Acceptable

Extensive

Major Risks
. Privacy breach
. Malvare
Medium ‘ Phys. Enviroment
Minor
No impact

Highly ~ Unlikely  Possible Likely Very Probability
unlikely likely

Figure 2: The risk matrix

The Green area covers combination of objects that implies that the risk is at acceptable lev-
el; there is no need to control or monitor the risks. Yellow states that the potential severity
and probability of certain happening is at medium (ALARP-level) level and that these risks
should be at least monitored closely, and controlled only if needed. The red area demon-
strates the combination of high probability and high severity; the level of the risk is not ac-

ceptable and they should be monitored and controlled closely.
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The possibility of privacy being breached sets at “possible”-level as it is mentioned in the top
5 of all the cyber security related risks of the “tietoturvan vuosi 2016 -report. The severity
sets as extensive due the fact that confidentiality and integrity of the information is breached
at this stage. The consequences include in worst case scenario identity thefts which can lead
to financial and reputational harm. The risk sets at not acceptable-level on a risk matrix (fig-

ure 2).

The possibility of getting contaminated by some form of malware can be considered as possi-
ble on the scale of the risk matrix’s horizontal axis (they are described to be more rampant as
ever). The consequences of these threats can be seen also as extensive; the confidentially,
integrity, availability, privacy, authentication and authorization of processed data could be

all breached. Again this risk is seen as not acceptable on the risk matrix (figure 2)

The possibility of the applicant’s physical environment causing problems can be seen to be
unlikely since there are plenty of other factors that support the private locations over the
public or semi public locations; i.e. assuring better audio and it can be said to be also com-
mon sense to be in private during any forms of job interviews. The severity sets at major-
level since the confidentiality of personal information could get breached. These results indi-
cate that this risk sets on level of ALARP (should be monitored as low as reasonably practica-

ble), the yellow area of the risk matrix (figure 2).

The breach of privacy should be prevented most importantly by considering what kind of in-
formation and in which extent it is shared, also ensuring technical solutions should be noted.
The protection against of malware should also be ensured by technical solutions. At last en-
suring a safe physical environment should be done in a way it is done during traditional face

to face interviews.

The following list introduces all of the relevant methods for preventing the three risks from

happening:

1. Consider beforehand which kind of information should be shared (during both group
and private interviews) and what is relevant regarding the applied position.

2. Don’t share critical personal information (phone numbers, email addresses, social se-
curity numbers etc.) publicly or during group interviews in any case

3. CVs, portfolios or other equivalents should be shared privately with the employer or
the organizer of the virtual encounter before or after the online interviews

4. Use only safe and familiar local area network and protect it by keeping the router

and it’s firewall updated
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5. Enable virus protection and keep applications, browsers and operating system updat-
ed at all times.

6. Make sure that you are in a private and quiet location, and that there are no possibili-
ties for unauthorized persons to hear or see the interview situation.

7. If it is necessary to share files or other content during the interviews, avoid uploading
or attaching anything into the used application as they might be saved into their
memory/history logs. Instead use the screen sharing function (Adobe Connect and

Skype for Business), or create a public link into a Google Drive or Dropbox file (Slack).

As said earlier information security is defined to be the protection of the key characteristics
of information; confidentiality, integrity and availability. This protection should be executed
by technical solutions, awareness programs and common information security policies. The
results of this research offer solutions for all of these aspects. Introducing the common
threats raises awareness on information security related issues. The general instructions of-
fer technical solutions for protecting the applicant’s personal data, and combined with the
other application specific instruction they can be used to form a common information security

policy for virtual encounters.

The results of this thesis can be used in forming a short information security guidebook for
job applicants as they offer clear instructions on how information should be protected, and as
well as how to use Adobe Connect, Skype for Business and Slack safely during online job in-
terviews. In addition to gathering these instructions and guidelines | also ended up publishing
a blog post on the website of the “Social media and it’s equipments as a way of working life”-
project that is based on the results of this thesis, and also creating a summarized version of
the instructions in Finnish, that was attached into a general instructions of a planned online

recruitment fair.

6.1  Validity and reliability

The reliability refers to the fact that significant results of a research must be more than one-
off finding and inherently repeatable (Shuttleworht 2008). In other words according to Martyn
Shuttleworth other researchers must be able to perform the same results under the same

conditions.

Validity encompasses the entire experimental concept and establishes whether the results
obtained meet all of the requirements of the scientific research method (Shuttleworth 2008).
This means that the research actually measures what is it supposed to measure and the re-

sults are genuine.



31

The reliability of the secondary data analysis of information security threats and instructions
were verified by using several different sources and doing background checks on them in or-
der to see that they were unbiased. It was also important to see that the analyzed data was
up-to-date so that the end product would meet the present information security require-
ments.

The observations were made by using the latest versions of the studied applications. If the
study were to be executed again with the same version of the applications the same results
would be found. This can be also confirmed from the user manuals of the studied applica-

tions.

The biggest problem during the research was that there was vast amounts of secondary data
and most of it was published by private companies or other publishers that were dependant
on third party financing or on marketing income, and therefore they might be heavily influ-
enced/biased towards the financier’s opinions. All of these sources had to be excluded. Nev-
ertheless at the end there were enough unbiased sources such as publicly funded government
organizations and educational institutions (i.e. workshop in Laurea), so that the results could

be seen as reliable.

The results can be also seen as valid, since the purpose and goals were reached. The used
methods generated result which answered to the sole purpose of the thesis; how the job ap-
plicants could ensure their information security. It was also possible to form the end product,

the guidebook, based on the findings of this research.

6.2 Future research

Digitalization and technological development will generate new possibilities to develop new
forms of virtual encounters and it could also enable new applications and methods for arrang-
ing online job interviews. Technological development also generates constantly new threats
regarding information security. In the future researchers could study this same topic in a way
that it takes the new threats into consideration; in a way update the common threats and
information security instructions for example to meet the requirements of the 2020’s tech-
nology. It could be also possible to study new instant messaging applications or updated ver-

sions of the current ones.

The topic of information security during recruitment could be also studied from the employ-
er’s point of view. Possible research problems could be i.e. how the job applicant’s data

should be processed and restored, how the employees responsible on recruiting should be
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trained to handle confidential data or how they could ensure a safe online recruitment envi-

ronment.
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Appendix 2: Content of the guidebook

Introduction

This document contains information security instructions and guidelines for job applicants so
that they would be able to ensure their personal information security during virtual recruit-
ment processes. The first section introduces some of the possible threats and their conse-
quences. Second section gives general instructions how to prevent the threats from happen-
ing, and the third section gives application specific instructions on how to share content safe-

ly while using Adobe Connect, Skype for Business and Slack.

Information security is described to be the protection of information and it’s three critical
characteristics; confidentiality, integrity and availability, but they cannot ensure 100% of pro-
tection alone; in addition also characteristics such as privacy, identification, authentication,

authorization, and accountability have a role in the protection of information.

Confidentiality of information means that only those with proper privileges and well demon-
strated need may access information. If an unauthorized person who doesn’t maintain those
two qualities could access information, the confidentiality would be breached. Integrity
means that the state of information is whole, complete, and uncorrupted. The integrity is
threatened if information is exposed to corruption, damage, destruction or some other dis-
ruption of authentic state. This kind of a corruption might occur while information is entered,
stored or transmitted. Availability of information occurs when it can be accessed by author-
ized users (person or computer system) in a usable format without interferences or obstruc-
tions. Naturally it is breached when even the authorized persons with proper privileges are

not able to reach the needed data.

Privacy means that the information which is been collected, used and stored should be used
only for the purposes that are authorized by the owner of the data. If data is used for other
purposes than recruitment or i.e. it gets into unauthorized hands, privacy is breached. Identi-
fication is described to be the ability (of a system) to recognize individual users. It is usually
performed in a form of a user name of user ID. Authentication is the process of defining
whether the user has the identity it claims to have. The authentication process is commonly
implemented by a personal identification number (PIN) or a password. Authorization is im-
plemented after the user is authenticated. What happens during this stage is basically that
the system defines whether the user has been specifically and explicitly authorized by the
proper authorities to handle the data. Accountability means that every action and all the ac-
tivities done when handling data can be traced to a named user. Accountability can be en-

sured for an example using audit logs or other means of documentation.



40
Liite 1

Information security threats

According to the Finnish Communications Regulatory Authority’s report “tietoturvan vuosi
2016” (2017), the breach of privacy was one of the most common threats for computer users.
Privacy is also a notable factor during recruitment and therefore it should be protected with
due diligence. The breach of job applicant’s privacy could be caused by the negligence while
sending personal data to the employer. As a consequences of the possible data breach the
confidentially of processed data could be lost. In the case of recruitment the data usually
contains confidential personal information and could cause major harm if it’s in the posses-
sion of unauthorized persons. Also the integrity of the data is in danger since it could get
damaged or even corrupted. The breach of the confidentiality and integrity of personal data

could also allow identity thefts or other means of misuse.

The second threat, malware or malicious software, are types of software that can open a
backdoor for attackers to access your passwords, IP addresses, banking information, and other
personal data. The possible effects of these types of malware vary from small annoyance to

being critically damaging for entire databases, systems and user’s privacy.

At last it is important to emphasize the physical protection of data. If we look recruitment
from the point of view of job applicant, the physical environment where he/she is during a
virtual meeting plays an important role on behalf of information security and data privacy. In
a worst case scenario the environment would be a public place where unauthorized persons
can hear or see something confidential, in a other scenario the environment could be private
but confidentiality could be breached by negligence i.e. open door or window. As we can see

at least the confidentiality and also privacy of the job applicant’s personal data might get

breached.
Threat Risk consequences
Breach of privacy/data leak possible Extensive

-loss of confidentiality
-loss of integrity
-loss of privacy

- enables identity thefts

Malware Possible Extensive
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-loss of integrity

-loss of identification
-loss of authentication
-loss of authorization
-loss of accountability

-possibly loss of availability

Physical environment Unlikely Major
-loss of confidentiality

-possibly loss of privacy

Table 1: Threats

General instructions

The breach of privacy should be prevented most importantly by considering what kind of in-
formation and in which extent it is shared, also ensuring technical solutions should be noted.
The protection against of malware should be ensured by technical solutions. At last ensuring a
safe physical environment should be done in a way it is done during traditional face to face

interviews.

The following list introduces all of the relevant methods for preventing the three risks from

happening:

Consider beforehand which kind of information should be shared (during both group and pri-
vate interviews) and what is relevant regarding the applied position.

Don’t share critical personal information (phone numbers, email addresses, social security
numbers etc.) publicly or during group interviews in any case

CVs, portfolios or other equivalents should be shared privately with the employer or the or-
ganizer of the virtual encounter before or after the online interviews

Use only safe and familiar local area network and protect it by keeping the router and it’s
firewall updated

Enable virus protection and keep applications, browsers and operating system updated at all
times.

Make sure that you are in a private and quiet location, and that there are no possibilities for
unauthorized persons to hear or see the interview situation.

If it is necessary to share files or other content during the interviews, avoid uploading or at-

taching anything into the used application as they might be saved into their memory/history
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logs. Instead use the screen sharing function (Adobe Connect and Skype for Business), or cre-

ate a public link into a Google Drive or Dropbox file (Slack).

Application specific instructions

While using Adobe Connect files can be shared by using the three functions of applications
share pod: screen sharing, uploading a document to a content library directly from your com-
puter, or a whiteboard (drawing and writing). In more detail a new share pod is opened from
pods-menu from the top bar of the meeting room, and content sharing options can be found
by clicking the dropdown arrow from the middle of the pod. Screen sharing is the only rec-
ommended option to be used during the online interviews, as the other options will leave the

file saved into the memory of the share pod where it might be visible for unwanted users.

The recommendations for using Skype for Business’ content sharing option are quite similar.
There are three options; Screen Sharing, uploading/attaching files or sharing noted. The
sharing options can be accessed by clicking the present icon (screen icon) from the bottom of
the meeting room. Again only screen sharing would be recommended option during online job
interviews, since the two other methods leaves the shared content into the memory of the

meeting where it might be exposed to other users.

The browser version of Slack offers two methods for content sharing: Uploading/attaching
files directly from user’s computer or sharing a public link into Google Drive or Dropbox files.
Uploading files directly from your computer will lead to the situation where the file is going
to be restored into the sharing folder of the Slack meeting, so this option should be avoided.

Instead it is recommended to share the needed files via Google Drive or Dropbox.
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appendix 3: Content published in a blog

Be aware on information security of virtual encounters - tips for attendees

Be aware on information security of virtual encounters - tips for attendees

Digitalization and rapid technological development creates constantly new possibilities for
developing virtual encounters. While developing new concepts for these virtual encoun-
ters it should be essential that also the aspect of information security is taken into con-

sideration.

Such writers as Michael Whitman & Herbert Mattord (2014), and John Vacca (2013) all define
information security to be the protection of three critical characteristics of information; con-
fidentiality (in Finnish luottamuksellisuus), integrity (eheys) and availability (saatavuus).
Meaning only those with proper privileges and well demonstrated need may access the pro-
tected information, the state of it is whole, complete, and uncorrupted, and it should be ac-

cessible for authorized users without interferences.

The three characteristics mentioned above should be protected by application of common
information security policy, technological solutions, training and awareness programs. These

actions should prepare us to protect information, detect threats and react to threats.

What are the threats?

Information security is an important aspect of any recruitment process, and it is in the best
interests of both employers and job applicants that the applicants’ personal data is kept as
private as possible. Nevertheless if the data would get breached for some reason, the conse-
quences might be extensive. In a worst case scenario breach could enable identity thefts and
other forms of misuse of personal data, and hence lead to either financial or reputational

harm, if not both.

The job applicants should at least be aware of such threats as breach of privacy (who has ac-
cess to their information, where it is stored and to whom it could be distributed), common
types of malware and the physical environment during online job interviews.

How can the data be protected?

At the end the extent of the consequences of data breach depends on the extent of the

shared data. Therefore it would be critically important to consider beforehand which kind of
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information should be shared; what is relevant regarding the applied position, and what
should be said during group or private interviews. As the developed concept is concentrated
into group interviews, it would be recommended to go through which kind of personal infor-
mation should be told during them. Most importantly it would not be advisable to share criti-
cal personal information (phone numbers, email addresses, social security numbers etc.) pub-

licly or during group interviews in any case.

Personal information such as CVs, portfolios or other equivalents should be shared privately
with the employer or the organizer of the virtual encounter before or after the online inter-
views. If it’s absolutely necessary to share files while attending to Adobe Connect, Skype for
Business or Slack meeting, it would be recommended to use the screen sharing function (AC &
Skype) or to create a public link into Dropbox or Google drive file (Slack). Uploading or at-
taching files directly from the user’s computer might save the files into the memory/history

logs of the used application so it should be avoided.

The aspect of physical environment should be considered so that there would be no possibili-
ties for unauthorized persons to hear the job interviews, or see the screen of the applicant’s
computer. It is critical to make sure that the location is private meaning no oth-
er/unauthorized persons in the room, and any open windows or doors. The environment
should be ensured at least the same way it is done while implementing traditional face to

face or group interviews, as the developed concept is focusing on group encounters.

Are there any technical solutions for data protection?

The last instruction relates to the fact that by protecting your computer you will also protect
your personal information. According to The Finnish Security Committee (2017) at least fol-

lowing technical solutions should be executed to ensure malware free computer:

Keep operating systems, browsers and plug-ins updated

Enable firewall at all times

Use the administrator privileges only when it is absolutely necessary

Protect the used local area network and use only safe networks that you are familiar with

Keep the router updated and enable it’s firewall

o U N W N =

Enable reliable protection software

Conclusions

Job applicants can and should take actions to prevent common information security threats

from happening, or at least significantly decrease the possibilities by doing so. It is important
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to be aware of the threats and then apply the above instruction so that the online recruit-

ment environment is kept as safe as possible.

The author Ville Savolainen is a student of security management from Laurea University of
Applied Sciences, working on a thesis which studies the information security of virtual en-
counters.
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