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Abstract: - Multi-Agency Cooperation In Cross-border Operations (MACICO) is a Celtic-Plus project with
nine partners from Finland, France and Spain. The duration of the project is Dec 2011 — May 2014. It develops
a concept for interworking for security organisations in their daily activity. It deals with the cooperation of
security organisations that do not use (in their day-to-day job) the same radio network, but in some missions
could take benefit from a sharing of their respective infrastructure. Use cases such as pursuit of criminals across
a border, close support of vehicles going through a border, and disaster relief operations require security
organisations from both countries to communicate together and to continue to communicate with their control
room. The paper presents the MACICO research project.
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1 Introduction On the one hand Europe is a patchwork of
In recent years, the capabilities of Public Safety languages, laws, diverse cultures and habits that can
(PS) organizations across Europe have been change abruptly across borders. On the other hand,
considerably improved with the deployment of new even within the same country, each security
technologies  including  dedicated = TETRA organisation  develops its own  operational
(TErrestrial Trunked RAdio) and Tetrapol networks. procedures.  For efficient ~operations, —many
Nevertheless, a number of events like the London significant challenges need to be addressed,
bombing of 7th July 2005, the Schiphol airport including communication systems (not compatible
disaster and the flooding disasters in 2010 have even when they use the same technology), differing
highlighted a number of challenges that Public procedures as well as inadequate language skills in
Safety organizations face in their day-to-day work. cross-border cooperation. MACICO addresses not
Security  organisations  increasingly  face only the technical interoperability issue, but also the
interoperability issues at all levels (technical, complete procedure enabling foreign users to
operational and human) as they interact with other cooperate keeping the intrinsic and vital security
national, regional or international organisations. Not mechanisms of such networks.
only assets and standards must be shared across The main goal of MACICO is to address on a

short-term perspective the needs for improved
systems, tools and equipment for radio
communication in cross-border operations (cross-
border surveillance, cross-border pursuit,...) as well
as in operations taking place on the territory of other
member states (high scale civil crisis operations or
complex emergencies needing support of Public
Safety Services from other Member States). On the
other hand, MACICO encompasses the

Europe to empower joint responses to threats and
crisis in an increasingly interconnected network, but
also security organisations have to benefit from
interoperability functionality in their day-to-day
work. The Multi-Agency Cooperation in Cross-
border Operations (MACICO) project aims at
developing a concept for interworking of security
organisations in their daily activity [1].
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interoperability issues European countries will be
faced with in a long term perspective, tackling the
necessary transition between currently deployed
legacy network and future broad band networks.

Operational
Countrywide network
TETRA or Tetrapol

Regional Network
TETRA

Countrywide
Projects in planning
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Fig.1 European public
networks situation
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The Figure 1 above is a picture of the public
safety telecommunication situation in Europe. Since
1996, public safety sectors are convinced that they
must harmonize operational procedures and that
their respective dedicated network ensuring instant
and reliable communications for mission critical
operations should be able to interoperate for
cooperative missions.

Use cases are expressed by different end users as
cross-border cooperation is being intensified (Police
cooperation, Priim Treaty [2]):

e day-to-day interoperability: covering routine
public safety operations involving discrete
parts of the same organisation, such as those
involving police firearms and surveillance
teams, or partners such as ambulance or the
deployment of voluntary and statutory
organisations involved in search and rescue;

e joint service interoperability: supporting an
immediate response to incidents that requires
the presence of two or more responder
organisations, such as a motorway collision;

e mutual aid interoperability: whether for
cross-jurisdictional incidents/events where
the resources of adjacent partner agencies are
mobilised, such as at environmental protests
and major sporting events;

e task force interoperability: supporting
local/nation-wide agencies collaborating for
an extended period of time to address a
particular problem as directed operations to
counter illegal immigration and people
trafficking;
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e multi-agency interoperability: responding to
major emergencies (“catastrophic events”),
which may involve a much wider range of
agencies such as at a terrorist incident or
natural disaster.

MACICO proposes to find a common solution
for addressing all these use cases and taking into
account the current situation of European
investments in their deployed networks, preparing at
the same time the necessary transition to the future
technology networks.

In creating the Shared Wireless Broadband
Network in August 2007, the FCC recognized that
the communication needs of public safety had
grown to include interoperable broadband as well as
narrowband services. Further work in 2009 by the
FCC, the Public Safety Spectrum Trust (PSST), the
National Public Safety Telecommunications
Committee (NPSTC), DHS/SAFECOM accelerated
the goal of creating a nationwide interoperable
public safety broadband network utilizing 3GPP’s
Long Term Evolution (LTE) technology. With the
introduction of LTE networks, public safety
communications systems will have the opportunity
to supplement their critical voice and narrowband
data  services with  enhanced multimedia
applications. MACICO defines and achieves the
interfaces that will allow interconnecting the
currently deployed networks to the future broadband
networks. The resulting joint Narrow band/Broad
band solution will provide public safety agencies
with interoperable voice, video and data
communications, delivering the access to
information necessary to integrate awareness among
agencies, facilitate interagency response, and
implement a unified incident management strategy.
Or, put simply, public safety agencies will be able to
improve operational effectiveness and, ultimately,
the safety of field personnel and the public they
serve.

2 Use Cases
Figure 2 shows communications between terminals
from two different networks, in which each terminal
is under its nominal coverage. The on-field use case
is cross-border cooperation of law enforcement
authorities; cooperation in a coordinated effort to
raid a criminal organization operating in different
countries.

Figure 3 presents communication between
terminals from two different networks, in which
each terminal is under its nominal coverage and can
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communicate to all terminals. The on-field use cases
for this situation are for example (1) cooperation of
private fire brigades, (2) communication of security
personnel with public safety officers in the control
room during incidents, (3) communication of armed
forces to police officers, and (4) connection of a
rapid deployment system to the regional or
countrywide network.

Network B

Fig. 3 Overlapping networks

Figure 4 expresses the situation of the need for
coverage expansion, in which a terminal A can
move into network B with the same communication
services than nominal network. The on-field use
case is cross-border operation of public safety
officers.

Figure 5 states the migration of communication
inter-network with terminals mobility. The on field
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use case is operation of public safety officers in
foreign radio networks.
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3 Current Problems and Gaps

A significant problem is to develop an
internationally interoperable communication and
information system for public safety. For solving
this gap, European industry has to solve problems
delaying the introduction of new interoperable
technologies, such as:

e diversity of technologies and standards;

e high cost and complexity of equipment and

networks, costly R&D process;

e small and fragmented market;

e lack of relevant knowledge and education

among public safety user communities.

The networks commonly used by governments
and public safety agencies today are characterised
by well-established public safety networks. Police,
fire brigade, civil protection and the government are
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all using different networks and different terminals
with no (or limited) technical compartmentalisation.
Reasons are multiple and inherent to the specific
requirements of the public safety sector. Dedicated
networks and resources allow:

e to provide the required
individual areas;

e to set Quality of Service and reliability
requirements;

e total control if need to re-allocate resources
between different users on the network;

e to set the requirements for the network
maintenance and ensure adequate
redundancy;

e to build out the network to support the
phased introduction of different data services

e to ensure the continuity of the network by
eliminating the risk of the network operators
becoming insolvent or the operator personnel
taking industrial actions; in order at the end
to provide secure, robust and immediate
communications for PS radio systems.

However, it is quite difficult - if not impossible -
to communicate with the users of other working
capabilities:

e in most cases, a GSM-phone is the only
means  that provides the needed
communication  support.  Unfortunately,
especially in crisis situations, the GSM
network may become overloaded or stations
may be destroyed and the specific
requirements of resilience and high
availability cannot be fulfilled;

e the interoperability feature is not addressed :
an organisation cannot use the network of
another organisation with its own radio
equipment, no procedures allow to border
organisation to "lend/configure" terminals
and hence no procedures allow operators to
control the correct use of their networks in
cross-border operations.

All network solutions for professional mobile
communications are based on proprietary system
architectures. The air interface may be compliant
with an open standard such as TETRA, but the
internal interfaces are not open for integration of
products from other suppliers. End-users requiring
seamless nationwide coverage cannot use equipment
from multiple suppliers and therefore have to
depend on a single supplier for all their
requirements. This results in a vendor lock-in,
which unfortunately prevents system expansions,
interworking between different networks and future
migration to newer technologies. MACICO

capacity for
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proposes to develop in close collaboration with end-
users and independent system integrators a solution
removing the barriers of closed system architectures
and allowing interoperability between Professional
Mobile Radio (PMR) systems on the basis of open
standards.

Besides, studies are flourishing to classify the
requirements of the end users of PMR networks in
cooperative operations. Figure 6 and 7 presents the
results of a study led by the Public Safety
Communications Europe (PSCE) categorizing the
types of cross-border actions and pointing out the

major issues faced in case of cross-border
operations [3].
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4 Current Initiatives

4.1 Initiatives in USA

USA has been most active in the interoperability
area following the 9/11 terrorist attack in New York
and the Katrina disaster. In both cases, the lack of
interoperability was evident. The following
programs are useful references.
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SAFECOM [4] is an US communications
program of the Department of Homeland Security.
SAFECOM provides research, development, testing
and evaluation, guidance, tools, and templates on
interoperable communications-related issues to
local, tribal, state, and Federal emergency response
agencies. SAFECOM has taken steps on a variety of
fronts to improve interoperability. One of the most
relevant documents produced by SAFECOM is the
Statement of Requirements (SoR), defining the
vision of American end-users of the future
interoperability.

The recent report by US GAO identifies in
continuity of communications, capacity, and
interoperability the primary areas of vulnerability in
first responder emergency communications in
communities across the country. The report focuses
on issues related to emergency communications
systems used by first responders in the aftermath of
catastrophic disasters.

NIST OLES: The Office of Law Enforcement
Standards (OLES) helps criminal justice, public
safety, emergency responder, and homeland security
agencies make informed procurement, deployment,
applications, operating, and training decisions,
primarily by developing performance standards,
measurement tools, operating procedures and
equipment guidelines. OLES is part of the
Electronics and Electrical Engineering Laboratory
(EEEL) of the National Institute of Standards and
Technology (NIST).

4.2 European Initiatives

In Europe, a number of projects and organizations
have analysed the needs and challenge of PS
organizations in communications. The following
programs are useful references.

The FP6 NARTUS project established a
European platform and roadmap for future public
safety communication, in order to facilitate
European integration in the area of Public Safety
with particular focus on PS communications and
information systems. The R&D roadmap for future
public safety communications is particularly
relevant as it analyzes current gaps and identifies
key research areas.

European Security Research and Innovation
Forum (ESRIF) Final Report, December 2009,
which proposes a European Security Research and
Innovation Agenda (ESRIA) over the next 20 years.

Reliability and interoperability of PS
communications is one of the main topics
considered in the document. The role of

standardization to introduce innovative technologies
in the market was highlighted.
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The PASR project WINTSEC which is a
precursor on the FP7 EULER project trying to
define an EU SDR architecture for the Public Safety
domain.

FP7 EULER project investigates the use of SDR
for PS domain as a way to remove the
interoperability barriers. The EULER project
gathers major players in Europe in the field of
wireless systems communication integration and
SDR, is supported by a strong group of end-users,
and aims to define and actually demonstrate how the
benefits of SDR can be leveraged in order to
drastically enhance interoperability and fast
deployment in case of crisis needed to be jointly
resolved.

FP7 SECRICOM project has the purpose to
produce a competitive solution for secure
communication and collaboration of emergency
responders with advanced functions. SECRICOM
address the interoperability barriers, through an IP
solution to integrate the many mobile devices
already deployed in the Public Safety domain. A
full-IP approach is also the essential block to
provide a smooth evolution from systems currently
developed to systems of new SDR generation.

FP7 REACHI112 (REsponding to All Citizens
needing Help) is a 3-year (2009-2012) project [5],
partially funded by the EC - ICT PSP programme.
20 partners from five countries have taken part in
this project, whose main objective is to find a
communication solution for transmitting video,
voice and text simultaneously, focusing on disabled
people. Based on the requirements established by
the “New EU Telecom Rules for 112 services”, the
project is based on the total conversation concept,
which refers to a communication based on the
combination of live real-time text, sign language, lip
reading and voice. Currently REACH112 service is
up and running. User requirements were used to
consolidate the technology and the operational
deployments at end-users, relay services and PSAPs.
Now more than 7000 users can contact each other
directly or via relay services. First real emergency
calls have already been made and operators have
been trained. Currently running pilots are being
monitored in order to provide feedback to improve
the whole design.

FP7 PEACE (IP-based Emergency Applications
and Services for Next Generation Networks) [6] is a
27-month project (2008-2010) under the EC ICT-
SEC "Critical Infrastructure Protection" joint call
with eight partners from seven countries.
Considering the increasing need for cooperation
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between both local and international first responder
units when major catastrophes occur and the
convergence of next generation emergency
communications to all-IP network architectures, the
main objectives of the PEACE project were to

enable secure and consistent —multimedia
communications in severe emergency situations,
creating ad-hoc networks, to provide fast

establishment of communication between ad-hoc
network nodes and to offer an architecture for
supporting reliable distribution of centralized
services (such as VoIP and name translation) and
provisioning day-to-day emergency
communications. The emergency management
framework proposed by PEACE uses IMS secure
multimedia connections in order to enable day-to-
day emergency communications over an all-IP
architecture and P2P  VoIP and video
communications and the creation of wireless mesh
networks for extreme emergency services. Currently
the PEACE project is completed and has
demonstrated the capabilities of the proposed
system.

When a crisis takes place, there is a lot of
information available from different sources and it
sometimes happens that current communication
systems are not able to provide this information in
an organised way. In addition, it is quite typical that
existing systems do not work properly during
disasters. ESS (FP7-SECURITY) project [7] (2009
— 2013) tries to combine the information coming
from different data sources and make it available to
emergency agencies. In fact, the communication
system that will be developed in this project will be
able to transfer filtered and previously analysed
information to crisis managers during critical
events. This information will enable a more efficient
control and management of the situations and an
improved cooperation between different first
responders and control centres. This system will be
based on ISO or industrial standards, which will
permit standard compliant applications to connect to
ESS. In the context of the ESS project a “Nimes
floods” field test has been successfully performed
while two more (“The Sisteron road tunnel chemical
truck incident”, Aircraft crash and forest fire) have
been planned in the following months.

FP7 EULER (EUropean Software Defined radio
for wireless in joint security operations) is a three-
year (2009-2012) FP7-SEC collaborative project [8]
gathering partners from 10 different European
countries to create a system for the interoperability
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of emergency services during national and
international coordinated emergency operations.
Euler project has recently been completed and the
final demonstration of the integrated communication
system was carried out on 29th of March 2012. The
project tried to emphasise the benefits for the
interoperability of emergency forces of Software
Defined Radio (SDR) platforms, which permit the
fast deployment of radio communication systems
using software components instead of hardware
elements. Another objective of the project was the
improvement of the capacity of wireless
communication systems in order to enable high
speed data transmission. For this purpose, a new
waveform based on WiMAX and with enhanced
security capabilities was proposed. It allows high-
speed communication in unpredictable conditions.
The demonstration of the system functionality was
done using a backbone SDR network which utilises
the designed waveform and connects different
conventional commercial communication systems,
such as TETRA, WiMAX or satellite connections.

FP7 SECRICOM (Seamless Communication for
Crisis Management) [9] was a 44 month (2008-
2012) FP7 SEC project in which 13 partners from 9
European countries have collaborated. The
SECRICOM consortium conducted the final
demonstration of the project in March 2012. The
objective of SECRICOM was to design a system
that permits a secure, fast and easy access to
multimedia information (voice, images, video,
documents, etc.) of higher quality in order to
enhance cooperation  between emergency
organisations. As stated, this infrastructure enables a
seamless interconnection of networks that are based
on different technologies (such as TETRA, GSM,
satellite, IP, SDR, etc.) in a secure manner, making
use of a multibearer router. One of the main features
of this system is security, because it goes from chip
level to end-to-end encryption. It also includes some
network monitoring and management modules and
procedures.

CELTIC HNPS studies the interconnection with
legacy systems and new technical solutions (e.g. ad-
hoc systems) which could complement the work
MACICO proposes to achieve.

5 Relevance to Market Needs and

Expected Impact
The establishing of interoperability by MACICO
project will contribute to the European leadership in
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the area of telecommunications including public
safety systems where Europe proved its leadership
with systems like TETRA and TETRAPOL. It will
facilitate the further development of FEuropean
public safety communication systems standards. The
MACICO project will increase the competitiveness
of European industry in the areas of fixed and
deployable networks integration, security to meet
the society demand for higher security and
effectiveness of emergency operations.

Public safety communications market is
relatively small and highly fragmented. The
interoperability approach will create new business
opportunities for introduction of new applications,
devices and services and will decrease the operation
costs by reusing existing infrastructures in
heterogeneous environments.

The outcomes of MACICO interest a global
installed base of users which is forecasted to
increase by over 2.5 million from 2008 to 2013
[IMS Research, the world market for licensed
mobile radio, February 2010]. The emerging
markets represent the largest areas of growth. It
should be noted that the Licensed mobile radio
market may be higher still, with shipments into Asia
being considerably higher than previously thought.
The clear migration from analogue to digital could
be improved. As a percentage of the total installed
base, digital terminals in active use are estimated to
increase from 11.9% to 32.7% from 2008 to 2013.
The interoperability feature developed in MACICO
enhances the synergies between the private
networks and gives possibilities to be linked directly
to public safety organisations which could increase
motivations for adopting digital technologies.
Moreover, significantly, the global Tetra market
installed base is forecast to grow with a CAGR of
20.8% over the five year forecast period. The
interoperability feature could ensure European
industries to position their product face to the
American offer and to better fight against the
foreign low cost digital technology, the market of
which is expected to heat up.

MACICO project is centred on the public safety
sector — police, fire, paramedic/EMA/ambulance,
custom, coastguard, drug enforcement agency-
because we can touch a large population through the
customers of the consortium. Nevertheless, other
sectors divided by end-user application as PMR and
PAMR could profit by the outcomes of MACICO.
Among them we can mention: (1) transportation:
railways, fleet management, railroad safety, railroad
traffic management, cargo container transfer,
airports, taxis, metros, ports, buses; (2) military:
non-tactical army, navy, air force, marines, national
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guard, peacekeeping troops; (3) utilities: water
supply, electricity generation and transmission,
power generation, gas transmission & generation,
petroleum exploration/production, nuclear power
provider, oil,...; (4) industrial: construction,
wholesale, broadcasting & programming
production, heavy industries,...; (5) other: public
services, local government, fisheries, postal, game
warden, forestry.

The analysis of installed base estimates showed
that in areas such as Asia and Oceania, both the
installed base and terminal shipment were higher
than projected in 2007. In those large areas, where
the developed European PMR solutions perfectly
match, the interoperability would be a decisive
advantage to gain the market.

Furthermore, interoperability issues are at stake
in numerous organisations. In Luxembourg: Police
Grand Ducale has the intention to deploy a
nationwide TETRA network in 2011 - 2012.
Interoperability with ASTRID (Belgium), BOSNET
(Germany) and ACROPOL (France) is crucial for
such small country. In Germany, the states
(Bundesldnder) have many small utility networks
coming from different vendors (EADS, Motorola,
Rohde&Schwarz,...) in operational use and so they
consider as vital to guarantee that the nation-wide
PS network be interoperable with those smaller
networks.

Here are the main MACICO impacts identified at
the national level:

e For French and Spanish partners, today,
fragmentation of the public safety
communications market is very high due to
its smaller size, its higher equipment cost
and the co-existence of a number of
competing standards and technologies. The
interoperability feature has the potential to
reduce market fragmentation, to reduce
equipment costs and will allow a larger
number of equipment and service providers
to enter the market, further reducing the
equipment costs and encouraging the
introduction of new services.

e Some countries have deployed multiple local
networks with different technologies. Due to
divergence of telecommunication politics, it
is very difficult to impose one technology to
all organisations. MACICO will allow the
deployment of a national network by
connecting already deployed networks. It
will stop never-ending discussions between
these organisations for a national network
and unlock new contracts.
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Taking the decision to upgrade a network to
a new generation is not easy because
organisations cannot afford any loss of
services. During migration MACICO will
connect the two networks and ensure
services. Demonstrating to organisations that
it is possible to be as transparent as possible
during migration may influence
organisations for new contracts.

Today when a competitor has deployed a
large network in a country, it is difficult to
do business with that country. MACICO will
unlock this kind of business with
interoperability. When a network will have
to be upgraded or extended, it will allow
entrance into competition. This project will
offer new opportunities.

The impact of the Finnish partners will
produce  services that enhance the
international competitiveness of companies,
society and other customers at all stages of
their innovation process. The Finnish
partners thereby create the prerequisites for
growth, employment, international
cooperation, safety and wellbeing. The
Finnish partners will promote the realization
of innovative solutions and new businesses
by foreseeing already in the strategic
research stage the future needs of their
customers. The Finnish partners will
creatively combine their multidisciplinary
expertise with the know-how of the partners.
The Finnish partners will also exploit the
global networking and networks, the basic
research results of universities and research
partners, and solutions offered by SMEs and
industrial partners in its services.

6 Discussions and Conclusions
Many of the above initiatives deal with the same

issues

as the MACICO project. Nonetheless,

MACICQO's approach has its originalities:

MACICO proposes a concrete trial
operational network;

MACICO's outcomes target a short-term
industrialization after project completion;
MACICO's solution is not intrusive and
keeps the architecture of currently deployed
networks;

on
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MACICO  addresses
technical interoperability;
MACICO addresses interoperability issues
not only on major crisis but also in day-to-
day work which allows end users to be
already familiar with the procedures with no
specific training;

MACICO deals not only with infrastructure
but also the terminal which is wusually
forgotten in other programs. MACICO
proposes to examine feasibility for dual
standards handsets;

MACICO prepares a smooth migration to the
future broad band networks.

operational  and
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