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This research projects aim was to find out how institutions can ensure correct identity when 

exams are done outside of school. The end user was focused on Laurea University of Applied 

Sciences upcoming full online implementation programme. Throughout the literature review, 

various authentication methods were gone through, such as: pin code, facial recognition, 

voice, keystroke, fingerprint, profile-based authentication, as well as hand geometry based 

recognition. The interviews were conducted using the semi-structured interviews approach, 

and the outcomes were analysed through thematic analysis. Three interviews were conducted 

at the Laurea University of Applied Sciences, with the focus group of interviewees having 

basic and/or fundamental knowledge in IT and authentication in general. The interviewee 

answers differed from those researched in the literature review to some extent; however, 

each received was somehow linked to one of the main topics of interest within student iden-

tity recognition. The most common topics of the thematic analysis allowed the researcher to 

identify key concepts and ideas that can be used later in maximizing not only security, but 

maintaining a peaceful environment for end users to complete exams. Certain trends were 

pointed out throughout the interviews, the main ones being: biometrics, security, data pro-

tection as well as two-layer authentication. Other key points, such as continuous authentica-

tion were mentioned, however, linked to for example two-layer authentication hand in hand. 

With technology advancing and changes being made each day onward, the use of mutli-factor 

authentication is highly important in order for the adaption to new scenes being made. If one 

method were to change drastically, the use of another method branching off can work until 

the other one is stable again. Having various options instead of one is the key to success 

when it comes to authentication and student identity recognition. With Finland having high 

tech institutions and good funding from the government, the transition to e-learning and 

online exams is something that is coming up at a rapid pace and is in good hands. Based on 

these findings, some recommendations can be made for the school when considering which 

approaches and methods to take. Keeping it simple, using two-layer authentication and obey-

ing the general data protection regulations (GDPR) is the right path to take.  
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1 Introduction 

Nowadays we are living in a hectic small world, where people are connecting more and more 

with each other using tablets, mobile phones, and laptops on the go. The need to keep up to 

par when it comes to education and ways of learning is becoming vitally important. In the 

year 2017 alone, there were roughly 23 million new learners online, boosting the total 

amount of e-learners to 81 million globally (Shah, 2018). The means of artificial intelligence 

and machine learning increasing at a rapid pace is pushing technology forward in all aspects 

of our society. Banking is already being done fully online as well as other day-to-day errands. 

Several setbacks have already been seen in online education due to it being out for not too 

long as well as the lack of human interaction taking place (Armstrong, 2013). Biometrics have 

already been implemented in airports, where travellers can pass border control independent-

ly with the use of high tech scanners. This shift has taken some time, and therefore repre-

sents the potential for online studies being possible. Citizens in this day and age, tend to be 

more busy and have tighter schedules; the means to educate and learn online is a great path 

for those lacking time to attend school lectures at a given location and opens gates for many 

that want to learn but cannot, as specific programmes may not be held in their countries. 

Within the e-learning environment and whole revolution to online implementations, the whole 

process involves content from different aspects as well as age groups and different cultures. 

Different factors such as speed and mobility to adapt to the given situation rely on the hands 

of the end user (student), to handle.  (Sanna et al., 2017, 374). Finland is leading in the field 

of education, having thousands of international students visit and complete degrees, and has 

great potential to become the leading country in e-learning. This brings up the important 

topic of authentication and student identity recognition (Pollari, 2013).   

The following research will be based and focused for the Laurea University of Applied Scienc-

es. With the transition to e-learning and online degree programmes offered by the school, the 

researcher was asked by the school to conduct a research on possible authentication methods 

that can be used to ensure correct identity in online exams done outside of school. A meeting 

was held prior to the start of the research, with goals to suggest possible authentication 

methods that have been used in the past in different schools around the world. The goal was 

to mention and research about some of the harder possible identity recognition methods, for 

the school to have a broader picture and greater variety of choices to choose from when cre-

ating the infrastructure of given exam environments.  

1.1 Research Question 

The following research will be conducted and focused around a few main key points with the 

following being the research question: 
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How can institutions ensure correct student identity with the use of different au-

thentication methods when exams are done outside of school? 

According to Shah (2018), more than 800 universities around the world have implemented 

online courses and the number is rapidly increasing. The need for teachers and staff to know 

what is being done at home, as well as monitor and ensure that the correct person is doing 

the exam, is not only important for the school but also for the students learning path. Doing 

exams in groups as well as using books or different resources to answer questions, does not 

show knowledge about a subject, but rather shows the capability to extract information from 

a small or large text in given time (Littlefield, 2017).  

The reason why exams are done alone in classrooms and not in pairs, is simply to determine if 

a student has understood a given topic, and for them to extract what they have learnt and 

put it on paper. The same way goes for when trying to implement online exams, and even full 

time degrees. The need to know if a given person is really the right person doing an exam, is 

highly important not only for the sake of the examiner knowing, but for the students future. 

Unethical approaches when learning, can lead to bad approaches in life where going the easy 

way around might not always be the right way and can lead to bad outcomes. Exams can be 

conducted in various ways, with differences from one another if in groups or individually. The 

use of groups allows the teacher to present his/her thoughts faster, rather then going one by 

one individually (Lelei 2015, 5).  

The original idea for this report started during the summer of 2018, and stretched out to mid 

October, where a supervisor reached out and agreed on working together to bring out the 

importance of this subject. Roughly a month and a half was given for researching theory and 

writing the literature review. With the literature review being done, another month to a 

month and a half was marked to complete all interviews and analyse them as well as write 

them out in the ‘own findings’ area. The completion of this thesis is set to be late January 

2019.  

1.2 Key Concepts and methodology  

The research will focus on four different areas of interest regarding online exams done out-

side of school. Authentication, security, biometrics, as well as online exams all play a key 

role when thinking about focus key concepts in the report. All of the concepts above link to-

gether and paint a bonded picture about the most important fields that are gone through 

below.  

The objectives are to identify the different biometric and authentication methods clearly 

throughout the literature review, and from there see how we can ensure correct identity for 

each student completing exams. Each and every key concept somehow links with one anoth-
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er, bonding and making a clear picture of what the thesis is broadly about, as well as shows 

the most important factors that one must follow when reading along.  

Methodology used to conduct this thesis is based around the quantitative research framework. 

The use of audio recordings as well as the interviews being semi-structured clearly wraps up 

and focuses on qualitative research. The reason behind this being that the subject is quite 

new to many. Interviewing a large amount of people such as students might not work out, as 

they will not know possible different authentication methods, compared to experts in for 

example the IT field.  

2 Literature Review  

With technology advancing and almost everything being shifted to the Internet, one must 

understand the need to keep up to date as well when it comes to education. More and more 

universities and study groups are shifting to the web, not just because of the need to keep up 

with technology, but the fact that it can be more useful in the near future. Digital material 

can be updated at all times and edited when online. This brings to the picture that in many 

cases, information from lectures that are given with the help of textbooks may be out-dated. 

Various ways of teaching have been implemented already in the online infrastructure, with 

use of for example podcasts as well as streaming video. (Lehmann et al., 2009, 13).  

One of the most important factors of learning in a group or classroom with a teacher is the 

need to interact. Students must be active learners. In many cases, classrooms are packed 

with tens of students, and it is a fact that a teacher cannot keep up to date with what each 

and every student is doing at any given time. On the other hand, with the transition to e-

learning and online exams, the student must interact with the database in order for it to 

know that the student is awake and following what is going on. This is one great factor that is 

doable with online learning and implementing courses online, that cannot be always done in 

classrooms. The diversity and need to use different skills is vital when considering being ac-

tive learners (Anderson, 2017). Critical thinking as well as decision-making is totally different 

in e-learning compared to learning in a classroom (Pappas, 2015). The key to success comes 

from hard work and dedication in what is being done, and then later on tested through ex-

ams. This brings up the great subject of online authentication and student identity recogni-

tion. It is highly important for a student to be able to show and tell what they know in an 

honest way. Therefore, there are various different authentication methods that can be used 

by examiners at home, to make the staff and teachers know that the right person is taking 

the exam and not someone else. Various methods such as blogging, screen casting, as well as 

the use of audio can help teachers identify and keep track of who is doing an exam at a given 

time (Kang et al., 2015, 47).   
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2.1 Authentication methods 

Previous decades have witnessed an increased amount of interest and need in authentication 

in many fields. Passwords being arguably the most commonly used type of authentication, 

however not being the smartest choice of interest if kept simple and not change frequently. 

Passwords do not simply provide enough identity check to be stated as a good and authentica-

tion that is enough to use by itself (Dacanay, 2017). Hackers on a daily basis try to bypass 

certain standards and extract information that is not initially meant for them to see in the 

first place, by using various different methods such as cracking codes or phishing. Various 

authentication methods can be used to help identify student’s completing exams done at 

home. Pin code, facial recognition, fingerprint, keystroke, profile-based authentication, as 

well as hand writing biometrics are all examples of good ways to ensure student identity. 

Security is highly linked to each and every one of the authentication methods above; as there 

is always a chance that personal information can be leaked or stolen throughout the use of 

these methods undergone at home. The need to properly educate staff and those on the back 

end of the degrees given, as well as have strong backup systems to provide in case of the 

primary ones failing is vital (Mening, 2017).  

Establishing the identity of a person is a critical and very important task in almost any scenar-

io on the web. As mentioned in a article called “A framework of Secure Biometric Based 

Online Exam Authentication: An Alternative to Traditional exams” (Ramu et al., 2013, 53), 

surrogate representations of identity such as ID cards are not sufficient enough as they can be 

easily misplaced, shared, or stolen. The biometric system as a whole works simply in a way 

where one must log in and implement data to a certain standard, multiple times. The data is 

collected and stored in a database and can be used to scan possible outcomes in later log ins. 

Algorithms are then used to track and see if similar tracking’s are found. Through this we can 

find and see if they match the individuals physical or behavioural characteristics (Ramu et al., 

2013, 54).   

2.1.1 PIN Code 

Each pin code that one has, must be of a kind that is not easy to access. With modern day 

hackers and people spoofing around for other people’s information, having a simple pin code 

will get one nowhere. In many cases, passwords have been left out and instead pin codes 

have been used. A 4-digit number can mean the world to someone, with all of their personal 

information stored behind it, or even important business’ or school projects. Pin codes can 

seem very simple and easy to guess, and therefore one should never use significant dates, any 

part of their address, or social security number, as it can help guess what the code could be 

(Pritchard, 2019).  When considering online exams and multi layer authentication, it is highly 

important to start off from the basic authentication methods such as PIN Codes and pass-

words, and slowly work your way up to more difficult ones. The more layers of authentica-
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tion, means the likelihood of having your information leaked to someone else decreases as 

security increases. “The use of PINS has grown with the popularity of mobile devices” (Keeper 

security, 2017). Exams are being done in this day and age on tablets and even mobile phones, 

and the need for good PINS and not simple ones is increasing drastically. Something that many 

people do not take into consideration when thinking about pins is the fact that only a certain 

amount of entry’s can be attempted before locking the system for safety reasons (Keeper 

security, 2017).  

Variations of pin codes in this day and age exist through two-layer usage, with the help of 

modern day phones. The pin codes that are asked to enter are at the second layer of authen-

tication are found through a text message received by the third party security provider. The 

reason behind the hand held message four digit pin code is the fact that the first set of pin 

codes one may enter can be easily guessed in many cases, therefore having the second set of 

numbers always generated randomly through a text message (Oberhaus, 2018). If such third 

party security is used for double layer pin code authentication, one must understand the need 

to have a mobile device at hand at all times. Security being at stake with a security code at 

access through the message, the pin code received will only last in most cases for two to 

three minutes before being blocked. The given pin and both layers of access must be at all 

times linked to a same device in order to not have problems with data protection. If a given 

laptop or mobile device that the pin is set to is stolen for example, total productive mainte-

nance (TPM) anti-hammering protection lock kicks in for an additional security level of pro-

tection. Various other plug ins are for free on the web and these can also be used to secure 

additional layers.  All in all, pin codes are a great way to ensure security, do not require 

much set up, and are cost sufficient (Halfin et al., 2017).  

2.1.2 Facial Recognition 

Facial recognition plays a vital role when trying to identify a student working outside of 

school on an exam. Cheating by doing exams in a group is something that is highly occurring 

on a daily basis around the world. One can be doing an exam on their own, according to 

them, but in reality there can be someone next to them helping them out and giving them 

suggestions on what could be the possible answer. Gallery size, consistently using the same 

camera, as well as the surrounding environment where the video camera is being held, all 

play a vital role when trying to identify a student in different exam sessions (Introna, et al., 

2010, 3).  A survey conducted by Fayyoummi, showed that with the implementation of facial 

recognition, the likelihood of cheating would decrease (Fayyoumi et al., 2014, 15). With the 

survey branching off to seek facial monitoring with the main focus on virtual classroom at-

tendance, users tended to focus and stay recognizable in the camera to get a grade as being 

present. The survey in general showed that students wanted to do exams in a honest way, 

and therefore mitigate the chances of getting caught by looking at their own paper and not 
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left or right when having the camera on. The quality, lighting and imaging process must be up 

to standards at all times when undergoing facial recognition procedures. It is doable to com-

plete facial recognition under ease with cheap cameras, however the outcome will be in 

many cases not as good and harder for the algorithms to match together and identify a given 

student (Serra 2017, 8).  

With the development of cameras in phones as well as computers and ipads, the use and ca-

pability of using such facial recognition is becoming slightly easier. Facial recognition pro-

grammes and systems have been made in the past years by many companies, with most fol-

lowing a similar procedure on how to recognize faces. Four essential steps are used in the 

process, feature analysis, neural work, eigenfaces as well as automatic face processing. Each 

and every procedure is done with care, as a slight mistake in capturing an imagine can give 

wrong results. Each human having roughly eighty different unique features in their face, 

makes it even harder for accurate outcomes. Fortunately technology is so up to date that it 

can use algorithms and trends in past implementations to help in current facial monitoring 

(Liao et al., 2016, 2-3). Quality of imaging as well as recognition with ease has developed in 

the previous years and is still increasing at a rapid pace. Previously 2D imaging was used for 

facial recognition in almost every field; now technology is increasing the likelihood and capa-

bility of screening with 3D imaging, thus getting a larger and broader picture of a face. Emo-

tional status can determine ones facial expressions, with various facial landmarks and varia-

tions possible. Each and every scenario must be recognizable, with different situations where 

a student may be happy, sad, or just with no expression on their faces (Ayvaz et al., 2017, 98-

99).  

2.1.3 Fingerprint 

Authentication has always been a major issue, ever since the first release of online exams. 

The verification of a student’s identity is not an easy process, and requires time and several 

procedures to conduct. The design and initial idea of the fingerprint based hall authentication 

is to scan a given students finger and only pass those accepted and deny all others (Ingashitu-

la, 2017, 1). The cost and deployment of many techniques used to identify a student’s identi-

ty are not cheap, and the lack of fixed standardization in many methods can easily lead to 

different algorithm results, making it very difficult to be compatible. Fortunately, this has 

advanced and the means to increase security measures has drastically become a bigger con-

cern for software developers. Hygiene, as well as culture differences and ethical issues bring 

up a huge concern when considering fingerprint recognition in public. Fortunately with the 

shift to online implementations of studies, each student has their own fingerprint scanner 

that is connected to their home or portable devices, cancelling out such problems that may 

be in place if many people use a shared scanner (Saheed et al., 2017, 47). Since the start of 

online exam implementations, fingerprint recognition was used as it was easy to implement 
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and cost effective, not only for students but as well as the institutions providing the exams 

(et al., 2010, 93). Fingerprint recognition has also been so high tech in the past that there 

have been keyboards that have fingerprint recognition implemented in them. The need for an 

external fingerprint recognition scanner is unnecessary, as everything is in one set on a key-

board (Alotaibi 2010, 5).  

Fingerprint scanners can be found in various different sizes, as well as quality differences, 

leading to major variations in costs between each product. Optical scanners are the first type 

of fingerprint scanners that have been used, and can still be used in the future for student 

exam identity recognition. Such scanners are used in for example, phones to gain access and 

unlock a code, and have been sufficient so far in that others cannot bypass such passwords. 

More up to date variations of fingerprint scanners are the captive scanners that are seen more 

these days. Some high tech and new phones use these scanners as well, making them more 

accurate due to not only creating a traditional imagine of a finger, but digging deeper and 

using time arrays to seek more detail images of a finger (Triggs, 2018).  

2.1.4 Key Stroke 

Keystroke recognition has become a commonly used biometric authentication method 

throughout many different fields online. Research on keystroke recognition has drastically 

become a more important matter in the last decade, as experts have realised that it is eco-

nomical as well as the fact that it can be integrated in modern day computers easily. With 

keystroke not having anything external and it being a software implementation used, it is one 

that can be used with ease (Teh et al., 2013, 1). In order for such recognition to take place, 

information must be gathered through previous inputs in the system, in order for recognition 

to work in later sessions. Keystroke dynamics or recognition refers to an automated method 

of identifying a person through the rhythm of typing. Enough inputs must be implemented as 

many students in this day and age type at similar paces. Multi-factor authentication has been 

used in the past with keystroke recognition for online exams, mostly being combined with the 

more basic biometric type such as passwords, pin codes, as well as continuous profile based 

questions throughout the exam time. Keystroke recognition has been proven to be an ideal 

implementation for online exams as it works in two parts to extract the most out of its securi-

ty matters. Dwell time, as well as flight time provides the whole infrastructure of the con-

cept. Dwell time meaning the time and duration a key is pressed, and the flight time being 

the duration in between releasing a key and pressing the next one. Interestingly enough, key 

stroke recognition can also spot out the use of the frequency and use of other functions on 

the keyboard such as the number pad or function keys (Das, 2004).   

Machine learning techniques have been implemented and used in keystroke recognition as 

well. The new way of identifying trends by implementing enough data to a system where it 

can later on seek specific patterns and make outcomes, is a newly developing infrastructure 



 12 

 

that can take e-leanring to a whole other level when it comes to student identity recognition. 

Possible facial recognition as well as voice recognition can be bypassed, and not used if ma-

chine learning is set to develop in e-learning in the near future. The use of such trends and 

ways one writes can easily be detected by a system. Machine learning techniques have been 

already set and used to some extent, however, at the moment are quite limited as to what 

trends they can capture and render (Tsimperidis 2018, 1).   

2.1.5 Profile Based Authentication  

With the rapid increase in online users, universities and course makers must choose different 

methods to implement in their study groups, on how one will identify them throughout the 

elapsed time an exam takes. Using such methods as facial recognition as well as fingerprint or 

key stroke recognition can be a financial burden for many, and therefore other methods such 

as profile based authentication can be used. Depending on what the topic is, in many cases, 

profile based authentication can be enough and higher-level security measures may not nec-

essarily be implemented. The execution and use of reliable and secure approaches is ex-

tremely important to ensure stakeholders trust in the final assessment process of the exam 

(Ullah, 2012).  

Profile based authentication is one of the more simple methods used to authenticate students 

doing exams, where they possess user ids, passwords, as well as challenging questions (Ullah 

2014, 220-221).  To begin, a user can simply log onto their account using a password or Pin. 

The next phase is where the profile-based authentication kicks in; it is initially during the 

learning environment at unknown times. The database asks the student during the learning 

process profile questions in order to proceed with studies. At each given time when the stu-

dent wants to access an online exam profile, more difficult questions are asked and collected 

and stored in the user profile interface. From one challenge and question to another, the 

profile is slowly grown and can be expanded drastically to increase questions that can be 

asked in the future through this authentication method. The questions asked are not directly 

about the exam, but can rather be related to the student’s interests, hobbies, or other per-

sonal related topics. A research conducted at the University of Hertfordshire, showed that 

after having a certain amount of students undergo a exam with profile based authentication 

happening throughout the exam, many failed to provide correct identity. The reason behind 

this being that the initial information that was gathered in the system did not connect with 

the syntax of the questions. Problems occurred when students answered longer questions 

using more words than just one, mixing up the infrastructure and not having the database 

understand their answers (Tryfonas et al., 2015, 133-135). Without doubt, profile based au-

thentication is still up to date one of the most frequently used ways when trying to identify 

an individual online (Salameh 2015, 169-170).  
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2.1.6 Hand geometry based biometrics 

Verification and identification are two different parts in regard to the big picture. Verifica-

tion meaning authentication, the problem of denying or confirming a person’s identity. Identi-

fication being in other words “who am I”, the challenge being establishing a given persons 

identity. With there being no specific correct way of identifying anyone while doing an exam, 

linking methods together can be more effective, especially when doing an exam. Continuous 

or on off authentication is vital. The fact that hand geometry and recognition is not that 

complicated and the geometry measurements easily collectible, helps play a key role in con-

sidering the most applicable authentication methods for examiners. Having a flexible ap-

proach and easily implemented with different biometrics, hand geometry based biometrics 

can be linked with fingerprints to pursue a great and secure method of identity recognition 

while doing exams. Fingerprints can be used for infrequent identification, where as on the 

other hand geometry based biometrics can be used for more frequent checks (Ross, 2007). 

The use and power of implementing two biometric systems not only increases the means of 

authentication, but gives a diverse approach in case one method does not work for example 

due to a technical error. All in all, the base and use for hand-geometry devices is quite sim-

ple.  (Struc 2015, 2).  

Multi-touch enabled touchscreens on ipads, and different high-tech phones have been used in 

the past to help identify citizens when in need. Length being an important aspect of hand 

based geometry recognition, repetition as well as consistency in similar swipes is ideal and 

vital for correct identity recognition (Song et al., 2017, 359). The finger, width, thickness, as 

well as curvatures distinguish each human from one another. Each human having certain 

trends and ways of writing differentiates one another from each other. The use of such sys-

tem operation that can detect if one student is linked to their hand based geometry profile is 

highly in construction and in need of new implementations and lots of data gathering capabil-

ities. Certain setbacks drain the chances of institutions using this type of authentication as 

geometry scanners, good cameras, as well as good lighting all cost a lot and require great 

deal of attention when setting up (Zunkel et al., 2017, 2-4). Hand geometry systems have the 

longest implementation of biometrics in the history of recognition. The procedure of identify-

ing a hand is accurate, however, requires more time than some other biometric methods. 

Hand geometry system uses the camera while a hand is placed on a plate palm down, guided 

by five different pegs that sense a given hand. This type of authentication method is there-

fore not as good as some other methods to identify student’s hands online in online exam 

environments. Such a method can be easily implemented and used however with other meth-

ods to form a solid structure and multi-authentication base (Mayhew, 2012).  
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2.1.7 Voice Recognition 

Voice recognition is defined as the ability and use of computer analysis to interpret words and 

phrases meant to identify an individual’s voice (Oxford Dictionary). Voice recognition has 

been a vastly growing field, spanning in different areas such as computer science as well as 

mathematics in order to reach its main purpose of recognizing the correct persons voice. The 

reliability of programmes speech recognition has shown to be a problem for many companies; 

however, experts have been able to reach good accuracy when testing programmes (Rudrapal 

et al., 2012, 6). The imagination and interpretation of secure systems regarding voice recog-

nition has advanced greatly in the previous years, combining superior digital as well as math-

ematical knowledge to identify humans through voice patterns (Koirala 2013, 3). Google has 

already imbedded many voice recognition tools into their tablets as well as phones. The im-

plementation of voice recognition is doable in this day and age for exams online, however, 

with googles services that can be used, the amount of words in specific subjects may be lim-

ited. Home and wellness category being the leading field, as google first focused on home 

based gadgets that can be used through voice recognition. Science and education being the 

last place down, a whopping four times less words found in this category known by googles 

voice recognition programme. With Google updating these modules, voice recognition can 

work with ease, as new punctuational models are being developed each day (Lardinois, 2018). 

Other companies such as Microsoft have also created software to help develop automated 

speech recognition (API). Various problems emerge when considering authentication matters 

regarding voice recognition. A person’s voice may change from day to day if one gets a flu, 

changing the way they pronounce words. In order for voice recognition to work, a numerous 

amount of voice profiles must be implemented in order for the system to easily identify who 

is speaking at a given time. Grammar can also effect the way a system understands what a 

student is telling, making it difficult and in many cases, slowing down the pace of the exam. 

Voice recognition being a bit of a tricky biometric method used for recognition, can still have 

great potential when considering the vastly growing field of Artificial learning as well as ma-

chine learning (Rai et al., 2017, 2938-2939).  

2.1.8 Two-factor authentication and its importance  

The use of digital devices and the internet creates a gap for those who are in the will or need 

to exploit the school rules and bypass the traditional and correct way of completing exams 

(Kigwana 2018, 2). Education institutions around the globe have tried to already make it 

harder for students to not cheat and use others help, however, results show that current ef-

forts have been unsuccessful in most cases (Hylto et al., 2016). Many may consider student 

profiles in school databases not to be important, however, many hackers today tend to target 

unsuspected fields just to cause harm. Two-factor authentication plays a key role as it a sys-

tem that creates additional security for an online account (Douthit, 2018).  
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When looking at the broad picture of the transition to online studies and exams, student au-

thentication plays one of the key roles when considering security. The time and span where a 

hacker can take over what someone is doing is exactly when the procedure of authentication 

is being done, in case of vulnerability within the system. Passwords are arguably in many cas-

es the leading cause of accounts being hacked or fraud occurring. Passwords are for many 

users a easy to remember set of strings, and for hackers in this case, a easy password to take 

over and guess (Dacanay, 2017).  

The likelihood of something going wrong is much higher when only having one authentication 

method such as a PIN code when logging onto a system. The need to look around our sur-

roundings and protect information as well as the infrastructure that we are working around is 

greatly in need of attention in our society. Teachers and staff in school must know that they 

are dealing with the correct examiner and exam at a given time; therefore, multi authentica-

tion methods come into place (Maring, 2018). PIN codes provide one layer of authentication 

when trying to access a database, and from there onwards one can be free with what they 

want to do when logged in. Without having a second layer of continuous or on/off authentica-

tion, possible results of cheating may occur. Just like working in a classroom on an exam, 

teachers walk around to see if people are looking only at their paper. This is repeatedly done 

throughout the take of the exam, and therefore the same approach must be implemented in 

online exams with the use of continuous authentication methods. One must consider that 

online exams can also have so called hick-ups and bypass a certain checkmark with an au-

thentication method, leading to free access within the database or exam stage. Errors can 

occur within the framework of one particular authentication method, therefore, having ac-

cess and control as an administrator of the exam, as well as capability to authenticate using a 

different method helps and brings a dynamic approach to security matters and student identi-

ty (Violino, 2017).  

Time stamps when logging into a system have played a very important role when securing a 

users account. The factors that are mostly spoken about when considering multi factor au-

thentications are the following: your memory, what you posses, as well as yourself (Ihalainen, 

2016). With the shift to online studies and e-exams, the need to provide such possibilities for 

students to identify them in various ways and procedures, plays a key role in not only protect-

ing the information of the end user, but also to keep the material of a possible exam secret. 

Multi-factor authentication can be easily implemented in online studies by including pass-

words, a possible multiple-choice question, as well as a fingerprint recognition identification 

stage. With identity fraud and possible unethical conduct still being a problem even with the 

use of multi-factor authentication, staff and teachers from schools can bump up security 

measures and decrease the chances of such problems coming into play with the use of many 

authentication methods (Bachmann, 2018).  
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2.1.9 Advantages and disadvantages of different authentication methods 

Companies and organisations, as well as institutes, are considering using biometric authenti-

cation methods more and more as we speak. The need to secure the employees, staffs, as 

well as end users information is extremely important as private information may be leaked. 

The capability and use of voice recognition as well as fingerprints has emerged globally, with 

having identity recognition even working through tablets and hand held phones (Alton, 2018). 

PIN codes as well as profile based authentication methods have more positive than negative 

factors when considering simplicity and effectiveness, compared to the high tech biometric 

methods (Sukadarmika et al, 2016). Facial, hand, as well as voice recognition have been and 

will be always more accurate than authentication methods where biometrics are not involved 

(Advantages and disadvantages of Biometrics, 2018). Device limitations, modifications needed 

to be done, resets, as well as system limitations are all possible setbacks when biometric 

methods are used. With everything requiring technology as well as maintenance, not one de-

vice in our world can work with no error. The fact that there is space for error, can setback 

an examiner or student trying to complete something in a given time. Online exams in most 

cases have time limits, and the last problem a student wants to have is something to do with 

a technical error (Student and academic services, 2015). Advantages always come into play if 

the provider, as well as the end user agrees upon the use of biometric recognition methods 

such as facial recognition and voice recognition. As studies have shown, the use of biometric 

authentication measures at a multi-factor level, tend to provide very accurate identification 

of the end user as well as increase security measures (Cmarsden, 2015).  

2.1.10 Matters concerning Data Protection Regulations 

The General Data Protection Regulation is a legal regulation framework that sets rules and 

guidelines regarding personal data for individuals within the European union (Beattie, 2018). 

The increase in security and importance of securing data for schools has increased within the 

measures set by GDPR. Schools are in much better position fortunately at the moment com-

pared to some companies and organisations, as they already store personal information about 

students, as well as are aware of who they are allowed to send information to and whom not 

to. Leaping a step forward, the new GDPR will set even more accurate regulations that 

schools must obey, with a big focus on what programmes to use and what not to use for stu-

dents when attending courses. This will base a major effect on online studies and exams, as 

the programmes used must be accepted and meet the standards of data protection (Baines, 

2017). 

2.1.11 Costs 

Online proctoring and the shift to online exams has boomed in the past years, many not being 

aware that the eLearning industry is now over a 100-billion-dollar business (Jose, 2018). E 

learning has as well shown to set unquestionable benefits to those willing to learn, creating 
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the opportunity for one to learn in flexible environments. In order for this to function proper-

ly, there are numerous amounts of concerns such as costs (Andriotis, 2017). The face to face 

environment has been implemented online, where students have lectures with teachers in a 

virtual online environment, however having it lack many structural models that could work 

much better, such as communication as a group (Bartley et al., 2004, 167). With the advances 

in technology and web-based monitoring, companies such as ProctorU provide services as a 

third party host while an exam is being completed. The use of a webcam, microphone, as well 

as an internet connection can seem easy to purchase, however, branch off to addition ex-

penses each time a user needs to take an exam. ProctorU working as a third party user in 

exam environments, charge from 8 dollars up for a half an hour monitoring service (Kolowich, 

2013).  

2.1.12 Security Matters 

An online exam system is a set of multiple or single software’s used to assess a student’s per-

formance during the elapsed time of an examination. E-exams is not a simple system, com-

pared to the standard way of writing exams in a classroom, involving various stakeholders 

such as the examiner itself, and the corrector in many cases the teacher (Sukadarmika et al., 

2016). One may not understand the principle behind online exams, and the importance that 

security plays when undergoing exams. Different biometric systems may sound useful, howev-

er, implementing them and making sure data is secured is a whole different section to the 

ball game. The biggest threat while doing online exams or any work online in general, is the 

use of impersonation. (Karim, et al., 2015) Impersonation means the act of pretending to be 

another person for the purpose of fraud, in this case identity. According to research done at 

the Purdue University Global in 2009, with technology being not as advanced as today, teach-

ers and staff already then realized that the implementation of various biometrics increased 

the grades that students got, however, also increased the amount of cheating. Another re-

search conducted in 2013, at a university in the United States showed that the grades that 

students got were better online than those that they got at school, however, still did not 

meet the expected requirements for authenticating students as what the board had insisted 

(Sarrayrih et al., 2013, 440).  

Issues concerning security evolve throughout the course of the exam, and therefore it is nec-

essary to implement multi factor authentication and continuous biometrics in order to know 

the end user at all times (Perrin et al., 2012, 5). In order for the whole concept and idea of 

online exams to work, there must be participation as well as trust and motivation to use such 

services and programmes to complete exams (Chen, 2014). The main privacy concerns associ-

ated with biometrics relate to three different factors. The circumstances which biometric 

information is obtained, retained, as well as stored, bring up a big concern when it comes to 

Data Protection. The fact that many colleges and universities share information with one an-
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other regarding student’s participation in exam and the exams themselves, it is important to 

note that important student data is being sent across a large platform. In the United States of 

America, there is bill of rights and cause of action for the invasion of another person’s privacy 

(Mann et al., 2017).  

2.1.13 Unethical conduct in online exams 

Unethical behaviour can be defined as going against what is set to be the correct way, break-

ing the law in some situations (Joseph, 2018). The best way to avoid any possible unethical 

conduct manners prior to and during the exam time is to think and take action with an honest 

mind-set at all times. Keeping ones eyes on their own task and not wondering around the 

room seeking for answers, as well as not having peers helping will lead to honest and morally 

acceptable answers. In case of possible open book exams conducted from home or outside of 

school, the look out and use of one’s own thoughts is to be followed and to not have any signs 

of plagiarism (Iorga 2013, 55-56).  

With the growth of technology and almost everything becoming more international, the unfor-

tunate push towards unethical behaviour has drastically increased, especially in online exams 

or home based assignments in general. The fact that many universities and colleges provide 

online studies as well as exams, makes many pupils think that it is morally acceptable to 

cheat from others or plagiarize. Plagiarism has become one of the most noticeable parts of 

online exams for staff and teachers grading. Fortunately, with more and more surveillance 

being implemented, and the use of plagiarism detection, many tend to complete exams in an 

honest way (Martin et al., 2011, 88).  

2.2 Third party surveillance  

Solutions have been implemented in the past years for students to complete exams online in 

an honest way with the use of a third party programme. One company that provides these 

types of services is ProctorU (Kolowich, 2013). Many citizens around the world that are in-

volved in the shift to online education are not aware of the fact that identity fraud is a highly 

important area of interest for hackers, and the fact that 100% correct identity recognition is 

only possible with the use of multi-factor biometric authentication. Within the past ten years, 

numerous amounts of universities and colleges around the globe have established online 

courses, later getting to know and realise that many students are taking advantage of this and 

cheating and causing fraud related problems (Bergstein, 2012).  

2.2.1 Positive Sides to third party surveillance  

Many are not aware that third party hosts are being implemented during exams; the tasks of 

identity recognition are divided to these professionals. A professional in a field knows what to 

look out for, when to interact, as well as fix possible problems. With technology advancing 
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and biometric solutions being implemented in certain areas, the need to know how to fix 

problems at given times increase. Students have one objective when undergoing exams, 

which is to successfully complete the exam in a given time. The use of authentication meth-

ods when taking an exam can easily slow down the pace, set a student off track, or even con-

fuse them and mislead them in the wrong direction. ProctorU, a company that provides these 

services, has a setup that is simple and easy to follow which may wake up concerns for users 

as certain procedures must be gone through in order to establish and enter the database (Ko-

lowich, 2013). Scheduling exams is simple with the aid of such third party companies such as 

ProctorU; this means that exams can be taken place at any given time during any day of the 

week. In order to proceed with the examination, one must calibrate the webcam and micro-

phone, providing evidence to the person monitoring that one is alone in a given room and that 

nobody else is helping throughout the exam (ProctorU 2018, 3-5). The most important factor 

and how the person watching one do an exam can excel, is by watching the motion of ones 

eyes when doing an exam. In many cases, the students have also a monitoring sharing system, 

where the person monitoring can see what they are doing on the computer as well as watch 

their eye motions for possible suspicious activity through the webcam service (Jose, 2018).  

2.2.2 Negative sides to third party surveillance 

With each and every aspect of a given third party surveillance service being the newest tech-

nology, there are several setbacks and negative sides to the whole concept. Financial disad-

vantages in the long run, as well as problems with technical devices can setback one from 

doing an exam properly. The focus on one student and what they are doing cannot be seen at 

every given moment, as a employee at a third party surveillance monitors up to six students 

at a given time (Eisenberg, 2013). Manual monitoring still must be done as of now, however, 

with the rapid growth of artificial intelligence as well as machine learning, robots can soon 

spot every gesture a human does and interpret a move in a specific way. Technology being as 

it is, can have hick ups and not always work at a given time. This brings us the big topic of 

slowing down completion of exams as well as frustrating the student and in the worst-case 

scenario, complicating their exam and getting them off track. As easy as it may sound, the 

use of facial recognition can have its setbacks; as well controlled light is needed in order for 

the database to recognize one’s face. Several technical challenges face Facial recognition as 

one can have a bandage, cut, or even facial characteristic changes from one date to another, 

making the recognition sometimes impossible (Rodchua 2011, 3-4). 

3 Research Methodology  

Research methodology is a systematic way to solve a problem, studying the way a research is 

carried out and conducted. Qualitative as well as quantitative research can be conducted, 

differing from one another in various ways. Qualitative meaning the focus on smaller amounts 

as well as human behaviour, opinions, themes, as well as motivation. Quantitative methodol-
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ogy having different characteristics such as the use of statistical, mathematical, or numerical 

analysis to proceed in what is being done (Labaree, 2009). The research conducted in this 

thesis is based around qualitative research methodology, as trends and thoughts as well as 

opinions can be extracted at ease, diving deeper into the problem and extracting the most 

out of what is one looking for.  

Qualitative methods having four different categories: observations, analysing texts and docu-

ments, interviews and focus groups, as well as audio and video recording (Silverman 2006, 

18). In order to conduct successful research regarding authentication and student identity in 

online exams, a chosen method within the qualitative methods was chosen to take and dig 

deeper, which was semi-structured interviews. The need to get deeper into the topic as well 

as to gain different views and perceptions on the topic was to shed light on different perspec-

tives on various problems (Justpaste, 2015). The will and capability of uncovering a targets 

behaviour, engaging them into the topic to get a deeper understanding of what is being 

talked about, as well as the results showing descriptive approaches, all show assets of why 

the qualitative approach is capable and fitting for this research. The use of semi-structured 

interviews in the research can be backed up by several ideas: 

• Informal and unstructured 

• Follows a list of topics and areas that need to be covered in a certain order 

• The capability to merge off into topics that may come to mind, and not being 

so called “ fixed” as in for example structured interviews 

Recording semi-structured interviews, with the use of a guided paper by the interviewer, 

allows later analysis being easier as open-ended questions may lead to further discussion 

within the topic (Cohen, 2006). Making sense of complex situations, learning from partici-

pants about their previous experiences, as well as construct a clear hypothesis and/or theory 

from the data gathered (Shukairy, 2017).  

3.1 Thematic Analysis in semi-structured interviews 

The interviews conducted in this research were based around semi-structured interviews at 

school. Staff and teachers that had general knowledge about authentication and information 

technology were interviewed and asked eleven questions related to the topic. Easy to under-

stand and straightforward questions were asked in order to get a clear picture of the given 

topic, shifting from one question to another with ease. Thus, it made analysing the data easy 

as it was within a systematic order. Analysing qualitative data can be challenging from time 

to time, however, a very important and necessary procedure in an innovation process. The-

matic analysis is one method of analysing data, used by many when considering qualitative 
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data (Olivia, 2018). Familiarization in thematic analysis works in the process of becoming 

familiar with the given data through reading interview transcripts, looking for common 

themes, as well as key concepts. Generating the initial code once the interviews are done one 

by one, helps organize and manage what data has been collected. The whole procedure of 

generating each code per one interview helps the interviewer at the end sort out certain 

trends and common topics of interest from each interview, merging ideas in groups where 

common trends are seen. Once each category is fit with certain trends and themes, as well as 

key concepts, one can start classifying and naming the given defined themes, to get a better 

picture of the whole picture (Nowell, 2017).  

The given choice and use of thematic research fits this research around authentication and 

student identity, especially when semi-structured interviews were used to conduct own re-

search. The interview elapsing certain areas such as authentication methods, security mat-

ters, as well as unethical conduct in exams, can be easily classified and categorized through 

thematic analysis, interpreting and finding common themes. The research conducted around 

authentication and student identity is quite broad, covering different topics. A different 

methodology would have been used, had the subject been not so broad, only covering for 

example one topic. The fact that it reaches out to specific fields, strikes a key path to divid-

ing the data into different categories, exactly what thematic analysis strives for. The coding 

phase of thematic research may be the most difficult one, as it structures where everything 

sits into play in each interview, and must be organized in order for the next phase of creating 

each theme to work well (Olivia, 2018).  

Thematic analysis as mentioned is the process of identifying patterns or themes within quali-

tative data. Certain trends and ideas were processed with ease throughout the interviews, 

with hot topics and more important and key concepts being highlighted. Throughout the pro-

cedure of analysing this data, certain steps were taken to fully understand and make profes-

sional conclusions on the topic.  

Data collection within the qualitative research while using the thematic analysis approach has 

several different approaches to collect data, some being the following:  

• Field Diaries 

• Observational Data 

• Historical Data 

• Audio Recording 
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The method used to collect data was found with ease after the topic was set and research 

question was polished. Audio recording was the best-fit way to go when collecting data, as 

everything that was spoken about and possible sub-questions merged off to, were able to be 

listened to later on so that nothing was left out from the interviewee’s answers. The inter-

viewers phone was used to record the interviews as well as a field diary was used to help 

later analysis with hot topics and key concepts being jotted down at a fast pace.  

The given questions asked specifically within the semi-structured interviews can be found in 

the appendix section of the thesis (Appendix 1). An overview is explained as well briefly be-

fore the questions are listed with the target group interviewed as well stating the semi-

structured approach used.  

3.2 Backing up chosen qualitative method  

Research was conducted throughout this thesis using the qualitative research method ap-

proach. Within the qualitative research approach, data is analysed through numerical com-

parisons and statistical inferences. The research throughout followed a qualitative approach, 

which aims to seek and show how, as well as, why a particular behaviour, phenomenon works 

in a given context (Mcleod, 2017). One on one interview, focus groups, as well as recording 

the keeping all show very good examples of qualitative research. The qualitative research 

approach is defined as a market research method that focuses on gaining data through a more 

so called open ended and conversational communicational style (Bhat, 2018). After the data 

was collected from the interviews, a wide scale of information was gathered and quite un-

structured. Fortunately, with the help of the thematic analysis approach, following easy steps 

and procedures to digest and analyse the information, various conclusions were made based 

on what was found.  

 The chosen method of qualitative research was based around the fact that experts were in 

the means and key focus to be interviewed. Deep understanding as well as the capability to 

merge off from some questions and link ideas with one another, was vital and would have 

only been capable with interviewees that had at least fundamental knowledge of the authen-

tication and student identity topic. Each and every interview were based around the semi-

structured interview approach, with eleven different questions asked by the interviewer to 

the interviewees. The interviews spanning roughly from 15-20 minutes each, depending on 

the length of given answers. From the start until the end of each and every interview, record-

ing was done on notepads, with the key focus to look out for possible key concepts, themes, 

and trends in the interviewee’s answers. With the help of good structure from each and every 

question, following what the interviewee was saying was easy as well as categorizing answers 

was not hard.  Qualitative data fitting into this thesis research in various different ways, with 

the purpose of organizing data, using the data to interpret different ideas, as well as seek 

common pattern identification. The tying of field data to the research objective can be easily 
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shown throughout the literature review, as well as own findings (semi structured interviews). 

It as well forms the basis for informed and well-organized conclusions as to what should be 

done in order for student identity to work out well and fill out possible vulnerabilities within 

data protection, student privacy, as well as various security matters.  

3.3 Choosing the interviewees and why exactly them  

The reason behind choosing the interviewees to be from Laurea was simply the fact that from 

the researchers perspective, it was best to take into consideration answers from those that 

work at the institute where the implementation will be added. The diversity and need to have 

people’s opinions on such a matter from two different perspectives was what the researcher 

was aiming for. All three staff/teachers that were interviewed had fundamental knowledge 

on authentication and the transition to online learning. Two out of the three were teachers 

that teach in the IT field, with one of them doing their PHD in cyber security at the moment. 

Security in general as well as networking and cyber security is something that both teachers 

excel in and teach online. With some of the courses even being fully implemented online that 

they hold, however, slightly lacking behind on authentication and study identity recognition 

when it comes to taking the exams. Lastly, the third person interviewed was a staff member 

that runs different projects within the school. The reason behind this was to have an interest-

ing perspective from someone that is ready to implement such matters, however, does not 

teach. The need to have ideas and stand points as well as suggestions from those that teach, 

as well as those that manage programmes and degrees is vital for future possible implementa-

tions. Teachers may think in one way, and therefore it is good to have a diverse standpoint 

from two different sides. All in all, the answers from all three members did not differ from 

one another, however, the researcher did see certain trends that were not mentioned within 

the interviews but were mentioned within the literature review.  

4 Findings of the Research 

Findings of the research were conducted through the semi-structured interviews. Three of the 

experts interviewed all answered questions with a similar approach to the subject, as all of 

them had a similar background as a teacher at the Laurea campus and not a part of the online 

programme. Eleven questions were asked from start to finish, with common topic being found 

the most important as well as certain security matters being highlighted as well as possible 

biometric implementations that would be almost impossible to include in the coming years 

online degree programme. With possible obstacles to certain biometric implementations, the 

interviewer still found it highly important to ask such questions as it is technology that is 

coming in the near future. The interviews were conducted from the first interviewee onward, 

wit the goal to stop the interview amount to a point where new information was not collected 

anymore, but rather the same type of answers heard. In order to conduct this research and 

analyse it with ease, the thematic analysis approach was used.  
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Coding the data was a very interesting part of the whole procedure, as it marked a key role 

when preparing for themes and framework identification in later stages. When going back to 

the interviews after they were complete, certain trends and codes were conducted and ex-

tracted. Certain topics from each interview rose above others, them being: 

• Biometrics is the only way to successfully identify students in online exams 

• Security measures increase drastically as more layers of authentication are added 

• Data protection regulations come into the picture when storing data increases with 

the use of profile based authentication 

• Two layer authentication is important, however, it is not always doable with possible 

technical errors or too long setup prior to the start of a given exam 

The topics above mentioned in the bullet points are the main topics extracted from the inter-

views. Certain trends and topics of interest can easily be seen as being the most important. 

Biometrics, security, data protection as well as two-layer authentication being the most 

talked about points. Even though the unethical conduct in exams was asked in the interviews, 

it did not point out a drastic concern when listening to the interviewee’s answers. Unethical 

conduct is a problem that has been addressed in schools where exams are taken place within 

the facility, and therefore, do not show a bigger concern when working online. The difference 

between the unethical conduct online versus in school was, according to the interviews, a 

different way of cheating and going around to get the answers. It played a small role in the 

answers provided, however, was not such a big concern such as data protection and security 

of the student’s personal information.  

4.1 Classification and main concerns  

Themes and framework identification within the interviews was undergone with classifying 

the questions into categories such as: biometrics, security, preparation, as well as continuous 

authentication. Two thirds of the interviews conducted brought up matters concerning bio-

metrics being the key focus in online exams. One of the interviewees mentioned that bio-

metric use in online exams has been used in the past, and is possible to be used in the future. 

The interviewee that mentioned biometric not being a problem to be used did mention only 

something about fingerprint recognition, and nothing about possible facial and voice recogni-

tion that would need more attention with data protection and storing information on a 

schools database.  

Security was a concern for all of the three interviewees as everything conducted online must 

be stored somewhere. Two out of the three interviewees mentioned that information be-

tween schools is transmitted online, and therefore, a concern would be in the future how the 



 25 

 

information is stored and with who’s approval as everything is online. A key factor that was 

mentioned in all of the interviews was that students doing exams all around the world, using 

different internet service providers and internet speeds, might not be able to connect to the 

online service and conduct exams at given times.  

Preparation and setup for exams is a major concern for all of the interviewees, as it requires 

time and everything to work technically correct at a given time. Compared to the traditional 

way of attending a classroom and completing an exam with a pen and paper, online exam 

using various authentication methods require more procedures to work. One of the interview-

ees suggested two-layer authentication with possible fingerprint recognition as well as profile 

based authentication to work out for student identity, as well as to at the same time not to 

go against data protection regulations and technical errors. Two out of the three interviewees 

suggested more time for preparation for the exam and trying to implement biometric recogni-

tion, with the school stating and giving certain criteria prior to the exam about data protec-

tion, and possible technical errors regarding the software used to identify students.  

Continuous authentication was played a key role in each and every interviewee’s answers, as 

it is something that must happen otherwise unethical conduct can arise. Each and every in-

terviewee mentioned that it is a must to have authentication from the start of an exam to the 

finish, at checkpoint times, but not necessarily at all times. One of the interviewees men-

tioned that facial recognition as well as voice recognition is a must in order to monitor and 

know that one is doing an exam alone. Two out of the three interviewees stated that continu-

ous authentication is a must with checkpoints at given times throughout the exam. According 

to them, possible checkpoints could use profile based authentication or fingerprint recogni-

tion to quickly identify and know that the same person is still doing the exam and not some-

one else.  

4.2 Main concerns from literature review not addressed in interviews 

Various concerns were seen when comparing what the interviewees wrote to what the litera-

ture review mentioned. Highly important matters in regard to the use of multi-factor authen-

tication being important and the quality that it can produce was something mentioned within 

the research in the literature review, however, was not mentioned in the interviewee’s an-

swers. Fingerprints can be used for infrequent identification, where as on the other hand 

geometry based biometrics can be used for more frequent checks (Ross, 2007). As Ross men-

tions, the use and merging of two different authentication methods at various times through-

out a exam input can help increase security measures, and give a example of checkpoint veri-

fication of a student doing an exam.  

The fact that the interviewees are aware of the transition to online learning and have funda-

mental knowledge on possible authentication methods, do not however understand the possi-
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ble realistic unethical approach that many students take when completing exams online. As 

mentioned in (Bergstein, 2012) report, many universities have implemented possible online 

courses in the past, but do not tend to interact well when it comes to unethical conduct. The 

reason and thought behind the interviewees mentioning the use of biometrics in online exams 

for students a must, shows that they do really intend to try and implement such needs into 

the schools academic programme. GDPR was a concern for the interviewees, however, noth-

ing related to the increase in regulations and standards becoming more accurate was men-

tioned. According to (Baines, 2017), the regulations set for obeying certain criteria and 

standards have increased even more recently, putting a major burden the institutions to 

choose the right methods of online identity recognition.  

A major concern regarding costs and the use of possible profile based authentication or bio-

metrics was seen when asked about the following question: Will it be very expensive you 

think to implement this for Laurea and do you think students are aware of the possible transi-

tion? Short and simple answers were given regarding the costs of online exams, however, 

were not backed up by any other statements such as the use of two more cheaper authentica-

tion methods. All of the answers given were that it would be expensive to implement such 

measures. Compared to the literature review and for example what Kolowich mentioned in 

his article, there are various different systems and even third-party companies that can help 

with monitoring exams with costs not being possibly as high as many would think (Kolowich, 

2013). Lastly, something that was spotted by the researchers mind was the fact that inter-

viewees did not mention anything regarding the risks and vulnerabilities that might be seen 

when using different stakeholders to help online authentication. As mentioned by Sukadarmi-

ka, even without the use of third-party surveillance companies, but just programmes that are 

written by others, various different concerns rise when the use of different platforms and 

programmes increase (Sukadarmika et al., 2016). 

5 Comparison to Existing literature 

With technology advancing at a rapid pace, there is not one correct way to correctly identify 

a student identity in a online exam environment, but rather several ways that can be merged 

together and/or duplicated to not only increase security measures but also to really know 

who is completing the given exam (Kang et al., 2015, 47). Each of the interviewees had a 

similar opinion as what was mentioned in the literature review regarding correct identity in 

online exams. Several implementations can be used, however, depending on the exam type as 

well as duration, an institution can pick which of the authentication methods would be best 

suitable. As mentioned in (Pritchard, 2019) report as well as the interviewee’s answers, PIN 

codes make up a very important structure when considering the use of two-layer authentica-

tion and the start of basic first layer identification. Both sides agreed upon the fact that it is 

important to have the basic PIN code recognition at the beginning of an exam. In order to get 
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into the system that the exam is done in, one must provide a four-digit code to gain access 

and enter the exam field. According to the interviewees as well as Pritchard, it is something 

that is always necessary and must not be related to ones personal information such as street 

address, date of birth, or social security number.  

According to Fayyoumi, the use of facial recognition in online exams decreased the likelihood 

of cheating happening (Fayyoumi et al., 2014). Compared to the interviewee’s answers, the 

answers were slightly different. All three of the interviewees did not have a opinion on the 

fact that cheating would decrease with the use of facial recognition, backed up with facts 

such as: screen sharing not being mentioned if in use, is facial recognition on all the time or 

at given checkpoints, as well as technical errors can cause exams to continue even with the 

camera not in use. With every type of situation being considered by the interviewees when it 

came to facial recognition, they did however state that with the use of continuous facial 

recognition from the start of an exam to the finish, the likelihood of cheating would possibly 

decrease. 

From the given comparison of the literature review and interviews conducted, the interviewer 

noticed a similarity in answers when it came to fingerprint recognition. The use of fingerprint 

scanners is one of the simplest ways of biometric recognition, and at the same time does not 

require lots of time and has a major advantage when considering financial costs compared to 

other biometric methods (Ingashitula 2017, 1). The staff interviewed at Laurea had a similar 

approach, considering the fingerprint recognition something that can be implemented with 

greater ease. The interviewees thus had concerns about storage capacity as well as data pro-

tection matters.   

Two-layer authentication creates a security additional layer of security, in case one of the 

authentication methods has vulnerability and is bypassed (Douthit, 2018). In order for exams 

to be conducted with ease by the students, according to the interviewees, an appropriate and 

stable method must be chosen by the institution to mitigate any possible problems. Continu-

ous authentication was a subject mentioned numerously throughout the interviews conducted 

at school, and that can be justified by Cmarsden stating that it is possible to get accurate 

results with the use of biometric implementations (Cmarsden, 2015). In order for possible 

voice and face recognition to be implemented, the institution providing the studies must 

make clear and straightforward rules about the use of such authentication methods. Accord-

ing to the interviewees, a possible introduction lecture prior to the degree programme start-

ing would be a good idea, where every procedure of used biometrics is gone through as well 

as data protection regulations are addressed.  

Understanding the shift and principles of online studies may tend to be difficult, however, it 

sets a futuristic path when keeping up to par with technology (Sukadarmika et al., 2016). 
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Security matters according to Sukadarmika have been a problem for institutions that have 

previously used the online exam methods. Impersonation, or in other words the cover up of 

someone else doing the exam for a peer, is a major concern for teachers and staff grading the 

student’s exams. (Karim, et al., 2015). According to the interviewees, security was a major 

concern more when it came to storing data. Each and every time a student logs into a system 

and uses possible biometric or profile based authentication, the information is stored for later 

use of identification. The teachers and staff brought up a common recommendation concern-

ing the security matters, which was to limit the amount of security levels to the needed 

amount only, and not to add any additional layers. According to one interviewee, the need to 

find a common and trustworthy two-layer authentication is ideal and in need for Laurea, 

which is only double by troubleshooting various possibilities. Finding the correct solution is 

not easy, and requires time and effort. Within the past ten years, numerous amounts of uni-

versities and colleges around the globe have established online courses, later getting to know 

and realise that many students are taking advantage of this, cheating and causing problems 

related to fraud (Bergstein, 2012). 

When comparing the literature review and interviews conducted, certain trends were found, 

similar to the ones extracted from the thematic analysis. Biometrics, security, preparation for 

exams, as well as continuous authentication playing a key role in both the theoretical ap-

proach as well as semi-structured interviews. With the topic being quite new to everyone, 

possibilities and capabilities mark sky as the limit, however, time will tell when 100% accu-

rate authentication in online exams can be seen.  

6 Conclusion 

In conclusion, the objectives and research question were justified and explained throughout 

the literature review and later on compared and contrasted to the results found conducted in 

the semi-structured interviews.  The research question: How can institutions ensure correct 

student identity with the use of different authentication methods when exams are done 

outside of school? was looked at through various different authentication methods. Justified 

with the rapid increase in technology and possible implementations of machine learning and 

artificial intelligence in e learning, institutions must keep up with what is going on around the 

globe. As seen throughout the literature review, possible outcomes and online exams have 

already been implemented, however, may lack in security measures as well as fully monitored 

services. With roughly 23 million new learners online in only 2017, and with a total of 81 mil-

lion globally, the need to keep security measures and unethical conduct out of play marks a 

key role for institutions and/or others trying to set up exams online. With the shift and usage 

of more biometrics and other high tech implementations, the need to focus on security as well 

as the needs of the students is key. Students must have examination time to focus on what 

they are doing, and not to shift off and deal with possible problems with for example third 
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party surveillance providers. With citizens even more busy in this day and age with possible 

hobbies and/or double degree programmes, exams must be set up so that vulnerabilities are 

fixed prior to the exam take, as well as hot fixes being placed at given times. When consider-

ing the unethical concerns, even though the unethical conduct in exams was asked in the 

interviews, it did not point out a drastic concern when listening to the interviewee’s answers. 

Unethical conduct is a problem that has been addressed in schools where exams are taken 

place within the facility, and therefore, do not show a bigger concern when working online. 

As Pollari mentioned in his article, Finland has thousands of students coming each year to 

study or do courses around the country (Pollari, 2013). With great technology experts and high 

speed Internet, the country has great potential to be a great leader in e learning, providing 

great education fully through the web. If biometric choice and/or other authentication meth-

ods are chosen correctly by Laurea, the possibilities being the sky as the limit, taking into 

account GDPR regulations being met. As mentioned by Shah, more than 800 universities al-

ready have used online courses, and is increasing at a very rapid pace (Shah, 2018). Other 

stakeholders come into play however with many factors needed to be looked at, the main aim 

is to have students present knowledge that they have learnt through online exam in a given 

time, alone in a empty room with know one else in helping out.  

Going through the semi-structured interviews and using the thematic analysis approach, gave 

the researcher great ease to seek the most common topics and trends mentioned. The location 

of the interviews being done in one single institute, with all teachers having no prior experi-

ence in giving online exams using authentication methods, caused possible setbacks in more in 

depth answers. Time consumption played as well throughout the process of the thesis, having 

the researcher focus on each part of the literature review with no problems. All in all, with 

the use of possible biometrics and continuous authentication, there is a great chance that the 

upcoming degree programmes fully implemented online can work out of Laurea. Trial and 

error with what methods to use, that are cost efficient, exist and are out there for use.  
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Appendix 1: Interview questions conducted at Laurea 

The following questions were asked in the Semi Structured interviews conducted at the 

Leppävaara campus at Laurea University of Applied Sciences. The staff and teachers inter-

viewed were all in the IT field and had basic fundamentals knowledge on matters regarding 

authentication and the shift to online learning.  

 

 What are different authentications methods that you know of that can help and which 
are the most secure ones?  

 
 

 How can we ensure correct identity in online exams? And is it even possible? 
 
 

 Why is using biometrics important when trying to seek correct identity in online ex-
ams? 

 
 

 Any other security related matters that you may know of? 
 
 
 
 

 Is there a need of more complex biometric authentication or is profile-based authen-
tication important? 

 
 
 

 Unethical conduct? 
 
 

 Is two factor authentication or more layers important or is one enough? And how can 
such an implementation work?  
 

 
 

 Is continuous authentication a must? 
 
 

 Will it be very expensive you think to implement this for Laurea and do you think stu-
dents are aware of the possible transition?  

 
 
 

 Is it possible to have good biometric authentication but be portable and not stationed 
always at a given desk? 

 
 

 What is the most important? Pin code, facial recognition, fingerprint, keystroke, pro-
file-based authentication, hand geometry based biometrics or voice recognition? Or is 
there a most important? 


