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This thesis was created for Collaxion, in the support of the DBE Core project. The purpose of
the work was to identify and answer questions relating to security risks faced by the system.
The results of this work are intended to be used in further development of DBE Core system

and minimising the risks facing it.

This thesis is qualitative in design and is primarily focused on the resilience of various parts
making up the system, particularly in regard to its cognitive and social dimensions. The data
has been gathered through the use of desk research and a security literature review.

The results of the thesis show that the risks faced by the system are typical information secu-
rity risks (incl. social engineering), legal (data ownership) and the unexpected developments
of security risks in emerging technology (blockchain) in the form of “black swans”.

The development suggestions include education against social engineering, vetting of partners
and stakeholders.
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Tama opinnaytetyo on tehty Collaxion yhtiota varten, DBE Core projektin tueksi. Tyon
tarkoituksena on ollut selvittaa ja vastata kysymyksiin liittyen kehitettavan jarjestelman
turvallisuusriskeihin. Taman tyon tuloksia on tarkoitus kayttaa jarjestelman edelleen
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1 Introduction

This thesis was created for the company Collaxion, and in extension the DBE Core project,
with the purpose of exploring risks faced by a collaborative business environment, a digital
business network of various stakeholders. These risks are primarily looked through social, le-

gal, cognitive and organisational factors. The research questions of this work were:

e What are the primary risks CBE activity will face?

e Are some risks unique to a CBE?

e What can be done to mitigate the risks?

First the framework of the work is introduced, in which the background, key concepts and the
theory guiding this work will also be shown. Underneath this heading will be the basic classifi-
cation of sources and the theory guiding the form this work has taken, the DBE Core project
itself along with its objectives, and the basics of the proposed digital collaborative business
environment. This will allow us to understand the structure to be analysed, with the relevant
implications for the industries involved. Then the system structure of the Collaborative Busi-
ness Environment was described in a simple way, with technical details (code, hardware etc.)
left out as they are not within the scope of this work. Legal framework within which cloud
storage exists will also be explored. Due to the nature of the project, this will primarily focus
on the company perspective rather than the individual person, with some overlap involved.
This includes discussion on international and national legal frameworks to illustrate the dif-

ferences between them.

Secondly, the methodology and various elements that compose the body of this work are pre-
sented. This will include the tools of analysis and their use as related to the topic. By using
the available tools of analysis, the information presented will be brought together and con-
crete examples of risks will be brought forward. These will be taken from the various touched
upon topics of the work, such as the risks relating to legal issues, information security and so

on.

Thirdly, suggestions for development will be presented, addressing the issues that are identi-
fied by the methods described above, accompanied by suggestions for future development.
This will be followed by the conclusions this work has ended upon. The author’s self-reflec-

tion on the work is left as the last chapter.

2  Framework and background

With the digitalisation of society, businesses are faced with ever more competition due to

digitalization, as the digital economy becomes ever more omnipresent (Ahokangas, Lehtimaki,



Helaakoski & Peltomaa 2015, 8). The phenomenon has brought forth the automatization of
production, bringing with it new challenges in areas such as employment, engineering and
what concerns this work, security management. While things such as the transformation of
manual labour into automatized labour is becoming more common, it has also brought with it
an increasing information flow. What is happening is the creation of an increasingly con-

nected “information sharing economy” with new business models (Collaxion 2017).

The increase of data flow and the demands it puts on the integrity and accuracy of the data
bring out certain risks (Ismail 2018). What this work was particularly interested in, was the
sharing of information between multiple stakeholders, the altering of the data shared in real-
time and possible problems caused by this, regarding the duties and responsibilities of every-
one involved. These problems can include everything from copyright disputes to differences in

procedure between the different stakeholders (Roche 2014, 1-6).

The introduction of technologies such as cloud storage and blockchain makes the question of
data ownership a central object of concern. Industries found that in a more demanding mar-
ket that constantly increased in complexity, creating collaborative networks was far more ef-
ficient to the more traditional static organisations, since the nature of logistics and supply
chains have changed in their fundamentals (Ahokangas, Lehtimaki, Helaakoski & Peltomaa
2015, 6). The exact nature of the risks of cloud storage have been documented by Roche
(2014, 1-6), but creating a digital ecosystem for the Finnish industries is a new venture and
the exact risks should be analysed specifically for the purposes of this new system. The DBE

Core project was created to facilitate the creation of such a system.

2.1 Knowledge base

The basis of the knowledge comes from multiple sources. The system being in development,
and due its many parts creates need for a varied base, therefore sources often consider one
aspect of the topic by itself, rather than the specific whole. The literature will include both
physical and electronic sources, mostly the latter due to the ease of access. Other articles,

such as news stories are also included in the following categories.

The electronic sources will contain:

e The ISO 31000 standard
e Relevant material found in various services

e Confidential project files

Physical sources:



e Security and risk management literature
e Research method literature e.g. Taylor, Bogdan & DeVault

e Other sources in security management

The above was a concise explanation of the types of sources used and next there will be ex-
planations on the theory and key concepts driving this work. These are the CBE system that
this paper specifically is focusing on, blockchain technology and finally the legal implications
of such a system. These will give basic understanding on top of which the analysis and conclu-

sions of this work are built on.

2.2 DBE Core

The purpose of the Digital Business Ecosystem Core project is explained on the DBE Core web-

site as:

“DBE Core enables the integration of business processes by the aid of API integration. It can
be widely used in the areas of sales, sourcing, procurement, logistics and transaction-based
financing. With our solution, you can save up to 4% to the bottom line by automating. We of-
fer an agile supply chain with transaction-based banking that generates new working capital
by supply chain financing. Information exchange, accurate data and quick integration are
just a few of our benefits. DBE Core is based on global established standards.” - DBE Core,
2018

In other words, it attempts to integrate the major functions shared by various industries to
create an “ecosystem” where all the business to business activity is handled digitally. The
global established standards in question are the relevant ISO/IEC standards and project guide-
lines. This will allow the creation of a common customer message across the various partici-

pating industries as everyone can be guaranteed to use the same standards (Collaxion 2018).

As a system does not exist at present, anyone who manages to create the first one will be in a
prime position to define the rules and practices of such an environment (Collaxion 2018). This
also means that concerns about the handling of confidential data and proprietary information
has taken centre stage. This is highlighted by the General Data Protection Regulation, which
explicitly deals with the storage and use of private data (Gdpr-info 2018).

2.3  Collaborative Business Environment

The primary idea of the CBE is to have a shared cloud system as the core, security provided
by blockchain technology. Each stakeholder has access to the information that is relevant to
their function, stored in the cloud. The access is controlled by the stakeholder’s interface,

which is standardized across all the companies involved. Therefore, while everybody has the



same program, the type of information that is available is determined by the individual com-

pany (Collaxion 2018).

For example, if a factory needs a new part to repair a machine, it would first identify its need
to the system and place an order. Then any company that supplies these parts would be able
to see this order, give their estimate of cost and other suggestions. Once accepted, it is possi-
ble that a specialised technician is needed to install the part. This information would be
available to any that can supply this form of technician and so on. The company that started
the process can follow each step and so can the companies that fulfil the order, building trust
and predictability. Due to the nature of the digital environment, everyone will be able to see
the information necessary, as a change in information can be seen by all involved (Collaxion
2018). Business can therefore collaborate on various suitable fronts without losing their indi-

vidual competitive edges (Ahokangas, Lehtimaki, Helaakoski & Peltomaa 2015, 6).

The system would allow the efficient flow of information from business to business, while at
the same time guaranteeing information security by compartmentalising (Ahokangas,
Lehtimaki, Helaakoski & Peltomaa 2015, 6). All involved will therefore have a fast, practical
and secure way of sharing information, minimising the unpredictable factors relating to issues
such as procurement. Figure 2 illustrates a simplified way the CBE is structured:

sStakeholder
2

sStakeholder
1

Procurement Maintenance

Recruitment

sStakeholder
4

sStakeholder
3

Figure 1: CBE Structure

In the next part, blockchain is explained and how it is used as a way of verification and secu-
rity in the proposed environment. This is used to create a record of all transactions that hap-

pen in the system.

2.4 Blockchain

The underlying structure and security of the system is based on blockchain technology, made
famous by the introduction of Bitcoin. While the actual technical details of the system are
outside of the scope of this work, a short explanation of what a blockchain is, is vital. This is

to assist the identification of security risks and the understanding of the topic.



10

Blockchain at its most basic level, is a chain of blocks containing information of transactions.
Due to the inherent nature of its structure, every block is connected to every other block that
comes both before and after it, making the modification of the information extremely diffi-
cult (IBM 2018). This would require the modification of every single block, a tremendous task
as a single chain can grow to be incredibly large, as demonstrated by the growth of the
Bitcoin blockchain (Statista 2018). Figure 3 below illustrates the basic structure of a block-

chain.

— N o
+ Past < Present | < Future

@) @) @)
= [ransac. 1= Transac. 1= Transac.

Figure 2: Blockchain structure

The security of the blockchain, and therefore the DBE Core system at large, is based on its
encryption and the decentralisation inherent in the technology. Any tampering immediately
voids the security key used to access a single block and alert is sent out to the rest of the net-
work. Unless a huge amount of processing power is used, altering a large blockchain in its en-

tirety would be an almost insurmountable task, although not impossible (Van Wirdrum 2018).

The introduction of blockchain into the digital economy is changing the nature of business and
the practice of law. Whether it be through “smart contracts” where assets can be transferred
instantly when certain conditions are met or a business that wants to verify where a part of a
machine came from. This way a record of the transaction will always be there to be found
(Altman 2018).

2.5 Legal and Contractual concepts

The legal elements concerning the described system had one specific focus in this work, infor-
mation ownership. The information will be passing through multiple systems and will be
changed according to the needs of the situation (maintenance requirements, spare part or-
ders etc.). This puts the question of data ownership and the risks relating to such issues in a

central place among corporate concerns.

It should be noted that the legalities are not limited to the companies, but also to its individ-
ual customers. With the introduction of the General Data Protection Regulation (GDPR),

which will mandate certain standard privacy practices across the EU, one of the major
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changes is the assignment of a Data Protection Officer responsible for the management of the
private data (Gdpr-info 2018).

Roche (2014, 1-6), has split the general legal issues of a cloud system in several categories. Of

these, three relevant ones will be presented here. They are:

The ownership of data is primarily controlled through contracts between several actors,
which defines their rights and duties regarding data and its storage. The complexities brought
forward are primarily created by the different parties using the same information and possi-
bly even changing it. Generally, whoever creates the data has automatic ownership of it un-
less stated otherwise in a contract. An example of this could be the numerous forms of terms

and conditions that are attached to various services and software.

Another problem caused by the nature of cloud data, is the physical location of the actual
servers. The rules regarding data storage are therefore determined by national law, not inter-
national, which can make delivering a service far more difficult as the experience varies from
country to country. One remedy to this problem was the introduction of common regulations

and practices such as the GDPR in the EU/ETA countries.

The modification of data presents a challenge regarding the legal nature of data ownership.
While the original data may have been the property of its creator, or the creating organisa-
tion, any modification done by another organisation or individual changes can cause prob-
lems. Is the original creator still the owner of the data in question, or is it transferred to the
modifier in full or in part? The details of the contract are therefore of paramount importance,
as they define exact status of each party regarding their handling of the information created

or given to them (Chima 2016).

2.6 1SO 31000 Risk Management Standard

The ISO 31000 standard provides organizations with a general framework for managing risk. As
already established, risk is identified as the effect of uncertainty on objectives, therefore risk
management are the activities used to control risk. The standard is designed as a set of
guidelines, meant to fit into an organization regardless of its industry or field (ISO 2018). The

standard’s risk management process is split into five stages:

e To establish context, is to understand where exactly the standard is to be applied.
This includes everything from scope to the stakeholders involved.
e Next is the identification of risks. What, where, why and how are the questions re-

garding the risks involved.
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e Risk analysis begins after the identification. This can be done through a variety of
methods, but for the purposes of this report we will be focusing on the method sug-
gested by Linkov et al. in the “Analysis Framework” section.

e Evaluating the risk is to determine whether a risk is acceptable or not, requiring fur-
ther action

e Treating the risk is the final step, in which the risks are dealt with by the application

of appropriate measures

This is a continuing process throughout, which does not actually end. After reaching the
treatment stage, this process will circle back to the first step. Throughout the process, com-

munication and constant monitoring is performed (ISO 2018).
The standard states:

“Organizations of all types and sizes face internal and external factors and influences that
make it uncertain whether and when they will achieve their objectives. The effect this un-

certainty has on an organization’s objectives is ‘risk’” - 1SO 31000

It should be noted that the standard’s definition of “risk” is not exclusively tied to a negative
outcome, rather it brings in to focus the uncertainty of the conclusion of a specific event (ISO
2018). For example, an important business decision might be risky, since its eventual conse-

quences are unknown at the time it is made, due to lack of planning or preparation.

Figure 3 illustrates the risk management process used in the ISO 31000 model:
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Figure 3: ISO 31000 Risk Management Standard

3 Methodology

The primary method of data collection was qualitative, using desk research. As stated by Tay-
lor, Bogdan and DeVault (2016, 7-8), a qualitative approach is particularly concerned with

how humans actually act and behave in real life, as pure statistical data often ignores the hu-
man element. It also acts as a good starting point for the cyber resilience matrix by Linkov et

al. (2013) explained later in this report.

Desk research, also known as secondary research, uses already existing information from vari-
ous sources for analysis. This contrasts with creating entirely new data, which is the domain
of primary research (Heaton 2008, 506). This is also a necessary, since elements of the system
have to be discussed separately and much of the information must be taken from confidential
sources and from books, articles or websites that go through related topics, but are not di-
rectly linked to the project itself. There is no entirely grounded terminology regarding the

system, so they had to be defined where appropriate.
3.1 Literature review

The work will be done in the form a literature review, in which existing literature on the
topic will be discussed and the various aspects of the knowledge gained will be brought for-
ward (Hart 2018, 31). This was chosen due to the relatively “soft” elements of the sociologi-
cal implications of the topic discussed, contrasted with the “hard” elements of technical en-

gineering or cyber systems knowledge. Specifically, this will be done closer to the
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interventionist style of literature review (as opposed to scholastic), due to the practical need

of the work involved.

An interventionist literature review is primarily designed with a practical purpose in mind,
whether it is for managers or other stakeholders to whom the information fulfils a need to im-
prove policy. According to Hart (2018, 93-94), an interventionist review is primarily created
to find information and help the stakeholders move in the right direction, the right way. It
does not offer any definitive solutions to a problem merely suggestions for improvement in

policy or operations.

3.2 Document analysis

To allow for proper document analysis, it was necessary to identify both the type work this
was to be (a literature review) and what methods could be used in said analysis in relation to

the nature of the work.

Ridley (2012, 98-99) would describe the process by which a literature review works as cycli-
cal, moving between three phases of reading, writing, searching. These phases have no
clearly delineated end which would lead to another but are constantly active. In essence
then, document analysis and the resulting product, which is the literature review, would
therefore be subject to the same principles throughout the process. This process also allows

the integration of literature along the way, as new information is discovered.

3.3 Information security analysis

Since the system will rely on cyber infrastructure to function, its resilience will need to be as-
sessed with the proper framework. This will be done using the resilience matrix framework
suggested by Linkov et al. (2013) which categorises the various parts of system resilience into

physical, information, cognitive and social dimensions.

As mentioned earlier, the work will not be going into the physical and information domains.
As described by Linkov et al. (2013), the physical aspects of the system such as its physical
architecture and systems design, and the information aspect that makes such systems work
through software and its program design. While the technical details of these systems are
outside the scope of this work, acknowledging their existence is needed to define the two

most relevant domains and their functions.

Cognitive functions are characterised by the making of decisions using both physical and in-

formation systems. In terms of the CBE, this would mean the way the system presents itself
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to the user, who then acts upon the given choices and events (Linkov et al. 2013). In other

words, what a person thinks and does.

The social domain describes the organization that affects the communication and the above
described cognitive functions (Linkov et al. 2013). For the CBE this would mean its nature as a
form of network of organizations and industries, which would in turn influence the way the
different stakeholders interact with each other and the system. These two main domains both
rely on direct human experience, making them particularly suited for a qualitative analysis
(Taylor, Bogdan, DeVault 2016, 7-8).

All the above domains can also produce their own risks that need to be prepared for and con-
sidered. Linkov et al. (2013) suggests a four-stage method for the management of possible

events, split into preparation, absorption, recovery and adapting.

e Preparation is the planning of methods to deal with possible disruption.

e Absorption is the ability to keep critical functions ongoing while maintenance or other
activities are taking place to restore the functionality of the system.

e Recovery is to restore full functionality to the system and assets.

e Adapting is taking the lessons learnt and using them to prepare for the next event.

The process will then cycle back to its first phase, starting it all over again, although with
added resilience thanks to the experience. By keeping the restrictions in mind for this work,
the phases give a good idea of how an organisational resilience can be built even in “soft” ar-

eas like human behaviour.

3.4 Corporate Security Management Analysis

While the actual methodology of risk management will be by the standard explained later, it
would be useful to go through certain aspects of corporate security management to under-
stand the function and complexities of any role engaged in such activities. According to Bam-
field (2014, 791) there has been very little research or literature created that entirely encap-
sulates what the purpose and objectives of security management is, as opposed security at
large, such as policing. The field has moved on from the focus of guarding and low-level
crime, to a whole new management specialty responsible of the smooth and safe running of
the organization and along with positions such human resources management or operations

management, forming a key aspect and competitive edge for any company.

In the same vein, security management is often reactive, spending its time responding to

problems and those developing, rather than strategic planning or preparedness. This is quite
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normal for managerial work, where the planning has to be integrated into the daily opera-
tional demands. This leads to dealing with issues on a case by case basis (Bamfield 2014, 791-
792).

Bamfield (2014, 793) split the main objectives of security management into three categories:

e Protecting assets (physical equipment, buildings etc.)
e Protecting people (employees, visitors etc.)

e Protecting the reputation of the organization or its brands

A security department is often a relatively small and specialized group and is reliant on the
information it gets from other actors, be it the IT-department or law enforcement authori-
ties. This creates a multifaceted environment a security manager must deal with on a regular
basis. Each organization is different, so the actual make-up of the department is also a varia-
ble, be it in terms of size or specialty, such as physical or IT-security. Regardless, the core
activities outlined above remain largely the same in any corporation, due to the inherent na-

ture of the tasks performed by the department.
3.5 Security system design

Technical information and engineering while not a part of this work, does provide a systems
approach that allows us to glimpse the principles a security system should operate on. Brooks
and Smith (2014, 107) would argue that security systems are designed to deter, detect, delay
and allow for a response in any kind of security event by “integrating people, procedures, and
equipment for the protection of assets or facilities”. This is used to support the company ob-
jectives and support any relevant legislation, through consistent and measurable actions. As
stated earlier, management is often reactive, systems being installed after the fact, leading

to a possible disconnect between it and the larger organization.

4  Research and analysis

As stated earlier, the model suggested by Linkov et al. (2013) and other concepts introduced
earlier in Chapter 3 will be used in the analysis. The ISO 31000 concept of uncertainty can be
used as a way of guiding the process of analysis allowing for the mapping and identification of

various parts producing uncertainty.

From Linkov et al. (2013), this work will specifically use the cognitive and social domains, as
explained earlier. The cycling of the phases can give an understanding on how it would be
possible to develop resilience in a particular area. By keeping these factors in mind, we will

analyse each concern on its own by identifying the specific factors that produce uncertainty.
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4.1 Data access

One of the major concerns of information security is the handling of the data access. Who can
access it, where they can do so and even when they can do so. One of the major uncertainties
is therefore the reliability of the stakeholders and those who have access to the system. A
completely open system would be easy to use, while a completely secure system won’t let an-
yone through (Whitman & Mattord 2011, 19).

If the access is spread to too many actors, possible malicious intent will be hard to control if
such occurs. However, if the system is too narrow to accommodate various actors, it will in-
evitably fall flat and fail to become an industry standard, failing to justify its existence. A so-
lution would have to find the “middle way” of security, where security and practicality meet,
designed from the perspective of human behaviour and proper user experience. If a person
does not understand or finds a function too hard, they will not use it (Morrow 2018). One of
the ways this can be handled is using a blockchain explained earlier, in which each step of a
process must be completed before the next one begins. This is indeed the proposed method

of securing the system.

Compartmentalisation like this is a paramount for the CBE to function, once again increasing
trust that is required for it to work in the first place. A further layer of security is the already
planned method of users only knowing what they need to know. This would depend on what
form of information they need i.e. which part of the supply chain they are responsible for
(Collaxion 2018).

4.2  National and organisational differences

As already described in the discussion on legal and contractual concepts, one of the major
problems of a large network with multiple stakeholders are the differences in procedure and
the possibility that foreign or otherwise outside organisations may get involved through regu-
lar business processes. While initiatives like the GDPR allow for evermore standardised and
unified approaches to information security, national laws differ regarding the specifics. Re-
tention of data, its ownership and the way these are managed are therefore a risk in by itself,
in the context of national differences. The uncertainty is in the exact handling of the data, as
a nation might not have the same standards of security as others (Roche 2014, 1-6). This var-
ied heavily even within the EU, until the arrival of the GDPR in 2018. Regardless, encryption

is suggested whenever data has to be stored outside of direct control (Gray 2014).

Initiatives such as the GDPR are therefore important for the functioning of various issues such
as information security across numerous states. Companies will now be forced to consider in-
formation security where possible, but it will also aid further in the development of cross-in-

dustrial data platforms across the world. With the international standards included in the
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system (including various management systems), this also gives a powerful tool when compet-

ing abroad.

4.3  Human factors

It is often stated that the weakest link in any security system is the human (Vishwanath
2016), be it intentionally or by pure accident. As digitalization progresses, the digital will
have an ever more profound effect on the physical world, meaning that even crimes that
could have limited itself before in to one realm or another, could now affect both. These can
be divided firstly into internal and external categories, followed by a division into accidental
or malicious (intentionally harming) activities (Santa 2018). This split is certainly not new as

we can see from Loch and Werkantin (1992, 176), but useful nonetheless.

Accidental cases are often caused by ignorance of security protocols or ambivalence towards
them. These security risks can include various forms in which information systems are com-
promised such as clicking a suspicious link, inserting an unknown USB drive into a computer
among other vectors. These are called internal accidents due to originating inside the system
(Santa 2018).

External accidents are also a factor. These include events such as blackouts which affect vari-
ous parts of society, but in the case of this work’s concern, will put the entire information
economy the system relies upon on halt. Disturbances can reverberate down the entire supply

chain and critical data might be lost, if systems maintaining it are affected (Santa 2018).

Then of course is the presence of malicious behavior, both internal and external. Employees
might be tempted to sell or otherwise engage in unauthorized activities with the data. While
the nature of the system is such that one compromised section is not spread to the others, it
can throw the entire system under a bad light, eroding the trust that is needed for it to func-
tion. Parties to the system may also cause damage and can potentially cause far more harm

as they are in a key position in the system (Santa 2018).

External malicious behavior is any threat that is caused by factors outside the system or the
companies involved in it. An example of this form of activity could be any form of sabotage
conducted by another actor who wishes to gain an advantage due to the caused disruption.
On the reverse side of accidents on behalf of an employee, is the very purposeful creation of

malicious software meant to harm the systems they infect (Santa 2018).

There is a method of exploiting that targets the human element, used by criminals to access
secure assets and by security professionals attempting to test an organization’s security. This
exploit is mainly known as social engineering, which is explored in more detail in the next

segment.
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4.4  Social engineering

Social engineering is a complex subject, which includes various methods by which an intruder
attempts bypass security through the use of human psychology. A more specific description
can be found in the Social Engineering Framework created by Social-Engineer LLC (2018) de-
fining the act as “any act that influences a person to take an action that may or may not be in

their best interest”. The framework also splits social engineering in to three top methods:

e Phishing

e Vishing

e Impersonation

Phishing is a classic scam (e.g. the Nigerian prince scam), in which an attacker sends out mul-
tiple emails, sometimes numbering in thousands, containing a link that when clicked will ei-
ther download malicious software or trick a person to hand out personal information. There
are also various forms of phishing that exist, such as spearphishing which is designed to ex-
ploit a particular individual instead of sending out masses of regular phishing messages. Phish-

ing is by far the most common method of social engineering (Social-Engineer 2018).

Vishing (voice phishing) is by goal effectively the same as phishing, but by using a telephone.
The attacker will mask themselves or use other methods to trick a person to reveal confiden-

tial information. This can also be a part of impersonation, explained below.

Impersonation is exactly what the word implies, in which an intruder disguises themselves to
gain access to sensitive areas, assets or people. This can also apply on the internet in various
ways like fake social media accounts and other such measures. An example of this could be
what’s called a honeypot, someone who approaches a victim with the pretext of developing a
relationship in the guise of an attractive personage or political ally (Watts 2018, 85). While
there are many other methods that might compromise the system, the above gives a good
idea of the wide range of possible vulnerabilities of an organization, both physically, socially

and digitally.
5 Development suggestions

Human behavior is difficult to predict, therefore forming a significant risk factor. Clear direc-
tives should be made regarding information security and the handling any form of IT-system.
There should be oversight regarding the actual dissemination of information in the organiza-
tion, making sure that the principles of information security are understood, and people are
aware of their role in the organization’s security culture. With more individualized training to

identify phishing messages and the like, it will be possible to build defenses within people and
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change their habits improving the cybersecurity of an organization. This method will also
make the organization far more resilient towards social engineering attacks (Vishwanath
2016).

Physical access to the IT-systems must be carefully monitored. This includes the entire spec-
trum of physical security solutions from proper access control, to the design of physical ob-
structions such as doors. One method of testing their effectiveness is physical penetration
testing or pentesting, which can reveal various security faults in the organization (Red Team
Secure 2019).

Due to the relative recency of blockchain’s arrival on the tech scene, threats are hard to pre-
dict for it specifically. New developments in their vulnerabilities must be monitored. While
threats like the mentioned “51% attacks” are at the current moment mostly a theoretical pos-
sibility, the development of such new technologies can possibly bring out unexpected devel-
opments in the form of glitches creating accidental harm or exploits utilized by nefarious ac-
tors. These would be the technological equivalent of black swans, an unexpected develop-

ment that is extremely hard to predict.

The contractual and legal issues create a practical problem for the system, namely in the
form of trust. The large data requirement makes bilateral (or multilateral) contracts untena-
ble as any kind of agreed upon contract cannot take into account future needs (changes, ad-
ditions etc.). This necessitates the ability of a content creator to control what information is
displayed and to whom depending on their role and in terms of the individual user. These is-
sues culminate in the operator of the system itself and their access to the information they
oversee. Social media sites such as Facebook or services like Discord allow for the relative
control of information by excluding specific groups from seeing certain parts of published con-
tent, although they do not solve the operator problem. Especially Facebook has been found to
have handled user data poorly, and whether through negligence or otherwise, has managed to

spread the data to places it does not belong (Eidelson & Frier 2019).
6  Conclusions

The system that is going to become the CBE is a work in progress, therefore any kind of re-
search done at this stage will have to be reviewed and updated as time goes by. The inherent
nature of the Internet as insecure (Cavelty 2016, 401), will also create questions about the
future and what kind of form the system will be taking in time. While none of the risks faced

by the CBE are unique as far as digital systems go, they could morph into something different.

Social engineering is very unlikely to go away as it exploits fundamental weaknesses of human

behavior. Habits and other forms of ineffectual cognitive processing have been identified as
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the main driver of individual victimization (Vishwanath, Harrison & Ng 2016,1). Whether this

vulnerability can be fully eliminated is still an open question.

The emergence of blockchain has opened various opportunities in both the realm of security
and its reverse, insecurity. As stated before, many of these threats are emerging and there-
fore unknown. However, the more common the adoption of the technology is, the more it

needs to be brought into focus in organizations planning to utilize it.

More research will be required to create a more comprehensive picture of the vulnerabilities
of the system, especially concerning the limitations of this work. This includes the actual risks
inherent in the used software and hardware. With the revelations of such happenings as the
alleged hardware hacking of Apple and Amazon (Robertson & Riley 2018), the threats involved

are evolving.

The CBE has significant competitive potential as stated earlier in chapters 1 and 2, opening a
flexible and secure way of transmitting information from one member of the network to the
other. Multilateral contracts are complicated and hard to manage, so a system with the flexi-
bility of control as suggested earlier can both justify its cost and existence. Especially if a

larger investor can see themselves gaining competitive edge in the digital age.

7  Self-reflection

For the writer, this thesis has been a challenge in more than one way. A major issue was
learning new things about emerging IT-systems, which in their technical specifications would
have required a different skillset entirely, focused heavily on software and hardware. How-
ever, this also allowed exploration into the “softer” area of information security, which is so-
cial and cognitive dimensions mentioned earlier in this thesis. It was also somewhat surprising
to find how deeply ingrained certain automatic actions are in the human brain, to allow for

bypassing general critical thinking.

Another area of learning was the challenge of fitting together with a larger network of stake-
holders and finding common ground. As Chapter 5 and 6 discussed, at a certain point the com-
plexity of a contract is so high that alternate means of cooperation must be found. While
standards are helpful in this regard, rights of stakeholders become paramount necessitating a

degree of innovation.

Finally, while internal documentation helped clarify the idea of the system in concrete terms,
this thesis had to work in the abstract as well. It has been a challenge to piece together vari-
ous threads of inquiry to create something that would be helpful for the purposes of the cli-
ent. In this regard, despite the limitations created by the scope of this thesis and the other
challenges already mentioned, the writer found that it is possible through keeping in mind the

needs of the client.
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