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Abstract. Internet of Things is evolving heavily in these times. One of the ma-
jor obstacle is energy consumption in the IoT devices (sensor nodes and wire-
less gateways). The IoT devices are often battery powered wireless devices and 
thus reducing the energy consumption in these devices is essential to lengthen 
the lifetime of the device without battery change. It is possible to lengthen bat-
tery lifetime by efficient but lightweight sensor data analysis in close proximity 
of the sensor. Performing part of the sensor data analysis in the end device can 
reduce the amount of data needed to transmit wirelessly. Transmitting data 
wirelessly is very energy consuming task. At the same time, the privacy and se-
curity should not be compromised. It requires effective but computationally 
lightweight encryption schemes. This survey goes thru many aspects to consider 
in edge and fog devices to minimize energy consumption and thus lengthen the 
device and the network lifetime. 
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1 Introduction 

The Internet of Things (IoT) has been in focus on recent years. There are already 
billions of devices connected to the Internet and the amount of the Internet connected 
things is estimated to grow exponentially in these years [1, 2]. There are forecasts that 
by 2020 there will be more than 50 billion devices connected to the Internet [3]. 
These connected devises and things are very heterogeneous and require very different 
and application specific solutions and approaches. [1] The IoT as a concept was first 
introduced in 1999 by Kevin Ashton and it was related to the devices connected to the 
Internet via RFID connection. [1] The term IoT was mainly forgotten for years after 
that but it was reinvented some years ago. The exact definition of the IoT is still not 
described clearly, [1] but the technologies, solutions and the use of the IoT is all the 
time emerging. 

There are already solutions of the IoT in use but the real success of the IoT de-
pends on the standardization, which allows the compatibility, interoperability, relia-



bility and effectiveness of the IoT solutions. The IoT devices and things should be 
able to autonomously communicate with other devices or things and connect data to 
the Cloud. The IoT describes the next generation of the Internet, where physical 
things are connected to the Internet and can be identified and accessed via Internet. 
[1] 

There are presented and used many solutions and techniques to save energy in the 
IoT devices. These methods are mainly based on reducing wireless broadcasting be-
cause it is more energy consuming to broadcast data than pre-analyze it in close prox-
imity of the source (sensor). [4] The IoT sensor data need to be compressed efficiently 
to reduce and minimize the cost of broadcast and storage [5]. At the same time, many 
IoT devices are battery powered wireless devices. Thus, these IoT devices can be 
located in places where changing the battery might be impossible or at least battery 
replacement cost is one of the most critical source of cost in this kind of devices. [2] 
These devices are often very limited in computing power. So often, it is the case that 
it is possible to perform only very light analysis of the collected data in locally. In 
addition, the IoT itself is very constrained in terms of bandwidth, energy and storage. 
[5, 6] 

The IoT systems and the whole IoT sector is very heterogeneous. The things vary a 
lot and may move geographically and they need to interact with other things and 
Cloud systems in real-time mode. When designing the IoT systems it should be taken 
account scalability and interoperability of the heterogeneous devices. Design of the 
IoT applications and systems require involvement of many factors like networking, 
communication, business models and processes, and security. The IoT architecture 
should be very adaptive to make IoT devices to interact with other devices and with 
the Internet. [1] 

2 Definition of Edge and Fog 

The term Fog Computing was introduced by Flavio Bonomi in 2012. [7, 8] It refers to 
dispersed Cloud computing which is vital in several applications where the IoT devic-
es collect data in the local network and the actions required from analyzed data take 
place in the same local network. [9] In that kind of case, it is not efficient to send all 
the data to centralized Cloud to be analyzed. It is not even possible to send data to the 
Cloud for analysis in many latency critical applications. The term Edge Computing 
means that computing happens in close proximity of data sources in the edge of the 
network. In many cases the terms Edge Computing and Fog Computing are inter-
changeable. But it can be defined that Edge refers more to the device side very close 
to data sources and Fog refers more infrastructure side like gateways and routers. [10] 

Cloud service providers locate their data centers often in rural areas to minimize 
costs. This lead to high latencies because customers are often located far from data 
centers. [11] Many IoT applications require very short response times, some create a 
large amount of data that can be heavy for network and some applications are in-
volved with sensitive private data. Cloud computing cannot reply all these require-
ments so the Edge Computing is one answer for these challenges. [10] Latency criti-



cal applications are for example many intelligent transportation and traffic systems, 
autonomous vehicles, virtual reality (VR) and augmented reality (AR) applications. 
[7] Also many safety critical applications cannot rely on the connection to the Cloud. 
For example, vehicle-to-vehicle connection or data from vehicles can be used to avoid 
collision, but that analysis need to be done locally or in very close proximity located 
Cloudlet [7]. The Cloudlet means smaller size local datacenter. Safety critical systems 
are also very common in industrial automations systems. These kind of applications 
cannot tolerate possible Cloud outages and they often need low and predictable laten-
cy [7, 11]. This kind of new Fog Computing paradigm is not a replacement of the 
centralized Cloud. These concepts are more complementary to each other. [9, 11] In 
some applications the Cloud is not even possible to be used; this kind of situation 
happens for example in the modern aircraft. The modern aircraft can generate nearly 
half a terabyte of data from its sensors in one flight. [7] This amount of data cannot be 
sent to the Cloud for real time analysis from the middle of the ocean. Only possibility 
is to analyze the data locally and then perhaps download the raw data after flight for 
further analysis that can be executed in the Cloud. Even in ground level, the current 
wireless networks will be challenged with the amount of data that the huge amount of 
devices will produce in the near future [10]. Most of the data produced by the IoT 
devices will be analyzed locally in the Edge devices and will never be transmitted to 
the Cloud. [10] 

In Fig. 1 is illustrated the basic architecture of the IoT infrastructure including 
Edge and Fog devices. The difference between the Edge and the Fog devices is not 
always as clear as presented in Fig 1. 

 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1. Edge and Fog architecture in IoT. [12] 

Fog and Edge devices can be efficient data servers, routers, gateways, any kind of 
embedded systems or even end node like vehicles or sensors with some computational 
capability. [11] The Edge devices can be small-embedded devices with very energy 
efficient and limited micro controller or more capable single board Linux-computer 
like Raspberry PI. In Fig 1. typically sensors are small wireless sensor tags and Smart 
Edge Devices are gateways for sensors. Smart Edge Device (gateway) is connected to 



the Internet via wireless or wired connection. Edge and Fog devices are very hetero-
geneous in nature with different hardware architectures and they run various different 
Operating Systems (OS). There are also available numerous different wireless access 
technologies and sensor network topologies [11]. This heterogeneous nature of Edge 
and Fog devices and systems avoid developing generic and easily adaptable solutions 
for Edge and Fog analytics. It is predicted that the Edge Computing could have as big 
impact in society as Cloud Computing has [10]. 

3 Benefits of the Edge Computing 

While the Cloud Computing is very efficient method for data processing having a 
huge amount of computing power, [10] the Cloud Computing cannot meet and ensure 
the Quality of Service (QoS) in the IoT due to unstable latency and possible outages 
in the network connection and the Cloud servers. Fog or Edge Computing is an an-
swer for the problem. In the Edge Computing the majority of the computing is carried 
out in close proximity of the data source. There are researches done that proof the 
Edge Computing reduction in response times and in energy consumption. By doing 
part of computation and analysis in the Edge reduce the needed wireless connection 
bandwidth. For example, photos can be compressed in the Edge before transmitting to 
the cloud. [10] Even if most of the data analysis is done in the Cloud, it is recom-
mended to do some preprocessing for sensor data in the Edge before uploading it to 
the Cloud. In minimum this kind of preprocessing can be only filtering erroneous 
sensor data. More advanced preprocessing can mean different compression methods 
like sending only the information of the variation/alteration of the sensor values and 
not absolute values. This kind of preprocessing can reduce significantly the amount of 
data needed for upload data in the Cloud [10]. 

Security and privacy critical application can also benefit from the Edge/Fog Com-
puting approach where the original raw and sensitive data is not sent to the centralized 
Cloud thru public Internet. [7] Data sent to the Cloud can be denatured data; for ex-
ample, in images the faces can be blurred. [7] Applications producing very sensitive 
and private data are for example different healthcare applications. 

Also home automation systems sending information to the Cloud could include 
some private sensitive data. For example, information of the water and electricity 
usage could easily tell if the house is vacant or not. If the computation is kept in close 
proximity of this data (in the Edge), it could be decent solution to keep sensitive data 
in private. [10] But if this home automation application is connected to the Internet, 
this sensitive data could be reachable for inappropriate quarters. So the cybersecurity 
is vital for all IoT applications whether the sensitive data is transferred to the Cloud or 
not. 

4 Edge and Fog Computing Challenges 

Fog and Edge devices are very heterogeneous. [11] It is difficult to design easily 
adaptable and generic solutions for the Edge Computing. Most applications are indi-



vidual and cannot utilize generic computational, data aggregation and data analysis 
methods. There are different hardware platforms and different operational systems. 
Hardware platforms can vary from very simple micro-controller based platform with 
very limited memory to single board Linux-computer like Raspberry PI that is rather 
powerful platform. Virtualization is one way to handle multiplatform and multi-OS 
challenge. 

One possibility towards generic solutions to be used in different and computation-
ally restricted platforms is a container-based approach. Container-based virtualization 
can be considered as a lightweight virtualization solution. Because of lightweight 
nature, the containers can run in computationally limited IoT-platform like Raspberry 
PI. [13, 14]  Containers could be used in the different platforms to perform same 
tasks. Anyway, these platforms could not be very limited basic embedded micro-
controller based platforms, but require more computational power and generic operat-
ing system (OS) like Linux. 

In [15], has been tested the ARM-based Single Board Computers with Docker con-
tainers and compared the overall efficiency in power consumption to the native exe-
cutions. The performance evaluation showed almost negligible impact with container 
virtualization compared to native executions. 

4.1 Methods for Reducing Energy Consumption in Wireless Sensor Networks 

Several energy-efficient routing algorithms have been proposed for wireless sensor 
networks (WSN) but they are mostly not suitable for the IoT. Current IoT devices are 
mostly static and follow tree-based structure. [16] Dynamic routings developed for 
WSN architectures are not suitable for the IoT. The IoT network is often a complex 
large scale network and dynamic routing is difficult to be used effectively in this kind 
of network. [17] 

The Low-Energy Adaptive Clustering Hierarchy (LEACH) protocol utilizes sever-
al methods and techniques to reduce energy consumption in WSN. [18] LEACH is the 
most popular routing algorithms used in WSNs [19]. There are several variations and 
further developments of LEACH protocol like LEACH-C and ENHANCED LEACH 
for example [16, 20]. Weight energy efficient clustering (WEEC) is an extended ver-
sion of LEACH.  In WEEC the energy efficiency optimization is done by cluster head 
(CH) selection procedure. Every node in the sensor network can be elected as a clus-
ter head. WEEC is a single-hop routing protocol. [19] 

In [16], the authors have presented a cluster head selection for energy optimization 
(CHSEO) algorithm to reduce the overall energy consumption in the IoT network. 
The CHSEO algorithm is based on selecting the optimal cluster head of the sensor 
nodes to reduce overall energy consumption. Hierarchical IoT sensor node framework 
is composed of different node types. Sensor node is sensing, aggregating and forward-
ing data, Relay node is receiving the data from sensor nodes and transmit it to the 
cluster head. Cluster head collects, aggregates and transmit the data to the base sta-
tion. Base station collects, aggregates, analyses and process the data. The CHSEO 
algorithm was proved to have better performance than traditional WSN mechanism in 
energy consumption and network lifetime.  



Other example of hierarchical network architecture to reduce IoT network energy 
consumption is presented in [17]. It is based on hierarchical relay node placement 
with energy efficient routing mechanism. Ad Hoc On-Demand Distance Vector 
(AODV) routing protocol has been used. This proposed network architecture gives 
balanced energy consumption and thus better network lifetime. [17] 

Modern long-range low-power IoT networks (NB-IoT, LoRa, SigFox) have star 
topology, so intelligent routing algorithms are out of the question. [21] In these tech-
nologies, the ultra-low energy consumption has been achieved by using very limited 
bandwidth and/or intelligent modulation. 

4.2 Data Compression Methods in Edge Device: Lossy and Lossless Methods 

In the IoT, huge amount of sensors are generating data and that data should be stored 
and processed with minimal loss of information. Sensor data compression is not a 
new discipline and several different compression algorithms are presented. [5] There 
are also very energy efficient contemporary compression methods for resource con-
strained IoT-nodes presented [6]. Data aggregation is also related to the data compres-
sion. Data aggregation here means for example to combine multiple sensor data and 
filter the redundant data. Data aggregation in wireless sensor network reduce the 
amount of data needed to transmit to the base station and thus reduce energy con-
sumption. [18] Most of the compression methods presented for the IoT sensor data 
compression are lossy compression methods. Lossy methods are more efficient in 
compression compared to lossless methods. Lossy methods try to identify meaningful 
data points and discard redundant data. Different compression algorithms perform 
differently with different types of data sets. Also their computational complexity dif-
fers. [5] 

Lossy compression methods can be divided in two groups: Time domain and 
Transform domain. Time domain compression algorithms compress time series data 
directly without any transformation. Transform domain compression methods trans-
form data into a different domain. Well-known transform domain methods are for 
example Discrete Fourier Transform (DFT) and Fast Fourier Transform (FFT). [5] 
Different lossy compression algorithms are listed in Table 1. 

Table 1. Lossy Compression Algorithms. [5, 6] 

Name of the Algorithm Type 
Box-Car Time Domain 
Backward Slope Time Domain 
OSIsoft PI software Time Domain 
Compression extracting major extrema Time Domain 
PLA, PCA Time Domain 
Critical Aperture (CA) Time Domain 
Fractal Resampling (FR) Time Domain 
Lightweight Temporal Compression (LTC) Time Domain 
Fast Fourier Transform (FFT) Transform Domain 
Discrete Cosine Transform (DCT)  Transform Domain 
Chebyshev Transform (CH) Transform Domain 



Wavelet Transform (CWT, DWT, WPT) Transform Domain 
 

In ref. [5] the authors have selected four different lossy compression methods and 
compared their applicability to different signal characteristics. Compared methods 
were Critical Aperture (CA), Fractal Resampling (FR), Chebyshev Transform (CH) 
and Wavelet Packet Decomposition (WPD). Data used for comparison has been di-
verse publicly available sensor datasets. Comparison has been made by comparing the 
compression ratio with same Percentage Root mean square deviation (PRD). PRD 
level used in comparison has been 5 %. Used datasets were different in composition. 
Some were quasi-periodic (QP), some non-stationary (NS) with sudden transient 
spikes and some non-stationary (NS) with periodic seasonal components. [5] 

As a result, the CH was the most effective method for QP data in terms of com-
pression ratio. For NS with transient spikes data, the CA, FR and WPD were remark-
ably more effective than CH method. For NS with periodic seasonal data the WPD is 
the most effective method. [5] 

In [5], it is also shown that WPD requires considerably more computational time 
compared to the other methods. This means a higher energy consumption. In ref. [6] 
has been introduced lightweight compression algorithm for spatial data which is more 
energy efficient than wavelet compression. This lightweight compression algorithm 
can reduce energy consumption to half of the original consumption. This lightweight 
and energy-efficient compression algorithm is based on a lightweight temporal com-
pression method named LTC [22]. LTC is tunable in accuracy and suitable for the 
datasets that are largely continuous and slowly changing. LTC is widely used method 
due to its good compression performance and low computational complexity. [6] LTC 
also requires very little storage compared to many other compression techniques. LTC 
is very effective for many environmental type data (temperature, humidity) which are 
approximately linear in small enough time window. Thus, LTC leverages temporal 
linearity of environmental data to compress that data. [22] 

5 Wireless Technologies for Energy Efficient IoT 

For years the main wireless technology for transmitting sensor data with low energy 
consumption was IEEE 802.15.4 (mostly used protocol is called ZigBee). ZigBee was 
designed for ultra-low energy consumption and it has been popular in WSNs. [21] 
IEEE 802.11 (WiFi) has also been available for years but traditionally it has been 
used for high data rates and it has had rather high energy consumption. To address 
this energy consumption problem, there is available Power Saving Mode (PSM) in 
IEEE 802.11. [18] This Power Saving Mode is developed for battery powered mobile 
devices. IEEE 802.11 was not designed for sensor applications but with PSM it has 
proofed to be potential alternative for other technologies used for WSNs. In some 
cases, the IEEE 802.11 PSM can outperform the IEEE 802.15.4 in energy consump-
tion. [23] Bluetooth Low Energy (BLE) is very popular and widely used due to its 
availability. It is already available in most modern smartphones and it is widely used 
in wearable devices like heart rate monitors and other monitoring applications. 



ZigBee, BLE and WiFi uses the 2.4 GHz ISM frequency band while ZigBee is avail-
able also in sub-1 GHz band (868 and 915 MHz). IEEE 802.11ah version address for 
requirements of the IoT, like increased range, increased reliability and low energy 
consumption. IEEE 802.11ah is operated in sub-1 GHz range. [21] 

Using sub-1 GHz band increases the range and penetration thru obstacles (build-
ings, constructions). Sub-1 GHz band is also less crowded compared to popular 2.4 
GHz band and thus these technologies are less vulnerable for interference. [24] 

ZigBee, BLE and WiFi all have rather short range, even if sub-1 GHz band is used 
(ZigBee and WiFi). As an answer for this limitation there are recent developments in 
long-range technologies like SigFox and LoRa. These are so called low-power wide-
area-networks (LPWAN) [25]. SigFox is an ulta-narrow-band technology and it uses 
sub-1 GHz band (868 MHz in Europe). Its range is announced to be even up to 40 km. 
Direct competitor for SigFox is the LoRa. It uses the same frequency band as SigFox 
but its modulation is based on Chirp Spread Spectrum (CSS). [21] CSS modulation 
was developed in the 1940’s and it is very robust for interference and multipath fad-
ing. In CSS modulation the information in spread to different frequency channels and 
it has noise like properties. [26] 

Novel cellular based wireless technology for IoT solutions is Narrow Band-IoT 
(NB-IoT) which uses narrow bandwidth for lower power consumption. [27] The 
Third Generation Partnership Project (3GPP) introduced the NB-IoT in LTE Release 
13. NB-IoT bandwidth for both uplink and downlink is set to 180 kHz. It is exactly 
size of one physical resource block (PRB) in LTE standard. [28] 

In Table 2 has been combined the main characteristics of the main WSN technolo-
gies used in the IoT. LPWAN technologies have long range and very limited data 
rate. ZigBee, BLE and WiFi have much higher data rate but the range is very limited. 

Table 2. Wireless technologies summary for IoT. [1, 23, 24, 26] 

Technology Band Topology Announced range Data rate 
802.15.4 2.4 GHz / 0.9 

GHz 
Meshed 50 m 0.25 Mb/s 

BLE 2.4 GHz Scatternet 10 m 0.125 – 2 Mb/s 
802.11 PSM 2.4 GHz Star 100 m 11 Mb/s 
802.11ah 0.9 GHz Star 100m – 1 km 0.15 – 78 Mb/s 
SigFox 0.9 GHz Star Up to 40-50 km 100 b/s or 1000 

b/s 
LoRa 0.9 GHz Star Up to 15 km (subur-

ban), 45 km (rural) 
0.25 – 50 kb/s 

NB-IoT 700-900 MHz Star Up to 35 km 20-65 kb/s 
 
As both SigFox and LoRa uses unlicenced ISM band, there is no guarantee for laten-
cy. For latency critical applications, the NB-IoT is better choice while SigFox and 
LoRa are suitable for low-cost projects with wide area coverage [26]. NB-IoT latency 
is maximum 10 seconds according to the standard, while SigFox and Lora can have 
latency of 10s of seconds. [27, 28] Lora and SigFox are both very energy efficient 
technologies with very large range. BLE is also very energy efficient in its range. [21] 



6 Energy Efficient IoT Protocols 

The most common IoT application protocols are MQTT, CoAP, XMPP and AMQP. 
MQTT (message queue telemetry transport) and CoAP (constrained application pro-
tocol) are designed especially for resource constrained devices like IoT end nodes and 
gateways. [29, 30] 

MQTT protocol is a publish-subscribe messaging protocol with minimal band-
width requirements. It uses TCP (transmission control protocol) for transport. It is 
designed to be used in devices with restricted computational power and limited 
memory. MQTT is considered as a perfect messaging protocol for M2M and IoT 
applications because of its ability to function within low power, low memory and 
cheap devices with low bandwidth networks. [29] 

CoAP protocol is a request-response protocol but it can function as a publish-
subscribe mode too. CoAP uses UDP (user datagram protocol) for transport but it can 
be used for TCP too. CoAP has a wide acceptance for constrained devices. [30] 

In ref. [30] the authors have made comparison and experimental analysis between 
MQTT and CoAP. As a result they have found that MQTT consumes more bandwidth 
for transferring same payload than CoAP. But both protocols are efficient in terms of 
energy consumption. 

In ref. [31] have been evaluated the performance, energy efficiency and resource 
usage of several IoT protocols (MQTT, CoAP, MQTT-SN, WebSocket and TCP). As 
a result, the authors found that MQTT and CoAP protocols are largely affected by the 
packet size. In generally CoAP is the most efficient in terms of energy consumption 
and bandwidth usage. But MQTT protocol is more reliable. 

XMPP (extensible messaging and presence protocol) and AMQP (advanced mes-
sage queuing protocol) are other popular protocols but they require more resources 
and they are not so suitable for resource constrained devices. 

7 Security and Privacy Issues in the Edge 

Privacy and security is a very big issue and concern in the IoT systems and applica-
tions. In the IoT systems, the end nodes (IoT devices) are connected to the Internet 
and thus these devices are reachable from all over the Internet. This kind of devices 
can be for example IP-cameras, health monitors and wearable devices or even WiFi 
connected toys. These devices can be connected by others if not protected properly. 

Ownership of the collected data is other issue to take account. If the data is left on 
edge device for storage and analysis, then there are no ownership problems as the 
owner of the device can have all the rights for that data. [10] 

Battery powered IoT devices have very limited computational power, so complex 
encryption techniques require significant amount of computing and thus increase 
energy consumption. Lightweight encryption algorithms for the IoT devices have 
been developed.  

Encryption scheme can be symmetric or asymmetric and both can be used in the 
IoT devices. In symmetric encryption scheme only one key is used to encrypt and 



decrypt the data. Both sender and receiver need to know the same key. In asymmetric 
encryption scheme two distinct keys are used. One for encrypting and other for de-
crypting. The advantage here is that the encrypting key can be public key and availa-
ble to anyone. For asymmetric scheme the key need to be longer than in symmetric 
scheme to be secure. Thus calculations needed are longer than in symmetric scheme. 
Famous asymmetric encryption schemes are Rivest, Shamir, Adleman (RSA) scheme 
and Elliptic Curve Cryptography (ECC). [32] 

Several researches have been done to compare ECC and RSA schemes to each oth-
er in regarding to encryption/decryption time and key length. The ECC has proved to 
be more efficient with shorten encryption/decryption time, smaller storage and in 
generally more energy efficient than RSA. [33] 

In ref. [34] the authors have presented lightweight asymmetric encryption scheme 
called AAβ and in ref. [35] the authors have made comparison in energy consumption 
between AAβ and RSA. The AAβ outperforms the RSA significantly in encryption 
and decryption. 

8 Conclusions 

In this study, a comprehensive study of the energy efficient Edge Computing has been 
carried out. There are a lot of research published from the different phases and aspects 
to reduce energy consumption in wireless end devices, but only few of them encom-
pass the subject broadly. Minimizing energy consumption is one of the key aspects to 
carry out in the IoT device and system development. IoT end devices are often battery 
powered devices with wireless connection. Thus the computational resources are con-
strained but at the same time these devices should be able to do pre-processing and 
analysis for sensor data to reduce transferred data via wireless connection. 

Most methods for reducing energy consumption in the IoT devices are concentrat-
ed to reduce wireless data transfer. Wireless data transfer is often the most energy 
consuming operation in the IoT device. In addition, many latency critical applications 
are pushing the development towards Edge Computing. 

At the same time when more and more data analysis is carried out in close prox-
imity of the sensors (in Edge and Fog); there are available several novel wireless 
technologies to transfer sensor data with low energy consumption. Considering ener-
gy consumption in every phase from the sensor to the Internet, it is possible to reduce 
energy consumption significantly. Many of these techniques are studied in this sur-
vey. 
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