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The purpose of this thesis was to study the concept of system providing mission critical
services over LTE or other cellular networks, compare the system to TETRA network and
install the system. The thesis also goes through the different deployment options. Those
options are local, public and private cloud deployments. Unlike traditional TETRA, or similar
public safety radio systems, LTE has the benefits of much higher bandwidth, such as being
able to transmit live video, or transfer files.

The system was installed on top of the VMWare ESXi 6.5 type 1 hypervisor as a local instal-
lation, meaning that all the aspects of the server, hypervisor and infrastructure had to be
installed from scratch. The locally installed system was connected to a public network, where
it could communicate with the end devices connected over LTE.

After a few hiccups, the system installation was proven to be working successfully with our
own tests inside the same network, and over commercial LTE, which was the main goal of
the installation. Live video, data and location information was transmitted well over the net-
work

In conclusion, the benefits outweigh the negative aspects of using LTE in public safety. Itis
very useful to have higher bandwidth for public safety applications. With LTE, transferring of
data is faster, and live video is possible. LTE also enables other applications which could be
installed to next generation terminals, like almost instantaneous ID checking, or Al applica-
tions from video and audio feed.

Keywords Mission critical services, virtualisation, LTE
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Tiivistelma

Tekija llmari Kallioniemi

Otsikko MCS yli LTE -jarjestelman kayttéénotto ja asennus
Sivumaara 26 sivua + 0 liitetta

Aika 24.4.2019

Tutkinto Insin66ri (AMK)

Tutkinto-ohjelma Tieto- ja viestintatekniikka

Ammatillinen paaaine Verkot ja pilvipalvelut

Ohjaajat lehtori Tapio Wikstrom

InsinGoritydn tavoite oli tutkia tehtavien kannalta oleellisen jarjestelman toimintaperiaatteita
ja toimivuutta kaupallisten LTE-verkkojen yli seka verrata tata jarjestelmaa ja sen ominai-
suuksia perinteisiin TETRA-verkkoihin. Ty6hon sisaltyi myds jarjestelméan asennus ja sen
kuvaaminen. Kuvattuna ovat myos erilaiset mahdolliset vaihtoehdot mahdollisista arkkiteh-
tuureista, joiden ymparille jarjestelma voidaan asentaa, kuten paikallisesti, paikalliseen pil-
veen tai julkiseen pilveen.

Insinoritydssa jarjestelma asennettiin paikallisesti ynden palvelimen asennuksena, joka tar-
koittaa sita, etta myos infrastruktuuri oli pakko asentaa itse. Kyseessé oleva tehtavien kan-
nalta oleellinen jarjestelma asennettiin VMWare ESXi 6.5 tyypin 1 virtualisointiympéaristoon.

Muutaman alun vian jalkeen jarjestelma todettiin toimivaksi ja kayttokelpoiseksi niin sa-
massa verkossa palvelimen kanssa, kuin kaupallisen mobiiliverkonkin yli, mik& oli my6s tyon
paatavoite.

InsinGoritydn lopputuloksena meilla on jarjestelma, joka pystyy puheen lisdksi valittdmaan
my0s elavaa kuvaa ja dataa isomman kapasiteetin ansiosta, toisin kuin perinteiset yleisen
turvallisuuden verkot. Tarkeinta jarjestelméassa kuitenkin on, etta valtiolliset operaattorit ynna
muut voivat kayttaa jo olemassa olevia LTE-verkkoja, mika taas johtaa isoihin sééastdihin,
jos ei tarvitse rakentaa omaa verkkoinfrastruktuuria. Tulevaisuudessa jarjestelméan voidaan
rakentaa myos lisdominaisuuksia, mm. nopea henkildpapereiden tarkastus, ja uhkien tun-
nistus tekoalyn avulla kuva-, video- tai aani-informaatiosta.

Avainsanat Tehtavan kannalta oleellinen jarjestelma, virtualisointi, LTE
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List of Abbreviations

MCS Mission critical services. Services that are critical for the operation of sys-
tem [1].
TETRA Terrestrial Trunked Radio. European standard for a trunked radio system,

is a professional mobile radio and two-way transceiver specification [2].

KMS Key management system. Manages and distributes cryptographic encryp-
tion keys required for encryption.

DHCP Dynamic Host Control Protocol. Management protocol enabling dynamic
assignment of an IP address to a network attached device [3].

GW Gateway. Server that enables two different systems to communicate with
each other.
AMD Automated Multimedia Dispatcher. Dispatcher solution with integrated

maps and unit positioning tools.

LTE Long Term Evolution. A Mobile broadband standard by 3GPP.

IP Internet Protocol. Protocol that enables moving of datagrams trough inter-
connected networks [4].

NIC Network Interface Card. NIC provides the physical layer for the computer

to communicate with data link layer of network [5].

DNS Domain Name System. DNS is a directory that translates human readable

domain names to IP addresses and vice versa [6].

GUI Graphical user interface. A type of interface that allows user to interact with

the computer via graphical icons [7].

iLO Integrated Lights-Out. Hewlett Packard Enterprise’s remote management

system for servers [8].
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TEA TETRA Encryption Algorithm. An algorithm that encrypts the air interface

of radios and base stations.

AES Advanced Encryption Standard. Standard specifying Rijndael algorithm es-
tablished by US National Institute of Standards and Technology [9].

RTP Real Time Protocol. Protocol providing end-to-end network transport func-
tions for applications transmitting real time data [10].

DCUI Direct Console User Interface. Interface that allows user to interact with a
host machine locally using text-based menus [11].

SRTP Secure Real Time Protocol. A version of Real Time protocol which can pro-

vide confidentiality, message authentication and replay protection [12].

WLAN Wireless Local Area Network. IEEE 802.11 standard for connecting de-

vices wirelessly to access point and network.
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1 Introduction

The purpose of this thesis was to study the concept of a system providing mission critical
services over cellular or other internetworks. This kind of system is most likely the future
in public safety applications. Cellular network, like Long Term Evolution, or wireless net-
works provide much higher bandwidth than already existing narrowband professional
mobile radio networks, which in turn enables the use of real-time video and data services
[13]. It also gives flexibility to develop new applications on top of the network, like image
recognition using artificial intelligence. One part of demand of such systems is most likely
money. If the professional mobile radio network operators can move away from their own
network infrastructure to commercial cellular networks, they would save potentially a
considerable amount of money by not having the need to maintain the infrastructure an-

ymore.

Another part of this thesis was to deploy this kind of system to working condition and test
its benefits compared to those of a traditional professional mobile radio network. This
thesis was done for a real-life customer as part of a pilot project, where a customer eval-
uates the benefits and downsides of moving away from their own professional mobile

radio network to commercial cellular network.

1.1 Mission Critical Services over LTE

MCS stands for Mission Critical Services. Mission Critical means anything that is critical
for everyday life, security, defence, health and so forth. Examples of mission critical sys-

tems are communication channels for authorities, and power distribution networks.

This MCS over LTE system is providing communication channels to be used with mission
critical applications over commercial LTE/4G mobile networks. Current operators of tra-
ditional mission critical networks, like terrestrial trunked radio, or TETRA have usually
their own infrastructure. The downside of this is that maintaining and buying new equip-
ment is very expensive; thus, some operators opt for a solution where they buy band-
width from commercial 4G/LTE operators, and in some cases laws are set to place that
ensures that commercial operators get certain bandwidth allocation and QoS, or Quality

of Service, where the MCS traffic is ensured to always have “right of way” in the network.
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Some MCS over LTE systems also enable to communicate between traditional profes-
sional mobile radio networks, like TETRA or TETRAPOL. It would be possible to have

traditional radio terminal users and smartphone users in the same call. [14]

1.2 Connection Technology

The MCS over LTE system is using IP, or Internet protocol, but it is medium agnostic. In
other words, the connection method between the servers and the end-devices
(smartphones and tablets) could be done with whatever technology that can carry IP
packets.

4G or LTE is as the other marketing term implies, fourth generation of the digital GSM
standard. 4G is chosen because it is suitable for the application needs. For the end-
users, the solution must be as portable as possible, therefore mobile connection is nec-
essary, and 4G provides higher bandwidth and lower latencies than its predecessors.
Higher bandwidth, in addition to 4G being a packet switched network, makes sending of
different types of data possible over the network. For example, real time video, or large

files.

TETRA and 2G has these data implementations on top of the circuit switched networks

as well, but they are, for example, slow and not suitable to send video.

Another benefit of 4G is that, like 3G, 4G is packet switched, whereas 2G and TETRA
networks are circuit switched networks. Circuit switched networks need additional phys-
ical hardware to provide increased capacity to the network, unlike packet switched net-
works, which would not need so much physical hardware to ensure the capacity. In
packet switched networks, the network is never unavailable because of the high load
unlike in traditional circuit switched networks, but latencies can increase without addi-
tional hardware, due to the limited number of packets per second that the existing hard-

ware can forward.

Downsides of 4G is higher frequencies, which make the faster data speeds possible.

Higher frequencies do not, for example, bend around obstacles as much or go through
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buildings; thus, density of base stations must be higher to ensure full coverage. Espe-
cially in cities, where buildings create a large number of obstacles. Sometimes even line

of sight might be required.

2 Architecture

2.1 Server Architecture

The MCS system consists of multiple virtual machines running on top of the VMWare

ESXi hypervisor like we can see in the Figure 1.

MCS server is responsible for handling the session initiation with the session initiation
protocol and Kamailio SIP server; floor control with Freeswitch server; providing identity
management and authentication of users; doing DNS, or domain name system name
resolution, where human readable names, like example.com are translated to IP ad-

dresses.

KMS server is responsible for providing and distributing the cryptographic keys neces-

sary for the end to end encryption in communication channel to work.

CCT + SRS server is distributing and updating the client configuration, and controlling

what client versions can connect to the MCS server

MAP server, MAP DB server and MAP services + AMD GW server together are forming
a map-centric dispatcher solution, enabling clients to see other units’ position on the map
and allowing dispatchers and the tablet clients, so called field commanders to create,
modify and delete tasks and incidents on the map, and attach or detach any units to the

task.

Server analytics VM is providing statistics and ways to analyse the server usage, network

usage, peak hours, locations and so forth.

MCS-TetraPol GW is a gateway providing interoperability between this MCS system,
and TETRAPOL, a digital trunked radio network standard similar to TETRA.
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Network services VM is providing DHCP, which is needed to assign IP addresses to the

other servers.

TETRAPOL Server MAFP services +
GW analytics AMD GW
) _ CCT + SRS y ' MAP DB
Network services KMS server server MCS server MAP server server
SIP server

IDMS

ik

Floor Control

VMWare ESXi platform

Figure 1. MCS system server architecture

The number of servers depend on customer needs and specifications, as each server in

the architecture has a different role and provide different features onto the system.

The system is delivered with minimum of 2 servers, MCS and CCT + SRS servers. These
servers are needed to provide the basic functionality of the system. Other servers are

optional and can be tailored to the customer’s needs

For example, if customer does not want map and location services in the system, virtual
machines providing the map, named MAP VM and MAP DB VM in the infrastructure
picture can be left undeployed. Or if customer does not need end to end encryption, KMS

server could be left out.

2.2 Network Architecture

The MCS over LTE system network has two points of view where it can be observed.
One is internal network inside the hypervisor platform, and one is external, how the phys-

ical server is connected to the end devices.
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2.2.1 Internal Network

Internal network consists of three networks inside the virtualisation platform. One for in-
ternal communication between servers, one for operations and management of the sys-

tem, and one for communications between clients and the system.

Internal network handles all the communications and signalling between the MCS serv-
ers, it has no outside connectivity because the exposing the network to networks outside
the hosts could reveal crucial information on how the system works, what authentication

messages etc. are being sent, and impose the system to additional cybersecurity risks.

Operation and management network is for configuration and operation of the system. It
must be available to operators, so it must be reachable from external networks, but usu-
ally only locally and not over internet. Usually it is connected to one of the physical NICs,
or network interface cards available on the host. However, in demo setup there might be
limited ethernet connections available, or other reasons why you would not connect the
operation and management network to a physical NIC. In that case, it is possible to use
remote desktop tools over the management network of ESXi, we just need to install an
additional (Windows or Linux) desktop VM to be able to do the management or operation

related tasks on the system.

Communication network is a connection between the clients and the MCS system. Nat-
urally, it must be connected to an external network, usually internet or internet service
provider’'s 4G network to reach the clients. Communication network is the most secure
network because it is subjected to all threats coming from the external networks. For
example, it uses TLS, or transport layer security to ensure all the communication is en-

crypted and cannot be read by anyone sniffing the packets.

Figure 2 below describes the architecture and logical topology of internal networks of the
MCS system. Note that the figure omits the host server running the hypervisor and its

network. Only sign of the host server is on the right corner of the figure, which illustrates
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what vSwitches are connected to the host’s physical NICs or network interface card.
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Figure 2. MCS system internal network architecture

vSwitch is a VMware virtualised switch that provides network connectivity to virtual ma-
chines. It can connect a portgroup, like INT, OAM and COM networks, to a physical NIC,

or just enable network traffic between VMs within a portgroup.

Different networks use different VLAN, or virtual local area network tags. These tags are
just arbitrary numbers ranging from 1 to 4095. VLAN numbers 0 and 4096 are reserved.
In VMware ESXi, adding the VLAN tagging to packets can be done on the portgroup,
VMware calls this external switch tagging (EST), or on the vSwitch itself, as a virtual
switch tagging (VST). When the tagging is done on portgroup, the vSwitch port con-
nected to the portgroup is running essentially on a trunk mode. When the tagging is done

on the vSwitch, the same port now runs on an access mode.

Observing Figure 2 above, note that all the servers or network elements do not have to
be connected to all networks, and even the topology described in Figure 2 can vary.
Connection to communications network from network services VM is optional. Network
services is providing IP addresses to servers with DHCP, and name resolution with DNS.
Depending on the configuration of the external network where the communication net-
work is connected to, it might be useful to have DHCP and DNS available from the MCS
system. It is mandatory if the external network does not have a DNS service of its own.
Due to how the MCS servers are configured, the servers can only be accessed by using

DNS names.
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2.2.2 External Network

External network topology is describing the connection from the host server, or server to
the clients over a network whether it is internet or air gapped network. It consists of a
management network for VMware ESXi, and connections to outside networks for com-

munication and operations and management networks.
The topology in the Figure 3 is an example of system deployment which is deployed on-

premises, and the connection to client devices is going over public internet. There are

other deployment options as well, those are discussed more in chapter 3.

”~ . [ | — | — -
AL . e e
[—] — Internet
AIIIII o -
) —

L] | m—

I — oS
MCS system haost Firewall

ompany network

Operator PC ISP 4G Gateway

Client devices 4G network

Figure 3. MCS system external network architecture

The MCS system host would need 3 or 4 physical connections in our scenario, depend-
ing on the hardware configuration, where communication and operation and manage-
ment networks are connected to an external network. In addition to the two networks
needed for the system operation, we also need a third network connected to an external
network, which is for the management of the ESXi system. Without this network we can-

not install any virtual machines to the host, as VMware ESXi does not offer local GUI, or
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graphical user interface to allow installation and configuration of virtual machines. The
fourth network is optional and hardware dependent. As we are using HP ProLiant Gen9
server as a physical host, it is possible to connect the host’s iLO, or Integrated Lights-

Out to the external network as well.

Hewlett Packard’s integrated iLO management system makes it possible to connect and
manage the system like you would have local access to the system over the network. It

even works when the host server is shut down because the iLO system stays energized.

2.3 Transport Security

In traditional TETRA-networks the communication and signalling channels are using their
own specific encoding on the air interface, so it cannot be deciphered without specific
tools. However, the tools are available, so optionally it is possible to enable ciphering in
the air interface, which encrypts the traffic in transit from the device to a base station.
Additionally, there is a possibility to use end to end encryption with TETRA equipment.
End-to-end encryption requires additional key distribution servers, but air interface en-
cryption is available without any additional components to the network, the TEA, or Tetra

Encryption Algorithms are built into the end devices and base stations.

The MCS system has end to encryption enabled by default. As described in chapter 2.1,
key management system server is an integral part of the system, which takes care of

distributing the cryptographic keys to end devices.

These keys enable the use of asymmetric TLS encryption of the authentication and sig-
nalling/ session control channels like described in Figure 4. Also, the map data is en-

crypted using TLS.
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Communication Slgnalllngf
—— Session control Map server
senver

AN AN AN

\/ \/ \/

N Signalling/
Cnm{r;:.lenr:tc}atmn <:::> Session conrol -<:::> Map client
(client)

Figure 4. MCS system transport security

Communication channel is using SRTP, or secure real time protocol, a version of RTP,
or real time protocol, which also uses asymmetric AES, advanced encryption standard

cipher.

Note in figure 4, there is no encryption in communications between different servers on
the MCS system, or between different processes of the client application. Client applica-
tion is not a problem because it is a monolithic package, but the servers might pose a
security risks depending on how the hardware is deployed.

3 Hardware Deployment Options

The MCS System can be deployed with few different configurations. When making the
choice between the deployment options, there are multiple factors that must be consid-
ered. These factors include the investment to hardware and maintenance, room for the
hardware, redundancy and resiliency needs, cost of using public cloud compared to own
hardware, and cybersecurity considerations, which might include legal requirements if

the system is used in public safety.
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3.1 On-premises

Maybe the simplest deployment option to implement is on-premises. In on-premises de-
ployment, the hardware is usually physically, like is visible in Figure 5, on the same lo-
cation as the operators, or at least on the same network.

On-premises deployment can be single node, just one physical host server or cluster of
servers. But on this example of on-premises deployment, the deployment is single node,

and the cluster is left for the private cloud.

Benefits of on-premises single node deployment is that it is easy to implement, relatively
secure, not so expensive hardware costs, and in most cases, it fills the requirements set

by law about the processing of sensitive data.

The negatives are that the maintenance and the updating of the hardware must be done
internally, and the hardware is a long-term investment, so it is unjustified if the system is
going to be used for just a short amount of time or if the capacity needs fluctuates greatly.
Also, with only single node, there is no resiliency or redundancy.

PN
AIIIIT o
V7771780
TIIIII o

ampany network

Operator PC ISP 4G Gateway

(@)
,@

Client devices 4G network

Figure 5. On-premises deployment of the MCS system.
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3.2 Private Cloud

Cloud is a loosely defined term, but with private cloud in this case means a cluster of
hosts in a company data centre or data centres like described in Figure 6. These data
centres are usually on the same network as the operators, or even in the same physical
location. Data centres could be connected over the internet as well, but that would lose
some of the advantages of this kind of deployment. Mainly, the additional security of
operators being in the same network than the MCS over LTE system. Private cloud, or
server clusters add redundancy and resiliency to the system. The virtualisation platform
allows other hosts to run same instances on hot standby, cold standby, or sharing the

load between the hosts.

Disadvantages of such a deployment are mainly the same as in on-premises deploy-
ment. The high investment cost of the hardware, the space required, all the updates and
upgrades of the hardware must be done internally, and the solution does not scale very

well if the demands or requirements change suddenly.

i)
i) [

(F1T11T o]

Data centre

Operator PC

)
)=

Client devices 4G network

[

Figure 6. Private cloud deployment of the MCS system
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3.3 Public Cloud

Public cloud is essentially the same as a private cloud, but over the internet, and most
often it is offered as a laaS- or Infrastructure as a Service-model, where the company
providing the public cloud is providing the infrastructure, that is the hardware, underlying
virtualisation platform and the network, the user’s task is just to install the guest operating
system. Examples of such systems are AWS, or Amazon Web Services, or Microsoft

Azure.

In laaS public cloud costs related to hardware are transferred to the cloud provider. Of
course, there is periodical cost involved with subscription of such services, but it will give
more flexibility with the demand when hardware reservations can be modified on the fly.
Also, the cloud provider takes the responsibility of managing and updating the hardware,

so workload is not as high as with the previous two options.

Disadvantage of the public cloud is, as the name implies, that it transverses the internet
and usually you have no control over where your data is physically located. It can be in
a host that also hosts other unrelated virtual machines and their data. Also, some juris-
dictions do not allow the use of public clouds in public safety, for the reasons mentioned
before.

[13] but these are more expensive solutions, making sure that there are no other tenants
in the same hosts, or even steeper approach to security, AWS has their own data centre
for US government to host their cloud. The last approach is more like a private cloud
approach. Despite these different options, at least public safety sector in Europe is not

very interested with the public cloud deployment of anything related to their data.
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Company network

Operator PC
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Figure 7. Public cloud deployment of the MCS system

4 |Installation

The MCS over LTE system is installed on top of the hypervisor, as the servers are in-
stalled as virtual machines. Servers as a physical hardware is not really an option, as we
need to be able to define the media access control, or MAC addresses manually, and
with physical hardware it is very hard or impossible to do that. Benefits of virtual ma-
chines are also the space savings and the fore mentioned deployment options, which

virtual machines enable.

4.1 |Installation VMWare ESXi Hypervisor

Installation of VMWare ESXi 6.5 hypervisor and configuring it to a physical server is

relatively easy, but a little time-consuming task that must be done for every physical host
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To start the installation, insert the boot media onto the server, and boot from it. In the

case of this thesis, the media is a bootable USB stick

After booting from the selected media, you are greeted with the ESXi 6.5 installation

program as shown in Figure 8.

VHware ESXI1 6.5.0 Installer

Helcome to the Vuare ESXi 6.5.0 Installation

Viuare ESXi 6.5.8 installs on nost systens but only
systens on YMuare’s Compat ibility Guide are suppocted.

Consult the VHuware Compatibility Guide at:
http://umu . veuare .con/resources/conpat ibi ity

Select the operation to perforn.

Figure 8. ESXi 6.5 installation program

The installation program guides the installation through step by step, where the target

disk, keyboard layout and other options are selected.

After installation prompt appears that tells that the system must be rebooted reboot as

shown in Figure 9. Installation media must be removed before rebooting.
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VHMuare ESXi 6.5.0 Installer

Installation Complete
ESXi 6.5.08 has been installed successfully.

ESXi 6.5.0 uill operate in evaluation mode for 68 days.
To use ESXi 6.5.8 after the evaluation period, you nust

register for a VMuare product license.

To adninister your server, navigate to the server’s
hostnane or IP address from your ueb browser or use the
Direct Control User Interface.

Reboot the server to start using ESXi 6.5.8.

Figure 9. ESXi 6.5 installation completed

After rebooting the server, the server still needs to be accessed the server locally or
through iLO, as the management network address has not been set up. From the initial
DCUI menu shown in Figure 10, F2 is pressed to access the system customization menu
and configure the system. DCUI Stands for Direct Console User Interface [3], and it is
used for configuring the ESXi system locally and accessing the local shell of ESXi sys-

tem.
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Vhuare ESXi 6.5.0 (VEernel Helease Build 4564106

Yhuare, DI, YWMuare Victoal Platforn

2 x Intel(R) Xeon(R) CPU ES-2670 o3 @ 2.30GHz
16 GiE Hemory

Download tools to manage this host from:
http://0.0.0.0/
http://Lfed0; ;250 :56FF fehl:4eh3 17 (STATICY

<F2» Custowmize System/View Logs <F12» Shut Down/Restart

Figure 10. Initial DCUI menu after startup

From system customization menu the IP and interface settings of the management net-

work are changed as required, as seen in Figure 11.
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Figure 11. System Customization menu

After these steps, the system is initially configured in such a way, that it is possible to
begin the installation of virtual machines and network elements. The system is now ac-
cessible through the ESXi web GUI, or graphical user interface on the IP address that

was defined earlier.

4.2 |Installation of Servers

After installing the ESXi hypervisor in the state that it is possible to access the web GUI,

the installation of virtual machines can begin.

A web browser is required to navigate to the ESXi hosts IP-address. You are greeted
with login dialog, like shown in Figure 12. By default, just the root account is created, so
root is entered as a username, and password that was defined during the ESXi installa-
tion process.
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Figure 12. ESXi web GUI login page

Once logged in, on the “Host” page, visible on Figure 13, “Actions” is selected on the top
right-hand corner and options “Enable secure shell (SSH)” and “Enable console shell”
clicked, like shown in Figure 14. Console shell is not strictly required, but it helps if some-

thing goes wrong, and physical connection is heeded to take into the host.
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Figure 13. ESXi web GUI host page
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Figure 14. Enabling console access locally and remotely over SSH on a host.

After enabling the console access, connection with SSH to the same management IP-
address where the ESXi web GUI is running is possible.

The MCS system virtual machines comes with a pre-installed hard drives as a .vmdk
files, as well as with an installation media as an .iso file. These files must be transferred
to the host machine using Secure File Transfer Protocol, or SFTP, which uses the same
port and technology than SSH to secure the files in transit.

After transferring the files to the host, the .vmdk files must be set as thin provisioned with
ESXi command line utility called vmkfstools. Open a SSH connection to the host, and
navigate to the datastore folder, where the hard disk files and the disc image were up-

loaded. Hard disks are made thin provisioned with vmkfstools, by entering command

vmkfstools -i /vmfs/volumes/datastorel/hdd file name.vmdk -d thin
hdd file name.vmdk

This operation is to be done for all the .vmdk files, and it might take a while to complete.

After changing the hard disk files thin provisioned, virtual machine is created normally,
by opening a New Virtual Machine dialog, shown in Figure 15.
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1 Select creation type

1a Select a creation type

2 Edit settings

23 Select aname and folder

2 ecta computer
2c Select storage
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2f Customize hardware

3 Ready o complete

Select a creation type
How would you like o create a virtual machine?

Create a new virtual machine

Deploy from template

Clone an existing virtual machine
Clone virtual machine to template
Clone template to termplate

Convert template to virtual machine

Figure 15. New Virtual Machine dialog

This option guides you through creating a new virtual
machine. You will be able to customize processors, memaory,
network connections, and storage. You will need to install a
guest operating system after creation

Next Cancel

Virtual machine name is entered, and a folder or a Datacenter where the virtual machine

is deployed, shown in Figure 16. On the next page, host server where the virtual machine

is deployed is selected, shown in Figure 17. With single node installations there is only

one option.

#11 New Virtual Machine

?) M
1 Select creation type Select a name and folder
Specify a unique name and target location
"  1a Select a creafion type
2 Edit setfings Enter a name for the virtual machine.
01_MCS_Server
ecta compute r Virtual machine names can contain up to 80 characters and they must be unique within each vCenter Server VM folder.
2¢ Select storage Selecta location for the virtual machine.
20 t compatibilit Q Search
taguest0S v (7101045
2f Customize hardware w [laDatacenter
T _Discovered virtual machine
3 Ready to complete 4= . Select a datacenter or VM folder to create the new virtual
i OPE01 machine in.
» [JOPE0O2
Back Next Cancel
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Figure 16. Virtual machine name and folder selection

71 New Virtual Machine B

1 Select creation type Select a compute resource
Selectthe destination compute resource for this operation
vy 1a Selecta creation type
2 Edit settings
Q s

v 2a Select a name and folder
~ [ Datacenter
v -.
~ ]l PTF Cluster
2¢ Select storage 101042
) R Select a duster, host, vApp or resource pool to run this

Select compatibilit: virtual machine

2e Selecta guest 03
2f Customize hardware

3 Ready to complete

Compatibility

© compatibility checks succeeded.

Back Next Cancel

Figure 17. Virtual machine host selection

The datastore where to store the hard disks and configuration files is selected, shown in
Figure 18. After this the compatibility settings are selected. On the Figure 19, the com-
patibility setting is set to ESXi 5.5, but must be set to the lowest ESXi version on the
cluster. In an ideal situation the ESXi versions are the same across all the hosts, so this

setting could be set to 6.5.
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41 New Virtual Machine 20 W

1 Select creation type Select storage
Select the datastore in which to store the configuration and disk files
+  1a Select a creation type

2 Edit settings WM storage policy: | Datastore Default || @

== E = A The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the

vy 2b Select a compute resource virual machine configuration files and all of the virtual disks.

2¢ Select slorage Name Capacity Frovisicned Free Type He=
2d Select compatibility [ DataStore_HP_MSA 327718 662.83 GB 3.10TB VMFS 6

26 Select a quest OS £ DataStore_SSD_Local 745.00 GB 1.49GB 743.51GB VMFS 6

21 Customize hardware

3 Ready to complete

Compatibility

V] Compatibility checks succeeded

Back Next Cancel

Figure 18. Datastore selection

¥} Mew Virtual Machine 2) B

1 Select creation type Select compatibility
Select compatibility for this virtual machine depending on the hosts in your environment

<

1a Selecta creation type
2 Edit setfings The host or cluster supports more than one Viware virtual machine version. Select a compatibility for the virtual machine
2a Select a name and folder
2b Select a compute resource  Compatible with: | ESXi5.5 and later | - | i}

'
W
o
2 kg e This virtual machine uses hardware version 10, which is also compatible with ESXI 6.0 and ESXI 6.5.
(v

2d Select compafibility

2e Selecta guest 0S
2f Customize hardware

3 Ready to complete

Back Next Cancel

Figure 19. ESXi compatibility setting

Next the operating system type and version are selected, this is just information for the

ESXi hypervisor, and will not install an operating system, or affect already installed op-
erating system.
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The virtualised hardware is set according to the specifications on the next page. MAC
address of the network cards is set manually, so that DHCP can provide right IP ad-

dresses accordingly to the servers.
the configuration is confirmed on the next page. Often there are bugs on the ESXi web
GUI, and these settings are not the ones required, but these issues can be fixed on the

next step, as the virtual machines must be edited again.

711 New Virtual Machine 2 M

1 Select creation type Provisioning type Create a new virtual machine :
+  1a Select a creation type Virtual machine name: 01_MCS_Server
2 Edit settings Folder: OPEO1
+  2a Select aname and folder Host 10.10.4.2
v 2b Select a compute resource Datastore: DataStore_HP_MSA
v 2c Select storage Guest 0S name: Ubuntu Linux (B4-bit)
v 2d Select compatibility CPUs: 4
'  2e SelectaguestOS Memory [ Yel:]
~'  2f Customize hardware NICs 3
M4 3 Readytocompiete [l IENIRpas, 01_MCS_INT
NIC 1 type VMXNET 3
NIC 2 network: 01_MCS_0AM
NIC 2 type VMXNET 3
NIC 3 network: 01_MCS_COM
NIC 3 type VMXNET 3
SCSI controller 1 LSI Logic Parallel
Create hard disk 1 Mew virtual disk v
Compatibility: ESX| 5.5 and later (VM version 10)
Back Finish Cancel

Figure 20. Confirm virtual machine settings

New Virtual Machine setup is completed by clicking “Finish”.

After finishing the setup, virtual machine settings are opened by clicking the virtual ma-
chine with the mouse’s secondary button and selecting “Edit Settings...” from the context

menu.

Datastore 1SO File option is selected for CD/DVD and .iso file is selected by navigating
to the datastore folder where the .iso file was uploaded. Existing Hard Disk option is
selected from New Device dropdown menu and this is repeated until all the uploaded

hard disk files are added as hard disks to the virtual machine.
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The virtual machine can be started now, and the installation process will begin. During
the installation, it must be ensured, that the VM gets an IP address from DHCP. Other-

wise installation cannot continue.

After installation the system can be configured using operation and management net-

work.

4.3 Demo Setup

For demonstrations of the system around the world in various expositions, a portable
MCS system is used. This system is running on a laptop, unlike ESXi, which is a type 1
hypervisor, the system is virtualised using VMWare Workstation, a type 2 hypervisor
software. This gives the possibility to run a small MCS system on the laptop and run
presentations among other things at the same time. Wireless local area network, or

WLAN is used to establish the connection between servers and clients.

5 Testing And Conclusions

After commissioning the system was tested for about a month. First by the author and
then by the customer. Testing done by the author was not especially extensive, and
customer did their testing in secrecy. The customer was mainly interested to determine
if the audio quality is better with this MCS over LTE system, than their existing similar
MCS system. Also, the quality of cellular service from certain operators was evaluated.
Testing included possible use cases for real-time video, data and location services, but

these features were not the focus of the tests.

Reliability of LTE network was good, as was expected. Video and audio were delivered
clearly over the network, and the system worked as expected. No issues were reported

by the customer. In the light of this, it can be said that the tests were a success.

However, customer did not provide enough feedback from the pilot to make any conclu-

sions about the pilot, whether it was a success or not. Being a commercial product, one
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of the main goals was to make customer aware of the product and raise interest of buying
it.
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