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Abstract

The purpose of this final year project is to reseam new network security products and
implementation techniques in order to enhance tineent network security structure of
Savonia University of Applied Sciences. This isywenportant because, it will avoid the
university from suffering any major network attaagsociated with the present network
security architecture. At the time this final prcijevas approved, the university network
security architecture was optimized but howevethwnmerging sophisticated threats an
network attacks on daily basis there was needép kesearching on best means to prote
the network from future attacks.

In this final project research, following secunisoducts were uncovered to produce bes
network security results when implemented in aagrated framework. The products are
Cisco network admission control, Cisco secure accestrol server, Cisco network
assistant and Windows 2008 server. This thesis staw to implement a robust network
security architecture with the uncovered outstagdeecurity products.

Savonia University of Applied Sciences has adopiadg Cisco network assistant to
securely manage Cisco network switches to miniroazdiguration errors. Cisco admissia
control and Windows 2008 server is up for impleragah in the near future.
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Glossary

LAN Local area network

DSL Digital subscriber line

CIA Confidentiality, integrity and availability
3DES Data encryption standard

AES Advanced encryption standard
RSA Rivest, Shamir and Adleman
MD5 Message digest 5

SHA Secure hash algorithm

DOS Denial of service attack

UPS Uninterruptible power supply
UDP User datagram protocol)

TCP Transmission control protocol

ID Identification

VLANs Virtual local area networks

DMZ Demilitarized zone

MAC Media access control

IP Internet protocol

IPS Intrusion prevention system

VPN Virtual private network

WAN Wide area network

DDOS Distributed DOS

ICMP Internet control message protocol
PDA Personal digital assistance

CAM Clean access manager

CAS Clean access servers

DHCP Domain host configuration protocol
DNS Domain name server

ARP Address resolution protocol

DAI Dynamic ARP inspection

BPDU Bridge protocol data unit



ubDLD Unidirectional link detection

STP Spanning tree protocol

CDP Cisco discovery protocol

I0S Internetwork operating system

ACL Access control list

EIGRP Enhanced interior gateway routing protocol
OSPF Open shortest path first

ACS Access control server

AAA Authentication, authorization and accounting
TACACS+ Terminal access controller access control
RADIUS Remote authentication dial in user services
TFTP Trivial file transport protocol

ISM Internal service module

Gbps Gigabits per second

Mbps Megabits per second

NAT Network address translation

PAT Port address translation

SDM Security device manager

Ntp Network time protocol

EET Eastern European time

EEDT Eastern European summer time

NAC Network admission control

ethO Ethernet O

ethl Ethernet 1

SSL Secure Sockets Layer

SW Switch

L3 Layer 3

L2 Layer 2

CCA Cisco clean access

HTML Hypertext markup language

AD SSO Active directory single sign-on

IPSEC VPN IP security virtual private network

AV Antivirus

AS Anti -spyware
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GPO
ou
FQDN

Active directory
Group policy
Organization unit

Fully qualify domain name
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1 Introduction

1.1 General

In today’s world of ever increasing computer liwrait will be almost impossible to live
without using the computer to accomplish one taske other. The computer has become
part of our society and daily life. Without gainsay; it will be interesting to note that some
aspects of our daily lives that involve using tbenputer are as follows;

» Purchasing and conducting business transactiomseonl

» Distance learning using the Internet

* Archiving and retrieval of health records in hoafst

* Archiving and retrieval of academic records inuk

» Archiving and retrieval of criminal records by tjugliciary and law enforcement

officials.

In conducting any of the above aspects that inwlbgng the computer, it is very important
to ensure that data in transit should not be aedessodified or tampered by unauthorized
persons. Unauthorized access to data may causg fiearncial damage to an individual or
to a company.

A computer that shares an Internet connection tiitr@ulocal area network (LAN) is more
vulnerable to network data attacks such as dathahd data manipulations compared to a
standalone computer with a dedicated Internet adioresuch as a digital subscriber line
(DSL). The reason for this is that, on a LAN somzoan remotely access your local drive
or sniff your data packet without physical accesgdur computer except some good
security measures are put in place to prevent atiempt. With a standalone computer,
someone must physically have access to the comjauéecess data stored on it. However,
if the basic security requirement for every compigeot provided for on this computer, it
is still possible to steal data from the compuggnotely from the Internet. This brings into
scene the subject of network security; that isyseg network equipment and network
user’s access which is the focus of this final ywaject.

The objective of this final year project is to ra@s# on new network security products and
implementation techniques in order to enhance tinent network security structure of
Savonia University of Applied Sciences. This projemvers how to implement Cisco’s
major security products such as Cisco NAC (netvaahkission control), Cisco secure ACS
(access control server) and Cisco Network assigtahe network to repel network attacks.
Furthermore, Windows 2008 server with enhancedriggdaatures is used to manage and
consolidate all network users’ accounts. Cisco natwassistant has been implemented in
the network to minimize network switch configuratisecurity holes that might expose the
network to attacks. Cisco NAC will be implementadhe near future alongside upgrading
Windows 2003 server to Windows 2008 server.

1.2 Attributes of Network security
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The subject of network security has become incnghgimportant nowadays as network
security experts face challenges to restrict urai#ed persons from accessing, stealing or
tampering with network information. Network secuiig a mechanism of authentication,
encryption and hashing geared at protecting netwes&urces from unauthorized persons.
This mechanism takes into account the corporateyy@uch as who has access to what
resources, and who has not. The following is aeclémok at network security attributes:

e Authentication

In accessing a network, a user provides usernacheassword to proof acceptance
to use the network. This is known as authenticafn

» Confidentiality

When data travels across the network, it shoulddseured to those who it not
intended for. To achieve this, the data is enc/gienmetrically or asymmetrically.
Symmetrical encryption uses shared sacred keydxyehand decrypt data. A long
and complex key renders a more secure encrypti@BES3Data encryption
standard) or AES (advanced encryption standarayigthgn could be used for
symmetrical encryption. Asymmetrical encryptions1880 separate keys, one for
encryption and the other for decryption. The pukég is used for data encryption
and private key for data decryption. Asymmetrigatrgption is reserved only for
the authentication purpose because it demandsod ¢oimputing power compare to
it symmetric counterpart. An example of asymmegncryption algorithm is RSA
(Rivest, Shamir and Adleman). [3]

* Integrity

When data is in transit through the network, thiadaould be void of any
manipulation by intruders or hackers that may tantipe original nature of the
information. Data integrity can be performed byhiag the data sent using MD5
(message digest 5) or SHA-1 or SHA- 2 (secure halgioyithm. When a hash
message arrive its destination, a hash of theida@mputed and checked against
hash sent by the source computer. If the two hasiagsh, data integrity has been
maintained if not data is rejected for reason oflification in transit. With hashing
enforce on data, it is difficult to modify datatnansit without detection. SHA- 2 is
the most secured and recommended because iticuttitb attend two messages
that hash to same hash value. [4]

* Availability

The organization network and services should alvie@yavailable to authorize
persons when ever needed. This means 24 hourdayf and 7 days a week; if not,
these will cause tremendous lose of human prodticand financial lose to the
company. Network availability should be accompliech that the total down
time percentage for the entire year should bethess 1%. Denial of service attack
(DOS) could be launch to deny availability to netkveesources. DOS mitigation
techniques should be put in place to thwart attacke]
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1.3 Network Threats

Network threats are skilled individuals who areliwg to exploit the securityeakness of a
network in order to inflict costly damage. They @acomplish this by using various attack
tools in the market such &ketcat or self written scripts. These attackers haveowssi
names depending on what they do as shown in tleniolg list.

1. Hacker — nowadays, this is a person who attempts to mgaithorized access to
network resources with evil intentions. But howewerearly days a hacker was
known to be a good computer programmer.

2. Cracker or Blackhat — This is a person who tries to gain unauthoraetkss to
network resources for malicious intentions.

3. Spammer- individual who sends bulk of unsolicited emaifsvhich may content a
virus in an attachment intended harm your computéo steal information from
your computer and forward by email to the spammer.

4. Phishers— This is someone who by email or other means indk/iduals into
getting sensitive information such as credit carchber or password. They usually
disguise as trusted persons. [5]

1.4 Mitigating Physical Threats

Physical threats are also very important in segimplementation such that if
overlooked, they pose a potential weakness toeh&ark. The following is a list of
physical threats that should be considered in ndétwecurity deployment.

1. Hardware threats can be mitigated by securing Sfem&ndpoint devices in lock
rooms where only authorize persons can have addesssecurity cameras to
monitor access to devices.

2. Environmental threats such as high temperaturebeavoided by installing air
conditioning systems in server rooms and sensomal&o indicate high
temperature when cooling system fails. Other enicde should be installed
where there is good air flow to keep devices ojrggat

3. Electrical threats can be mitigated by installing®J(uninterruptible power
supply) to briefly keep the computer running whemer is off. This will
necessitate a proper shutdown of computer withiaghing the hard drive.
Moreover, in addition to UPS, install a standbyeyator to provide instant
power if electrical power is permanently out fomsoreason. This will assure an
uninterruptible business operation of the comp&wsdundant power supply for
critical devices like servers is needed to keepvaogk services running when the
primary power fails.

4. Maintenance threat mitigation involves using elestiaitic discharge wrist strap
band in maintenance procedure, labeling criticalesaand stock plenty of spare
parts. [5]
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1.5 Network Attacks
There are four groups of network attacks namely:

Reconnaissance attack
Access attack

Denial of service attack
Malicious code attack

PowbdPE

Reconnaissance Attack

This attack type is also known as information gatite In this process, the attacker uses
various tools to gain valuable information abow tietwork and its vulnerabilities. After
information gathering such username and passwaoedcittacker can then launch an
audacious attack and if successful, havoc on theark is created with possible theft of
data. ‘Network engineer tools’ by Solarwinds igad kit for reconnaissance attack. It has
all necessary tools for reconnaissance attack. $ootg used in reconnaissance attack
involve the following:

» Packet sniffers - for capturing and analyzing p&ke

* Ping sweep - for indentifying running computerstioe network

e Port scan - to identify open UDP (user datagraniogd) or TCP
(transmission control protocol) ports on target pater

* Internet information queries usiWyHOIS to get information about domain
ownership. [3]

Access Attack

In access attack, the attacker uses tools sucléi&ks tools and scripts to gain access to
computers, servers, routers or resources thatina sllowed access. He does this by
cracking the user id and password. An Access attac&tegorized as password attack, trust
exploitation, port redirection or man in the middt¢ack.

» Password attack this attack can be achieved by using packetessifin a situation
where user id and password is transmitted in ¢éedrfor example Telnet, the
attacker will learn the user ID and password witielcould use subsequently to gain
unauthorized access to network device and causehAlternatively, attacker can
use tools brute-force attack tools likephtcracker or Cain to gain unauthorized
access. Theses tools repeatedly try to login tiaeledr using different words from
dictionary or combination of words and numbersoAd password of at least 8
characters including uppercase, lowercase and msiioe example FAMIpark1975
is a good way to mitigate brute-force attack. Femtmore, password attacks can be
accomplished using steakleyloggersor Trojan horses that steal username and
password and make available to attacker. Mitiggalth keyloggers by having the
latest antivirus install on computer.

» Trust exploitation: this is accomplished when a host outside thevétkethat is
trusted by a host behind the firewall is compromis&hen the outside host is
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compromised, the attacker then uses the trust ias®octo launch attacks on the
inside host. To mitigate trust exploitation, prey&LANs should be implemented in
the DMZ (demilitarized zone). Furthermore, trustween outside host and host
behind the firewall should be limited to specifiofocol, ports and authenticated by
IP address and MAC (media access control)

» Port Redirection: This is a type of trust exploitation in whicharcompromised
host, for example outside the firewall is usededinect traffic from an external host
on the Internet to an internal host behind thenak This would not have been
possible for an outside host to communicate diyegilh host behind the firewall if
the DMZ host was not compromised. When a DMZ he@sbmpromisedyetcatis
example software that an attacker can install doreet traffic to an internal host.
However, to mitigate port redirection, host bage8 (intrusion prevention system)
must be install on a computer and configure to @néand log intrusion. Example of
host based IPS is F-secure client security 8.0.

* Man-in-the —middle attack: In ‘man-in-the middle’ attack, the attacker pimsi
himself between communication devices, for examplgers. With a packet sniffer,
attacker can have access to lot of information sischsername, password and
content of transmitted payload if transmitted dataot encrypted. Man- in-the
middle attack can be greatly mitigated by usingiseshell for managing network
devices like switches and routers, encrypting akless traffic and VPN (virtual
private network) for WAN connections. [3]

Denial of Service (Dos) attack

Dos attack is an attack type that overwhelms theues of targeted device, for example a
router, such that, the router can not render étpiire services. DOS attack has various
forms as follows:

* Ping of death this form of DOS attack modifies the IP portidragping packet
header which normally falls between 64-84 bytes W@lue of 65535 bytes. This
falsely indicates that the IP packet has more teta it actually content. Any
computer that receives such a packet will eventuaish. But however, modern
computers are resilient to this attack.

* Synflood In TCP communication, the must be a three- weandshake to effect
any communication. An attacking computer sendsiplalfCP Syn request, target
computer for example a server response with Synr@sgonse but the attacking
computer never response with the final acknowleddrteecomplete the three- way-
handshake. This deliberate act by the attacker atenpauses the server computer
to run out of resources to serve legitimate users.

* Email bomb: it is an attack type where by large quantity wiads are sent to
persons with aim to exhaust mailbox capacity ometielm the mail server capacity
where the mail boxes are hosted.

» DDOS (distributed DOS) attack: DDOS is a more advarfoeth of DOS attack.

The aim is to saturate communication links andetahgsts with illegitimate data.
This will cause links or target hosts to drop legéte data or request due to lack of
resources. In DDOS you have the following character

* Client — computer or person who launches attack.
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» Handler — compromised computer running attackegnamms. A handler can
control many agents (zombes)

* Agent - compromised computer running attacker @ogrand is responsible
for generating large amount of traffic towards &rgomputer.

It is important to mention here thatr@cent years, ‘Botnet’ refers to a jargon used
to describe a collection of malicious software usethunch DDOS attacks. Some
examples of DDOS attacks include: Smurf attack¢l8tliraht, Rustock and
MyDoom. DOS and DDOS attacks can be mitigated lpiémenting anti-spoof and
anti-DOS access control list. In addition, the amtaf ICMP traffic allowed in a
network should be limited since ICMP is used owlyrhanagement purpos@&][pB]

Malicious Code Attack

This is an attack on a computer either by a viggm or Trojan horse. The preceding
paragraphs look at viruses, worms and Trojan horses

A worm does not require human intervention to sppfeam infected an infected host to a
new host. When a worm attacks a computer, it cdfself into the computer memory and
then launches attack to another vulnerable hostmi&%@an contribute to slow network
response because they consume network bandwidgty Apcessary operating system
updates, patches and host based IPS to mitigatasvor

A virus unlike a worm, attaches itself to a fileréquires human intervention to spread from
one host to another. Its payload may include fregeitie computer (blue screen) or
damaging your file. Mitigation method involves uginp to date antivirus or Internet
security program.

A Trojan horse masquerade like a legitimate progfamexample a download link with
title ‘Microsoft update patches windows 7’ .whéamklis clicked by computer user to
update operating system , the Trojan horse relatsspayload which could be formatting
the hard disk or erasing the boot partition ofcbmputer. Trojan horse could also be
bundle downloaded from the Internet. Download safenonly from reliable sources such
as software company website. Most Internet secpritgrams such ds-secure, AVGare a
good starting point to mitigate Trojan horse atsack your computer. These programs
protect against most forms of malwares and spywdt&sosoft malware starter kit is free
and serves as first aid for your computer. [7]

2 Securing Network Equipment

A Network Switch, Router, firewall and Networkdeal IPS are some examples of
network equipments widely used to provide secut@ok services to end devices such as
computers, laptops and PDAs (personal digital &ssig). This section examines how a
network switch can be protected from attacks teatler the network unusable.
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2.1 Network Switch

In most network environments, there exist more petvewitches than any other network
equipment. This is because most of the networkatizers involve switching rather than
routing, except in inter-vlan routing or Internetass that routing is required. The routing
can be performed by a layer 3 switch or dedicabetler. A switch connects network end
devices for network access and because of the ensrswitching function performed by a
switch, a switch stands expose to a lot attacksurdey a switch is therefore a must against
attacks that are launched from within the enteggoi an intruder or angry employee.

2.2 Layer 2 Network Attacks

1. Mac address flooding This is an attack where the intruder exhausts the
capacity of CAM (content address memory) table ghahtraffic from a legitimate host is
flooded out all ports of the switch since its MA@daess is not found in the CAM. With
attacker connected to one of the switch ports,aseatcess to unauthorized d&mAC
2.0is example software that can be used to overwkignCAM. [6]

Mitigation : In a database environment where all network tdisend and retrieve
data from the database server, the MAC addressedfdrver could be statically
configure in the CAM to avoid aging out. This makedifficult for the attacker to
flood the CAM causing frames meant for the serudrd flooded out on all ports.
On Cisco catalyst switch connected to the serviarghis command syntax;

Switch(config)#set cam stati c MAC address server-port

Where MAC-address is MAC of server and server-ggopbrt on switch associated
with server.

2. Vlan hopping attack: In vlan hopping attack, the attacker belongim@ different vian
double tag the Vlan ID of his attack packet with than ID of his target host. In this
manner the attacker can send and receive packetsdifferent VLANS. This is easily
accomplished by attackers if the switch defaultfiumations status such as port
dynamic status, port on and default Vlan 1 is dsedinused ports.

Mitigation : In mitigating Vlan hopping the following instruch must be followed.

* Shutdown all unused ports
* Move all unused ports to a different vlan, for exdervian 11
» Configure all non-trunk port to access mode only

Another form of VLAN attack is that of DMZ VLAN. He, the attack is intended for
hosts within the same VLAN. This is very eminenpurblic service segment or DMZ of
a network where web server, mail server and FT¥esare hosted. A possible
compromise of the web server can lead to the comismof the other servers. [6]

Mitigation : Implementprivate VLAN for Cisco catalyst 6500, 4500 and 3650 series
switches angbrotected port for Cisco catalyst 2960 series switches. Port§igore as
protected port can not pass traffic between eduobr @xcept through Layer 3 device
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even though they belong to same VLAN and subnete iseexample configuration
commands syntax for protected port.

Switch(config)# int fa0/2
Switch(config-if)# switchport protected
Switch(config-if)#end

Implementing private VLAN, you have to choose tglement isolated or community
secondary VLAN. A primary VLAN acts as a gatewaytte isolated or community
VLAN. Ports in isolated VLAN can not communicate @myst themselves except with
the primary VLAN (promiscuous port). Host in comnityrcan only commune with host
in same community and primary VLAN. The followinggs illustrate how to
implement private VLAN with isolated port.

* Change switch VTP (virtual trunking protocol) mdddransparent

» Create primary VLAN, for example vlan 50 and asgigmz_farm as name

» Assign IP address the primary VLAN

» Define the isolated VLAN, for example VLAN 51 anslsaciate it with VLAN
50. Example commands syntax:

Switch(config)# vlan 51

Swi tch(config-vlan)#private vlan isol ated

Swi t ch(confi g-vl an) #end

Swi t ch(confi g)#vl an 50

Swi t ch(confi g-vl an) #private-vlan primary

Swi t ch(confi g-vl an) #pri vat e-vl an associ ati on 51

» Assign switch ports to isolated VLAN. Example goands syntax:

Switch(config)#int fal/2

Switch(config-if)#sw tchport private-vlan host
associ ation 50, 51

Switch(config-if)# end

Furthermore, by creating virtual interfaces for Mil&.and assigning IP addresses, it
is possible to used VLAN access control list toiitraffic flow from one VLAN to
the other. [6]

DHCP starvation attack: This is an attack on the DHCP server where ttaeleer
spoof MAC addresses, that is, attacker constahtiynges MAC addresses while
requesting IP addresses from the DHCP server.ckhises the DHCP server to run
out of IP addresses to lease to legitimate uséis.|€ads to denial of service, where
legitimate users can not access the network. Goishéxample DHCP attack tool.
Mitigate this attack by implementing port secupty all network switches such as
limiting the allowable number of MAC addresses waiitch port. [6]

DHCP spoofing In this type of attack, the attacker introducesgue DHCP server
possibly in the same segment with the legitimateCPHserver. When a network
host makes a DHCP request, the rogue server respotisan IP address, DNS
address and default gateway. With this informatiba,host will forward it data to
the wrong destination thinking that it obtainedwmk routing information from
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legitimate DHCP server. The attacker will now hatwe lot of information from the
network which he was not authorized to access.alfaeker can later unplug his
rogue server restoring services to the legitimatP server, and the organization
will not likely know information has been stolenHOP spoofing is also regarded as
man-in-the- middle attack.

Mitigation : DHCP snooping is a mechanism to mitigate DHCR8pQg. In
this mechanism, ports which network host listenBCP replies must be
configure as trusted ports while other ports ateusted. With this in place,
a rogue server connected to any arbitrary portighadt trusted can not send
DHCP replies. Steps to implement DHCP snooping:

1. Enable snooping globallyeommand syntax :{ switch(config)#ip
dhcp snoopi ng}

2. Configure trunk ports and DCHP server connectetlith ip dhcp snooping trust -
command syntax :{ {switch(config)#i p dhcp snooping
trust}

3. Limit the number of DHCP request rate on ports creas layer switche€omrand
syntax- {switch(config-if)#i p dhcp snooping limt rate
20}

4. Configure VLANSs that will used DHCP snoopir@nmand synt ax -
{switch(config)#i p dhcp snoopi ng vlan 20,50} [6]

5. ARP spoofing In this attack type, a host for example A, integdo communicate
with another host B, initiates an ARP request tovkithe MAC address of host B.
At first host B responses to the ARP request wetMAC address. Host A updates
its ARP cache with the received MAC. Later on, gu®device sends and
unsolicited ARP reply, binding its MAC address wiitte IP address of host B. This
cause host A to update its ARP cache again wittise MAC. All packets destined
to host B will be diverted to the rogue device @srsas host A updates its ARP
cache. [6]

Mitigation : Dynamic ARP inspection is a mechanism to curb AR&ofing. It
works by intercepting ARP packets from untrustddriiaces and verifying to see if
its MAC address matches its IP address. If theot{PMAC address does not match,
the packet is dropped and a log generated. Stegemdiguring ARP inspection:

1. Enable DAI (Dynamic ARP inspection) on a VLAN onge of
VLANSs - command syntax :{switch(config)#i p arp
I nspection vlan 1}

2. Enable DAI on an interface and set it as trusbrmmand synt ax:
{switch(config-if)#ip arp inspection trust}

3. Configure DAI to drop ARP packets when IP addresavalid-
command syntax: {switch(config-if)#i p arp
i nspection validate |IP}

6. Spanning tree attack This is an attack aim at damaging the spanneg protocol
which prevents data loops occurring in a switchwvoek. In this attack, the attacker
disrupts the election of the root bridge by introidig a rogue switch in the network.
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This rogue switch sends a fault BPDU (bridge protaata unit) packet with lower
priority ID than that of the legitimate root bridgehis causes all switches in the
network to elect the rogue switch as default Rawdde and hence forward packets
through it. The outcome of this will be poor perfance or absolute halt of network
services.

Loop guard is a spanning tree protection mechaaismat protecting spanning tree
configuration from a rogue switch. Loop guard skloaly be configured on Root
and Alternative ports on access switches.

UDLD (Unidirectional link detection) is another peation mechanism against STP
(spanning tree protocol) loops caused by link faild’he outcome of this link
failure produces a unidirectional communicatioppasible source of loop. This is
very common in fiber optics connection when onéheftwo pair link is damaged.
When UDLD detects unidirectional communication onrgerface, it shuts down
the link to avoid a loop. [6]

Mitigation : In mitigation spanning tree attacks, BPDU guaBRDU filters, Root
guard, loop guard and UDLD should be configuredwiich ports connected to end
devices. These are ports configured with portfestis and should not receive
BPDU. If BPDU guard and filter are configured glipdor all interfaces, it should
later be disabled on trunks ports. Configuratiomonds syntax:

» Globally -{sw t ch(confi g) #spanni ng-tree bpduguard
defaul t}
* Globally -{swi tch(confi g)#spanni ng-tree portfast
bpdufilter default}
* Interface mode on access layer swiglswi t ch( confi g-
i f)#spanni ng-tree guard root}
* Interface mode on access layer swiglswi t ch( confi g-
i f)#spanni ng-tree guard | oop}
* Interface mode on fiber link{ swi t ch(confi g-if)#udl d port}

7. Exploitation of CDP (Cisco discovery protocol) vulnerability: CDP iss€o
proprietary protocol use to share information ansbi@¢jsco inter-connected
devices. The information shared include IP addoés®nnected interfaces, 10S
version and device platform. This share informatggsent in clear text and can
easily be captured by packet sniffers for recorsaaise attack. Information
gathering aids in major attacks against the netwdigable CDP if not needed to
map adjacent network devices. Command syntax: [6]

* Interface mode {swi t ch(confi g-if)#no cdp enabl e}

3 Network Switch Fundamental Defense Configuratios

Every switch or router deploy in a network needst faid defense to prohibit unauthorized
persons from getting access into the 10S of thécéeand tampering with the configuration.
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The following steps outline first aid defense tisatlso applicable to routers, firewalls and
IPS. [9][15]

Step % configure switch for secure shell managementalhButty software on
management computer to manage switch. Examplegroation commands syntax:

{Swi tch(config)# ip domai n-nanme savat eku. cont

{Swi tch(config)# crypto key generate rsa generate-key nodul e
1024}

{Switch(config)# ip ssh tineout 120}

{Swi tch(config)#i p ssh authentication-retries 4}

{Swi tch(config-line)# transport input ssh}

{Swi tch(config-1line)#end }

Step 2— Secure the console port with a password. A pagswith minimum of 8
characters is recommended. It includes uppercaséamrcase letters and numbers.
Example configuration commands syntax :

{swi tch(config)#service password encryption}

{swi tch(config)#line con 0}

{swi tch(config-Iline)#password Teku4girl sonly}

{swi tch(config-Iine)#l ogin}

Step 3- Secure enable mode. Example configuration condnsgintax:
{swi tch(config)#enabl e secret Teku4boysonl y}

Step 4- Securevty lines for remote administering of switch. Usedyosegcure shell fovty
connection since Telnet is not secure. Exampleigordtion commands syntax:
{switch(config)#line vty 0 15}

{switch(config-Iline)#password Teku4boysonl y}

{swi tch(config-Iine)#l ogin}

{switch(config)#transport 1 nput ssh}

Step 5- Secure auxillary port use for remote configumatiExample configuration
commands syntax:

{switch(config)#line aux 0}

{swi tch(config-Iine)#password Teku4boysonl y}

{swi tch(config-Iine)#l ogin}

Step 6- Set minimum password length. Example configoraiommand syntax
{switch(config)#security password m n-length 8}

Step 7- Create secure local user account on switch M5 encryption. Example
configuration command syntax:
{swi tch(config)#usernane G pson secret 5 Tekudboysonly}

Step 8- Secure thROMMON (read only memory monitor). Securing ROMMON is a
good measure to ensure that your network configuraemain intact should in case an
attacker breaks the physical security of your dew&lithROMMON security in place an
attacker will not be able to undo the device pasdvand alter network configurations.
ROMMON configuration command syntax:

{swi tch(config)#no service password-recovery}

With this command in place, a valid I0S image aaditsp configuration file is required to
restore the switch if switch password is forgotten.
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Step 9- Configure authentication login failure limit. \@h limit is exceeded, a sys log
message is generated. Example configuration commsartex to limit login failure rate to
S:

{switch(config)#security authentication failure rate 5 |og}

Step 10- Mitigate dictionary attack by inserting a timelay after 5 unsuccessful login
attempts within a define period of 60 seconds. Eplamommand syntax:
{swi tch(config)#l ogin block-for 120 attenpts 5 within 60}

Step 11- Configure login quiet mode to allow legitimatetwork administrator access to
switch during blocking period when switch experienthat the limit for login failure is
reached. Without quiet mode configure, legitimagenork administrator will also be
blocked from accessing switch 10S during the blpekiod. To configure quiet mode, first
create access control list for the management $atmkthen apply ACL to the switch.

Example configuration command syntax:
{swi tch(config)#l ogin qui et-nbde access-cl ass permtl P}
(permitlP should be the name of the access listtedefor the management subnet).

Step 12- Configure a login banner message which inforttecker that he will be
prosecuted for unauthorized access to network bwitcouter. Example configuration

command syntax:
{swi tch(config)#banner notd #unat horized access is not
allowed and will be prosecuted! #}

Step 13- Install and configure Syslog server. The Syskexyer serves as a repository for
event logs send by switches and routers in thear&twhe log messages may just be
informational or report of critical events on switor router such as interface down or a
possible attack. These log messages help in netinmrkleshooting. Enter the following
commands syntax on every device that should sesldgmessages. The IP address
172.16.33.15 is the address of the syslog servenimg the Solarwinds Kiwi Syslog server
software.

{Switch(config)# | ogging 172.16. 33. 15}

{Switch(config)# logging trap informational}

{Swi tch(config)# | ogging source-interface |oopback 0}
{Switch(config)# logging rate-limt 30 except warnings}
{Swi tch(config)# | oggi ng on}

{Swi tch(config)# end}

Step 14— Configuring routing protocol authentication.diarge network with multiple
routers or layer 3 switches, configuring routingtpcol authentication is important because
it protects the network from rogue devices that ingction false routes into the routing
table. This may lead to failure in proper netwaslating and possibly attacker having access
to sensitive information. The following is examplanfiguration commands syntax with
EIGRP and OSPF protocols.

* In EIGRP-
{Rout er (confi g) #key-chai n El GRP_key}
{Rout er (confi g- keychai n) #key 1}
{Rout er (confi g- keychai n- key) #key-stri ng G scol23}
{Rout er (confi g- keychai n- key) #end}
{Router(config)# int s0O/1/0}
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{Router(config-if)#i p authentication nod eigrp 1nd5}
{Router(config-if)#i p authentication key-chain eigrp 1
El GRP_key}

(Int sO/1/0 is an arbitrary interface that mayeifbn different router or switch
platforms).

* In OSPF-
{Rout er (config)#i nt s0/1/0}
{Router(config-if)#i p ospf nmessage-digest-key 1 nd5
ci scol23}
{Router(config-if)#i p ospf authentication nessage di gest}
{Router(config-if)#exit}
{Rout er (confi g) #rout er ospf 5}
{Rout er (confi g-router)#router ospf 5}
{Router(config-router)# area 0 authentication nessage
di gest}

4 Device Management with Cisco Secure Access iindows

In a network environment where there are tens tfork devices such as switches, VPN
concentrators, Routers and Firewalls for managentesill be a daunting task for an
administrator to move from one device to anotherhiange access password if it has been
compromised. Furthermore, in a network with muétipiministrators having different
privilege level accounts, it would be a challengiagk to create all the privilege accounts
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on individual devices. If for some reason, onehefse accounts has been compromised, the
password has to be changed on all devices throtghewmetwork.

Cisco secure ACS (access control server) for wirtdprevides a secure and centralized
management of network devices from one locatiorthWisco secure ACS, the passwords
for all administrators can be modified from a sentgication and then push for enforcement
on the actual devices. With Cisco secure ACS ossward can be used to access all
devices. [10]

4.1 Preparing Devices to Use Cisco Secure ACS

In this section, Cisco secure ACS would be the A@adthentication, authorization and
accounting) server. Steps involve in preparing defor Cisco secure ACS are as follows:

1.

Install Cisco secure access server on a computeing windows 2003 or 2008
server operating system. Have the computer conthéatihe network and can be
accessed via IP address from any network device.

. On every device that would be accessed by auttaiaticthrough Cisco secure

ACS, the commands that would be outlined later rhastxecuted, the commands
take in to account two AAA server for redundancyheil these commands have
been executed, access to Aux, Console and Vty Vuoesd be controlled by Cisco
secure ACS. These commands take into consideriduanif some reason, the AAA
server is not available, access to any device wbelgranted using the ‘enable’
password. This prevents an administrator from bdemjed access to a device
because the AAA server is not available. To prowdme constant availability of
the AAA server, two AAA servers can be deploye@éngure that if one is
unavailable, the other is available to authenticatys.
TACACS+ (Terminal access controller access conpudjocol will be used as the
main protocol for communication between AAA seraad controlled network
devices. TACACS+ Cisco proprietary protocol is preéd over RADIUS (remote
authentication dial in user services) open stangdestbcol because of inherent
security features that RADIUS does not support sofivehich include encrypting
password and data payload. TACACS+ is suited fazranmronment where there are
only Cisco network devices. Example configuratiomemands syntax:
* Authentication commands-
{Router (config)# aaa new nodel }
{Router (config)# aaa authentication |ogin default
group tacacs+ enabl e}
{Router (config)# aaa authentication enable default
group tacacs+ enabl e}
{Router (config)# tacacs-server host 172.16.1.2
key Tekudgirl s}
{Router (config)# tacacs-server host 172.16.1.3
key Tekudgirl s}
» Authorization command syntax (what login user levaéd to do). This is a
continuation of authentication commands.
{Router (config)# aaa authorization exec default
group tacacs+ enabl e}
* Accounting command syntax (what an authorized dgkduring login
period). This is a continuation of authorization.
{Router (config)# aaa accounting exec default
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start-stop group tacacs+}

On computer running Cisco secure ACS for windoasnth the program. Figure 1
shows picture of running Cisco secure ACS for wimglowithin ACS window, first
create an admin account on the server by clickmthe ‘Administrator control’ tab
on the left navigation pane. Next, click ‘Add admstrator’ button. Within the ‘Add
administrator’ window, fill in the necessary infoation; click ‘grant all’ button to
grant all privileges to the admin. Finally cliclulsmit’ to create account.
Furthermore, within ‘Administrator control’ windowajlow default setting for
‘Access policy’ because AAA server would be acdesally. Click the ‘Session
policy’ button and uncheck ‘Allow automatic logirclick submit. Allow default
settings for ‘Audit policy’.

SIIL Cisco Secure ACSyv4.2

u - ) -
@ | Setup Izl Lag 0f f | Select "Log Off" to end the administration session.

1‘ Group
E_ Setup
% Shared Profile
Components
Metwork
Configuration
i T Systermn
= Configuration

Interface
Configuration

CiscoSecure ACS v4.2 offers support for multiple Aaa Clients and
advanced TACACS+ and RADIUS features. It also supports sewveral
methods of authorization, authentication, and accounting (AAA)
including sewveral one-time-password cards. For more information on
CiscoSecure products and upgrades, please visit
http:/fwww.cisco.com.
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CiscoSecure ACS Trial
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Copyright ©1989, 1993 The Regents of the University of California. all rights reserved

Copyright ©@1986 University of Toronto. All rights reserved.
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criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Figure 1.Cisco secure access for windows home page
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4. Adding AAA- clients/ servers; that is, all deviddst would be monitored by AAA-
server. Instruction step:

Step X From within the ACS server home page, click oetiMork configuration’
tab. Within the ‘Network configuration’ window, Uedthe AAA client section
click ‘Add entry’ and fill the host name, IP addseend TACACS+ for
authentication protocol. The secret key is samalfatevices, that is, ‘Teku4qgirls’.
Check ‘log update/watchdog packets from client Aélint’. Figure 2 shows ACS
form for adding AAA client devices. Since two AA&vers were configured on
router for redundancy purpose, within the AAA sersection, click ‘Add entry’
button to add the second AAA server. Enter therteose, IP address, secret key
(Tekudgirls) and Cisco secure ACS for AAA servereyalso check ‘log
update/watchdog packets from this remote AAA sérver

Docurnentation

- Single Connect TACACS+ AAA Client (Record stop in accou
on failure)

[ Log Update/Watchdog Packets from this AAA Client
[T Log RADIUS Tunneling Packets from this AAf Client

e

VR T WY TIPS WU SR 78 M I SR MR S

Figure 2. Form for adding AAA client ACS

4.2 Adding Administrative users to Cisco Secure ACS

The follow steps illustrate how to add administrataccounts to manage switches on Cisco

secure ACS.
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Step 1- First, configure groups by clicking on the ‘Gposetup’ tab in AAA server home
page in Figure 1, rename an existing group withrgmoate name. For example rename
group 1 as administrator and group 2 as helpdagkn® the configuration.

Step 2 Select the administrator group and click on ‘BdBettings’. At the top of
administrator group window, select TACACS+ from tjuenp to drop down’ menu. Scroll

down to the ‘shell command authorization set’ featarea and accept default option. Select
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‘per group command authorization option’, and uridermatched Cisco IOS commands’
select ‘Permit’ (this allow an administrator to welOS commands).

Step 3- For the helpdesk group, configuration stepslaeesame as with the administrator
group except for the fact that, with ‘Unmatched@i |IOS commands’ select ‘Deny’
instead of ‘Permit ‘. Next, check the ‘commandahbox’ and type in the commands that
are allowed for the helpdesk group. Check ‘Permihatched argument’ to allow
commands with arguments to be used; for examptavdP route’. Finally click ‘submit’ to
effect the configuration.

Step 4- Create users’ account using the ‘User setupatashown in Figure 1. Within the
user setup window, type user’'s name and click ‘&ddt/ button to add a new user. Go to
Add/Edit new user window, allow default settingsshswn in Figure 3. Type the password
‘Teku4girls’ and associate user with the admintstrgroup. This will cause the user to
adopt admin privileges.

User Setup =

User: gipson (New User)

[ ™ Accoun £ Disabled |

User Setup 2

Password Authentication:
[ACS Internal Database ~1

CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, if the Separate field is not
checked.)

Password [

snly when you are =diting
eh=n you =re adding =

Current U Sar sccount

Callbacik

Use group setting

Dialup client spe

Use wWindows Database callback settings

Client IP Address Assignment

* Use group settings

Figure 3. ACS form for creating administrative accounts



27

To configure auditing, click the ‘Report and adigvitab on ACS server home page as
shown in Figure 1. Within this window, click on “TRACS+ accounting=> TACACS+
accounting active. Csv file to view reports genedaty ACS server. These reports are
administrative activities on network devices. Fgdrshows accounting report activity
window.

\lseals.  Reports and Activity
CisSsCoO

Reports Select a TACACS+ Accounting
file

Group
Setup

TACACS+
Accounting
TACACS+ :
Administration TACACS+ Accounting 2010-01-28.csw

Shared Profile
Components

% |

TACACS+ Accounting active.csw

RADIUS Accounting
WolP Accounting
Passed
Authentications
Eailed Attempts
Logged-in Users
Disabled Accounts
ACS Backup and
Restore

5
=T
| wn i ea) alidation

% Administration Audit

%lr‘emork hccas
= Frofiles b— User Password

“2 Changes
Reports and
Activity [Gi ACS Service
— Monitoring
= nline
| Documentation D Entitlement Reports

—- Interface
Configuration

FEIEEECEE:

@ Back ta Help |

=
[ [T T T [ & [§e [+ Trustedsites | Protected Mode: Off L 00% v o
:‘startl | 3 = & || @& ciscosecure acs - wi...

Figure 4.ACS report accounting window
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5 Network Security Design Model

Table 1 Internal servers role description

CODE SERVER DESCRIPTION IP ADDRESS
Bl Windows 2008 server (AD service and DNS)72.16.33.10
B2 CAM (clean access manager) 172.16.33.2
B3 Cisco secure access server 172.16.33.4
B4 TFTP server 172.16.33.5
B5 Syslog server 172.16.33.3
B6 Database server 172.16.33.6
B7 Others 172.16.33.7

5.1 Cisco 3945 Firewall Router

The Cisco 3945 integrated service router featunrigigure 5 is upgraded with Cisco
recommended components to boost its performansepport medium and large business
enterprises. This device supports 3 Gigabits E#tgrarts by default. Description of ports
connection is shown in Table 1.

Cisco ISM (internal service module) is installeduggrade component to push the overall
throughput of the firewall-router to aggregate eahi 4 Gbps towards route processor and 2
Gbps towards other slot modules. The default thinpugis 150 Mbps without hardware
upgrade. The Cisco 3945 also contains and in bRaEdmodule which will be configured
later. [11, 12]

Table 2 Cisco 3945 router ports connection description

GigabitEthernet 0/0 Connected to Internet

GigabitEthernet 0/1 Connected to internal network
GigabitEthernet 0/2 Connected to clean accessrserve




30

In configuring the Cisco 3945 firewall, the follawg points are considered:

Static NAT (network address translation) fort thetserver, mail server and VPN
server

Dynamic NAT pool for internal host to access thieinet

PAT (port address translation) if dynamic NAT rung of addresses

DMZ servers can not access internal hosts excejt $pecific assigned internal
server with a protocol port number.

External host on the Internet cannot access inteetaork hosts except hosts on
the DMZ.

Internal hosts can access external hosts on tamgitand DMZ hosts.

DMZ servers are connected by implementing privat&N to mitigate VLAN
hopping attacks.

5.2 Configuring Cisco 3945 Router

Cisco configuration professional is proprietarywak management software which is used
to configure Cisco 3945 router. Cisco 2800 sewesar is used to simulate Cisco 3945
router. For this reason, the following interfaceg@, Gig0/1 and Gig0/2 found on Cisco
3945 will be replaced by Serial0/1/0, Fastetherietdd FastethernetO/0 respectively. The
following steps outline the procedure to config@ieco 3945: [13, 14]

1. Enter the following command through console conoedb prepare the Cisco 3945

for management with Cisco configuration professiona
{FWrouter(config)# username Tekudboys privilege 15
secret Tekudboys75}

{FWrouter(config)# ip http secure-server}
{FWrouter(config)# ip http server}
{FWrouter(config)# ip authentication |ocal}
{FWrouter(config)# line con 0}
{FWrouter(config-line)#password ci scosdm }
{FWrouter(config-line)#l ogin }
{FWrouter(config-line)#transport input ssh}
{FWrouter(config-line)# exit}
{FWrouter(config)#int Gg0/1}
{FWrouter(config-if)#no shutdown}
{FWrouter(config-subif)#i nt G g0/1. 32}
{FWrouter(config-subif)#encapsul ati on dot1q 32 native}
{FWrouter(config-subif)#i p address 172.16.32.1

255. 255. 255. 0}
{FWrouter(config-subif)#no shutdown}
{FWrout er (confi g-subif)#end}
{FWrouter#wite}

Install Cisco configuration professional on mamaget computer. Management
computer is configured with IP address in the 16232.0 subnet. Launch Cisco
configuration professional program. Within its h@mindow, click ‘Application’
follow by ‘manage community’ from the menu bar. Wexithin the manage
community window, enter the IP address 172.16.88d.hostname for the Cisco
3945 router. Enter username ‘Teku4boys’ and passWaku4boys75’. Check
‘connect securely’ option to enable secure conoadb the router. Click okay to
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access router. Router’s outside interface is asdidgfd address 172.16.70.48
255.255.240.0; Table 1-2 displays VLANs and IP addrspace used in the Firewall
configuration.

Table 3VLANSs and their respective subnet IP block

VLAN ID VLAN NAME IP SUBNET ADDRESS
2 Isolated_vlan No ip address

3 DMZ_primary_vlan 172.16.3.0/24

32 Mgt_vlan 172.16.32.0/24

33 Intservers_vlan 172.16.33.0/24

34 NAS_magt_vlan 172.16.34.0/24

36 Staff_vlan 172.16.36.0/22

48 Student_vlan 172.16.48.0/20

3. Within Cisco configuration professional main windaslick the configuration tab
below menu bar. On the left navigation window clickuter folder’, ‘overview’, to
view current settings on router. Figure 6 showsenirrouter settings.
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|_,_{L\_"'"' |2 s || R monstar 13 H B EH Cisco Configuration Professional 'f.'IISCIo‘ J
Shnitee = Rasuber = (e ey .3- 1

A

CPU UWsage: Femary Usage: Flash Usage:

I ' O e s 0m s

&wakabledTotal bootfssh: (b 5553

4
B
|
=]

Ho. of Open IKE SAs5: 1 Ho. of Active VPN Chesits:

] g
a
Total Lug Enries: High Severine
WWarninig:
it iveak:




32

Figure 6. Display window for routers current settings

5.3 Configuring Firewall Sub Module

To configure the firewall, on the left navigatiomngow, click ‘security’, ‘Firewall and

ACL’. Next, on the right pane click ‘Advanced firal/ follow by ‘launch the selected

task’. Figure 7 shows firewall configuration stpaige. The steps involve in configuring
advanced firewall using Cisco configuration profesal are much the same as using Cisco
SDM (security device manager). This involves sabgcthe inside, outside and DMZ
interfaces as shown in Figure 8 and clicking nexiroceed. Next, specify two IP addresses
172.16.3.2 TCP port 80 for the webserver and 172.3@CP port 25 for mail server. Click
next and accept the default security level to lgga hiEnter two DNS server IP addresses, for
example 8.8.8.8 and 8.8.4.4(Google free DNS sexveisk next to proceed. Click finish to
complete firewall configuration, Figure 9 displagdvanced firewall configuration

summary. Finally click on deliver button to delivanfiguration to router. Figure 10 shows
firewall delivery status. [13, 14]
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Figure 7. Firewall module configuration start page
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Figure 10. Firewall configuration delivery status

5.4 Conf

iguring NAT Module

To configure NAT- Select NAT option under Routeldfer in the left navigation pane.
Choose ‘Advanced NAT’ on the right pane. Click et the selected task’ to launch the
NAT configuration wizard. Additional options to sp#y in configuring NAT are follows:

[13, 14]

Choose interface connected to Internet, for exai@y®/0. Enter public IP
addresses for the web server, mail server andrdesnal server by clicking

‘add’ button. For simulation purpose, 180.32.441481).32.44.45 and
180.32.44.46 were used as public IP addresses.

Select internal networks that require Internet as@s shown in Figure 11.
Specify private IP address for an internal serf@rexample 172.16.33.4 and the
corresponding public IP address (180.32.44.46}ausecess the internal server.
Enter TCP port 80 for original port and TCP portf@0translated port. Click
next to proceed.

Select ‘modify the ACL to work with NAT’ option andick next, okay and
finish.

View configuration summary and click on ‘delived dleliver changes to the
firewall-router.

Access the ‘firewall and ACL’ tab, click on ‘editéwall policy/ACL’ to view
firewall configurations after Advanced NAT has begplied. Figure 12 shows
firewall configuration after NAT.
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Mote: To configure NAT on an interface marked as Designated, exit this wizard, click
Edit MAT Configuration, and uncheckthat interface inthe Designate MNAT Interfaces:
windows, For details see help,

=Back | Mext= | Fiien | cancel | Help |

Howe da | ]How do | Configure Address Translation for Outside to Inside?

Figure 11 Internal network requiring Internet access
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2 Firewall and ACL
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Figure 12Firewall configuration after NAT implementation
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5.5 Configuring IPS sub module

The IPS module is an integrated part of Cisco 3@fer. The following steps outline the
procedures in configuring the IPS (Intrusion prei@nsystem).
» Within the configuration tab window in Cisco configtion professional as shown
in Figure 6, click ‘advanced security’ folder iretkeft navigation pane follow by a
click on intrusion prevention.
* Click ‘launch IPS Rule wizard’ follow by OK , OK drNext to proceed.
» Select inbound and outbound interfaces as showigure 13 and click next button.
* Click ‘add’ button to specify location of signatudefinition file (SDF) bought from
Cisco corporation or check ‘use build in signat{a® backup)’ to use default SDF.
Click next to proceed.
« Click finish. Next, click deliver button as showmFkigure 14 to deliver
configuration to router IPS module.
* Figure 15 shows a list of signature files includtethe IPS configuration

Select Interfaces
Select the interfaces to which the IFS ruie_s_hnuli:l be applied. Also choose whether the rule
should be applied to inhound or outbound.
Intetface MName | Inbound Cuthound
e ——— e i e = S
FastEthernetor 3 v [
FastEthernets 32 ird [
FastEthernetln 26 I3 [
FastEthernetor 42 i =
Seriallio m -
Serialli1i I [=
Seralfino = | AE
Seralli2il [ I
<Elack] Iext = ] Finish J CanceIJ Help

Figure 13selecting IPS inbound and outbound interfaces
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Deliver Configuration to Router
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Figure 151PS signature files
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6 Installing Tftp Server

TFTP server is an important element in network ggcumplementation. This is because
TFTP server serves as a repository for backup sagi€OS image and startup
configuration files for switches, routers and figls in a network environment. If for some
reason, one of the network device IOS is deleestpration of a new I0S image can be
performed without much delay serving network dowmet Upgrading of the device I0S
image is also much easier with the TFTP servepsStevolve in implementing TFTP server
are as follows: [5]
1. Install Solarwinds TFTP server on server computer.
2. Assign IP address on server that can be reacheddny host on the network. For
example 172.16.33.14 255.255.255.0
3. Install F-secure client security 8.0 or 9.0 or aftyer Internet security suit on the
server computer and enable host based IPS.
4. Launch the TFTP software program.

Backing up 10S Image and Running Configuration

1. To backup IOS image file from Switch to TFTP sengpe the following
command syntax in privilege enable mode follow biee key. Accept I0S image
file, enter IP address of TFTP server follow byeerkey.

{Swi t ch#copy fl ash: TFTP: }

2. To backup running-configuration file to TFTP servemter the following command

syntax:

{Swi t ch#copy runni ng-config

tftp://172.16. 33. 14/ confi gs/ back_swconfi g}

where, 172.16.33.14 is the IP address of the T$erer. Configs is main
configuration files directory and back_swconfighe switch configuration file
name. [5]

Restoring 10S Image and Running Configuration

1. To restore or upgrade IOS image from TFTP serveerdghe following command
syntax in privilege enable mode follow by carriagtirn. Next, specify the IP
address of the TFTP server and the I0S imageditedtore. Press ‘enter key’ after
each specification.

{Swi t ch#copy TFTP: flash:}
2. Restoring backup running configuration from TFTR/ee Enter command syntax
in privilege enable mode.
{Swi t ch#copy TFTP: runni ng-confi g}
specify the IP address of TFTP server and batlaifo be restored. When file is
successfully transfer to switch, enter this command
{Sw tch#write}

However, if TFTP server can not be accessed regntmebstore I0S image file to
Switch due to network failure, the following stega help to restore 10S image locally.
1. Copy desire I0S image to a laptop.
2. Connect laptop to switch using console cable
3. Boot switch to rommon mode (rommon>)
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4. Type this command example:
{rommon>xnmodem —c ¢c1841-i pbase-ne. 123- 14- TZ. bi n}
where, c1841-ipbase-mz.123-14-TZ.bin is the |IOSgenide.

5. Open windows Hyperterminal program. Within the hygeminal program, from
the transfer menu, select ‘send file’. From witthe ‘send file’ dialog box,
specify the location of the I0S image by clickimpwse and choose ‘xmodem’
transfer protocol. Click send to transfer image fd switch.[5]

6.1 NTP Configuration

Ntp (network time protocol) is very crucial in neixk security because it is very important
to know accurately when an event such as an atteckrred. Furthermore, in order to
accurately analyze traffic patterns for networletsure proper network tuning, it is
important to have NTP configure on all netwal#vices for proper time synchronization. In
an NTP environment, all devices synchronize tostimae time. With NTP, summer and
winter time adjustment is automatic. The followstgps outline how to configure NTP.
[15]

Step * Taking care of daylight saving time and devideiinal calendar, enter following
commands syntax:

{Rout er (confi g) #cl ock ti nezone EET +2}

{Rout er (confi g) #cl ock sumrer-time EEDT recurring 2 Sun Mar

2:00 1 sun Nov 2:00}

{Rout er (confi g) #cl ock sumrer-time recurring}

{Rout er (confi g)#nt p updat e- cal endar}

{ Rout er (confi g) #end}

Step 2— Configuring Cisco 3945 router to synchronizewgtratum 2 free NTP servers on
the Internet for accurate time. Commands syntax;

{Rout er(config)#ntp server 194.137.39.68 version 3}

{Rout er(config)#ntp server 194.137.39.67 version 3}

{Rout er (config)#i nt range G g0/1- 0/2}

{Router(config-if)#ntp broadcast}

Stratum 2 NTP servers 194.137.39.68 and 194.13%7 3flong to ‘tock.keso.fi’ and
‘tick.keso.fi’ respectively.

Step 3 — Configuring switches and internal routieasg will rely on Cisco 3945 for accurate
time synchronization. The following commands syng&ntered on all internal network
switches.

{swi tch(config)#ntp broadcastdel ay 4}

Step 4 Configuring all trunk ports on switches to listenbroadcast. Example commands
syntax:

{Swi t ch(confi g)#i nt G g0/ 1}

{Swi tch(config-if)#ntp broadcast client}
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7 Secure Switch Management with Network Assistant

To securely manage network switches with Cisco agtwssistant, all switches in the
management domain are assigned an IP address wighimgt_vlan subnet; that is,
172.16.32.0/24. Some switches with old 10S versigitisnot support network assistant. A
complete list of supported devices is available&Cmsto website. Cisco catalyst 3560 series
switches were used in lab simulation. The followpmgcedures are necessary to manage a
switch with Cisco Network assistant. [16, 17]

1. Apply the following configuration commands on evewyitch that would be
managed by network assistant. Only alter the fooctkt value of IP address.
Example configuration commands syntax:

{switch(config)# usernane Tekudboys privilege 15 secret
Tekudboys75}

{switch(config)# i p domai n-name savot eku. con}
{switch(config)# ip http server}

{switch(config)# ip http max-connections 16}
{switch(config)# ip http timeout-policy idle 180 life
180 request 25}

{switch(config)# int vlan 32}

{switch(config-if)#i p address 172. 16. 32. 2 255. 255. 255.0

}
{switch(config-if)# no shutdown}
{switch(config-if)#end }

2. Install Cisco network assistant on the managemampater and assign the

computer IP address within the mgt_vlan subnet.

Assign the switch port (int fa0/7) connected to rti@nagement computer to native

vlan 32. This can be accomplished by entering dlieviing commands on switch

connected to management computer.

{switch(config)#i nt fa0O/7}

{switch(config-if)#sw tchport node access}

{switch(config-if)#sw tchport access vlan 32}

{switch(config-if)#no shut down}

{swi tch(config-if)#end}

* Launch network assistant program on managementu@mpg-rom within the
program startup window, select create communitip¥oby ok.

* Leave the default settings in ‘Advanced’ tab. Em@mmunity name in the ‘name’
text field and tekucompany in the ‘company nameldii From ‘discover’ drop down
menu select ‘devices in an IP address range’ asrsiroFigure 16. Enter start and
end IP address range, click start follow by ok.
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2% Cisco Network Assistant

Application  Window H
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Total Rows: 3

Figure 16. Entering IP address range for manage switches

3. Click on the ‘front panel’ view button located drettool bar to see a front view of
selected switches. The front view of three simaawitches is shown in Figure 17.

dpplication  Window Help

20 &4 @8 «&

4 % Setup B Front Panel View

¥7 {4 finalworks
Configure

M D [ sw4s0s

3 @ Monitar @ [l swasto
el bz @ [ swasen
f@ & Troubleshoot

3 @ Maintenance

ook ]

Figure 17 Front panel of simulated switches
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7.1 Using Smart Port to Configure Switch Ports

On the left navigation pane in Figure 17, click'configure’ tab and ‘smart ports’ to open
the smart ports configuration window. Select porighe switch you wish to configure by
clicking and dragging the mouse over them; nexkatin modify button. In the modify
dialog box, select the role of the port by clickiihg role drop down button. If the selected
ports are connected to access points, select agogggrom the ‘role’ drop down menu.
Select native vlan, for example management (38has/n in Figure 18. Click OK and
Apply. Click on save configuration on the left ngaiion bar to push configuration to
switch. [16]

%o o G | R iBD B | 52 D
> % Setup P;:Frun.!?_am!l View
- s o [f4! finalworks

D [ swadcos
] SWZ960
P SWASE0

- Q%} Configure
Smartports...
b Ports
- Securi ity
Security Wizard..,
Port Security ...

X acL..
P Quality of Service
b Switching
P Routing
P Device Properties T T Ex
Save Configuration... ==
Interface: Multiple
Role: K access paint e
Attributes
Mative WLAM: | management {32) ¥
[ suggest |[ modify |[ Cetails |
[ ox ][ apply [ refresh [ cancel |[ Help |
» Monitor
> E Troubleshoot
v () maintenance

Figure 18 Using smart port to configure switch port



43

7.2 Configuring Application Filtering

To configure application restriction, within theoftfiguration’ tab, select ‘security’ follow
by security wizard. In the security wizard windase)ect ‘restrict applications’ and click
next. Select applications to filter from switch ass ports, for example telnet and secure
shell as shown in Figure 19 and click next. Seleetswitch to apply filtering and click
next. Manually select ports to apply filtering,alinext, next and finish. [16]
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ssh (tcp, 22)

select move to the Selected Applications: ntp {udp, 123)
list, pim-auto-rp (udp, 436)
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ITyou do notwant o filter an application that
Protected Port...
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Select All Select All
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Figure 19. Application filtering
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7.3 Configuring Port Security

To configure port security, within the ‘securityategory in the left navigation bar, select
‘port security’. Within port security window, selethe desire switch from hostname
dropdown menu. Select desire port, for examplesfadllow by a click on modify button
as shown in Figure 20. In the ‘modify’ dialog b@nable ‘sticky behavior’ and violation
action as ‘shutdown’. Click ok and apply. Clickveaconfiguration’ to save configuration.
[16]
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Figure 20. Configuring port security
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7.4 Backing and Restoring Files to TFTP Server

To backup and restore configuration files to thé&=TP server, go to ‘maintenance’ tab and
click ‘configuration archive’. Within the configutian archive window, ‘select backup tab’,
select switch. Click ‘preferences’ to specify laoatof TFTP server as shown in Figure 21.
Click browse to locate TFTP server on the netw@lick ok to backup configuration file.
%e ([ oH @8
» € seu  rron

» &% configure P —
> [a Monitar @ [Eswzeeo

- e D SW3IEE0
» E i enblashanE

x @ Maintenance

Software Upgrade...

| e @TRD | Bw| =22 |9

File Management...
Configuration Archive. ..

Restart/Reset... Hostname: SW3460s

Telnet... Backup Note:

aaaaaaaaaaaa

Enter a reminder note about this configuration so that you
canfiguration that you would like to restare
Save configuration on the device before backup

Backup Directory:

| c:\Documents and Settings\cadminin | [ Browse

Backup Directary: | C:\Documents and Settingsheadmint, networkassistantibackups

apply [ Refresh ][ cancel |[ preferences J[ hHetn ]

[16]

Figure 21 Backing up configurations to TFTP server
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8 Enforcing Endpoint Security Control with Cisco NAC

Cisco NAC (network admission control) formally knows Cisco clean access, is a network
security solution aim at providing and enforcingwark security policies on all devices
requesting access to network. Some of these plici®lve checking if computer

requesting network access has up-to-date opersystgm patches, up-to-date
antivirus/spyware signature files; If not, the cartgy is quarantine and user asked to
comply with network security policy before netwacess is granted.

Cisco NAC appliance has three user roles whictaarfellows:

1. Unauthenticated role is created by default andncaribe edited. Both web and agent
login users are placed into unauthenticated rolenathey initiate network access.

2. Client posture assessment role (agent temporargaachntine role). Agent user is
put into temporary role while system checks arégoered. A user is put in
guarantine role when system checks fail to comptit wetwork security policies.
Quarantine and temporary role are created by dedadl require just configuration.

3. Normal role — network user is placed into normé¢ fter successful login. Normal
role must be created and associated with traffices.

A network running Cisco NAC along side other seguiame work implementation has the
ability to reply major network attacks that may gnd the network. In implementing Cisco
NAC, many factors must be taken into account. Thaedede the number of CAS (clean
access servers) needed in the deployment, the raeximmber of concurrent connection
per CAS and a CAM (clean access manager) for magdgAS. Cisco requires that a
license be purchased for every CAS (based on thauof maximum concurrent
connection) and CAM (based on the maximum numbenarfage CAS). In Figure 5, seven
CASs are deployed, that is including CAS for lisedid Varkaus campuses. The design in
Figure 5, where by routing is performed at the mekncore instead of distribution layer as
recommended by Cisco, is necessary because itegdue number of CAS needed in the
deployment. But however, when performance is aripyiover cost of CAS, then routing
will be performed at the distribution layer. Thigams the number of CASs will increase
from 7 to a minimum of 17 and will drive up cost8][19][20]

8.1 Installation of CAS

To install CAS, it is required that the server can@p must support two network cards (ethO
and ethl). In this deployment example, Dell PowgdEt950 is used to install CAS
software; Dell powerEdge 950 is also compatibleletail list of hardware server

appliances that support CAS software is availabl€sco website. The two

GigabitEthernet network cards (ethO and ethl) irBGarver should be replaced with Dell
Intel Pro/10GbE SR 10Gigabit network cards to eliaté bandwidth mismatch bottle neck
between the distribution and cdayer. Layer Zirtual gateway inband mode (IB-mode)

is used in CAS installation example with exempdICAS 7 which is deployed as layer 3
real IP gateway. In Cisco NAC terminology, eth@eaterred as trusted and ethl as untrusted
interface. The necessary steps to install CAS afelws: [19]

Step 1- insert the ISO bootable image disc of CAS sofewato Dell powerEdge1950 and
allow the server to boot from the disc. Selecttafilean access server’ by hitting the



return key. Enter information available in Tablevben prompted in the installation process.

Table 5 CAS installation data

EthO IP address

172.16.34.4 255.255.255.0

Default gateway

172.16.34.1 (this is switch vilingerface)

Vlan ID- passthrough

Yes

Management Vlan tagging

Yes , value =989

Ethl IP address

172.16.34.4/24

Default gateway 172.16.34.1

Vlan ID —passthrough Yes
Management Vlan tagging Yes, value =990
Hosthame CAS1

IP address of Name server 172.16.33.10
Shared secret Gipsonl123
Time Enter correct time
Fully qualify Name for SSL 172.16.34.4
Organization unit name Teku
Organization name Savonia university
City name Kuopio

State code Ps

Country code Fi

Root password Gipsonl123

Web console admin password Gipson123

When all the information in Table 5 is enteredhia installation process, CAS would have
been successfully installed. At the root propt oot @asl1-]#) type ‘service

perfigo reboot’ torebootthe CAS. When the reboot process is ceteg] use
‘service perfigo config ‘, atthe root prompt at any time to make CAS

configuration changes.

8.2 Installation of CAM

On the computer dedicated for CAM, insert the boletamage disc of the CAM software
into the disc drive of the server computer andvaliioe server to boot from disc drive.
Select ‘install CAM’ from the boot option menu higting the return key. Enter
information found in Table 6.The CAM uses only d&thaernet card (eth0); ethl is left
unused. [20]

Table 6. CAM installation data

EthO IP address 172.16.33.2 255.255.255.0

Default gateway 172.16.33.1 (this is switch vilinterface)

Hostname CAM

IP address of Name server 172.16.33.10

Shared secret Gipsonl123
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Time Enter correct time
Fully qualify Name for SSL 172.16.32.2
Organization unit name Teku
Organization name Savonia university
City name Kuopio

State code Ps

Country code F

Root password Gipsonl123

Web console admin password Gipson123

When CAM software installation is completed, rebibat server with ‘service perfigo

reboot’ command. To login into CAM or CAS when #drebooted, use ‘root’ as username

and Gipson123 as password. Table 7 shows exampimaads syntax for configuring
SW1 and SW2 connected to CAS1. VLAN 989 and 99@aremy VLANs and are not
allow to be used anywhere else in the network; g#heuld not have switch virtual

interfaces.

Table 7SW1land SW2 example commands syntax to support CAS1

SWL(config)#i p routing

SWi(config)#vlan 2

SWi( confi g- vl an) #nane
SWi(config-vlan)#vlan 3
SWi( confi g- vl an) #nane
SWi(confi g-vl an) #vl an
SWi( confi g- vl an) #nane
SWi(confi g-vl an) #vl an
SWi( confi g- vl an) #nane
SWi(confi g-vl an) #vl an
SWi( confi g- vl an) #nane
SWi(confi g-vl an) #vl an
SWi( confi g- vl an) #nane
SWi(confi g-vl an) #vl an
SWi( confi g- vl an) #nane

32
33
34
36
48

SWi(config)#vtp node transparent

i sol ated vl an
DMVZ _primary_vl an
ngt _vl an

| nt eservers_vl an
NAS ngt vl an
staff vl an

st udent vl an

SWi(config)# int vlian 3

SWi(config-if)#i p address 172.16. 3.2 255.255.255.0
SWi(config-if)#no shutdown

SWi(config-if)#int vlan 32

SWi(config-if)#i p address 172.16.32.2 255. 255. 255.0
SWi(config-if)#no shutdown

SWi(config-if)#int vlan 33

SWi(config-if)#i p address 172.16.33.2 255. 255. 255.0
SWi(config-if)#no shutdown

SWi(config-if)#int vlan 34

SWi(config-if)#i p address 172.16.34.2 255. 255. 255.0
SWi(config-if)#no shutdown

SWi(config-if)#int vlan 36

SWi(config-if)#i p address 172.16.36.2 255. 255. 252.0
SWi(config-if)#no shutdown

SWL(config-if)#i nt vlan 48




SWL(config-if)# p address 172.16.48. 2 255. 255.240.0
SWi(config-if)#no shutdown

‘Trunk |ink between SWL and CAS 1 °

SWi( confi g) #hw nodul e upl i nk sel ect tengi gabitethernet
SWi(config)#int tengig 1/2

SWi(config-if)#sw tchport trunk encapsul ati on dot 1q
SWL(config-if)#sw tchport node trunk
SWi(config-if)#sw tchport trunk native vlan 989
SWL(config-if)#sw tchport trunk allow vlan

3,32, 33, 34, 36, 48

SWi(config-if)#no shutdown

‘Trunk |1 nk between SW2 and CAS 1 °

SW2( confi g) #hw nodul e upl i nk sel ect tengi gabitethernet
SW2(config-if)# int tengig 1/2

SW2(config-if)#sw tchport trunk encapsul ati on dot 1q
SW2(config-if)#sw tchport node trunk
SW2(config-if)#switchport trunk native vlan 990
SW2(config-if)#switchport trunk allow vlan

3, 32, 33, 34, 36, 48

SW2(config-if)#no shutdown

8.3 Adding CAS to CAM

To be able to enforce network access polices thr@asS, all CASs in the network
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environment must be added to the CAM. The followandjine steps to add CAS to CAM.

[20]

Step 1- From the network management computer, open awtser and enter the IP
address of the CAMW{tps://172.16.33)2 Accept the untrusted certificate warning. Ente

username ‘admin’ and password ‘Gipson123’ to lagin CAM. Figure 22 shows CAM
login window.

. Deack - & - = B ] S

wtfoen]es
CISCO

Admin User Mame

Password

2y & Internst

Figure 22. CAM login window
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Step 2— Submit CAM license file obtained from Cisco bigking browse button and
locating the file. This file contains the MAC adsseof ethO of the CAM server computer.
Click on ‘install license’ button to install liceass shown in Figure 23.

g1 hittps:/Ff172.25.94.24 - Cisco Clean Access Manager - Microsoft Internet Explorer provided by Cisco Systems, Inc. @@@
File Edit  View Favorices RIS Help ar
QY Back ~ o = & #a 2 sSearch Favorites 4 =g [ = =
Address | ] https: /172 .25.54. 24/ /adminfmain. jsp - a G0

~

Clean Access Manager License Form

The product license for this installation (MaC Address: 00:30:48:80:43: 060 s either invalid, expired,
or not yet set. Please choose the correct license that vou will nead:

Product Evaluation: If you are evaluating the CCA product, please visit the Cisco Technical Support
site to register and obtain an evaluation product license., Once this is complete yvou will receive a
license key via email which must be saved to a text file. Enter the license file name in the input box
below (use the Browse button to navigate to the text file) and hit the Install License buttaon.

Product Authorization Key (PAK): If vou have received a Product Authorization Key (PAKD with your
purchase, please visit the Cisco Technical Support site to register and obtain the proper product
license, Note: During the registration process, vou will be asked for the MAC address from one or
more of your systems, please have this information ready. Once this is complete, you will receive g
license key via email which must be saved to a text file. Enter the license file name in the input box
below (use the Browse button to navigate to the text file) and hit the Install License button:

Clean Access Manager
o z Browse
License File L
Install License

Non PAK: If vou didn't receive a PAK with your purchase, then you must email Cisco Licensing at
licensingdcisco.com for a product license key, Please include vour sales order number, MaAC address
of the Clean Access Manager and Servers in your email. Once yvou get the product license key, enter
this information below:

Enter Product License:

Re-Enter Product License:

Enter

Figure 23. CAM license installation window

Step 3— Within the CAM manger home page, click CCA Sefedow by new server from
the left navigation pane to add a new CAS serv&AM. Enter CAS IP address, location
information and ‘virtual gateway’ for server typg shown in Figure 24. Click ‘add access
server’ button to add CAS server. When many sermersadded, a list of available servers
can be viewed by clicking on the ‘list of serveabtin the CCA server window. Click the
authorization tab and check ‘enable CCA serveraightion’ and ‘test CCA server
authorization’; Type CAS1.savoteku.local and cligidate.

To add CAS 7 to the CAM server select ‘real IP gatg as server type. Next, go to Device
management, ‘CCA server’, ‘manage (CAS_IP)’, ‘natiiolP. Enable L3 (layer 3) support
and L3 strict mode as shown in Figure 25. Thesmopwill allow VPN clients to
authenticate through CAS 7 to access the netwdr&.tiusted interface (eth0Q) is connected
to SW3 and untrusted (ethl) connected to Cisco 8&dter. Each interface is on a separate
subnet.



Device Management > Clean ACCess SEFVErS B

List of Servers

Mew Server

Luthorization

Server IF oddress |

Server Locarion |
Server Typa Yirlual Gataway A
el Gatewa if
HzaklP Galzway ]
Out-ofBand ¥itual Gatevay =
Cut-of-Bend Reak P Gateway o
Figure 24. Selecting ‘virtual gateway’ for CAS server type
Device Management > Clean Access Servers > 10.201.5.120 o]

Stolus
P DHCP

Metvwork

Advanced Awrthientication

Dxs

Clean fccess Server Type: FeakP Gateway v

[ Enable L3 support

Ensblz L2 strick mode to block NAT devices with Claan fccess Agert
[ Enzble L2 stricc mode to block L3 devices with Clean Access Agent
Platform: APPLIANCE

Trusted Interface (to protected network) Untrusted Interface (to managed rnetwork)

IF tddress Iltli'm 5120 IF Addrecs 132 165 24131 |
Subret Mask (2552552550 Subriet Mask 2552562550 |
Defauit Gateway 1020151 Default Cateway 1921682410 |

[ Set management VLAN 10: | [ Set management YLAN IC: |0

IMaks cura tha Claan fAccezs Serwer 5 on VILAN n bafare you set s management WLAN [D 4o 5.}

| Lipdate | I Feboot |

Figure 25. Selecting ‘real-IP gateway’ for CAS7 server type

e
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Step 4— After installing the license for CAM, it is reiged to install additional licenses for
the CAS that will be managed by the CAM. To accasfipthis, after successfully logging
into the CAM, click on ‘CCA manager’ follow by ‘lensing’ as shown in Figure 26.
Browse to the CAS license file and click ‘instatldnse’ to install individual licensed for the
CAS. A list of successful install CAS with licensgsl be seen in the licensing window.
Figure 26 displays ten inband and ten outband semstalled.

lean Access Manager

Aalrpanastration = Clean Ac 5 Manages o =

Systei|Fime SSL Cortificate fSystems Upgrade Licsnsineg

A bl -l P L S IRTIES|

Clran acress AexlM Licanse Fis(s] | Brorwes,.. |

Iniste | Licefisg J R Al Licsfisss |

- Laoal Users

Perfigo Praduct Lic=nse Key |
- Eaimmany Appty Fee
- Ending Lsers
[~ Ewvent Lgs
T

Fiadl M Liters s-Enabkaid
Faarras

Manage=r Falaver Licerse
[ey=HoY

In-Bard Server Codnt i0

Curt-of-Band Server Courk 10

b |
FT4 5

Figure 26. Installing licenses for CAS servers

8.4 Configuring Global Filters

Global filters apply to all CAS in the CAM managemédomain. Subnet filter allows for
authentication specification and access filterd@applied to an entire subnet. All devices
accessing the network on a subnet are subjectilterarule. Steps involve in configuring
global filters are as follows: [20]

Step * Go to device management, ‘filters’ and ‘subnats'shown in Figure 27

Step 2 Enter IP address of subnet, description and ‘theaiicated role’ as user role.
choose ‘allow’ as access type as shown in Figdrd Be subnet IP address refers to the
entire IP address block for the internal netwogqgesented by the VLANS.

Step 3— click ‘add’ to save policy.
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+

Device Managemenl > Filters £

_ Suhneﬁ

By delfault, managed chants must kog in to access the network. Set up aslternate access pohces by
subnet here. You can permit access without authenncaton, block access, or permit access without
authentication with a role. IF bandwidth management is enabled, devices allowed without specifying a
role will use the bandwidth of the Unauthenticated Rale.

Subnet Address/Metmask 1g2120 f 2

(CIDA farmak, ax: 192,168 28.0/ 22}
Drescription bualding 2 |
Access Type ® allow O deny

i use role: | Unauthentcaied Role
Add
. Clean Access . _ |
[ P

192.168.128.0 / 22 GLOBAL admen ailow
10.2.12.0. 5 22 GLOBuA], building 2 allow ﬁ I:’{

109797

.

Figure 27. Configuring global filters

8.5 Configuring User Roles

To configure user role, go to ‘user managemensefuoles’ and ‘new role’ as shown in
Figure 28. Next, follow the following outline steg20]

User Management > User Roles

e

List of Roles MNevy Role Bandwridth Schedule

[0 pisable this role

Role Mame [ |

Role Description [ |

Role Type | Marmal Login FRole V|

*Maxr Sessions per User Account
([0 case-Insensitive ) : (1 — 255; 0 for unlimit=d)

Retag Trusted-side Earess Traffic I:' (0 — 4095, or leave it blankI(*This cption has bean dapracatad. and it will
with SLARN (In-Band)

b= rermoved in upcoming releases)

= Out-of-Band User Role wlom |VLAI\J |-} e Cif l=ft blank, it will default to the default scces=s vlan
settings in the Port Profile]

(SSE?EB Switch Port after Login & Enahle & Disahle  (This option is effective only when port profile is set to ose i)

*Refresh IP After Login (OOB) & Enable ) Disable (This cption only applies to L2 GOB Wirtual Gatewsy with Role wian
as Access WLAM and switch port is MOT bounced after WLaM chanae)

rafter Successful Login Redirect @ praviously requestsd URL

o

O this URL:

Ce.g. http iid waw. cisco. corns 3

Redirect Blocked Requests to & default access blocked page
3 this URL or HTMML message:

*Show Logged-on Users User info Logout button

[ Create Role ] [ FPeset ]

(*only applizs to normal login roelel

185433

Figure 28.Creating new user role
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Step * Enter role name and description

Step 2 Enter role type as ‘normal login role’

Step 3 Select URL option. Entevww.savonia.fiin ‘after successful login redirect to’ field.
Step 4 Disable ‘refresh IP after login (OOB)’

Step 5 allow other options untouched as shown in Fig@d@&eClick on ‘create role’

Step 6 Go to ‘user management’, ‘user roles’, ‘list ofe’ to access the new role created.
Here it is possible to edit traffic policies anchaidth for created roles as shown in Figure
29. The traffic policy for CAS7 is created locadlgd given a higher priority over global
traffic policy. This is because CAS7 is deployed. 81mode while other CASs in the
network are in L2 mode. Local traffic policy for &K is created by going to device
management, ‘CCA servers’ ‘manage (CAS_IP)’, ‘fili@nd role.

Step 7- Click the edit icon in Figure 29 to open windbw editing desired user role.

Step 8- Click on traffic control tab in Figure 29 to dmure policies associated with
different roles. The traffic control policy configed in this network is ‘IP based’ as shown
in Figure 30. Individual roles can be configureddtigking on ‘add policy’ link or on ‘add
policy for all roles’ to configure all roles in bul

User Management > User Roles v

List of Roles New Role Traffic Control Bandwidth Schedule

mmmmm

Unauthenticated Role deny deny Role for unauthenticated users iy
Rale for users to download ey &
Temparary Role deny deny requirements 2 ] X
Quarantine Role deny deny Role for quarantined users hy ﬂ X 0
Iy}
rolel deny deny 500 Z ﬁ X %

Figure 29, A list of created user roles
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User Management > User Roles

Schedule

Bandwidth

Traffic Control

List of Roles New Role

- Host

2

s Select
|AII Faoles V||Untrusted > Trusted VH ] add Policy to All Roles
Unauthenticated Role Add Policy
| action | Protocol | Untrusted | Trusted ____[Enable] Edit | Del | Move |
Allow uDP pust
Bloclk ALL

Add Policy

Temporary Role

| Action | Protocol [ Untrusted | Trusted
Allaw TCP LI 10,201.2.11 £255.255.255.255 ;80 ) . ¥
allow TCP ok 10.201.2.11 /255,255,255, 255 144 3 < . A
Allow UDFP b *153 Fusted dns server
Block ALL
Quarantine Role Add Policy
[ Action [ Protocol | Untrusted | Trusted ___ |Enable] Edit | Del | Move]
Block ALL
ALL Add Policy
[ Action [ Protocol | Untrusted | Trusted ____ |Enable] Edit | Del | Move]
Allow ALL TRAFFIC * C ] x

Figure 30.IP based traffic policy window

Step 9— Select an existing role created, for exampleliol Figure 29 and click on ‘add
policy’. Within the add IP policy window in Figui&l, in the protocol field choose ‘TCP’ as
the allow protocol to be used by unauthenticatentsu€Enter IP address/subnet and ports for
the untrusted network (connected to ethl). Entsy B address/subnet and ports for trusted
network (connected to eth0). The IP address fouttirusted network is the IP address
block for all internal networks represented by VLM Table 3. It is possible to create
separate roles for each VLAN if a single IP addt#esk is not possible. Allow other
options untouched as shown in Figure 31. Clickaad policy’ button to implement policy.

©

User Management > User Roles

Schedule

Bandwidth

Traffic Control

List of Roles New Role

Add Policy for Rolel [Untrusted->Trusted]

Priority
Action @ allow O Block
State @ Enabled O Disabled
Category IP -
Protocol TCP v D
Untrusted (IP/Mask:Port) |“ | ! |" | : |"‘ | (eos "7, "21,1024-1100", "1024-65535")
Trusted (IP/Mask:Port) |* | i |* | : |* ” [esx: "**, "71,1024-1100", "1024-55535")
Description | |
[ AddPolicy | [ Cancel |
& Drop AaLL

Figure 31. Configuring IP based traffic policy for Rolel
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8.6 Configuring Bandwidth Control

In a network environment where bandwidth avail&p#ind how it is being used is very
important, Cisco NAC appliance can help regulatedipadth by user role. First on the CAS
connected to bandwidth sensitive network segmeaathle bandwidth management and
click on update button. To accomplish this, goéwide management, ‘CCA servers’,
‘manage (CAS_IP)’, ‘filters’, ‘roles’ and ‘bandwilt Next, from the ‘user management’,
click ‘user roles’ follow by ‘bandwidth’. Click etlbutton next to the role you want to
configure bandwidth limits. The bandwidth windowrfoopens as shown in Figure 32.
Enter desire bandwidth information. Choose ‘afrssshare the specify bandwidth’ for
share mode and click on save button. Session tunh®peach role can be configured by
going to ‘schedule’ and ‘session timers’ but howedefault session time out is 4 minutes.

[19, 20]

©

User Management > User Roles

List of Roles MNew Role Traffic Control Bandwidth Schedule
Role Name: Temporary Role
Upstream Bandwidth Kbits/sec
(the minimum recommendec value is 100; use -1 for unlimited)
Downstream Bandwidth |4000 Kbits/sec

(the minimum recommendec value is 100; use -1 for unlimited)

(from 1 to 10; the burst rate is determined
by multiplying this number by the bandwidth)

Shared Mode Each user owns the specified bandwidth J&s

Description | |

184560

[ Save ] [ Cancel

Figure 32. Configuring bandwidth for temporary role
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8.7 Configuring Temporary Role

The temporary role is used to place users requesgitwork access while their computers
are being checked for any vulnerability. Selectgerary role by going to ‘user
management’, ‘user role’ and ‘traffic control’ asosvn Figure 33. Click on ‘add policy’

link to configure temporary role. A temporary revendow like the one in Figure 31 will
appear. In the trusted (IP/mask:port) field enter P address of the CAM and port 80. This
will allow temporary role users only access to CA&tver when system check is on. [19,
20]

| user Management > User Roles B

Bandwidth Schedule

List of Roles New Role Traffic Contraol

IP - Host
I
Temporary Fole - | |Untrusted -» Trusted «| Select | .
I porary J I J Add Policy to All Roles
CAM P .
Temporary Role Add Paolicy
| action | Protocol | Untrusted | [Enable| Edit ] Del [Movel
allow TCP ok 10.201.240,11 /255,255, 255,255 180 ¥ ﬁ x '
allow TCP *ok 10,201.240,11|/255,255.255.255 1443 @ T a3 i
allow UDP ki *:53 trusted dns server
Block aLL

153862

1 [T DHS in Real-IP and MAT Gateway; DMS/DHCP in Wirtual Gateway. )

Figure 33. Configuring temporary role

8.8 Configuring Quarantine Role

In configuring the quarantine role, select quarantole in Figure 29 and click on ‘add
policy ‘. In Figure 34, fill in the IP address blofor all VLANSs in the untrusted text field
along with allowed communication ports (for examptet 80 and 443). In the trusted text
field, enter only the IP address of the CAM and 86x443. [19, 20]
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User Management > User Roles )]

List of Roles New Role Traffic Control Bandwidth Schedule

Add Policy for Quarantine Role [Untrusted->Trusted]

Priarity IG
Action © pllow  © Block
Category P -
Protacal |TCP j |6
Untrusted (IP/Mask:Part) |* / I* : I* (ex: "#", "21,1024-1100", "1024-65535")
Trusted (IP/Mask:Port) I* ! I* : |* (= "*", "21,1024-1100", "1024-65535")
Description |
AddPolicy | Cancel |

[ _Pri. | action [ Protocol | Untrusted
* allow uop *i *53 trusted dns server
* Droo ALL L]

183860

Figure 34. Configuring quarantine role

8.9 Configuring Network Scanning

Cisco NAC appliance uses Nessus plugin to perfatwaork vulnerability assessment.
Cisco NAC only support Nessus version 2.2 and eaddwnloaded from Nessus website.
Nessus plugin is loaded to the CAM and the CAM ttistributes it to all CAS in CAM
domain. Figure 35 shows how to upload Nessus mpldidg to the CAM. The file could be a
bundle with .tar.gz extension or individual dowrded files from Nessus website with .nasl
extension. To upload plugin files, go to Device egement, ‘clean access’, ‘network
scanners’ and plugin updates. To view a list obaged plugins, go to, Device
management, ‘clean access’, ‘network scannersgn'setup’ and ‘plugins. Within the
plugin window, click ‘show plugin’ dropdown menu.qg, 20]

Nessus scanning can be associated with the tenypgotar This is very useful because
Nessus plugin checks computer for any vulnerabnityle in temporary role before full
access to network is granted. To associate Nesangsisg with temporary role, follow
these steps:

Step 1- Go to device management, ‘clean access’, ‘nétwoanner’, ‘scan setup’ and
plugins.

Step 2- Select ‘temporary role’ from user role and sel@ndows for operating system.
Step 3- Select desired plugin or ‘all’ from show plugidsopdown menu as shown in
Figure 36.

Step 4- Check ‘enable scanning with selected plugin’ alick update button.
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Device Management > Clean Access

Certified Devices
Scan Setup

General Setup
Plugin Updates

Network Scanner
Reports

Clean Access Agent

Updates

Manage the Clean Access Manager's plugin repository here, Use manual updating to load plugins (e.g.

myplugin.nasl or plugins tar.gz) you have acquired or created yourself, When there are plugin dependencies
and a prerequisite plugin is not uploaded, the uploaded plugin won't be applied,

Manual Update ‘C:’%,CCAHpIugins.tar.gz H Browse... |

| Upload | | Delete Al Pugins |

{Rename your archive file of plugins to "pluginz.tar.gz" before uploading.]

1836490

Figure 35.Uploading Nessus plugin

Device Management > Clean Access

©

Certified Devices

General Setup Network Scanner

Clean Access Agent Updates
Scan Setup Plugin Updates Reports
Plugins | Options | Yulnerabilities | User Agreement | Test
User Role |rDIe1 v
Operating System |ALL A

(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are
specified.]

When there are plugin dependencies and a prerequisite plugin iz not enabled (2.9, enabled plugin B depends on disabled

plugin A's result], the disabled plugin iz =till applied. In this case, only the administrator report will show the dizabled
plugin's scan result

Show | — Selected — plugins

— Selected —

selected plugins: l Update ] [ Cancel l

183652

Figure 36 Associating Nessus plugin with temporary role
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8.10 Configuring Vulnerability

The vulnerability feature ensures how the end wéer wants to access network will
respond when vulnerability is found on his or hemputer. Access the vulnerability
configuration form by going to Device managemetlgan access’ ‘network scanner’, ‘scan
setup’ and vulnerabilities. Within this form, sdl&emporary role’ for user role and
‘windows_all’ for operating system. Next, seleat thessus plugin ID, name and vulnerable
if option. The ‘vulnerable if’ is an option thatespfies what action will be taken if a scan
match is found. In Figure 37 an example of vulniitglconfiguration is shown. It is
recommend to select ‘HOLE' for the vulnerable itiop. This is because all computers in
the network are running F-secure client securitgiror other antivirus software with
personal firewall. With ‘HOLE’ option, a computex put to quarantine role if a
vulnerability match is found after scanning. Totedplugin ID, click on the edit icon
associated with the plugin; an edit plugin formegms as shown in Figure 38. Within this
form, it is recommended to type in the ‘link’ teidld the web address to redirect users to
go and solve the vulnerability problems on themgpaters. [20]

@

Device Management > Clean Access

Network Scanner

Certified Devices General Setup Clean Access Agent
Scan Setup - Plugin Updates - Reports

Plugins | Options | Yulnerabilities | User Agreement | Test

Updates

User Role |ro|e1 w

Operating System |ALL L4

[By default, 'ALL" settings apply to all dient operating systerms if no OS-specific settings are
specfied. )

Enabled Plugins:

[ 10| Name | vulnerableif.. | Instruction [ _ Link __[Edit

GSR ACL
1s7o 900 'HOLE v| [}
10973 C5Cdi34061 | HOLE WARN v ]
cisco 675 R
10561 (Ao 00 | HOLEWARNINFO v S
o

Figure 37. Configuring vulnerability for temporary role
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Device Management > Clean Access

©

Certified Devices General Setup Network Scanner
Scan Setup -+ Plugin Updates - Reports

Plugins | Options | Yulnerability | User Agreement | Test

Clean Access Agent Updates

User Role ralel
Operating System ALl
Plugin 1D 10973
Plugin Mame CsCdiz40a1
HOLE WWaARN -

wulnerakility if report result is:
[~ plugin will generate a "WARN' report if the scan times out befare a result)

Type instructions describing what action to take

Instruckion in case this wvulnerability i=s found.

Link |http:,.f,-'\mw.c:isco—remediation—site.com

[ Update l[ Cancel

184463

Figure 38. Editing plugin ID

8.11 Configuring User Agreement Page

The user agreement page is a page that appearsustiemitiates login and network
scanning has been performed on user’'s computern\Waieulnerability is found after
scanning, the agreement page appears with ‘acaeg@t'decline’ buttons. However, if
vulnerability is found, the page appears only Wigport’ and ‘logout’ buttons. Figure 39
show user agreement configuration form. Steps ndiguare user agreement are as follows:
[19, 20]

Step 1- For user role, select ‘temporary role’ and sel@mdows_all’ for operating system
Step 2— In the ‘information page message’ field, enter HTML file that conveys a
message about company security policy to end user.

Step 3— Allow other options on Figure 39 untouched alickapdate button.

Step 4— Follow step 1-3 to create user agreement foraguige role. Select quarantine role
as user role; for operating system choose windows.
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Device Management = Clean Access

©

Certified Devices General Setup Network Scanner

Plugin Updates -

Clean Access Agent

Scan Setup - Reports

Plugins | Options | ¥Yulnerabilities | User Agreement | Test

User Role | rolel e

Operating System | AL - |

(By default, 'ALL' settings apply to all client operating systemns if no ©S-specific settings are specfied.)

The User Agreement page contains user agreement text, security information, or any information you want
users to acknowledge to be certified for network access. Lse the Information Page configured below to
include information in the User agreement page specifically for users with the selected role and operating
system in your network.

Information Page
Message [or LRL)

(the web s=ruar hosting this page must be accessible to the user role by
traffic cantrol policy)

Acknowledgement
Instructions

(thiz text appears nesxt to the Accept({Continue) and DedinelLogout) buttons at the
bottorn of the User Agreerment page. The varisble #tirme# will be replaced with the gquarantine
tirme.)

Accept{Continue
Buttéjntl_abel : |A’3’39F't | {uss "HIDDEW" to hide this butkan)

Decline(Logout -
ButtOn Eahgm ! |Dec:||ne | [use "HIDDEM" to hide this button]

Update

183654

Figure 39. Configuring user agreement for temporary role

8.12 Configuring CAM Updates

Configuring CAM update is necessary when a compangquired to be up-to date with
recent version of CAM software. Follow these stiEpsonfigure CAM updates. [20]
Step T Go to Device management, ‘clean access’ and apdat

Step 2— Within the update form shown in Figure 40, tingetfor CAM to automatically
check for updates should be same as that configurindows update on every end
computer. This is very useful because, at evergrgtime, windows update patch files will
be current and network users will not be quarartieeause of vulnerability in their
operating system.

Step 3—- Uncheck ‘check for Macintosh clean access agpdates’ and ‘check for Cisco
NAC web agent’ because it not needed in this ptojec

Step 4- click update button.
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Device Management > Clean Access

[

Certified Devices
Update -

General Setup MNetwork Scanner Clean Access Agent Updates

HTTP Settings

Summary -

Automatically check for updates starting from | 1:00:00 |every |2 |h0urs

[start time in 24 hr format, ex: 14:30000; repeat tirne is in hours, ex: 2]

Check for Windows MAC Agent updates
(Clean Update will cause the MACAgentCFG. xml to be defaulted. Pleasze re-upload your custorn MACAgentCFG. x| after Claan Update)

Check for Macintosh Clean Access Agent updates

Check for Cisco MAC Web Agent updates
Check for L3 MAC Address Detection Activex/applet updates

[ Update ] [ Clean Update

Cisco auto-update is scheduled to start at 1:00:00 and repeat every 2 hours

You have the latest version {¥er. 76518) of Cisco rules installed

You have the latest version {¥er. 4.7.1.15) of Windows NAC Agent installer

You have the latest version {¥er. 4.7.0.2) of Macintosh NAC Agent installer

Latest version {¥er. 80) of supported A¥/AS product list {Windows) already installed

Latest version {¥er. 4) of supported A¥/AS product list {Macintosh} already installed

Latest wversion (¥er. 12} of default host policies already installed

Latest wersion (Yer. 9) of 05 detection fingerprint already installed

Latest version (¥er. 2.6.0.0) of L3 Java Applet web client already installed

Latest version {¥er. 2.6.0.0) of L3 ActiveX web client already installed

Latest version {(¥er. 15) of DOB switch 0IDs already installed

Latest version {¥er. 2} of Default L2 Policies already installed

Latest version {¥er. 4.7.1.503) of Cisco NAC Web Agent already installed

Latest version (¥er. 4.7.1.0) of Cisco NAC Download Facilitator (Applet) already installed §
No update is available for Cisco NAC Download Facilitator {ActiveX} E

Figure 40. Configuring CAM updates

8.13 Configuring Cisco NAC Agent Distribution

Cisco NAC agent software has to be distributedltocanputers in the network that will
need network access. Agent software will not bel igdogin into the network but will run
in the background of Active directory single sigmnto communicate computer posture to
the CAS sever. To distributing Cisco NAC agentwafe, the followings steps are
necessary: [20]

Step * Go to Device management, ‘clean access’, ‘cleaess agent’ and distribution as
shown in Figure 41. Browse and upload current varsi NAC agent software and click on
update button.

Step 2— Click ‘installation’ from the menu bar, fill iofmation as shown in Figure 42 and
click on update button. The ‘discovery host’ IP s$ is automatically generated,; it is the
IP address of the CAM. For this project it shoudd172.16.33.2

Step 3— When an AD SSO (Active directory single sign-dojnain user initiate login for
the first time and launches a web browser, the igsdirected to Figure 43 to download and
install Cisco NAC agent on computer in order toénaul network access.
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Device Management > Clean Access

©

Certified Devices
Distribution

General Setup
Installation

Metwork Scanner
Requirements

Clean Access Agent Updates

Rules Role-Requirements Reports

HAC Agent users, who fail a system requirement are assigned to the MAC Agent Temporary Rale. The role
policies should be set up to allow Users to access the required resources to fis their computers,

NAC Agent Temporary Role: Temporary Role

windows NAC Agent
Current Version: 4.7.2.7
Macintosh Clean Access agent
Current Version: 4.7.2.100

Current MAC Agent is a mandatory upgrade
[ 0o not offer current NAC Agent to users for upgrade

Upload Agent File: | |[ Browse.. |

Uplaad the gzipped tar file for the Windows/Macintosh NAC Agent file,

For example:
Windaws: nacagentsetup-win.tar.gz or CCAAgentSetup-4.1.3,0-k9.tar. gz
Macintosh: CCAfgentMacOSK-4.1,2,0-k9.tar gz

196611

Figure 41.Configuring NAC agent distribution

Device WManagement > Clean Access

©

Certified Devices
Distribution

General Setup
Installation

Metwork Scanner
Requirements

Clean Access Agent
Role-Requirements

Updates
Rules

Reports

Discovery Host: |1D.ED1.2.120

[Host narne ar IP address for MAC Agent to discover the Clean Access Server in Layer-3 deployrment.)

Installation Options for & windows O Macintosh

Agent configuration XML file upload: (Agent will be installed to a dient machine with these configuration settings)

| Browse.. || Ypload

Installation Options:

User Interface: OMoul OReducedul & Full UI
Run Agent After Installation: @ ves O Mo

Mo UI: 2nly the dialog for extracting installer is shown,
Feduced UI: Most of the installation dialogs are shown, but uzers are not allowed to choose target location.
Full UI: Al of the installation dialags are shown, and users are allowed ta choose target lacation,

Figure 42 Configuring NAC agent installation

277292
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ZN Cisco NAC Web Agent Download - Microsoft Internet Explorer |ZJ@J |

Eile Edit Wiew Favorites Tools  Help

Network Security Motice: This network is protected by the Clean Access Agent, a
component of the Cisco Clean Access Suite, The Clean Access Agent ensures that yvour
computer meets the requirements for accessing this network, and helps you keep your
computer secure and up-to-date.

Please use the Clean &ccess Agent to log in to the netwaork.

If vou don't have the Clean Access Agent software yvet, download it by clicking the button
below,. After downloading the installation file, run it to complete the installation.

If vou have already downloaded and installed the Clean Access Agent, please close this
window and right-click the Clean a&ccess Agent icon in the system tray and choose Login
from the menu, Enter yvour usual network user name and password in the login window,

I Launch Cisco NAC Windows Agent 4.7.1.504 1

Mote: If vou are already running the NAC Agent and yvou are connected through a slower
conmection (such as VPN or dial-up), please wait as it might take a few moments for the
Agent to pop up.

277324

.éj Done é ‘-fj Local intranst

Figure 43Information page to download and install Agentwafe

8.14 Configuring DNS Server for CAS

All CAS in the CAM domain must be configured to skinonize with the DNS server. To
accomplish this, go to Device management, ‘CCAeerimanage (CAS_IP)’, ‘Network’
and ‘DNS’. Enter 172.16.33.10 for DNS server, ‘daka.local’ for host domain as shown
in Figure 44 and click update button. [20]

Device Management > Clean Access Servers » 10.201.241.32

Status Network Filter Advanced Authentication

IP - DHCP - DWNS - Certs - IPSec - L2ZTP - PPTP - PFP

Host Name |ca52-|:luster-doc |
Host Domain | |
DNS Servers 171.70.168.183 |

[separate multiple addresses with a2 comra)l

185710

Figure 44. Synchronizing CAS with DNS server
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8.15 Configuring Manage Subnet and Static Route foCAS

All CAS in the CAM domain except for CAS7 are caufied with ‘managed subnet’. This
is because these CAS are configured for L2 deploymidis ‘managed subnet’ are subnets
represented by VLANSs in Table 3. The VLANSs subreats be added individually. To
configure managed subnet, go to device manage® server’, ‘manage (CAS_IP)’,
‘advanced’ and managed subnet as shown in Figuradibthe individual VLANs and
check ‘enable subnet-based vlan-retag’. [19]

CASY7 is configured with static route because dt@ployed in L3 mode. It is also placed
behind vpn concentrator which is integrated in €i8845 router. To configure static route
for CAS7, click on ‘static routes’ tab within ‘adveed’ tab of managed CAS7.Enter
network connected to ethl and default gateway. Big&twonnected to ethl is found in
Figure 5. [19]

To configure IPSEC VPN (IP security virtual privatetwork) for CAS7, go to, ‘Device
management’, ‘CCA server’, ‘manage (CAS_IP)’, ‘NetW and ‘IPSEC’. Within the
IPSEC form as shown in Figure 46, choose ‘enfaitoeh ‘vpn policy for clean access
server’ dropdown menu. Enter preshared key, fomga ciscokey. Leave other options in
default and click on update. [19]

Configuring ARP entry for CAS7 enables Internet giants to have smooth connection to
the internal network. To configure ARP entry for €A click on ARP tab as shown in
Figure 47 for managed CAS7. Enter network conneitedhO, ethl as shown in Figure 5
and click on ‘add ARP entry’ button. [19]

Adding VPN concentrator to CAS7- the VPN concewtratust be added to the CAS to
enable VPN client traffic to pass through the CABdosture assessment. To accomplish
adding VPN concentrator to CAS7, go to, Device nganaent, ‘CCA server’, ‘list of
servers’ ‘manage (CAS_IP)’, ‘authentication’, ‘vanth’ and ‘vpn concentrators’. Within
the add VPN concentrator form in 48, enter conetotmame, IP address and the share
secret between CAS7 and concentrator. [19]



Device Management > Clean Access Servers > 10.201.240.12 o))

Status MNetwiork

Managed Subnet - i . L + Static Routes - ARP

IP Address 1%_6&._1
Subnet Mask 25@@50
LA ID |—E1 1 (-1 for non-WLan)

Description LCﬁS_a_d_dress for WLAMN 31 managed subrjﬂ

|  AddManaged Subnet ||

IP/Netmask ¥LAN

10:10.10.10 Main Subnst (s o f—
19216821/ 755,258, 255.0 CAS address for YLAN 31 managed a1 bd - Managed
subnet subnets
Figure 45. Configuring managed subnet
Device Management = Clean Access Servers > 10.201.240.12 By
Status: Netwrork Filter Advanced Authentication
IP DS Certs IPSec LZ2TP PPP
*This faature has been deprecated, and it will ba removed in upcoming releaszes,
: [ouverrides the VPN palicy setting
ol F‘D|ICV for Clean Access Optional B in uzer role, when set to Deny ar
Server 3 Enfarce]
Default IPSec Preshared Key !c:isc:okey
i . [requires dymamic key setting to
Dynarmic IPSec Key O Enable @ Disable be snabled in user rale toa)
; [FER | (zhould be greater than Client
Server key Life |45IIIS | Rekey Time)
Client Rekey Time 1300z [should be atleast 300 seconds)
Ferfect Forward Secrecy (PFS) & Enable () Disable
M55 Clamping ) Enable (O Disable
MSS value i14DD | (in bytez])
: o
[ pdate J [ Festart [PSec [
o

Figure 46.Configuring IPSEC
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| Device Management > Clean Access Servers > 10.201.240.12 B

Authentication
Static Routes ARP

Filter
MNAT -

Status: ‘Network
Managed Subnet : ¥LAN Mapping

Advanced
1:1 NAT -

Proxy

Subnet Address/Mask | |fi |

Link Trusted (2] )

Description | |

| AddARPEnty | | FlushARPCache |

e [ Lk | Descripion | Del

10.10.10.40 f 255,255,255.255 Untrusted ARP generated for DHCP

183661

Figure 47. Configuring ARP entry

L3
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Device Management > Clean Access Servers > 10.201.240.10 (

©

Status
Login Page

Network Filter Advanced Authentication
¥PH Auth Windows Auth SIdent Auth 05 Detection
General | ¥PN Concentrators | Accounting Servers | Accounting Mapping | Active Clients

Shared Secret: I:l Confirm Shared Secret: I:l

Description: | |

[ Add WPMN Concentrator ]

¥PN Concentrator IP Address | Dpescription | Dpel |
test 10.201.1.11 *

wpn_con 10,201.11.101 *

=
e |
183677

Figure 48 Adding VPN concentrator to CAS7
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8.16 Configuring Active Directory Single Sign-On

AD SSO enables windows domain users to logon talews domain without using Cisco
NAC agent software. But however, Agent software tesinstalled on end user computer
to facilitate in posture assessment when everwaats to access the network. To configure
AD SSO in a network environment, the following stepe outlined: [19, 21]

Step Linstall windows 2008 server on a dedicated serwverputer. Use ‘add
roles’ to install active directory domain servi@ssshown in Figure 49. After
adding AD domain services role, go to start, ‘rand type ‘dcpromo’ and click ok. In the
proceeding wizard, select ‘create new domain in farest’ option and enter
‘savoteku.local’ as FQDN. Select windows 2003 foeesd domain functional level. Accept
installation of DNS integrated with AD.

[ Add Roles Wizard =11
|
Select Server Roles |
|
Select one or more roles to install on this server.
Roles: Description:
Active Directory Domain Services Active Directory Domain Services (AD
DS)stores information about objects
Confirmation on the network and makes this Il
oy e |5 information available to users and
SRR |_| Active Directory Lightweight Directory Services netwn_rk admmlstraturs_. AD DS uses
Restits [ | Active Directory Rights Management Services domain controllers to gwde network
= icati users access to permitted resources
| Ancieaon: Server. anywhere on the network through
singlelogon process.
[] web Server (II5)
[[] windows Deployment Services
More about server roles !
I < Previous ! Next> | Irist] I Caricel I
[‘start] | 3 = & || =5 Server Manager [ g s L17em

Figure 49. Adding AD domain service

Step 2 Creating network users accounts on windows 2@®3es AD. In this example,
three users’ accounts are created, one for theonlke@dministrator, one for student and one
for the purpose of synchronizing AD SSO. The acttaisynchronize AD SSO will not be
assigned to any end user to the network. To cresteaccount, go to start, ‘programs’,
‘administrative tools’, ‘server manager’. Withinet server manager window, click on
‘Roles’, ‘AD domain services’ and ‘savoteku.locdRight click on ‘users’ icon and choose
new and ‘user’ as shown in Figure 50. In the neer frm, enter information as shown in
Figure 51. Click next, enter password and checkspard never expire’. Click next and
‘finish’. Figure 52 shows highlighted user accoaalled ‘gipson mbah’. The network
administrator and student user accounts are crgatedhe same approach used to create
the user account ‘gipson mbah’ . The option ‘pasewever expires’ should not be
checked for these other accounts. Allow the defaptibn, ‘user must change password at
next logon ‘. Six additional user CAS accounts himvbe created for the purpose of
synchronizing additional CASs in the network for A30.
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Figure 51 New user account form
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Figure 52 created user account
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Step 3Create computer accounts for clean access samdreetwork computers on AD.
To create computer accounts, right click on ‘corepsif ‘new’ and computer in Figure 52.
Within the new computer form, enter ‘hostname’tfoe computer to be added to AD, for
example CASL1 (clean access server one). To viestv af created computer and CASs
accounts, double click on ‘Domain computers’ assshn Figure 53. Domain computers
and Domain users are default group accounts fopaten accounts and user accounts
respectively on AD.
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Figure 53 List of CAS and computer accounts

Step 4 Creating group accounts to accommodate for usersputers and CASs accounts
created earlier. To create users group accout, clgck on ‘users’ icon and select new and
‘group’. Enter group name and click ok button. Teate computers group account, right
click on ‘computers’ icon and select new and ‘gro@gmter group name and click ok
button. For simulation purpose, the following grageounts are created:

* CASPCgroup- to accommodate all CASs on the network

» schoolComputers- to accommodate all computerskincampus
» StudentUsergroup- to accommodate all student useuats

» StaffUsergroup- to accommodate all staff user actsou

» Enterprise Admin group account created by defaulto# used to accommodate
network administrator user account.

To add computers or users to a group, double thelgroup and click on ‘members’ tab.
Within the ‘members’ tab window, click on ‘addutbon and select group members as
shown in Figure 54.
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Figure 54 Adding computers to schoolComputers group

Step 5 Creating an OU (organization unit). An OU faeite the assigning of group policies
to user and computer groups. It also helps in sotwdistribution over the network. Before
a group policy can be applied to an OU, an OU rbastreated. Users, groups, computers
and printers can later be placed in the OU. Thecgire of the OU depends on the
company’s needs. To create an OU, within the sanarager, click ‘features’ follow by
‘savoteku.local’. Right click on ‘savoteku.locah@ choose ‘new organization unit’ and
enter name for OU. For simulation purpose, thefoihg OUs are created as shown in
Figure 55.
» AllcomputerUsers — this is a parent OU and conttdinse sub OUs, namely

-savoniaAdmins, to accommodate network administator

-staff, to accommodate teachers.

-students, to accommodate students

» savoniaComputers — this a parent OU and contagethub OUs,namely

-adminComputers, to accommodate network admingstamputers.

-tekuComputers, to accommodate computers for takuypas.

-technopolisComputers, to accommodate computdeshhopolis campus.
After creating OUs, computer groups and user gréapye to be move into appropriate OUs
in order to inherit the group security policy asate with theOU. To move a group into an
OU, right click the group and choose move. Witlina move dialog box, select the OU to
add group and click ok. Figure 56 shows how to @adputer group called
‘schoolComputers’ to ‘tekuComputers’ OU.
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[l [y WMI Filters
_ 5] Starter GPOs -l

-0/

e8| 2= 40| XE0 =

B=

[ 2 Domain Controllers
[ || ForeignSecurityPrincipals
= 2] savoniaComputers
# 2 adminComputers
2| technopolisComputers
Bl tekuComputers
|| Users
12 mid Arhua Pirartar Gitar 2nd Carviran

Figure 56. Adding computer group to tekuComputers OU

[ 2] AllcomputerUsers R tekuComputers 1obiects [Fiter Actvated] Actions
¥ |2 savoniaAdmins .
& :‘I staff Name |T‘.-‘DE |[)Egmpqm tekuComputers .
:[! students %monll:nmpu... Searity Group. Mare Actions »
[ [ Builtin
[ Computers

Step 6 Creating GPO (group policy). A GPO contains sigsettings which when

74

associated with an OU, groups, users or computacgg into the OU inherit the security
settings. In this example, one GPO is createdhi®istudent OU. The procedure for creating
GPOs for other OUs is the same but however, tharisgsettings must reflect the needs of
the OU. The OU ‘savoniaAdmin’ must be granted fiess network privileges since it is
administrators OU. To create a GPO for the stud@htswithin server manager, go to,
‘features’, ‘savoteku.local’, ‘AllcomputerUsers’ @rstudents’. Right click on students and



75

choose ‘create a GPO in this domain, and linkiiehe€ Enter GPO name as ‘studentsGPO’
and click ok. Go to, ‘group policy objects’, rigtitck on ‘studentsGPQO’ created earlier and
choose edit. The GPO management editor window opesiown in Figure 57.

~Ioix|

File  Action \iew Help

d Zilm = | 5
___:' StudentsGPO [WIN-VKE AGNSEESK, Y& User Configuration
= & Computer Configuration
= Poli
Bl [ Pofices Select an item to view its description. Mame I
[ | | Preferences  Falicies
= w?{ ol Chgu.raﬁon | Preferences
= || Policies

=[] Software Settings
m Software installatic
3 [ Windows Settings
’\_JE'!- Remate Installztior
_::_-';_ Scripts {Logon/Log
e 33 Security Settings
[# (3] Folder Redirection
= d_jﬂ Palicy-based QoS
= & Ir Explorer i
= [ Administrative Templat
[ -] Control Panel
EF [C] Desktop
E 2] MNetwork
| Shared Folders
Menu and Tat

= [ Preferences
& [ windows Settings
[ [=%] Contral Panel Settings

4] | | extended £ Standerd Fi
| | !
:’Startl =" | =k server Manager ” =/ Group Policy Manage... & figures - WordPad |i‘5 f_-'_;J_KE 5:17 AM

Figure 57. ‘studentsGPO’ group policy management editor

Within GPO management editor, on the left navigabar, computer configuration is used
to configure computer security settings regardédéssho logs on to it. ‘user configuration’
is used to configure users’ security settings thate with users as they roam through out
the savoteku.local domain; regardless of which agerpuser is logon. The following
example outlines security settings configured budentsGPO’ organization unit and how
to configure the settings:

1. Prohibit access to control panel: Go to, ‘user guration’, ‘policies’,
‘administrative templates’ and ‘control panel’. Db click ‘prohibit control panel’
icon and choose enable follow by ok.

2. Prevent deleting/adding of printers: Go to, ‘usemfgyuration’, ‘policies’,
‘administrative templates’, ‘control panel’ andrifters’. Double click ‘prevent
addition and deleting of printers’ icons. Choosat#a follow by ok.

3. Prevent access to windows connection wizards: Goaiser configuration’,
‘policies’, ‘administrative templates’, ‘networkha windows connection. Double
click ‘prohibit access of windows connection wizsirdhoose enable follow by ok.

4. Securing network critical options. The followingmh represented by numbers,
1,2,3,4,6,7,10,12,13,15,16,17,21 and 22, startitigeatop of the page and found in
the network connections windows must be enableacbomplish this, go to, ‘user
configuration’, ‘policies’, ‘administrative temglkes’, ‘network’ and network
connections. Double click each item, choose enfalitav by ok.
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5. Securing sharing critical security features: Gd‘tger configuration”, ‘policies’,
‘administrative templates’ and ‘shared folders’.thihh shared folder, double click
items 1 and 2, follow by disable and ok.

6. Securing start menu features: Go to, ‘user confiiom’ ‘policies’, ‘administrative
templates’ and ‘start menu and task bar’. Enabkla# 58, 59, 61, 62 in the list by
double clicking on each item, follow by enable akd

7. Securing system critical features: Go to, ‘useffigomation’, ‘policies’,
‘administrative templates’ and ‘system’. Enablentel4, 15, 20, 23 in the list.

8. Securing Crtl+Alt+Del options: Go to, ‘user confrgtion’, ‘policies’,
‘administrative templates’, ‘system’ and ‘Crtl+ADel options’. Enable the first
item and disable all other items in list.

9. Securing system power management: Go to, ‘useigimation’, ‘policies’,
‘administrative templates’ and ‘system power mamagyet’. Enable the only
available item.

10. Controlling user’s profile size: Go to, ‘user cigufration’ ‘policies’,
‘administrative templates’, ‘system’ and ‘user pled’. Enable fourth item on the
list.

11.Configuring windows logon notification alert. Thagert comes up when AD is not
available to authenticate the end user. Go toy ‘agefiguration’, ‘policies’,
‘administrative templates’, ‘windows componentsida‘windows logon option’.
Enable third item on the list.

12 Setting password policy: Go to, computer configorat‘policies’, ‘windows
settings’, ‘security settings’, ‘account policiesid ‘password policy’. Within the
password policy window, double click each item antker information as shown in

Figure 58.
B Group Policy Management Editor — ;I.gl_.lq
Filew Action View Help
| =
=] StudentsGPO [WIN-VKEASNSEESK savoteku. a | | Policy = | Policy Setting
[ & Computer Configuration | Enforce password history 24 passwords remembered
= [ Policies ] Maximum password age 20 days
B ] Software Settings tig] Minirum password age 30 days
e M- i
[ Software instaliation tio] Minimum password length 3 characters

= ] Windows Settings
|| Scripts (Startup/Shutdown)
= 5\‘_4| Security Settings
= -j Account Palicies
2] j_-j Password Policy
2] jj Account Lockout Polic
2| _:j Kerberos Policy
:j Locsl Palicies
J_j Eventlog
8 Restricted Groups

lils| Password must meet complexity requirements  Enabled
L] Store passwords using reversible encryption Mot Defined

3 System Services

3 Registry

3 File System

pf Wired Network (IEEE &02

| Windows Firewall with Ad

| Metwork List Manager Pol

:,5;‘ \Wireless Network {IEEE &
~| Public Key Policies

HEEHEHEEHBEBEBE

HH

Figure 58. Configuring password policy
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13. Configuring account lockout policy: Go to, ‘comput®nfiguration’, ‘policies’,
‘windows settings’, ‘security settings’, ‘accountligies’ and ‘account lockout
policy’. Within account lockout policy window, dolgxclick item and enter
information as shown in Figure 59.

B Group Policy Management Editor
File  Action Help

o= | 2mRE = HF

=101

Wiew

B[] Software Settings

Reset acoount lockout counter after

;_' StudentsGPO [WIN-VKEASNSSEGK. savoteku. = | | Policy = | Policy Setting
= el Computer Configuration ie| Account lockout duration 40 minutes
E [ Policies ] Account lockout threshold 3 invalid logon attempts

40 minutes

]] Software installation
B[] Windows Settings
é;; Scripts {Startup/Shutdown))
E B Security Settings
El 28 Account Policies
ﬁ Password Policy
A Account Lockout Polic
135 Kerberos Palicy
;_a Local Policies
zH Eventlog
A Restricted Groups
@ System Services
& Regisiry
[ File System
lired Metwaork (IEEE 802
lindows Firewall with Ad
etwork List Manager Pol
aff Wireless Metwork {IEEE 8

FHEEHE

HH

Figure 59. Configuring account lockout policy

14.Configuring Kerberos authentication feature : Godomputer configuration’,
‘policies’, ‘windows settings’, ‘security setting&iccount policies’ and ‘Kerberos

policy’. Within Kerberos policy window, double ckeach item and enter
formation as show in Figure 60.

E Group Policy Management Editor

File Action View Help

e 7= RE = H 5

-0l x|

= i Computer Configuration ﬂ Policy = | Folicy Setting |
=R P9|idES | Enforce user logon restrictions Enabled
ER Software Settings s Maximum lifetime for service ticket 600 minutes
=[] Windows Settings s Maximum lifetime for user ticket 10 hours
|2 Scripts (Startup/Shutdown) |1%) Maximum lifetime for user ticket renewal 34 days

B 3 Security Settings
El 5 Account Policies
A _;a Password Policy
M _;G_J Account Lockout Policy |
|- Kerberos Policy
Local Policies
_ﬁ Audit Policy
_I‘ User Rights Assignment
5| Security Options
&2 _,:‘j Event Log

n Maximum tolerance for computer dock synch...

5 minutes

m
B E &

Figure 60. Configuring Kerberos policy
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15. Configuring AD audit policy for ‘studentUsergrougroup. Go to, start,
‘programs’, ‘administrative tools’ and ‘active datery users and computers’.
Access the view menu and click ‘advanced featurBsght click on ‘users’ icon
follow by properties. Within the properties windoselect ‘security’ follow by
‘advanced’ option. In the advanced security sestifogm for users, click ‘add’ and
choose ‘studentUsergroup’ group for AD auditingshewn in Figure 61. Click ok
and return to the ‘user properties’ dialog boxe$elobject’ tab and check ‘protect
to accidental deletion’. Click ok.

-|of x|
ed |
-|of x|
: Active Directory Users ii_XJl
| Saved Queries 2] %
[ 3 savoteku.local 1]
=l (2] AlComputerUse  Mare than one object matches the following obisct name: "s". Select an objsct
* 2 savoniaAdm  from this list or, to reenter the name, click Cancel.
H [E] Staff
[+ 2| students Matching names:
® ] Buitin -
R s Name (RDN) | Logon Name pr. . | E-Mail Address | Description |_in Foldsr
= = Domain Control SChannel Authentication
= = ForeignSecurity ﬁE;Schema Admins Schema Admins Designated admi... savotekuloci
& -_, LostAndFound %school&:mputers schoolComputers savoteku loci
[ | | Program Data gSELF
= 2| savoniaComput &ESer\rer Operators savoteku loci
[ [£] adminComp 28 seRvicE
[+ 5| technopolist Astudent Usergroup student Usergroup savotekuloo
[ 5] tekuCompu 2P 5ysTEM
H [ System Li
&g & [ Users -
— B 2 4 3
®:| @[] NTDS Quotss I | H _‘
= oK Cancel |
®
Managing permission entries
o il | ok | camest | oy |
| ] |
q"Starl:l I __:__l:,ﬂ = I il-hServer Manager I _’ Group Policy Manageme. .. “ ;_.." Active Directory User... |« @[{b 4:34 AM

Figure 61. Configuring AD auditing for ‘studentUsergroup’ gno

Step 7— Creating DNS forward and reverse lookup zonas. DNS forward and reverse
lookup zones are necessary for proper host to diread resolving and vice versa. To
configure forward lookup zones, within server maraglick on DNS server follow by
DNS. Right click on ‘forward lookup zones’, ‘newrag and next. Within the new zone

wizard form, choose primary zone follow by clickingxt. Enter savoteku.local for forward
DNS. Click next, ‘next’ and finish.

To create reverse lookup zone, right click on ‘reedookup zones’ and ‘new zone’. Click
on next, accept ‘primary zone’; click next, ‘neatid ‘next’. Enter 172.16 for the network
ID portion. Click next and finish.

Step 8 Configuring CAM to support AD SSO. To accomplisits, go to “user

management”, ‘auth servers’ and ‘new’. Enter imh@tion as shown in Figure 62.
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Step 9 Configuring traffic policy for CAS on active dotory server. To accomplish this,
go to, ‘user management’, ‘user roles’, ‘list ofes} and policies (unauthenticated role) as
shown in Figure 63. In the trusted (IP/mask: pam)er the IP address of the Active
directory server, port numbers 88, 135, 389, 10251026 for supported ports. Allow other
options on default and click on ‘add policy’ button

o

©

User Management > Auth Servers

Auth Servers Lookup Servers [ Mapping Rules Auth Test Accounting

List - New

Authentication [, e Diractary S50 v| Provider Name |

Type
; : LO&P Lookup I
Default Role |Unauthentu:ated Fale V| Char |NONE |
. Description | |

[ Add Beneer ] ’ Cancel

183842

Figure 62.Configuring CAM for SSO

P
User Management > User Roles 2
List of Roles Mewve Role Traffic Control Bandwidth Schedule
Add Policy for Unauthenticated Role [Untrusted->Trusted]
Priority
action & allow O Block
State @ Enabled O Disabled
Category IF ,Vl
Protocol |TCF’ V||6 |
F 14T |+ F [
Untrusted (IP/Mask:Port) i [ex: B
1100%, "1024-65535")
a a0 o o o o s = o a ; R :
misted e s [1o.20115202 | s |ess.essessoce | 0 538010251026 | paw: ver, vua,1uzas
1100%; "1024-65535")
Description |88—kerberos,135—rpc,389—|dap,1 025-rpc 1026-rpc
[ AddPalicy | [ cancel |
Prilaction|Protocoll Untrusted | Trusted | Description | s
5% s §8-kerberos,135-rpc,389- [xa]
1 Allow TCP 4 10.201.152.12 f255.255.255.255 :188,135,389,1025,1026 Idap,lDzS—ri:c,lUZE;-erc: L=

Figure 63 Configuring traffic policy for CAS
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Step 10 Configuring all CAS to support AD SSO. To accoisiplthis, go to, Device
management, ‘CCA server’, ‘manage (CAS_IP)’, ‘aatiwtion’, ‘windows auth’ and
‘active directory sso’ as shown in Figure 64. Witkihe AD SSO form, do not check ‘enable
agent based windows single sign-on with activeatiimg (Kerberos)’ if active directory is
running on windows 2003 server. It will be enablieteér after configuration of active
directory and executing KTPass in step 11. Nexipshk ‘single active directory sever’
option, enter ‘savotuku.local’ for active directatgmain andictiPC.savoteku.localfor
FQDN. Where, ActiPC is the computer name for theg&bver. Enter the CAS active
directory user account name in ‘account name of ‘Giglsl and password in ‘account
password for CAS’ field. In the *active director$s©® auth server’ filed, choose the name
given to ‘provider name’ field in Figure 62. Clicipdate.

Device Management > Clean Access Servers > 10.201.241.32 )]

Status MNetwork Filter

Login Page @ ¥PN Auth - Windows Auth -
Active Directory 550 | NetBIOS 550

Advanced Authentication

05 Detection

[ Enable Agent-Based windows Single Sign-On with Active Directory (Kerberos)

Account for C&5on & Single Active Directory Sereer O Domain (All Ackive Directory Servers)
Active Directory Server (FQDM) |kdc.ciscu.cum |

Active Directory Domain (CISCO.COM |

Account Name for CAS | |

Account Password for CAS |:|

Active Directory 550 Auth Server | Lisco siystems, Inc. v|

(add one in [User Managerment = Auth Servers])
Update

183682

Figure 64. Configuring CAS to support AD SSO

Step 11 Download KTpass.exe tool version 5.2.3790.0 ghér version from Microsoft
support site. Install KTpass program on windows28érver. Install KTpass.exe in
C:\programs files\support tools folder. It is nbbaed double click KTpass.exe in the
support tools folder. After installation is com@dtat the command promty pe, -

kt pass. exe -princ gipson/ ActiPC. savoteku.local @

SAVOTEKU. LOCAL - mapuser gi pson -pass Ci scol23 -out

c:\gi pson. keytab -ptype KRB5_ NT_ PRI NCl PAL +DesOnly.

In this command syntax, gipson refers to the nah@A® user account on AD, Ciscol123 is
the password, ActiPC.savoteku.local is the AD seR@DN and SAVOTEKU.LOCAL is
the domain name entered in Figure 64. The generairand syntax is however thus:
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kt pass. exe -princ

<CAS _user nanme>/ <AD _Domai nSer ver >@AD_DOVAI N> - mapuser

<CAS user name> -pass <CAS password> -out

c: \ <CAS user nane>. keytab -ptype KRB5 NT_ PRI NCl PAL +DesOnly.
When this command is executed properly, a messagmlint Gipson has been set for

DES-only encryption” is displayed at the commanahmot.

With AD directory configured and KTpass executenl{@ Figure 64, check ‘enable agent

based windows single sign-on with active direct@tgrberog’ option and click update. Go
to ‘device management’, ‘CCA server’, ‘manage (CAY’ and ‘status’ as shown in Figure
65 to verify if Active directory SSO is started.

Device Management > Clean Access Servers > 10.201.5.30 i

Status

L Module | status |
IF Filter Started
DHCP Server Started
DHCP Relay Stopped
IPSec Server Started
Active Directory S50 Started e
Wiindows NetBI0s S50 Stopped E

Figure 65. Verifying AD SSO status on CAS

8.17 Configuring Agent Based Posture Assessment

In order for Cisco NAC agent software that is rimgron network computers to effectively
report the status of the computers, it is requicespecify on the CAM, the AV (antivirus)
and AS (anti- spyware) product that the network goter is to be validated against. The
agent software periodically scans the host commrtdrreport the status to the CAM. The
status is checked against the configured AV/ASthaed latest definition files. If the host
computer is not in compliance, the computer is goined while providing a link option to
remediate the computer. It is recommended thato\B&C and agent software should be
version 4.5 or higher. The following steps are imed to configure AV/AS for computer
posture check. [20]

Step X Create a rule for AV. This is accomplished bygkilng on ‘device management’,
‘clean access’, ‘clean access agent’, ‘rules’ arav AV rule’. Within the new AV rule
shown in Figure 66, enter ‘rule name’ and choostree ‘AV vendor’. Allow all other
options as shown in Figure 66. Click on ‘add rudetton.
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Dewvice Management > Clean Access

@

Certified Devices General Setup MNetwork Scanner Clean Access Agent Updates

Distribution - Installation - Rules - Requirements - Role-Requirements - Reports
Requirement List | New Requirement | Requirement-Rules
Requirement Type Al Definition Updats ~
Enforce Type MMandatory Priority |2 %
Remeadiation Type | Manual it Interyal Secs Retry Count
Antivirus Wendor Marme | AMNY it

*Mote: Wendors without products supported by this requirernen £ type [ on windows: BellSouth, Cisco Systernz, Inc., Crawler LLG, FairPoint,
i o Inc., ONG, Gmniquad, Rogers, SecurityCoverage, Inc.,

B tier, Inc., iolo technologies, LLC: on Mac OS: ALWIL
Software, Compoter Associates Internationa. Inc, Intego, Modfee, Inc, PC Tools Software. SOFTWIN, Sophcs Plo, Symantec Corp..
Trend Micrn, Tne ) are not listed in the sntivieas Wendor Hame list,

Requirement Name

Description

[ windows (al)
[Jwindows

Cparating Systam 2000 [ windows xP (all) COwindows wista (all) Cwindows 7 (&l
[P ProfHome [wista Home Basic [17 starter
LIxP Tablet PC L lwista Home Premium L7 Home Basic
[0 xP Media center [Jwista Business [17 Home Pramium
[Jwista Uitimate [17 professional
[Owista Enterprise [0 7 Enterprise

17 uktimate

Mac OS5
*Mote: Actormmatic Remediation is not supported on Maco OF

I Add Reguirerment ]

If the user has one of the following listad products installed, hefsha can usa the Update butten providad by SGA Agant to update the virus
definition file if this requirsrnent

| os ] Product versions supported for Update via NAC Agent

277318

windows . . . . . =
7 istas®Pra000 all products supported on Windows 7, Windows YWista, windows %P and Windows 2000 g
Mac OS5 Mone =

Figure 66. AV rule configuration window

Step 2-Create AV update as a mandatory requirement. ¢onaplish this task, click on
‘requirements’ tab and ‘new requirement’ as showfgigure 66. in the ‘new requirement’
window in Figure 67, enter ‘remediation type’ agt@matic’, choose ‘AV vendor’ name as
F-secure, check * windows(all) for all windows ogi@ng systems. In the ‘description field’,
enter instructor for computer user to click on ‘aflremediate’ button to remediate
computer if remediation method was configured aarfoal’. Allow all other options as
shown in Figure 67. Click on ‘add requirement’ butt

Figure 67. AV update configuration window

Step 3 Create a rule for AS. To create a rule for ASt@tevice management’, ‘clean
access’, ‘clean access agent’, ‘rules’, ‘new AR tllVith the ‘new AS rule’ window, enter
‘rule name’ and ‘AS vendor’. Allow all other optisnn window as in Figure 66.

Step 4 Create AS update requirement to be mandatorgacEomplish this task, click on
‘new requirement’ tab as shown in Figure 67, witthia ‘requirement type’ field, select ‘AS
definition update’. Allow all other options as #lnated in step 2. Click ‘add requirement’
button.

Step 5 Map exiting AV/AS update requirements to the A@Aules created in steps 1 and
step 3. To accomplish this task, click on the ‘iegent-rules’ tab shown in Figure 67. In
the ‘requirement-rules’ window, select ‘AV defimh update’ for the ‘requirement name’
field and * windows(all)’ for ‘operating system’efct the AV/AS vendor chosen in step 1
and step 3. Allow all other options as shown inuirég68. Click on ‘update’ button.
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Device Management > Clean Access 2

Certified Devices
Distribution - Role-Requirements -
Requirement List | New Requirement | Requirement-Rules

General Setup Network Scanner

Installation -

Clean Access Agent Updates

Rules - Requirements - Reports

Requirement : Cperating "

Name |Any_AV_UpTDDate_W|nAII v System ‘windows <P (Al hd
Requirement @ all selected rules succeed

met if;

O any selected rule succeeds
(O Mo selzcted rule succeeds

*Mota: The zervice of providing recularly updated Spyware definition datefuersion is not available onthe Cizco server yet, For A5 Spyware
Ceefinition rules, the system has enforced the feature of allowing the definition file to be ¥ days older than the current system date. Cnce the
zervice iz available, this note will be automatically removed,

For &4 Yirus Definition rules, allow definition file to be days older than
® the latest file date
O current system date

For &5 Spyware Definition rules, allow definition file to be El days older than
O the latest file date

® current system date

Rules for Selected Operating System Update

e | e 0
F pr_AutoUpdateCheck_Rule win § P CAllY, 2000 )
F pr_Symantec_Client_Firewall_Enahble wrin P (Al )

Figure 68.Mapping update requirement to rules

Step 6 Applying configured requirements in step 5 torusd¢es. This can be accomplished
as follows; click on ‘roles-requirement’ tab in big 68. in the ‘role-requirement’ window,
select ‘normal login role’ as ‘ role type’ and ‘eol’ as ‘user role’. ‘Role 1’ is the name
given to normal login role in Figure 28. Below tkelect requirement to associate with the
role’ sub section, select the specified AV/AS venclanfigured in stepl and step 3. Click
on ‘update’ button.
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Device Management > Clean Access =

Certified Devices
Distribution -

General Setup Network Scanner

Installation -

Clean Access Agent Updates

Role-Requirements -

Rules - Requirements - Reports

Role Type | Mormal Login Role User Raole | Bolel ~

Select requirements to associate with the role
|_select | nNaobte [ ____________________os |
Wl _AutormaticDownloadInstall win { =P {Aall), Zooo )
Il wl_DaoMotChangeSetting wiin ( HP Cadly )
(] Wl_MotifyToDownloadandInsta | win (=P o(all) )
(] wl_autoDownlaadiotify TolInstall wiin (=P (all) )
| AS_DefUpate_=PzK_Spybotl.s win ¢ =P (AllY, o003
Launch Motepad win (=P (el )
(] Spybot_1.4_AS wein =P CAllD, 2000 )
any_AS_Yendor wiin { =P (All), 2000 )
Any_av_UpToDate_winall wiin oAl
1 LavaSoft_Def_Update_HXPZkK win (=P Call), 2000 )
(] ZEMA_requirement_LinkDistribution Wiin o All
(] CSA_requirement_LocalCheck Wiim o All
Cisco Security aAgent win =P (all), 2000 ) ©
1 windows update wein (P (sl ) §

Figure 69. Applying configured requirement to user role

8.18 Joining Computers to Domain with Netdom

In a network environment with hundreds of compugarthenticated by AD, it will be a
daunting task to join each of these computersdoraain if one has to move from one
computer to another in order to join them. Netdera windows 2003 and 2008 server
active directory tool that enables network admratsirs to join computers to a domain from
a single seating point. First, it is recommendedréate an OU for computers, create and
assigned GPO to the OU and then join computetse@D OU. This enables computers to
inherit the security settings assigned to the OldeWWNetdom join command is used to join
a computer to a domain prior to creating the compatcount in AD, Netdom join
command creates the computer account and joingdhietdomain. In the proceeding
example for Netdom join command, the following imf@tion is used:

» Savoteku.local- used as domain name

* Peketun- used as administrator’s user account name

» Cisco0l123- used as administrator’s password

* TekR3002wk1- used as hostname for the comput@irialpmain

* savoniaComputers- used as parent OU

» tekuComputers- used as child OU

To join a computer a domain using ‘Netdom join’ coand, click windows ‘start’ menu
right click ‘command prompt’ and choose run as adstiator. Within the elevated
command prompt, enter this command syntax: [22]

Net dom j oi n

TekR3002wk1/ d: savot eku. | ocal / ou: ou=savoni aConput er s, ou=t ekuCo
nmput er s, DC=M cr osof t, DC=com ud: peket un/ pd: ci sc0123
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9 Conclusion

With ever increasing network attacks and attackstoeated on daily basis, a network that
was robust against network attacks yesterday nmighbe robust against new attacks today.
It is for this reason that, once a network is priypsecured based on the company’s security
policy, it needs to be monitored to ensure netvgadurity continuity using any available
network audit tool. Next, the network should be fesany new vulnerability usin§atan

or Nessussoftware programs on weekly basis. If any new erdbility is found on the
network, an improvement on the company’s secuticp is required; and network

security settings made to address the new secuwiiterability.

With Cisco network assistant already in implemeatabn Savonia University of Applied
sciences network; configuration security holeslfdrand L3 devices that might be exposed
to attacks have been minimized. It is, howeverpmamended that Cisco NAC and
Windows 2008 server be deployed without much délays will enable the school network
to enjoy the advanced security features availabteese products. Furthermore, the school
network will enjoy the ability of being robust agat any imaging network attack that may
render the network unable.
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FW_router#show run
Building configuration...

Current configuration : 10565 bytes
|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

|

hostname FW_router
I

boot-start-marker
boot-end-marker

I
no aaa new-model
|

resource policy
|
ip cef
|
ip name-server 8.8.8.8
ip name-server 8.8.4.4
ip inspect log drop-pkt
ip inspect name SDM_HIGH appfw SDM_HIGH
ip inspect name SDM_HIGH icmp
ip inspect name SDM_HIGH dns
ip inspect name SDM_HIGH esmtp
ip inspect name SDM_HIGH https
ip inspect name SDM_HIGH imap reset
ip inspect name SDM_HIGH pop3 reset
ip inspect name SDM_HIGH tcp
ip inspect name SDM_HIGH udp
ip inspect name dmzinspect tcp
Ip inspect name dmzinspect udp
ip ips notify SDEE
ip ips name sdm_ips_rule
|
appfw policy-name SDM_HIGH
application im aol
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service default action reset alarm
service text-chat action reset alarm
server deny name login.oscar.aol.com
server deny name toc.oscar.aol.com
server deny name oam-d09a.blue.aol.com
audit-trail on
application im msn
service default action reset alarm
service text-chat action reset alarm
server deny name messenger.hotmail.com
server deny name gateway.messenger.hotmail.com
server deny name webmessenger.msn.com
audit-trail on
application http
strict-http action reset alarm
port-misuse im action reset alarm
port-misuse p2p action reset alarm
port-misuse tunneling action reset alarm
application im yahoo
service default action reset alarm
service text-chat action reset alarm
server deny name scs.msg.yahoo.com
server deny name scsa.msg.yahoo.com
server deny name scsb.msg.yahoo.com
server deny name scsc.msg.yahoo.com
server deny name scsd.msg.yahoo.com
server deny name cs16.msg.dcn.yahoo.com
server deny name ¢s19.msg.dcn.yahoo.com
server deny name cs42.msg.dcn.yahoo.com
server deny name c¢s53.msg.dcn.yahoo.com
server deny name cs54.msg.dcn.yahoo.com
server deny name adsl.vip.scd.yahoo.com
server deny name radiol.launch.vip.dal.yahan.co
server deny name inl.msg.vip.re2.yahoo.com
server deny name datal.my.vip.sc5.yahoo.com
server deny name address1.pim.vip.mud.yahoo.com
server deny name edit.messenger.yahoo.com
server deny name messenger.yahoo.com
server deny name http.pager.yahoo.com
server deny name privacy.yahoo.com
server deny name csa.yahoo.com
server deny name csb.yahoo.com
server deny name csc.yahoo.com
audit-trail on
|
voice-card O
|
crypto pki trustpoint TP-self-signed-3537330086
enrollment selfsigned
subject-name cn=10S-Self-Signed-Certificate-3530BH
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revocation-check none
rsakeypair TP-self-signed-3537330086
|
crypto pki certificate chain TP-self-signed-3537336
certificate self-signed 01
30820241 308201AA A0030201 02020101 300D0609 2886 F70D0101 0405003(
31312F30 2D060355 04031326 494F532D 53656C66 @BEB6E65642D 43657274
69666963 6174652D 33353337 33333030 3836301E 37RIMD30323136 31323134
35355A17 0D323030 31303130 30303030 305A3031 302P 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 657274696860 74652D33 35333733
33303038 3630819F 300D0609 2A864886 F70D0101@I@5H818D0030 81890281
8100E20A 777C8D1C 099A54E6 92B123A1 B7B597A5 BBE2BD 56 D9CE99
920D4FB2
F78F3754 2966C02F 77A86432 6C404914 A021B8D4 B263 184769A9
D6138CC5
8D2AB3BF FA18AA12 CECD54C7 31464CB0 2F76DDC7 8BBROE 354291F3
DE7CF9BC
CCE16E8C 9615FF51 20EDG6DES 27C4887C 54DD79DA @arB D1C75B86
DC8947AB
72130203 010001A3 69306730 0F060355 1D130101 ¢332 030101FF 30140603
551D1104 0D300B82 0946575F 726F7574 6572301F35%I03 23041830 168014A3
80181B93 D07C9895 A76C61BB 46631C24 F5BA4D30 1I3%5 1DOE0416
0414A380
181B93D0 7C9895A7 6C61BB46 631C24F5 BA4D300D @#(6 4886F70D
01010405
00038181 0044436A 31701286 DAOF2C32 3887F3ES8 A2 1IEC7C7BB
95651761
310814A4 9901825B 910EFD19 21DE2AFB 25FB13C2 DEB6 DD0O58E85
AA85CCBD
E96EF34A AD3C5F29 B258E98C 65577E3C FFA2D7C3 88l EC8D99F5
7B6C3D5D
F1E3EO041 895AEF8D 4DDD3A93 22B9746E 8B956C9F 8589 64F12109
610E1A38
8F5F9F9C D7
quit
username tekudboys privilege 15 secret 5 $1$.bhBE&k¢eDSI7RCasAVE/Nz0
|
class-map match-any sdm_p2p_kazaa
match protocol fasttrack
match protocol kazaa2
class-map match-any sdm_p2p_edonkey
match protocol edonkey
class-map match-any sdm_p2p_gnutella
match protocol gnutella
class-map match-any sdm_p2p_bittorrent
match protocol bittorrent
|
policy-map sdmappfwp2p_SDM_HIGH
class sdm_p2p_edonkey
drop
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class sdm_p2p_gnutella
drop

class sdm_p2p_kazaa
drop

class sdm_p2p_bittorrent
drop

|

interface FastEthernet0/0

no ip address

duplex auto

speed auto

|

interface FastEthernet0/0.33

description $FW_INSIDE$

encapsulation dot1Q 33

ip address 172.16.33.1 255.255.255.0

ip access-group 100 in

ip nat inside

ip inspect SDM_HIGH in

Ip ips sdm_ips_rule in

ip virtual-reassembly

no snmp trap link-status

|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

|

interface FastEthernet0/1.3

description $FW_DMZ$

encapsulation dot1Q 3

ip address 172.16.3.1 255.255.255.0

ip access-group 104 in

ip nat inside

ip inspect dmzinspect out

Ip ips sdm_ips_rule in

ip virtual-reassembly

no snmp trap link-status

|

interface FastEthernet0/1.32

description $FW_INSIDE$

encapsulation dot1Q 32 native

ip address 172.16.32.1 255.255.255.0

ip access-group 101 in

ip nat inside

ip inspect SDM_HIGH in

ip ips sdm_ips_rule in

Ip virtual-reassembly

no snmp trap link-status
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interface FastEthernet0/1.36

description $FW_INSIDE$

encapsulation dot1Q 36

ip address 172.16.36.1 255.255.252.0

ip access-group 102 in

ip nat inside

ip inspect SDM_HIGH in

Ip ips sdm_ips_rule in

ip virtual-reassembly

no snmp trap link-status

|

interface FastEthernet0/1.48

description $FW_INSIDE$

encapsulation dot1Q 48

ip address 172.16.48.1 255.255.240.0

ip access-group 103 in

ip nat inside

ip inspect SDM_HIGH in

ip ips sdm_ips_rule in

Ip virtual-reassembly

no snmp trap link-status

|

interface Serial0/1/0

description $FW_OUTSIDE$

ip address 172.16.70.48 255.255.240.0

ip access-group 105 in

ip verify unicast reverse-path

ip nat outside

ip ips sdm_ips_rule out

Ip virtual-reassembly

clock rate 125000

service-policy input sdmappfwp2p_SDM_HIGH
service-policy output sdmappfwp2p_SDM_HIGH
|

ip http server

ip http authentication local

ip http secure-server

ip nat inside source list 1 interface SerialO/Ivértoad
ip nat inside source static tcp 172.16.33.4 8038a@4.46 80 extendable
|

access-list 1 remark SDM_ACL Category=2

access-list 1 permit 172.16.3.0 0.0.0.255

access-list 1 permit 172.16.33.0 0.0.0.255

access-list 1 permit 172.16.32.0 0.0.0.255

access-list 1 permit 172.16.36.0 0.0.3.255

access-list 1 permit 172.16.48.0 0.0.15.255

access-list 100 remark auto generated by SDM fites@afiguration
access-list 100 remark SDM_ACL Category=1

access-list 100 deny ip 172.16.48.0 0.0.15.2%5 an

access-list 100 deny ip 172.16.36.0 0.0.3.255 any
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access-list 100 deny
access-list 100 deny
access-list 100 deny
access-list 100 deny
access-list 100 deny

ip 172.16.32.0 0.0.0.255 any
ip 172.16.3.0 0.0.0.255 any

ip 172.16.64.0 0.0.15.2%5 an
Ip host 255.255.255.255 any
ip 127.0.0.0 0.255.255.25%5 a

access-list 100 permit ip any any

access-list 101 remark auto generated by SDM fites@afiguration

access-list 101 remark SDM_ACL Category=1

access-list 101 deny
access-list 101 deny
access-list 101 deny
access-list 101 deny
access-list 101 deny
access-list 101 deny
access-list 101 deny

ip 172.16.48.0 0.0.15.2%5 an
ip 172.16.36.0 0.0.3.255 any
ip 172.16.33.0 0.0.0.255 any
ip 172.16.3.0 0.0.0.255 any

ip 172.16.64.0 0.0.15.2%5 an
Ip host 255.255.255.255 any
ip 127.0.0.0 0.255.255.25%5 a

access-list 101 permit ip any any

access-list 102 remark auto generated by SDM fites@afiguration

access-list 102 remark SDM_ACL Category=1

access-list 102 deny
access-list 102 deny
access-list 102 deny
access-list 102 deny
access-list 102 deny
access-list 102 deny
access-list 102 deny

ip 172.16.48.0 0.0.15.2%5 an
ip 172.16.32.0 0.0.0.255 any
ip 172.16.33.0 0.0.0.255 any
ip 172.16.3.0 0.0.0.255 any

ip 172.16.64.0 0.0.15.2%5 an
Ip host 255.255.255.255 any
ip 127.0.0.0 0.255.255.25%5 a

access-list 102 permit ip any any

access-list 103 remark auto generated by SDM fites@afiguration

access-list 103 remark SDM_ACL Category=1

access-list 103 deny
access-list 103 deny
access-list 103 deny
access-list 103 deny
access-list 103 deny
access-list 103 deny
access-list 103 deny

ip 172.16.36.0 0.0.3.255 any
ip 172.16.32.0 0.0.0.255 any
ip 172.16.33.0 0.0.0.255 any
ip 172.16.3.0 0.0.0.255 any

ip 172.16.64.0 0.0.15.2%5 an
Ip host 255.255.255.255 any
ip 127.0.0.0 0.255.255.255 a

access-list 103 permit ip any any

access-list 104 remark auto generated by SDM fites@afiguration

access-list 104 remark SDM_ACL Category=1

access-list 104 deny

access-list 105 remark auto generated by SDM fitesgafiguration

ip any any log

access-list 105 remark SDM_ACL Category=1

access-list 105 permit tcp any host 180.32.44.4&egy

access-list 105 deny
access-list 105 deny
access-list 105 deny
access-list 105 deny
access-list 105 deny

ip 172.16.48.0 0.0.15.2%5 an
ip 172.16.36.0 0.0.3.255 any
ip 172.16.32.0 0.0.0.255 any
ip 172.16.33.0 0.0.0.255 any
ip 172.16.3.0 0.0.0.255 any

access-list 105 permit icmp any host 172.16.70ch®-eeply
access-list 105 permit icmp any host 172.16.70m8-exceeded
access-list 105 permit icmp any host 172.16.70t8achable
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access-list 105 permit tcp any host 172.16.3.2 \wg/w
access-list 105 permit tcp any host 172.16.3.3wgQ S

access-list 105 deny
access-list 105 deny
access-list 105 deny
access-list 105 deny
access-list 105 deny
access-list 105 deny
access-list 105 deny
|

control-plane

|

g

line con O

line aux O

line vty 0 4
password cisco
login

transport input ssh

|

ip 10.0.0.0 0.255.255.2%5 an
ip 172.16.0.0 0.15.255.25%5 a
ip 192.168.0.0 0.0.255.285 a
ip 127.0.0.0 0.255.255.25%5 a
ip host 255.255.255.255 any
ip host 0.0.0.0 any

ip any any log

scheduler allocate 20000 1000

webvpn context Default_context
ssl authenticate verify all

no inservice
I

End




