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In this thesis the effectiveness of ABB’s system tests was evaluated using fault seeding 
experiment. Purpose for this thesis was to show how effective ABB’s system tests are for 
finding type of defects for that they are designed for. Work was carried out at the drive soft-
ware testing team where systems tests are used to evaluate drives behavior. One of the 
goals of ABB’s software testing is to minimize the possibilities of defects reaching the cus-
tomer, so that end user could receive bug free product.  
 
Thesis introduced testing levels and approaches used in the drive software testing, as well 
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In the thesis, faults were injected to the source code manually by altering the drive source 
code using different fault seeding methods. System tests were run with modified drive soft-
ware and results analyzed to find out does the test cases find the defects in the drive source 
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Results showed that in most cases ABB’s system tests were capable of detecting defects 
as expected. Work brought up locations and types of defects not detected by the system 
testing and reasons for them. Thesis also gave an overview of systematic mutation testing 
process. 
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Insinöörityössä arvioitiin ABB:n järjestelmätestien tehokuutta syöttämällä virheitä taajuus-
muuttajan lähdekoodiin. Työn tavoite oli arvioida miten tehokkaat ABB:n järjestelmätestit 
ovat löytämään tyyppisiä virheitä minkä varten ne ovat suunniteltu. Työ tehtiin taajuus-
muuttajan ohjelman testaus tiimille, missä järjestelmätestejä käytetään taajuusmuuttajan 
ohjelman testaamisessa. ABB:n ohjelmatestauksen yksi tavoitteista on minimoida mahdol-
lisuuksia, missä ohjelmakoodissa oleva virhe joutuisi asiakkaan asti, jotta asiakas saisi 
aina hyvälaatuisen tuotteen.  
 
Insinöörityö esittelee ABB:llä käytettäviä testaus tasoja, tapoja ja miten niiden tehokuutta 
voitaisi arvioida. Työ myöskin esittelee erilaisia virheen malleja mutaation testauksessa. 
 
Insinöörityössä virheet tehtiin lähdekoodiin manuaalisesti muokkaamalla taajuusmuuttajan 
ohjelma, käyttämällä erilaisia virheen syöttö menetelmiä. Järjestelmätestit ajettiin muoka-
tulla taajuusmuuttajaan ohjelmalla ja tulokset analysoitiin. Tuloksista saatiin selville, löytä-
vätkö testit virheitä odotetusti lähdekoodista. 
 
Tulokset osoittivat, että useimmissa tapauksissa järjestelmätestit löysivät virheitä odote-
tusti taajuusmuuttajan ohjelmasta. Työ kertoo tarkemmin havaitsematta jäänyt virheistä 
lähdekoodissa ja myöskin syistä miksi ne jäivät havaitsematta järjestelmätesteiltä. Työ an-
toi myöskin yleiskuvan mutaatio testaus prosessista ja sen eri vaiheista.  
 

Avainsanat mutaatio testaus, virheen syöttö, testausautomaatio 
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1 Introduction 

The topic of the thesis was to evaluate effectiveness of system tests, which are testing 

drive firmware by doing fault seeding experiment. Thesis was done at ABB. ABB is a 

global technology firm with more than 147 000 employees in more than 100 countries 

and a history of innovation spanning more than 130 years. ABB is a global technology 

leader in electrification, industrial automation, motion, robotics and discrete automation 

technologies. ABB is a technology firm that is driving the digital transformation of indus-

tries. [1.]  

Work was carried out at software testing team, which main priority is to test the low volt-

age alternative current (AC) drives using ABB’s automated testing framework (ATF). In 

addition to that, team also tests drive embedded software manually, as well as creates 

and maintains ATF test cases and test setups. 

Goal for this thesis was to test the effectiveness of current ABB ATF test cases. Test 

cases were evaluated using fault seeding experiment. Work evaluates how capable ATF 

tests are for finding type of defects to which they are designed for. ABB does not have 

at the moment a tool available to measure the effectiveness of ATF tests. ABB’s test 

effectiveness assessment for now is based mainly on feedback from the customers. The 

less customers report the bugs the more effective testing framework is, as an assumption 

is that testing will catch bugs which do not reach the customer. Also in the market there 

are not available tools that could be plugged into the ABB’s testing framework to measure 

the effectiveness of ATF tests. 

At the beginning, the thesis looks into different methods, tools and metrics which could 

be used to asses test effectiveness, and also could potentially be used to inject faults to 

the software. Based on results, types of faults are seeded to the software which test 

cases should be capable of detecting using most suitable fault seeding techniques. The-

sis shows the effectiveness of ATF test cases, as well as how effective and efficient fault 

seeding method is for measuring test effectiveness in the ABB’s automated testing 

framework. 

Thesis concentrates of evaluating the effectiveness of ATF test cases which are testing 

software of general purpose family drives. In addition to that, ATF is going through the 
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update process where physical setups are re-designed and tests updated, so that they 

will work with new setups. As updating of individual tests is still on going, not all of them 

are runnable. Therefore, test cases which effectiveness were evaluated were limited to 

these which are verified to be working with the new ATF setups. 

2 Drive 

2.1 Drive Benefits  

Drive is a device that is used to control electric motor speed and torque by varying volt-

age and frequency supplied to the motor. When electric motor is controlled by the drive, 

the motor speed is directly related to the frequency supplied by the drive. Without drive 

electric motor would always run at full speed without dependency of load. Drive allows 

to adjust electric motor speed so that motor is providing only the power that process 

requires and by doing that it saves large amount of energy. [2; 3.] 

Processes which do not require for motor to run at constant speed at all times benefit 

tremendously of usage of drive. In that kind of processes drive allows to change the 

speed of electric motor at real time to match the requirements of the process and by 

doing that it will reduce energy consumption and energy cost. In 2014 more than 65% of 

industries electrical energy is used to power electric motors, and facilities can reduce 

energy consumption up to 70% by using drives to control electric motors. [2.] For exam-

ple, ABB drives saved in 2011 about 310 million MWh of energy worldwide, which is 

equivalent to the electricity produced by around 40 Loviisa nuclear reactors [3.] 

Drive consists of three main parts as shown in figure 1, the input AC to direct current 

(DC) converter section, the intermediate DC bus and the output inverter section. AC drive 

takes in the fixed frequency AC voltage and converts it to the variable frequency voltage 

AC power. [4; 5.] 
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Figure 1 Drive made up of three main parts [4.] 

2.2 ABB Low Voltage General Purpose Drive 

ABB’s general purpose drives shown in figure 2 are for typical light industry applications. 

Drive is built to control applications like mixers, pumps, conveyers, fans and many other 

constant and variable torque applications. General purpose drives can be found at food 

and beverage, plastics and rubber, as well as compressor and blower’s industries. For 

example, Cherry Valley Farms in the UK, world leading breeder of pekin ducks, is using 

general purpose drives to control air compressors and water pumps in their factories. [6.] 

Drive software allows to change hundreds of drive parameters through control panel or 

tool to fulfill different types of process requirements. It has built-in functions to control 

different types of electric motors in scalar and vector modes. Drive has functions to mon-

itor, analyze and optimize how drive is operating, as well as built-in process PID control-

ler. General purpose drive also has communication, I/O connection, relay output and 

auxiliary extension modules available for mounting, which give additional functionalities 

to the drive [7.] 

 

Figure 2. ACS480 general purpose drive [8.] 
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3 Software Testing 

3.1 Reasons to Test Software  

Software testing is a process of evaluating product software to get information about the 

quality of the software, completeness and correctness. Tests examine different parts of 

the product to find out whether the developed program has met requirements set to it, 

and to find defects in the software of the product. Testing can be also used to distinguish 

errors, missing pieces in existing requirements, as well as to find missing requirements 

for the product.  

Software testing can be divided into two parts, verification and validation. Goal for verifi-

cation is to ensure that product compiles with requirements, regulations, specifications 

and conditions set to the product. Validation ensures that product meets the require-

ments of customers and other stakeholders. [9, 6.] 

3.2 Defect and Failure 

Defect is a fault or a bug in the software which can cause failure. Failure is a behavior 

where product behaves differently than it should. Testing does not guarantee that prod-

uct is free of defects. No matter how much testing is done, there will surely be some 

defects left. In the dynamic testing like ATF, tests are detecting defects through failures 

in the product. If software does not proceed to the point where defect exists, it will not 

cause the failure and therefore defect stays hidden.  

Failure in the software is usually caused because of human error in the coding which 

results bug in the product. There can be many reasons for the human errors like time or 

budget restrictions, lack of experience or knowledge, unclear requirements for the prod-

uct or complexity of code infrastructure. 

Environmental change can also bring up failures in the embedded software. Phenomena 

like magnetic and electric field can cause failures that stayed hidden in the normal testing 

environment. Also running software with different hardware can bring up unexpected 

behaviors. 
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3.3 Principles of Software Testing 

Software testing allows to show that there are defects in the software, but it cannot prove 

that all the defects in the software are found and fixed. Testing helps to minimize the 

number of defects in the software and reduces the risk of failures in the product when 

using it. Not finding defects in the testing proves more that there are flaws in the testing 

process, rather than that the quality of the product is extremely good.  

In the perfect testing, all the possibilities and features in the product are tested thoroughly 

in every possible environment, but this is almost impossible in a real world. Test planning 

requires careful planning so that testing could be limited to a reasonable amount, without 

compromising the test coverage, quality and reliability. [9, 21.] 

In the software testing, defects tend to cluster in certain locations. Studies have showed 

that typically 20% of whole software contains 80% of all software defects. This usually 

happens because of the product logic complexity in certain areas. Complex logic raises 

the chance to make mistakes when creating requirements and writing code. [9, 23.] 

Through the lifecycle of any product, there are usually constantly changes made to the 

software to improve the product and to fix defects. To keep the quality of testing up, it is 

important to review, update and improve tests after the change in the product, so that 

they still find defects that they supposed to. This can also help to find areas in the product 

which are not covered by testing.  

Testing a product can greatly differ depending on the product structure and usage. Dif-

ferent testing methods and approaches will benefit various amounts depending on a 

product. When designing testing process for the product it is important to know the re-

quirements for the product, as well as environment where it will be used. Thoroughly 

designed testing process can help to predict where most of the defects could be found 

and therefore how much effort should be spent in different parts of the product. 

3.4 Importance of Software Testing 

Testing in any project can feel like a burden at first, as it can require big part of projects 

human resources and budget, but in a long run it has positive impact especially when 
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testing is started at the early stages. Usually finding and fixing bugs in the earlier stages 

of the project costs much less compared to later part of the process. Starting testing late 

can lead to situations where program is built on top of the faulty program which can lead 

to situation where costly modifications are needed to fix the product.  

Lack of testing or too rushed testing in a project can lead to the product with bad quality 

and therefore cost a company a lot of customers and revenue. In an open market with a 

lot of products to choose from, quality of the product is very important. It does not take a 

lot from the customer to choose the product from another manufacturer, because of lack 

of quality in the product. Product in the market with defects can lead to situation where it 

is recalled from the market to be fixed and because of that company could lose revenue 

on sales. For example, in 2014 car manufacturer Nissan had to recall over a million cars 

due to software failure in the airbag sensory detectors [10.] 

Software testing is especially important for products which can harm customer physically 

in case of faulty behavior. Defects in the software can be extremely costly and harmful 

in high power electrical devices. There is always some risk of getting hurt when using 

any electric device and adding defect to the software will increase that chance. For ex-

ample, between 1985-1987 radiation therapy patients got overdose of radiation from the 

Therac-25 radiation-treatment device, because of defects in the device software. Pa-

tients received as much as 100 times more radiation than intended and it was cause of 

death for at least three patients. [11.] 

3.5 Test Approaches 

3.5.1 Black-Box Testing 

Black-box testing is a testing technique where products external behavior is tested with-

out taking a look into the code structure, how it is built and designed. Test cases are 

based of product documents which describe system specifications and requirements. 

Test cases are checking how product under test behaves in specific conditions and com-

pares behavior to expected behavior gathered from the documents. In black-box testing 

test coverage measurement is based on different test objectives identified from the test 

basis and how thoroughly these objects have been tested. Black-box testing uses tech-

niques like equivalence partitioning, boundary value analysis, two- and three-value tech-

nique, decision table testing, state transition tables and used case testing. [9, 7-9.] 
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One of the advantages of the black-box testing is that it does not require programming 

skills from a tester to test the product. By knowing how product under test should act in 

a certain situation, tester can verify manually does the product behave as it should. For 

example, when pressing start button, does the product start. 

Using only black-box testing in the project can also have some negative effects. As black-

box testing does not analyze product’s code structure, there can be situations where 

some parts of the product are left untested. This can happen for example because some 

product features are described unclearly in the documents. It can also lead to situations 

where unnecessary test cases are created. Studying the code structure of the product 

could bring up situations where some parts of the product could have been tested with 

less amount of test cases. [9, 9.] 

3.5.2 White-Box Testing 

White-box testing is testing based on the knowledge of how system is designed and built. 

Test cases are designed based of a code structure to cover the whole program as thor-

oughly as possible. White-box testing includes testing techniques like statement, deci-

sion, condition and path testing. [9, 28.] 

White-box testing techniques help to verify that when the input command is given, the 

command flows through code in correct path and gives the expected output. It also helps 

to find situations where some specific input causes command to flow through unexpected 

path, which can cause for example security holes in a product.  

While white-box testing can assure that all the possible paths in the product software are 

covered by testing, it also can be very time consuming, complex and expensive. Complex 

product source code could have large number of opinions for commands to flow through 

and covering them all can take a lot of time and effort. White-box testing also requires 

from testers to have good programming skills and detailed overview of the products code 

structure.  
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3.6 Test Levels 

3.6.1 Test Levels in Testing 

Test levels refer to stack of test activities which are similar to each other, in sense that 

goal is to find same kind of flaws and they are monitored and managed together. [9, 11.] 

In the software testing, software evaluation process is divided into four main testing lev-

els unit, integration, system and acceptance testing level. Every testing level has its own 

set of objectives, goals and ways how product’s compliance is checked. How much time 

is spent in different levels and how many levels are used in a testing project can vary 

greatly depending on the complexity and size of the product under test. 

3.6.2 Unit Test 

Unit testing is the first level of the testing process and this is done during the development 

of the product. In most cases unit testing is done by developer. Testing level is focused 

on testing the smallest individual parts of the software, like module and components to 

show that specific module works as expected and fulfill requirements. [12.] 

Main benefit of unit testing is that it can be started at the same time as products devel-

opment. It allows to find coding errors done by developers at the early stages and this 

diminish chance of creating errors on top of the other errors. For example, as illustrated 

below in figure 3 simple calculation function called Add is created to take in two values 

and to return sum of these values. Unit test illustrated in figure 4 verifies that logic behind 

function is correct and can be used to prevent coding errors like illustrated in figure 5 

where mistakenly values are subtracted. 

 

Figure 3. Method to sum values. 
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Figure 4. Unit test. 

 
Figure 5. Method with mistake.  

3.6.3 Integration Test 

Integration testing follows the unit testing in the testing process and focuses on testing 

the interfaces between different parts of the software. Testing verifies that different parts 

of the software work together as expected. 

Integration testing can be divided into two parts, component and system testing. Com-

ponent testing focuses on testing the communication between internal components, 

while system testing focuses on testing the functionality of the software and its interfacing 

systems. Component testing is usually done by developers simultaneously with unit test-

ing and system testing is done by testers. [9, 15.] 

Most used test strategies in the integration testing are Bottom-Up, Top-Down and Big-

Bang. Bottom-Up strategy starts testing components communication between each other 

at the lowest level and moves up till the interfaces between the highest parts are tested. 

Top-Down testing is done as Bottom-Up testing, but only in reverse order. In the Big-

Bang strategy, the interaction between parts are tested after the entire system is put 

together. [9, 17.] Finding defects in the Big-Bang strategy can be complicated, because 

there can be a lot of interfaces which can cause faults. Finding defect source in the Big-

Bang can be as difficult as finding a needle in the haystack. 
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3.6.4 System Test 

System testing is part of black-box testing, where external behavior of the product is 

evaluated. System testing is used to test the functionality of the entire system and testing 

is usually carried out in the production-like environment. In this stage of the process 

product is basically complete and testing verifies that product as a whole is ready to use 

and meets the requirements. [9, 19.]  

System testing verifies that all the functionalities exist and work as expected, as well as 

that hardware and software work together as expected. When input command is given 

to the product, the system testing verifies that product behaves as expected.  

System testing ensure that product can handle stress of real-life environment and is ca-

pable of recouping in unexpected situations. Half-done system testing can lead to situa-

tions where product cannot handle stress caused by real environment. For example, in 

the opening of the Heathrow Terminal five, the baggage handling system failed to work 

properly which caused around 42 000 bags not to travel with owners and over 500 flights 

were canceled over the span of the 10 days. Failure was caused because testing process 

did not cover some real-life scenarios for the system which resulted in unexpected be-

havior in the system in real environment. [13.] 

One of the most used types of system tests is regression testing. In the regression testing 

tests are re-executed after the change. Regression testing ensures that changes made 

in the source code have not affected other parts of the product unexpectedly. It ensures 

that product works after the change as expected, as well as that changes have not cre-

ated new defects.  

3.6.5 Acceptance Test 

Acceptance testing is usually last level of the testing process. Goal of the acceptance 

testing is not to find defects, but to verify that product is ready to use and usable. Testing 

is done from the customer point of view without taking a look to the software structure. 

Acceptance testing is usually tested by future users of the product. [9,22-26.] 

Most used acceptance tests are user acceptance, operational acceptance, contractual 

and regulatory acceptance tests, as well as alpha and beta tests. User acceptance 
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testing is done by likely future end users and it verifies that product is usable in intended 

environment and accommodates requirements set do it. Operational acceptance testing 

verifies that product maintains the functionality when something unanticipated happens 

and this is usually done by system administrators. In alpha and beta testing, product is 

tested first in a manufacture environment and later in the end-user environment, to get 

feedback from potential users about the product before it is released to the market. [9,24]  

3.7 Automated Testing 

Automated testing is a process where product under test is tested by running automated 

tests to find defects in the system. In the automated testing, usually testing system au-

tomatically runs, analyzes test results and reports results to the tester who verifies that 

failed tests are caused by actual defects. 

Creation of automated testing framework can take a lot time and effort at first, but in a 

long run it reduces resources needed for testing and gives more accurate tests results. 

In most cases running automated tests does not require human presence, therefore tests 

can be run for example at nights which reduces testing time, as well as testers needed 

for the project. Automated tests allow to evaluate product with same data and environ-

ment. This ensures reliable constant results from the tests. One of the big benefits of test 

automation is reusability. It allows for example to easily verify that bug is fixed correctly 

by running same tests again. It also allows to re-use entire testing system in similar future 

projects and this can reduce budget and effort needed for the testing in the future pro-

jects. In most cases creation of tests and test environment is most time consuming and 

expensive part of test automation.  

One of the burdens in test automation is maintainability. While automating testing can 

reduce time and effort needed for testing, keeping the testing environment up to date 

can be very complex and fragile process. Automating testing needs constant mainte-

nance to ensure that tests give reliable results. Not keeping them up to date can lead to 

situations where tests are failing. Finding reasons for failures can be very complex and 

time-consuming process. Not maintained testing process can lead to situations where 

tests which should not be passing are actually passing and defects are left unnoticed. 
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4 Test Effectiveness  

4.1 Reasons to Evaluate Effectiveness of Tests 

For testing process, knowing how effective individual tests are is as important as test 

coverage measurement. While test coverage shows how well product is covered by 

tests, the test effectiveness shows the quality of tests to find defects. Both are equally 

important to guarantee high quality in the testing, as well as to make sure that testing is 

efficient based on how much time and resources are spent to it. 

Effective test is a test case that brings up defects from the product to which it is designed 

for. It is important to constantly evaluate test effectiveness to make sure that tests are 

capable of finding expected defects. Proving that they are effective can be complex and 

time-consuming process. As product is improved and changed through its lifecycle, it is 

important to keep the quality of testing up by updating test cases and verifying that they 

are working after the change in the product’s source code. For every test, as important 

as quality of finding defects is also that tests describe faults clearly and this is especially 

important in test automation. Test case should give a clear explanation for the failure. 

Not keeping tests up to date can cause situations where tests are passing there they 

should not. This can create false promise of product’s quality and test’s effectiveness.  

4.2 Effectiveness Based on Test Coverage 

4.2.1 Test Coverage 

Test coverage is important part of the software testing, as it displays quality, progress 

and effectiveness of tests. Test coverage is a technique which is used to determine 

whether the test system covers the whole product and how much code of the product 

source code is exercised when tests are executed. Test coverage helps to find flaws in 

the requirements and tests, as well as detect defects at the early stages of the test pro-

cess, which reduces risk of building code on top of the defects. Test coverage can also 

be used for prioritizing the testing process. [13.] 

While test coverage measurement does not give straight answer about the effectiveness 

of individual test cases, overall effectiveness of testing could be assessed using test 
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coverage measurement results. Test coverage metrics can be divided into three parts 

code-level, feature and application level metrics. Metrics can be used to ensure that all 

the functionalities, features and lines of code are covered by tests, and therefore ensure 

that testing process is capable of finding all the expected defects. [18.] 

4.2.2 Code-Level Metric 

Code level metric can be used to get an overview of how much of the product code 

structure is covered by tests. To figure out how many lines of code is executed, white-

box testing techniques like statement, path and decision coverage are used. Based on 

results code coverage can be calculated using equation 1 below. This makes sure that 

all the lines are covered by tests, as well as that there is no dead code in the product 

source code. [13.] 

𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 𝑜𝑓 𝑙𝑖𝑛𝑒𝑠 𝑐𝑜𝑣𝑒𝑟𝑒𝑑 =
୒୳୫ୠୣ୰ ୭୤ ୪୧୬ୣୱ ୣ୶ୣୡ୳୲ୣୢ ୠ୷ ୲ୣୱ୲ୱ

୘୭୲ୟ୪ ୬୳୫ୠୣ୰ ୭୤ ୪୧୬ୣୱ
∗ 100%  (1) 

Test execution coverage equation illustrated below is another code level metric. It dis-

plays how many tests are executed out of total number. While calculation shows pro-

gression of overall testing process, it does not show the quality of testing process or 

product under test. [18.] 

𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 𝑜𝑓 𝑒𝑥𝑒𝑐𝑢𝑡𝑒𝑑 𝑡𝑒𝑠𝑡𝑠 =
୒୳୫ୠୣ୰ ୭୤ ୲ୣୱ୲ୱ ୰୳୬

୘୭୲ୟ୪ ୬୳୫ୠୣ୰ ୭୤ ୲ୣୱ୲ୱ ୲୭ ୠୣ ୰୳୬
∗ 100%  (2) 

4.2.3 Feature Level Metric 

Feature level metrics are used in the projects to verify that all the features and require-

ments set to the product are covered by tests. Equation 3 can be used in the projects to 

display test creation process and to verify that at the end of the testing process all the 

requirements are covered by the tests. [13.] 

𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 𝑜𝑓 𝑟𝑒𝑞𝑢𝑖𝑟𝑒𝑚𝑒𝑛𝑡𝑠 𝑐𝑜𝑣𝑒𝑟𝑒𝑑 =
୒୳୫ୠୣ୰ ୭୤ ୰ୣ୯୳୧୰ୣ୫ୣ୬୲ୱ ୡ୭୴ୣ୰ୣୢ

୘୭୲ୟ୪ ୬୳୫ୠୣ୰ ୭୤ ୰ୣ୯୳୧୰ୣ୫ୣ୬୲ୱ
∗ 100% (3) 

 

Another feature level testing metric is test cases by requirement illustrated in table 1, 

which displays all the requirements, test cases and testing outcomes. As in most cases 
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multiple tests are needed to verify that product fulfills specific requirement and this metric 

allows easily to follow which tests failed and to which requirement it was related to. It 

also allows to show how fully specific requirements are covered by testing, as well as 

which requirements are most problematic based on failures. [13.]  

 

Table 1. Test cases by requirement metric. 

Requirement Test case Test result 

Requirement 1 Test case 1 Pass 

Requirement 1 Test case 2 Failed 

Requirement 2 Test case 3 Incomplete 

4.2.4 Application Level Metric 

One of the application level metrics is defect density. Metric is used to calculate defect 

density in the specific parts of the application. Metric results can be used to find areas 

which are most defect prone and based on that prioritize how thoroughly specific areas 

of product should be covered by tests. [13.] 

𝐷𝑒𝑓𝑒𝑐𝑡 𝑑𝑒𝑛𝑠𝑖𝑡𝑦 =
୒୳୫ୠୣ୰ ୭୤ ୤୭୳୬ୢ ୢୣ୤ୣୡ୲ୱ

ୗ୧୸ୣ ୭୤ ୱ୭୤୲୵ୟ୰ୣ ୣ୬୲୧୲୷
    (4) 

4.3 Effectiveness Based on Customer Feedback 

4.3.1 Metrics 

One of the ways to measure the effectiveness of testing is to use information gathered 

from the customers. Metrics based on customer feedback can be divided into two main 

categories customer satisfaction and defect measurement. [14.] 

4.3.2 Customer Satisfaction Measurement  

One of the ways to assess the quality and effectiveness of testing is to use feedback 

from the customers. Feedback about the product can be collected for example through 

surveys, help-desk calls and referrals. Assessment is based on whether the customer is 

satisfied with the product. High customer satisfaction with the product means that the 

manufacturer can be satisfied with the quality of product and testing process. [14.] 
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While customer is satisfied with the quality of the product this does not guarantee that 

the quality of the product development and testing process is actually good. It is hard to 

make sure or even possible that customers report all the unpleasant situations and weird 

behaviors about the products, as well as that feedback collection process remains con-

sistent. Customer feedback can differ a lot, as customers could be using product in dif-

ferent ways and environments. In customer feedback where is always possibility of mis-

understandings, as well as details can be lost through communication process. [14.] 

 

Another problem of assessing the testing quality based on customers satisfaction is that 

it does not separate the quality of product development from the quality of testing pro-

cess. When customer do not report any bugs, it can be because of quality of the devel-

opment or because of quality of the testing, but it would not verify either. This situation 

can also lead to false belief of great quality of the testing process. For example, as illus-

trated in figure 6, high quality product tested with low quality testing process could bring 

up same number of bugs, as good quality testing process with high quality product. [14.] 

 

 

 

 

 

 

 

 

 

 

Figure 6. Quality of product and testing. 

4.3.3 Defect Measurement 

Testing process effectiveness can be calculated based on number of defects found in 

the testing and reported by the customers. For any testing process, one of the main goals 

is always to minimize the possibilities which would allow defects to reach the customer. 

Defect reaching the customer proves that there are flaws in the testing process. Equation 

5 can be used to display how effective testing process is, as it gives percentage of de-

fects found by testing from the total number of defects found. [14.] 

Quality of product: Good 

Quality of testing: Poor 

Quality of product: Good 

Quality of testing: Good 

 

Number of defects found: 

Low 
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𝐷𝑒𝑓𝑒𝑐𝑡 𝑟𝑒𝑚𝑜𝑣𝑎𝑙 𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦 =
ୈୣ୤ୣୡ୲ୱ ୤୭୳୬ୢ ୧୬ ୲ୣୱ୲୧୬୥

ୈୣ୤ୣୡ୲ୱ ୤୭୳୬ୢ ୧୬ ୲ୣୱ୲୧୬୥ାୢୣ୤ୣୡ୲  ୰ୣ୮୭୰୲ୣୢ ୠ୷ ୡ୳ୱ୲୭୫ୣ୰
   (5) 

In most cases to get 100% defect removal efficiency is impossible and not even neces-

sary. Trying to reach high effectiveness level can create too complicated and endless 

testing process. At the end of the day producing and developing the product must make 

sense to the manufacturer. Trying to set too high-quality goals for the product can lead 

to situation where product will never be ready. Product should satisfy customer needs 

and trying to find all the defects in most cases is not necessary for that. Acceptable test 

effectiveness level can vary a lot depending on which kind product is tested. For exam-

ple, finding all the defects from the product in the medical field is far more important than 

finding all the faults from the simple calculator application.  

 

While test effectiveness assessment based on number of defects gives some kind of 

overview of testing effectiveness, it is still very heavily dependent on customer feedback, 

as was customer satisfaction measurement. In ideal world it would be perfect equation 

to calculate the effectiveness of testing, but in a real-world accuracy of equation can vary 

a lot. There is big chance that customers would not report all the bugs, as well as same 

bug can be reported multiple times where root cause of the bug is the same defect. 

Assessing what is a defect can vary a lot as well, as one can think that customer used 

the product in a wrong way while another can think it is a defect. To get accurate value 

from equation 5, defects reported by customer need thorough analyzing before making 

calculation to limit false and duplicate defects.  

4.4 Evaluation of Test Effectiveness Using Fault Seeding 

4.4.1 Fault Seeding 

Fault seeding is a technique where defects are intentionally injected into the software. 

Fault seeding is used to evaluate the effectiveness of testing, as well as to test how 

product performs under stress. 

From test effectiveness point of view, faults are injected to the product to verify does the 

individual tests notice defects to which they are designed for. Using fault seeding to 

measure test effectiveness requires first to understand which kind of defects individual 

test cases are designed to detect. Fault seeding can also be used to find requirements 
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which are not covered by testing process. Faults can be injected to the software so that 

product would not work as specified in the requirement and lack of requirement coverage 

is verified when all the tests are run and none of them find the defect.  

Systematic fault seeding testing process is called mutation testing. In the mutation testing 

different versions of original source code are created where every mutated software ver-

sion has single fault injected to them. Both original and mutant software are tested, and 

results compared to measure the effectiveness and quality of testing. 

Fault injections can be divided into two main groups based on when fault is injected, 

compile-time and run-time fault injections. [15.] 

4.4.2 Compile-Time Fault Injection 

Compile-time fault injection is a technique where fault is seeded straight to the product’s 

source code. Errors are seeded to the product by modifying, removing or by adding code 

to the source code. Faults injected to the product’s source code can be divided into three 

main categories based on how they affect the product, value, decision and statement 

mutations. [15.] 

Value mutation illustrated in figure 7, is a type of change where variable value is changed 

in the source code.  

 

Figure 7. Value mutation. 

Decision mutation is a change in the source code which causes code to run through 

different path in specific condition. It is achieved for example by changing conditions 

when code runs through some loop in the source code. This can be done by replacing 

arithmetic and relation operators, like illustrated in figure 8. 
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Figure 8. Decision mutation. 

Statement mutation is a method where part of the code is modified or removed so that it 

returns different outcome in specific conditions. For example, mutation can be generated 

by changing return statement of a method or by removing else part from the else-if state-

ment, as illustrated in figure 9. [16.]  

 

Figure 9. Statement mutation. 

 

In the statement mutation also extreme mutation strategy could be used. In the extreme 

mutation whole method or logic is replaced by a nullable block. For example, in figure 

10, instead of creating mutant software against every statement in the method one mu-

tant is created out of original source code. Extreme mutation is good for preliminary anal-

ysis to strengthen the test case before evaluating the tests effectiveness against state-

ments inside the method. [16.] 
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Figure 10. Extreme mutation. 

For example, below in figure 11 is a method called CheckPalindrome and test case 

CheckShouldBeTrue_CheckPalindrome. Method takes in a word and checks is a word 

palindrome or not, and test case is designed to verify that method correctly detects pal-

indromes. In figure 12 decision mutation and statement mutation are used to create type 

of defects which test case should detect. In this example test case noticed defects in the 

method as expected and therefore test case is effective. 

 

Figure 11. Original method and test case. 
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Figure 12. Decision mutation and statement mutation. 

 

When seeding faults to the products software, it is also important to understand the 

source code. Not all the injected errors cause change in the behavior of the product, like 

illustrated in figure 13. These seeded faults are called equivalent mutations. Equivalent 

mutations can be caused because of dead code or because triggering injected fault is 

restricted by other logic elsewhere in the code. Some injected defects also can cause 

situations where only the performance of the product is affected. Equivalent mutations 

usually bring up unnecessary parts of the source code which can be simplified or deleted. 

[16.]  

 

 
Figure 13. Equivalent mutation. 

4.4.3 Run-time Fault Injection 

Run-time fault injection is a technique where faults are seeded into the running product. 

Corrupting memory space, system call interposition and network level methods are used 

to seed run-time faults into the products software. Corrupting memory space method is 

used to corrupt main memory and process registers, while network level method is used 

to inject fault real-time into the network interface. System call interposition is a method 

where system calls made by user-level software are intercepted by real-time fault injec-

tions. [15.] 
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4.4.4 Metric 

Fault detection rate equation can be used to calculate the effectiveness of test case or 

overall testing process, as it shows how many injected faults tests were able to detect. 

For example, when 10 faults are seeded to the source code and testing process finds 8 

of them, when effectiveness of testing is 80%. [15.] 

𝐹𝑎𝑢𝑙𝑡 𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑟𝑎𝑡𝑒 =
ୈ୧ୱୡ୭୴ୣ୰ୣୢ ୱୣୣୢୣୢ ୤ୟ୳୪୲ୱ

ୗୣୣୢୣୢ ୤ୟ୳୪୲ୱ
∗ 100%   (6) 

4.4.5 Advantages 

Fault seeding is a very powerful way to measure the effectiveness of individual test cases 

and overall testing process. By understating which kind of defects specific tests should 

find, the effectiveness could be evaluated by seeding errors to the source code. This 

directly shows is test capable of finding defects to which it is designed to and based on 

that, overall testing quality and effectiveness can be assessed. 

As mentioned in customer feedback measurement, quality and consistency of a cus-

tomer feedback can vary a lot which affects accuracy of test effectiveness measurement. 

Fault seeding evaluation process removes dependency to customer and therefore can 

give more accurate measurement and constant process.  

Test process effectiveness evaluation can be started right away when the first test cases 

are created, and this allows to keep the quality and effectiveness up from the beginning. 

Early started test effectiveness evaluation process reduces the chance that product’s 

software is built on top of the defects. 

While fault seeding cannot verify that testing process could find all the defects it can get 

close to that, assuming that in the designing process all the requirements for the product 

are brought up. It allows manufacturer to produce reliable and stable product, as well as 

ensures that customer receives quality product with least number of defects. As quality 

of product is one of the most important ingredients for successful product, the measure-

ment of quality and effectiveness of testing process should be one of the top priorities of 

any product development process as well. 
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4.4.6 Disadvantages 

Fault seeding testing can be a very complex process. It requires good understating of 

how individual test cases work and which type of defects they are designed to detect. In 

addition of knowledge of tests, fault seeding requires good understanding of product 

source code and knowledge of coding. To generate specific faults in the product it is 

essential to understand how product should operate in the normal conditions and how 

behavior could be altered in the source code. This can be very difficult process for prod-

ucts with complex source code and situations where there is lack of documentation about 

products requirements and functionalities. 

In addition to complexity, fault seeding testing process can be very time consuming and 

could require a lot of effort. Big projects could contain thousands of test cases and this 

requires creating a lot of mutants out of the software to cover all the defects the test 

cases should find. In the systematic fault seeding testing this can take a lot of time, es-

pecially when it is done manually. Fault seeding testing also requires running tests mul-

tiple times, first with original software and after with mutant software to compare results 

and this can take a lot of time especially if test case has multiple assertions.  

When evaluating effectiveness of test cases which are used with physical device, seeded 

faults can do a lot of harm for the test setup. Seeding faults to the source code without 

careful planning can lead to situations where test setup is damaged. There is also pos-

sibility that small unnoticeable damages are done to the physical device which can at 

some point later alter the test results. 

4.4.7 Tools to Evaluate Test Effectiveness  

To lower the time taken by fault seeding process automation tools can be used to inject 

faults to the source code, as well as to run mutated software against original test cases. 

Open source tools available in the market are mostly only suitable for evaluating the 

effectiveness of unit tests. 

Stryker is one of the most popular open source mutation testing tools. Stryker seeds 

automatically errors to the software and runs and evaluates effectiveness of tests. It is 

easy to implement and is commonly used to test the effectiveness of unit tests. It sup-

ports C#, Java, Scala programming languages and allows to configurate settings to fulfill 
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specific mutation testing needs. For example, Stryker allows to specify which kind of 

faults to seed, as well as which kind of methods, files, mutations exclude from mutation 

testing. [17.] 

Below in figure 14 is an example of Stryker’s mutation testing report. It displays how 

effective test cases were of finding injected defects. Tool also allows to take a closer 

look, as illustrated in figure 15, to see which kind of defects were injected, survived or 

were not covered by testing. 

 

Figure 14. Stryker mutation testing report. 
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Figure 15. Detailed test result. 

5 Testing of Drives Software at ABB 

5.1 Testing in ABB 

In ABB drive software is continuously developed by hundreds of developers in all over 

the world and because of that importance of testing is very high. ABB is releasing up-

dated version of the drive software to the market multiple times in a year. Updated 
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version includes bug fixes, improvements on current functionalities, as well as new func-

tionalities for the drive. As software structure grows, the complexity of code increases 

and therefore coding errors are easier to come by. To see also how change in one-part 

affects software functionalities in all the other parts gets more difficult as development 

continuous. With complex and large project, high quality testing process is needed to 

cover all the features and functionalities. As ABB software testing process is developed 

and maintained by developers all over the world, ensuring and proving that the quality 

and effectiveness of testing is high can be very time consuming and difficult process.  

One of the goals of ABB’s software testing is to minimize the possibilities of defects 

reaching the customer, so that end user could receive bug free product. As drive has 

hundreds of parameters and endless combinations for them, as mentioned in chapter 

2.2, quality of testing must be high and constantly improved to achieve this goal.  

5.2 Testing Process 

In ABB drive software is tested daily. Every time when changes are made to the software 

repository tests are executed automatically. Testing makes sure that added changes 

work correctly and changes did not break any other parts of the software.  

ABB’s automated testing framework called ATF is a software solution for test automation. 

ATF has been developed and used for testing in the ABB for more than ten years. ATF 

is a system testing framework which is using black box testing techniques to test drives 

functionalities and features. ATF has thousands of test cases which are testing drive’s 

individual functionalities. ATF runs on computer which controls and monitors the drive 

where software is loaded. When all the tests are executed, results are gathered and 

reported. 

ABB is using continuous integration server for testing process illustrated in figure 16. 

When changes are committed to the software repository, server automatically executes 

tests starting with unit test and static code analyses. If software is passing them, then 

testing continues with basic ATF tests called Smoke tests. Smoke tests evaluate work-

ings of basic drive functionalities, like start and stop commands. Smoke testing verifies 

that software can be loaded to the drive and main functionalities still work properly after 
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the change. When software is passing the smoke tests, it means that software version 

under test is stable and changes made to the software can be kept.  

Once a day all the ATF tests are run with the latest stable software. There are hundreds 

of tests for one product family and running them all can take more than 20 hours. Be-

cause of that it is not efficient to run all the stable ATF tests after every change in the 

software repository. Continuous integration server triggers automatically test run with all 

the suitable ATF test cases once a day. Test run starts after working hours and runs 

through the night so that testing setups can be free to use by developers through working 

hours.   

 

 

5.3 Measuring Effectiveness of ATF Tests 

ABB does not have at the moment systematic way to evaluate effectiveness of ATF tests. 

ABB uses customer feedback to assess effectiveness of overall testing process. As men-

tioned in chapter 4.3.3, information can be used to calculate overall effectiveness using 

equation 5, as well as to improve testing and find areas in the software which are not 

covered by testing. But as goal for ABB is to reduce possibility of defects reaching the 

customer, especially critical defects, this is not best solution. This process is always one 

1. Developer 
make changes

2. Software 
building

3. Static code 
analyzes

4. Unit testing

5. ATF smoke 
testing

6. Software 
build

Latest stable 
build

Software loading 
to the drive

ATF testing

Testing process after the 

change in the software 

main repository. 

Daily system testing 

 

Figure 16. Testing process 
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step behind, as in case of customer reported bugs, testing process is improved after the 

feedback from the customer about found bug. To improve this situation fault seeding 

experiment could be used. Fault seeding allows to simulate same or similar defects like 

reported by the customers and therefore allows to improve the testing process before 

defect is reached the customer. 

In unit testing using and implementing code coverage or mutation testing tools like 

Stryker is easy and does not require a lot of additional work. This is not the case when 

effectiveness of testing is evaluated in the system testing.  As ATF testing is black-box 

testing, it means that software is tested without taking a look into the source code or 

having access for modification in the testing environment.  Mutation testing and code 

coverage tools available in the market are only suitable for the white-box testing like unit 

testing where source code is available for modification in the testing environment. While 

there are no mutation testing tools available for system testing, fault seeding process 

can be used in ATF. To evaluate the effectiveness of ATF tests with mutation testing, 

evaluation process can be divided into two. Fault seeding can be done in the drive soft-

ware environment and test evaluation with mutated software in the testing environment. 

6 Evaluation of ATF Tests 

6.1 Clean Run with Original Software 

As mentioned in introduction, test cases were selected based on which are working with 

the new ATF testing setups. For the general purpose drives ATF has around 250 indi-

vidual tests from which 79 are suitable to run with updated setups as shown in figure 17. 

Test cases are divided into groups based on which drive parameter groups and function-

alities they are evaluating. Every test case is executed multiple times using different drive 

settings. Tests under evaluation in this thesis are testing behavior of drive parameters in 

group 6, 10, 12, 13, 20, 21 and 96. 
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Figure 17. ATF test cases per drive parameter group. 

To get baseline, test cases were run with clean original code to ensure that software 

under test is bug free, as well as that test cases are passing as expected with clean 

software. 

 

Figure 18. Test results with clean run. 
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6.2 Fault Injection and Mutation Testing Process 

In this thesis fault seeding method was used to evaluate the effectiveness of individual 

ATF tests. Fault injection process illustrated in figure 22 started by studying tests to see 

which kind of defects specific tests are looking for. Modifications were made manually to 

the software source code one at the time to mimic specific defects that tests are looking 

for. As goal was to test the effectiveness of specific tests, inserting random faults using 

some fault seeding tool was not efficient, as only part of tests were used. Inserting ran-

dom errors would have required to go over injected faults to ensure that they are in the 

correct places and do not harm the drive when tests are executed. 

Faults were generated using decision and statement fault seeding methods described in 

the chapter 4.4.2. In most cases faults were injected by modifying if statements in the 

source code, by commenting out if statement, or by changing conditions when if state-

ment is executed. For example, to evaluate the effectiveness of test case number 1 in 

appendix 1, both decision and statement mutations were used to alter behavior of ena-

bled bit shown in figure 19. In the statement mutation code line is commented out, which 

made bit to stay at false state at all times. In the decision mutation, condition when if loop 

is executed is changed which made bit to stay at wrong state at all times. 

 

Figure 19. Statement and Decision mutations. 
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Before testing it was verified manually that change in the software made drive to behave 

differently. For that mutated software was loaded to the drive and behavior of the drive 

was monitored using ABB’s tool called drive composer. For example, enabled bit modi-

fied in figure 19 should be in active state when drive parameters 20.12 and 20.19 are 

selected, meaning they are active as shown in figure 20 [18, p. 169]. Both mutations in 

figure 19 always set bit to be at wrong state like shown in figure 21.  

 

Figure 20. Enabled bit correct behavior with clean software.  
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Figure 21. Enabled bit behavior with mutated software. 

When drive acted differently as expected, testing was started. For the test case evalua-

tion process, continuous integration server was used, first to generate software package 

for the drive out of mutated software and then for running ATF tests. Using continuous 

integration server allowed to use same test setups which are used in the normal daily 

system testing, as well as allowed to run tests against mutated software after working 

hours, which speeds up overall test evaluation process. 
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Figure 22. Test case evaluation process. 

6.3 Results 

Total 124 defects were injected to the software to evaluate the effectiveness of 79 tests. 

In most cases defects were injected one at the time to get most accurate results. Faults 

were generated to places in the source code based on information gathered when ana-

lyzing individual tests. Modification were made to the behavior of parameters or function-

alities which generated faulty behavior that individual test cases were looking. In the 

system testing, tests are evaluating only the external behavior of the product in the spe-

cific situations and in the source code this behavior could be altered multiple ways and 

places. In this thesis same wrong drive behavior that tests were looking was generated 

only one way, as creating same behavior change in the different place of the source code 

would not have given any more benefit for the tests evaluation process in the system 

testing. Both decision and statement mutations were used to evaluate the effectiveness 

of test cases. Beginning of tests evaluation process mutations were done against every 

test once to ensure that all tests were evaluated at least once in this thesis. After that as 

many tests as possible were evaluated at least once more by making drive parameter or 

functionality to behave wrongly in some other way. 
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Test cases were able to detect 121 defects out of the total number shown in figure 23. 

Defects which were left undetected were run multiple times to ensure that change in 

software were actually left unnoticed.  
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Figure 23. Total faults seeded per drive parameter group. 

In all cases where test case found the defect, assertion message gave clear reason why 

test was failing. For example, test 1 in appendix 1 with mutations shown in figure 19 gave 

correctly and clearly reason why test failed as shown in figure 24.  

 

Figure 24. DWS1_Bit0_Enabled test case assertion message. 

One defect that was not caught by testing was related to behavior of parameter 10.1 

digital input (DI) status. Defect was done in similar fashion like shown in figure 19 and it 

made DI status parameter bits to stay at false state, shown in figure 26. Defect was 

expected to be found by test case number 40 in appendix 1. By test case naming 
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convention and description, it was expected to verify correct behavior of the parameter 

10.1 DI status. Closer analysis of test case showed that it was actually evaluating work-

ings of parameter 10.2 DI delayed status. In the normal conditions DI status parameter 

bits are always active when delay parameter bits are active as shown in figure 25, but in 

the software source code their state is altered by different methods. Later re-run was 

also done with the same mutated software, but in this case all the tests were used shown 

in appendix 1 and also in this case defect was not found. Test case number 40 in appen-

dix 1 was also evaluated with the mutated software where parameter 10.2 DI delay status 

behavior was changed as shown in the figure 27 and in this case, test noticed change in 

the drive behavior. To detect defects related to the parameter 10.1 DI status small 

changes would be needed to be done for the test case. It would require adding some 

assertions to the test which takes a lot less time and effort compared to the situations 

there this defect is found by customer. 

 

Figure 25. Parameters DI status and DI delayed status behavior with clean software. 
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Figure 26. Parameters DI status and DI delayed status behavior with mutation done to status bit. 

 

Figure 27. Parameters DI status and DI delayed status behavior with mutation done to delay bit. 

Two other defects not found by testing were related to the behavior of bit called speed 

control which is set to true when speed control mode is active. In scalar motor control 

mode drives operation mode is always speed control, while in the vector motor control 

mode it can either be speed or torque. Speed control bits behavior is checked with the 

test case 40 in appendix 1. By closer analysis of the test case, it showed that test is 

checking bit behavior only in the vector motor control mode. In the drive source code bit 

is activated in different places depending on which motor control mode drive is using. 

Test case did not notice behavior change shown in figure 28 where fault was injected to 
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the loop which was altering the bit state in the scalar control mode. Re-run was also done 

with all the available test cases shown in appendix 1 against same mutated software and 

no test found defect in the source code. Test case correctly found defects related to the 

speed control bit behavior in the vector motor control mode. To make sure that detect is 

found by testing, small changes are needed to be done to the test case which should not 

take a lot of time and effort. 

 

Figure 28. Speed control bit behavior in original source code vs in mutated software. 

Test evaluation process also brought up three test cases which were not running in the 

daily system testing. Test cases number 58, 75 and 76 in the appendix 1 were removed 

from their test groups, but there was no clear reason why. Testing showed that tests 

number 58 and 76 in the appendix 1 worked correctly with ATF setups. With clean source 

code tests passed and with the mutated software they failed as expected. Run with test 

case number 75 in the appendix 1 showed that it is not applicable to run with the updated 

ATF setups. Defect seeded to evaluate test case number 75 was found by the test case 

number 76 in the appendix 1. 

When using equation 6, fault detection rate, it shows that effectiveness of current avail-

able ATF tests is 97.6%. While there is no exact result what should be achieved to be 

satisfied with test effectiveness, in common sense the better result from the equation the 

more satisfied one could be with testing. In case of this thesis, all the defects injected to 
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the source code made drive behave wrongly and should have been found by tests, and 

therefore result shows pretty accurately effectiveness of tests under evaluation. Goal for 

any testing process should be to get as close as possible for 100%, as it gives best 

chance to catch defects in the testing. Any real fault left unnoticed requires fix at some 

point and in most cases, later the fault is found the more effort and time is needed to fix 

the bug.   

7 Conclusion  

In this thesis, the effectiveness of ATF tests were evaluated using fault seeding method. 

79 general purpose drive tests out of 250 were selected for the evaluation. In test cases 

evaluation process, first tests were reviewed to understand which kind of defects they 

should find and then faults were injected to the source code in most cases one by one. 

Tests were run against mutated software using continuous integration server which al-

lowed easily to generate software package for drive and run tests nightly. 

Faults were seeded to the drive source code manually by altering source code using 

decision and statement mutations. In most cases finding where to inject faults was not 

as complicated as expected first. Variable naming conventions in the drive software and 

testing environment were similar, which eased finding how to alter drive behavior cor-

rectly. Most worrying part of the test evaluation process was ensuring that mutation 

would not do harm to the drive under test and this was limited by injecting faults manually 

and trying out mutated software before testing. 

Total 124 faults were seeded to the source code to evaluate the effectiveness of tests. 

Thesis showed that in most cases ATF tests were capable of finding most of the injected 

defects. Work brought up type of defects which should have been found by ATF test 

cases under review but were not, as well as reasons why defects were left unnoticed. 

Work process showed that fault seeding is very effective way to evaluate the effective-

ness of ABB’s ATF tests. Fault seeding allowed to generate exact defects that test cases 

should find and therefore show how effective tests are. While it can be very effective way 

to evaluate the effectiveness, it can also be endless process. For against every test case 

there is possible to do a huge number of different mutations, and therefore it is important 

to make plan how tests are evaluated like is done in normal testing process. In case of 



38 

 

 

system testing, to create same external behavior change in the different places on the 

source code does not give any more benefit for the mutation testing, as system tests 

only evaluate external behavior of the product, not how this behavior was created in the 

source code.  

In ABB, to automate test evaluation process using fault seeding should not require a lot 

of work, as only fault seeding part needs to be automated. ABB already has all other 

parts automated and in the open market there are available open source tools which can 

potentially be implemented for fault seeding. Automated process would reduce time and 

effort needed from the process and it would be most beneficial when all the unit and ATF 

tests are available, as it would allow to insert random faults to the source code.  

In both manual and automated process, the time and effort needed could be reduced by 

injecting faults only to the most critical places in the software. These could be places 

where fault can do most harm or areas where most of the bugs are reported, which could 

be calculated using equation 4, defect density rate. The biggest benefit for the manual 

process is that it allows generate exact defects needed for the evaluation, while in auto-

mation process this can be harder to achieve, but automated process would take less 

time and effort in a long run when huge number of tests are evaluated systematically. 

Systematic fault seeding test evaluation process could be very powerful and effective 

way to evaluate the effectiveness of both unit and ATF tests, as well as to find parts of 

software which are not covered by testing. This would improve testing quality and mini-

mize the possibilities of defects reaching the customer, which is one of the goals of test-

ing in ABB. 
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Test Results 

D
S

Decision mutation: Mutation not found:
Statement mutation: Mutation found:  

Test case Mutation
D
S
D
S
D
S
D
S

5 S
6 S
7 S
8 S
9 S

D
S

11 S
12 S
13 S

D
S
S
S
S
D
S
D
S
D
S

19 S
20 S

D
S
D
S

Drive status word 1, local control bit at false state

6. Control and status words

6. Control and status words

Parameter group

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words
6. Control and status words

6. Control and status words
Drive status word 2, ID run done bit at false state
Drive status word 2, magnetized bit at false state
Drive status word 2, start delay active bit behavior reversed

Main status word, above limit bit behavior reversed
21

22

6. Control and status words 

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words
6. Control and status words
6. Control and status words
6. Control and status words
6. Control and status words

6. Control and status words

6. Control and status words
6. Control and status words

6. Control and status words

6. Control and status words

14

15

16

17

18

1

2

3

4

10

Drive status word 1, ext1 active bit behavior reversed
Drive status word 1, ext1 active bit at false state
Drive status word 1, ext2 active bit behavior reversed
Drive status word 1, ext2 active bit at false state
Drive status word 1, start request bit at false state
Drive status word 1, ready to start bit at false state
Drive status word 1, running bit at false state
Drive status word 1, started bit at false state
Drive status word 1, modulated bit at false state
Drive status word 1, limiting bit behavior reversed
Drive status word 1, limiting bit at false state

Drive status word 1, enabled bit behavior reversed
Drive status word 1, enabled bit at false state

Behavior change

Drive status word 1, inhibited bit behavior reversed
Drive status word 1, inhibited bit at false state

Main status word, above limit bit at false state
Main status word, user bits bit behavior reversed
Main status word, user bits bit at false state

Drive status word 2, start delay active bit at false state
Drive status word 2, speedControl bit at false state in vector mode
Drive status word 2, speedControl bit at false state in scalar mode
Drive status word 2, speedControl bit at false state in scalar mode
Drive status word 2, safe ref active bit behavior reversed
Drive status word 2, safe ref active bit at false state
Drive status word 2, last speed active bit behavior reversed
Drive status word 2, last speed active bit at false state
Drive status word 2, emg stop failed bit behavior reversed
Drive status word 2, emg stop failed bit at false state
Main status word, ready to switch on bit at false state
Main status word, ready run bit at false state

 



Appendix 1 

2 (4) 

 

 

D
S

Decision mutation: Mutation not found:
Statement mutation: Mutation found:  

Test case Mutation
23 S

S
S
S
S
S
S

27 S
S
S
D
S

30 S
31 S

D
S

33 S
D
S

35 S
D
S
D
S
D
S
D
S
S
S
S
S
S
S
S
S

43 S
S
S
S
S
S

12. Standard AI
AI force value is never checked
AI force value always 0
AI force value always 8

45

10. Standard DI, RO

10. Standard DI, RO

10. Standard DI, RO

10. Standard DI, RO

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

10. Standard DI, RO

Parameter group

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words

6. Control and status words
6. Control and status words

6. Control and status words
Main status word, tripped bit behavior reversed
Main status word, tripped bit at false state
Main status word, Off2 Inactive bit behavior reversed
Main status word, Off2 Inactive  bit at false state
Main status word, Off3 Inactive bit behavior reversed
Main status word, Off3 Inactive  bit at false state
Main status word, switch on inhibit bit at false state
Main status word, warning bit at false state
Main status word, warning bit behavior reversed
Main status word, at setpoint bit behavior reversed
Main status word, at setpoint bit at false state
Main status word, remote bit at false state
Start inhibit status word, Ctrl loc changed bit at false state

Start inhibit status word, lost start enable bit behavior reversed
Start inhibit status word, lost start enable bit at false state

Start inhibit status word, EmOff3 bit behavior reversed
Start inhibit status word, EmOff3 bit at false state

Start inhibit status word, EmOff2 bit at false state

Start inhibit status word, fault reset bit at false state

Behavior change

Fault reset bit behavior reversed
Start inhibit status word, auto reset inhibit bit at false state

RO toggle counter values not updating
RO toggle counter values incorrect

RO's ON delay not updated

RO2 ON delay not updated
RO2 OFF delay not updated

34

36

37

RO1 ON delay not updated

RO source selection not updated
Warning not raised
Warning raised reverse times

38

39

40

41

42

44

DI delay bit at false state

Start inhibit status word, lost run enable bit behavior reversed
Start inhibit status word, lost run enable bit at false state
Start inhibit status word, STO bit behavior reversed
Start inhibit status word, STO bit at false state
DI status bit at false state

Main status word, ready ref bit at false state

24

25

26

28

29

32
Start inhibit status word, EmOff1 bit behavior reversed
Start inhibit status word, EmOff1 bit at false state
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D
S

Test case not used in daily system testing:
Test case not applicable with ATF setups:

Decision mutation: Mutation not found:
Statement mutation: Mutation found:

 

Test case Mutation
D
D
S
S

47 D
48 S

S
S
S

50 S
51 S

D
S
S
D

54 S
55 S
56 S

S
S

58 S
59 S

S
S

61 S
62 S

S
S
S

65 S
66 S
67 S
68 S
69 S
70 S
71 S
72 S

D
S

74 S

46

49
AO filter time not updated
AO 1 filter time not updated
AO 2 filter time not updated

13. Standard AO AO force data not read

AI  scaled value always 0
AI scaled value always 5

12. Standard AI AI scaled value incorrect, when value is under maximum 

Behavior change

Drive not starting in In1 Start mode

Enable to rotate not allowed

AO filter time not updated

Drive not rotating reverse in In1LevelFwd In2Rev mode
Drive not rotating reverse in In1EdgeStart In2Dir mode

21. Start/stop mode

21. Start/stop mode
21. Start/stop mode
21. Start/stop mode
21. Start/stop mode
21. Start/stop mode

Parameter group

20. Start/Stop/Direction
20. Start/Stop/Direction
20. Start/Stop/Direction

20. Start/Stop/Direction

21. Start/stop mode
21. Start/stop mode

20. Start/Stop/Direction

20. Start/Stop/Direction

13. Standard AO

12. Standard AI

63

64

73 21. Start/stop mode

AO filter time not updated

57

60

Drive not starting reverse in In1PStartFwd In2PStartRev 
In3Stop mode
Drive not start foward in In1PStartFwd In2PStartRev In3Stop 

13. Standard A0

13. Standard AO

20. Start/Stop/Direction
20. Start/Stop/Direction

20. Start/Stop/Direction

20. Start/Stop/Direction
20. Start/Stop/Direction

20. Start/Stop/Direction

Drive not rotating reverse in In1PStart In2Stop mode

Drive not rotating reverse in In1LevelStart In2Dir

S

Start command not set to Ext1
Ext1 never set to active

Start command not set to Ext2

DC hold status bit behavior reversed

Drive not starting in In1PStart In2Stop mode

Drive not starting in In1EdgeStart In2Dir mode

Drive not starting in In1 Start Fwd, In2 Start Rev mode

AI scaled value incorrect, when value is under maximum 
AI scaled value incorrect, when value is over minimum value

Post magn bit behavior reversed

Drive not starting in In1 Start mode
Drive not starting in In1LevelStart In2Dir mode

Post magn timers behavior reversed

DC heating bit at false state
Post magn bit behavior reversed

DC heating bit at false state

Emergency ramp stop not activated when requested

DC hold status bit at false state
DC hold can not be stopped by DC hold request
DC hold status bit at false state

52 20. Start/Stop/Direction
Warning raised reverse times
Warning Run Enable not raised

53 20. Start/Stop/Direction
Enable to rotate not allowed
Enable to rotate allowed wrong time
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D
S

Test case not used in daily system testing:
Test case not applicable with ATF setups:

Decision mutation: Mutation not found:
Statement mutation: Mutation found:

 

Test case Mutation
75 D

D
D

77 D
78 D

S
S

79

Parameter group

96. System

Behavior change

US units in default region
Default units in US region

21. Start/stop mode Emergency ramp stop not activated when requested

21. Start/stop mode

76 21. Start/stop mode
Emergency  stop not activated
Emergency  stop activation logic reversed
Post magnetization bit at false state

21. Start/stop mode Post magnnetization not activated

 


