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As applications, networks and IT systems grow larger and increasingly complex, manual 
real-time management is often infeasible. As a solution to this problem, autonomous soft-
ware has emerged as a key area for development. By following pre-configured rules or ex-
ercising artificial intelligence, programs can operate more independently, handling tasks 
such as monitoring logs, allocating system resources, and coordinating devices. This project 
details one such example, following the design and implementation of a semi-autonomous 
software agent and its impact as part of a larger data analysis and visualization platform. 
 
Building on the basis of an existing data collection microservice written in Python, the project 
focuses on the addition of self-monitoring and self-healing features, such as automated state 
monitoring, configuration updates, and rule-based action handling. The project demonstrates 
how such features increase resilience, reliability and ease of use in both the service and the 
larger platform while ensuring that administrators and users retain the capabilities to fully 
control and customize the system. While noting the various challenges posed by automation, 
this project seeks to provide evidence that, in many cases, its enormous benefits clearly 
outweigh its apparent costs. 
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1 Introduction 

The introduction of autonomous control mechanisms is among the most important trends 

in software development today, as confirmed by even a cursory glance through popular 

technology news sources [1; 2; 3]. Both in small-scale, independent projects and major 

product lines from the largest corporations, there is a clear movement toward increasing 

productivity and ease of use by having software itself handle tasks that are tedious, rep-

etitious, inconvenient, or difficult for human users.  

Further development of autonomous systems brings with it a variety of challenges. The 

prospect of self-driving vehicles, for example, threatens to disrupt traditional work pat-

terns while also challenging norms and expectations about transportation [4]. Ground-

breaking autonomous diagnostic devices have begun to outperform human physicians 

in some respects, leading some to question whether they might render some medical 

specializations obsolete [5]. While the benefits appear inarguable, such examples help 

to explain the discomfort some feel about automation. 

At the same time, less controversial examples can readily be found, where the benefits 

of autonomy clearly outweigh the apparent costs, making software and the systems that 

run it more approachable, intuitive, and useful for users. Examples range from simple 

desktop automation, which saves time and effort while remaining largely user-directed, 

to more complex business and industrial applications—such as scheduled maintenance 

tasks or monitoring facilities for unsafe conditions—where there is little direct input, yet, 

rather than replacing human administrators, autonomous systems can actually enhance 

their insight into, and control over, their operations. 

This project draws inspiration from this important trend by adding semi-autonomous el-

ements to the control mechanisms of a data collection agent within an existing micro-

service-based, event-driven system. By adding these features, the project aims to further 

the system’s original goals and planned use cases, offering an improved experience and 

greater value to both system administrators and non-technical users. 

The work done for this project is part of a larger collaborative effort over the course of a 

year building a complete end-to-end system for data analysis and visualization. This sys-

tem has been designed with the aim of meeting the needs of a diverse set of customers 
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who would benefit from a platform for easy, intuitive, simultaneous monitoring of pro-

cesses. These processes could involve anything from large-scale business operations, 

to hardware health monitoring, to tracking sensor data or devices used by individuals. 

The goal of creating the system was in part to offer a service to customers by establishing 

a complete solution for data monitoring, built partly on freely available open-source com-

ponents, but which addresses needs for which no ready-made solution exists and lever-

ages its components in a cohesive way which would be prohibitively difficult to realize 

for a non-technical user and would require resources to run and maintain beyond what 

many customers would be able to invest. 

The architecture of this system has also been planned from the beginning to allow for 

scalability for use by organizations of different sizes and to provide numerous points of 

customization and tailoring to the particular needs of the customer. This project focuses 

on one aspect of addressing those customer needs—the addition of autonomous behav-

iors at the point of data collection, part of a more general effort to add these attributes 

throughout the system. Table 1 below describes the targeted behaviors and their planned 

use cases. 

Table 1. Desired Semi-Autonomous Behaviors [adapted from 16, p. 44] 

Behavior Type Implementation Goal Administrator/User Benefit 
Self-monitoring A system service can evaluate its 

own states and those of its hard-
ware, note (and notify users of) im-
portant events, and detect/predict its 
own failure. 

- Administrators: Less need for 
constant vigilance in case of fail-
ure.  
- Users: Less need to monitor the 
user interface. 

Self-healing A system service can take action to 
repair/restart itself or its parts when 
it experiences a failure. 

- Administrators: Less call for 
manual restarting, resetting, and 
other fixes. 
- Both: Less downtime. 

Self-updating A system service can alter its own 
configuration and test any changes 
made. 

- Both: Less need for manual 
configuration. 

Self-maintenance A system service can keep itself in a 
working state and take/request ac-
tions that ensure it continues to per-
form well. 

- Administrators: Less need for 
manual maintenance. 
- Both: Increased reliability and 
availability. Less downtime. 

 

As the table indicates, the goal of adding semi-autonomous control to the system extends 

to all of its component services and hardware resources. The principle of reusability, 

often cited as key to the microservices architecture on which the system is based [e.g. 
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6], suggests the utility of a common service daemon that can be configured to manage 

the resources and features of any service to which it is assigned. For the purposes of 

this project, however, it is useful to limit the scope to the case of one service, the data 

collection agent (DCA). 

The DCA operates at the data’s point of origin, and it features a modular structure with 

a library of data collection modules whose instances can be added or removed according 

to the desired configuration. The DCA is a particularly interesting focal point for this pro-

ject, as it executes an array of processes to be monitored, produces varied types of event 

data with some local processing, and involves a variety of hardware, including the nodes 

on which the service runs and the various sensors it may use. By enhancing the DCA 

with the potential for semi-autonomous control, this project will explore some of the prin-

ciples of system design and possibilities for automation to extend the system’s existing 

capabilities and more fully realize its foundational goals. 
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2 Theoretical Background 

This project and the larger system it aims to enhance are based on principles of program 

design that are products of an extensive history of research and development. These 

principles continue to play central roles in ongoing developments in software engineering 

today, and their impact is felt across a range of industries, as developers seek to create 

systems ready for the future—one where software is more accessible and accomplishes 

more with less direction, where the availability and integrity of data are more important 

than ever before, and where intelligent assistants extend human capabilities. 

One encapsulation of this coming future frequently mentioned throughout the literature 

is the notion of an emerging fourth industrial revolution, commonly known under the Ger-

man name “Industrie 4.0.” This revolution is predicted to focus centrally on use of “smart” 

technologies in production, founded on such principles as “decentralization, … service 

orientation, and modularity” [7, pp. 3, 5]. These timely topics are all centrally involved in 

the design of a semi-autonomous data collection agent. 

While many of the topics this project touches on, such as autonomy and decentralization, 

are undoubtedly wide-ranging, they can be distilled down to a few points that are partic-

ularly important as background. These include the choice of a microservices architecture, 

uses of intelligent software agents, and the theory and applications of autonomous sys-

tems with features of self-awareness. 

 

In addition to the discussion of the theory and general applications of these topics, the 

relation of this project to the preceding work of building the larger system will be pre-

sented. An overview of the current state of the existing system, how it implements these 

concepts, and the role of the DCA as one piece of the larger system will provide important 

context and also help to elucidate the motivation for the project. Finally, given all of this 

background information, the project’s intended contribution to the field will be discussed. 

2.1 The Choice of a Microservices Architecture  

Widely adopted in recent years, a Microservices Architecture (MSA) is commonly de-

scribed as a way of breaking down the organization of an application according to the 

specific roles its parts play. To put it in other terms, MSA is considered by some to be a 
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form of “modularization of software,” where the modularity achieved is not merely con-

ceptual but functional as well [8, ch. 1]. While different definitions emphasize different 

aspects of what microservices are, an overview of frequently cited qualities they exhibit 

is sufficient to understand their aim. 

The first of these key qualities relates to the size and scope of processes. Systems ex-

hibiting MSA are built on functional units best described as “small” (in their domain of 

activity), or narrowly focused, which run separately and relatively independently, being 

connected only by “lightweight” channels of communication [9, p. 6569]. As a result, 

these systems benefit in a variety of ways from the robustness, potential for fine-tuning 

and service-specific scalability and replaceability MSA enables [10, pp. 5, 8]. 

 

 A simplified system diagram. The system’s microservices work closely together while 
remaining relatively independent. 

These characteristics are illustrated in the simplified diagram included as figure 1 above, 

which depicts the system under development during the present project. The system is 
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characterized by a variety of small, independently operating microservices that are tied 

together by lines of communication, including both a stream of collected data and a 

stream of control signals, through which services can affect each other’s operation. 

Wolff points out that the concept of the individual microservice itself has no universally 

agreed-upon definition [8, ch. 1]. Still, the philosophical underpinnings of MSA are fairly 

evident. Some, including Wolff, connect the concept to the UNIX philosophy, which holds 

that programs should be small, self-contained units that do exactly one thing well and 

are intended from the start to be used in combination to accomplish more complex tasks 

[8, ch. 1]. In much the same way, microservices typically do something simple on their 

own but do complicated work when used together as a system. 

2.1.1 Difference from a Monolithic Architecture 

To fully define what MSA is, it is necessary to characterize what distinguishes it from 

competing architectures. Of these, the clearest contrast can be seen between MSA and 

the so-called monolithic structure of traditional applications, where all functionality is con-

tained in a single large process. Mikkelsen et al. characterize the contrast between these 

two architectures especially in terms of scalability and the ability to quickly implement 

changes to functional parts of an application or system [9, p. 6569].  

Restating this distinction, one can say that monolithic applications have a definite, pre-

conceived structure and design that does not allow for a great deal of flexibility. Parts 

cannot be tested or modified independently, as they are inseparable from the whole ap-

plication. Figure 2 below illustrates how the system depicted in figure 1 might look if 

conceived as a monolithic application. Rather than small, independent services, the sin-

gle program is made up of corresponding layers that handle data in a definite, predefined 

process that cannot be modified without significant new development efforts. 
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 Conceived as a monolith, the system becomes a single, multi-layered application. 

Microservice-based applications, in contrast with their monolithic counterparts, are very 

flexible. They are designed from the beginning to be adaptable to a wide variety of envi-

ronments and use cases, and they are less fixed, because they are intended to be re-

configurable and upgradeable without the degree of difficulty that comes with a mono-

lithic application. Because they are separate entities, services can be tested and re-

placed individually at any time, and the communication relationships between them can 

be modified with relative ease, which is a compelling advantage that saves development 

time. 

2.1.2 Relation to a Service-Oriented Architecture 

Numerous sources describe a debate over MSA’s place as either a further development 

of, or a differently focused alternative to, a Service-Oriented Architecture (SOA) [e.g. 6]. 

SOA is an earlier approach to application design that shares MSA’s focus on how parts 

function and what they can offer, in contrast with a monolithic architecture. 

Mikkelsen et al. note that monolithic architectures may exhibit a “service orientation” 

where the SOA/MSA features of “high cohesion and low coupling” (in other words, inde-

pendence of services which nonetheless function well as parts of a whole) are realized 

on a purely conceptual level in logically distinct functional parts of an application [9, p. 

6569]. Yet this architecture leaves systems vulnerable to being taken down by even small 
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bugs, as the conceptual separation is not fully realized in practice. This fact motivated 

the development of alternatives such as SOA. 

Baresi et al. describe SOA as a kind of ecosystem of “point-to-point interactions” among 

components and clients, where the former “export the services they provide,” while the 

latter are then able to find services that offer the capabilities they need [11, p. 27]. This 

is a key commonality with MSA, which may be considered simply to provide smaller, 

more focused services. According to Clark, however, SOA is often considered to be 

about exposing application services for use by other applications in an enterprise setting; 

with this understanding, it would be clear that MSA, which pertains to the internal struc-

ture of a single application, is something fundamentally distinct [6]. 

Following this line of thought, one could conclude that a defining difference in MSA is 

that it is the architecture most focused on functional independence. As Clark puts it, this 

is manifested in a few key ways: MSA avoids true reuse of components, instead prefer-

ring “reuse by copy,” it prefers asynchronous communication to reduce dependencies, it 

suggests a “discovery” model based on the assumption of volatile service availability, 

and it relies upon redundant copies and different “views” of data within separate services 

[6]. 

2.1.3 Advantages and Disadvantages 

The choice of an MSA provides a variety of benefits compared with competing architec-

tures, while also introducing some potential downsides. Several of these have particular 

bearing on the system in development, and even the possible disadvantages add moti-

vation for the addition of autonomous features. 

The robustness of MSA-based systems is evident in a variety of ways. In the conceptual 

and practical separation of their services, these systems distribute risk in a way compet-

ing architectures cannot. In a monolithic structure, a failure anywhere necessarily means 

a failure of the entire system, but the isolation of issues in microservices ideally averts 

the issue of “cascading failures,” where one small problem multiplies into other, larger 

ones, without affecting the functioning of the whole system [12, p. 3; 10, p. 5].  

MSA systems are also designed such that their constituent services are easy to update 

and replace, avoiding the problem of aging systems in need of a full overhaul, which can 
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dissuade companies from making needed improvements [10, p. 7]. Changes to any par-

ticular microservice can be deployed without updating an entire system at once [12, p. 

3]. This reduces the frequency of “large-impact, high-risk” deployments that are often 

avoided, leading to a continued accumulation of changes that will ultimately make a de-

ployment even riskier [10, p. 6].  

In a monolithic application, all parts necessarily change together. Just as an update is 

an update to the whole application, when the application needs to scale to handle more 

data, for example, it can only do so uniformly. This is particularly frustrating when the 

change in scale is only necessary because of performance constraints on a small piece 

of the much larger system [10, p. 5]. 

This highlights another key advantage of MSA. In contrast to competing architectures, it 

inherently provides the possibility of “fine-grained scalability,” allowing different services 

to run at different scales, depending on their requirements, and ensuring that the scale 

at which one service is deployed can change even as another service remains as it was 

[12, p. 3]. Services that are less resource-intensive can run comfortably on low-end hard-

ware while available resources are used where they are actually needed [10, pp. 5-6]. 

Developers also benefit from the MSA approach, exercising increased control over how 

they work. By enabling what is variously called “technological heterogeneity” or “polyglot 

programming,” MSA gives developers the freedom to use languages and tools that they 

feel comfortable with or that prove to be the correct choices for what they wish to accom-

plish [12, p. 3]. 

This freedom of choice for developers is an important advantage of MSA compared to 

monolithic development, where developers may be forced to use a tool simply because 

it was selected for some previous implementation or forced to choose a tool that makes 

some tasks more difficult because it is “more standardized” or more applicable to all the 

different parts of a system [10, p. 4]. This kind of limitation can turn into a substantial 

handicap or lead to additional work and unforeseen problems. 

The additional challenges MSA introduces are inextricably linked to many of its ad-

vantages. From the very beginning, the design of an MSA can itself be complicated, as 

it may not be obvious how to break down an existing application or organize a new sys-

tem. Hassan and Bahsoon point to the challenge of determining an “optimal level of 
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granularity” for services—in other words, choosing how small services should be, what 

functional limitations they should have, and how many services there should be in a given 

system [13, p. 813]. There are no hard and fast rules to answer these questions. 

Design is not the only challenge, however. Because microservices, by their nature, form 

a distributed system, they increase the need for mechanisms to ensure their effective 

cooperation and monitor their resource usage and functioning [12, p. 3]. This points to 

the potential benefits of self-aware services that can reduce the need for administrators 

to monitor services manually. 

In addition to this, distributed services greatly increase the demands for testing and de-

ployment [10, p. 11]. They also generate additional problems related to data storage and 

retrieval and ensuring working communications across more complex networks, all con-

tributing to an increase in the number of “potential failure points” the system “exposes” 

and the difficulty of determining both the causes of and optimal resolutions to failures 

[12, p. 3]. These challenges, too, can ultimately be seen as motivating increased use of 

automation to mitigate this increasing complexity. 

2.2 Autonomy in Software Design 

A second major topic providing essential context for this project is the state of autono-

mous software. Even more so than in the case of MSA, autonomy and automation are 

the central focus of many major developments in software today, from smartphone ap-

plications and home assistants to self-driving cars and beyond. The topic is of such cur-

rency and widespread interest that a truly comprehensive summary of its state is beyond 

the scope of this project. It will suffice instead to provide a brief overview of its conceptual 

foundations and a selection of relevant applications. 

2.2.1 Defining an Autonomous System 

Generally speaking, autonomy can be associated with such concepts as self-determina-

tion and decision-making abilities. One may connect it to the idea of free will, thinking of 

a human being’s exercise of personal autonomy. These connections are just as valid in 

the context of autonomous software, which is also intended to act independently. 
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An exact definition of what an autonomous system does proves more elusive, though all 

such systems aim at embodying the same general concepts. In the context of software 

agents, for example, Unland defines autonomy as possessing “sole control” of an agent’s 

own “internal state and … goals” [14, p. 4]. This expresses the core ideas of self-man-

agement and freedom from intervention. 

The scope of systems and applications that might be described as fully or partially “au-

tonomous” is quite wide, including everything from simple automation of tasks to fully 

independent intelligent agents. King identifies five distinct types of automation with var-

ying degrees of autonomy, ranging from a user-controlled variety, such as desktop or 

device automation, to true artificial intelligence [15, p. 15]. Somewhere between these 

extremes lies what King refers to as “unattended automation,” distinguished from the 

former by the lack of human input and from the latter by being programmed directly to 

accomplish clearly defined tasks [15, p. 19]. 

This middle unattended level, which one might also relate to a “semi-autonomous” pro-

cess in its being quite independent yet subject to restrictions, is most interesting for ap-

plications where the desired behaviors and abilities are defined in advance, as in this 

project. As King puts it, such a process runs on its own as if “in a black box,” all the while 

“interacting with IT systems” in more or less the same fashion as a “real user” [15, pp. 

19-20]. In this sense, unattended automation describes quite well the desired role of a 

semi-autonomous data collection agent. 

2.2.2 Advantages Enabled by Automation 

The primary reasons for adding automation to software are straightforward—these fea-

tures make common tasks easier and faster and often do things that humans cannot or 

achieve super-human efficiency. As the system under study in this project scales for a 

larger deployment, for example, log entries will accumulate at rates that even a large 

team could not effectively monitor in real time. Autonomous monitoring is therefore the 

most effective way to catch emerging problems before they escalate into more serious 

situations. By letting the software do as much work as possible, automation reduces 

unnecessary expenditures of time and effort. At the same time, it provides the added 

benefit of removing opportunities for human interference or user error.  
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King ascribes a variety of advantages to the various forms of automated processes, all 

generally expanding on the core features mentioned above. Reducing the effort de-

manded of users also promotes efficiency and results in systems that scale more easily; 

reducing the potential for errors made by users mitigates risk, makes behaviors more 

predictable, and ensures that best practices are followed [15, pp. 38-39]. These benefits 

grow with increasing levels of automation. 

At the level of unattended automation more specifically, one can undoubtedly see how 

this is the case. Eliminating “messy” user input to the greatest extent possible brings 

processes even more under the control of the developer. At the same time, implementing 

this control requires a developer to become good at foreseeing problems. This is be-

cause all possible exceptions need to be handled in code to keep the system running 

smoothly on its own [15, p. 19]. In the end, developers must weigh the time and effort 

needed to implement autonomous features against the time they save and the gains they 

enable. 

2.2.3  Capabilities of Autonomous Systems 

The specific features and capabilities of autonomous systems vary widely, but they gen-

erally fall into a few categories. Lemoine et al. highlight what they see as the definitive 

properties of autonomous software agents, all of which relate in different ways to their 

capacity for degrees of awareness of their own environments and states.  

Among other characteristics, autonomous agents may typically be described as “self-

defining,” “self-assembling,” and “self-adapting,” and they possess such capabilities as 

“self-control,” “self-diagnosis,” “self-simulation” and “self-repair” [16, p. 44]. Any of these 

properties could be relevant to and desirable in the case of a semi-autonomous DCA. As 

a more specific focus of this project, however, an agent’s abilities to monitor and heal 

itself are of particular interest, as are practical examples that implement these properties. 

Self-monitoring Examples 

A self-monitoring autonomous system can take many forms. In a system that collects 

data, one important aspect of self-monitoring can be data verification, where unexpected 

measurement deviations can be a useful diagnostic for determining that a system com-

ponent may have malfunctioned. Scully-Allison et al. detail the design of an autonomous 
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system for near-real-time monitoring of data for quality control purposes. Looking for 

errors in time-series data, including inconsistencies seen among sensors in the same 

locations, and data that is missing, repeated, or outside of defined bounds, the system 

they develop records metadata to mark failures and note which criteria of invalidity were 

met for a given sensor at a given time [17, p. 1657]. 

Monitoring a system’s own functioning has applications beyond simple data checking, 

however. Koch and Pauls outline the implementation of an autonomous self-protection 

mechanism for monitoring access control. Using the example of a calendar system, they 

detail methods for the system itself to protect data by applying rules in response to func-

tion calls that verify and modify user rights, ensuring that data can only be changed or 

deleted by its owners [18, pp. 41-42]. 

One of the most important applications of self-monitoring is in diagnosing basic functional 

failures of the application itself or the hardware on which it is running. While outward 

signs like invalid data can indicate a deeper issue, such as a failed sensor, direct moni-

toring of resources and processes is also essential, in simple systems running on desk-

top hardware and even more so in complex applications such as self-driving vehicles, 

where failures could be catastrophic.  

Self-healing Examples 

When failures do inevitably occur, another key feature of autonomous systems is an 

ability to self-heal. This can range from simply restarting sub-processes or hardware all 

the way to complex reconfiguration or reorganization of systems. Baresi et al. propose a 

model for a self-healing system based on an SOA. Using the example of a pizza ordering 

and delivery process, involving a sequence of calls to various services, they imagine 

various failure scenarios in which services become unavailable, produce exceptions, or 

otherwise fail to provide needed information [11, pp. 29-31]. In such cases, they argue, 

the most resilient system would be able to circumvent problematic services on its own.  

They suggest a toolbox of varied approaches for reacting to issues, including strategies 

to “re-try” interactions with the same service, “re-bind” to other services offering needed 

functionality, and “re-organize” to utilize combinations of otherwise incompatible services 

to achieve the same results [11, p. 38]. Ultimately, ordered combinations of simple strat-

egies could provide more sophisticated response algorithms [11, p. 39]. 
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Another example of the practical application of self-healing properties is Rajagopalan 

and Jamjoom’s project app-bisect, which seeks to implement autonomous testing and 

rollback of configurations. Intended for use with microservices, app-bisect represents 

updates to services as a graph of “mutations,” which, in the event of a failure, can be 

navigated in reverse as a treelike “changelog” [19, p. 1]. By running alternate systems 

constituted of different service versions in parallel, the program can look for a “least de-

structive combination of versions” that is preserved as the new production system pend-

ing administrator intervention [19, p. 1]. 

2.2.4 Approaching Autonomous Microservices 

A number of the examples in the preceding sections anticipate a further important syn-

thesis of the ideas presented above, the combination of MSA and autonomy and the 

additional benefits that accrue from their use in the same system. The app-bisect project, 

in particular, recognizes the potential power of applying autonomous control to managing 

microservices. 

In his book Building Microservices, Newman actually defines microservices in terms of 

their “autonomy,” referring primarily to the importance of their functional independence 

[10, pp. 2-3]. Mikkelsen et al. similarly frame their defense of four essential design prin-

ciples for MSA in terms of their application to “Autonomous Microservices,” even includ-

ing the term in their title [9, p. 6571]. It is clear that bringing greater autonomy into sys-

tems built on microservices represents a greater fulfillment of the MSA philosophy. 

In a practical application of this fusion, similar to the SOA-focused approach mentioned 

above, Lemoine et al. imagine a self-organizing system of microservice-based IoT de-

vices, in which system-level functionality emerges without the need for direct configura-

tion by users. As they see it, in future IoT applications, realized as “service compositions” 

with specific requirements, devices could enter or leave systems, which then reconfigure 

themselves by processes of discovering the presence and service offerings of other 

nearby devices [16, pp. 41-43].  

From another angle, Hassan and Bahsoon envisage autonomous software as a possible 

solution even to MSA design difficulties. They propose that a feedback loop combining 

system monitoring with continual adjustments to the architecture could be used to create 
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a self-adaptive MSA that could use insights gained by running in production to improve 

upon the initial designs of system architects [13, pp. 813, 816].  

Such examples show the variety of possibilities for enabling autonomous behaviors in 

MSA-based systems. What is also clear is that autonomous software and MSA share 

much in common in terms of basic principles and have great potential to complement 

each other in practical application. 

2.3 Defining the Data Collection Agent 

The DCA service that is this project’s main focus is, as its name suggests, a type of 

software agent. As mentioned above, the term “agent” is frequently used in the context 

of autonomous systems. Therefore, a fuller discussion of agents in general, as well as 

the specific implementation details of the DCA, will clarify its role and the project’s goals. 

2.3.1  The Concept of a Software Agent 

Software agents exemplify the application of autonomous behaviors. As long ago as 

1997, when many current realities of automation were still only imagined in science fic-

tion, Shoham and Bradshaw defined software agents as autonomous entities exhibiting 

intelligence and flexibility, carrying out their tasks in environments that they can react to 

and learn from, alongside other such entities [20, p. 7]. 

While the possibilities for implementing these agents have expanded dramatically since 

that time, the basic concept of what they should be has remained basically unchanged. 

Unland defines agents in much the same terms. They are “autonomous, problem-solving 

and goal-driven,” pursue their goals by “proactive” means, and maintain awareness of 

their “dynamic environment[s]” [14, p. 3]. 

What this means in practice varies greatly, as the degree and type of autonomous be-

havior varies. Ribeiro notes that the term “agent” has been used variously to refer to 

anything from a UNIX daemon or algorithm to an “embodied agent” such as those found 

in robotics [21, p. 45]. Agents vary, therefore, not only in sophistication but also in their 

capability to manipulate the physical world. 
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In today’s world, agency in software is gaining new associations. The term “agent” may 

bring to mind “conversational agents” such as chatbots and voice assistants, now be-

coming ubiquitous and part of daily life for average consumers [22, pp. 1-2]. One may 

also think of the programs driving the autonomous vehicles now under development. 

These agents represent different types that vary greatly in intelligence and features. 

Agents can be categorized into types along a spectrum of behaviors corresponding to 

different degrees of autonomy. Unland characterizes a range of agents from those that 

are merely “reactive” to the fully “deliberative” variety [14, p. 4]. Reactive agents exhibit 

a much simpler design, focusing on responsiveness to environmental stimuli rather than 

more complicated internal modeling of their environments [14, p. 5]. Their intelligence is 

limited to an ability to act according to set guidelines. They are optimized for pattern 

matching and act on the basis of configured “situation-action associations” [14, p. 5].  

In this way, reactive agents are relatively limited by the fixed constraints of their design. 

They prioritize speed and conservation of resources over flexibility and “dynamic” updat-

ing [14, p. 5]. Yet these limitations and priorities make them well suited to many scenar-

ios. 

Deliberative agents, on the other hand, are “intentional,” “proactive” and “sophisticated,” 

can be said to have “comprehensive real-world knowledge” of some narrowly focused 

topic related to the goals they are tasked with achieving, and behave in a way that is 

“neither fully explainable nor deterministic” [14, pp. 4-5]. These agents realize greater 

autonomy and are more adaptive, though they may still be designed for specific tasks. 

In practice, there is not one agent type that is always superior. Instead, the different types 

are suited to solving different problems. Unland notes that some researchers have 

claimed that reactive agents, particularly used in combination, are just as powerful as 

deliberative agents, and in practice hybrid solutions, as well as federated “multi-agent 

systems” are often preferred [14, p. 5].  

Replicating many of the advantages seen above in relation to the use of microservices 

architectures, these systems can achieve sophisticated results using simple building 

blocks [14, p. 7]. In their most sophisticated form, they may exhibit qualities of highly 

advanced autonomous systems such as self-organizing, emergent structures and 
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“swarm intelligence” mimicking insect behavior [14, pp. 14-15]. It is clear then that the 

possibilities for agents are wide-ranging, and they promise to expand further in the future. 

2.3.2  Challenges of Agent Design 

To complicate matters somewhat, the range of capacities is not the only concern relevant 

to agent design or selection. More advanced deliberative agents are undoubtedly more 

capable, but they introduce more complex challenges as well. If agents are fully autono-

mous, making decisions in place of human users, their designers must confront the dif-

ficulties and ethical implications involved in deciding what guidelines they will abide by 

in doing so, and the answers may be far from obvious.  

In the context of self-driving cars, for example, the connection to the so-called “trolley 

problem,” first described by philosopher Phillipa Foot in 1967, is often cited. In Foot’s 

famous thought experiment, an engineer driving a train must choose between continuing 

down the same track, endangering five innocent lives, or changing to another track, 

where one innocent person will certainly be hit [23]. Various versions of the scenario test 

humans’ competing ethical intuitions. It is quite clear that autonomous driving algorithms 

will inevitably face similar decisions where lives are on the line. 

In a more generalized application of the same problem, Shams et al. raise the important 

question of how autonomous agents pursuing their goals should weigh the various norms 

they are designed to respect [24, p. 2]. Ranking norms against each other is itself an 

important and difficult question, but it must also be asked whether and when norms 

should be violated when doing so better serves the agent’s goals [24, p. 2]. 

While it will become increasingly important for programmers to consider issues such as 

these as autonomous software becomes more sophisticated, it remains the case that 

dilemmas of this kind are not faced by the majority of software agents today, as their 

capabilities are more limited. For the goal of enhancing a data collection agent, it is much 

more the reactive sort of agent that is of immediate interest. While the ideal DCA may be 

capable of advanced decision-making, a first approximation in a semi-autonomous agent 

will be a simpler implementation of rule-following. 
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2.3.3 The Data Collection Agent  

The agent under study in this project, a data collection agent, was conceived and devel-

oped as a program suite incorporating a library of modules for the collection of data 

through various means. The agent runs on a virtual or physical hardware node and sits 

at the edge of the system, where it may be connected to various sensors or data sources.  

 The DCA suite exhibits a modular structure, with running instances managed by a 
controller process. Modified from confidential internal documentation. 

Figure 3 above depicts the controller and modules of the DCA. The controller is the cen-

tral process that launches appropriate module instances according to the DCA’s config-

uration. Modules may be specifically tailored to a particular use or generic enough that 

they may be launched simultaneously in multiple configurations. 

The figure also illustrates each module’s internal three-stage structure. This includes a 

connection to some type of data source, whether a local simulation, local physical sen-

sor, or external source, such as data from the Internet. The data may then undergo some 

initial processing or analysis to derive the desired event information, after which it is 

passed out of the DCA as output on the system’s message bus. 

As seen here, the structure of the DCA is at the same time relatively simple but suscep-

tible to failure at various points. It presents a number of challenges for further develop-

ment related to monitoring, restarting, and reconfiguring its various components. 
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2.4 System Context and Architecture 

The system whose development serves as background to this project is an end-to-end 

platform for collecting and visualizing data about many kind of processes that a user 

might want to monitor simultaneously. Ranging from sensor output to local weather sta-

tistics to data collected by individuals carrying personal devices to information about 

items moving through a warehouse, the possibilities for what could be monitored using 

the system are wide-ranging. 

The basic motivation for this system’s creation was to provide a ready-made solution that 

could be scaled for different use cases and tailored to a particular organization’s needs. 

While several of the system components are freely available open source projects, cre-

ating a comprehensive solution for this kind of data aggregation, analysis, and presen-

tation would be prohibitively difficult for the average non-technical user.  

As an MSA-based platform, the system includes microservices for all stages of the data 

pipeline, from initial collection in the DCA, through the backend build around a central 

message broker, to the presentation stage with a customized frontend featuring a time-

line-based dashboard. All of these basic system components are in a working state, and 

the system as a whole has been subject to in-house testing over a period of several 

months. The present project plays a part in a larger goal for the system of developing 

additional semi-autonomous controls for the various component services. The project of 

developing a semi-autonomous data collection agent, therefore, will also be applicable 

to similar improvements throughout the system. 

Figure 4 below depicts an example dashboard in the system’s user interface. Customi-

zable panels correspond to specific streams of event information, which can be displayed 

as numeric graphs with dots superimposed to draw attention to events of particular im-

portance or dots alone, depending on the nature of the monitored data. Additional con-

textual information about events is provided by a custom tooltip. 



20 

 

 

 

 The system’s user interface displays a variety of information about monitored events. 

As the figure underscores, the system’s foundation on an event-driven MSA means that 

each service is oriented toward creating, managing, or altering streams of events. Build-

ing on the principles of MSA design described previously, an event-driven architecture 

adds some additional concepts that further enhance many MSA strengths. Mikkelsen et 

al. define an event-driven MSA as one centered around “message-based communication 

… where interactions are asynchronous and handled by a discrete data object known as 

an Event” [9, p. 6570].  

In other words, in an event-driven MSA, coordination among the various system services 

is handled not on the basis of synchronous calls but on the premise that data shared 

among the services belongs to identifiable events that originate at known times. This 

leads to the concept of application states (Mikkelsen et al. compare these to the running 

balances of bank accounts) as summaries of events leading up to the present time, al-

lowing for later replay and rebuilding of intermediate states, along with the possibility of 

injecting or removing new events that alter these states [9, p. 6570]. 

The present system consists of five fully functional services with plans for additional ex-

pansions. While, in theory, any of the services could be duplicated or scaled, the DCA in 

particular was designed to run in multiple side-by-side configurations as part of a single 

system. In that sense, it is a single service type that can be run as multiple microservices. 



21 

 

 

The primary event data flow begins from the point of collection in the DCA and continues 

to the message broker service, which serves as the backbone of the entire system. The 

broker, which is based on the open source Apache Kafka project, is capable of running 

in cluster configurations to ensure the kind of redundancy needed to avoid catastrophic 

failures, a potential problem discussed in the section on MSA above. 

As seen in figure 5 below, data output from the DCA flows through the message broker, 

and the primary data flow then continues to the data formatter service, which reformats 

Kafka data into the format accepted by the long-term storage solution, implemented us-

ing an InfluxDB database server. An expansion in development will add the capability for 

live stream processing prior to long-term storage, which will also be used as the basis 

for the planned implementation of alerting and other trigger-based actions. After entry 

into an InfluxDB database, the data visualization is handled in the last major service 

currently implemented, the user interface service. The Web user interface is based on 

the Grafana project with the addition of a custom panel plugin developed to meet the 

system’s specific presentation requirements. 
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 The system architecture is based on an event-driven MSA. Modified from confidential 
internal documentation. 
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In addition to the parts of the system that have already been in internal testing for many 

months, figure 5 also depicts planned expansions to the system. These additional ser-

vices, which will provide features such as user-customizable alerting, will contribute to 

the larger goals of making interactions with the system easier for users, reducing the 

need for users to actively monitor the system, and requiring less intervention from ad-

ministrators. All of these goals are also served by the enhancements to the DCA in this 

project. 

2.5 Intended Contributions of this Project 

All of the background in the preceding sections illustrates the reasoning for the existing 

structure of the system, the role of the DCA in that system, and the motivation for adding 

degrees of autonomous control to the DCA. As a microservice in an event-driven system, 

for example, the DCA should strive toward the goal of independent operation and self-

maintenance as much as possible. Ideally, it should be able to both monitor its own mod-

ules and heal itself in the case of failures.  

The theoretical information on automation also helps to focus this project. The type of 

automation that is most desirable and attainable for the current DCA is a species of what 

King calls unattended automation and a realization of Unland’s reactive agent type. This 

project aims to create an enhanced DCA that can react on its own to events it observes 

as well as messages from other services according to a set of action rules. 

Ultimately, this project seeks to implement this reactivity not only in terms of self-healing 

capabilities but also in self-adaptive behaviors. By creating a DCA that is able to recon-

figure itself, drawing from its library of modules, this project will explore the application 

of different autonomous behaviors and contribute something useful that advances the 

larger system and has broader application throughout its different services. 
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3 Methods and Implementation 

The project of creating a DCA with self-healing and self-adaptive behaviors began in a 

collaborative process of planning. By discussing the different capabilities of the DCA, its 

role in the system, and how it could be made to work more smoothly, it was possible to 

translate the general project goals into specific tasks. After selecting appropriate tools 

and preparing a test environment, it was then possible to begin prototyping. 

3.1 Defining Implementation Aims 

Going into the project, the principle advantage of working with the DCA was its existing 

modular structure. Having already implemented these functional modules along with a 

basic controller that could restart them and log any errors, there was a clear path forward 

for giving the DCA more self-awareness of its various states. This also meant that the 

DCA was already quite easy to reconfigure, although this could be improved by removing 

the need to manually update configurations. 

At the initial stage, the practical aims of the project for implementing the desired degree 

of autonomous control were focused around four points. It was determined that the most 

advantageous feature additions for a semi-autonomous DCA would be the following: 

• increased self-monitoring capabilities, with an event stream tracking the 
status of the software modules and the hardware on which they run 

• an interface for the DCA on a system control channel, through which it 
could receive configuration changes and send requests for needed action 

• mechanisms for the DCA to act on the information it monitors, including the 
ability to restart on failure 

• use of local stream processing—or basic analysis of the data collected—to 
further enhance the DCA’s self-monitoring capabilities. 

All of these features would contribute to the goals of allowing the DCA to do more on its 

own to correct issues and providing more information and insight about the system’s 

status to the user. They would also enable future expansion of the system. While it was 

outside the scope of the current project, this kind of telemetry information could be uti-

lized by the planned stream processor and alerting/action handler to add an additional 

layer of autonomy to the system. More complex analysis of the performance of all system 
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components and services, combined with customizable alerting, would take the goal of 

an easy-to-use, self-managing system to a new level. 

What also became apparent at this early stage, however, was that the planned additions 

to the DCA were quite narrowly focused. Through discussion with the team, it was de-

cided that these features would be even more beneficial if they could be implemented in 

a way that could be reused for other system services. That focus on reusability as key to 

automating system functions became an additional important goal of this project and 

resulted in some implementation details moving toward more generic solutions. 

3.2 Tools and Technologies 

As with any work on a new component or feature in a larger system, some of the choices 

of tools for use in this project were influenced or determined by choices made during 

earlier work on other parts of the system. While this imposed a kind of constraint on the 

path this project’s execution would follow, it also made it easier to get started by clarifying 

some of the requirements. 

These effects of previous decisions also demonstrated the benefit of early planning. 

Many of the same considerations that would go into design choices for this project were 

already clear at the time of creation of the earliest system prototype. This was particularly 

true in the choice of programming languages for various system components. 

3.2.1 Programming Language 

When the original DCA was planned, the goals of implementing a modular design and 

allowing for future expandability were central priorities. The program also needed to run 

in a Linux environment, either on server hardware or in a virtualized container, with rel-

atively few dependencies, to ensure portability. Finally, it had to cooperate with the other 

technologies selected for the system, such as Apache Kafka, whose producer and con-

sumer functionalities could be easily used with existing libraries for certain languages. 

All of these considerations led to the selection of Python as the logical choice for DCA 

development. In addition to its familiarity and ease of use, Python allowed for the creation 

of a suite of modules that could easily be imported in other files, contributing toward the 
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goal of reusing existing work. Python also offered a relatively simple approach to imple-

menting multithreaded programs that fit well with the concept of a controller program 

running a configurable set of modules. The language also provided compatibility with all 

other existing system services and components with a minimum of additional work. It is 

relatively ubiquitous, present by default in most Linux systems, and it allowed for easy 

installation of needed libraries. 

This choice then carried over to the present project. Here, again, the ease of importing 

new classes and modules from external files, and the ease of creating and managing 

threads in Python programs were essential for achieving the project’s goals. As addi-

tional benefits, the fact of Python’s being an interpreted language and the ease of testing 

features in IDLE, its included development environment, allowed for an increased pace 

of feature iteration. 

3.2.2 Configuration File Format 

An additional choice that needed to be made for this project was a format for the small 

text files storing the various configurations and states of the service components and 

modules. As with the programming environment, the choice of formats was initially made 

prior to this project’s inception, and it was suitable for this project to preserve that choice. 

The YAML data serialization format was chosen for these files for a few reasons. First, it 

was a suitable choice for use with Python programs because of the availability of libraries 

for interpreting entries in the YAML format as Python objects. It allows for configuration 

hierarchies and structures that translate directly as Python dictionaries, for example. 
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 An example YAML file. The YAML file format is convenient for programmatic use while 
still legible to and editable by human users. 

Figure 6 above depicts an example of a YAML-formatted configuration file. In this exam-

ple, the embedded dictionary and second-level list are readily translated in Python code 

as a dictionary and a dictionary of dictionaries, respectively. This example also illustrates 

a second major benefit of the YAML format: it is useful not only for automated processes 

but also for humans. It provides a legible, plain-text format that human users can edit 

manually. This made testing different configurations much simpler and contributed to the 

system-wide goal of preserving some degree of manual user-configurability even while 

moving toward the incorporation of semi-autonomous functionality. 

3.2.3 Service Process Management 

The choice of mechanisms for starting and stopping the processes of the system’s mi-

croservices was another key decision that would help shape the project. The decision to 

use systemd for this purpose was, as with other choices of tools, largely influenced by 

previous decisions made during the course of developing the system. Some of the tech-

nologies adopted for the system, such as Apache Kafka and the Confluent Schema Reg-

istry already used provided systemd service files to start and stop their processes and to 

provide a method for enabling them to run automatically at machine startup. 
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 This example systemd service will execute a Python script when started. 

As illustrated in figure 7 above, systemd service files are quite simple but define a variety 

of parameters for the execution of programs, including the working directory, restarting 

behavior, and any dependency relationships with other services. This feature allows us-

ers to create multiple services that start and stop in a defined order, something that would 

prove important for this project. 

A relatively recent addition to many Linux distributions whose adoption was widely seen 

as controversial, systemd is described in the Ubuntu Linux manual pages as “a system 

and service manager” that “brings up and maintains userspace services” [25]. It defines 

a variety of types of so-called “units,” with the most important of these being the “service 

units” that are commonly used to manage the running of processes [25]. A simple shell 

command can initiate service processes or cause them to exit cleanly. 

With the provided facility for user-defined units, this makes systemd an ideal method of 

handling processes for microservices that do have dependencies and need to be started, 

stopped, and restarted in a controlled manner. Through its associated commands, such 

as systemctl and journalctl, systemd also provides methods of checking the status of its 

services—whether they are running, are inactive, or have failed for some reason—and 

viewing logs including the standard output and error printing of associated processes. 

These features would be important later in the course of this project. 
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3.2.4 Testing Setup 

A final important tool for use in the development of this project was the testing setup. 

This, too, was determined as a result of both the other tools chosen for the project as 

well as the preceding work. This meant, in practice, that development and testing was 

done primarily on local hardware running Linux and Python.  

The key benefit for testing changes to the DCA service, however, came from the benefit 

of a running prototype system installation, with all of the core system services functional. 

With the system having been set up much earlier, running successfully for a number of 

months, it provided a relatively stable environment in which new features and changes 

could be tested in a realistic use case, seeing their effects throughout the other services. 

As this project aimed to improve the existing system, this testing of new functionality 

incorporated into the system was essential. 

For testing the semi-autonomous DCA with the real system, new files were copied to 

virtual machines running on system servers and were then tested both by running them 

directly in an interactive shell and by reconfiguring and restarting a running DCA. In the 

case of testing with DCA modules collecting physical sensor data, a Raspberry-Pi-based 

device was also used, running the same code. 

3.3 Choosing an Implementation Strategy 

As detailed earlier, the DCA service as it existed prior to this project consisted of a con-

troller program that could create and manage threads running instances of data sourcing 

modules. These modules, all written according to the same template, were created to be 

run in various combinations, all managed by the controller. Many DCAs with different 

configurations could also be run simultaneously.  

The features of the controller offered a compelling starting point from which to build more 

autonomous control of the service. A key advantage provided by the DCA controller at 

the outset of the project was that it had been planned with some functionality for self-

management. Because the DCA had been conceived originally with this modular design, 

it was important that its controller be able not only to start module instance threads but 

also restart them in the case of recurrent data collection errors or fatal errors that would 

end a thread’s operation entirely. 
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The DCA controller accomplishes this task through the common design of the modules, 

by creating and managing threads for configured modules in the same way: initializing a 

data collection class object, starting its data production loop—in which it repeatedly col-

lects new data and produces to the message bus, either according to a configured inter-

val or on sensor interrupt—and monitoring the status code returned by the producer for 

errors. In the case of errors where data collection is interrupted or prevented, the con-

troller’s thread management reinitializes a new object and restarts the loop. These 

events are also logged, allowing administrators to see the history of their occurrence, 

along with contextual information about the errors. 

While this was quite useful already, it was important to consider whether building on 

these features limited the direction and application of the project too much. Expansion 

and improvement of these thread management features was a compelling option for fur-

ther development. At the same time, the controller did not have the capability to make 

any complex judgments about when to restart threads, had no capacity to fix problems 

beyond mere restarting—which might frequently result only in the same erroneous be-

havior, depending on its cause—and its restarting behavior lacked any direct configura-

bility, so it could not be changed without modifying code. 

Most importantly, focusing on improvements to the DCA controller would limit the gains 

of the project for the larger system. As mentioned previously, the team had made an 

important strategy decision at the outset of the project that improvements to the DCA’s 

self-awareness and self-control should not be strictly limited to that service. While the 

DCA could still be a focal point for development and testing, this pointed toward a more 

generically applicable implementation. 

This better alternative was found in the creation of a “service daemon,” a program always 

running silently alongside a service, monitoring and managing it. The daemon could be 

used not only with the DCA but in combination with any of the system’s existing or 

planned microservices. It would also serve as an important link between these services. 

This meant that the project remained focused on semi-autonomous improvements to the 

DCA, but it would achieve these results in a different way than had been originally en-

visaged. Each subsequent decision would therefore be made with the broader applica-

tion and implications of the project in mind. 
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3.4 Conceptualizing the Service Daemon 

With the goal of reusability in mind, the process of designing and prototyping a generic 

service daemon became the most important task of this project. The daemon was prin-

cipally designed for and tested with the DCA as its assigned service, and its design 

wound up incorporating a component based on the existing DCA service. Yet, at the 

same time, it built toward a result that would improve every system service and bring 

greater automation to the system as a whole rather than focusing narrowly on the DCA. 

With the intention that it would become a cooperative entity that would manage the semi-

autonomous DCA, as well as other services, the service daemon was conceived from 

the start as a program consisting of multiple threads. Each thread would handle some 

specific task associated with managing the service. The daemon needed threads for 

each of the following planned tasks or roles: monitoring service operations and the health 

of running processes, monitoring local hardware resources, handling communications, 

and acting on the information gained through monitoring. It was clear that these tasks 

would be handled best by separate threads as they would necessarily require simulta-

neous operation. In fact, the complexity of these tasks would require even those planned 

threads to spawn additional threads. 

At the outset, however, work had to stay focused on just those tasks that were deemed 

most essential. It was decided that the best method of designing the daemon would be 

to create successive prototypes with new features. The first version would stay as simple 

as possible to create a working program. After that, new prototypes would progress to-

ward more complex behaviors. This would also resemble the model of rolling updates to 

microservices, in which new improvements can be continuously applied to components 

of existing systems without any major disruption to operations. 

In addition to these considerations, the fact that the daemon itself would be added as a 

separately running process—indeed, one with many threads—meant that it would also 

need some mechanism for monitoring its own operational states. In other words, it was 

clear that for each new process added, and each thread running within that process, the 

tasks of keeping the service running and knowing its states would grow more compli-

cated as well. The new monitor would also need to be monitored, adding some complex-

ity to the task of designing the daemon.  
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During the initial planning phase, it was also important to consider whether the service 

daemon’s code should be customized for its assigned service or whether the same dae-

mon should run everywhere throughout the system. This was particularly important in 

relation to the planned system manager service (depicted in the system diagram included 

as figure 5 above) that would exercise more control over other services and therefore 

need additional capabilities, but the question was relevant even in the case of the DCA, 

whose specific operations are unlike most other services. 

Adhering to the goal of reusing work, it was ultimately decided that one daemon should 

be used throughout the system, with its capabilities being set but their use being config-

urable for the particular service it was assigned to. This simplified the development pro-

cess, yet it also highlighted an important consideration for testing: the prototype daemons 

would need to be able to take on different roles such as “DCA service daemon” and 

“system manager daemon” in order to test the state of features such as inter-service 

communications and complex triggered actions such as updating configurations. 

3.5 Communication Roles and Interfaces 

The most essential threads needed for the service daemon were those related to system 

communications. While a single communications thread had been planned, it quickly 

became apparent that multiple interfaces were needed, and the number of threads would 

need to increase accordingly. In combination, these threads would provide paths for 

communications among processes, services, and human administrators. 

First, the service daemon needed to be able to talk to other system services. The most 

straightforward approach, using existing components to reduce unnecessary duplication 

of features, was to implement a system control signal as a new data stream carried by 

the message bus service. In other words, a new Apache Kafka topic would be created, 

in which specially formatted messages would be sent and received by, for example, the 

DCA and system manager daemons. This would allow not only for requests and com-

mands to be sent between these services but for more complex behaviors, such as syn-

chronization of system tasks distributed across multiple services.  
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As the creation of new Kafka topics is as simple as producing new messages to those 

topics, the creation of the system control signal was as simple as importing Kafka pro-

ducer and consumer Python classes in the daemon thread. Messages published to this 

topic can be addressed, so that each daemon needs only to check for its own address 

to verify that it is the intended recipient of a given message. As all daemons are intended 

to share the same signal, this also allows for the possibility of group messages. 

Two additional considerations contributed to the design of the control signal implemen-

tation. As producing and consuming Kafka messages constituted two different roles, 

which would use different class objects and potentially need to operate simultaneously, 

the most logical approach was to create an additional thread. This meant that the main 

control signal thread would become the message consumer and would create a second-

ary thread for message production.  

Additionally, other threads in the daemon process would need to be able to trigger pro-

duction of messages on the control signal in response to various events. To achieve this, 

a Python queue was created for messages pending production to Kafka. Rather than 

having its production function called directly, then, the producer thread would  poll the 

producing queue for new messages with a timeout in the case of an empty queue. New 

messages could be written from any thread into the shared queue. 

At the same time, a second communications channel was needed. Because the decision 

had been made to implement the service daemon as an independent process running 

separately from its assigned service, such as the DCA, it was decided that it would need 

the capability of communicating with other local processes, within the scope of the single 

service and on the same machine. This channel could then also serve a second purpose 

as the planned interface for administrative scripts that needed to communicate with the 

system manager service’s daemon, ensuring administrators would maintain direct con-

trol over the DCA and other services. 

For the creation of this interface, the Python multiprocessing library’s Listener and Client 

classes were selected for their ease of implementation and suitability for the intended 

purpose. The listener-client model would allow multiple simultaneous connections if 

needed. This was implemented by creating a main listener thread waiting for connections 

through sockets on the local host machine. As each new connection is accepted, a new 

thread is spawned to handle the exchanged communications for the lifetime of that inter-
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process connection. Figure 8 below depicts the concept for the daemon’s communica-

tions flow over both interfaces. 

 

 The communications interfaces were conceived to connect administrators to services. 

The testing of communications in the first daemon prototypes was initially relatively 

straightforward. With regard to the system control signal, this required running two in-

stances of the daemon, which could then exchange messages using addressing. At first, 

these messages were designed to simply reply automatically to each other, with no 

meaningful content analysis or follow-up action, to verify that the production and con-

sumption of messages worked as expected. 

Testing of the inter-process listener-client communications channel was more compli-

cated, as it required the creation of a client program to talk to the service daemon. The 

first iteration of this client simply passed through user-entered messages from a terminal, 

sending them directly to the daemon prototype, which would then acknowledge the mes-

sages with a set response. This client served as a stand-in for service processes or the 

planned suite of administrative scripts that would be able to talk to the service daemon. 

The need for more complex analysis of received messages, with more variable response 

types and triggered actions, pointed toward the creation of a more sophisticated daemon 
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configuration, which would incorporate rules for handling predefined messages, some-

thing that would be developed in later prototypes (see section 3.6 below). Inter-process 

communications with the client program would also be developed further to work coop-

eratively with the control signal to transmit files between daemon instances. This would 

achieve the additional goal of implementing a mechanism for updating configurations of 

the service automatically. 

A final important addition to the communications capabilities of the daemon was the ad-

dition of the basic functionality for more advances request handling. While the daemon 

was already capable of responding to incoming messages (and the addition of configured 

responses would allow it to handle any requests and associated actions that the user 

wished to configure), this would not guarantee that any triggered actions would indeed 

execute successfully or that meaningful responses could be sent. The daemon or the 

administrator intiating the request for action would need information about the outcome 

of the request, whether the action succeeded or failed, and what the receiving daemon 

did in the event of a failure. 

This necessitated the creation of some persistent request handling mechanism, a task 

that would be spawned in response to the request and kept alive until the request had 

been fulfilled. Analysis of this problem suggested a few possibilities for implementing the 

handling functionality. Incoming requests could cause new threads to be created that 

would run alongside the primary service daemon threads, communicating with them and 

delivering the eventual response. Handling could also be implemented using a queue 

that would contain information about received requests, the needed actions, and the 

possible replies that could sent. These solutions were both problematic, however. 

The key challenge for implementing request handling was that the handling mechanism 

needed to be able to outlive the daemon process itself. If a service daemon were to exit 

prematurely, due to some system software error or hardware failure, or if it simply needed 

to restart, any threads it created would be killed. In addition to this, the contents of a 

queue would not persist beyond the lifetime of the process, unless they were backed up 

in some fashion. 

This led to a different solution to the problem of request handling, based on the use of 

an external handler file. The file, in YAML format and containing an ordered list of entries, 
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would serve as the queue of received requests that needed to be handled. As each in-

coming request was written to the file, the daemon would also read the file for any exist-

ing requests, and it would respond to them according to the information stored, until all 

requests pending at that time were handled. This process is illustrated in figure 9 below. 

 This model for request handling was chosen for the system control signal. 

One consideration raised by this solution was that it could potentially cause a delay in 

request handling upon a daemon restart, as handling of pending requests from the file 

would be triggered only upon receiving a new request. The alternative of a timed, periodic 

checker that would read the handler file was considered, but this was ultimately deemed 

unnecessary, as requests are intended to be infrequent events, and they should be han-

dled relatively quickly, meaning that it would be unlikely that numerous entries would 
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ever remain pending in the file. In addition to this, daemon restarts would ideally be in-

frequent, meaning that most requests would be handled right away. 

While in theory this approach could also block receipt of new messages, this too was not 

necessarily problematic. Messages requiring more complex handling would be received 

over the system control signal, whereas inter-process messages would be more direct 

commands. In this respect, the control signal would benefit from the indexed and buff-

ered nature of Apache Kafka topics, which would ensure that even in the case of a longer 

delay before resuming consumption, a topic consumer would get the next waiting mes-

sage. With two threads handling control signal communications, it would also be possible 

to produce responses and consume requests simultaneously and independently. 

3.6 The Service Daemon Configuration File 

The solutions implemented for communications already pointed toward the need for com-

plex configurations that would guide the service daemon’s behavior, and the implemen-

tation of configurations was begun next. As a reactive agent, the daemon would respond 

to incoming events, including requests received via messages. This meant that a system 

of guidelines for responding to and action on these requests was essential to the dae-

mon’s basic functionality. 

The daemon configuration file, read at the start of execution of the main service daemon 

process, was to contain not only the basic settings needed to establish communications 

on the daemon’s two interfaces but also a full list of defined, anticipated events and what 

possible actions or responses those events would trigger. These were written in the form 

of trigger and action rules. 

The task of defining rules for linking observed events to resulting actions required think-

ing through a few different possibilities and answering the following questions: 

•  What kinds of events would the service daemon potentially encounter? 

•  What did the daemon need to note when monitoring the condition of the 
service and local resources?  

• What did the daemon need to do in these different circumstances?  

These and similar questions had to be answered by the list of rules. It was clear that the 

configured rule set needed to define sequences: an expected input (received message 
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contents or monitored program states), a triggered condition met by the input, and a 

result from that trigger, including a response through one of the communication channels, 

an action to be taken, or both. The simplest approach to this was to implement a separate 

list for each service daemon thread, where each would follow its own configuration in 

order to organize chains of activity to accomplish tasks together with other threads. 

The rules were designed to work essentially as a system of related look-up tables of key-

value pairs. These were designed to meet the needs of each interface and each thread. 

For the inter-process communications interface, for example, it was decided that the 

rules would consist, at least in the first draft, simply of a list of possible message contents, 

or commands, that might be received from client programs along with assigned trigger 

codes for each. The triggers would then be entered into a queue for the daemon’s action 

handling thread to process (see section 3.8 below). 

For the system control signal, the rules would connect incoming messages to their de-

fined responses, which could include multiple possibilities. They would also include the 

same action triggers. In the case of a triggered action, the handler would, when fully 

configured, follow up by monitoring the action’s outcome and passing the information 

about its success or failure back to the sender of the request, using the preconfigured 

responses. 

For monitoring of program states (detailed more fully in section 3.7 below), the rule list 

would be somewhat more complex. As the idea was to keep some running list of states 

of various modules or components of the service, the rules needed to define conditions 

in which these state variables would trigger some response. These conditions might ap-

ply either to one particular monitored state variable (e.g. the state of a specific DCA 

module) or to any of the monitored state variables that were in a given state (e.g. a 

“critical” or “failed” state). Figure 10 below is an example state diagram depicting various 

operational states that a DCA module could be in during the program’s execution. 
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 A DCA module thread might be in different operational states at different times. 

This was then expanded with some additional considerations that would contribute to a 

more sophisticated state monitoring capability. It was decided that the state monitoring 

mechanism might not only need to monitor the current state of a given variable but also 

how long it had been in that state and how often it was changing state. These data points 

were therefore included as separate fields in the list of state monitor rules. 

Finally, it was anticipated that the state conditions which were of interest for responsive 

actions might involve combinations of these more basic states of specific variables. For 

example, what if some response were required in the case where module X had been in 

the “critical” state for several operational cycles, but only when module Y was also in a 

“failed” state? Each of these sub-conditions could already be written separately, so a 

simple mechanism for tying them together would be preferable to a more complicated, 

and redundant, way of writing them as a single condition. This pointed to a need for group 

conditions, and these were then implemented as well. 
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For group condition rules, combined triggers were created alongside the trigger identifi-

cation numbers used by the simple conditions. Whereas a simple condition, when met, 

might result in trigger “101” being added to the trigger queue, for example, the associated 

trigger for a sub-condition which was one part of a combined group condition would be 

written as an array of two integers—the group condition identifier and a member number 

for that sub-condition.  

A separate list of group rules would then keep track of the number of member conditions 

in a group and the secondary trigger to be added to the queue once all conditions in the 

group were triggered. Figure 11 below illustrates the process of checking both simple 

conditions and combined group conditions and issuing the associated triggers in a sim-

plified form (in the real implementation, the action handling thread is also involved in the 

process of tracking which group member conditions have been met, and it saves this 

information, which is then checked by the state monitor thread). 

 Group conditions are defined as combinations of multiple simple conditions. 

The final category of rules that had to be written were for the daemon’s action handling 

thread. Action handler rules would map all defined action triggers, those connected to 

message contents in the other rule lists, to actions. The actions could be of various 

types—shell commands to be executed automatically, log statements to be printed, and 

so forth. This left open the possibility of relatively simple expansion with new ideas in the 

future. 

A final type of actions were those for group conditions, as mentioned above. Group ac-

tions would set flags to keep track of the triggered member sub-conditions. The second-

ary triggers associated with groups whose conditions were all met would then be asso-

ciated with other action types.  
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All told, these different sets of rule lists, with different purposes and providing different 

information, created a working chain of command, where conditions met in any of the 

several service daemon threads would be carried through to result in the configured ac-

tions. The mechanism created would allow for conditions as simple or as complicated as 

the user might desire to create. 

3.7 State Monitoring and the Integrated DCA 

While the monitoring of the various states of the service had been taken into account in 

the creation of rules and conditions, the next feature that needed to be implemented for 

the project was the thread that would actually keep track of these states, as well as some 

kind of data store where they could be maintained in a way that would persist even in 

the case of a restarted process. As an additional tool for monitoring these states, an 

integrated version of the DCA service (or iDCA) was conceived, which would become an 

important part of the generic service daemon. 

It became clear right away, when beginning the implementation of this feature, that a 

variety of different states needed to be monitored. These included the states of the DCA 

service, or other service associated with the daemon, the daemon process itself, includ-

ing all of its threads, and the condition of local hardware resources. The clearest solution 

to this challenge was to separate these different states and to store them in separate 

files. Figure 12 below illustrates the model for implementing these state stores and de-

picts the various threads of the service daemon and iDCA. 
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 The threads and modules of the daemon and integrated DCA and their state stores 
are modelled. Based on confidential internal communications. 

Illustrated on the left side of figure 12, the first state variables to be monitored in a service 

daemon prototype were those related to local machine resource measurements. These 

kinds of measurements—such as CPU, RAM, and disk space usage—had in fact previ-

ously been tracked during the development of the system in the form of DCA modules, 

so monitoring them as state variables was relatively straightforward. 

These existing modules provided the basis for what would become the iDCA, a special-

ized version of the DCA service that would run only the specific set of modules designed 

for monitoring of local resource usage and machine metrics. Each of these quantities 

monitored by the iDCA would translate to a state variable that would be saved to a file, 

and that file would then be read continuously by the daemon’s state monitor thread, 
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which would act on these measurements according to the configured rules (e.g. trigger-

ing the restarting of a process, or a local machine, or reducing the frequency of certain 

operations on the basis of critical resource levels). 

It was ultimately decided that the monitoring of the status of the DCA service itself would 

also be implemented as a module for the iDCA. Although the states of both DCAs could 

have been monitored in the same way, it was decided that the regular DCA service, as 

one service among many, should be monitored in a way that would apply to services 

more broadly (most of which were not susceptible to the same time of monitoring imple-

mented for iDCA threads), whereas each service daemon would be accompanied by its 

own iDCA. The module developed for monitoring the status of the DCA service is dis-

cussed in section 3.10 below. 

For the monitoring of the states of the service daemon process itself, a separate file was 

created, in which the daemon would record the active or inactive status of each of the 

threads created when it runs. After the point of initialization, where the configurations are 

imported, various files opened for reading and writing, and the different threads created 

and started, the main thread of the service daemon was repurposed as a state updating 

thread.  

After this point, the main thread would record the status of each of the threads it had 

created during the remaining time of normal execution of the daemon program. This pro-

cess would continue indefinitely, until the setting of the daemon’s stop event—a Python 

threading library event, created to ensure the smooth exiting of all running daemon 

threads and linked to the system interrupt and termination signals. 

One last additional file that would be added for the tracking states of the service daemon, 

and an addition to the group state condition checking mechanism, was the group state 

file. In this file, the status of each configured group for which any member sub-condition 

had been triggered would be recorded during the daemon’s execution. This ensured the 

persistence of the states of the multi-condition groups, so that the associated triggered 

actions would be executed as intended even after restarting the service daemon. 
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3.8 Action Handling 

The final main thread that needed to be implemented for the service daemon’s basic 

functionality requirements to be met was a thread for initiating action based on received 

requests or events seen during the operation of the daemon’s self-monitoring facilities. 

As mentioned previously, the plan had been to support a variety of action types, and 

mechanisms for each action needed to be implemented in this thread. 

The action handler would operate on the basis of the trigger queue and configured rules 

discussed in earlier sections. Removing items from the queue one by one, the thread 

was designed to look up the associated action type and action contents for each new 

trigger. The thread would then use conditional logic based on action types to determine 

what tasks to execute. 

As a benefit of running the process from systemd, the service daemon could safely run 

as the root user, meaning that the action handler could execute privileged commands 

without the need for manual authorization from an administrator. Allowing root access 

meant that securing access to the Python source files on system machines was even 

more crucial, but this level of security had already been established as a background 

assumption. Root access also inherently introduces the possibility of highly destructive 

bugs, but the benefits it provides were critical to allow the program to act independently. 

This made the action handler capable of executing tasks such as starting and stopping 

systemd services, accessing log entries for those services, restarting the machine on 

which the daemon is running, and other similar tasks. This again pointed to the im-

portance of configurations as the key to enabling the kinds of actions that would be most 

beneficial if done independently by the service daemon. 

3.9 Configuration Updates 

One additional specialized action type, implemented as part of the action handler but of 

particular importance to the overall project goal of increased autonomy, was a mecha-

nism for updating configurations. This could include configurations of the DCA service, 

the service daemon’s iDCA, or even the service daemon itself.  
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Separate from the present project, work had been undertaken on the creation of an ad-

ministrative script for generating configurations for the system’s microservices. Once 

new versions of these configurations were generated, however, the question remained 

of how to get them to each service and to cause the services to begin using them. This 

had been done manually, but the goal was to automate this process as well. 

To allow the system manager daemon to send the new configuration files to the machine 

where the DCA service daemon was running, multiple possible solutions were consid-

ered. One would be copying via scp, which the daemons could do in theory because of 

their privileged access. Yet a more compelling option was to use the new communica-

tions interfaces. As messages in Apache Kafka could be large enough to contain the 

contents of entire files in a field, along with important contextual information about which 

file was being sent, the decision was made to adopt that method for sending files as 

attachments, addressed to the target service daemon. 

A configuration action type was then also created, along with a separate Python script 

for updating the configurations and testing them. A testing mechanism with the possibility 

of rolling back to a previous working configuration was crucial, because wrongly format-

ted, incomplete, or broken configurations could take down the DCA service and therefore 

break the system.  

After these additions, when a new configuration was received via the system control 

signal as an attachment, the triggered action would save the received file contents under 

a received name according to a defined folder structure for archiving configurations. The 

associated action script would then determine which kind of configuration had been re-

ceived, would replace the active configuration with the new one, and would then issue 

the command to restart the relevant service process—the DCA, the iDCA, or the service 

daemon. 

To enable the possibility of following up after a configuration change to ensure the suc-

cessful operation of the service, the updating script needed to be able to outlive the main 

daemon process, in the case where its own configuration was updated. For this purpose, 

then, a new thread was created for the updating script using a double fork, to spawn a 

process that would not be killed upon the exit of its original parent process. 
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In the end, then, the updating process would continue execution until the reconfigured 

process either resumed successful operation or failed. Upon a failure, it would restore 

the last known working version of the relevant configuration and again issue a restart 

command. This would ensure that, at the end of the update attempt, all constituent pro-

cesses of the service were operating normally. 

3.10 Monitoring DCA Service Status 

For semi-autonomous control of the DCA service, the most important function that had 

not yet been implemented in the initial service daemon prototypes was a mechanism for 

monitoring the status of that service. This had initially been a primary goal of the project, 

yet it was saved for later implementation for two reasons: the shift to a focus on more 

generic solutions for service monitoring using the service daemon and the desire to build 

on the daemon’s other functions for the purpose of service monitoring. 

Importantly, the decision was made that the DCA service’s own states should not be 

tracked in the same way that iDCA states were, although the two were versions of the 

same program, with the same modular structure. This was done to preserve the idea that 

the same service daemon, with the associated iDCA, could run alongside any system 

service in the same way, not being overly specialized for a particular service. Instead, 

the specialized mechanism for monitoring service status would be handled as an iDCA 

service status module, such that similar service status modules could later be developed 

for all other system services. 

To implement the service status module for the DCA, the DCA controller itself first 

needed to be modified to write the states of its own threads to a file that could then be 

read by the status module in the iDCA. Because the DCA service, unlike the iDCA, could 

be running different combinations of modules at different times, with a variable number 

of running threads, the decision was made to track state-change events rather than track-

ing a running state on a thread-by-thread basis. While this would sacrifice detail, it would 

allow the DCA controller to retain responsibility for running module threads, whereas the 

daemon, through the iDCA, would monitor the service as a whole. 

When the DCA controller printed events to the systemd journal, it would now also write 

one of a new set of defined event codes (e.g. “INIT,” “IMPORT,” “THREAD_START,” 



47 

 

 

“ERROR,” etc.) to its own state log file. Only a fixed number of these recorded codes 

would be kept at any given time, so that the effect was that the file would serve as a 

moving window of the most recent types of status-change events from the service. 

On the other side, the new DCA service status module running in the iDCA would regu-

larly read this file, observe the number and frequency of certain event types, such as 

errors, and then determine when the DCA service was either operating normally or was 

in a failed state, triggering either a restart of the service or some other configured action. 

The criteria for what constituted failures or other important states of the service would 

benefit from further iterative development and configuration. 

3.11 Service Installation and Initialization 

While work on this project had progressed to the state that the DCA service could be 

updated, monitored, and managed by its service daemon, one task that still required an 

entirely manual approach was initial installation of the service. A final addition to the 

project that took the work one step further toward semi-autonomous services, therefore, 

was the addition of a script for initial service installation that was first developed specifi-

cally for the DCA service. 

This script would complete the semi-autonomous DCA by allowing its files to be copied 

to the assigned system node by the system manager daemon, which would then start 

the DCA’s daemon, responsible for running the service. Additionally, as this script would 

be run by the system manager daemon itself, checking for new installation targets based 

on a master configuration, this meant that new DCA instances would be able to be 

launched as needed without the need for step-by-step interaction by system administra-

tors, who would need only to have written or generated the corresponding system con-

figuration files that specified where DCAs should be installed, which modules they should 

run, and what they should do with the information they collect. 
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4 Results 

Upon completing the prototyping of the various features described in the preceding sec-

tions, the development of the service daemon for the DCA had progressed to a state 

where the foundations of a semi-autonomous agent, which had been the ultimate goal 

of this project, were established. From service installation to ordinary operation, the en-

tire process of running the DCA had been enhanced through the addition of reactive 

automated functionality. 

The service daemon is now able to effectively install and run instances of the DCA ser-

vice, starting and stopping them, updating their configurations, and handling communi-

cations related to their status. The use of all these procedures together as part of one 

semi-autonomous service still requires a great deal more testing, and further configura-

tion will be required to fully specify how these processes should behave. Still, this takes 

the DCA, previously relying much more on direct manual management at every step by 

a system administrator, to a level of automation that, while still far from true autonomy, 

effectively reduces the time and effort required to run the service.  

The work done for this project also creates a basis for continuing development of the 

system that will bring greater degrees of semi-autonomous behavior not only to the DCA 

service but to the system as a whole. The service daemon itself, designed to be generic 

and with reusable code, is ready to be deployed to all system services, along with the 

iDCA’s monitoring capabilities, which will provide a system-wide view of available re-

sources. Upon completion of this project, the system has also gained the benefit of hav-

ing all its existing services installed and initialized on the basis of a single master config-

uration, though the completed configuration, beyond the initial testing phase, remains to 

be developed further. 

In addition to this, while some of the features implemented for this project, such as re-

quest handling, remain at a very basic stage with much additional work to be done, and 

others, such as configuration checking, could be greatly extended and improved, the 

establishment of the basic mechanisms for these behaviors is an important first step for 

realizing their full potential. 

At the conclusion of this project, another important result of this work is to highlight the 

importance of configurations to the desired semi-autonomous behaviors. While the 
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mechanisms now exist for the service daemon to monitor and respond to various events 

and messages, the key task remains to fully define all such expected events, so that they 

can be recognized effectively, along with defining the actions that they should trigger. 

In the end, the benefit of these mechanisms for acting on monitored and received event 

data will be more fully realized through the ongoing and planned development of addi-

tional system services, including those that will handle alerting, more complex actions, 

and more complex processing of individual or combined event streams, in order to ena-

ble more sophisticated situational awareness and self-management in the system. 
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5 Discussion 

The result of this project is a service with semi-autonomous behaviors, although it is less 

specifically focused than anticipated in the original project concept. The choice to orient 

the project less specifically toward the DCA and more toward application throughout the 

system means that some features from which a semi-autonomous DCA would benefit 

require significant further development work, whereas other features applicable through-

out the system were developed further than originally anticipated. 

During the course of the work for this project, a number of difficult decisions needed to 

be made that would impact the direction of the system as a whole. In each case, the 

different possible decisions posed different challenges that needed to be dealt with. In 

the end, some of these challenges remain as an indication of potential future develop-

ment and improvement of the basis for semi-autonomous microservices developed dur-

ing the course of this project.  

5.1 Remaining Challenges and Potential for Improvement 

One important area in which this project leaves room for potential improvements is in the 

monitoring of the DCA service. It remains at a basic level and without detailed insight 

into the internal processes of the service. While on one level this was an intentional de-

cision, more insight could be gained by leveraging some of the new features developed 

for this project. For instance, the established inter-process interface could be used more 

effectively for exchanges between the DCA and the daemon to provide more specific 

service status information. This would require further changes to the DCA controller, 

which currently remains quite independent, shares its states indirectly, and does not 

make use of this direct line of communication. 

While the structure of the service daemon and iDCA as service-neutral entities was an 

important step forward for the system, the need for additional customization in the form 

of specialized iDCA modules also remains as a key challenge. This was outside the 

scope of the present project, but it will be a necessary step going forward. Different types 

of specialized modules are needed for checking the status of different system services, 

as each functions quite differently, and the determination of their correct or abnormal 

functioning depends greatly on the different behavioral characteristics of each service. 
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For instance, the successful operation of the message bus depends upon its own proper 

configuration. If a port, for instance, has been misconfigured, or security settings are not 

aligned with those used by a consumer or producer of messages, the service could not 

be considered to be functional, even if the processes that constitute its core components 

are executing. For this functionality, it remains necessary to have a system administrator 

and programmer who knows the system and can create a custom solution. This also 

poses a challenge for expandability of the system, as any new services will require new 

status-checking modules. 

Another place where this work is susceptible to continued improvement is in its capacity 

for checking new configurations during an update. This feature already utilizes the sys-

temd facilities for monitoring a service to ensure that the service runs with its new con-

figuration. However, this only ensures that the program itself can execute, which, as 

mentioned, does not guarantee that it is correctly configured to perform its assigned 

tasks.  

A more sophisticated configuration verification mechanism should be able to recognize 

whether configurations are formatted correctly and whether anything is missing from 

them. It should then also be able to monitor the behavior of the service, after it begins 

running, to see not only that its processes are alive but that it is in fact functioning as 

intended. These changes can all be implemented in time through continuing develop-

ment. 

5.2 Future Expansion 

The materials reviewed in the section on theoretical background above attest to the wide-

spread focus on achieving degrees of autonomy in software, as well as specific efforts 

to incorporate self-monitoring and self-healing abilities into products. While this project 

moves the system forward significantly toward achieving such functionality, it also helps 

to bring into focus different possibilities for further enhancement and expansion in this 

direction. 

First, in discussing the initial goals for this project, it was noted that a key aim of the 

project should be to create reusable solutions. The project’s success in doing this, 

through the creation of the common service daemon in particular, points to additional 
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reuse through further development of other system services as an important way of reap-

ing additional benefits from this work. 

As depicted in the system diagram (figure 5) included earlier, development on some of 

these relevant services was underway concurrently with this project, and other services 

are planned. In particular, the planned Stream Processor and Alerting/Action Handler 

services will contribute to the goals of increased autonomy in the system by contributing 

useful input that will enhance the daemon’s self-monitoring and self-healing capabilities. 

The former will allow more complex stream analysis, including comparison of data across 

different event streams, while the latter will incorporate more advanced functionality for 

informing users about significant system events and executing complex actions that may 

span multiple services to address issues. 

Another area in which future work on the system could better realize the goal of increased 

autonomy is by adding additional complexity to the new features of the semi-autonomous 

DCA. In particular, the ability of the DCA to alter its own configuration and that of its 

service daemon would be even more useful, and more beneficial to users, if it could be 

used automatically in a way that leverages intelligence gained from the DCA’s own op-

eration.  

Capitalizing on the inherent benefits of its modular structure, adding the ability to recon-

figure itself to the DCA will allow it to truly go beyond merely monitoring and maintaining 

its own behaviors to fundamentally altering those behaviors as well. Within the scope of 

the present project, configuration changes of that kind have been limited to altering be-

haviors or introducing new functionality through processes initiated and specified by hu-

man administrators. This limitation could be removed however through the use of ma-

chine learning, for example.  

If the DCA could become able to intelligently adapt its own configuration, either inde-

pendently or through communication with the larger system, to autonomously add and 

remove modules to suit the environments where it is deployed or the conditions its mod-

ules observe, the added power and removed need for user-customized configuration 

updates could be extremely powerful. This would build significantly on the concept, foun-

dational to this project, of designing software once with the goal of deploying it in a range 

of differing contexts. 
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Yet another possibility for taking this project further through expansion based on existing 

features would be in the area of what Lemoine et al. refer to as “self-simulation” [16, p. 

44], a property that was also deemed essential by Rajagopalan et al. [19]. This would 

essentially mean that a service would gain the ability to test other versions of itself while 

its current (known working) instantiation continues to execute, ensuring that there is as 

little downtime as possible for the service.  

As it stands, this project is not capable of the kind of parallelism involved in true self-

simulation, yet the MSA-based design of the system provides a path toward implement-

ing this. It would be achieved much in the same way that the app-bisect project described 

by Rajagopalan et al. implemented a branching reverse-search for working configura-

tions through parallel operation of microservices [19]. The capability of adding and re-

moving copies of existing services with changed configurations, testing them without tak-

ing system components down or causing unwanted breaks in functionality, and preserv-

ing successful reconfigurations would enable a significantly more sophisticated level of 

autonomy for the system. 
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6 Conclusion 

Achieving its original goal, this project documents the successful design and implemen-

tation of a semi-autonomous microservice. The definition of this goal at the outset of the 

project intentionally left room for a range of successful outcomes. The question of what 

“semi-autonomous” should mean in the context of this particular microservice was not 

entirely obvious at first, but it became clearer as the necessary decisions documented at 

each step of the project were made. In the end, this process contributed one important 

finding of the project, that automation is not a one-size-fits-all endeavor. 

Automation and autonomous software come in many forms. They offer many different 

features and range in size and complexity from small-scale implementations, to reactive 

agents following complex rule sets, to advanced, proactive artificial intelligence. At the 

conclusion of this project, the semi-autonomous DCA implements a rule-following model 

of autonomous behavior. By adhering closely to its focus on maintaining a functional, yet 

reconfigurable system, it realizes its aims of adding value to the larger system and 

providing utility to users. In addition to this, it simplifies complicated managerial tasks 

and eliminates the need for constant vigilance on the part of system administrators. 

The new DCA features developed over the course of this project do not aspire to realize 

full autonomy. Rather, they illustrate the powerful benefits that can be gained with even 

a modest degree of autonomous functionality. At the same time, they leave open the 

possibility for continuing improvements beyond the scope of the present project. In this, 

perhaps the project’s more important outcome is to demonstrate that automation can, 

and often should, be an ongoing process, with new opportunities to automate always 

emerging and new benefits accruing. In the end, these new DCA features, and their 

effects on the larger system, point to further possibilities for semi-autonomous control, 

some of which were not apparent when work on the project began. 

In addition to providing these insights, this project also served as a valuable exercise in 

planning, particularly for additions to one part of a larger system. While more loosely 

coupled microservices can be developed more independently compared to layers of a 

monolithic application, it is nevertheless the case that a system-wide perspective must 

be maintained when considering how new features will be implemented. This project 

underscored the importance of considering how future possibilities for development will 

be constrained by every decision—even one as seemingly inconsequential as the format 
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used for a configuration file, which proved to have wide-ranging impacts across the sys-

tem. 

In the end, this project illustrates more broadly that decisions about the application of 

automation and the design of autonomous agents determine the nature of their impact 

on software systems, their users, and society as a whole. Autonomous software prom-

ises powerful advances in efficiency and productivity for users and administrators, but 

the degree to which this is achieved will depend on the thought and the breadth of per-

spective that go into their development and the care with which they are introduced. 

While a data collection agent is one small, less disruptive example of this emerging new 

paradigm, the same lesson applies even more to the major developments ahead. The 

challenges of autonomous software will undoubtedly grow as its capabilities increase, 

but there is reason to be optimistic about its potential to reshape human activities for the 

better. 
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