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Abstract

The cyber domain and all the interdependencies between networked
systems form an extremely complex ensemble. Incidents in the cyber domain
may have an abundance effect on the physical domain. For example, a cyber
attack or an intrusion against an electricity system may affect the performance
of healthcare system as well. For organisation´s cyber resilience, know-how
is the key resource. Cyber security training and exercises have an extremely
important role for achieving the required level of know-how in the cyber
domain. The old military based-proverb You Fight Like You Train is relevant
in the cyber domain. Traditionally, the platform for cyber security training
and exercises is called cyber range. Because of the accelerating digitalisation
and more complex totality of the cyber domain, also the infrastructure for
the cyber security training and exercises is required to be more and more
complex. In this paper, the concept of cyber arena, next generation cyber
range, is discussed.
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1. Introduction

Cyber security as a concept has become more widespread
from the early 2010s because the fast growing digital world
has brought in new classes of threats. The threats have grown
more disruptive, which has led to the need to reassess and
redefine the threat they pose to modern society. Naturally, the
environmental change has reflected also on the requirements
of education. The changes brought by digitalisation must be
observed at all levels of education, and eventually digital skills
should become part of our daily lives as new civic skills. One
of the most important assets in cyber domain is know-how.
It is achieved by training and exercises. Finland’s new cyber
security strategy [1] states that the high level of education
required by nationally critical cyber competence areas will be
ensured. This is supported by both national and international
training and exercises. In addition, the cyber security strategy
of the European Union [2] recognises the importance of cyber
security training and exercises.

Cyber range performs as a technical platform for research
& development and training & exercise in the cyber domain.
Cyber range simulates the required networks and systems for
supporting the research & development or training & exercises.
Cyber range is a closed and the controlled environment with

the required systems, tools and networks including a realistic
Internet simulation with background traffic generation and user
simulation. Because cyber range a closed environment, it is
risk-free to use realistic cyber security threat environments
with real attacks and intrusions [3]–[5].

In the field of training and exercise, cyber range can be
equated as classical shooting range with capability to train and
develop skills with weapons, operations or tactics [6]. One of
the first cyber ranges was developed by the Defense Advanced
Research Projects Agency (DARPA). DARPA realised the
scientific advances of cyber security and requirements for re-
search and development based on testing and experimentation.
They developed the first version of national test bed that was
later established as National Cyber Range (NCR) [5]. For
example, paper [7] uses NCR as a blueprint of cyber range.

There are numerous different cyber ranges in the world,
developed by industry, universities, research centres or national
security organisations. The capabilities of those cyber ranges
vary from laboratory based one server test bed infrastructures
to massive virtualised Internet-kind of infrastructures. Yamin
et.al [8] have conducted a literature review of cyber ranges
and security testbeds including scenarios, functions, tools and
architectures. As stated in [9], cyber ranges are often built for
a specific purpose for fulfilling the narrow scale requirements
of specific test scenarios. There also exist industry specific
cyber ranges or test systems. He et al. [10] introduce a
design of a cyber range test system for power industry, while
Chen et al. [11] introduce a construction of cyber range in
a power information system. Cybertropolis is a United States
Department of Defense resource that can be seen as cyber-
electromagnetic range including both kinetic and non-kinetic
activities [12].

The perspective and requirements for developing the cyber
ranges are often narrow and limited to a specific area of
interest. Frank et al. [13] state that national cyber ranges are
testbeds with command and control functionality, while the
authors of [14] state that training environments are often not
realistic enough. Paper [15] proposes a tool for creating an
emulated network environment for cyber defence exercises
while paper [16] introduces an architecture for cyber defence
training and education. Cyber range is also effective for
research and development activities, for example the authors
of paper [17] utilised cyber range for deep learning based



network security assessment and indication.
The complexity of networked systems has increased the

effect of unexpected behaviours and dependences [18]. In that
complex totality it is extremely important to understand what
is happening in the cyber domain, what the statuses of the
valuable assets are and how different dependencies affect to
the valuable assets. In that sense, the Situational Awareness
(SA) has an important role in the cyber domain. Debatty
& Mees introduce cyber range for training the SA [19].
Because of the different capabilities of different cyber ranges
and the growing requirement for simulating the complexity
of the cyber domain, the Cyber Defence Pooling & Sharing
Project of European Defence Agency (EDA) has recognised
requirement for co-operation between national cyber ranges at
the European level [20]–[22].

1.1. Motivation and Structure

As can be seen, the spectrum of cyber ranges is extremely
heterogeneous and because of the evolution of cyber domain,
there is a requirement for simulation of total complex cyber-
physical environment with unexpected dependencies and con-
sequences. Because of that, the new concept Cyber Arena
(CA) is introduced and discussed.

The paper is organised as follows. In section 2, the peda-
gogical aspects for a complex system are discussed. According
to that, the Cyber Arena (CA) is introduced in section 3.
Lastly, in section 4, the study is concluded with emerging
future research topics.

2. Pedagogical aspects for complex system

For decades, technical education has utilised learning en-
vironments that simulate real environments or functions as a
learning tool. Information technology laboratories and project
based learning have been widely used in the ICT field, partic-
ularly in applied software engineering studies. Cyber security
has brought new challenges to ICT education. It has previously
been adequate to teach spot-points from the individual areas
of expertise using traditional teaching environments. However,
by doing so the significance of cause-and-effect relationships
will be missed. Furthermore, the learning goals for larger
entities, such as an organisation’s cyber security entity, may
not be achieved. Often the effectiveness between the existing
systems or their multiplier effects is difficult to predict and
these elements also have to be included into training. From the
viewpoint of pedagogical frameworks, research on simulation
environments has been conducted, especially regarding the
application of simulation teaching in healthcare [23]–[25].
In part, these studies are also applicable to cyber security
teaching; however, the need for applied research, especially
regarding the training and exercise environments (cyber range)
built for cyber security teaching, is obvious.

In order to accommodate the changes driven by digitalisa-
tion in education and teaching, we need specific educational
environments that model those complexities our societies

increasingly rely on. In the digital business environment, it
is typical that the in functionalities that are executed, the
cause and effect relationships are difficult to understand. On
the other hand, it can be said that it is crucial for the
success of society and organisations that the skills of experts
can be brought to a level where they can operate, develop
and solve problems in the modern operating environments.
New technologies require new skills from the experts, while
the existing legacy systems still require administrator skills.
Complex systems that are constantly evolving require risk-
free, realistic learning environments where practical training
and exercises can be provided for both beginners and advanced
experts. It is not enough for knowledge to accumulate, but
learning must aim at the level where specialists have the
capability to react to real-life situations quickly with the right
actions and in the face of ever more complex information
entities. It is impossible to learn these skills without addressing
these situations during training or exercise. Thus, according
to Herrington and Oliver’s theory of designing frameworks
of authentic learning environments, continuous training is
required in authentic learning environments, which refers to
the accumulation of knowledge and skills in contexts that
reflect the ways and environments where knowledge and skills
will be used in real life [26]. The following list describes
Herrington and Oliver’s designing framework.

1) Provide authentic context that reflect the way the knowl-
edge will be used in real-life

2) Provide authentic activities
3) Provide access to expert performances and the modelling

of processes
4) Provide multiple roles and perspectives
5) Support collaborative construction of knowledge
6) Promote reflection to enable abstractions to be formed
7) Promote articulation to enable tacit knowledge to be

made explicit
8) Provide coaching by the teacher at critical times, and

scaffolding and fading of teacher support
9) Provide for integrated assessment of learning with in the

tasks
In addition to the listed design criteria of authentic learning

environment, it should be noted that also the pedagogical tasks
that are executed in the environment should be designed by
Authentic learning theory [27]. Collins [28] defines, that based
on the theory of situated learning, when the new skills are
learned and practised in an environment that reflects the real-
life the new knowledge will also be useful in real life.

3. Comprehensive Cyber Arena

In order to fully achieve the educational goals so that the
knowledge is applicable in the real environment, the cyber-
training environment should be able to express cyber security
phenomena and technology on a large scale. When considering
cyber security, the complexity, difficulty to predict causal
relationships, accountability, and other ecosystem-related phe-
nomena need to be considered.



In the cyber ecosystem it must be taken into account that the
influences and relationships of the actors are very sensitive and
complex. For example, a company’s cyber resilience consists
not only of the security status of its own corporate network,
but also of the security level of its partners, subcontractors,
customers, service providers, and the critical infrastructure
connected to it. In order to these ecosystemic influences to
be reflected in teaching, the learning environment requires the
ability to model the real environment and its phenomena at a
sufficiently realistic level.

When describing cyber security training environments, there
is an established term cyber range which is widely used. In
their literary review Yamin [8] extensively mapped the existing
cyber ranges. Based on Yamin’s literature review, it can be
said that the term cyber range can include many different
uses, technical solutions and functionalities. Thus, the use of
the term cyber range should be clarified in order to better
identify the purpose, technical implementation or educational
objectives of the environment. Many of the cyber ranges
mentioned in Yamin’s literature review focus on some aspect
or functionality of cyber security. In order to be able to teach
the ecosystemic influences of the real-world cyber operating
environment in a sufficiently realistic operating environment,
the training environment must be able to implement most of
these functionalities.

An overall figure of Cyber Arena is shown in Figure 1. In
Figure 1, Range 1 illustrates a cyber security training environ-
ment modelled on a single organisation’s ICT architecture and
business capabilities, including enterprise IT and OT opera-
tions. Range 2 illustrates a cyber security training environment
modelling the ICT architectures of two or more organisations,
enterprises’ business as well as enterprise interdependences
of ICT architecture and business. Range 3 illustrates a cyber
security training environment modelling internet architecture
and the different tier levels internet, enterprise business and
ICT architecture, and the cloud architecture that is supporting
the business. Range 4 illustrates a cyber security training
environment which has the internet architecture, as well as the
services used over the Internet and the cloud service architec-
ture. National Initiative for Cyber security Education (NICE),
led by the National Institute of Standards and Technology
(NIST), has created a framework for managing the industry-
based know how in the domain of cyber security [4]. The
NICE framework boxes exemplify the positioning of certain
NICE knowhows in different areas of Cyber Arena. The goal
of the NICE boxes is to embody the manifestation of cyberse-
curity expertise across the cybersecurity ecosystem. It should
be noted that the various range types exemplified in the figure
can also be modeled by combining the functions differently
than what is presented in the figure. The main argument is that
when teaching the functionality of the cyber ecosystem, one
should be able to model the ecosystem extensively. Once the
ecosystem has been comprehensively modeled, the educational
requirements of different knowledge areas of expertise can
also be met.Once the ecosystem has been comprehensively
modeled, the educational requirements of different knowledge

areas of expertise can also be met.

3.1. Requirements of Comprehensive Cyber Arena

To achieve the capability for complex training environment
in cyber security domain, following high-level requirements
shall be fulfilled. Detailed technical requirements of specific
technical implementation can be derived according to these
requirements.

3.1.1. Realism. Cyber Arena shall reflect the complexity and
interdependences of real cyber domain. Theory of authentic
learning sets the central principle that the teaching environ-
ment is adapted to the environment where the learned know-
hows will be practically used. One of the key challenges in
cyber security education is to be able to express the difficult
predictability of the causal relationships in the complex op-
erating environment, so the Cyber Arena should be able to
reflect the trainee’s activities elsewhere in the ecosystem.

3.1.2. Isolated and controlled environment. Cyber Arena
shall be an isolated and controlled environment. For allowing
risk free usage of different attack vectors with real attacks
and malware without jeopardising production environments,
the Cyber Arena shall be isolated and centrally controlled.
The national criminal laws of many countries prohibits the
dissemination or processing of real malwares. Therefore, a
closed environment must be in place to ensure the security
and legality of training and exersices.

3.1.3. Internet simulation. Cyber Arena shall simulate global
Internet with its structures and services. Global Internet is
one of the main assets in the cyber domain. By simulating
the main services and structures of the Internet, Cyber Arena
has much more realism than just simulating some specific
network infrastructures. Internet simulation offers the global
environment for training and exercises with for example social
media applications and usage of Internet based attack vectors.
That Internet simulation shall also have the capability to
simulate TOR network with Dark-Web capabilities. As said
in [29] ”Simulation on Internet services adds the realism
of scenarios being implemented by the cyber range. Modern
attacks utilise global infrastructure and services considerably
in order to avoid detection. Therefore, it is very important for
cyber ranges nowadays to be able to simulate the Internet and
its services realistically. However, in many cases, Internet ser-
vices are not simulated due to the added complexity required
in order to guarantee the right level of realism.”

3.1.4. User and network traffic generation. Cyber Arena
shall have the capability of network traffic simulation. As
part of the centralised control of Cyber Arena, there shall
be the capability to generate network traffic from users and
applications. With this capability the Cyber Arena will have
ongoing network traffic as in the real networks. Simulated
network traffic shall contain for example web-browsing, video



Fig. 1. Comprehensive Cyber Arena

streaming, remote-disk traffic, traffic from office software and
e-mails. During the trainings and exercises that simulated
network traffic allows usage of different attack vectors as in
the real cyber domain, for example usage of hidden command
and control channel, or some of the simulated network users
can be part of distributed denial of service campaign.

3.1.5. Attack execution and simulation. Cyber Arena shall
have the capability of attack execution and simulation. As part
of the cyber security trainings and exercises it is important to
execute and simulate attacks. As described earlier, an isolated
environment enables the usage of real attacks and malware,
in addition to real man made attacks some of those can also
be simulated. Attack simulation can also be a part of the user
and network traffic simulation. Cascade effects of some attacks
can also be simulated without a real attack if relevant for
the current education. Attacks and effects of attacks shall be
planned beforehand as part of the exercise scenario (explained
later).

3.1.6. Organisations’ infrastructures. Cyber Arena shall
include varied organisation environments. As in the real cyber
domain, in addition to the Internet there is also an organisation
environment connected to global network infrastructure. Those
simulated organisation environments shall include both In-
formation Technology (IT) and Operational Technology (OT)

systems as well as interconnections of IT and OT systems
and operations. In many cases it will be beneficial to execute
two or more organisations in the same training or exercise in
order to express interdependences between the organisations at
the process and information system level . Good examples of
that are an electricity company or an Internet Service Provider
(ISP); if there is a cyber attack against those, it will most prob-
ably also affect the infrastructure of other organisations. The
above-mentioned also illustrates real life interdependencies in
organisations, networks and / or ecosystems.

3.1.7. Collaboration. Cyber Arena shall have the capabil-
ity for collaboration and co-operation with other training
platforms. According to collaborative learning theory [30],
enabling collaboration between the students creates a better
opportunity for learning. Students’ collaboration enables col-
legial learning and problem solving. The cyber environment as
a working context is very broad. Thus, areas of expertise are
bound, which forcesbetween the organisations real-life experts
into collegial problem-solving. This is why teamwork is one of
the key elements of the cyber security exercise. Additionally,
if there is lack of some technical capability of Cyber Arena,
it can be achieved by interconnection and co-operation with
other technical training platforms.

3.1.8. Planning, executing, monitoring and analysing.
Cyber Arena shall be able to provide authentic activities with



real-life scenarios. The pedagogical goals of the exercise must
be taken into account at all stages of the exercise [31]. In
order to accomplish this, the Cyber Arena shall have exercise
planning, execution, monitoring and analysing capabilities and
tools. Via this capability the exercise and the scenarios can
be planned and executed but also instructors can evaluate
training audience/students’ performance assessment and allow
training audience/students to evaluate their performance after
the exercise. This enables reflection, which is one of the key
elements of learning.

4. Conclusion

In this paper the concept Cyber Arena (CA) is introduced
and discussed. First, the classical cyber range concept is
introduced with the examples of extremely heterogeneous def-
initions with the term cyber range. Because of the unexpected
dependencies of the systems in the digitalised cyber domain
and kinetic domain, more complex training infrastructures are
required to support training, exercising and learning in com-
plex environments. Especially when it comes to educational
activities where a degree program is provided, the program
should have a Cyber Arena type of facility in use. If the
training and exercises are carried out in a traditional laboratory
environments or in limited range environments, the core know
how elements of the cyber domain cannot be realised and
combined. Thus the key element of technical complexity
and the interdependences between the elements will not be
involved in the education program.

The pedagogical aspects are introduced for proving the need
for the Cyber Arena concept and the Cyber Arena concept is
introduced with its high-level requirements. As the result of
the paper, it is recommended to use the term Cyber Arena
when discussing state-of-the-art modern and complex cyber
security exercise platforms. Term cyber range shall be used
when discussing classical limited platforms.

As for future research, more specified technical require-
ments can be developed and state-of-the-art trainings and
exercises implemented.
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