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The purpose of this thesis was to explore modern Smart City implementations and how they 
manage big data in terms of both storage and the process by which it is analysed. The thesis 
takes a closer look into what is required for a city to be considered Smart, and how modern 
cities are on the forefront of handling this transition. The main goal of this research was to 
provide detailed insight on the how large amounts of data are to be collected and stored in 
a Smart City setting. Additionally, the study includes a deeper evaluation of the analytical 
process in terms of both the requirements for success and various techniques by which the 
analysis is conducted. Furthermore, it incorporates the benefits and also the risks associated 
with city-wide implementation of Smart technologies. The thesis concludes with the future of 
Smart Cities and challenges they may face moving forward. 
 
The research behind this thesis was conducted using varying journals, articles and e-books 
written within the past decade. These sources were comprised of topics such as Smart tech-
nologies, government-issued development plans, and  case studies on modern Smart City 
implementations and piloting programs. 
 
Based on this study, it can be concluded that there are both incredible benefits and substan-
tial risks to the usage of big data analysis in Smart Cities. Smart City technologies have the 
ability to account for remarkable advancements in society. Ideally, they can accomplish a 
more connected, sustainable society, thus greatly improving the quality of life of inhabitants. 
However, the findings also indicate that it will be absolutely necessary moving forward that 
serious considerations are made in regard to cybersecurity and protection of both individual 
and government data. 
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1 Introduction 

As the world grows closer to global connectivity, the implementation of Smart Cities will 

have an astounding impact on how people and governments operate. As of 2020, the 

world has been confronted with rising populations in major urban areas, climate change, 

food shortages, and a mass of other major problems which require understanding and 

for which technology will be needed to offer solutions to. According to research done by 

Cisco, 3.9 billion people worldwide had access to the internet in 2018. This is projected 

to spread to 66% of the world’s population (5.3 billion) by 2023, with major increases in 

places like Asia Pacific (20%), Central and Eastern Europe (13%), and East Asia and 

Africa (11%). Additionally, the number of internet-connected devices and internet con-

nections is growing at a rate faster than population growth. [1.] This is an indicator not 

only that the Internet is spreading at an incredibly quick rate on the global scale in regard 

to regions, but also that individuals are increasing their exposure and usage of IoT de-

vices in their daily lives. The implications of this information point to a progressively more 

connected society, with potential to make the adoption of Smart City technologies more 

straightforward. 

Smart Cities aim to simultaneously offer solutions to the growing issues facing major 

urban areas across the world, while also using data and statistics derived from its inhab-

itants to increase the quality and ease of life in these places. While this is most certainly 

beneficial to occupants and governments alike, mishandling of this process and the data 

derived from it can have potentially severe consequences. The purpose of this thesis is 

to take a closer look into how Smart Cities have developed from their first conceptions, 

and what they can offer the human population in terms of quality of life and optimisation 

of public resources. It will also discuss how the implementations of specific technologies 

used to achieve the goals of Smart Cities need to be handled with extreme caution in 

order to protect their citizens. Furthermore, the consequences of mishandling this pro-

cess, citing current examples seen in today's society, will be used to demonstrate the 

dangers that threaten civilization while moving forward. 
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2 Smart City Conceptualization 

The concept of a Smart City is a complicated idea. While there is no official definition for 

the term, there is a general consensus on the attributes required for a city to be consid-

ered Smart. These characteristics are a combination of both Smart objectives for a city, 

as well as the processes by which these objectives will be met. Firstly, there needs to be 

a standard for what makes a city Smart. Only after these specific guidelines have been 

set, can methods be defined on how to reach these goals. 

2.1 Overview of Criteria 

Because Smart City implementations and concepts have many different facets, there is 

no singular description that encompasses all necessary ideas. However, most entities 

can agree on a few basic goals that serve as a solid foundation:  

• Quality of life improvement 

• Sustainability 

• Connectivity 

These points, among others, are the establishment of any Smart City conceptualization. 

[2, p. 147; 3, pp. 5, 9-11.] Many of these terms are very broad, but each serve a vital 

purpose in the construction of a Smart City. 

An improvement to a citizen’s quality of life can of course be interpreted in many different 

ways. Emphasis on air quality improvements via pollution reduction, expanded 

healthcare systems, and emergency services are all areas in which modern cities have 

been focusing on for Smart implementations. [2, p. 147; 3, pp. 10-11, 38.] In London, 

using advanced analytics on city-wide sourced big data, the police have been able to 

expose trends in certain types of crimes, thus allowing the authorities to adjust their patrol 

routes for a safer London. They have also invested extensively in public health by pro-

moting outdoor activity in London’s Smartest region: Queen Elizabeth Park. [3, p. 11; 4.] 

Additionally, in New York, constant analysis on air-quality data in key parts of the city 

has helped identify major sources of pollution in the city. Because of the findings made 

by this evaluation, emissions in New York have plunged. [5, p. 703.] 
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Again, sustainability is another term that is fairly ambiguous in its meaning. For many 

cities, the idea of sustainability is centred on the growing, overwhelming demand of elec-

tricity and how cities must improve their power grids. There is a direct correlation be-

tween population size and energy usage, so as cities grow in size, there needs to be 

Smart infrastructure not only to handle the stress on the power grid, but to use clean 

energy where possible in order to reduce carbon emissions. [2, p. 293.] Water distribution 

and management directly impacts citizens through ensuring that a necessary resource 

is supplied to the masses, as well as safeguarding the agricultural system of a city. [2, p. 

158.] 

The challenge with sustainability is a city’s ability to intelligently manage the water, and 

in turn food supply. In established cities, the government must take into consideration 

the existing infrastructure and the difficulties that come with evolving it into a Smarter 

system. In New York, for instance, the government has put extensive effort into reworking 

the current water infrastructure to incorporate the idea of Smart metering. This has been 

done by implementing “Automated Meter Reading” systems, which includes the place-

ment of measurement sensors throughout the city’s water distribution systems. The data 

provided by the placed sensors allows for statistics on usage, leaks, and water levels 

exposing areas of improvement and potential risks. Additionally, this helps address is-

sues such as organised water distribution to the public as well as management of the 

different types of water sources so as to make use of them much more efficiently. [5, pp. 

703-704.] 

Connectivity is both a goal, and a method for reaching other objectives when working 

towards a Smarter city. The very foundation of a Smart City is rooted in its integration of 

technology, specifically information and communication technology (ICT) solutions. Var-

ious sources of valuable information, for example sensors or mobile applications, rely on 

widespread, working networks in a city. Both wired and wireless networks are used to 

retrieve and perform analysis on this data, therefore the more connectivity a city main-

tains, the more information it has at its disposal for problem solving. [6, p. 2.] 

2.2 Components 

While there are vast amounts of Smart City usages, the general process for how these 

are applied follow the same basic format. An example of this process is seen in Figure 

1. 
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Figure 1. Cross-thematic Data Management and Analysis for a Variety of Smart City Applications 
in Cloud Environments. Copied from Khan et al. 2013 [7]. 

Here, it is noted that the handling of data is an integral part of this process. Firstly, this 

data needs to be generated from specific points in a city. These sites can range from 

widespread placement of water sensors to provide usage and leakage statistics, to traffic 

light sensors indicating how busy certain types of public transport are at key times of a 

day. The data is then acquired, stored, and examined with varying methods of advanced 

analysis utilized in regard to the sources. [7.] For instance, studying water or electricity 

usage in a city may benefit from different software or machine learning tactics than other 

processes such as predicting weather events to prepare a city for natural disasters. 

Thirdly, these evaluations are interpreted and applied to different sectors of a city. As 

seen in the green boxes in Figure 1, the conclusions drawn from the previous step can 

have a direct impact on concepts such as a city’s healthcare division, transportation, and 

energy efficiency. [7.] 

2.3 Transforming a City 

Before discussing modern Smart Cities in the making, it is worth briefly examining the 

transformation of infrastructure that must occur in existing cities on their way to becoming 
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Smart. While there are no distinct definitions for what makes a city’s infrastructure 

“smart”, the key to advancement lies in the integration of ICT solutions. Individually, this 

will present differently in the varying sectors of a city. In terms of resources, this likely 

involves the deployment of different types of measurement sensors placed throughout 

the water distribution system in order to measure levels, usage, and leaks. Most modern 

cities already have a comprehensive water distribution network. However, intelligently 

transforming this sector allows for the analysis on the data reported by these sensors to 

address issues that otherwise would not be known without Smart metering. Regarding 

transportation, Smart infrastructure will be defined by the city’s use of technology such 

as adding motion sensors, video surveillance devices, and air quality meters on existing 

roadways in order to determine patterns in traffic flow and to expose areas of risk in 

terms of accidents and GHG emissions. [2, pp. 155-158.] Instead of working to fully re-

build a city’s infrastructure which is costly in both time and finances, both of these exam-

ples instead focus on enhancing existing, proficient systems that have been successfully 

in use for a significant length of time [6, p. 2]. 
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3 Modern Smart City Implementations 

Within the last decade, Smart City global initiatives have been on an exponential, upward 

climb. In recent times, extraordinary factors such as population density, climate change, 

and the rapid advancement of technology have put global epicentres under extreme 

pressure. According to the United States Census Bureau, as of 2020 the top two popu-

lations by country (China and India) are believed to have over 1 billion inhabitants each. 

The top five most populous countries in the world have a combined total of roughly 

around 3.5 billion people. [8.] This means, the top five countries make up nearly half of 

the whole world’s inhabitants. In Figure 2, the comparison can be seen between the 

current population in the year 2020 and the projected population of the year 2030.  

 

Figure 2. Expected Population Growths. Based on data acquired from U.S. Census Bureau Sta-
tistics [8]. 

As can be seen in the graph, just between these five countries, the world is expected to 

have over 235 million new inhabitants by 2030. India alone is projected to grow in over 

100 million people within the decade. The focus by Smart Cities on sustainability and 

infrastructure will be key to not only providing the basic necessities to the increasing 

number of citizens, but also to make these cities much more optimised. [3, pp. 5-6.] In 

this section, the focus will be on Smart City implementations that have been developing 

in recent years. 

3.1 London 

London has spent several years working towards becoming a Smarter city. In 2019, the 

Mayor issued an extensive, revised roadmap to achieve this goal. Turning a city “smart” 
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is a massive undertaking, affecting nearly all parts of a city and its people. London’s plan 

reflects this notion, covering a wide variety of topics. 

 

Figure 3. Smart City Focus Areas – London. Based on London Government’s Roadmap to a 
Smarter City [3, pp. 15-37]. 

In Figure 3, the most important focuses are outlined as citizen involvement and diversity, 

data protection and management, connectivity, digital leadership and collaboration. One 

of their main goals is centred around involving citizens as much as possible in the plan-

ning and use of key citizen services. For instance, they had found previous success in 

educating the population (especially older generations) in how to use key technologies 

and digital services offered by the government. This campaign’s success indicates that 

the rollout of future public services such as Smart metering and the transition to online-
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exclusive services may be more successful with the accompaniment of citizen education 

and their involvement during production. [3, p. 16.] The city has put great emphasis on 

diversifying technology education by offering specialty training programs and collabora-

tion between various education facilities. Additionally, both encouraging the public to 

contribute their innovative ideas as well as increasing the diversity amongst tech-sector 

workers are goals that London’s government believes will enhance the city’s ability to 

foster more inventive ideas leading to a Smarter London overall. [3, pp. 17-20.] 

In a Smart City setting, there are various risks to consider. This is why some of London’s 

main priorities are data security and having informed, educated leadership in place as 

seen in Figure 3. The government recognises that moving forward, cyber security is go-

ing to be an absolutely necessary part of their Smart City vision and thus there have 

been significant investments in collaboration with the police and other local councils in 

order to develop a solid, renowned cybersecurity sector. Additionally, London has put 

great emphasis on making sure that the city’s leaders are at least basically educated in 

tech-related matters so as to make knowledgeable determinations that impact the public 

positively. [3, pp. 23, 38.] 

While building on existing infrastructure is detrimental for Smart City expansion, there 

are some cases in which cities will have the ability to plan areas intelligently from the 

conception stage. In London, Queen Elizabeth Olympic Park was built with Smart ideas 

in mind, acting as a technological testbed for both surrounding as well as international 

regions. The government has been able to design this park specifically to address key 

issues such as air quality and energy conservation. [3, p. 11.] Unlike using a broader 

service such as Google Maps, LivingMap (a mobile and desktop application developed 

specifically for the park) offers visitors a comprehensive guide to the park. In addition to 

the basic services such as showing the user, for example, nearby attractions and eater-

ies, the app goes further in providing the ability for users to see well-lit paths for night-

time activities and more unique features of the park such as biodiversity points of interest. 

Additionally, mapping is extended to indoor spaces as well, going beyond what more 

generic navigational apps tend to offer. The goal is to promote healthier lifestyles by 

promoting physical activity and interest in what the park has to offer. [4.] 
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3.2 Singapore 

Singapore has produced several years of Smart City development. Starting at the end of 

2014, the government of Singapore officially launched the Smart Nation Vision. Singa-

pore’s goal of becoming the first Smart Nation in the world is centred around the integra-

tion of widespread networks and data processing in order to create a stronger society. 

[9, p. 3.] 

As outlined in the case study issued by the Republic of Singapore government, their plan 

is very ambitious and comprises a wide range of topics affecting citizens. These topics 

are covered in great detail, and are as follows: 

1. Transportation and Urban Mobility 

2. Safety and Citizen Security 

3. Emergency and Response 

4. Environment 

5. Energy 

6. Citizen Interaction and Communication Mechanisms 

According to the case study, for the past decade Singapore has already been working 

on Smart transportation through the use of Intelligent Transportation Systems (ITS). Of 

the six main sections to its Smart Nation plan, transportation has been the most devel-

oped and prioritized sector. This is logical because, as of 2016, only about 12% of the 

population drives personal vehicles due to difficult measurements enacted on the obtain-

ing and registering of this type of transportation. This has put much emphasis on the 

development of the nation’s public transport sector. [9, pp. 8-25.] 

Two examples of the government’s action taken in the transportation sectors are the 

Transport.SG mobile application and the OneMotoring portal for both public transporta-

tion users as well as drivers. Transport.SG offers an advantage over traditional naviga-

tional applications in that it provides a tailored experience to the user. Citizens can set 

customizable journeys based on their most frequented routes, so that the app always 
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offers up to date information on their daily commutes. Additionally, the app has the 

unique ability to inform drivers of nearby parking capacities to make their trips more effi-

cient. [10.] The data provided by road surveillance devices has led to the creation of 

OneMotoring, a public-accessible portal with the purpose of not only delivering real-time 

road updates such as traffic, accidents, and detours, but also offering citizens general 

knowledge and advice on how to manage their own personal automobiles. [11.] 

In 2015, Singapore put emphasis on investigating how to address the issues that come 

with a growing elderly population. Initiatives have been made in recent years with goals 

to reduce the use of care institutions and put more effort into assisting seniors with more 

independent life. [12.] 

 

Figure 4. Design for Sensor-Enabled Care. Copied from Liming et al. 2015 [12]. 

In figure 4, the first step of this process can be seen as enabling the senior’s home with 

a wide variety of sensors, monitoring everything from air quality to sound levels to motion. 

Step 2 is focused on data evaluation that could provide a mobility map of typical move-

ments of inhabitants, so that anything out of the ordinary could indicate possible acci-

dents or shed light on new, subconscious behaviours potentially indicative of undocu-

mented ailments. Step 3 uses the conclusions from the analysis to make incredibly per-

sonalised plans for the seniors and intervening with further care where necessary. The 
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final step is to expand this environment creating interconnected communities to support 

the aging populations. [12.] 

3.3 New York 

In 2015, the governing body of New York City (NYC) issued a plan to transition to a 

Smarter city with focus on sustainability and updates to infrastructure. Like both London 

and Singapore, it is long-established and when envisioning a Smart NYC, updating the 

existing infrastructure is absolutely necessary. NYC has spent the last decade investing 

in Smart metering to better manage the water distribution system. This elaborate system 

utilises over 800 thousand advanced water meters, each attached to a radio transmitter 

that relays current readings on water levels to the nearest operation centre. Readings 

are sent via a radio frequency specifically assigned for this communication at regular 

intervals, allowing a more complete, accurate picture on usage. While this is a complex 

system that requires much attention and planning, it has saved over three million dollars 

per year by removing the previous system in place of having to manually check the me-

ters. Additionally, this is easier on citizens as the data is linked to their website where 

usage can be monitored, and bills can be paid. [13, pp. 3, 8.] 

Another area NYC has been pushing for improvements is that of waste management. 

NYC manages an incredible amount of waste that varies greatly day-to-day based on 

things such as weather, seasons, or events. Because of this NYC has launched Smart 

trash bins not just to get a bigger idea on trends in waste disposal, but to track individual 

bins’ contents in order to respond intelligently to trash pickup. The sensors used inside 

the bins keep track of the amount of trash inside and send alerts to management when 

full. By having many of these bins distributed throughout the city, the government gets a 

good idea of where and how frequently trash is generated and can then respond with 

more effective route planning of retrieval. [13; 14, p. 703.] 

Furthermore, NYC has responded to the overwhelming need for internet connections by 

introducing LinkNYC. These “links” are spread throughout NYC and provide free, acces-

sible WiFi to citizens. These hubs go beyond just delivering the internet, offering public 

device-charging stations, tablets for access to city information, and the ability to call an-

ywhere in the United States for free. These hubs are built to withstand all manners of 

weather and collect information on the surrounding environment via internal sensors for 

various analytical purposes. [14, p. 704.] 



12 

  

4 Mass Data Collection and Storage 

In order for a city to be Smart, there needs to be incredible emphasis placed on data 

collection and analysis. However, organising data collection and storage for a large 

Smart City is an arduous process. Firstly, the data needs to be considered in both type 

and number of sources. Secondly, the data needs to be stored with purpose, meaning 

that decisions should be made based on the location of the storage (for example in the 

cloud or at the end device) as well as the volume of the data, such as whether the data 

is sent to storage in small or large batches. [15.] 

4.1 Data Acquisition 

When considering the size of a Smart City in terms of both population and area, the 

process of collecting data is complex. In order to meet the criteria, cities need to rely on 

information from an immense number of sources. For example, sources can be: 

• Smart Devices 

• Environmental Sensors 

• Urban Sensors 

• Closed-circuit Television (CCTV)  

These are all examples of potential points of data generation. [7, 16.]  For instance, ac-

cessing location services of residents’ cell phones can allow for statistics on how people 

tend to move around a city, what times of day are more popular for this movement, and 

the frequency at which they travel in order to provide real-time information on available 

parking in particularly congested areas [7]. Environmental sensors offer the ability to 

monitor a city’s usage of valuable resources like water and electricity. When paired with 

advanced analytics, the data can even provide trends in weather related events. [2, p. 

158; 17.] In South Korea, urban sensors such as CCTV and license plate detection cam-

eras provided data on potential crime events in a Smart City piloting program with a goal 

of crime reduction [16]. The collection of the data supplied by the aforementioned 

sources relies on both wired and wireless networks for retrieval. [6, p. 2.] 
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4.2 Data Storage 

Storage easily becomes an issue when handling such massive amounts of data. Accord-

ing to an article written in mid-2019, the predicted volume of generation on a global scale 

was projected to approach 2500 petabytes of data per day by the end of the year. This 

evaluation was based only on surveillance videos and not inclusive of the vast range of 

other Smart technologies to exist in such a city. [15.] Although this is a global prediction 

and not reflective of an individual city’s needs, modern Smart Cities will still require a 

comprehensive and robust data storage process for even a fraction of that number. 

At this point in time, there are a number of different processes, consisting of both physical 

and non-physical parts, by which a city can store data that need to be heavily contem-

plated. Smart Cities will likely have a complex approach to these requirements, making 

use of both the storage existing on the end device (referred to as “edge”, for edge com-

puting) as well as cloud storage, where the data can be collectively stored in much higher 

quantities on servers. Physically, the cloud for a Smart City with such large amounts of 

data would need to rely on a considerable number of servers, as well as a central location 

to host them for minimum latency. [15.] 

4.2.1 Edge and Cloud Based Storage 

In a modern Smart City, it is likely that storage will consist of both the edge and the cloud. 

Both of these resources provide a different set of advantages as well as limitations.  

 

Table 1. Differences Between Cloud Computing and Edge Computing. Copied from Ahmed 
et al. 2017 [18, p. 2]. 

These differences between the two can be seen in Table 1, with the key difference being 

the location of the data. When edge storage is used, data is collected, stored, and ana-

lysed on the field device. This is a distributed system, as there would be many of these 
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devices spread throughout a city. They would be used to monitor factors such as water 

distribution, and electricity usage. For cloud storage, the data is collected from the edge 

device, then sent to the cloud where it would be stored and eventually analysed. Storing 

some data at the edge allows for much faster and potentially more secure computing, 

but the hardware is very limiting in that the edge devices are not scalable and cannot 

offer nearly as much memory space as the cloud. [18, p. 2.] 

Though analytics will be covered in further detail below, it is important to note that de-

pending on how quickly the data needs to be analysed, varying storage processes may 

be followed for differing types of data. Storing data at the edge allows time-critical edge 

computing. For example, by storing and analysing the data at the edge, an emergency 

service may only receive the most critical information from the end device (post-analy-

sis), thus allowing the workers to respond as quickly as possible. Alternatively, storing 

much larger amounts of data in the cloud can allow for city-wide studies of traffic trends 

that are not as reliant on the speed at which the data can be processed. [15.] 

4.2.2 Physical Necessities 

The physical aspect of mass data storage is just as important as cloud and edge tech-

nologies. When considering the physical needs of storage, there are many different re-

quirements necessary for a data centre to operate optimally. Location is important, as 

the distance between the end devices and the data centre can affect the latency of data 

transmission from the collection point to the servers. [15.] In large, established cities, 

finding the space for a sizable data centre that is located centrally can be a great diffi-

culty.  

In addition to facilities, selecting the best hardware for the storage is an added challenge. 

With new technological advancements every day, there is a difficult task ahead of not 

only selecting a competent tool for the job, but also making sure that the tool will be able 

to accommodate future technologies. Furthermore, the chosen hardware needs to be 

able to tolerate physical conditions such as high temperatures and the stress of constant 

work for as long as possible. [15.] 
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5 Mass Data Analysis 

As discussed above, a Smart city with multiple large data sources can quickly become 

overwhelming, with emphasis not only on storage but sophisticated analysis of this val-

uable information as well. In order to efficiently evaluate the data, some requirements 

must be met to ensure that the process not only scales for an ever-increasing number of 

data sources but is also built to analyse the data as effectively as possible. [7.] This 

section will also cover the varying techniques by which this analysis can occur, and how 

the data is communicated. 

5.1 Requirements 

There are several different needs that should be met when choosing an analysis archi-

tecture for a Smart city’s level of data acquisition. While this is still a relatively new field, 

there are quite a number of suggestions for how the analytical process should go. This 

section will focus on just three aspects that are considered highly important to a well-

structured method: scalability, security and privacy, and interoperability. [18, p. 7.] 

5.1.1 Scalability 

When a Smart City is ready for data analysis, it is to be assumed that a healthy number 

of data sources is already present. The amount of data sources will increase vastly as 

the city grows or more Smart solutions are implemented. This is where scalability needs 

to be considered not only in terms of how to scale the number of field devices collecting 

the data, but in the software/hardware combination that drive the analytical process. 

When considering edge devices, a city needs to heavily plan how an increase in this 

area will have an effect on the process in terms of network congestion and overall load 

on both storage and analytical software. [18, p. 7.] 

Looking at the software and hardware that make up the data analysis sector of a Smart 

City, there are two options: vertical and horizontal scaling. Simply put, vertical scaling is 

focused on enhancing the processing platform so that it is more robust and can handle 

larger volumes of data. This means adding/improving components such as memory, the 

central processing unit, and storage. Horizontal scalability is focused on running the an-

alytical process in several different places simultaneously, making use of numerous in-

dividual machines. [19.] 
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Table 2. Comparison Between Vertical and Horizontal Scaling. Copied from Shahat et al. 
2017 [19]. 

In Table 2, the differences as well as some advantages and disadvantages of both pro-

cesses can be seen. Vertical scaling is simpler, as it is centred around basically one 

analytical platform which makes management of the process quite straightforward. How-

ever, it is severely limited by the availability of upgrades and is not as safe in terms of 

redundancy. [19.] 

Horizontal scaling is much more complex, demanding more attention to the planning 

process. Adding more machines requires an intricate level of organisation in order to 

ensure that the machines are seamlessly running in parallel to each other. Nonetheless, 

horizontal scaling has much more scalability potential, as one can add more machines 

as the demand on analysis increases. This is a major benefit to Smart Cities because 

the amount of data is always expanding and will require more computational power. [19.] 

5.1.2 Security and Privacy 

The location in which data is stored and analysed must be secure. An exceptionally large 

amount of data gathered in a Smart City operation will likely involve very confidential 

information. The access to this data by non-approved individuals could pose severe risks 

to both the government as well as individual inhabitants. [20, p. 11.]  

When data is analysed from a cloud-based storage system, there are risks in transpor-

tation and the holding of such a large and varied amount of information in one central 

location [21]. When transporting the data, it is possible that it will pass through a number 

of networks where network security may not be verifiably protected. Governments may 

choose to hire privatized companies for data storage services. This means that the gov-

ernment is at the mercy of these companies’ security practices, which may not be ade-

quate. [20, p. 9.] 
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For these reasons, analysing data at the edge device may be more secure but come with 

additional challenges. For instance, protecting device-specific information, such as its 

address, that is necessary during the transport of data is very important. If malevolent 

entities are able to discover sensitive information about the device, they may gain access 

to confidential cached data. Additionally, it is important to be able to segregate user-

specific device information in the case that a device’s data is contributed to by several 

different users. [21.]  

5.1.3 Interoperability 

Hardware and data interoperability is essential to any Smart City project due to the vast 

differences in data types to be collected and in varying device setups. In edge computing, 

it is possible that devices with distinct architectures may need to interact with one another 

and additionally with the cloud as well. This may present communication issues when 

constructing a system that utilizes a variety of devices altogether. [18, pp. 7-8.] 

It is essential for a linking layer to exist during the analytical process of a data bank 

comprised of widely sourced data. This part of the process would put priority on identify-

ing connections between the data and mapping out a cohesive, meaningful data struc-

ture ready for more complex analysis. [7.] Ensuring that the algorithms used for analysis 

can efficiently handle such a diverse batch of data is essential to any Smart City looking 

to benefit from large-scale evaluation [20, p. 17]. 

5.2 Techniques 

While there are many different techniques by which huge amounts of Smart City data 

can be analysed, this section will focus on just a few sets. Edge and cloud computing 

both have specific use cases in a Smart City setting. The same sentiment applies to 

batch and stream communication between edge devices and cloud services, in that they 

each have individual advantages to the analytical process. [15.] Additionally, artificial 

intelligence is utilized to perform the analysis in various Smart City applications [2, p. 

162]. 
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5.2.1 Edge and Cloud Computing 

Data storage at the edge and on the cloud can be determined by which type of analysis 

is meant to be performed. There are significant differences between the reasoning to do 

computing at either end. 

 

Figure 5. The Structure of Fog Computing. Copied from Cha et al. 2018 [22]. 

In Figure 5, the scale and overall structure of a Smart City’s analysis sector can be seen. 

In a Smart City setting, edge devices make up the bulk of the system, with the fog layer 

acting as a communication platform between these devices and the data centres that will 

perform more intensive analysis. Each fog node would be able to support many edge 

device communications, which would then relay the data to even fewer data centres ca-

pable of handling much larger amounts of information. [22.] Edge devices generate mas-

sive amounts of data and when communicating such a large volume of information from 

the edge device, through the fog, and eventually on to the data centre, latency easily 

becomes a considerable issue. Edge computing can not only help to reduce the burden 

of increased traffic on a network, but it also offers the unique ability to do real-time data 

processing, thus reducing time wasted on latency issues when completing the full com-

munication process. [15; 18, p. 9; 21].  

The capability of running analysis at the edge allows for faster computations, which is 

important in cases where time is absolutely critical. For instance, consider a scenario in 
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which a Smart City video surveillance operation captures a traffic accident. If the edge 

device is performing some type of targeted analysis constantly on the video feed, dis-

patchers would be alerted, and emergency services sent to the location. While en route, 

the dispatchers could have the ability to tap into the more elaborate analysis offered by 

the edge device. Using this evaluation to assess the environment surrounding the wreck, 

they would then be able to communicate this to the responders providing valuable infor-

mation to prepare them about the site of which they are on their way to assist. [15; 18, 

p. 9.] 

While edge computing is particularly good at real-time analysis, cloud computing can 

provide the long-term studying of trends. For instance, in the previous example of the 

car wreck, the larger, complete dataset could then be sent to the cloud for more in-depth 

assessment. Analysis of the traffic over a much longer amount of time could potentially 

provide insight on general large-scale traffic trends, possibly even those that led to the 

incident. These assessments could then lead to meaningful changes in the city to affect 

the flow of transportation. [15.] Furthermore, because of its usefulness in providing big-

picture views, cloud computing is a possible source of collaboration between different 

Smart City sectors such as health, environment and safety. [20, p. 5.] 

It is highly likely that the answer for big data analysis does not lie in either edge or cloud 

computing, but rather a combination of the two. Edge computing is exceptional at taking 

care of the time-sensitive analytics, while cloud computing will be used to identify much 

larger tendencies. [21.] 

5.2.2 Batch and Stream Communication 

There are several different ways in which data can be transmitted to the cloud. Two of 

these methods are batch and stream. Some analysis benefits from, or is even critically 

dependent on, fast response. Streaming communication is important here, as it offers 

the ability to quickly communicate smaller amounts of (likely already moderately ana-

lysed) vital data. [15; 19.] However, in the interest of investigating much larger trends 

from mass amounts of data, it is not necessary to transmit data as quickly and can thus 

be sent in sizable batches at more periodically timed intervals [15]. 

Each of these methods have their benefits and Smart Cities will likely rely on both types 

in collaboration with each other. The methods also each uniquely offer challenges to a 

city’s network infrastructure that cities must consider during implementation [15.] 
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5.2.3 Artificial Intelligence Analytics 

Artificial Intelligence (AI), as defined by the Cambridge Dictionary, is the “the study of 

how to produce machines that have some of the qualities that the human mind has, such 

as the ability to understand language, recognize pictures, solve problems, and learn” 

[23]. AI methods are a major sector of a Smart City’s big data analysis due to its ability 

to predict human behaviour and the benefits that skill comes with [2, p. 162]. As the data 

in a Smart City grows, there is only so much that human monitoring and analysis can 

accomplish. Employing advanced AI analytics, the burden of requiring such a heavy hu-

man presence would be removed, thus allowing the machines to do the bulk of the diag-

nostic work. [24.] 

AI offers advantages for active, real-time analytics, including the ability to monitor and 

evaluate video feeds in order to identify license plates of vehicles or to perform facial 

recognition in public spaces. It can also be incredibly useful in traffic situations in order 

to minimize traffic accidents and help to streamline public transportation routes. [24.] 

Additionally, AI has advantages in predictive analysis as well. AI is exceptionally good at 

identifying patterns across large amounts of data, which is not feasible by purely human 

monitoring. For instance, identifying patterns in public transport ticket sales can reveal 

data not just on how effective a public transport system is (and the subsequent data-

based restructuring of routes, stops, etc.), but also on its role in traffic congestion and 

how it affects the lives of citizens who use it. [24.] 
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6 Benefits of Mass Data Analysis 

Alone, the idea of mass data collection can seem daunting. This is understandable as 

there are quite often stories in the news regarding colossal data breaches. These events 

can leak many different types of user records including financial, residential, and classi-

fied personal information. Regardless of these threats, mass citizen data collection and 

processing has the potential for incredible benefits regarding Smart Cities. These posi-

tive impacts can range from very broad ideas such as an overall improvement to trans-

portation systems within a city, to very specific cases for example disaster readiness and 

response. [2, pp. 155-156.] 

6.1 City Transportation 

While inner-city transport is an extremely broad topic, it affects nearly every part of city 

life. Personal vehicle traffic congestion may be more common for some megacities, 

where others may have an efficient public transportation system already in place. In ei-

ther case, improvements to the system are vital for rapidly growing epicentres. Some 

cities already have a start on combatting these issues. Emphasis on ridesharing, city-

rented bicycles or scooters, and adding additional types of public transport are all ideas 

that work towards a smarter city. Mass data collection and analyzation of a city’s entire 

transportation sector could potentially have substantial benefits to the environment as 

well as the safety and coordination of a system that moves millions of people every day. 

6.1.1 Vehicle-to-Everything Communication 

Vehicle-to-Everything Communication (V2X) is an important concept in the advancement 

of Smart Transportation. 
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Figure 6. ITS V2X Communications. Copied from Hamida et al. 2015 [25, p. 384]. 

As seen in Figure 5, V2X covers several different types of linking communications be-

tween vehicles and infrastructure, pedestrians, and other vehicles in the same area. 

Though new advancements may update the technology, for now V2X originated from 

IEEE 802.11p standard, which belongs to the “IEEE Wireless Access for Vehicular En-

vironments program (WAVE)” [26]. V2X works well for vehicles regardless of speed and 

outstanding weather conditions that cause issues for other types of transmission. In ad-

dition to this, it also has the ability to surpass technologies that are reliant on an estab-

lished line of sight such as cameras or radar systems [26]. Because it is low latency, it is 

perfect for vehicle communications where real-time, fast decisions must be made at all 

times. When a vehicle is present on this type of network, it would have the ability to 

connect with objects like parking meters, traffic lights, crosswalks, and even citizens in 

the vicinity with access to the same network likely via smartphone applications. [25, p. 

384.] 

6.1.2 Personal Vehicle Traffic Congestion 

In places where personal vehicles are still more widely used, such as in the United 

States, traffic congestion has had an effect on global warming via Greenhouse Gas 

https://www.zdnet.com/article/what-is-v2x-communication-creating-connectivity-for-the-autonomous-car-era/
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(GHG) emissions. According to reports done by the United States Environmental Pro-

tection Agency, transportation was responsible for 28% of GHG emissions in 2018. 

Though this sector includes all modes of transportation, the biggest contributors to GHG 

emissions were those of passenger cars and  light-duty trucks. [27.] Not only does traffic 

congestion heighten GHG emission output, but it can also have an effect on the fre-

quency of vehicular accidents. 

V2X communication could be a potential answer to these issues. This type of connectivity 

would allow not only for advancements largely in traffic flow and congestion reduction, 

but also could lay the foundation for city-wide autonomous vehicular travel as well. The 

data provided by potentially millions of entities interacting with each other and many con-

nection points throughout a city would provide a big picture view of what traffic looks like 

at all hours of every day. This data could shed light on trends that could be addressed 

via changes to infrastructure and automated traffic flow control in order to provide a more 

streamlined transportation sector. Additionally, real-time analysis of this data could be 

conveyed to drivers, via mobile applications for example, in order to give the most recent 

information on existing and predicted street conditions and advise them on the best 

course of action moving forward. [25, p. 389.] 

The evaluation of this type of data could allow city planners and engineers to enhance 

objects such as traffic lights, toll roads, and pedestrian crossings through V2X commu-

nication. Optmised streets would lead to a better flow of personal vehicle traffic, in return 

reducing GHG emissions, improving fuel consumption and minimising traffic accidents. 

[2, p. 156.] These ideas focus on the benefits mass data collection and analysis can 

provide for personal vehicle travel. However, this is just one part of a city’s transportation 

system. 

6.1.3 Public Transportation Efficiency 

Public transport plays a crucial role in many large cities worldwide. For many cities with 

one of these systems already in place, several different modes of public transportation 

exist. Amongst these are vehicles that have the ability to move multiple people at once 

such as buses, light rails, trains, and subways, and other options that are more individu-

alised. Almost all of these methods must exist alongside each other as well as with per-

sonal vehicles and pedestrians alike. This level of coordination is incredibly complex. [2, 

pp. 155-156.] 
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V2X can once again be a helpful resource used to provide valuable, real-time information 

to passengers in order to help them plan their routes more efficiently and safely. Some 

of these benefits include, but are not limited to, improvements to a city’s ride-sharing 

opportunities, more accurate transportation capacity projections, and traffic management 

capabilities by use of traffic flow statistics. One such application, Bus Capacity Predic-

tion, used sensors and cameras on board buses in Singapore to keep track of the num-

ber of passengers present. People not yet on the bus could then use the app to see if 

the bus may be too full to ride and in turn gave them the opportunity to re-route their 

journey based on these statistics. [28.] Using technologies such as this, traffic could also 

be streamlined in a way that would grant certain types of vehicles (such as public trans-

portation mediums) prioritization which would in turn result in less latency in their routes 

and more reliability on a city-wide scale. 

Additionally, data analysis on city-wide public transportation might provide insights to 

subjects such as how often citizens use public transport and how efficient the current 

routes are. Studying these trends could lead to significant changes to the timetables and 

routes that would make the system as a whole much more effective. A more efficient 

public transportation sector could reduce waste in resources while simultaneously in-

creasing citizen usage figures. [20, p. 5.] 

6.2 Utility Usage and Preservation 

Utility availability is a solid foundation of wellbeing and health. Urban population density 

is rapidly growing, and the aim of most Smart cities is to become sustainable in terms of 

resource management. It is important for governments to consider the impact concepts 

such as growing population density and climate change have on the city’s ability to sus-

tain itself. This will likely come in both enhancing existing resource infrastructure or build-

ing new communities with Smart resource planning implemented from the very beginning 

[6, p. 1; 29.] In either case, the movement towards Advanced Metering Infrastructure 

(AMI) by use of Smart utility meters is an integral part of many Smart City settings [30]. 

6.2.1 Smart Metering 

The rollout of Smart meters in a city requires consideration both on the hardware and 

the ways in which the sensors will communicate data for further analysis. Both of these 

matters have several requirements. 
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Figure 7. Fundamental Building Blocks with Hardware/Firmware Layers. Self, based on Smart 
meter data [30]. 

In Figure 7, the various components that make up a Smart meter can be seen. The CCU 

is where the user can set specific constraints and run calibration to make sure the meter 

is properly measuring values such as voltage, and watts. properly. The MCU is the sec-

tion of the Smart meter that receives and handles signals through use of analog-to-digital 

converter(s) and digital signal processing. In most cases, software embedded in the de-

vice will then be applied to run desired tasks on the data. During all of these processes, 

the TKU is very important in order to keep track of timing and time-stamp critical events. 

[30.] 

The SHU is vital to field devices. Inside the SHU, Smart meters often make use of either 

Electronically Erasable Programmable Read-only Memory (EEPROM) or Non-Volatile 

Random-Access Memory (NVRAM) [30]. These types of memory are important in dis-

tributed, embedded devices because they have the ability to retain the contents of their 

storage for long lengths of time without power [31]. In the case of Smart metering, con-

figurations and recent readings are able to be stored in the SHU so that there is redun-

dancy in case of power failure or disconnections [30]. 
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The UIU is typically comprised of an LCD screen with some type of navigational buttons 

attached. It is used to provide the user with easy access to important panels such as 

calibration, various configurations, and diagnostic information. The CU and SU both take 

care of the device’s communications, making sure that they are transmitted successfully 

and securely. [30.] 

 

Figure 8. Smart Meter Communication Methods. Based on Smart meter data [30]. 

In Figure 8, a deeper look at the communications sector of a Smart meter can be seen. 

There are many ways in which data from the Smart meter devices can be communicated. 

PLC is economically viable, as it relies on the existing powerline infrastructure in a city 

to deliver fast transmission rates. However, utilising existing infrastructure that handles 

other types of transmissions can quickly become messy and put restrictions on perfor-

mance. On the other hand, wireless communication offers a simple, low-cost solution. 

Dedicating specific lines to Smart meter communication is highly efficient in both trans-

mission rates and security but is incredibly costly and difficult to implement in an already 

established city. [30.] 

As seen in Figure 8, Smart meters may apply protocols such as DLMS and COSEM 

made specifically for Smart meter devices in order to regulate transmissions for more 

efficient communication. Additionally, they can typically communicate through various 

interfaces such as UART, I2C and SPI depending on the circumstances. [30.] 
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Furthermore, when considering these communications, there are several important goals 

to meet in a Smart City setting. The technology should have the following qualities: 

• Economically viable 

• High transmission range 

• Reliable, built-in security 

When dealing with a massive number of devices spread over the size of a modern city, 

costs, the range at which communication can occur, and physical/network security are 

all incredibly important. [30.] 

6.2.2 Smart Water and Electricity 

Water is a resource that is essential to human life and must be meticulously managed in 

large cities. On a larger scale, agriculture plays a significant part in a city’s water usage. 

Wide-scale distribution of sensors on farms could provide data on overall crop moisture 

levels. When such a large amount of data is processed, the trends could give instruction 

to farmers, via mobile networks, on how much water should be in use at any given time. 

This process could save potentially massive amounts of water when considering the size 

and number of farms included in the network. [2, pp. 158-159.] It is not only important to 

a city’s food supply, but it is absolutely necessary for individuals as well. While water 

leakage is nearly impossible to prevent when reflecting on the size of a megacity, the 

placement use of previously mentioned Smart meters throughout a city’s water supply 

grid could allow for real time reporting of these leaks and consequently lead to quicker 

reaction times and an overall downward trend of loss [2, p. 158].  

Smart metering is not limited to just water, but also to another valuable resource: elec-

tricity. There have already been many advancements in this area, such as in Georgia, 

the USA. In this example, Smart metering has allowed for utility companies to distantly 

check a customer’s electricity meter without having to expend time and money to physi-

cally be on the property. When companies are able to remotely contact the meters, it is 

also much more accessible for them to quickly restore power to these properties after an 

outage. Modern Smart meters are also capable of two-way communication, allowing for 

the meters to send diagnostic material regarding the target sensor as well as other sen-
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sors of the same type back to the data centre for additional analysis. [29, 30.] Further-

more, if most of the city could be a part of the Smart meter network, it would be much 

easier to get mass amounts of electricity usage data at a more frequent rate than ever 

before. The trends provided by such a system could lead to a better understanding on 

the electricity usage of a city as a whole, allowing for targeted campaigns on reduction 

efforts. [20, p. 6.] 

6.3 Emergency Services 

In addition to the conservation and improved distribution of utilities, advanced Smart Cit-

ies can vastly enhance emergency services. This ranges from processes such as im-

provements to first-responder abilities, to preparing for critical disasters in at-risk areas. 

Smart Cities can further develop many of these systems through the process of city-wide 

data collection and evaluation. For example, the advancement of the transportation sec-

tor can play a part here by allowing fast-tracked route planning and prioritization to emer-

gency vehicles on the streets. Expanding this process could lead to faster and more 

effective response times. [25, p. 387.] Additionally, with increasing populations in natural 

disaster areas such as coastlines or earthquake zones, disaster preparedness can be 

impacted by the improved ability to better monitor weather related developments through 

bulk data processing [2, p. 159]. Furthermore, a city’s crime sector could benefit from the 

expanse of surveillance in public places and communication between crime units [16]. 

6.3.1 Crime Statistics and Reporting 

Crime is a definite concern in cities with large amounts of residents. The impacts of crime 

affect not only the individuals that commit them and their victims, but society as a whole. 

Smart cities can offer advantages to both prevention and response. For a real-life exam-

ple, one can look to a crime prevention piloting programme that was conducted in South 

Korea a few years ago. A system was put into place that utilised mediums such as so-

phisticated video surveillance, alarms, and sound detection to monitor public spaces in 

an attempt to prevent crime as well as respond to emergency situations as they arise. 

One such case was the vehicle recognition system, which used cameras specifically 

equipped to capture a vehicle and its license plate number, make, and model. This 

helped officials to follow questionable persons as they moved throughout a city, whether 

the car was owned by a person of interest or the person had been behaving in a suspi-

cious manner provoking police attention. [16.] 
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Another example is the use of sound detection in public spaces. This system was used 

and trained to identify abnormalities in public noise patterns, such as screams or acci-

dent-related commotions. When a sound of this nature was detected, the system was 

then able to use the location of the sensor to contact closed-circuit cameras nearby. The 

program would then alert the authorities responsible for reviewing and responding to the 

crime-prevention system with both the audio and video of the incident. [16.] 

Both of these instances have the potential over time to allow for revealing trends in crime 

locations and frequencies as more data is collected. While there is a focus on real-time 

crime handling, successfully knowing in what places and what times crimes are more 

likely to be committed gives authorities the ability to counter these issues. This type of 

data analysis could lead to a more robust crime-prevention infrastructure. 

6.3.2 Crisis Preparedness and Response 

Smart Cities, and the data they can provide, are capable of greatly impacting a city’s 

efficiency in disaster preparedness while also supplying a more comprehensive re-

sponse after it has occurred. There are many ways in which a Smart City’s data can 

contribute to these goals. 

One aspect of preparedness is the of use sensors throughout the city to identify problem 

areas before catastrophic damage can be done. For instance, being able to monitor the 

status of a city’s buildings would allow officials to know specific zones in which structures 

tend not to be up to code. A data bank of this magnitude could lead to targeted cam-

paigns with a goal of providing maintenance to these unsafe structures. [32.] For another 

example of proactivity, one could look to Japan. There, areas that could be exposed to 

radiation (such as agricultural sectors and public spaces) are watched closely by SIM-

enabled (Subscriber Identity Module) mechanisms. These devices tell the authorities 

when the areas have reached unsafe levels of radiation, prompting evacuation and pub-

lic warnings. [17.] 

In addition to preparedness, a city’s ability to respond effectively to catastrophe is incred-

ibly important. Extending information provided by mass data collection during a disaster 

to citizens within the area would be considerably helpful for their safety and wellbeing. 

For example, governments could develop useful mobile applications for tracking things 

such as power outages, the availability of petrol in nearby stations, or the real-time move-

ment of disasters. Citizens could heavily benefit from this information by being able to 
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check if they should be relocating, where resources (such as electricity, food, and water) 

are located, and how to safely make it to this new destination should they be advised to 

reposition. [32.] 
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7 Mass Data Handling Challenges 

When a Smart City is managing large amounts of data, there are many concerns that 

affect nearly every part of the data collection and analysis process. Potential threats to 

citizen privacy can come from numerous sources such as hackers hoping to exploit per-

sonally identifiable information (PII), companies mining data from their consumers sur-

reptitiously, and government surveillance on its citizens [33; 34, p. 10; 35, p. 2]. The 

public is not the only sector at risk, but governments also need to be on constant lookout 

for these types of security risks as well. Government breaches are a massive threat to 

any modern nation expanding the influence of Smart concepts. [36.] 

Complications extend to infrastructure as well, where a Smart City faces issues pertain-

ing to how exactly data can be collected, communicated, stored, and analysed safely. 

Not only do the networks need to be robust, but the physical infrastructure needs to be 

both reliable and central to the operation in order to handle the massive amounts of data 

produced by a large Smart City. [18, p. 9; 20, pp. 2-9.] Smart implementations are ex-

pensive and require extensive knowledge and planning in order to implement them se-

curely and intelligently so as to reduce costs in construction and further maintenance 

[20, pp. 2-9]. 

7.1 Privacy Concerns 

As increasing amounts of data are being collected from citizens, it is absolutely important 

to protect this data from harm not only for the consumer but also for the institutions that 

collect and subsequently use the said data [34, p. 1]. There are many forms of risks to 

the public, and this section will talk more in depth about two possible sources of harm: 

government surveillance and the handling of personal data by private companies. 

7.1.1 Government Surveillance 

It is important in a Smart City setting that inhabitants feel as though their privacy is re-

spected in regard to both personal and impersonal data types. Personal data is consid-

ered to be concepts such as medical records or income whereas impersonal data is more 

general such as the traffic patterns or environmental factors affecting a city. Often times, 

the distinction between these two categories can become vague, and it is hard to gauge 

exactly how the public feels about government access and monitoring of these infor-

mation types. [33.] 
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While the goal may be to gather widespread data and thus analyse it in order to study 

and reveal trends,  government surveillance remains a highly sensitive topic that evokes 

strong emotions of the public. There have been many modern examples of governments 

using technology to perform invasive observation and analysis on citizens by using var-

ious forms of their data. In 2008, the city of Nice, France rolled out the most extensive 

public surveillance system of CCTV, earning much backlash from the community. In 

2012, the government in Dresden, Germany tracked the movements of people through-

out the city by monitoring citizens’ mobile phones. They then logged the monitored ac-

tivity, storing the data of these happenings. This action was also heavily criticized. Eu-

rope’s General Data Protection Regulation (GDPR) has been introduced in recent years 

in order to help combat invasive usages of residents’ data. [33.] 

For another example of intrusion by government surveillance, one can look to the previ-

ously mentioned crime prevention piloting program in South Korea. According to the doc-

umentation, the need for sound detection arose from the illegality of using CCTVs as 

voice-recording surveillance. This violates the Privacy Act of South Korean citizens. In 

the crime prevention program, the sound-detection devices were used as a workaround 

for this law. The devices were trained to listen for abnormalities, but by doing this, the 

public was still subjected to their audio being recorded and stored for analysis. [16.] While 

the sentiment behind gathering this data is for the benefit of the public, it can still be 

viewed as an infringement on the privacy of citizens. 

7.1.2 Private Company Data Handling 

Making use of advanced, privatised data storage frameworks and analytical software will 

be a major part of a Smart City’s diagnostic process. Much of the data being collected 

and analysed in a Smart City setting is personal and considered to be highly sensitive. 

This is a liability, as it requires private companies to handle this data securely which is 

lacking in many large data companies at present. [20, p. 9.] Additionally, private compa-

nies, such as those who deliver the services or physically build the technologies, may 

use techniques to accrue data for their own purposes through the practice of data mining 

[35, p. 2]. These practices may not be made apparent to the user without further investi-

gation on their part. 

Another major and prominent threat in today’s society is that of data breaches. In one 

study conducted in 2015, it was concluded that violations of personal privacy through 

identification were the most detrimental for individuals as well as the institutions in which 
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the breach occurred. These breaches did not just affect those who had their private in-

formation leaked, but also caused significant financial loss for the organisations. The 

data from the study suggested that large companies are hit with breaches repeatedly 

and amongst these are several different types of institutions including financial services, 

mobile providers, and social media websites. [34, pp. 7-9.] 

In regard to data mining and breaches, consumers must worry about many different 

threatening scenarios. Not only can private companies take advantage of customer data 

for their own gain, but consumers have the added risk of security breaches leaking this 

data to malicious entities. The previously mentioned study suggests that customers’ con-

cern must go beyond just a company exploiting their private data and consider the impli-

cations of their personal information being leaked to “underground markets” where their 

privacy is much more at risk of harm. [34, p. 10.] 

7.2 Security 

Similar to privacy risks, threats to government and individual security comes in many 

different forms and is constantly expanding. As mentioned in the previous section, secu-

rity breaches often result in substantial privacy violations. Security in a Smart City setting 

requires heavy consideration in both the structure and effectiveness of its attack prepar-

edness and response. Data theft can be performed by many methods, be it hacking into 

vehicles to obtain global positioning system (GPS) information or illegally tapping into 

government databases to acquire sensitive PII. These types of attacks can have incred-

ibly damaging effects and must be closely monitored in a Smart City environment. [37; 

38.] 

7.2.1 Threats to Citizens 

There are a number of different ways that a Smart City inhabitant may be at risk of harm. 

As vehicles get smarter and have more access to the internet, they become increasingly 

vulnerable. Unrelated to data collection, there have been several student presentations 

on the ability to hack into smart cars, showing their power to access the door controls 

while the car was driving. Additionally, they were able to tamper with the steering and 

brakes. This is obviously a huge risk area, as cars are highly dangerous when mishan-

dled. [2, p. 163.] However, the ability to hack into the cars provides other potential risk 

areas, such the capacity to access GPS information saved by users. Those who utilise 

their cars’ GPS systems often save their key addresses for easy access. If their vehicle 
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is compromised, hackers would be able to not only track someone’s movements, but 

also have vital information on whether the person is home or away. This leaves the per-

son open to attacks such as burglaries or physical injury in the case of stalker situations. 

[39, pp. 494-495.] If enough of these data points are collected, a comprehensive map of 

vulnerable residences and individuals could offer a reasonable market for criminals. 

Furthermore, the tactic of phishing has become more sophisticated and continues to be 

a threat in the modern day. Phishing is when a malicious entity imitates a critical service, 

for example a bank, in order to retrieve sensitive information from a consumer such as 

their login credentials or PII. This is often done through electronic mediums, such as 

email. Being able to run successful phishing campaigns allows hackers to gain massive 

amounts of data on consumers, frequently leading to damaging outcomes. [40, p. 1090.] 

7.2.2 Government and Corporation Breaches 

One of the biggest threats to data security today is that of data breaches. Data breaches 

are when an unapproved entity gain access to “sensitive, protected, or confidential data”. 

In a modern Smart City setting, governments consistently gather and evaluate data on 

sensitive topics such as government and military personnel PII, the economy, and the 

country’s defence and safety measures. In the wrong hands, this type of information 

could be detrimental to the security of a nation. [36.] 

The United States Office of Personnel Management issued a statement that in 2015, 4.2 

million federal employees had PII stolen in a massive government breach. Among this 

data were highly sensitive pieces of personal information, including federal security clear-

ances of those individuals. This information came from a wealth of background checks. 

While this is obviously a substantial risk to the government, 21.5 million people overall 

had their personal intelligence compromised from having some type of relation to the 

person of which the background check was conducted on. [37; 38.] 

Data acquired through breaches can have many different uses. In the previous example, 

the personnel information stolen could have roots in identity theft or further government 

infringements using the federal clearances stolen. Another potential risk area for data 

theft is blackmail. In 2014, Sony found itself in the middle of a tricky situation in which 

malicious entities attacked the company and retrieved massive amounts of data, deleting 

the original copies from Sony’s systems. They then proceeded to blackmail the company 

with threats of releasing their copy of the data to the public if their requests were not met. 
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[38.] There is no reason this type of exploit cannot be used to harm a government which 

could lead to highly dangerous and costly outcomes. 

7.3 Financial Impacts and Data Value 

Smart Cities have the ability ultimately to positively impact costs in a city over time. For 

instance, in the optimisation of traffic, the drastic decline in fuel usage has the potential 

for substantial savings. Additionally, the monitoring and distribution of resources could 

reduce waste in consumption, saving money in a Smart City’s water and electricity sec-

tors. [2, p. 156; 20, p. 4.] However, Smart implementations are an incredibly expensive 

investment both initially and for upkeep. New technologies can prove to be important 

assets to all parts of the data process but are often costly and take time and expertise to 

employ appropriately. Additionally, if these technologies are not planned and used 

properly, the city could suffer a huge loss in time and finances from both the initial oper-

ation and subsequent reconstruction. [20, pp. 2-9.] 

Financial costs are not just limited to the rollout of Smart City concepts and cities need 

to consider whether the cost of such heavy data analysis is worth the outcome overall. 

While this topic is most suitable for a full cost-benefit analysis of Smart City implementa-

tions, the next section will lay out a prospective scenario due to the current scarcity of 

available data sources on Smart City data generation and potential associated costs.  

 

Figure 9. Smart City – Multiple Applications Create Big Data. Copied from Cisco 2015 [41]. 
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As seen in Figure 9, Cisco estimated that by 2019, Smart Cities with a population of one 

million people would generate over 180 million gigabytes of data. This data can come 

from a number of sources, both from inhabitants as well as Smart edge devices used to 

monitor various statistics. For this dataset, Smart Grid, Smart Hospital, and Public Safety 

will be used. Despite being expansive, Smart Grid sensors are estimated to only gener-

ate about five gigabytes of data per day, for a total of roughly 150 gigabytes per month. 

Smart Hospitals produce much more data, as there could be vastly more sources of data 

involving patients, capacities, etc. creating around three thousand gigabytes per day and 

ninety thousand per month. Finally, Public Safety is likely to use lots of CCTV streaming 

which makes it very heavy in terms of data generation, with an expectation of around 

fifty million gigabytes per day and 150 million per month.  [41.] 

It is difficult to find statistics on the costs associated with this level of data storage, and 

the finances will likely be affected by things such as the volume, types of analysis, and 

government contracts. For this reason, this dataset will utilise the basic Amazon Web 

Services (AWS) financial calculator to estimate costs. 

 

Figure 10. Estimated Smart City Data Generation Rates and Associated Costs. Based on 
Cisco Global Cloud Index [41], Amazon Web Services financial calculator [42], and Popula-
tion Statistics [43]. 
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In Figure 10, these estimates can be seen. First, the dataset only includes the sectors 

and values mentioned in the previous Cisco figure for Smart Grid, Smart Hospital, and 

Public Safety. The monthly rate was calculated based on a 30-day multiplier. Cisco has 

further estimated that out of all data generated, rough 0.7% will be stored/analysed, so 

that value was used as the transmission rate for calculating the adjusted data usage. 

After that, these values were plugged into AWS’s financial calculator with the following 

assumptions: 

1. Both raw and processed data would be stored in the full amounts 

2. The data would be retained for 12 months 

3. Every day of the month, a query of the full dataset would be made  

These factors are what led to the values in the sixth and seventh column. At this stage, 

staggering costs can already be seen for instance in the Public Safety sector, with an 

estimated ninety-two million dollar annual expense. In the second table, these values 

have been applied to the populations of the cities discussed earlier to provide potential 

data storage and analysis costs a Smart City may face.  The expenses associated with 

collecting and processing such high amounts of data are staggering. [41; 42; 43.] 

While it is too early to tell in most cases, this will be a huge hurdle for many governments 

when it comes to assessing the value attached to such a massive financial investment. 

This dataset only covers 3 potential sectors of a Smart City and does not begin to ad-

dress the costs associated with implementing these technologies, maintaining them, and 

replacing them over time.  However, many entities maintain that Smart Cities will save 

governments, businesses and inhabitants much more money in the long run. A fairly 

recent study conducted by ABI Research concluded that governments of Smart Cities 

could save the equivalent of nearly five billion U.S. dollars annually, with main propo-

nents being smart streetlights and buildings. It is also estimated that investments in 

Smarter water and electricity infrastructure could make a huge impact for citizens, saving 

them potentially the equivalent of 26 billion dollars. [44.] 

While it would seem that Smart Cities have the potential to save large amounts of money 

for governments, it still may be too early to tell if the overall value provided by mass data 

generation, storage, and analysis will prove to be rewarding enough to justify that kind 
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of financial loss. However, future technologies may provide the possibility for cheaper 

avenues regarding data storage and analysis. 

7.4 Non-threat Constraints 

Implementing big data in Smart Cities goes beyond just concerns of dangers to both 

privacy and security. Other major topics need to be considered such as network ability 

and physical constraints. Physically, a significant distance between all entities communi-

cating on a network provides latency issues for data transmission. The size of resources 

such as a data centre for storing and processing big data may prove difficult to find ac-

cessible in a large, established city. [15; 20, pp. 2-9.] 

Not only must the size and location of the facilities be considered, but also the types of 

devices used in the storage and analysis of data are very important. Storage devices in 

use should be exceptional and follow best practices for data encryption due to the large 

amount of PII likely accumulated on the devices. Redundancy is also important, and 

these storage devices should be tough in their ability to run under continuous stress, with 

additional backup machines that can take the load in the case of failure. Additionally, 

there need to be enough quality machines to be able to store and keep data safe for 

extensive time cycles. For instance, being able to access archived items such as video 

surveillance is useful in law enforcement, where personnel often investigate crimes for 

many months or even years. [19.] 

Networks in a Smart City need to be robust for the sheer amount of data that will be 

consistently communicated. In 2017, it was predicted that nearly 21 billion devices would 

be interconnected by the end of the decade. This number of devices and the push for 

faster transmissions can put a huge strain on modern networks, especially for Smart 

Cities looking to provide city-wide wireless network access to their inhabitants. Edge 

computing can offer a solution to some network traffic, but there will still need to be ad-

vancements made in networks that can take not only user traffic, but traffic from distrib-

uted Smart sensors and devices. [18, p. 9.] 
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8 The Future of Smart Cities 

In the future, the world will see increasing numbers of Smart Cities as populations and 

the ensuing need for Smart implementations rise. With these changes, there are many 

challenges that both inhabitants and governments will face. Governments will encounter 

cybersecurity threats, and a lack of public trust with their data. [33; 45, p. 51.] However, 

many modern Smart City advancements have already been seen in recent years. The 

findings from these current accomplishments will provide a foundation for the future of 

Smart Cities going forward. 

8.1 Challenges 

Smart Cities in the future will be confronted with many obstacles to overcome. Among 

these are limitations both by hardware and analysis software in the processing of data, 

low levels of public trust in Smart technologies, interoperability, and a lack of organised 

leadership. [20, pp. 10-11; 33; 45, p. 51.] Because Smart Cities are a relatively new 

concept and advancements in technology are always on the rise, it takes some time to 

work through these challenges. 

Simply put, technology today is just not fully up to the task of analysing city-wide data 

accurately. In South Korea after piloting Smart crime prevention, the findings indicated 

that inadequacies in technologies used to analyse the sound data promoted false claims 

of crime events. While it did successfully identify legitimate events, having to additionally 

filter false alarms can interrupt the system flow and cause delays in response. Addition-

ally, the data collected in this setting had very specific uses and did not transfer so easily 

to other sectors where more comprehensive data collection could be useful. In the future, 

it will be much more valuable to review how to expand on the information gathered, so 

that multiple regions of a Smart City can make use of the accumulated data. [20, p. 10.] 

Governments in Smart Cities also have much to consider when it comes to moving for-

ward. Because cybersecurity is so new to most governments, many have a deficiency 

when it comes to financing and organising a comprehensive cyber security department 

with experienced, dedicated personnel. Smart City governments absolutely need to de-

vote financial and staff resources in order to have a cybersecurity sector capable of pro-

tecting against the wide range of threats. [45, p. 51.] Additionally, they must be able to 

overcome public trust issues concerning citizen privacy. In 2013, a survey in the United 



40 

  

Kingdom indicated that only 11% of the population felt trust in their own national govern-

ment. A government needs the ability not only to win over the trust of its citizens in regard 

to their data, but also to maintain that confidence by ensuring citizens’ privacy is not 

violated and that the data is always ethically used to better society. [33.] 

8.2 Plans and Ideas for a Smarter Future 

As population density grows in cities all over the globe, there has never been a higher 

demand for Smart implementations. Forthcoming Smart Cities should look a certain way 

if they reach the previously mentioned goals of citizen quality of life improvement, sus-

tainability, and connectivity. [2, p. 147; 3, pp. 5-6.] Based on modern examples, one can 

imagine some concepts that may appear in the future of Smart Cities. 

Smart Cities should have comprehensive data analysis from sectors all over the city and 

the follow up ability to act effectively on the evaluations received. They should have in 

depth assessments on different parts of society, so as to provide a better picture on how 

Smart Cities operate and to expose areas of growth. These findings should push gov-

ernments to make improvements based on the data with the goal of providing citizens a 

better quality of life. [46.] 

With GHG emissions contributing to global warming, Smart Cities will need a compre-

hensive way to address energy needs. Green energy practices need to be implemented, 

and a city’s Smart Grid will likely be the answer to this issue. By enhancing the power 

grid, cities could gain the ability to analyse usage statistics. Applying this analysis, the 

grid could intelligently route power based on necessity, increasing capacity in places that 

require it and cutting back in less resource-intensive areas. Additionally, when power 

requirements are low, consumers can provide energy back to the city from their own 

renewable sources. [2, p. 158; 46.] This would be a great way for Smart Cities to work 

towards goals of sustainability. 

It is possible that Smart Cities in the future may convert to fully autonomous transporta-

tion. These vehicles, utilising V2X communication, would provide inhabitants safe and 

efficient transportation options for moving around a city whether they are using personal 

vehicles or public transport. [46.] Some scientists believe that robust V2X implementation 

(even without fully autonomous transportation) may completely rework the way people 
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drive, removing the requirement for road signals completely and relying solely on ad-

vanced analytics to control the flow of traffic [2, p. 156]. These are all ideas that have 

been somewhat implemented in places around the world already and may very likely 

contribute to the foundation of future Smart Cities. 
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9 Conclusion 

In conclusion, a Smart City is an incredibly complex concept that requires much planning 

and consideration to be implemented meaningfully. Even though Smart Cities are com-

prised of many different ideas, improving quality of life is really the ultimate goal. For a 

lot of countries, this includes working towards a more connected society, with the ability 

to sustain itself. [2, p. 147; 3, pp. 5-6.] Examples of these modern Smart Cities can be 

seen all over the globe, for instance in London, Singapore, and New York [3, p. 11; 14, 

p. 703; 38]. 

One of the biggest attributes to becoming a Smart City is that of data collection and 

processing. Mass data analysis is key to understanding trends in a city that will provide 

governments with ideas on how to improve infrastructure and ultimately quality of life. [7; 

16.] Smart Cities will need to employ both cloud and edge storage tactics in cooperation 

with each other to handle massive amounts of data, considering the distance between 

devices and data centres to reduce latency and network overload. [15; 18, p. 9.] Further-

more, analysis of  such a large mass of data is a challenging concept. Because of this, 

there are requirements that must be met for a Smart City’s analysis sector to be suc-

cessful both initially and over time. The system must be structured in a way that allows 

for scalability, data privacy and security, and interoperability. [18, pp. 7-8; 19; 20, pp. 9-

11; 21.] Artificial intelligence will play a significant role in surpassing human capabilities 

in examination of the data as well as the time invested in performing the assessments 

[24]. 

However arduous the process for mass data evaluation will be, it undoubtably has count-

less benefits for individuals and governments alike. Traffic in a Smart City would be 

greatly improved. Utilising V2X communication to connect vehicles with pedestrians and 

other nearby entities could lead to fewer GHG emissions and more streamlined, safe 

traffic flows. [2, pp. 155-156; 25, p. 387.] Smart sensors located throughout Smart Cities 

will relay information on concepts such as water and energy usage, allowing for govern-

ments to address distribution and leakage issues. [2, pp. 158-159; 20, p. 5.] In recent 

studies on Smart crime prevention, it was found that varying real-time analysis technol-

ogies can provide automated crime detection services, and then alert these events to 

the proper departments for quick response. [16.] Mobile applications sourcing data dur-

ing an active city-wide emergency could be deployed by the government to warn and 

guide citizens to safety and important resources. [17; 32.] 
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While Smart Cities can absolutely use data for good, there are many risks associated 

with mass collection and storage of sensitive data. There have been examples in recent 

years in Europe where governments invested significant resources into invasively mon-

itoring citizens and storing data on their movements. [33.] Additionally, citizens’ privacy 

is at constant risk in a Smart City setting, not just from hackers but from institutions that 

they choose to share their data with. Data breaches are unfortunately very common, 

leaving individuals susceptible to attacks when sensitive PII is stolen and shared with 

malicious entities. [34, pp.  7-10; 35, p. 2.] Governments also have to be aware of con-

stant attacks. Recent successful government data breaches have had detrimental ef-

fects, when massive amounts of highly confidential PII on government personnel was 

stolen. [37; 38.] 

Cities must also consider constraints that are not threatening in nature, but just as im-

portant as data protection. There must be consideration in the size, location, and number 

of resources needed for a substantial amount of data processing. Furthermore, networks 

need to be able to handle the constant, excessive communication of data amongst users 

in the city and edge devices. [18, p. 9; 20, pp. 2-9.] 

Smart cities of the future will face many challenges in technological capabilities, public 

outlook and opinion, and the protection of Smart resources [20, pp. 10-11; 33; 45, p. 51]. 

They will need to have thorough analytical processes and proactive views on using Smart 

technologies to the fullest in order to improve society [46]. While it will be very challenging 

moving forward, investing in Smart Cities globally will be essential to advancing civiliza-

tion as a whole. There is no doubt that regardless of the risks, the benefits of achieving 

a more connected world will be immensely impactful for generations to come. 
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