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Opinnaytetyon tarkoituksena oli tutkia MGate 5114 Series gateway-laitteen yleisia
ominaisuuksia seka kerata yleista tietoa energian lukumittareista. Opinndytetyon
tavoitteena oli 16ytaa vastaus siihen, voisiko Hitachi ABB Power Grids Grid Auto-
mation-yksikkd6 mahdollisesti kdyttaa gateway-laitetta tulevaisuudessa infrastruk-
tuurille suunnatuissa SCADA-projekteissa.

Tama opinndytetyo antaa kokonaiskuvan siitd, miten MGate konfiguroidaan kayt-
tamalla siihen tarkoitettua tyokalua. Opinndytetyo antaa lisaksi kaytannon esimer-
kin siitd, miten jarjestelma sulautetaan osaksi MicroSCADAaQ, sisdltaen tietokannan
sekd kommunikoinnin. Keskeisin menetelma oli testaukseen perustuva mene-
telma. Gateway-laitteen ominaisuuksia, kuten sen ohjelmointia ja suorituskykya
tutkittiin testiymparistossa.

Testitulosten perusteella voidaan todeta, ettd MGate sisaltda tarvittavat ominai-
suudet seka vaadittavan suorituskyvyn, jotta se soveltuu kaytettavaksi infrastruk-
tuurille suunnatuissa SCADA-projekteissa tulevaisuudessa.
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The purpose of the thesis was to examine the main features of the MGate 5114
Series gateway device and to collect a wide set of information of the energy me-
tering application. The aim of the thesis was to find the answer to the question
whether Hitachi ABB Power Grids Grid Automation unit could possibly use the
gateway device in the future in its infrastructure SCADA projects.

This thesis gives an overall picture of how to configure the MGate by using the
dedicated tool and a practical example of how to establish the system with Mi-
croSCADA, including database and communication. A test-based method was the
main method used in this thesis. The device main features including programming
and performance were targets to be evaluated and documented in a test environ-
ment.

Based on the testing results, the MGate have the reasonable features and de-
manding performance so that it can be used in future infrastructure SCADA pro-
jects.
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LIST OF TERMS AND ABBREVIATIONS

AFS675 ABB’s switch

ASCII American Standard Code for Information Inter-
change

ASDU Application Service Data Unit

BOOTP Bootstrap Protocol

Buffer memory Contains temporarily stored data

CAT6 Category 6 Ethernet cable

CET Communication Engineering Tool

coTt Cause Of Transmission

CRC Cyclic Redundancy Check

CT PRO XT ABB’s current transformer

DC Direct Current

DHCP Dynamic Host Configuration Protocol

DIP Dual In-line Package

DIN rail Standard widely rail for mounting components

DNS Domain Name System

DSU Device Search Utility

FAT-area Factory Acceptance Testing-area

FP2 Feature Pack 2



FIFO

GMT

HF3

HMI

HTTP

HTTPS

Hyper-V

IfOperStatus

I0OA

INS

IP

IEC

IEC 60870-5-101

IEC 60870-5-104

IEC 62443

IED

LAN

First In First Out

Greenwich Mean Time

Hotfix 3

Human Machine Interface

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure

Microsoft technology that allows users to create vir-

tual machine environments

Interface Operational Status

Information Object Status

Integer Status

Internet Protocol

International Electrotechnical Commission

International standard, one of the IEC 60870 set of

standards

International standard, one of the IEC 60870 set of

standards

International standard, specifies security capabili-

ties for control system components

Intelligent Electronic Device

Local Area Network



LD

LLNO

MGate

MIB

Modbus RTU

Modbus TCP

M4M 20

NTP

OoID

OPCS1

PC

Quick Setup

RTU

UART

TCP

MicroSCADA Pro

RTS

RS-485

Logical Device

Logical Node 0

Moxa’s industrial Ethernet gateway

Management Information Base

Modbus protocol that is used in serial communica-

tion

Modbus protocol that is used for communication

over TCP/IP networks

ABB’s Network analyzer

Network Time Protocol

Object Identifier

OPC Server for SNMP

Personal Computer

Moxa’s configuration tool

Remote Terminal Unit

Universal Asynchronous Receiver Transmitter

Transmission Control Protocol

Hitachi ABB Power Grids product family for substa-

tion and network control system

Request To Send

Interface, defined by the EIA/TIA standard



RTU

Rx signal

SCADA

SCS

SCIL

SPS

STA object

SNMP

SnmpB

Sverker 750

Walk function

WAN

Web console

Wireshark

Remote Terminal Unit

Receive signal

Supervisory Control and Data Acquisition

Substation Control System

Supervisory Control Implementation Language

Single Point Status

Station object

Simple Network Management Protocol

Open-source SNMP MIB browser

Single-phase relay tester

Can be used to walk through a directory tree and

find the data

Wide Area Network

A web-based application that allows end-users to

manage their data

Network protocol analyzer
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1 INTRODUCTION

The purpose of this thesis was to examine the Moxa MGate 5114 Series gateway
device and to find out more information about the energy metering application.
This thesis was done for Hitachi ABB Power Grids Grid Automation unit. The aim
of the thesis was to find out the answer to the question whether MGate have the
reasonable features and the needed performance so that it can be used in infra-

structure SCADA projects.

Usually there are several alternatives to collect data from energy meters to the
MicroSCADA. In a MicroSCADA based system, simple and hierarchic data collection
is the most suitable solution with high performance and reliability. A typical pro-
tocol in the energy meter device is Modbus RTU or Modbus TCP. One new alter-
native is to use Modbus to IEC 60870-5-104 gateway devices. The Moxa is one of
the most well-known manufactures for such a gateway device as the MGate 5114
Series. According to the marketing material and base clarifications, it should have
reasonable features. Also, ABB Power Grids Finland has a long experience in work-
ing with the manufacturer. The used gateway device during the test part of this

thesis was provided by Suomen Addon Oy.

A test-based method was used in this thesis. The MGate main features including
the programming and performance were targets to be evaluated and documented
in a test environment. The practical target for the thesis was to establish the sys-

tem with MicroSCADA, including the database and communication.
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2 HITACHI ABB POWER GRIDS

In 2020, Hitachi and ABB’s Power Grids” business came together in a joint venture.
Together, as Hitachi ABB Power Grids, it is a new global leader with a combined
heritage of almost 250 years. The company is headquartered in Switzerland and
employs around 36,000 people in 90 countries. The business serves utility, indus-
try and infrastructure customers across the value chain and emerging areas, such

as cities, energy storage systems and data centers. /1-2/

2.1 Grid Automation

Hitachi ABB Power Grids in Finland is divided into the three main business units,
which are Grid Automation, Grid Integration and Transformers. The Grid Automa-
tion unit provides systems for electric utilities and industry. Project management,
engineering, commissioning, substations gateways, transmission and distribution
network solutions, such as substations for energy and electricity companies are
included in their line of business. The main market areas are Finland, Northern

Europe and Middle East. /3-4/
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3 THEORETICAL BACKGROUND

A typical MGate 5114 Series application consists of a SCADA as a client/master and
a field device as a server/slave. These components use different kinds of protocols
and thus there is a need to use a gateway device in between to exchange data. A
field device during the test part of this thesis was a M4M 20 Network analyzer. /5-
6/

3.1 MGate 5114 Series

As shown in Figure 1, the MGate 5114 Series is Moxa’s industrial Ethernet gateway
device with 2 Ethernet ports, 1 console port and 1 serial port. The MGate provides
the needed flexibility to fulfill the conditions that arise with field devices that use
different communications protocols. The gateway device provides multiple con-
version options between the different gateways, thereby fulfilling a wide variety
of different requirements. The different variations when connecting to Ethernet-

based networks can be seen in Figure 2. /5-6/

Figure 1. MGate 5114 Series. /5/
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The main features of the gateway device are:

e Redundant dual DC power inputs and one relay output

e Designed to be attached to a DIN rail or mounted on a wall

e Equipped with a microSD card slot

e Possibility to apply the same configuration to the multiple units by using
the configuration import and export function

e Easy configuration via a user-friendly web console

e Step-by-step configuration guide with Quick Setup

e Complete packet analysis and diagnostic information for maintenance and
troubleshooting

e Embedded Modbus RTU/ASCII and IEC 60870-5-104 traffic monitoring

e Possible to restore the factory default setting by using the reset button

e Security features based on IEC 62443 standards. /5-6/

Connecting to Ethernet-Based Networks

|EC 60870-5-101
Serial-based systems

IEC 60870-5-101
Serial-based systems

Modbus RTU
Serial-based systems

Modbus TCP
Ethernet-based systems

IEC 60870-5-104
Ethernet-based systems

IEC 60870-5-104
Ethernet-based networks

Modbus TCP
Ethernet-based networks

IEC 60870-5-104
Ethernet-based networks

Modbus TCP
Ethernet-based networks

Figure 2. Different variations when connecting Ethernet-based networks.

17/
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Before the test part of the thesis, the DIP switch number 3 in MGate was adjusted.
The DIP switch needed to be adjusted to minimize the reflections from the end of
the RS-485 serial cable. It is possible to adjust DIP switches after removing the

MGate’s top cover, as seen in Figure 3.

TBZJE1022647

it

Figure 3. DIP switches in MGate.

During the tests the switch 3 was in position on and then the terminator value was

120 Q. Each position specific explanation can be seen in Table 1.

Table 1. DIP switches possible positions. /6/

1 2 3
SW

Pull-high resistor Pull-low resistor Terminator
ON 1kQ 1kQ 120 Q
OFF 150 kOQ* 150 kQ* -

*Default


https://fi.wikipedia.org/wiki/Oomega
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3.2 M4M 20 Network Analyzer

M4M 20 is ABB’s Network analyzer that allow accurate real-time energy data mon-
itoring. The picture of the M4M 20 can be seen in Figure 4. The used analyzers
during the test part of this thesis were provided with Modbus RTU communication,
which means that they were equipped with RS-485 port. The RS-485 terminal was
a 3-pole plug contact. Figure 5 presents the principle of how to wire RS-485 serial

cable on M4M 20. /8-9/

BB Data Reading

£ Configuration

= mack iwteR| >

Figure 4. M4M 20 Network analyzer. /8/
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RS-485

Figure 5. RS-485 wiring on M4M 20 Network analyzer. /9/

A and B are mandatory for the correct communication of the device. C can be con-
nected to the data common ground if it is available and needed. RS-485 is a differ-
ential signal so common ground is not mandatory to use. A differential signal
means that the signal is the difference between the A and B voltages. The third
wire C, is also known as a common wire, is used to ensure that the common mode

requirements from -7 V to +12 V of the transceivers are maintained. /9/

The M4M 20 can be used in different types of network. According to the type of
the used network, the parameters visualized on the M4M 20 HMI change. The
principle of the used wiring diagram during the tests was 1-phase 2 wire network

with 1 current transformer, as shown in Figure 6. /10/

1 12 13
S1 ‘82|S1 ‘52 S182 L1L2L3 N AUX
s1 |s2
L |

N

Figure 6. 1-phase 2 wire network with 1 current transformer. /10/
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The Modbus RTU communication is based on the master-slave architecture. Usu-
ally the Modbus RTU message consists of the slave address, the function code, the
actual data, which depends on the function code and the CRC of the checksum.
The function code will tell the slave device what kind of action to perform. The
function codes are used to read or write 16 bits (2 bytes) registers. Metering data,
such as voltage, current or active energy are represented by one or more such

registers. The following function codes were supported in M4M 20:

e Function code 3 (Read holding registers)
e Function code 6 (Write single register)

e Function code 16 (Write multiple register). /9/

The messages can be query-response or broadcast type. The used type of the mes-
sage was the query-response-type command during the tests. It sends a query
from the master to individual slave and is generally followed by a response,
whereas the broadcast command sends a message to slave and is never followed
by a response. Therefore, it is recommended that the user reads the value to con-
firm the result after the set value has set in the energy meter. This type of com-

mand is supported by function code 6 and 16. /9/
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4 MGATE 5114 SERIES PROGRAMMING AND PERFORMANCE

A test-based method was used in this thesis. The main features of the Moxa MGate
5114 Series gateway device, including the programming and performance, were
targets to be evaluated and documented in a test environment. The MGate pro-
gramming was done by using the Moxa dedicated tool. The dedicated tool was a
user-friendly web console and automated technologies including the Quick Setup

configuration tool that allowed to configure the gateway device.

The test set-up consisted of the following devices: MGate 5114 Series gateway
device, two M4M 20 Network analyzers, two CT PRO XT current transformers,
AF675 switch, Sverker 750, different gateways and PC, which runs Microsoft Hy-
per-V virtual machine. A RS-485 serial cable was used to connect the MGate to the
Modbus RTU slave devices. The CAT 6 Ethernet cable was connected between the
MGate and IEC 60870-5-104 master device, via the AFS675. The picture of the test-

set up can be seen in Appendix 1.

The MGate role 1 was IEC 60870-5-104 slave. MicroSCADA was used as an IEC
60870-5-104 master to monitor the Modbus RTU slave devices. It was possible to
integrate the existing Modbus RTU slave devices into IEC 60870-5-104 network,
when the MGate role 2 was a Modbus RTU master. The MGate collected the data
from the Modbus RTU slave devices and exchanged it with IEC 60870-5-104 sys-

tem. Figure 7 presents the principle of the system topology.
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{runs Hyper-V virtual
machine)

IP Address:
192.168.127 251

CATE

AFSETS

MGate 5114 Series

P Address:
192 168.127.240

IP Address:
192.168.127 254

IEC 60870-5-104 (Primary Line)
IEC 60870-5-104 (Secondary Line)

Modbus RTU

RE5-485

M4M 20 Network
analyzer

Modbus RTU slave 2

baud rate:19200
parity: even
data hit: 8
stop bit: 1
interface: 2-wire

Figure 7. The principle of the system topology.



23

4.1 Basic Settings Configuration

Before the use of the Quick Setup configuration tool, the basic settings of the gate-
way device needed to be configured, including also network and serial settings
configurations. The web console was used to configure the MGate through the
Ethernet. A web browser such as Microsoft Internet Explorer or Google Chrome
are suitable, when using the HTTP/HTTPS protocol. The MGate’s default IP address
was 192.168.127.254. /6/

It was also possible to detect the MGate by using the DSU software. It can be used
in case the user does not know the MGate’s IP address. The software can be down-

loaded from Moxa’s website. /6/

The first time, when logging up in the web console, the default settings were used.
The default account name was admin and the default password was moxa. After
a successful logging-in the warning message from the webpage popped out, as

presented in Figure 8. /6/

e 2 http://192.168.127.254/indlex asy v O Search. o -

& MGate Web Console

M OXA MGate 5114 Www.moxa.com
MGale. a2 16 & 0 3

‘Welcome to the MGate 5114

Logout
EBSERVER

Figure 8. The warning message from webpage.
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The new account and password were created by emphasizing a higher security
level. The password can be changed by following the path: System Management >

Miscellaneous Settings > Account Management.

As shown in Figure 9, the Basic, Network and Serial Settings were under the Main

Menu header.

Welcome to the MGate 5114

— | Model name | MGate 5114
Quick Setup | serial No. | TBZIE 1055852
Overview | Firmware version | 1.2 Build 20010617
Basic Seftings | Ethernet IP address | 192.168.127.254
Network Settings | Ethernet MAC address | o0.00:E8.90.33.86
Serial Settings i
| Up time | 0 days 00h:04m:23s
- Protocol Settings
| Power 1 | On
- System Management
- System Monitoring | Power 2 | off
Restart | microSD | In Use

Logout

goahead
WEBSERVER

Figure 9. Main Menu.

Figure 10 presents how the server and time settings were configured. The server
name can be given to help the user to identify the unit, such as its function if there
are several similar units in use. The server name was MGate_5114 Test. Server
location identifies the unit currently location, which was named as FAT-

area_Vaasa. /6/

After the server settings were configured, the time settings needed to be config-
ured, as well. The MGate has a built-in real-time clock for time calibrations func-
tions. The functions such as log function can add a real-time information to the
message. It is also worth to mention that the first-time users should select the
time zone first, thus the console displays the “the real-time” according to the time
zone relative to GMT. The user adjustable time can be changed by selecting the
local time. The user can select the way how the time synchronization is done by

selecting parameter time source. It can be NTP or Protocol. If the NTP is selected,
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the time server can be an IP or Domain address. During the test part of the thesis

time source was protocol and the time zone was (GMT+02:00) Helsinki, Riga, Sofia,

Tallinn. /6/
Basic Settings
Server Settings
Server name [MGate_5114_Test |
Server location ‘FATareaﬁVaasa ‘
Time Settings
Time zone [(GMT+02:00)Helsinki, Riga, Sofia, Tallinn v
Local time [2021 Jsfo1 Ju25 | Jos J:55  |:[os |
Time source
Time server

Figure 10. Basic Settings.

Figure 11 presents the Network Settings webpage where it was possible to modify
the unit’s network parameters. Parameter IP configuration can have a value Static,
DHCP or BOOTP. The Static IP address was in use during the tests and it means
that the IP address does not change. The other options should be selected if the
IP address is set dynamically. The IP address identifies the server on the TCP/IP
network. The used IP address was the same as the earlier mentioned gateway de-
vice default IP address. The netmask identifies the server as belonging to a Class
A, B or C network. Class C network was used this time. The gateway IP address was
192.168.127.1 and it is the IP address of the router that provides the network ac-
cess outside the server LAN. Parameter DNS server 1 is the primary domain,
whereas DNS server 2 is the secondary domain server. Neither of the DNS servers

were in use and therefore these rows were left blank. /6/
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Network Settings

Network Settings

IP configuration
IP address
Netmask
Gateway

DNS server 1
DNS server 2

[192.168.127.254

|255.255.255.0

[192.168.127.1

[ Submit ||

Figure 11. Network Settings.

The following serial settings, which can be seen in Figure 12, were configured to

be the same in the MGate and Modbus RTU slave devices. MGate’s serial interface

supports RS-232, RS-422 and RS-485 interfaces. Disabling the FIFO can reduce the

latency time, when receiving the data from serial communications. FIFO means

the internal buffer memory of UART. The RTS toggle function was available for RS-

232 mode only. /6/

Serial Settings

Port Baud rate Parity Data bit Stop bit

1 19200 v Even v iv 1w

Flow control

None v

FIFO Interface
Enable v/

RTS on delay
RS485 2wite v ]

RTS off delay
0

Figure 12. Serial Settings.




27

4.2 Quick Setup Programming

This section gives an example of how to program the MGate by using the Quick
Setup configuration tool. Quick Setup is an illustrated guide which is designed to
make the configuration process easy. It takes the user through the configuration
process from the start to the end. The MGate’s performance when reading single

Modbus registers was tested after the Quick Setup configurations were done. /6/

As seen in Figure 13, the server and network settings were first configured in Sys-
tem setting window. These settings were only checked that they were the same

ones as earlier parameterized.

'“‘& | System setting } Select protocol } IEC 60870-5-104 » Modbus RTU/ASCII }m

Server Settings

- Pratocol Settings Server name MGate_5114_Test

- Syst
ystem Network Settings

- System Monitoring
IP configuration Static v

IP address 182 168 127 254

Netmask 255.255.255.0

WEB?EVER Gateway 192.168.1.1

Figure 13. System setting (Quick Setup).

Figure 14 shows the Select protocol webpage, where the gateway device protocols
on each side were selected. If the device 1, in this case the PC, is set as IEC 60870-
5-104 client, then the MGate automatically configured the IEC 60870-5-104 server
side by using the default settings. Table 2 shows the possible device 1 and 2 roles

in MGate.
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System setting } Select protocol } IEC 60870-5-104 } Modbus RTU/ASCII ’m

Device 1 Device 2
- L = [@
H
- 1 [
- Role 1 of MGate 5114 : Role 2 of MGate 6114 :
|IEC 60870-5-104 Client v IEC 60870-5-104 S epyer Modbus RTUIASCIl paster Modbus RTU/ASCII Slave v

Figure 14. Select protocol (Quick Setup).

Table 2. Device 1 and 2 possible roles in MGate.

mm

|[EC 60870-5-104 Client Modbus RTU/ASCII Slave
|[EC 60870-5-104 Client Modbus TCP Server
|[EC 60870-5-104 Client IEC 60870-5-101 Slave

IEC 60870-5-101 Master Modbus TCP Server
IEC 60870-5-101 Master IEC 60870-5-104 Server
Modbus TCP Client IEC 60870-5-101 Slave
Modbus TCP Client IEC 60870-5-104 Server
Modbus RTU/ASCII Master |EC 60870-5-104 Server

On the IEC 60870-5-104 slave side, there were both the basic and advanced set-
tings. As seenin Figure 15, only the basic settings were possible to configure during
the Quick Setup process. The ASDU address was changed from default value 3 to

the value 2. Otherwise the basic settings were the default ones.
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System setting } Select protocol > IEC 60870-5-104 } Modbus RTU/ASCII } m

of

Role 1 of MGate 5114 :
IEC 60870-5-104 Server

Mode selection Slave

Basic Settings

COT size O1®2
ASDU address (1-65534)
Listen port 2404 (1024 - 60000)

Figure 15. IEC 60870-5-104 (Quick Setup).

On the Modbus RTU/ASCII webpage the mode was selected as Modbus RTU and
the serial settings were the same ones as configured in Chapter 4.1 Basic Settings
Configuration. The function code 3 was used to read measurement value phase
voltage L1 from the M4M 20 Network analyzer slave 1 and slave 2. The Modbus
command was first created for slave number 1. As seen in Figure 16, the first cre-

ated Modbus command was copied to the slave 2 by using the clone function.
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Set slave ID range to copy : (ex:1,2.3-5)
T

Figure 16. Modbus RTU/ASCII (Quick Setup).

Once all the configurations in Quick Setup were done, it was checked whether the
parameters were the same as configured earlier. The Finish webpage shows a
summary of the configurations, as seen in Figure 17. The Quick Setup process was

finalized by clicking the ‘save’ button.
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MGate name
MGate IP config
Netmask

Gateway

System setting ’ Select protocol ’ IEC 60870-5-104 } Modbus RTU/ASCII ’ m

MGate_5114_Test
192.168.127.254
2552552550
192.168.11

(©

—

A

HH
Your device :
Modbus RTUIASCI 5)5ve

Role 1 of MGate 5114 :
IEC 608705104 Sapyer

Role 2 of MGate 5114 :
Modbus RTUIASCH paster

Your device :
|EC 60870-5-104 Client

MGate Protocol1 Settings MGate Protocol2 Settings

Protocol type |IEC 60870-5-104 Server Modbus Serial Master
Modbus RTU

19200 Even 8.1 RS-485 2-wire

Protocol type
Number of ranges 2 Mode
Serial parameter

Total commands 2

[ Back f§ Save fj  Bat |

Figure 17. Finish (Quick Setup).

It was possible to view IEC 60870-5-104 and Modbus RTU mapping status by fol-
lowing the path: Protocol Settings > 1/0O Data Mapping. In this table it was meant
to check that all object points were mapped correctly. There were two possible
dataflow directions. The possible directions were read and written. In Figure 18
can be seen that, for instance the Modbus RTU master sends read "’Phase voltage
L1” command to Modbus RTU slave 2. The internal address area was then 4-7 on
both sides of the MGate. The used object data type was the measured value nor-
malized. The Quick Setup tool uses this type of object data type by default. After
the mapping address arrangement was set from automatic to manual, it was pos-
sible to adjust internal addresses. In this case only the automatic mapping address

arrangement was used.
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Data Mapping
Data flow direction

Mapping address arrangement

[IEC 60870-5-104 Client < Modbus RTU/ASCII Slave v

2

Role 1 of MGate 5114 :
IEC 80870-5-104 Server

Type 10A]
Measured value(Normalized) (value) 1 - 280

Measured valug(Normalized) (value) 3 - 434

7

Internal Address
3

Pata Size
U bytes
U bytes

Role 2 of MGate 5114 :
Modbus RTU/ASCII Master

Name Functie Address gQuantity
Phase voltage L1 3 0 3 M bytes
Phase voltage L1 3 4 T M bytes

| Submit |

Figure 18. Data Mapping.

As seen in Figure 19, the Modbus RTU/ASCII Traffic webpage provided a traffic

monitoring function, which captured the Modbus RTU communication logs. This

webpage can be found by following the path: System Monitoring > Protocol Status

> Modbus RTU/ASCII Traffic.

Modbus RTU/ASCII Traffic

["] Auto scroll
Stop [ EBwottxtrie | [ ExortPcaPFie Ready to capture.

No. Time Send/Receive Slave ID  Function Code Data

1 0472 Send 1 3 0103 5B 02 00 02 76 EF

2 0517 Receive 1 3 0103 04 00 00 01 F9 3B EA ~
3 0632 Send 2 3 0203 58 02 00 02 76 DC

4 0672 Receive 2 3 02 03 04 00 00 01 FA 48 EQ

5 1472 Send 1 3 0103 58 02 00 02 76 EF

6 1.500 Receive 1 3 0103 04 00 00 01 F9 3B EA

7 1632 send 2 3 0203 5B 02 00 02 76 DC

8 1672 Receive 2 3 02 03 04 00 00 01 FA 48 EQ

9 2473 Send 1 3 0103 5B 02 00 02 76 EF

10 2509 Receive 1 3 0103 0400 00 01 F9 3B E1

I8 2632 Send 2 3 02 03 5B 02 00 02 76 DC

12 2673 Receive 2 3 02 03 04 00 00 01 FA 48 EQ

13 3473 Send 1 3 0103 5B 02 00 02 76 EF

14 3.500 Receive 1 3 0103 04 00 00 01 F9 3B EA

75 3050 Send 7 3 02 03 58 02 00 02 76 DC v
16 3673 Regeivo 2 3 02 03 04 00 00 01 FA 48 EQ I

Figure 19. Modbus RTU/ASCII Traffic.

The actions number 15 and 16 are explained in Tables 3 and 4.



33

Table 3. Send frame.

| Parametr _H  Hex ___H

Slave address 0x02
Function code 0x03
Start address, high byte Ox5B
Start address, low byte 0x02
Number of registers, high byte 0x00
Number of registers, low byte 0x02
Error check (CRC), high byte 0x76
Error check (CRC), low byte 0xDC,

Table 4. Receive frame.

| Parameter __H@  Hex __H

Slave address 0x02
Function code 0x03
Byte count Ox04
Value of register 0x5B02, high byte 0x00
Value of register 0x5B02, low byte 0x00
Value of register 0x5B03, high byte 0x01
Value of register 0x5B03, low byte OxFA
Error check (CRC), high byte 0x48
Error check (CRC), low byte OxEO,

As Table 4 presents, the value of the register 0x5B03 was 01FA in hexadecimal, so
it needed to be converted to decimals. In decimals the value was 506. The resolu-
tion was 0,1 according to ABB’s M4M Modbus mapping table, so the value needed
to be multiplied by 0,1 /11/. The result after the multiplication was then 50,6 Volts.
Then the phase voltage L1 measurement value was checked from M4M 20 Net-
work analyzer slave 2. The value was 50,562 Volts. As a conclusion we can state

that MGate’s performance is reliable when reading single Modbus registers.
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4.3 Establishing the System with MicroSCADA

The practical aim of the thesis was to establish the system with MicroSCADA, in-
cluding database and communication. The used version was MicroSCADA Pro

SYS600 9.4 FP2 HF3 and it was installed in Microsoft Hyper-V virtual machine.

4.3.1 MGate 5114 Series Configuration

This section gives an example of the MGate’s configurations when reading multi-
ple Modbus registers. The configuration of the MGate was done by using the ear-
lier introduced Quick Setup configuration tool. This time some of the master and
advanced settings also needed to be adjusted. These settings can be adjusted

when the Quick Setup process is finished.

The Modbus mode and serial settings were the same ones as earlier configured in
Chapter 4.2 Quick Setup Programming. Figure 20 presents the Modbus RTU/ASCII
Master webpage, where the master settings were adjusted. For example, the
MGate was forced to wait 200 milliseconds before sending the first request with
the initial delay parameter. The maximum polling retry value was 1 and it is the
adjusted number of times the master will retry the same request when the re-
sponse times out. The response timeout was 5000 milliseconds and based on this
response time, the master was configured to wait a certain amount of time for the
slave’s response. This allows the Modbus system to continue operations even if a

slave device is disconnected or faulty. /6/

The endian swap parameter can be configured either the Modbus RTU master side
or the IEC 60870-5-104 server side. The value byte is suitable for most scenarios.

The created Modbus commands are shown in Figure 21. /6/



35

|- Main Menu
Quick Setup
Overview
Basic Settings
Network Settings
Serial Settings

- Protocol Settings

Protocol Conversion

IEC 60870

04 Serve

1/0 Data Mapping
- System Management
- System Monitoring
Restart

Logout

‘goahead
WEBSERVER

Modbus RTU/ASCII Settings

Role

Mode

Master Settings

Initial delay

Max. retry

Response timeout

Inter-frame delay

Inter-character timeout

Role 2 of MGate 5114 :
Modbus RTU/ASCH Master

=
g
2
g

RTU W/

200

000
00
50

IMII

(0 - 30000 ms)
0-5)

(10 - 120000 ms)

(10 - 500 ms, 0: default)

(10 - 500 ms, 0: default)

Figure 20. Modbus RTU/ASCII Master (Master Settings).

Modbus Commands

Q Add
- Main Menu index_|Name Slave ID_|Function |Address / Quantity Trigger |Poll Interval _|Endian Swap
Quick Setup 1 AciEnelmp-ReaEnelmp [ B Read address 20480, Quantily 16 Cyclic | 10000 Byle
Overviow B ActEnsimp ReaEnelmp B 3 Road addross 20480, Quantity 16 Cyclic__|10000 Byt
Sasic Safings B ReaEnekxp ADPENGEXD [ 3 Read address 20496, Quantity 16 Cyolic__|10000 Byto
4 ReaEneExp-AppEneExp 2 3 Read address 20496, Quantity 16 Cyclic__ 110000 Byte
Network Setlings
o B ThiPhaSysvoll-ThiPhaSysCur T B Read address 23296, Quantily 16 Cycic__|2000 Byle
enal Settings
v B ThiPhaSysVoll- ThiPhaSysCur 2 3 Read address 23206, Quantily 16 Cyclic__|2000 Byle
Protocol Settings 7 CurL1-CurN 1 3 Read address 23312, Quantily 8 Cyclic 1000 Byl
Protocol Conversion 8 CurL1-CurN 2 3 Read address 23312, Quantity 8 Cyclic__ 1000 Byte
J1odbus RTwASEN Master | o Freq [ 3 Read eddress 23346, Quantily 1 Cycic__|3000 Byle
IEC B0870-5-104 Server 10 [Freq B 3 Read address 23346, Quantity 1 Cycic__|3000 Byl
O Data Mapping 11 [Siave ID [ B Read address 35089, Quantily 8 Cycic_|5000 Byl
 System Managsment 12__ [Slave D B 3 Read address 35089, Quantity 8 Cyclic__|5000 Byto
system Monitonng 13 [ActPowl [ 3 Read address 23324, Quantity 2 Cycic_|B000 Byto and Word
st 14 [Actowld B 3 Road addross 23324, Quantity 2 Cyclic_|B000 Byto and Word
st
15 [ReaPowll 1 3 Read address 23332, Quantily 2 Cyclic__|B000 Byle and Word
L it
ogou 16 |ReaPowld 2 B Read address 23332, Quantity 2 Cyclic 8000 Byte and Word
17 |AppPowi [ B Read address 23340, Quantily 2 Cycic_|5000 Byle and Word
goul
EBSERVER 18 |AppPowlt B 3 Road address 23340, Quantity 2 Cyclic__|8000 Byto and Word

| submit |

Figure 21. Modbus RTU/ASCII Master (Modbus Commands).

Table 5 shows the detailed explanation of index 1 addresses.




Table 5. Index 1 addresses explained.
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Start Register | Start Register . Quantity in
Parameter Data Type . Access . (Hex) . (Dec) . Read Quantltyv Bytes .
Active energy - import Unsigned Read 5000 20480 1 2
Unsigned Read 5001 20481 1 2
Unsigned Read 5002 20482 1 2
Unsigned Read 5003 20483 1 2
Active energy - export Unsigned Read 5004 20484 1 2
Unsigned Read 5005 20485 1 2
Unsigned Read 5006 20486 1 2
Unsigned Read 5007 20487 1 2
Active energy - net Signed Read 5008 20488 1 2
Signed Read 5009 20489 1 2
Signed Read 500A 20490 1 2
Signed Read 500B 20491 1 2
Reactive energy - import Unsigned Read 500C 20492 1 2
Unsigned Read 500D 20493 1 2
Unsigned Read 500E 20494 1 2
Unsigned Read 500F 20495 1 2
Total - - - - 16 32

Figure 22 shows the IEC 60870-5-104 Server webpage where the advanced set-

tings were possible to configure. The basic settings were the same ones as earlier

configured in Chapter 4.2 Quick Setup Programming. For instance, the timestamp

reference was set as local time, measured value spontaneous feature was ena-

bled, cyclic interval value of the measured valued (scaled) was set as 60 seconds

and point status value was 100 seconds. The parameter point status timeout is a

critical in case of possible fault situations of the slave device. Its purpose is to

check the MGate’s internal memory to see if the object status updates periodi-

cally. /6/
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- Main Menu
Quick Setup
Overview
Basic Settings
Network Settings
Serial Settings
- Protocol Settings
Protocol Conversion
Modbus RTU/ASCII Master
/0 Data Mapping
- System Management
- System Monitoring
Restart
Logout

goahead
WEBSERVER

Advanced Settings O
k

w

T1 timeout

T2 timeout

T3 timeout

ion Layer

Timestamp reference

Enable cse active termination
Enable cmd active termination
Select timeout (Select/Execute)

General interrogation timestamp format

Event timestamp format

Measured value cyclic timestamp format

Measured value spontaneous

[

Measured value(Normalized) cyclic interval

Measured value(Scaled) cyclic interval

Measured value(Floating) cyclic interval

Point status timeout

Endian swap

2 (-
-
15000 “-
10000 -
20000 -

Local Time Vv

Enable v
E—

[Enapte v|

—
©-
O—
—

None

J

32)

32)

3000000 ms)
3000000 ms)
172800000 ms)

600 s, 0 for executing only)

2073600 s, 0 for disable)
2073600 s, O for disable)
2073600 s, 0 for disable)

3600 s, 0 for disable)

Figure 22. IEC 60870-5-104 Server (Advanced Settings).

The possible data object types and address areas in MGate are:

e Single point
e Double point

e Step position

e Bitstring of 32 bit

e Measured value Normalized (0-65535)

e Measured value Scaled (0-65535)

e Measured value Floating (0-100000000)

e Integrated totals. /6/

The data object type should be selected so that the address area of the data object

is not exceeded. The used point settings can be seen in Figure 23.
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Point Settings
- Main Menu 1
Quick Setup B Add
Overviow Index [Memory Access Object Type 10A
1 Road Moasured valus(Scaled) 1-16
Basic Settings
I 2 Read Measured value(Scaled) 1732
etwork Setings 3 Read Measured value(Scaled) 3348
Serial Settings n Read Measured value(Scaled) 4964
- Protocol Settings 5 Read Measured valus(Scaled) 65 - 60
Protocol Conversion 6 Read Measured valus(Scaled) 51-96
Modbus RTUASCII Master 7 Read Measured value(Scaled) a7 - 104
B Read Measured value(Scaled) 105 - 112
V0 Data Mappig 9 Read Measured value(Scaled) 113-113
 Systom Management 10 Read Measured value(Scaled) 114114
Systom Hontong [ Read value(Scaled) 115-122
st 12 Read Measured value(Scaled) 123130
o 13 Read Integrated lotals. 131132
Logout 14 Read Inlegrated latals. 133- 134
_ 15 Read Integrated latals 135- 136
m 16 Read Integrated latals 137- 138
7 Read Intagrated tatals 139- 140
18 Read Integrated otels 141142

Figure 23. IEC 60870-5-104 Server (Point Settings).

Index numbers 13, 15 and 17 were requested by group 1 counter request, whereas
the index numbers 14, 16 and 18 were requested by group 2 counter request. Fig-

ure 24 presents the index 13 configurations.

Edit Point Range List

Memory Access Object Type I0A (start..end) Group

[ Read Integrated totals Vv - Requested by group 1 counter request

[ ox W  cancel |

Figure 24. IEC 60870-5-104 Server (Index 13).

It is worth to mention that the integrated totals data object type acts as a counter.
The IOA addresses of these kinds of data object types can be double-checked by
using the later introduced IEC 60870-5-104 Server Diagnostics tool in cases it
seems that the IOA addresses are different than what the data mapping table
gives. In this case the IOA addresses of the integrated totals were mapped by using
the automatic arrangement tool. The addresses of the integrated totals data ob-

ject types were different than the table gives and thus the diagnostics tool was
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used to find the right addresses. The used data mapping table can be seen in Figure

25./6/

- Main Menu

Quick Setup

Overview

Basic Settings

Network Seltings

Serial Settings

- Protocol Settings

Protocol Conversion
Modbus RTU/ASCII Master
IEC 60870-5-104 Server

System Management
- System Monitoring
Restart

Logout

goahead
WEBSERVER

Type 10A
Measured value(Scaled) (value) 1-16
Measured value(Scaled) (value) 17 - 32
Measured value(Scaled) (value) 33 - 48
Measured value(Scaled) (value) 49 - 64
Measured value(Scaled) (value) 65 - 80
Measured value(Scaled) (value) 81 -96
Measured value(Scaled) (value) 97 - 104
Measured value(Scaled) (value) 105 - 112
Measured value(Scaled) (value) 113 - 113
Measured value(Scaled) (value) 114 - 114
Measured value(Scaled) (value) 115 - 122
Measured value(Scaled) (value) 123 - 130
Integrated totals (value) 131-132
Integrated totals (value) 133 - 134
135-136
137-138
139 - 140

Integrated lotals (value)
Integrated totals (value)
Integrated totals (value)

Integrated totals (value) 141 - 142

Internal Address Data Size

0

260
268
276
284
292
300

31
63

-95

127
159
191

- 207
223

225
227

243
- 259

267
275
283

299
307

32 bytes
32 bytes
32 bytes
32 byles
32 bytes
32 byles
16 bytes
16 bytes
2 bytes
2 bytes
16 bytes
16 bytes
8 bytes
8 bytes
8 bytes
8 bytes
8 bytes
& bytes

Name
ActEnelmp-ReaEnelmp
ActEnelmp-ReaEnelmp
ReaEneExp-AppEneExp
ReaEneExp-AppEneExp
ThiPhaSysVolt-ThiPhaSysCur
ThrPhaSysVolt-ThriPhaSysCur
CurL1-CurN
Curl1-CurN
Freq
Freq
Slave ID
Slave ID
ActPowlL1
ActPowl1
ReaPowl1
ReaPowl1
AppPowl1

AppPowlL1

Function Internal Address Quantity

3

Cow oW W W oW W W W W W W W W W W W

0
32
64
96
128
160
192

31
63

-95

127
159
191

32 bytes
32 bytes
32 bytes
32 byles
32 bytes
32 bytes
16 bytes
16 bytes
2 bytes
2 bytes
16 bytes
16 bytes
4 bytes
4 bytes
4 bytes
4 bytes
4 bytes
4 bytes

Figure 25. I/O Data Mapping.
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4.3.2 SYS600 Base and Communication System Configuration

The IEC 60870-5-104 master protocol is used in LAN and WAN networks to connect
central stations and substations to each other. In MicroSCADA the IEC 60870-5-
104 master protocol uses the Ethernet connection, whereas the IEC 60870-5-104
slave communicates with a master using the TCP/IP. Figure 26 shows an example

of how the IEC master sees the SCS as an IEC slave. /12/

EC | |
Master | NET unit || - | e system :
Upper Leve/

Commumicsiarn

IEC
Slave :
scs

Commumzalion

Fracess Units

Figure 26. The communication between SYS600 and SCS. /12/
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In SCADA, the base system and the communication system was configured to es-
tablish communication to the IEC 60870-5-104 slave device. The configuration was
made by using the System Configuration Tool. The configuration in SYS600 can be

divided into two parts:

e Base system configuration

e Communication system configuration. /12/
In SYS600 the IEC 60870-5-104 master protocol is implemented in the PC-NET soft-
ware. This means that the PC-NET unit communicates over an INTEGRATED link via

the Ethernet, as shown in Figure 27. /12/

# MAIN [101] - System Configuration Tool

Configuiation  Edit Object Communication Progrsm Options Tools Help

D8R &0B aid

MicioS CADA Corfiguration ] Awibute Tree |
oo Link 1 [L&N]

nk 2 [INTEGRA
| E-fl Hode 2 [NET)

=41, Line 1 [IEC 870-5-104 M] View All Attributes
-3 Station 2 [IEC] r -

. 21 £+ Basio Link Definition ttibutes
5 Station Type Definiions { s LT Link Type : "INTEGRATED"

i blanq 5C Start Command - "SChproghpe_netipe_nets. sne'
EHID Miscellaneous Link Attibutes
L0 O Comment Test - ™

Wigw: [l Atrbutes =

N o

ElEl

=
Figure 27. Link 2 (INTEGRATED).
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NET instance contains a set of system which specify the existence and the usage

of the communication line and the station object. In IEC 60870-5-104, there are

two kinds of addresses:

e Station address, which is a common address of an ASDU. There can be sev-

eral common addresses of an ASDU with the same link address.

e Signal address, which is an information object address. This address is

unique for each signal with the same common address of an ASDU. /12/

Figure 28 shows that the station object was named as Station 2 and it was con-

nected to Line 1.

#, MAIN [101] - System Configuration Tool

Configwation Edit Object Communication Program Options Took Help

O &08B ai

Fhea Link 1[LAN]
EHea Link 2 [NTEGRATED]
WEY [1iode 2 [NET)

| B, IEC 8705104 M]
| {3 Station 2[IEC]
G Station Type Definitions

([ MictoSCADA Contigurstion <] | Atribute Tres |

View: [l Atributes

_Q Wiew All Attributes

EH) Basic Nods Definition Attibutes
t-123) LI Link Nurnber : 2

L an¢ NN LA Nods Nams - “Moxs™
L an¢ NT Mods Typs: "NET"

123 AM Routing Nods : 0

123 54 Station Address - 2

B+ Functional $peciications

=123 TL Translation Limit: 10

123 LP Local Part : 2404

B System Message Attibutes

H 123 Ml Message Identiication : 6002
ir' 123 MS Message Application : 1

- ant Ul UAL Event Identification : "NET2"
U123 Ut User Activity - 1 - Enabled
B NET External Hods Attributes
| s NE NET Estemal Node Diefinition : VECTOR(250)
B NET Application Attibutes
113) 5 Application Definiion : VECTOR(250)
13) U Application Suspension Time ; VECTOR(250)
B3 S Application Fieply Wil Time : VECTOR(250)
0 Authertication Attibutes
a1t/ KS Key Storage File : "
EHL Mode Diagnostic Attributes

- 123 DI Disgnostic Interval [s]: 0
L-123 DT Diagnostic Timeout (s] : 60
EHI) Base System Dbjsct Naming Attibutes
- ¢ BN Base Systern Object Name - ™
b+ 480 BT Bisse Spstem (hisct Type - "NOD"
121 BM Base System Object Number : 2
EH{J) Miscellaneous Node Attibutes
-ypne, 04 Camment Tewt: ™'

123 SE Spstem Messags Enabled - 4 - System message generation enabled (snalog and binary status points updated]

‘ 123 DF Diagnostic Event from First Found @ 0 - System Event Mot Generated

Figure 28. Node 2 (NET).
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In SYS600 the communication system can be divided into two layers. These layers

have a specific functionality and a set of attributes. The possible layers are:

e Line layer

e Station layer. /12/

The line process of a NET unit performs the functions of the line layer. The purpose
of the IEC 60870-5-104 Line layer is to send and receive messages to/from devices
using the IEC 60870-5-104 protocol. Figure 29 shows the attributes that were used
to configure the IEC 60870-5-104 Master Line 1 in SYS600. /12/

3 MAIN [101] - System Configuration Tol

Configuation Edit Object Communication Progiam  Options Tools  Help

O8E &0R aid

[l Micio5CADA Confiuration -] | Awibute Tres |
Fhg Link 1 [L4H]

Ergs Link 2 [NTEGRATED]
{ Bl Nods 2[NET

Wi, [All Atribites

Ll

A\ View &l Attributes
B+ Basic Line Atiibutes
23] IU In Use <1 -In Use
{123 PO Protacal: 44 - IEC 8705104 M
L4123 PS Buffer Pool Size - 250
B+ Communication Control Attributes
-l23| Tl Timeout Length fs): 120
13| HT Connect Timeaut [ms] : 1500
=123 EM Enguiry Limit : O
| LD Local Address ™"
{123 OM Dperating Mode : 0
) Poling Atiibutes
Y123 PO Poling Delay [¢) 20
E+{) Frotocol Analpzer
:r-n—uc A0 Analyzer Dutput ™
123 AU Analyzer Usage : 3
2H0) System Message Handing
123 MI Message Identfication : 6201
{123 MS Message System : 1

G Station Type Defintions

N o

ElE

=

Figure 29. Line 1 (IEC 60870-5-104 Master).
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The base system sees each |IEC device as a station object that has been created to
a line of a NET unit. Each station works then as a protocol converter that converts
data between the internal protocol of SYS600 and the IEC 60870-5-104 protocol.
The station object takes care of the application level communication with the slave
device. Figure 30 shows the most important attributes that used for configuring

the IEC 60870-5-104 Station 2 in SYS600. /12/

# MAIN [101] - System Configuration Tool

Configuration  Edit Object Communication Program  Options  Tools  Help

O8R| &0B| AR

[ MicroSCaDa Configuration ] Awibute Tree |
e Link 1 [L&N]

6o Link 2 (NTEGRATED]
| Bl Node 2 NET]

View: [l Attibutes

Ll e

A\ View &1l Attibutes
H0 ) Basic Attibutes
=123 U Inlse: 1-InUse
=123 LI Line Number : 1
- 123 5A Station Address : 2
- 123 5L Station Address Length : 2 - Octets
- 123 IL Information Address Length : 2 - Octets
- 123 CL COT Info Length : 2- Octets
- 123 CA Command Address : 32000
02 18 Intemet Address - WECTOR([12)
-aEg 10 "192.168.127 264"
- g 2
-jaBg 3
-aae 4
-jaBg 5
-jaBg 6
-jamg 7
-jamg B
-jamg 9
- ame 10
- Al 11t
-{amg 120
~[sge 5T Station Type - "EC"
-123 ND MET MNode Number : 2
-#8¢ TT Translation Type : "EXTERMAL"
-123 TN Translated Objsct Number : 2
-123 TB Time Bias [min] : 0
-#8¢ TR Time Reference : "LOCAL" - Local Time of Base Spstem
- 123 AP Application Mumber : 0
~123 UM Uit Mumber : 0
s8¢ 5 Communication State : "MOME" - Mo communication
Mimoring Attribites
Redundancy Attributes
Device Reservation
Data Transmission Attributes
Communication Control Attibutes
System Messzage Handling
t-121 SE System Messages Enabled : 1 - Enabled
123 Ml Message Identificaion : 23002
[03) MS Message Application : VECTOR(1)
Base System Object Maming Attibutes
#6¢ BM Base Spstem Object Name - ™'
{28 BT Base Spstem Object Type: "STA"
t-1123 BM Base System Object Mumber : 2
# Miscellaneous Station Attibutes

G- TH-B-H-E

Figure 30. Station 2 (IEC).
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4.3.3 SNMP Engineering

SNMP is a protocol for managing and monitoring devices on the IP network. The
devices that supported SNMP were the MGate gateway and AFS675 switch. This
section gives an example of the configurations which establish the SNMP commu-
nication in MGate. The MGate supports the SNMP agent versions V1, V2c and V3
/6/. 1t was possible to adjust SNMP agent settings in MGate by following the path:
System Management > SNMP Agent. The used SNMP agent settings in MGate can

be seen in Figure 31.

A .
SNMP Agent Settings
|- Main Menu Configuration
Quick Setup SNMP
Overview
Contact name [MGate_5114_Test |
Basic Settings
Network Settings Read community string |pub||c |
Serial Settings Write community string |pnvate |
- Protocol Settings SNMP agent version V1, V2c v
- System Management Read-only username
Accessible IP List Read-only authentication mode Disable v/

Dos Defense Read-only password
System Log Settings
Read-only privacy mode Disable v
Auto Warning Settings
Read-only privacy

E-mail Alert
SNMP Trap Read/write username

Read/write authentication mode Disable v/
LLDP Settings Read/write password

- Misc. Settings Read/write privacy mode Disable \/

- Maintenance Readiwrite privacy
Certificate

- System Monitoring v m
Restart

Figure 31. SNMP Agent.

The objects are defined an a MIB, which provides a standard presentation of the
information /13/. The MGate has a built-in SNMP agent software that supports
RFC1213 MIB-1, as seen in Figure 32. /6/
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MGate 5114 SNMP Agents with MIB II and RS-232-Like Groups

RFC1213 MIB-II Supported SNMP Variables

System MIB Interfaces MIB IP MIB ICMP MIB
sysDescr ifNumber ipForwarding icmpInMsgs
sysObjectID ifindex ipDefaultTTL icmpInErrors
sysUpTime ifDescr ipInReceives icmpInDestUnreachs
sysContact ifType ipInHdrErrors icmpInTimeExcds
sysName ifMtu ipInAddrErrors icmpInParmProbs
sysLocaticn ifSpeed ipForwDatagrams icmpInSrcQuenchs
sysServices ifPhysAddress ipInUnknownProtos icmpInRedirects
ifAdminStatus ipInDiscards icmpInEchos
ifOperStatus ipInDelivers icmpInEchoReps
ifLastChange ipOutRequests icmpInTimestamps
ifInOctets ipOutDiscards icmpTimestampReps
ifiInUcastPkts ipOutNoRoutes icmpInAddrMasks
ifInNUcastPkts ipReasmTimeout icmpInAddrMaskReps

Figure 32. RFC1213 MIB-Il Supported SNMP Variables in MGate. /6/

The MicroSCADA SNMP OPC Server uses the OID identification to request the in-
formation from the SNMP agent. The software named as SnmpB was used to dis-
cover the OID number. The OID is a number structure that is used to identify the
signal. In SnmpB, the network was scanned on a given IP-range. After the SNMP
agent MGate_5114 Test was discovered, it was added to the Remote SNMP Agent
list. The OID of the MGate’s Ethernet port link status was found in IfOperStatus,
as shown in Figure 33. After the Walk function was done, the Query Results sub-

windows gave the stats of Ethernet ports 1 and 2. /13/
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=5 SnmpB
File Toocls Options Help

Tree Modules Editor Discovery Traps Graphs Log
Remote SMMP Agent
MGate_5114 Test

MIE Tree
v @ interfaces
&g ifNumber
v & ifTable
~ & ifEntry
A iflndex
& ifDescr
& ifType
A ifMtu
& ifSpeed
& ifPhysAddress
& ifAdminStatus
& ifOperStatus
&' ifLastChange
Node Info
Oid: ______[1.35.121332 13|
‘Composed Type:Enumeration
Base Type: ENUM
Status: current
Access: read-only
Kind: Column
[SMI Type: OBJECT-TYPE
Value List up (1)
down (2)
testing (3)

unknown (4)

dormant (5)

notPresent (6)

owerLayerDown (7)

Module: IF-MIB

Description: The current operational state of the interface. The

testing(3) state indicates that no operational packets can

be passed. If ifadminStatus is down(2) then ifOperStatus

should be down(Z). IfifadminStatus is changed to up(1)

then ifOperStatus should change to up(1) if the interface is

ready to transmit and receive network traffic; it should

change to dormant(5) if the interface is waiting for

external actions (such as a serial line waiting for an
ncoming connection); it should remain in the down(2) state
f and only if there is a fault that prevents it from going

to the up(1) state; it should remain in the notPresent{s)

state if the interface has missing (typically, hardware)
omponents.

—— |

Query Results

——SMMP guery started-—
1: ifOperStatus.1 up(1)
2: if0perStatus.2 up(l

Figure 33. MIB Tree in SnmpB.

A new project was created in the Communication Engineering Tool. OPC Server for
SNMP (OPCS1), Subnetwork (Subnet1) and SNMP IED objects (MGate and AFS675)
were added under the Computer Node. After the LD was added to tree, the INS
data objects were created under the LLNO. These were named as Port01 and
Port02. In the Object Properties windows, the last digit was added in Object Iden-

tifier to point to a specific port, as seen in Figure 34. /13/



;' Local Server\Thesis - CET for IEC61850 OPC Server 32-bit
File Edit View Tools Window Help
DwH| s &BeEE=E

Object Types + 7 x| |Project Explorer 2 x
Event Classes 2| Communication |
Communication #|| B @ Thesis
Data objects 2 = puter Nods
2 Process Event Definfions
GOOSE A Communication Diagnostic Evert Defintions
IEC61850 2 Common Evert Settings
== N ~ B seale Detrns
SNMP 2 & Fh Subnet]
555 A G- 8 MGate
i B~ L
£ LN LLND.
s [
H s Port02
-8 AFSETS
& L0 LD
£ LN LLND
Loms Por01
s Por02
s Por03

Figure 34. CET for IEC61850 OPC Server (Object Properties of the Port01).

=
~ [000] Appearance

Caption Port01

Description Integer status
v [010] Basic

Common Data Class INS
= —

IObed \dertiier 13612122181 ]

W larm rent

Indication Event
v [050] Scale and Unit
Scale

Caption
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In the SNMP OPC DA Client Configuration Tool, the stations 203 and 204 were cre-

ated under the CPl Node. The connected OPC items were added under the

Group_1 and Ground_2, as Figure 35 presents. After the configuration, the config-

uration file was named as SNMP.ini and saved to a specific path.
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7. SNMP - OPC Configuration Tool
File Edit View Help

DEd s BE 7 0

=1 Avalatle kems Connectsd kems

o8l STA_(203) Name Requested Data Type | MS Object Type STA | Address ¥ Group

6] Group_1 (1) Subnet 1\MGate\Aftributes* Device connection status IN: Single Indication ~ STA_(203)  IN: 0:0 Group_1

{1} SubnetT\MGate\Attributes\Device connection status | () Subnet 1\MGate\LD\LLNOPort01stVal IN: Double Indication ~ STA_(203)  IN: 1:0 Group_1

() SubnetT\MGate\LD\LLNO\Port0 T\stVal (1) Subnet 1\MGate’\LDALLNO\Port 02'st Val IN: Double Indication ~ STA_(203)  IN: 1:2 Group_1

() SubnetT\MGate\LD\LLNO\PortD2\stVal (1) Subnet 1\AFS675\Attributes' Device connection status IN: Single Indication ~ STA_(204)  IN: 00 Group_2

-6 STA_(204) (1) Subnet 1\AFS675\LDNLLNO\Port0T\stVal IN: Double Indication ~ STA_(204)  IN: 1:0 Group_2

&[G Group 2 (1) Subnet 1"AFS675\LDNLLNO\Port 02\t Val IN: Double Indication ~ STA_(204)  IN: 1:2 Group_2

(T SubnetT\AFSET5\Attributes\Device connection status | (I Subnet \AFSE76\LD'LLND\Port03'stVal IN: Double Indication ~ STA_(204)  IN: 1:4 Group_2

@ Subnet\AFSETI\LD\LLNO\Port0T\stVal
@ SubnetTVAFSE73\LD\LLNC\Port02\stVal
@ SubnetT\AFSE73\LD\LLND\Port03\stVal

Figure 35. SNMP OPC DA Client Configuration Tool (Connected OPC items).

In the SYS600 System Configuration Tool the Node 3 (IEC61850) was created under
the Link 1 (LAN). As seen in Figure 36, the added stations were the same ones as
the earlier created stations 203 and 204 in SNMP OPC DA Client Configuration

Tool.



F3 MAIN [102] - System Configuration Teol
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[ | Atibute Tree ‘
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+-123 ND NET Mode Mumber @ 3
~an¢ TT Translation Type : "EXTERMAL"

@ Wi AN Attributes
{0 Station 204 [3P2) ‘Eﬁ ’ B
g Link 2[INTEGRATED] - s8¢ 5T Stalion Type : "SPe"
| & Hode 2[NET]

=123 TN Translated Object Number : 203

-123 TB Time Biaz [min): 0

+- s8¢ TR Time Reference : "UTC" - UTC Time:

- 123 AP Application Number : 0

=123 UN Unit Number : 0

486 C5 Communication State - "MOME" - No communication
0 Mirmoring Attributes

| MR Mirraring Fiole : "MONE® - Net participating in mirraring
HS Host Station: LISTI2]

5 Image Stations | VECTOR(10]

¢/ LP Load Control Policy : "DEFAULT" - Default Behaviour
(9] AE Analog Events : VECTOR(D)

HO ) Redundancy Attibutes

t-#8¢ R Redundancy Role : "MOME" - No Redundancy

Station Type Definitions

=123 PS5 Primary Station : 0
123/ 85 Secondary Station 0
- 123| PR Prefer Primary : 0- Do Not Prefer the Primaty Station [ or No Fedundancy)
123/ 45 Active Station : 0 - Mo Active Station [or Na Fredundancy)
U123 RS Prow Station : 0
) Base System Object Haming Atributes
~aae| BN Base System Object Name : ™'
nac| BT Base System Object Typs - "STA"
123/ M Base System Olbject Number : 203
400 Miscsllaneous Station Atributes
- ane| C3¢ Comment Tewt - ™"

-4t PF Past-processing Policy for Object Status 1

“DEFAULT" - Mo station specific policy has besn defined, the polisy of the spplication [APLBPF) is applied

<\ P Post-processing Policy for Object Status 2 "DEFAULT" - No station specific palicy has been defined, the policy of the application [4PL:BFF) is applied.
5M Topalagical State Mapping - LIST(4)

N o
ElEl

El

Figure 36. System Configuration Tool (Stations 203 and 204).

The command procedures in SYS600 were created to start and stop DA Client com-

munication. As shown in Figure 37, the configuration file SNMP.ini started auto-
matically after the SYS600 has started.



External OPC DA Client Control Panel

Instances |

1D | Configuration File | Trace Status
SHMP E:scisyslactivesys_\SMMP.ini Trace OFF

£

MNew...

Stop

Restart

Tracing and notification

Trace... Start Motify

Figure 37. External OPC DA Client Control Panel.

Close

i
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4.3.4 SYS600 Process Object Database

The process object database in SYS600 should contain a process object whose
value changes after the process data is received from the process device. The data
types and the addresses of the data points used by each process device needed to
be identified to create a process object database. The process objects were cre-
ated for stations 2, 203 and 204. Figure 38 presents the process object database
of the station 2. /12/

N [ o ] (0N [0BVEH ol ST
STAZBAYICTT 1 2 B 5TA2 BAYT  hdMST a
STAZBAYICTY il 2 100 STAZ BAYT  h4MST A
STAZBAYICTT 12 2 02 STAZ BAYT  MAMST A
STAZBAYICTT I 2 04 STAZ BAYT  MAMST A
STA2BAYIETT 3 2 4 ST42  BAY1 MaMsT
STA2BAYIETT 34 2 16 ST42  BAY1 MaMsT
STAZBATIETT 36 2 44 STAZ  BAYT MAMST
STAZBATIFTT 73 2 13 STAZ  BAYT MAMST W
STAZBATIFTT 7B 2 136 STAZ  BAYT MAMST WA
STAZBATTPTT 73 2 133 STA2  BAYT MaMsT var
STAZBAT1SLD 27 2 15 STA2  BAYT MaMsT
STAZBAYIVTY ] H 13 STAZ  BAYT  hid4MST Hz
STAZBAYIVTY 5 H 5 STAZ  BAYT  hid4MST v
STAZBAYIVTY 51 H n STAZ  BAYT  hidMS1 v
STAZBAYIVTT 5 2 72 STAZ BAYT  hi4MST v
STAZBAYIVI2 1% 2 74 STAZ BAYT  hi4MST v
STAZBAYIVI2 7 2 13 STAZ BAYT  MAMST v
STAZBAYIVI2 18 2 i STAZ BAYT  MAMST v
STA2BAY2CTT 10 2 106 ST42  BAY2 MaMs2 A
STA2BAY2CTT n 2 o8 ST42  BAY2 MaMs2 A
STA2BAY2CTT 12 2 110 ST42  BAY2 MaMs2 A
STAZBATZCTT 13 2 12 STA2  BAYZ MaMs2 A
STAZBATZETT 33 2 o STA2  BAYZ MaMs2
STAZBATZETT 34 2 32 STA2  BAYZ MaMs2
STAZBATZETT 35 2 B0 STA2  BAYZ MaMs2
STAZBATZPTT 73 2 132 STA2  BAYZ MamMs2 30
STAZBAYZPTY 7 H 13 STAZ  BAYZ  hdMS2 KA
STAZBAYZPTY 7 H 134 STAZ  BAYZ  hdMS2 var
STA2BAY2SLD 7 2 123 STAZ BAY2  hidMS2
STAZBAYZVTT 2 2 114 STAZ BAY2  hidMS2 Freau H
STAZBAYZVTT 50 2 8 STAZ BAYZ  MAMS2 Vokage U1 v
STAZBAYZVTT 51 2 % STAZ BAYZ  MAMS2 Vokage U2 v
STA2BAYZTT 52 2 88 ST42  BAY2 MaMS2 Voltage U3 v
STA2BAYZVT2 16 2 S0 ST42  BAY2 MaMs2 Voltage U12 v
STA2BAYZVT2 17 2 92 ST42  BAY2 MaMs2 Voltage U23 v
STAZBATZVTZ 18 2 54 STa2  BAYZ MaMs2 Voltage U1 v

Figure 38. The process object database of the station 2.

Figure 39 shows an example of the used process signal type of the station 2. The
other used process signal type was IEC analog input. The used process signal type

of the stations 203 and 204 was the IEC 61850 double indication.
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= MAIN [102] / STAZBAY1ET1(33] - Process Object (IEC/Pulse Counter) - >

|dentification

Cornrment Text [Cx): |

Object Text [0, T |.~'—‘«ctive energy - import Active energy - import

Object |dentifier [01): |ST!—\2 BAT1 M dtd51 J
OFC liem Mame (ON]: |

OPC Event Source [ES]: |

Operation State Process Signal Type

M InUse (Ul Swich State (5S); |2 - Automatic »| | N Station/Dbject: [IEC/Puise Counter -

Eunﬁgurable|Dynamic |.&IIAttributes |

AddlessBS|ScaIing |Alarms |Pu:-$t-F'rc-cessing |Events |Histc-r_l,l |F'rintu:-uts |Blocking Mizcellaneous |

Station Unit Mumber [UMN]: | 2 Clear Addrezzes

Addressing
Object Address (DAL | 4 DEC

Output Type (0T) |0 - Decimal j

Modfication Time T | 2021-02-22 16:47.02
Fetch
Fow | b ak. | Canhcel | Apply |

Figure 39. Example of the used process signal type of the station 2.
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4.3.5 Testing the Connection and Configuration

As seen in Figures 40 and 41, the Modbus RTU/ASCII Diagnostics and the IEC
60870-5-104 Server Diagnostics webpages in MGate provided the needed status
information. In these webpages it was possible to verify that the data or packet
counters were running and thus to make sure that the communications were run-
ning smoothly. These webpages can be founded, when following the path: System
Monitoring > Protocol Status >Modbus RTU/ASCII Diagnostics or IEC 60870-5-104

Server Diagnostics.

Modbus RTU/ASCII Diagnostics

M Auto refresh

Category Item Value
Modbus
Mode RTU Master
Sent request 188
Received valid responses 187
Received invalid responses 0
Received CRC/LRC errors 0
Received exceptions 0
Timeout 0
Senal Port

Port number
Break

Frame error
Panty error
Overrun error

(=Rl ==l

Figure 40. Modbus RTU Diagnostics.

IEC 60870-5-104 Server Diagnostics
[V Auto refresh

Server Statictics

Received Requests 3

8ent Non-spontaneous Responses 66

Sent Spontaneous Responses 89

Connected Client IP 192.168.127.251
Error Message OK

Figure 41. IEC 60870-5-104 Server Diagnostics.
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In the SYS600 System Configuration Tool, the diagnostic counter was indicating
the number of received and sent messages, when the communication between

the master and slave was running. Figure 42 presents the station 2 in online mode.

5“; MAIM [102] - System Configuration Teol

Configuation  Edit Object  Communication Frogram Options  Toals Help

O8E|& 3
;_! MicroSCADA Configuration J Attribute Tree | Diagnostic Counters
ke Link 1 [LAN]
i 3*' M rode 1 [UNKNDWHN] Index Diagrostic Counter Value
-l Mode 3 [IEC 51850] 1 Suspended 1]
(5 Station 203 [SPA] 2 Suspensions 1}
i L-{T) Station 204 [SPA] 3 Sent Data Messages 1}
|%j'b“‘e: Link. 2 [[NTEGRATED] 4 Sent Command Messages 2
i B'- Naode 2 [MET] 8 Sent Confirm Messages 1]
=1, Line 1 [IEC 870-5-104 ] B Received Data Messages 43
| B8 IStation 2 [IEC] 7 Received Command Messages 1}
' Station Type Definitions g Received Confirm Messages 3
3 Urknown Messages i
10 Received Too Long Messages 1}
1 Link Responze Timeouts 1}
12 TCP Connects o
13 TCP Accepts 1}
14 TCP Closes 1}
15 Application Response Timeouts 1}
=
B Reset Al

Figure 42. Station 2 in online mode.

In SYS600, the System Self Supervision display was created by using Display
Builder. Its purpose in the MicroSCADA system is to supervise and monitor the
system itself. The installation of System Self Supervision functionality was enabled
from the Tools menu of the System Configuration Tool. The supervised SNMP de-
vices were the MGate 5114 Series and AFS675 port statuses. As shown in Figure
43, the System Self Supervision display also contained the information of the sta-

tion 2 communication and process display devices measurement panels. Green
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colour in measurement panels, communication ports and station 2 indication

mean status ok. The communication of the station 2 was in running state. /14/

Station 2

% Station Supervision

Obiject identification:

Station 2
IEC

Main |
Attribute W alug
Station in use 1-Inlse
Status OK_STATUS
Station Type IEC
Station Mumber 2
Mode Murmber z
Communication State RUMNING
Comment Text

Figure 43. System Self Supervision (No malfunction situations).

Figure 44 shows that process object Active power L1 value was 1.52 kilowatts.



He MAIN [101] / STA2ZBAY1PT1(73] - Process Object (IEC/Analog Input) -
|dentific:ation
Comment Tesxt [CH]: |
Obiject Text (0%, T |Active power L1 Active power L1
Object |dentifier [O1]: |5T.&2 BAY1 h4h451 J

OFC ltem Mame [OM): |

OPC Event Source [ES): |

Operation State Process Signal Type

¥ InUse (U] Switch State [S5) |2 - Automatic j Station/Object: |[[EC/2nalog Input

Configurable | Dynamic |Allﬁttributes |

Object State |Value Histary | Alarm |

Object Value

Walug [Al): Time [RT.Rb]: Statuz [OS]): State [S=]):
InRaM: | 1.52 | 20210224 150834520 | 3 | Nomal
On Disk: | 0.00

Comrumication
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Blacked [BL): | Mo Reserved A [RA]: 0
Substituted [SB]: | Mo Reserved B [RE]: 1
Out of Range [OR): | Mo Cauze of Transmiszion [CT) | Unknown
Modification Time [£T): | 2021-02-24 10:44:39
Fetch
Fow. 4 [ J 0K Caticel | Apply

Figure 44. The value of the process object Active power L1.

Figure 45 shows the same measured value in M4M 20 Network analyzer slave 1.



58

AT DD

ol m
0.000..
0.000..

BACK

Figure 45. Active power L1 in M4M 20 Network analyzer slave 1.

As a conclusion we can state that MGate is also capable to read multiple Modbus

registers without any performance problems.
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4.4 MGate 5114 Series Performance in a Malfunction Situations

Typically, the infrastructure SCADA system includes a large numbers of various en-
ergy meters. Different types of the malfunction situations must be noticed and
informed to the SCADA system. When an error occurs in the SCADA system, finding
the root cause can be a difficult and complex task. The MGate provides different
types of useful troubleshooting tools, which are helpful in case of possible mal-
function situations. The following simulated malfunction situations are the typical

fault situations in infrastructure SCADA projects.

4.4.1 Malfunction Situation in M4M 20 Network Analyzer Slave 1

The first simulated test was the malfunction situation of the M4M 20 Network
analyzer slave 1. The aim of this section was to ensure that the performance of the
data collection of the remaining analyzer is not be disturbed even if the other an-
alyzer communication fails due to power error. Figure 46 presents the System Self
Supervision display when the M4M 20 slave 1 is not responding and thus its meas-
urement statuses are in unknown state. Otherwise the statuses of the system are

in ok status.
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Figure 46. System Self Supervision (M4M 20 slave 1 is not responding).

The Alarm Display in SYS600 shows a summary of the present alarm situation of
the supervised system. As shown in Figure 47, the device M4MS1 indicated alarm
status. Usually, each alarm is presented as an alarm text row, which describes the
cause of the alarm in the process. In this case the alarm text row has a time stamp,

an object identification, an object text and text indicating the alarm status.
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PHELRGO- | FIDEREN.
#  Activation time (YT+YM) Station Bay Device Object Text Status
1 [2021-02-24 15:23:19.520 STA2 BAY1 M4MS1 Slave ID 1 Alarm

Figure 47. Alarm Display (M4M 20 slave 1 is not responding).

As shown in Figure 48, the diagnostics webpage in MGate provides status infor-
mation for IEC 60870-5-104 troubleshooting. MGate uses the flag capability to in-
dicate the state of the object point status. The Modbus commands in M4M 20
slave 1 failed due to communication error, which was caused by the loss of power.
The IOA objects flags of the M4M 20 slave 1 turned from “VALID” to “INVALID”.
This webpage can be found by following the path: System Monitoring > Protocol

Status > IEC 60870-5-104 Server Diagnostics.
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M/ Auto refresh

Server Statictics

Received Requests

Sent Non-spontaneous Responses
Sent Spontaneous Responses
Connected Client IP

Error Message

Point Information

IEC 60870-5-104 Server Diagnostics

3

66

89

192 168.127 251
OK

Measured Value(Scaled) v

I0A Value Flags Timestamp (Local Time) Point Status Time Updated (Local Time)
1 0 INVALID 2021-02-24 15:23:16 Timeout 2021-02-24 15:23:37

2 0 INVALID 2021-02-24 15:23:16 Timeout 2021-02-24 15:23:37

3 0 INVALID 2021-02-24 15:23:16 Timeout 2021-02-24 15:23:37

4 1134 INVALID 2021-02-24 15:23:16 Timeout 2021-02-24 15:23:37

Figure 48. IEC 60870-5-104 Server Diagnostics (Flags are turned INVALID).

As a conclusion of the first simulated fault situation we can state that the perfor-

mance of the data collection of the remaining analyzer continues even if the other

analyzer was not responding. The unnormal operation of the M4M 20 slave 1 was

seen in System Self Supervision display and informed to the Alarm Display in

SYS600. The malfunction of the other analyzer was also seen in MGate’s diagnos-

tics tool.
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4.4.2 Malfunction Situation in Both M4M 20 Network Analyzers

The second simulated test was the malfunction situation, when the both M4M 20
Network analyzer slaves were powered off. The aim of this section was to ensure
that the MGate continues to respond to SCADA and its normal operation is not
disturbed even if the communication of the analyzers fails due to power error.
Figure 49 presents the System Self Supervision display when the M4M 20 slaves
are not responding and thus the measurement statuses of the analyzers are in

unknown state. Otherwise the system is in ok status.

Figure 49. System Self Supervision (M4M 20 slaves are not responding).
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The devices M4MS1 and M4MS2 indicated the alarm status, as presented in Figure

ftHELCRS-||Z2TDEEDBEMN-
#  Activation time (YT+YM) Station Bay Device Object Text Status
1 | 2021-02-24 15:44:00.520 STA2 BAY1 WMAMS1 Slave ID 1 Alarm
2 | 2021-02-24 15:44:00.520 STA2 BAY2 W4MSs2 Slave ID 2 Alarm

Figure 50. Alarm Display (M4M 20 slaves are not responding).

MGate has built-in traffic monitoring that provides comprehensive information of
all the raw data. That helps the user to identify the problem quickly and easily. The
traffic log can be viewed in the popular troubleshooting tool Wireshark. In the
traffic monitoring tool the user can export the PCAP file so that it is possible to
import data into a Wireshark tool, based on Ethernet and serial troubleshooting
demands. It is also possible to export the traffic log as a TXT file and then viewed
in Notepad or similar type of text editor program. Figure 51 presents the Modbus
RTU/ASCII Traffic webpage, when the maximum retry value was 1 and response

timeout was 5000 milliseconds. /11/
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Modbus RTU/ASCII Traffic

[] Auto scroll
Stop | Export TXT File | \ Export PCAP File Ready to capture.
No. Time Send/Receive SlaveID  Function Code @ Data

1 4.133 Send 1 3 0103 5B 32000136 E1

2 9.134 Send 2 3 02 03 5B 32 00 01 36 D2

3 14.134 Send 2 3 02 03 5B 32 00 01 36 D2

4 19.134 Send 1 3 01035B1A 001076 ES

5 24134 Send 1 3 01035B1A001076 E5 7.
6 29133 Send 2 3 02035B 1A 001076 D6

7 34134 Send 2 3 02035B1A001076 06 1.
8 39.133 Send 1 3 0103 50 00 00 10 55 06

9 44133 Send 1 3 0103 50 00 00 10 55 06

10 49133 Send 2 3 02 03 50 0000 10 55 35

11 54133 Send 2 3 02 03 50 0000105535

12 59.134 Send 1 3 010389 1100 08 3E 55

13 64.133 Send 1 3 010389 1100 08 3E 55

Figure 51. Traffic (Maximum retry=1, response timeout=5000 milliseconds).

As a conclusion of the second simulated fault situation we can state that the
MGate continues to respond to the SCADA and its normal operation is not dis-
turbed even if the M4M 20 slaves are not responding. The unnormal operation of
the analyzers was informed to the SCADA and it was also seen in MGate's traffic

monitoring tool.
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4.4.3 Malfunction Situation in MGate 5114 Series

The third simulated situation was the malfunction of the MGate 5114 Series. The
aim of this section was to ensure that the unnormal situation of the MGate is in-
formed to the SCADA and it also activates the suitable alarms. When MGate was
powered off, this caused different types of alarms. As seen in Figure 52, the ports
P1 and P2 are in alarm state, whereas the ports E1 and E2 are in unknown state.
The communication state of the station 2 is in suspended state. The measurement

panels of the field devices are in unknown state.

Station 2 ﬂ 2 Station Supenvision
Object identification:

Station 2
IEC

Main
ttribute value =
Station in use ToinUse

Status ICCC_DEVICE_SUSF
Station Type IEC
Station Number 2
Mode Mumber 2
SUSPENDED

Figure 52. System Self Supervision (MGate 5114 Series is not responding).

Figure 53 presents the alarms, which were activated when the MGate was pow-

ered off.
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EBHECRZO-(FITDEDBEMN.
#  Activation time (YT+YM) Station Bay Device Object Text Status
1 | 2021-02-25 15:36:28 458 NCC 1 Station 2 Status of station 2 High alarm
2 | 2021-02-25 15:36:26.458 MCC A Station 2 Connection to the station lost Alarm
3 [2021-02-25 15:36:28.458 NCC 1 Station 2 Status of station 2 [BI] Alarm
4 | 2021-02-25 15:36:28.458 NCC 1 Line 1 Status of line 1 (Mode 2) [BI] Alarm
5 | 2021-02-25 15:36:28 458 NCC 1 Station 2 Device suspended [135863] Alarm
6 | 2021-02-25 15:36:13.669 333 3338 AFS AFS Port02 Alarm
7| 2021-02-25 15:36:13.889 558 S88 AFS AFS Port01 Alarm
8 | 2021-02-25 15:36:13.673 NCC 1 Station 203 Device suspended [13251] Alarm
9 [2021-02-25 15:36:13.658 MNCC A Station 203 Connection to the station lost Alarm
10 | 2021-02-25 15:36:13.858 NCC 1 Station 203 Status of station 203 [BI] Alarm
11 | 2021-02-25 15:36:13.858 NCC 1 Station 203 Status of station 203 High alarm

Figure 53. Alarm Display (MGate 5114 Series is not responding).

As a conclusion of the third simulated fault situation, we that can state that the

malfunction situation of the MGate was informed to the SCADA system and the

needed alarms were activated. The use of the MGate’s troubleshooting tools was

not possible due to fact that the connection to the web console was lost.
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4.4.4 Malfunction Situation of the IEC 60870-5-104 Primary Line

The fourth and the last simulated situation was the malfunction of the IEC 60870-
5-104 primary line. The aim of this section was to verify that the connection is
transferred to the IEC-60870-5-104 secondary line after the primary line was dis-
connected. This should be possible with minimal connection timeout. Figure 54
shows that the alarms of the ports P1 and E1 were activated, when the communi-

cation of the IEC 104 primary line failed.

[T 11 #8 station Supervision

Object identification:

Station 2
IEC

Main

Attribte: Walue
Station in uze T-InUse
Status OK_STATUS
Station Type IEC
Station Number 2
Node Number 2

RUNNING

Figure 54. System Self Supervision (IEC 60870-5-104 Primary Line Failed).
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In addition, the minimal timeout caused a few station 203 alarms as seen in Figure

55.
CHE DRSO | FTIODEREN-
#  Activation time (YT+YM) Station Bay Device Object Text Status
1 | 2021-02-25 15:54:44 573 888 885 MGATE Ethernet Port01 Alarm
2 | 2021-02-25 15:54:358.212 555 585 AFS AFS Port01 Alarm
3 | 2021-02-25 15:64:20.369 NCC 1 Station 203 Device suspended [13251] Alarm
4 | 2021-02-25 15:54:20.369 NCC 1 Station 203 Connection to the station lost Alarm

Figure 55. Alarm Display (IEC 60870-5-104 Primary Line Failed).

As a conclusion of the fourth simulated fault situation, we state that the MGate
can operate almost normally when the connection of the IEC 104 primary line
failed. The communication was transferred to the remaining IEC 104 secondary

line with minimal connection timeout.
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5 CONCLUSIONS

This thesis gives an overall picture of how to configure the MGate 5114 Series
gateway device by using the Moxa dedicated tool and a practical example of how

to establish the system with MicroSCADA, including database and communication.

The other aim of this thesis was to find out more information about the energy
metering applications and this purpose was met in this thesis. The used M4M 20
Network analyzers is one of the examples of used energy metering devices in in-
frastructure SCADA projects. The test results show that this kinds of analyzers are

capable to interface with MicroSCADA.

One of the best features in MGate is that it provides a useful configuration tool.
The gateway device provides various troubleshooting tools, which are helpful in
case of a possible malfunction situation of the system. The automatic mapping
arrangement makes engineers’ work easier. The addresses should be double-
checked that they are mapped right in cases where the automatic mapping ar-
rangement is used. The performance of the MGate is reliable when reading single
or multiple type of Modbus registers. Based on the testing results of this thesis,
the MGate has the needed performance and reasonable features so that it is pos-

sible to use the gateway device in the future infrastructure SCADA projects.

It would have been interesting to test performance of MGate in a larger system,
but due to the given scope of this thesis and test environment limits, it was not
possible. The performance of the gateway device in part of a system, where there
are multiple and different types of energy meters would be ideal to test in future.

This could be a possible topic for a thesis in the future.
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