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The aim of this thesis was to study the self-supervision of a protection relay. This
thesis does not include making any changes in the self-supervision, only to study
the current implementation and document it. This thesis can be separated to three
general parts:

The first part of this thesis focused on general principals of embedded device self-
supervision and a comparison of self-supervision documentation from different
manufacturers of protection relays. This is done based on free documentation
found on the manufacturers’ websites. The products were chosen based on their
similarity to protection relay being studied.

The second part focused on the current implementation of self-supervision. Gen-
eral principals, self-supervision states and actions were studied. Some IRF codes
of interest were also given a closer look. The study was done on protection relay
code base as it was in March 2021.

The final part focused on future of self-supervision and ideas of changes in its im-
plementation. These changes are only discussed on idea-level and their possible
implementation is not part of this thesis.
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1 INTRODUCTION

This thesis was made for ABB Oy, Distribution Solution unit. It is made to study the

self-supervision of a protection relay.

Most modern protection relays have at least some forms of self-supervision. In
case of an inner fault of the device, the self-supervision activates and initiates pre-
defined actions. These actions can vary from info messages on the device screen

to full lockdown of the device.

The aim of this thesis was to study the current self-supervision implementation of
a protection relay, to understand its current functionalities and actions. This doc-
ument can then be used as a reference in the future when self-supervision of a

new product is being designed.

This thesis was written during spring and early summer of 2021. Due to some ma-
terial being confidential and intellectual property of ABB, the public version of this

document will not contain such material.



2 GENERAL IDEAS OF EMBEDDED DEVICE SELF-SUPERVISION

The general purpose of self-supervision in an embedded system is to ensure that
the main functionality of the device can always be executed as reliable as possible
when the device is in use. In case of protection relays this means to provide disturb
free distribution of electricity which includes operating the circuit breaker when

needed.

Self-supervision should be designed in a way that the device is as fault tolerant as
possible. This means that faults need to be categorized in some way, for example
as critical and non-critical faults. When a non-critical fault is detected by self-su-
pervision the main functionalities of the device do not need to be stopped. If the
detected fault is critical, the device and possibly the whole system or process, must
be able to fail in a safe way. Of course, on a process level design, a critical process
should never need to be stopped in case of a single device failure, but rather have

a redundant system for back-up.

Considering microcontroller-based protection relays, the things to supervise are
the microcontroller itself and the volatile and non-volatile memories it uses, trip
outputs and measuring functionality. With modular relays the existence of correct

extension modules needs to be supervised.

Software in embedded devices, including protection relays, keeps on growing in
complexity and this of course keeps increasing the possibility of something going
wrong. Software needs to be robust and designed in a way that it minimizes the
likelihood of failures, detect impending failures and prevent them if possible. In

case of a failure software must also be able to recover from that condition.

The next sub-chapters introduce methods for supervising both the hardware and

software of embedded devices.



2.1 Power-On Self Tests (POST)

POST means tests that are run when the system is powered on. In order for the
device main application to start normally all of these tests need to pass. These
tests naturally increase the time from power-on to the main application running
but are very important since power-on process is one of the hotspots for failures

to happen and often the device can process-wise fail safely during start-up.

Regarding protection relays the system start-up time is not so critical, since it is
not expected to restart after it is commissioned on site, allowing POST to be com-
prehensive. This does not mean that POST should not be optimized to be as fast

as possible and to make the system start-up as fast as possible.

The following are examples of test to be done during POST.

2.1.1 CPU, Register, Interrupt and Exception Test

Often the first test done in POST is the CPU test. This test checks the internal work-
ing of the CPU and is done by executing processor instructions and verifying the

output. During this also all processor registers are tested.

Interrupt and exception processing are tested by creating conditions in which said
handlers should activate. For example, a timer interrupt can be enabled that acti-
vates a flag that the test can read to verify that the interrupt handler functioned
correctly. The exception handler functionality can be checked by creating excep-
tion conditions, such as divide by zero, and verifying that control has been trans-

ferred to the exception handler.

2.1.2 RAM Test

Testing the device Random Access Memory at power-on is a good practice since
memory is most likely to fail at the start-up, so testing it before use is sensible. In
addition, virtually nothing is yet written into the memory so the whole address

space can be tested without it causing issues.



At the device start-up, it is a good practice to check memory for three type of

faults:

Address bus fault

- Not all addresses can be accessed for example due to stuck bits on the
address bus. Addresses have crosstalk, meaning writing one address
unwantedly affects other address or addresses.

Data bus fault

- Not all bits on the data bus are writable and readable, due to bits stuck
on either 0 or 1. Results in wrong data written to or read from an ad-
dress.

Data loss

- Data and address bus are fine, but data is lost a while later. Implicates

a fault in the memory cell itself.

For all these faults a one simple test called March Test gives quite a good coverage.

The test is as follows:

Initializing: Write a 0 in all memory locations on the board.

Marching Ones: Repeat the following steps starting from the lowest ad-

dress until the highest address is reached:

e Check if the content of the memory is zero

e Write a 1in the bit O position

e Readthe memory location to confirm that the bit has been written suc-
cessfully

e Repeat the above steps until a 1 has been written in all bits of that lo-
cation

Marching Zeros: Repeat the following steps starting from the highest ad-

dress until the lowest address is reached:

e Check if the content of the memory is OxFF (i.e. all bits are still set as
one after the one march)

e Write a 0 in the bit 0 position



e Read the memory location to confirm that the bit has been written suc-
cessfully
e Repeat the above steps until a 0 has been written in all bits of that lo-

cation /8/

2.1.3 Extension Module/Device/Card/Peripheral -Existence test

If the embedded device is modular and requires some or all modules to be at-
tached at start-up, the existence of these modules needs to be verified during

POST.

One way of doing this is by requiring the extension modules to have a form of non-
volatile read-only memory in them. For example, an EEPROM component. This
read-only memory is programmed by the manufacturer and contains data with
what the extension module can be identified and verified by the device. During
POST the device can read this content or parts of it and verify the existence of the
extension module, for example, by comparing the read data or a checksum calcu-

lated from it to a pre-defined value in the device.

2.2 Runtime Tests

With most embedded devices the self-supervision keeps on monitoring the oper-
ation of the device during its whole runtime. Tests done during runtime are usually
different from tests done in POST, since now the main application is running and
should always have the top priority. Meaning, that self-supervision tests need to

use as little processor time as possible during runtime.

What sort of tests to run depends on the main functionality of the device. With

protection relays the following should be considered.

2.2.1 Trip Output Tests

A very important feature of a protection relay is the ability to operate a circuit

breaker. This is usually done via the use of an output, for example in form of an



output relay. The functionality of these kinds of outputs needs to be checked pe-

riodically to ensure that when needed they can be operated.

Of course, the test itself cannot change the physical state of the output, since this
could cause a false trip, which in return can cause unnecessary break in electricity
distribution. Because of this the circuitry around the output needs to be designed
in a way that only a feedback can be read from the output during the test without

changing the actual output state.

2.2.2 Measurement Functionality Supervision

The ability to measure analog currents and voltages is another key function of a
protection relay. The measurement accuracy is important, but very difficult to su-
pervise. If the measured value is realistic but incorrect, the relay cannot really

know this.

Therefore, the measurement supervision should be focused to measurements that
are unrealistic. Somewhere along the line the analog values have to be converted
to digital values with an ADC. The digital output values of the ADC are the ones to
supervise, since these values can be unrealistic and cannot be input from the ana-

log side.

2.2.3 Runtime RAM Test

Testing the functionality of RAM during runtime is different than during POST since
now the main application is using the memory. Testing the RAM functionality is
still important since failures of the memory can cause theoretically any kind of

problem.

During runtime the test should reserve a fixed amount of memory to test every
time the test is run. The reserved memory needs to be free, meaning the RAM test
can never overrun the main application. If there is no free memory to test, the test
is skipped. The test function should be simple and executed as fast as possible. For

example, write a number of bytes with a fixed value, read the bytes and confirm



that the operation was successful. Keep on looping this until the whole reserved
amount of memory is tested. Free the memory once test sequence is completed.

/12/

2.2.4 Runtime Extension Module Existence Test

The runtime extension module existence test is similar to existence test done in
POST, but this time checksum calculations should not be done in order to keep the
test execution time as fast as possible. Rather it should be reading some specific
data from the extension module memory and comparing this to the data that was
read during POST. This way it can be verified that the extension module is still at-

tached and functioning.

2.3 Watchdog

Supervising the device software can be a very complex process. One way to do this
is by using a watchdog to make sure that the software does not spend unaccepta-
bly long time in one function, or in the worst case get stuck forever in one. A basic
functionality of a watchdog is a timer which needs to be refreshed before it runs

to zero, otherwise the watchdog will activate and initiate a microprocessor reset.

The watchdog should be initiated during the POST and kept on during the device
runtime. In general, there are two types of watchdogs, a software watchdog and

an external watchdog.

2.3.1 Software Watchdog

The software watchdog is basically a high priority function which is initiated at the
device start-up and runs with the main application. It can be a timer interrupt
which needs to be refreshed before it runs to zero. This way the execution time of
other functions can be kept in check, and that software does not get stuck in a

function. If the timer runs to zero, a microcontroller reset is initiated.



A problem with the software watchdog is that if the microcontroller completely
dies, the software watchdog cannot initiate a reboot. The software watchdog is
more practical when used in testing the software design and functions to make

them pass required execution times.

2.3.2 External Watchdog

The external watchdogis an independent component involved in the CPU circuitry.
The component is basically an external timer that needs to be refreshed by a signal
coming from the microcontroller. The watchdog component has an output pin
connected to the reset pin of the CPU and if the timer runs to zero, reset is initi-

ated.

The advantage of external watchdog is that it supervises both the software and
the microcontroller hardware and in case of a microcontroller fault, forces a reset
on it. One example of an external watchdog is from manufacturer Maxim Inte-

grated MAX823 5-pin component:

VoC

N MAX823 - 30T23-5

Figure 1. Maxim Integrated MAX823 external watchdog component./9/



2.4 Self-supervision Actions when Fault Detected

2.4.1 During POST

If a fault is detected during POST the first logical action would be to reset the de-
vice and try the start-up process again. Since tests done on start-up are usually on
components and functions that are critical to the operation of the device, it is im-
portant for POST to pass. Of course, if the fault is permanent and POST can never
pass, the device should not end up in a boot loop but try X number of times before

going in to a fault-mode, where user actions are required.

Usually if the device goes through POST, it is either the commissioning of the de-
vice, manually initiated reboot or that something has gone wrong that caused the
device to restart during runtime. Therefore, it is not that critical to get the device
back up and running as fast as possible, but rather as reliable as possible. Naturally

the faster the better.

All faults encountered during POST should be logged to a non-volatile memory on

the device if possible.

2.4.2 During Runtime

When a fault is detected during runtime there should be at least two options for

self-supervision actions depending on whether the fault is critical or not-so critical.

When the self-supervision detects a fault categorized as non-critical, the first ac-
tion should not be something that affects the main functionality of the device, but
perhaps a warning or even just a notification. If the same fault gets detected re-
peatedly, then some harder actions could be done. For example, a restart or even

going to a “safe” mode where the device main functionality is crippled or disabled.

In case of critical faults, immediate repair actions should be taken since the correct

operation of the device cannot be guaranteed anymore. An immediate restart of



the device and if same the fault appears repeatedly then going to a fault-mode is

the only reasonable action left.

All faults detected during runtime should be logged to a non-volatile memory on

the device.
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3 COMPARISON OF PROTECTION RELAY SELF-SUPERVISION DOCU-
MENTATION

This part of this thesis focuses on studying documentation of self-supervision
properties of protection relays from multiple manufacturers. The products, from
other manufacturers than ABB, were chosen to be as similar as possible to ABB
tiger series products. This study is done purely based on documentation found
freely available on the manufacturers’ websites without physical access or practi-

cal experience with the devices, excluding ABB relays.
3.1 ABB

The product chosen from the manufacturer ABB was a feeder protection relay

REF615.

Figure 2. ABB feeder protection relay REF615. /1/

In 615 series 5.0 FP1, the following is documented about self-supervision in the

technical manual:

“The protection relay’s extensive self-supervision system continuously supervises
the software and electronics. It handles run-time fault situation and informs the

user about a fault via the LHMI and through the communication channels.”/1/
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Fault indications are separated to two types:

- Internal faults (IRF)

- Warnings

When IRF is detected the relay protection is disabled, the green Ready LED begins
to flash and self-supervision output contact is activated. An indication message
about the fault is displayed on the HMI with basic fault information, IRF code, date
and time. Different actions are taken depending on the severity of fault. The first
action is that the relay tries to eliminate the fault by restarting itself. If restarting
does not clear the fault the relay stays in IRF mode. All other output contacts are
released and locked during the internal fault. The protection relay continues to

perform internal tests during the fault situation.

If an internal fault disappears, the green Ready LED stops blinking, and the relay

returns to normal state.

The technical manual also includes a table of IRFs with their indications, fault codes

and additional information.

In case of a warning, the relay continues to operate normally except for those
functions possibly affected by the warning. The green Ready LED stays lit as during
normal operation. Warnings also have an HMI indication such as IRFs. The tech-

nical manual has a similar table for warnings as for IRFs.

In document 615 series 5.0 FP1 Operation manual there is also information of re-
lay self-supervision. It is similar to the documentation in the Technical manual with

some added guidelines to troubleshooting and corrective procedures.

3.2 Arcteq

The product chosen from the manufacturer Arcteq was feeder protection relay

AQ-F215.
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Figure 3. Arcteq feeder protection relay AQ-F215. /5/

Documentation found about the self-supervision of this relay was very little. From

the product’s instruction manual following can be found:

“When the unit is powered on, the green ‘Power’ LED is lit. When the red ‘Error’
LED is lit, the relay has an internal (hardware or software) error that affects the

operation of the unit.”/5/

The CPU module of the relay has a system fault output relay with changeover con-
tact with one circuit closed when there is a system fault, or the auxiliary voltage is
off. It is not documented if the fault state is always permanent or can it also be
temporal. The documentation does not say if the relay tries to recover from fault

states or what kind of user procedure should be done when fault state is active.
3.3 Siemens

The product chosen from the manufacturer Siemens was a Reyrolle-series over-

current protection relay 7SR51.
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Figure 4. Siemens Reyrolle-series protection relay 7SR51./3/

In the 7SR51 relay device manual not that much is said about device self-supervi-

sion but following can be found /3/:

The 7SR51 has three different types of restarts:

- Power on = Device is switched on by applying auxiliary supply voltage.
- Expected = User initiated restart for example to apply a change to device
configuration.

- Unexpected = Caused by device failure detection such as watchdog.

Here the focus will be on the unexpected restarts which are caused by failure de-
tection. In the manual, only a watchdog is mentioned as the self-supervision func-
tion causing unexpected restarts. How this watchdog is implemented is not docu-
mented. The self-supervision of the device seems to be built around these unex-
pected restarts, they are counted in a parameter called Unexpected restart count
which has a user-configurable cap, with default value being 3. The first unexpected
restart starts a timer called Unexpected restart period, which is also user-config-
urable, with default value being 1 hour. If the unexpected restart count exceeds
the set cap within the unexpected restart period, the device will prompt an error

message and enter locked-up mode. In this mode all the operation of indication
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LEDs, binary outputs, Human-Machine interface pushbuttons and data communi-
cations are disabled. Once locked-up mode has activated it is non-recoverable at

site and device must be returned for repair.

3.4 Schneider-VAMP

The product chosen from the manufacturer Schneider Electric (VAMP) was a

VAMP 321 arc-protection relay.

Figure 5. VAMP 321 arc-protection relay. /4/

VAMP 321 includes an arc self-supervision function, ASF for short. The purpose of
ASF is to indicate to the user when the equipment may not be fully functional and
user attention is demanded. ASF continuously monitors the device and cannot be
disabled. The self-supervision monitors I/O units, binary inputs and outputs, FPGA
configurations and auxiliary supply. The relay micro controller and the program
execution are supervised by means of a separate watchdog circuit. In an inopera-
ble situation the watchdog attempts to restart the micro controller. If the restart
is unsuccessful the watchdog issues a self-supervision signal indicating a perma-
nent internal condition. When a permanent fault is detected, all output relays are

locked except for self-supervision output relay and arc protection output relays.

When ASF detects a fault, it can have two different states:
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Permanent inoperative state

- If a permanent inoperative state has been detected, the device releases
self-supervision relay contact and status LED is set on. The HMI will display
a detected fault message. The permanent inoperative state is entered

when the device is not able to handle main functions.

Temporal inoperative state

- When ASF detects an inoperative state, a self-supervision signal is sent, and
an event is generated. In case the state is only temporary, an off event is

generated. This state can be reset via local HMI.

No conditions are documented that when the inoperative state becomes perma-

nent or are some types of faults instantly permanent.
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4 CONCLUSIONS

The aim of this thesis was to study the self-supervision of a protection relay. This
included studying general principals of embedded device self-supervision, study-
ing documentation of self-supervision from protection relay manufacturers and
finally studying and documenting the actual implementation of self-supervision in

a certain protection relay.

The documentation on protection relay self-supervision was found to be similar
between the manufacturers. Also, based on documentation, the effects of self-
supervision noticing a fault have similar features between the studied product

documentations.

The general principals of embedded device self-supervision are followed quite well
in the current implementation of the studied protection relay self-supervision.
Both the software and hardware are supervised at start-up and during runtime.
Faults detected in critical functions cause harder actions by self-supervision than

non-critical faults.
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