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To keep up with the challenges of modern threat environment, organizations have had to
rethink their cyber defensive strategies. Traditional perimeter-based defenses are unable
to meet the challenge provided by modern threat landscape. Threat actors have become
stealthier and more persistent, and the perimeter of the organization has also become less
concrete due more widely adapted cloud solutions, |oT and portable personal devices. Or-
ganizations are starting to adapt solutions like Zero Trust, but the obstacles provided by
the extra access controls are not all-encompassing solution to stop all breaches.

Security Operation Centers monitoring the organizations’ assets are also facing new chal-
lenges to produce quality detections for the increasingly advanced attacks. The volume of
data that needs to be processed is drastically increasing stretching the traditional automa-
tion and analysts’ capabilities to a point where the systems are being overwhelmed. User
and entity behavior and machine learning solutions aim to improve this aspect of cyber de-
fense by increasing the chances that compromised user accounts or devices are detected
in time by providing more effective processing of the organization’s security data.

Objective of the thesis was to create a process for deployment of user behavior analytics
to SIEM product for use in MSSP SOC. Important part of the process was to determine how
well the product can be customized for varying customer environments. Initial plan was to
test the system and process in a pilot deployment, but due to technical issues with the
product in test environment the installation was postponed and left out of the scope of the
thesis. The process for the deployment is planned to be used in future deployments for
other SOC customers. Key finding is that the product seems promising and customizable
for any environment, but without testing any conclusive statement of the benefits cannot
be said.
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1 Introduction

Organizations cyber defense strategies have had to adapt in recent years from con-
centrating only on the traditional perimeter based defensive systems, where the fo-
cus is to defend the border of the company from outside intrusion to models like
Zero Trust where the focus is shifted from the perimeter to identity verification of

every person and device attempting to access resources inside the network.

This is because the perimeter of a company has become less and less concrete due to
more widely adapted cloud solutions, 0T and portable personal devices. Users inter-
act with company data from external networks using laptops or smartphones and the
data and services are often in cloud services provided by third party vendors. (Wang

2017.)

According to IDG Security Priorities Study (2018, 5), only 13% of companies had
adapted Zero Trust model, but the adaption has greatly accelerated in the last few
years. In 2020 Okta surveyed over 500 security leaders and found that 40% of organi-
zations globally are working on Zero Trust initiatives. (The State of Zero Trust Security
in Global Organizations 2020.) But still today most companies are relying on the pe-
rimeter based defensive systems, and even if properly implemented, the Zero Trust
will not be an all-encompassing solution to stop all breaches (Carder 2019). The com-

promised user accounts still need to be detected.

The present-day reality is that most organizations’ computer systems are built in a
way that single compromised user account can lead to the compromise of the whole
organization’s IT infrastructure if not detected in time. Most of the recent large-scale
data breaches have started from a single compromised device or user account (Wang

2017).

One example of this is a story from CrowdStrike Cyber Intrusion Services Casebook
(2018, 11) where the whole EU infrastructure of an organization described as “ap-
parel manufacturer with a global presence” was compromised. This incident started
with one employee taking their laptop to a coffee shop and visiting a malicious URL

delivered by a phishing e-mail. This led to installation of Dridex banking trojan and



PowerShell Empire post-exploit toolkit. There were no indications of the initial com-
promise from the company’s security systems, as they relied on the host being inside
the company’s network. After the host was joined back in the company network it
was used as an entry point for lateral movement to other systems where the attack-
ers were able to steal more credentials and eventually gain access to Domain Con-

troller and business-critical backend servers.

The biggest weakness of most perimeter based defensive systems is that once the
perimeter has been breached it will be extremely hard to detect the malicious activ-
ity inside the network. Attackers leverage legitimate user and service accounts and
often use binaries that already exists in the target system in so called living-off-the-
land attacks. In many cases the attackers have been able to spend months in the
breached network before being noticed. (Kothari 2018.) In CrowdStrike Cyber Intru-
sion Services Casebook (2018, 6) it is stated that the average time the attackers were
able to spend inside the compromised organization before being detected was 85

days.

For organizations today some of the users or devices getting compromised is not a
guestion of "if", but rather "when". The question is then how to detect these com-
promised assets before they can cause further damage in the organization. (Wang

2017.)

UEBA solutions aim to improve this aspect of cyber defense by increasing the
changes that compromised user accounts, devices or other types of malicious insider
activity is detected in time. This is done by creating a baseline of the entity’s normal
behavior using machine learning and comparing future activities to this baseline by
applying various analytics ranging from traditional pattern-based rules to advanced
machine learning analytics. This will calculate a risk score for the entity and this accu-
mulated risk score can then be used to generate alerts to focus the investigation to

riskiest assets.

This thesis will examine the UEBA in the viewpoint of Security Operations Center.
One of the challenges SOCs face is the constant need to develop the detection meth-
ods for security incidents in continuously evolving threat landscape and the ever-in-

creasing amount of data that needs to be processed.



The raw log data ingested by SIEM is a prime example of streaming data that can
scale beyond the traditional automation and human analysts’ capabilities, stretching
them to a point where the systems are overwhelmed. (Tuor, Kaplan, Hutchinson,
Nichols & Robinson 2017.) Traditional pattern based SIEM rules have often a high

false-positive ratio leading to alert fatigue (Feng, Wu, Li & Kunkle 2017).

UEBA and ML are tools that aim to improve the automation of existing SIEM system
by providing more effective processing of the ingested log data to present the human
analysts more relevant alerts. The information contained in the alerts generated by
UEBA is also more comprehensive than that of a traditional SIEM correlation rule.
The alerts include graphs of the user’s past behavior and a collection of all the re-

lated anomalous events in a timeline to aid the analysis process.

2 Premise for the thesis

2.1 Employer

Assignment for the thesis was given by Nixu Oyj. Nixu is a cybersecurity services com-
pany located in northern Europe. Founded in 1988 in Helsinki, Nixu currently em-
ploys nearly 400 cybersecurity professionals and has market presence in Finland,
Sweden, Denmark, and Netherlands. In 2020 Nixu had a revenue of 53,3 million eu-

ros. (Nixu Corporation n.d.)

In 2015 the Nixu Cyber Defense Center (CDC) was founded. CDC offers the traditional
Cyber Operations Center (SOC) solutions with addition of complementary Managed

Security Service Provider (MSSP) services. (Nixu Corporation n.d.)

2.2 Objectives

Objective for the thesis was to create a process for deployment of user behavior ana-
lytics (UBA) to SIEM product for use in MSSP SOC. The SIEM product used for this is
IBM QRadar. The system was originally intended to be piloted in SIEM that is moni-
toring the employer’s own network and assets, but due to technical issues with the
product in test environment the schedule of the installation was postponed, and this

piloting phase was left out from the scope of this thesis.



The process for the deployment is planned to be used in future deployments for
other SOC customers. Important part of this process is to configure the system to
serve customer specific needs since monitored environments vary in the structure of
the network, assets, log data available for monitoring and the risk assessments of the

company.

The user behavior analytics is integrated to the SIEM using two additional applica-
tions: User Behavior Analytics (UBA) for QRadar and Machine Learning Analytics app,
which empowers the functionality of the former by enabling the use of advanced an-

alytics.

Part of the thesis is also determining the differences and advantages UEBA brings to
security monitoring in relation to traditional SIEM based monitoring without UEBA.
This includes looking into how the system can be used to improve detection capabili-
ties for existing use cases and what new use cases the system allows to monitor for

that is ineffective with traditional methods.

The desired outcome by employer for this system is to improve the detection of se-
curity incidents by more effective processing of the available log data. This includes
possibility to detect security incidents that might otherwise go unnoticed while po-
tentially lowering the false-positive ratios of existing SIEM deployments. Also, the

analysis process of security incidents related to user activity is expected to become
more thorough since the data is processed and presented to analysts in greater de-

tail.

3 Theory basis

3.1 Logdata

Log is a record of events that has occurred within the monitored system or environ-
ment. Log consists of log entries which each contain information about single event

that has taken place.
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Logs are generated by wide array of systems and devices in the network such as fire-
walls, antivirus software, Active Directory servers and operating systems of end-
points. These are just some examples, and basically all devices and applications in the
network generate some form of log entries; many of which contain information that

can be relevant in security viewpoint. (Kent & Souppaya 2006, 2-1)

Originally logs were mostly used for debugging purposes but have evolved to serve
various functions such as monitoring and optimizing system and network perfor-
mance, monitoring user activity and providing data for security incident investiga-

tions. (Kent & Souppaya 2006)

The types of a log records and the information they contain vary a lot depending on
the log source. Some of the log sources are specifically security oriented, for example
Intrusion Detection Systems (IDS) or logs of endpoint protection tools. Other type of
log sources that may not explicitly log security events can still contain information in
the events that is relevant for security monitoring as they enrich the insight to the
monitored environment and user activity. Examples of these could be switches and

wireless access points. (Kent & Souppaya 2006)

Some of the most common log types that are relevant to security monitoring are

coarsely:

e Antimalware software

e Firewall logs

e Logs from endpoints (e.g. EDR or Sysmon)

e Authentication server logs

e Directory server logs (i.e. Domain Controllers)

e DNSlogs

e  Web proxy

e Remote access software (e.g. VPN)

e Intrusion detection (IDS) and prevention (IPS) logs
e Logs from critical applications (specific to environment)
e Cloud service logs (e.g. Office 365)

As most of security monitoring depends on log entries generated within the moni-
tored environment, the same is true for the user behavior analytics. All the data of

the users’ actions will be based on the log entries available for the system.



When we are looking at security monitoring in SOC standpoint, the monitoring gen-
erally covers most of the organizations network and assets. As a SOC might monitor
large international companies with tens of thousands of assets, the log entries gener-
ated can reach extremely high numbers. The log velocity is often counted in Events
Per Second (EPS) which can range up to 10 000 or more for single large organizations

environment.

This amount of log entries is naturally too much for human analysts to go through
manually. For this the common solution is to use automation provided by SIEM sys-
tems to process the data in real time and generate alerts and reports for the ana-

lysts.

3.2 SIEM

Security information and event management (SIEM) is a software product that aims
to provide a comprehensive view into organization’s IT security by providing real-
time monitoring, alerting, reporting, and visualizing security related data. The basic
principle of the system is that relevant data about organization’s security is gener-
ated in multiple locations thorough the infrastructure and centralizing this data to
one point allows to see trends and more easily detect anomalous patterns. (Agrawal

& Makwana 2015, 1893-1894.)

SIEM combines the functions of security event management (SEM) and security in-
formation management (SIM) into one system. SEM consists of real-time monitoring,
correlation of events, alerting, console, and dashboard views. SIM is the process for
collecting the data to one centralized repository for trend analysis and reporting.

(Agrawal & Makwana 2015, 1894-1896.)

The main data used by SIEM is the log and flow events generated by devices in the
monitored environment. This often includes managed cloud services and Software as
a Services (SaaS) like Microsoft Office 365. Additionally, SIEM can use data from
other sources to support and enrich the detection capabilities and to provide contex-
tual information about the monitored assets. This can include vulnerability scanning
data, threat intelligence, and asset data of the monitored environment such as LDAP

data for information about the users and other Directory Services objects.
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Originally the Payment Card Industry Data Security Standard compliance drove the
rise in SIEM adoption in large enterprises, but the rising concern of advanced threats
facing companies today has led to increased deployment of SIEM products in wider
variety of organizations. (Security Information & Event Management (SIEM) Market:

Growth, Trends and Forecasts (2019-2024) - ResearchAndMarkets.com 2019.)

This is because traditional security controls such as firewalls and antivirus software
alone are not adequate at detecting or stopping the more advanced threats. In 76%
of organizations harmed by APT (Advanced Persistent Threat), antivirus software
alone was not enough to provide an obstacle for the attackers (Rot & Olszewski
2017, 115). With SIEM it is possible to correlate events from multiple log sources to

better detect more complex attack patterns.

3.2.1 Data aggregation and normalization

SIEM can collect data from various sources, such as servers, firewalls, IDS, and end-
point protection tools. Most devices and applications that generate logs can be made

to forward them to SIEM.

The log is usually forwarded to SIEM by log collectors. Log collectors are centralized
servers that receive the log from the devices in the network, for example via syslog
protocol. Linux and Unix based operating systems on network infrastructure like fire-
walls, routers and switches usually support syslog forwarding natively. Devices that
do not natively support log forwarding in the format required by the log collector can
have a log forwarding agent installed. Examples of log forwarding agents are Rsyslog
and Syslog-NG. (Todd, B 2017.) The log collector can also pre-process the data, for
example adding headers that include information about the device that generated

the log or filtering out unneeded information before it is forwarded to SIEM.

The traditional log collecting agents cannot be used for all log sources. Usually in
cases of managed cloud services and SaaS applications installing these agents is not
possible. Therefore, a direct integration using APl is needed. Support for the most
common services such as Office365 usually comes natively with the SIEM product.

(SIEM Architecture: Technology, Process and Data, N.d.)
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Logs from different products from different vendors can use varying formats in the
log messages. Log normalization means turning this data into consistent form by re-
ducing it to common event attributes. (Lane, A. 2010.) Most log sources include the
same base event attributes such as IP addresses, timestamp, username, and host-

name, but the format in the raw data can be very different.

The normalization is needed for SIEM products to process correlations and analytics
with the log data effectively. For example, if SIEM is made to alert of connections to
malicious destination domains, it needs to know which field in the log message pre-

sents the destination domain.

Part of the normalization also includes categorization and naming of events. This
means mapping the events into common taxonomy of high- and low-level categories
and giving the log message an event name. For successful logon message these could
be following respectively: “authentication”, “authentication success” and “An ac-
count was successfully logged on”. These categories can then be used in searches

and correlation rules without having to specify the log source or the exact events.

Most SIEM products can normalize generally used log formats by default and custom
parsers can be made to support the more exotic ones. The received log data can also
be enriched by information not contained in the log message. Example of this is geo-

location and registrar data of external IP addresses.

3.2.2 Log correlation and alerting

Log correlation is comparing different events to each other or to contextual data by
rule-based, statistical, or algorithmic methods. This can be done either in real-time or

for historical data. (Chuvakin, A. N.d.)

Vast majority of log events ingested by SIEM are records of normal user, application,
or operating system activity. Even if some of these events would be part of a security
incident, when viewing a single event alone this may not become apparent, but
when correlating with some other events can lead to an actionable indicator. Attacks
usually consist of sequence of events and the purpose of correlation rules is to detect

suspicious sequences that could indicate an attack.
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The most basic way a correlation rule is built in SIEM is by defining a condition using
basic logic operators and time or count constraints to normalized event attributes
and choosing a response when these conditions are met. The response can be for
example generating an alert or report for analysts to investigate or creating a new

event or state for further correlation.

Example of a simple correlation rule that attempts to alert of successful password

spraying attack could look something like this:

when more than 50 login failures are detected with different username
and same source IP followed by login success from the same source IP
in 30 minutes

Here the 7ogin failureand Jlogin success are normalized event categories and
source IPand username normalized event attributes. This would likely need to be
further correlated with asset data to whitelist source IPs that legitimately pass logons

for multiple users, like ADFS servers.

This type of static threshold-based correlation rule can work in simple use cases, but
when the attacks get more advanced the effectiveness of this type of simple rules
quickly tapers off. It requires only small adjustment in the attacker’s actions to go un-
detected. The aforementioned rule would’ve likely already existed in early 2000’s

SIEM systems. (Chuvakin 2019.)

Modern threats and data volumes may require more modern approaches, such as

systems utilizing ML and risk-based alerting.

3.2.3 QRadar

QRadar is a SIEM product by IBM. QRadar was Initially developed by Q1 Labs in 2007.
IBM acquired Q1 Labs in 2011 and has been developing the product since. (Q1 Labs

Inc n.d.) The basic architecture of the product is seen from figure 1.
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Figure 1. Overview of QRadar architecture (QRadar architecture overview n.d.)

Data collection

The first layer of operation is data collection. There are two main types of data that is
ingested: log events and network flow. QRadar Event Collector collects events from
log sources, parses, and normalizes the raw logs to structured format. Flow data is
network traffic or session information which QRadar translates into normalized flow
records. Each flow record represents a session between two hosts. After the collec-
tion and normalization, the event and flow data is sent to processing layer. (QRadar

Architecture and Deployment Guide n.d.)
Custom Rule Engine (CRE)

On the processing layer the events and flow are run through the custom rule engine.
CRE analyzes incoming events in real-time, matching them to rules and building

blocks. Building blocks are used to group commonly used tests and to build complex
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logic for rules. Building blocks use the same tests that rules use but do not have a
rule response. (IBM QRadar building blocks n.d.) Whenever all conditions in a rule
match, the rule generates a response. Most common rule response is to create an

alert, which in QRadar terms is called an offense.
Data searches

On the last layer the collected and processed data is made available to the users. Us-
ers can run searches, generate reports, and investigate offenses. Searches can be
made from user interface using given list of parameters, operators and inserting
searchable value. Ariel Query Language (AQL) can be used to perform more ad-

vanced searches. (QRadar Architecture and Deployment Guide n.d.)

3.3 LDAP

LDAP (Lightweight Directory Access Protocol) is a standards-based protocol for inter-
acting with directory servers (Learn About LDAP n.d.). Most common use for LDAP is
to authenticate users and store information about directory service objects such as

users, groups, and applications.

Entries in LDAP are collections of information about an entity. Entry consists of a dis-
tinguished name, collection of attributes and a collection of object classes. Distin-
guished name is a unique identifier for the entry which also acts as a fully qualified
path to the entry in the directory information tree. Attributes contain the actual data
for the entry. Each attribute has a name and one or more values. (Basic LDAP Con-

cepts n.d.)

LDAP is used by most of the prevailing directory services, like Microsoft Active Direc-
tory, which is the most common directory service used in companies today by a wide
margin. Some other examples are Red Hat Directory Service, OpenLDAP and Apache

Directory Server. (Sobers 2020.)

Having read access to LDAP enables SIEM to maintain up to date information about
relevant assets of the company. This is especially important in the case of UEBA as
this information is needed to build the user profiles that allows peer group analysis

and use cases related to monitoring of critical users or other critical assets.



15

3.4 Machine Learning

Machine learning is a category of algorithms that allow computers to predict out-
comes without being explicitly programmed. An algorithm can be defined as a series
of instructions that transform input into output. Example of a conventional algorithm
is a sorting algorithm, where the input is a set of numbers and output an ordered list
of these numbers. This can be explicitly programmed as we can write out the exact
steps that will always lead to correct output with all possible input variations. (Alpay-

din 2010.)

For some tasks adequate conventional algorithm cannot be written as the variance in
the input can be effectively infinite and changing over time. Also, what can be con-
sidered as valid output can chance with time. Example of this could be an e-mail
spam filter where the input is an e-mail file, and the output should be simply Boolean
true or false, depending on if it is spam or not. In this case what the output should be
is known, but we do not know how to transform this input into the output in a way

that would work for most of the input variety. (Alpaydin 2010.)

Similarly, there are many other tasks that humans have learned to do manually, but
cannot explain how we do it, and therefore cannot write the algorithm for the job.
For example, facial recognition or turning heard speech into ascii characters on a
computer. This is something we humans have learned to do inherently but describ-
ing every step in a way that could be coded into a program is not possible. (Alpaydin

2010.)

There are many problems like this where we do not know the algorithm for but have
plenty of sample data available. For the spam filter, we can easily collect vast
amounts of example spam and non-spam messages. The idea then is that the com-

puter would extract the algorithm from this data. (Alpaydin 2010.)
Machine learning is often classified in following categories.
Supervised learning

In supervised learning the machine learning algorithms are fed a set of labeled data

that contains the input and desired output. In the case of email spam filter the sys-
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tem is fed example email data that is labeled simply with “spam” or “not spam”. Af-
ter the system is trained using this labeled data it is tested by using non-labeled data

to see if it can correctly predict the output.

Supervised learning problems include classification and regression. In classification
problems the model categorizes input into two or more classes, such as in the email
filters spam classification. In regression problems the output is a numeric value
within a range. For example, a prediction of value of a car based on its attributes and
past sales. This kind of learning from the data also allows for knowledge extraction; If
the model correctly predicts the prices, looking at this model will also reveal the

properties that makes up for the price. (Alpaydin 2010.)
Unsupervised learning

In unsupervised learning the fed input data is not labeled, classified, or categorized
and the system reacts on the data without prior training. The aim is to study the in-
nate structure of the input data to find regularities, creating groupings or clusters of

the data.

Applications for this are segmenting datasets based on some shared attribute, de-
tecting anomalous data that do not fit into any existing group and simplifying da-

tasets by reducing their dimensionality. (Roman 2019.)
Reinforcement learning

In reinforcement learning a software agent interacts with an environment and takes
actions available at its current state. The state can be for example the current posi-
tion of chess pieces on a chess board. Every action returns a reward or a penalty for
the agent and changes the state of the environment. The end goal is to find a se-
guence of actions that has the maximum cumulative reward, creating the best possi-

ble policy to solve the problem. (Alpaydin 2010.)
Deep learning

Deep learning (DL) is a subset of Machine Learning using multi-layered structure of
algorithms called artificial neural network. This approach is inspired by the function-

ality of human brain. Neural networks at the basic level includes four components:
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inputs, weight, a bias or threshold, and an output. The word “deep” in deep learning

refers to depth of the layers in the neural network. (Kavlakoglu 2020.)

Deep learning has been the key at the recent years’ advances in machine learning,
driving the success of applications that process unstructured data, such as speech

recognition software and self-driving cars.

3.5 Machine learning in cybersecurity

Machine learning has been applied in many areas of science where large quantities
of data need to be processed due to it offering great potential for adaptability, scala-
bility, and ability to adjust to new and unknown challenges. (Ford & Siraj 2014.)

These are also very prominent challenges in cybersecurity, especially for SOCs.

The problems ML is used to solve in cyber security is that network attacks and mal-
ware are constantly evolving and implementing methods to avoid detection from
systems that base their monitoring on known patterns like file hashes, IDS signatures
or known bad user behavior. Systems relying only on these pattern-based detection
methods are only capable at finding attacks that have been observed before. This is
also a challenge for machine learning, especially for supervised algorithms, as there
naturally cannot exist a training dataset that includes the new never-seen-before at-

tacks.
3.5.1 Methods of machine learning used in cyber security

On publication On the Effectiveness of Machine and Deep Learning for Cyber Security
Apruzzese, Colajanni, Ferretti, Guido and Marchetti (2018) categorized the ML algo-

rithms currently used in cyber security (see figure 2.)
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Figure 2 Classification of ML algorithms used in cyber security (Apruzzese et al. 2018,

374, Modified)

In this figure the algorithms are divided into Shallow learning (SL) and Deep learning

(DL) and further into supervised an unsupervised category for both.

On the next table (table 1.) the algorithms are listed under the problem they are

used to solve. Note that this table does not include UEBA. The algorithms used in

UEBA will be listed in 4.3 using the QRadar UBA as example.

Table 1. Application of ML algorithms to cyber security problems (Apruzzese et al.

2018, 378, Modified)
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DL | Super- RNN RNN DNN
vised CNN
RNN
Unsuper- | DBN DBN DBN
vised SAE SAE SAE
SL | Super- RF RF RF RF RF
vised NB NB HMM NB NB
SVM SVM SVM SVM
LR LR LR LR
HMM KNN HMM KNN
KNN SNN KNN SNN
SNN SNN
Unsuper- | Cluster- Clus- Clustering | Clustering Clustering
vised ing tering Association Association
Associa-
tion

3.5.2 Applications of ML in cyber security

Most common applications for ML in cybersecurity are intrusion detection systems,
network traffic analysis, malware analysis and email spam filters. The UEBA is a
newer application applying the ML in cyber security; the term was coined by Gartner

only in December 2015.
Following are few applications where ML has been applied to in cyber security.
Intrusion detection systems

Intrusion detection systems (IDS) aim to discover malicious activity in monitored net-
work or computer. IDS systems have traditionally relied on signatures based on
known patterns, like byte sequences in network traffic. While the signature-based
detections are good at detecting known attacks the problem with this approach is in-

ability to detect novel attacks and often having high number of false positives. Also,
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the signatures need to be created and reviewed by experts before publishing them

into production causing latency before the system can detect the attack.

Various ML approaches has been applied to IDS systems, either by training the mod-
els using labeled datasets, or using DL methods that are trained on larger unlabeled
datasets in aim to find useful patterns. (Ahmad, Khan, Shiang, Abdullah & Ahmad
2020.)

NTA and NDR

While having similarities with IDS, NTA (Network Traffic Analysis) is a lot more com-
plete system intercepting, recording, and analyzing network traffic patterns to detect
security threats. This is further used by NDR (Network Detection and Response) prod-

ucts like Darktrace and Vectra.

ML is used for regression and prediction on packet parameters and comparing these
to baseline, classifying and identifying classes of network attacks, such as scanning
and clustering for forensics analysis. (Polyakov 2018.)

Few examples how NDR product Reveal(x) uses ML: First is clustering monitored as-
sets to peer groups, device policies, and device and user roles by observing the be-
havior of every entity on the network. Second is building multiple predictive models
based on different aspects of the behavior for each entity on the network. Lastly
these are fed to detectors that attempt to alert of suspicious activities based on
meaningful deviations on the models. (Wu, E. 2020.)

This is quite similar on how UEBA operates, but NDR is focused on network traffic
and does not use log events from the systems or data from activity inside the end-

points.
Malware analysis

Modern malware attacks have created a need for new detection methods since sig-
nature-based detections are ineffective at detecting novel or polymorphic malware

(Apruzzese et al. 2018, 377).

Heuristic detections have a better chance of detecting previously unknown malware,
but even the heuristic detections rely on known methods of previously observed

malware. Heuristic detections also have high chance for false positives. ML can be
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used to enhance the heuristic detections accuracy by using the observed features to
group the detections to different malware families. (Chumachenko, K. 2017.) The

features can be for example API call signatures, DLL loads or data from PE headers.
DGA detection

Domain Generation Algorithms are a technique used by many present-day malware
families to establish a command-and-control channel. Algorithm is used to generate
domain names periodically which the malware attempts to contact instead of using
hard coded list of domains or IP addresses. The domains are initially unregistered and
the malware controllers knowing the algorithm and the random seed can predict
which domains will be contacted and register these when needed. This makes it
harder to detect or block the command-and-control traffic only by maintaining block-
lists of known malicious domains. (Sivaguru, Choudhary, Yu, Tymchenko, Nascimento

& De Cock 2018.)

Various type of ML approaches has been proposed for DGA detection and classifica-
tion. These can be categorized in two types: retrospective classifiers and real-time
detectors. (Sivaguru et al. 2018.) Retrospective classifiers use large set of domains as
input and are designed as a reactionary system. This type of systems can often use
contextual data to improve the detections, such as HTTP headers and passive DNS.
(Woodbridge, Anderson, Ahuja & Grant 2016.) Real-time detectors attempt to clas-
sify using only the domain name string. Some use human provided features that are
fed to the ML models, such as entropy or vowel to consonant ratio. Other ap-

proaches use DL for feature-less detection. (Woodbridge, Anderson et al. 2016.)

3.5.3 Challenges of ML in cybersecurity

This chapter explains some challenges that ML in cybersecurity faces, especially

when compared to other market areas where ML has gained good success.

First is the problem with testing and training on pre-generated datasets, does it really
give proper results for real-world situations? According to Sommer and Paxson
(2010), systems that aim to find novel attacks only using simulated activity will often

lack required realism or relevance.
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Known issue in traditional rule-based detection methods is the constant need to fre-
guently update the definitions, for example daily antivirus definition updates. Simi-
larly, when using supervised ML algorithms that require labeled training datasets, the
systems need to be re-trained regularly as relying on outdated datasets lead to inad-
equate detection performance. Problem is the availability of sufficiently large and
comprehensive datasets. (Apruzzese et al. 2018, 385.) Manually building this kind of
datasets is expensive and organizations are reluctant to share real data from their
networks for the fear it may contain sensitive information. Also sanitizing this real-
world data might alter relevant factors in the data so that it no longer represents the
real-world situation (Tuor et al. 2017). This makes regular re-training extremely diffi-
cult, or even impossible (Apruzzese et al. 2018, 385). One exception to this is the
email spam filter where the example data is easier to acquire, and the complexity of
the problem is significantly lower than in user behavior or network anomaly detec-

tion problems.

Unlike many other ML applications, security related implementations must also face
constant arms-race against attackers as the attackers are figuring out ways to avoid
detection even from machine learning based anomaly detection applications. (Som-

mer & Paxson 2010.)

ML based systems are also susceptible to attacks that are aimed specifically against
the algorithms. These include methods such as adversarial inputs and data poisoning.
Again, using the e-mail spam filter as example, the attackers try to craft e-mails that
fool the model into classifying the spam as safe by obfuscating words that the model
might consider bad and inserting words that it might consider good. On data poison-
ing the adversaries attempt to contaminate the training data to control the predic-
tion behavior of the model (Ma, Xie, Li, Maciejewski 2019). This requires the attacker

to have access to the training pipeline of the model.

Another aspect in cyber security is that false positive and false negative detections
have very different costs than in some other machine learning applications. Sommer
and Paxson (2010) made a comparison to a product recommendation system in
online store: For system like this, false positive does not cause significant issues, the
customer will most likely continue shopping as usual. False negatives will also not

cause big issues, at most the buyer might miss a product they would have otherwise
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bought. This low risk factor allows for less prudent tuning of the system. (Sommer &
Paxson 2010.) In contrast, failing to detect malware, a network intrusion or a phish-

ing email can compromise an entire organization (Apruzzese et al. 2018, 384).

In most machine learning based security systems the reported detections will also
have to be analyzed by human analysts. This means having low false positive ratio is
essential as it will otherwise flood the analysts with alerts hindering the detection
and remediation in case of a real security incident. (Sommer & Paxson 2010.) In sys-
tems where the remediation is automated like email spam filter a false positive can
cause important legitimate emails to not be delivered to end user (Apruzzese et al.
2018, 384). In case of antivirus detections, in worst cases the antivirus software can

halt the whole production by blocking or deleting critical software used by the com-

pany.

Another problem in cyber security is often having to find anomalies instead of simi-
larities. Machine learning shines in finding similarities between events, but finding
"unknowns", never seen before attacks that can be even crafted specifically against
the monitored environment is a different challenge. Using the same example of
online shopping; if the system would operate in similar fashion as anomaly detection,
instead of finding products that are usually bought together it would be finding prod-
ucts that are usually not bought together. This would provide a very different chal-
lenge as most product pairs do not have a common customer group. (Sommer &

Paxson 2010.)

There is also the issue of recognizing the difference between non-benign and benign
anomaly. Most anomalies will not be caused by an actual attack. The systems with no
way to tell between these two will have high number of false positives and most
likely will not be fit for production use. The system also needs to support the analysts
in understanding the alerts it generates. If the system only reports the detections as
“Traffic on the host did not match normal profile.”, it will take a lot of additional re-
sources from the analyst to determine what has happened. (Sommer & Paxson

2010.)
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4 User and Entity Behavior Analytics

UEBA solutions build profiles of standard behavioral patterns for the entities it moni-
tors. The entity can be for example user, host, application, network traffic in specific
segment or a data repository. In the case of QRadar UBA the only monitored entities

are currently the users, which explains the missing ‘E’.

The profile is built for the entity’s past behavior and the behavior of its peer groups.
Peer groups can either be defined, for example by job position, or learned based on
the activities. New activities are then compared to these baselines using various ana-

lytics in aim to detect meaningful anomalies from the behavior.

There exist two types of UEBA systems; standalone products and systems where the
UEBA is integrated to other security tools, such as SIEM. The market in this is moving
towards the integrated systems, either by SIEM vendors implementing UEBA solu-
tions or standalone UEBA vendors adding SIEM capabilities to their products. Now
every major SIEM vendor has an UEBA solution available in their product. (Sadowski,

Litan, Bussa & Phillips 2018.)

UEBA has close relation to SIEM since the data required by the systems is basically
the same; the analytics are performed on the organizations security data that is typi-
cally collected and stored by a SIEM. This means adding UEBA to an already imple-
mented SIEM solution does not necessarily require any additional data sources. (User

and Entity Behavior Analytics n.d.)

The most prominent use cases for UEBA technologies in information security can be

summarized in following categories:
Compromised insider and advanced threats

The goal is to detect and analyze attacks that have successfully infiltrated the organi-
zation by compromising legitimate user or service accounts and moving laterally in-
side the company's IT infrastructure. These can range from a simple compromised
email account due to non-targeted phishing attack, to more advanced targeted at-
tack by an APT group. Especially in latter cases the activities performed by the attack-
ers once the infrastructure has been breached are notoriously hard to detect as the

attackers often use zero-day attacks and other methods that don't have any known
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indicators of compromise. These threats can have complex operation models and

their behavior might not yet be recognized as bad. (Sadowski et al. 2018.)

Like stated earlier, this makes traditional detection methods that rely on known pat-
terns, thresholds, or correlation rules ineffective in detecting these advanced threats.
Many of these attacks still require some alteration to the compromised entity’s be-
havior which allows systems using UEBA to have a change to detect and alert of the

suspicious behavior. (Sadowski et al. 2018.)
Data exfiltration

Detecting exfiltration of data in organizations. UEBA can be used to enhance existing
DLP systems with advanced analytics, reducing their false positive rates and aiding in
alert prioritization. Additionally, analytics on web proxy, firewall or endpoint data can

be used to identify anomalous data transfers indicating possible exfiltration.
Identity and privileged access management (IAM and PAM)

Monitoring user behavior in relation to established access rights by detecting exces-
sive privileges and abnormal accesses. UEBA can also be used to find and remove
dormant accounts and user privileges that are set higher than needed. (Sadowski et

al. 2018.)
Malicious insider

This is similar as the first use case, but difference is that the user account is not nec-
essarily used by an outsider who has compromised the account, but rather a person
who has authorized access to organization’s critical information or systems misusing
this access. This person is not necessarily an employee of the company, it could also

be a contractor, third party vendor or a partner. (Sadowski et al. 2018.)
Incident prioritization

UEBA can be used to prioritize alerts that are generated by already existing security
solutions across the organization. The techniques used by UEBA, like baselining be-
havior, helps to understand when incidents are especially abnormal. UEBA can also
enrich the detections by contextual information. For example, information about the

asset’s criticality and user’s role and access levels. Also, since UEBA shifts the incident
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analysis from each individual alert to the riskiest entities, this can be used to lower

the total volume of alerts that needs to be individually investigated.
Incident analysis process

While UEBA aims to increase the ability to detect security incidents, it also provides
the analysts more information than regular rule-based alerts to aid in the investiga-
tion. Whenever an alert rises related to an entity monitored by UEBA, the system’s
dashboards can be used to help the investigation as they contain the data and graphs
of the entity’s past activities accumulated by the system. Easily readable and visually
enhanced presentation of the entity’s behavior can help the analyst to determine if

the anomalous activity is true positive security incident.

4.1 Risk score and analytics methods

UEBA solutions use multiple types of analytics in conjunction. These include ad-
vanced analytics and traditional rule-based analytics that are combined to create a
“defense in depth” approach. The events are analyzed in layers going from simple
traditional analytics, including pattern matching and correlation rules, to more ad-
vanced analytics including all three main paradigms of ML: supervised learning, unsu-

pervised learning, and reinforcement learning. (Sadowski et al. 2018.)

In UEBA supervised learning can be used to feed the system with sets of known good
behavior and known bad behavior so it can learn to recognize the difference. Prob-
lem with this approach is the need to have labeled datasets with comprehensive ex-
amples of both. And even if this kind of dataset was available, this makes these ana-
lytics only able to recognize known bad behavior. Alternate approach is to use rule-
based approach in conjunction with ML to create Bayesian networks. (Sadowski et al.

2018.)

Unsupervised learning in UEBA is used to learn normal behavior and detect anoma-
lies from it. These analytics will not know if the anomalous behavior is good or bad,
only if it is anomalous. This leaves the interpretation to analysts, but without any dif-
ferentiation between good or bad anomaly this would have unacceptable false-posi-
tive ratio. UEBA vendors aim improve this ratio by focusing the analytics on events

that have higher change of being indicative of threat. (Sadowski et al. 2018.)
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Risk score

Rule based SIEM analytics are mostly deterministic by nature. This means whenever
a rule triggers an alert is generated. Advanced analytics are heuristic by nature; the
models compute the probability that the event is anomaly, how large the deviation
from normal is and how likely it is indicative of a threat. These detections cannot be
as binary since heuristic alerts are not guaranteed to be optimal. Therefore, a scoring
system is often used. Each detection is given a value, for example within scale 0-100

depending on the likelihood and severity of the risk. (Sadowski et al. 2018.)

In UEBA the initial rules and analytics are independent indicators that each have a
risk score associated. This individual risk score is not used as a basis of alert but are
calculated together to form a total risk score for the entity. This can be counted for
single user session, for a specific timeframe, or using system like in QRadar UBA,
where the risk score does not have specific time or session frame, but decays over
time to avoid inflation of the risk score. This use of risk score changes the focus from

analyzing each individual alert to analyzing the riskiest entities (Sadowski et al. 2018).

To illustrate how the risk score can be calculated by UEBA is this is example from Exa-

beam UEBA, and very similar system is used by other vendors.

First the system collects independent indicators from the ingested log data. Some are
based on statistical analysis, for example user accessing asset abnormally. Some indi-
cators use pre-generated alerts from security devices, for instance an alert of mal-
ware deleted from host by antivirus software. Others involve ML such as detecting
accesses to DGA domains. (Lin 2017.) These indicators can also include traditional
pattern-matching, like user accessing domain that has been flagged as malicious by

threat intelligence.

These initial indicators are meant to be statistically independent and easy to inter-
pret (Lin 2017). This initial phase can also be considered as feature extraction, where
the initial mass of log data is reduced to more manageable and relevant set for pro-

cessing.

The risk score is used to fuse the output from these indicators together. In Exabeam

UEBA this risk score is calculated for user sessions. Each indicator is given an initial
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risk score called anchor score. This is assigned by human experts based on the rele-

vance of the indicator.

There are few mechanics to make this approach more viable in varying environ-
ments. Since some indicators trigger more often across the userbase, often due to
environment-specific reasons and some trigger more often for specific user accounts,
this could lead to inflation of the risk score. Indicators that trigger more frequently

have lesser informative value in security context. (Lin 2017.)

To mitigate the issue with risk score inflation, the initial anchor score is adjusted be-
fore applying it to the total score. First is comparing the triggering frequency to the
user’s past activities and the activities of the user’s peer groups. If the indicator trig-
gers for the first time for the user or its peer group, the risk score gets multiplied by a
set factor. Another adjustment is based on Bayesian method that weighs the score of
indicators by their past triggering frequency; the more frequent the indicator is the
smaller its adjustment weight is. The final session score is the sum of the weighed
scores of triggered indicators and alerts are only created if the session score reaches

a certain set threshold. (Lin 2017.)

The use of scoring system like this has several advantages over generating an alert
each time a rule is matched. First is the automatic correlation of all the events by as-
sociating them to the related entity, all the indicators that contributed to the total
score will be included in the generated alert. Even though there is no requirement
that the events are related, if significant number of anomalous events happen in
close conjunction for the same entity, there is a good change they are. At least to the
point that it is worth investigating if there is a common malicious denominator with

the individual anomalies.

Use of risk score can also reduce the number of alerts that needs to be analyzed as
each matching rule or analytic does not need to be analyzed individually. This also al-
lows to monitor frequent low severity events without having to specify thresholds
upon which to create an alert for each individual event, or the context which they are
abnormal in, as this is learned by the baseline. When creating rules that generate risk

score instead of a standalone alert the rules do not need to be as strictly tuned and



29

the logic can often be simpler as the system is designed in a way that automatically

lessens the impact of false positive hits by understanding when it is normal.

Since single risky event in UEBA should never create alert by itself, there is still need
for traditional correlation rules. These are cost-effective way to detect known bad
user behavior, malware with known signatures or activities that are against company

policies.

There also is not always a guarantee that the visibility to the monitored environment
from the logs in SIEM is good enough to catch the whole attack pattern from the
start to finish. It is very possible that there are only few log events among the mass
that are the only available indicators of a successful attack. In cases like this, UEBA

would not help in detection.

4.2 User Behavior Analytics for QRadar

UBA for QRadar is a separate application that is installed as an addon to existing QRa-
dar SIEM deployments to provide two additional functions: risk profiling and unified
user identities. UBA uses the existing QRadar database, interface, and rule engine to
create new type of monitoring based around the risk profiles of users. (User Behavior
Analytics for QRadar n.d.) UBA can be used without the Machine Learning Analytics
app, in which case the UBA specific rules simply increase the risk score by a static
amount when matching for the related user. Unified user identities means combining
different username formats from logs to same profile using contextual data, mainly
available from LDAP integration. UBA also includes dashboards to show the output of

this process to analysts.
4.2.1 Used data and LDAP integration

First step of the process is collecting the data of users’ activities. This is the same log
data that is already ingested by the SIEM and large portion of this data is usable for
UBA. Most relevant events are all the log messages that contain the information
about the related user in the payload. Problem is that different log sources use dif-

ferent attributes as username even when the actor is the same entity. Example of



30

this is Office 365 suite using the User Principal Name as the username while Win-
dows security event logs often use sAMAccountName. This means you cannot simply

use the username string as the key.

For this issue QRadar UBA has the User Import wizard which can be used to import
contextual data from multiple identity sources. With this QRadar can poll the data
from LDAP servers, or it can be imported from a CSV file. (Configure user import.

N.d.)

This data can contain all the LDAP attributes available from the server. These can in-
clude for example userPrincipalName, cn, sn, mail and department. From this UBA
creates a profile for each user and maps all the uniquely identifiable attributes to the
same profile. Another use of this data is grouping the users by non-unique values,
such as group membership, country, or department. These groups can be used for

peer group analysis.

Many log events do not contain the username and often the source IP is the only
property that indicates the actor. For this it is possible to enable feature to search as-
sets for username when username is not available for event or flow data. Only when
the username is not found from the asset data the event is ignored. (IBM QRadar
User Behavior Analytics (UBA) 2021.) The asset database is built by QRadar from
events that contain asset information, such as authentication events that contain
both source IP address and username or DHCP events that contain the assigned IP

address, hostname, and MAC address.

Problem with this feature is the reliability of the asset data that is automatically gen-
erate by the QRadar asset profiler. From experience, it is quite common that dynamic
IP addresses have incorrect user in the asset profile. For the reliability of UBA detec-

tions it is very important that risk score is not added for wrong users.

Even with this feature disabled, there might be some issues with certain log events
that include the username when that username is mapped to the event by similar as-
set profiler by the log source. Examples of this are user mapping by next-generation
firewalls, such as Paloalto’s User-ID. Some of these systems provide reliable user-to-

IP mapping, but depending on the product and how it has been setup, these are also
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known to have wrong username from time to time. Hence, the reliability of the

username information on the log event needs to be assessed before trusting it fully.

4.2.2 UBA process and rules

IBM described the process of analytics in following three step model:

1. Pattern matching
2. Machine learning and risk scores
3. Output to analysts
(Open Mic: User Behavior Analytics 2018.)

Pattern matching

In the first step the UBA specific rules look for matching events. The UBA rules ini-
tially work exactly like other QRadar rules, using the same rule engine and same tests
when looking for matching events. Difference is that when events match to UBA spe-
cific rules, instead of the usual rule response, it creates a Sense Event. This event will
have a senseValue that is a numerical value defined in the rule to indicate the sever-

ity of the issue found. (Process overview n.d.)

UBA app then pulls this sense event, takes the senseValue and username from the
event and increases that user’s risk score by that amount. The more user violates the
rule, more the risk score is increased. (Process overview n.d.) This is the basic func-
tionality of the UBA rules if no Machine Learning Analytics app is used. How the ML

application interconnects to this process is discussed in chapter 4.3.

When QRadar UBA is installed, it also installs a content package with pre-made UBA-
specific rules and custom properties. UBA 4.1.0 comes with 124 pre-made rules, di-
vided into categories seen in the content pack summary (see figure 3). The sum of

custom rules in the table is greater than the unique count as some of the rules are in
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multiple categories and the table includes building blocks and other helper rules.

Content Pack Custom Rules Reference Data Custom Properties Property Expressions QID Records
Access and Authentication 37 15 4 9 22
42 (UBA 4.1.0) 25 (UBA 4.1.0)
Accounts and Privileges 32 5 2 9 12
Browsing Behavior 20 0 2 14 19
Cloud 16 2 5 6 12
DNS Analyzer 5 0 1] 0 4
Domain Controller 15 5 13 26 11
Endpoint 24 (UBA 3.7.0) 7 (UBA 3.7.0) 10 17 (UBA 3.7.0) 13 (UBA 3.7.0)
22 (UBA 3.8.0) 6 (UBA 3.8.0) 38 (UBA 3.8.0) 12 (UBA 3.8.0)
Exfiltration 24 1 3 17 11
27 (UBA 4.1.0) 12 (UBA 4.1.0)
Geography 12 4 0 0 7
Network Traffic 3 (UBA 3.7.0) - 1(UBA 3.7.0) 3 (UBA3.7.0) 3 (UBA3.7.0)
4 (UBA 3.8.0) 2 (UBA 3.8.0) 8 (UBA 3.8.0) 4 (UBA 3.8.0)
Threat Intelligence 19 6 7 17 14

Figure 3. Details of the UBA content pack (UBA content pack summary n.d)

These are two examples of the pre-made rules:
UBA: Possible TGT Forgery

e Detects Kerberos TGTs that contain Domain Name anomalies. These possibly indi-
cate tickets that are generated by using pass the ticket exploits.

UBA: Pass the Hash

e Detects Windows logon events that are possibly generated during pass the hash ex-
ploits.

(Rules and tuning for the UBA app n.d.)

UBA also supports custom content. Since UBA uses the same rule engine as other
QRadar rules, existing rules can be integrated to UBA either by changing the rule re-
sponse of the existing rule or cloning it as a new UBA specific rule. (Integrating new

or existing QRadar content with the UBA app n.d.)

Risk score
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Risk score is the sum of all the risk events detected by the UBA rules. When this risk
score for a user exceeds a threshold that has been specified in the UBA settings, UBA
sends an event that triggers UBA: Create Offense -rule which in turn causes an of-
fense to be created for that user. This threshold can be specified as static value or us-
ing dynamic setting where the threshold is updated hourly based on the distribution

of risk score.

The risk score is reduced over time if no new events occur by percentage set by De-
cay risk by this factor per hour setting. Default for this is 0.5 and increasing it acceler-
ates how fast the risk decays. This is used to mitigate risk score inflation. (Process

overview n.d.)

To illustrate how the risk score works in UBA is following figure 4.

UBA Risk Score

Offense

Risk Decay

Risk Decay

Risk Score

Time

Suspicious Privilege Database 554 Data
Website Escalation Dump Transfer

Figure 4. UBA Risk Score (Understanding the UBA Risk Score 2019.)

Output

Last part of the process is the output to analysts. Since UBA alerts usually consists of
high number of different type of events, creating only text based alert descriptions or
giving just a list of events to analysts would make analyzing the alerts slow and tedi-
ous process. For this UBA has dashboards with drilldowns to show what has caused
the total risk score to accumulate. More on how the analysis process works and how

it differs from analyzing regular QRadar offenses in chapter 4.4.
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4.3 Machine Learning Analytics App for Qradar

The Machine Learning Analytics app extends the capabilities of QRadar by enabling
advanced analytics such as time series predictive modeling and clustering and learn-
ing baselines of user behavior in the network. It also adds visualization in the UBA
dashboards to show learned models of the current and expected behavior for users
and alerts on points in time of deviations. (User Behavior Analytics for QRadar n.d.)
The ML models are querying the same log data for the analytics as other QRadar

rules.
ML model used by Machine Learning Analytics App

Following figure (see figure 5.) illustrates the used ML algorithms and the use case

for them.
Algorithms {%EE Used for..
'—{f-_-_.' 7
Multi-modal Gaussian users deviation from self on 18 categories
+
Latent Dirichlet Allocation measure similarity of data
Kullback-Leibler Divergence measure surprise (variation) of data sets

probabilistic model for normally distributed peer

Gaussian mixture groups; learn the peer group (subpopulation)
automatically

e comparing the similarity and diversity of data
Jaccard similarity sets

Figure 5. UBA's Machine Learning algorithms. (Bravo, J. 2020.)

The ML app with UBA version 4.1.0 comes with following 23 pre-made models di-

vided in three categories:
Numeric user models

e Access activity - tracks a user’s activity in the Access high-level category and creates
a learned behavioral model for each hour of the day.

o Aggregated Activity - tracks a user’s general activity by time and creates a model for
the predicted weekly behavior patterns.

e Authentication Activity - tracks a user’s activity in the Authentication high-level cat-
egory and creates a learned behavioral model for each hour of day.
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e Data Downloaded - monitors data that is downloaded for each user and then alerts
on abnormal behavior.

o Data Uploaded to Remote Networks - monitors external domain data usage for each
user and alerts on abnormal behavior.

o DDL events - tracks a user's DDL (Data Definition Language) events in time and cre-
ates a model for the predicted weekly score.

e DML events - tracks a user's DML (Data Manipulation Language) events in time and
creates a model for the predicted weekly score.

o HTTP Data Transfer Activity - tracks a user's HTTP data transfer events in time and
creates a model for the predicted weekly score.

e  Outbound Transfer Attempts - monitors outbound traffic usage for each user and
alerts on abnormal behavior.

e Risk Posture - tracks a user’s risky activity by the rate of sense events generated and
creates a baseline model.

e Successful Access and Authentication Activity - tracks a user's successful authentica-
tion and access events by time and creates a model for the predicted weekly behav-
ior patterns.

e Suspicious Activity - tracks a user’s activity in the Suspicious Activity high-level cate-
gory and creates a learned behavioral model for each hour of the day.

(Individual (Numeric) user models 2020)

Observable user models

e Lateral Movement: Internal Asset Usage - tracks a user's internal destination asset
activity by time and creates a model for the predicted weekly behavior patterns.

e Lateral Movement: Internal Destination Port Activity - tracks a user's activity to in-
ternal destination port activity by time and creates a model for the predicted weekly
behavior patterns.

e Lateral Movement: Network Zone Activity - determines if a user's network zone is
significantly different from the user's defined group.

e Process Usage - tracks a user's process usage activity in time and creates a model for
the predicted weekly behavior patterns.

(Individual (Observable) user models 2020)

Peer group models

e  Activity Distribution - learns behavior clusters based on LDAP group definition and
searches for deviations from the normal distribution of these clusters over time.

o Defined Peer Group - shows how much a user's event activity deviates from the
event activity of their defined peer group.

o Internal Asset Access by Peer Group - determines if a user's internal asset access is
significantly different from the user's defined group.

e Internal Destination Ports by Peer Group - determines if a user's access to internal
destination ports is significantly different from that user's defined group. If the user's
access is deemed suspicious, a Sense Event is generated to increase the user's risk
score.

e Learned Peer Group - identifies users who engage in similar activities and then
places them into peer groups.

o Network Zones by Peer Group - determines if a user's network zone is significantly
different from that user's defined group.
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e Process Execution by Peer Group - determines if a user's process usage is signifi-
cantly different from the user's defined group.
(Peer group models 2020)

The ML models use considerable amount of memory. Before deciding which models
are used based on relevance to monitored environment, the size of the container
and subsequent cost of upkeeping needs to also be assessed. Based on IBM docu-
mentation the maximum number of monitored users by any ML model is 40 000 per

5GB, up to 220 000 users total for 40GB (Machine Learning Analytics app n.d.)
Following settings for the models can be adjusted:

1. Risk value of sense event. This is the base amount how much risk score is increased
when a sense event is triggered

2. Scaling of risk value. Optional setting that multiplies the risk value by a factor in
range 1-10 depending how large the deviation is

3. Confidence interval to trigger anomaly. Percentage for how confident the ML algo-
rithm needs to be before triggering an anomalous event. Default is 0.95

4. Data Retention Period. This defines how many days the model data is saved for. De-
fault is 30 days

5. Show graph on User Details page. Define if a graph of the model should be displayed
in User Details page in UBA

6. Group By field. For Peer Group and Activity Distribution models this defines which
group is used by the model.

7. Optional AQL Search Filter. This can be used to narrow the data that the analytic
queries for in QRadar. This can be used to reduce the data the analytic is using, for
example by filtering out certain log source types or user groups.

(Machine learning user models n.d.)

The app also allows creation of custom models. All the custom models use time se-
ries to create a baseline of user activity by hour. To create a custom model, first step

is to either choose a template which populates the search filter automatically or cre-

ate a custom AQL query. There are three options in the model definition.

1. Property. Defines which property is used to build the model. For example, Source IP
or Process

2. Function. The AQL function applied to the field. For example, COUNT, AVG or SUM

3. AQL search filter. Filter that is used to restrict the scope of the model to specific
data.

This could create an example model with summary: This models the COUNT of the
field Destination IP for users each hour. (Creating a custom model n.d.) Also, the
same settings that can be used to adjust existing models are available for custom

models.
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Machine Learning Analytics app in UBA process

Most of the ML models are looking at the log data in QRadar, and as such working at
same stage as the static UBA correlation rules. Just like the other UBA rules, when-

ever a ML model triggers an anomaly, it creates a Sense Event. But as the ML models
are not deterministic by nature the senseValue in the event is adjusted based on the

magnitude of the deviation.

Some of the models, namely Risk Posture, is looking at the output of other UBA rules
and adjusting total risk score based on deviations on the expected rate of risk accu-
mulation. This helps the system to fine-tune the otherwise static nature of non-ML
based correlation rules which always increase the risk by set amount independent of

user’s normal behavior.

Most of the models have an individual graphs in the UBA dashboard showing the
learned and actual behavior for the user. Following graph (see figure 6) is example of

Risk Posture model.

Risk posture Nov30-Dec2 [

150 Anomaly detected

Dec 1, 3:00 PM

= :
100 100% confidence

Actual 150

50 l Learned 41.1

B Learned B Actual
Figure 6. Risk posture (UBA dashboard with Machine Learning n.d.)

4.4 Investigating security incidents with UBA dashboard

UBA includes dashboards that are accessible from the QRadar user interface. The

main view of the dashboard (figure 7) contains overview of the users and their risk
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Figure 7. UBA overview (IBM QRadar User Behavior Analytics n.d.)

From this overview it is possible to access individual user’s User Detail page by click-

ing on one of the users or by searching for a specific user. Example User Detail page

seen in figure 8.

Dashboard > User Details

Lori Green
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Sales

Now York, New York, United States

20735 o
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Figure 8 UBA User Details (IBM QRadar User Behavior Analytics n.d.)

The User Details page contains overview of all the information UBA has accumulated

of the user. This includes the user profile compiled from the contextual data, graph

of the trend of user’s risk score, risky activity timeline which shows the total risk by
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each contributing UBA rule, recent offenses related to the user and all the ML mod-

els that are set to generate an individual graph.

This page is also accessed when an offense has been generated by user breaching the
alerting threshold. The overview this page provides is designed to give analysts quick

first impression on why the risk threshold was breached.

For further analysis, any event on the timeline can be clicked to open an event

viewer pane (see figure 9). This list all the log events that are associated with the ac-
tivity. Clicking on individual event opens more details, such as the raw payload of the
log event. Option at this point is also using “View in QRadar” button which opens the

events in QRadar log activity tab. Analyst can then proceed to make their own que-

ries to related log data.

User Geography Change
12:00 AM - 11:59 PM, Apr 22

Supporting Events View in QRadar

Quick fiter Viewing 231 of 231 events
Time ~ Goography *
India 1> Oth

er
for 22, 2354:48
510066.124.2000 127.00.10 ‘Success Audi: Athentication Ticket Granted

India - Othor
2106.66.124.20084886 127.00.10 Accspted Password for User

Ao 22, 235333

Unitod States (- Other

o 22, 235021
1602501232520 1270010 ‘Sueenss Augit: Authontieation Ticket Grantd

United States - Other
o 2, 235020
1502501292520 127.00.10 ‘Success Audit: Authentication Ticket Granted
India < Other
2106.66.124.200:558302 1270040 Acospied Public Key

or 22, 2350:13

India (- Other.
£5106.66.124.200:56392 127.00.10 Accepted Publc Key

o 22, 2350:13

India - Other.
5106.66.124.200:51296 127.00.10 Accspted Password for User

Ao 22, 235006

reland - Other

o 22, 2349159
1110979.183.2020 127.00.10 ‘Success Audi: Authentication Ticket Granted

roland - Othor

for 22, 23:49:59
1109791832020 127.00.10 ‘Success Audit: Athentication Ticket Granted

India ¢ Othor
2106.66.1242000 127.00.10 ‘Success Audit: Authentication Ticket Granted

o 22, 23:49:06

United States - Other

Ao 22, 234758
132071862490 127.00.10 ‘Success Audit: Authontication Ticket Granted

United States - Other

for 22, 23.47:58
113.207.186.248.0 1270040 ‘Success Audit: Authentication Ticket Granted

Figure 9 UBA Event viewer pane (IBM QRadar User Behavior Analytics n.d.)

Difference between analyzing UBA alert and normal QRadar offense

Initial triage for normal QRadar offenses is done by Nixu CDC using SOAR (Security
Orchestration and Response) which is ingesting the offenses from QRadar. This in-
cludes growing amount of automation based on key details of the events that trigger
the offense. This includes for example pre-made searches and details from events to
populate ticket templates. In some simple use cases SOAR can process the alert com-

pletely automatically.
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The UBA offense when created by the custom rule engine only includes the fact that
the user breached the alerting threshold, and all analysis is expected to be done at
the UBA dashboard. Looking at the UBA specific API at the point of writing this thesis
it seems that there is no possibility to integrate the details from the dashboards to
SOAR. This means that analysts will likely need to leave SOAR for the investigation in

most cases.

One possibility for pre-made search used by SOAR is to display all the CRE events cre-
ated by matched UBA rules and ML analytics. Each time any of the UBA analytics trig-
gers it creates a new event containing the name of the analytic, related user and
senseValue and is searchable from the log activity. SOAR could then search these
events and display the count, or preferably sum of the senseValues of each recent
analytic by the user. This is quite close how the UBA app itself creates the dash-
boards and sum of the risk score. Issue is that the unified user identities might be
matched only at the point where UBA app ingests the Sense Events and not con-
tained in the events themselves, in which case SOAR would also need to know the us-

ers’ aliases.

While it may be that analyzing individual UBA alerts takes more time than that of reg-
ular QRadar rule, this is to be somewhat expected as each alert consists of much
larger set of possibly correlating events. One of the ideas of risk-based alerting such
as UBA is to lower the number of alerts that need to be analyzed so this might still be
a net positive for analyst time spent. But without testing the system this can only be

speculated.

Using the dashboards to analyze non-UBA specific rules is also possible. Some exist-
ing user related rules are currently challenging to thoroughly analyze, and UBA show-
ing overview of the user’s activity would be helpful for the investigation. Again, cre-
ating more conditions for analysts to leave SOAR is not ideal, but this could be used
on Tier 2 or 3 phases when the initial triage does not provide enough information. It
is also possible to use the same idea of pre-made search to show latest risky events

in SOAR for username related offenses.
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5 Plan for UBA deployment

According to Gartner's customer surveys "Contrary to many vendor claims, UEBA so-
lutions are not "set and forget" tools that can be up and running in days.” (Sadowski
et al. 2018.) Gartner’s clients have reported that it can take up to six months to get
the UEBA system set up and tuned to such condition that it starts delivering on the

use case it was deployed for.

One of the objectives of this thesis was to see how the system can be adjusted to dif-
ferent environments. This plan will include modifications that will be made for the pi-

lot deployment and similar process can be used in future for other customers.
This plan will include:

e Reference data import settings.
e Process for choosing out-of-box use cases.
e Example custom use cases.
e Initial out-of-box ML models.
e Example of creating custom ML model.
e Process to define alerting threshold.
Will not include:

e Installation steps of the applications.
e Exact details of the customers applications.

5.1 Reference Data Import from LDAP

For the pilot deployment LDAP integration is created using the User Import Wizard
with regular polling of data. This is a preferred method as the data is dynamic by na-
ture; users and their roles change constantly. This also allows rules to be made that
monitor the changes even when log event describing the change would not other-

wise be available.

Setting up the LDAP integration naturally requires that the QRadar has access to the
LDAP server. This can be defined either by hostname or directly with IP address. An-
other requirement is a bindDN: credentials that are used to authenticate against the

LDAP.
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After the initial setup of LDAP integration there are few modifications left for user.
First is selecting which LDAP attributes are needed. Example by IBM of default values
that work with Windows AD are following: userPrincipalName, cn, sn, tele-
phoneNumber, I, co, department, displayName, mail and title. As this does not in-
clude group memberships adding memberOf might be a good idea, as this infor-
mation is often relevant. This may need some testing how it behaves, as a single user
can be in hundreds of different groups. Currently there may not be possibility to filter
inside an attribute, for example to only list high privileged groups such as Domain Ad-

mins.
Chosen attributes are:

e userPrincipalName
e cn (Common Name)
o sAMAccountName
o | (City)
e co (Country)
e department (Department)
e displayName
e mail (email address)
e title (job title)
To be tested:

o memberOf (Group membership)

Next is setting up user coalescing. This means choosing the uniquely identifiable at-
tributes that are used to combine activities with different username formats under
the same entity. It is important not to choose attributes that have shared values
across users. Selecting shared attribute, like country, would cause UBA to combine all

users with the same country as a single user.

User coalescing will be set for following attributes:

userPrincipalName
e sAMAccountName
e cn

e mail

Display fields for the user profile page can also be customized. The user profile page

lists fields like Display name, Full name, and Group membership. The LDAP attribute
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which value are displayed in these fields can be selected. This will only affect the pro-

file page and has no effect on the analytics.

The LDAP data import is optional feature, but it is very important for the complete
functionality of UBA. Without it, users’ different aliases such as email address and sA-
MAccountName are considered as different users and tracked separately. It also ena-
bles many analytics and rules otherwise unavailable, such as defined peer group

analysis and rules monitoring critical users.
Reference data that is not available from LDAP

LDAP covers most of the required contextual information about the users, but there
is some information used by the analytics that is not available from it. One is the defi-
nition of critical and executive users. Information is needed from the customer to de-

fine which users, groups or organization units fit into these categories.

Second is information about assets other than users. Reference sets used by default
UBA rules include: Executive assets, Critical assets, Jump servers, Honeytoken ac-
counts and Domain Controllers. Most of these reference sets need to be populated
from other sources, but a lot of this data is not exclusive to UBA monitoring and

should already be available in existing SIEM deployments.

5.2 Out-of-box rules

The rules used in UBA is the most important part that determines how well it works
in the specific environment. First step in the process should be evaluating how many
of the pre-made rules can be used. This needs to be determined first by going
through the available log data, does the SIEM deployment have required log source

types that the rules need?

Second part is determining which of the rules that have log data available for should
be used. Some of the pre-made rules are monitoring events that are not interesting
to us and borderline illegal in Finland, for example UBA: Browsed to Job Search Web-
site. Profiling users by web browsing habits like this does not seem purposeful. Rea-

son why this rule exists in the first place is that this application is marketed for in-
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sider threat detection, and this could be considered elevated risk of disgruntled em-

ployee planning for example data theft. Instead, we will concentrate on analytics that

work for detecting potentially compromised user accounts.

List was made from the existing rules divided into following categories: Access and

authentication, Accounts and privileges, Browsing behavior, Cloud, Domain control-

ler, Endpoint, Exfiltration, Geography, Network traffic and attacks and Threat intelli-

gence.

From this list it was decided which use cases will be initially enabled in the pilot

based on available log data and which type of rules were seen to fit the environment,

initially based on my expertise as SOC analyst. This list was further reviewed with the

pilot customer and agreed that the monitored rules suit the use case of the SOC

monitoring in the company. This list is not provided in this work as it would reveal

the monitoring scope of the organization, but outline is that 76 of total available 120

of rules were decided to be used. This does not include the rules added in latest two

versions of UBA as this assessment was done before the release.

This is only the initial setup of rules. Many of the rules might look good on paper, but

before testing it is hard to determine how well they work in the environment. Even-

tual list of enabled features will be different from the planned one.

IBM uses following maturity model as guidance on how to setup the initial rules.

Table 2 Maturity Model (Open Mic: User Behavior Analytics 2018)

in accounts access, usage,

privilege changes etc.

Start with Intermediate Advanced
Visibility | Account usage, account Behavior on the network | Behavior on end-
into and privilege changes points and applica-

tions
Log LDAP, AD, Access and Au- | Network, Routers, Proxy, | Endpoints, Cloud,
sources | thentication logs Firewall, servers, VPN, Flows, Applications,
IPS Policy, EDR

Benefits | Detect anomalous activity | Detect anomalous be- Detect abnormal be-

haviors of users on the

havior at the endpoint
and application level.

See users’ deviation
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network, usage of net-

worked resources and

from self or from their

peer groups

e Access to Critical As-
sets

e User Accessing Ac-
count from Anony-
mous Source

e User Accessing Risky
Resources

e Account Access from
Unusual Locations

e Attempted use of Sus-
pended Account

e Pass the Hash

e Suspicious Privileged
Activity (First Ob-
served Use)

e Suspicious Privileged
Activity (Rarely Used
Privilege)

e User Access Login
Anomaly

e Persistent SSH session

e Potential TGT Forgery

e User Geography
Change

e User Access at Unu-
sual Times

assets
Example | e New Account Use De- e Browsing behavior e Abnormal transfer
use tected rules to external domain
e Dormant Account Used | e First Privilege Escala- e Access by Service
cases e User Access Failed tion Accounts

e Restricted Program
Usage

e Machine Learning
detect abnormal
deviations in: Vol-
ume of activity,
Frequency of Ac-
tivity, Peer groups

e Potential
Spam/Phishing

e VPN Access By Ser-
vice or Machine
Account

e Scanning in Net-
work

This seems like reasonable starting point, as enabling the rules in patches allow for

easier tuning and seeing how much risk each rule or category amounts to. Enabling

all available rules from the beginning would likely lead to unmanageable tuning pro-

cess.

The starting point includes account usage and privilege change related use cases. Log

data used for this comes mostly from AD and LDAP and required log sources for

these use cases should be available for most QRadar deployments. Rule categories at

this phase are: Access and authentication, Accounts and privileges and Domain Con-

troller.

Intermediate phase includes rules looking at the network traffic. Most SIEM deploy-

ments have at least some of the needed log sources integrated, such as NGFW, proxy
logs or a network sensor. Rule categories are Browsing behavior, Geography and

Threat intelligence

Advanced phase contains rules monitoring end point and cloud activity. Example log
sources could include EDR, AV, Sysmon and AWS logs. Rule categories for this phase

are Endpoint, Exfiltration and Cloud
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There is no direct recommendation how long each phase should take, but at least a
full week per phase is needed to get any idea how the rules behave as different

weekdays are expected to have different activity.

After each phase there is need for a check for possible tuning needs. This can include
whitelisting users, user groups or log sources from a specific rule, changing the rule’s
senseValue, completely reworking the rule logic or just disabling a rule altogether. If
any of the rules need significant modification to the rule logic it will be copied as a
new rule and the old one will be disabled. This way if a version update changes the
pre-made rules it will not remove the modifications. The rules replaced this way will

be added to the custom rules maintained by Nixu.

Each phase of enabling new features will cause the average risk profile of users to go
up. This means that the alerting threshold needs to be adjusted at each step, or only

set after all the features has been enabled and running for sufficient time.

5.3 Custom rules

After choosing and tuning the pre-made rules next step is looking into what data is
available for custom rules and which existing standard SIEM rules can be copied to be
used in UBA. Even though having duplicate rules for creating an offense directly and
UBA sense event does not make sense in alerting perspective, it helps with analyzing
user related alerts as the UBA dashboard will include those events in the graphs for

better overview.

There are some log categories that are common in many environments but not cov-
ered by the pre-made rule set. Custom rule set will be made to cover some of these
which can be used for various deployments. Categories like this are logs of Antivirus

and EDR (Endpoint Detection and Response) software.

These should fit well for UBA. Normally antivirus logs of successfully mitigated
threats may not be worth of alerting alone as these usually do not require manual ac-
tions and would flood the SIEM with alerts. These events can still be considered risky
especially when related to other suspicious activity, or just in high trend for the

user’s context.
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Idea for antivirus is to have different rules with varying risk level depending on the
threat type and response of the antivirus software. For example, successful deletion
is less risky than failed deletion, and severe infection like backdoor or hacking tool
significantly higher risk than heuristic alert of adware. Some AV engines already in-
cluded severity score, which could be translated into risk score by some suitable fac-

tor.

For EDR software same type of use cases will be made. EDR software often use be-
havior-based detections with a wide variety of confidence. This is because many of
the behavior-based alerts attempt to detect legitimate binaries used for malicious
purposes. And the more confident the alert is, the more specific the detection rule is,
and therefore more false negatives it will have. This is again the issue of detecting
known bad behavior. For example, using specific fingerprint of known malicious Pow-
erShell script versus detecting the use of custom PowerShell scripts in general. Latter
is often used by legitimate administration while also common in attack frameworks.
Both activities also have evolving payloads making specific whitelisting or blacklisting

difficult.

The lower credibility alerts can still be true positive depending on the context. As
these cannot be omitted completely, the normal method is using correlation rule-
based detections that are relying on thresholds; only if multiple low credibility detec-
tions by EDR are seen in a specified time window an alert is created. Issue is that
without ML or UBA this cannot take the context into account very accurately and

having set threshold in specified time window has a risk of things going under radar.

This is another good example where UBA can be useful. The detections that are cur-
rently relying on threshold in a single correlation rule can be used to add risk score
for the user. As the system compiles all suspicious activities from all rules it will also
correlate to other events that are currently used in similar fashion in separate thresh-
old rules, for example brute force activity, potential Kerberoasting requests and low

credibility threat intelligence matches.

Custom software used by companies can also be easily included into UBA monitoring.

These could include for example any applications where sensitive data is stored. Only
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requirement is that the system logs audit events which include the username and the

action performed, and that these events can be forwarded to SIEM.

The way some of the use cases and most of the ML models are made a lot of this
data is automatically included in them. This is because these are made for normal-
ized log data and use high-level categories, for example Access Activity model uses
Access high-level category and Authentication Activity uses Authentication category.

This naturally requires the log data in SIEM to be normalized accordingly.
Example custom rules

Few custom UBA specific rules were made for the pilot as example. These rules are
made for Microsoft Defender for Endpoint Antivirus logs. Other antivirus vendors will
also be added to make these more generic rules that works in various environments.
The normalization for this already exists, but to show this process the existing mate-

rial is ignored, and the rules made from a scratch.

This will include total of 6 rules each with different associated risk score. The rules
are quite similar so only one is described in detail. Following attributes need to be

parsed from the log event: Username, Event Type, Action, Action Success and Priority.
Rules and the risk scores could initially be set like follows:

o UBA: Low Severity Malware Mitigated, 5

UBA: Low Severity Malware Mitigation Failed, 20
UBA: Medium Severity Malware Mitigated, 20

UBA: Medium Severity Malware Mitigation Failed, 40
UBA: High Severity Malware Mitigated, 50

e UBA: High Severity Malware Mitigation Failed, 100

Example rule seen in figure 10.
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Rule Description
Apply UBA- Medium Severity Malware Mifigation Failed on events which are detected by the Local system
and when the event(s) were detected by one or more of Microsoft Windows Defender ATP
and when the event matches MSATP - Event Type (custom) is any of Antivirus, Action (custom) is any of [remove or quarantine
or clean or block], Action Success (custom) is any of false, Priority (custom) is any of medium

Rule Responses

« Dispaich New Event
o Event Name: UBA. Medium Severity Malware not Mitigated
o Ewvent Description: senseValue=40
o Severity: 5 Credibility: 10 Relevance: 10
o High-Level Category: Sense
o Low-Level Category: User Behavior

This Rule will be: Enabled

Figure 10. UBA: Medium Severity Malware Mitigation Failed
5.4 Machine Learning App

Out-of-box ML models

QRadar UBA is possible to be used without the ML app. But it is very integral part of
the complete functionality of UBA. Without it there are no advanced analytics, such

as learned baselines or peer group analysis.

The ML app comes with 23 pre-made models that are described in chapter 4.3 and a
possibility to create custom models. First step again is to analyze how well the exist-

ing ML models work in the environment following the same steps as for the rules.

1. Isthe data required by the models available?
2. Do the models support the use case which UBA is deployed for?
3. Create custom models for available data that is not covered by existing models.

After this assessment 11 of the pre-made models were decided to be used in the pi-
lot. Enabling all the models at the same time might again not be optimal, but since it
takes up to four weeks for some models to accumulate the required baseline data,
using similar system where only a few are enabled at the same time and tuned be-
fore enabling the next patch would take months. Instead, the models will be enabled
in close succession, only monitoring the performance overhead, initially using very
low setting for Risk value of the sense event. This way the models can collect the

baseline data without skewing the risk posture while being untuned.

Custom ML models
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Custom ML model was planned for the pilot deployment to test how the process for
custom model creation works. The model was made to monitor the customer’s issue
and project tracking and wiki software. Since the login events to this software are
normalized under Authentication category, these are automatically monitored by Au-

thentication Activity pre-made model.

The logs of these software include auditing for actions such as page edit, create, view
or delete. Use case of the model is to detect anomalous usage of the software, which
combined with other suspicious activity could indicate compromised user account il-

licitly accessing information.

The log includes a property Event Type which contains the action, which will be used
by the model. Function used will simply be Count. The AQL filter is then made to con-
centrate the analytics on the specific log source types. This produces following ML

model:
Summary: This models the Count of the field Event Type for users each hour

AQL filter: logsourceid in ('247','246') AND NOT REFERENCESETCONTAINS('RS: White-
list username’, username) AND NOT REFERENCESETCONTAINS('RS: Whitelist event

type', "Event Type")

The AQL filter includes two reference sets that are empty by default, which can be
used to whitelist usernames or certain event types if needed later. Changing the AQL
filter when the model is running causes the model to be built again and all the old

data will be discarded.

Rest of the settings will be as follows: Confidence interval to trigger anomaly will be
set to default 0.95, data retention period will be set to 30 days, show graph on User
Detail page will be enabled, risk value of the Sense Event will be set to 5 and scaling

of the risk value will be enabled.

5.5 Scoring of use cases

The pre-made use cases by IBM have a scoring range between 5 to 25. This means
that the riskiest possible event is only 5 times the risk of any low-risk event. This

could lead to an issue where constant low risk events overshadow the rarer high-risk
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events in the total risk score. On the other hand, having rules with extremely high
risk-score in a way these would breach the risk threshold alone is not sensible; if
there is an event known to be suspicious enough to warrant this a normal correlation
rule can be made to always create an offense. Having the same event as very high-
risk event in UBA would likely lead only to duplicate the alert. This would also clash

with one of the purposes of UBA, compiling multiple suspicious events into alerts.

This could easily be changed by factoring the risk score of each use case to a more
appropriate range, for example changing the scale to go from 5 to 100. Maintaining
the lowest at 5 would retain the possibility to tune it down for some use cases if

needed.

ML models will also need to be adjusted to reflect the change of the risk score made
to UBA rules. Since the ML models have inherent property of having lower false posi-
tives due to learned baselines and taking the magnitude of the deviation into ac-
count, the risk score could be adjusted to have greater impact on the total risk than

the normal UBA rules.

5.6 Watchlists and user groups

UBA allows a creation of watchlists that contain chosen sub-set of users. These
watchlists can be populated by adding users individually, adding them from pre-exist-
ing reference sets or using regular expressions. The regular expression can be used to

add all users matching a naming convention, for example “svc_" for service accounts.

Using watchlists can have various functions. First is a separate list in the dashboard
where users of the watchlist are displayed. This allows to separately monitor the us-
ers of different groups. There is no functionality to have separate risk threshold for

alerting.

The risk of the users in a watchlist can be scaled by factor. Default is one, but this can
be changed to either lower the risk in case of certain group of users are a source of
constant false positives or raised in case there is a need to monitor certain groups or

users more closely.

ML tracking can be set for users in watchlists in following manner:
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e High - Users are always tracked up to the maximum users per Machine Learning ana-
lytic.

e Normal - Users are tracked by highest risk after all the high users are included.

e Never - Users are not tracked by Machine Learning.

Initial use of watchlists will include the known service accounts and administrators.
The reasoning behind this is that both groups behave differently from the most of
the userbase and might require risk factor tuning to not overshadow rest of the us-
ers. Also, certain use cases might not work for service accounts that work for normal
user accounts, since the pre-made list of use cases is tailored to monitor human user
behavior. Having the accounts in separate watchlists allows to address these more

easily.

The watchlists do not included a possibility to exclude groups from individual rules. If
this needs to be done, the group needs to be whitelisted from the rule logic. ML ana-
lytics can also be tuned to exclude or only include certain users or groups by using

AQL data filter functionality.

5.7 Alerting threshold

Alerting threshold can only be defined after all the use cases have been deployed
and tuned, and after the risk scores have stabilized by the decay factor. Prior to test-

ing it will be hard to estimate how long this will take.

Another way to tune the number of alerts is by adjusting the decay factor. Increasing
this would have the effect of shortening the period in which the suspicious activities
need to take place to generate an alert. This could negatively impact the change of

detecting “low and slow” attacks that happen in a longer time frame.

For the pilot deployment the decay factor will be set as the default and no alerting
will be set until all the use cases and ML models have been running for some time.
After the risk scores have normalized the threshold for alerts will depend on the
quality of detections. Initial plan is to use the static threshold, but both options may

need to be tested.

Using the static option for alerting threshold will need re-examining the value with

constant intervals since changes in the monitored environment can cause the risk
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posture to change significantly. Few examples that can have considerable effect are
introducing new rules, ML models or log sources - or decommissioning old ones. Es-
pecially in changes that cause the overall risk posture of the system to go down,
there is a risk that the threshold will be left too high. False negatives are often harder

to notice and react to than false positives.

Problem with the dynamic setting on the other hand is that it may force alerts to be
created even when nothing interesting is happening if the generic risk posture of the
system happens to be low. Daily false positives can cause analysts’ trust to the sys-
tem to decrease and make them lose the ardor for proper analysis. What will be ulti-
mately the best approach is impossible to say without running the system first for

sufficient time.

5.8 Tuning UBA

UBA will require constant upkeep and tuning, no matter how well the initial deploy-

ment was made.
Ratio between imported users and users discovered from events

If the user import is working correctly, this ratio should be around 90 percent, or
even more being imported from Directory and rest discovered from events. This is
because in almost all cases the LDAP should contain most of the users of the com-
pany, exceptions being only local user accounts. If the ratio is significantly skewed
this could indicate either of following: LDAP import does not work as intended and
does not import all the available data, or the usernames seen in events are in a for-
mat which does not match any of the LDAP attributes used for use coalescing. This
makes UBA unable to associate users seen in events with existing profiles causing

them to be imported as new users. (Bravo, J 2020.)
Indexing event properties

There are few event properties that are recommended to be indexed in QRadar: High

Level Category, Low Level Category, senseValue, senseOverallScore and Username.
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This is due to UBA heavily using these in searches and indexing will improve the per-
formance. This will have some effect on the used disk space. (Enabling indexes to im-

prove performance n.d.)
Tuning false positives

Even with the tuning done in the initial deployment, future changes in the environ-
ment may cause false positive risk to be created. It is important to address false posi-
tive alerts, especially in UBA as the alerting threshold will be set based on the risk
posture, if rules cause significant amount of false positive risk score, the real risk will
get drowned underneath it. This naturally means that only rising the risk threshold to
lower alert numbers is not viable, as real alerts may then not then be triggered at all.
Addressing false positive risk needs to be done by rule or ML model basis, using the

steps described earlier in chapter 5.2.

6 Conclusions

As the pilot deployment was left out of the scope of this thesis the process for the
deployment was based mostly on understanding of the system gained from the doc-
umentation. It is obvious that after running and testing the system the process will
change, so spending substantial amount of time to create fine-grained process or at-
tempting to analyze the usefulness of the analytics based on assumptions alone does
not make too much sense. Therefore, this thesis became more of a look into the pos-

sibilities the product offers and what capabilities it has for including custom content.

The UBA does not contain any black-box analytics. All the analytics can be completely
modified or made new from a scratch. This means that it has potential to be modi-
fied for any customer environment with enough work hours. Question then is that
how much development time it needs before it becomes useful enough to warrant
the extra cost. While the application itself is free to install for existing QRadar deploy-
ments, cost increases come from additional resources needed from hosting and work

required from SOC developers. Based on the research done in this thesis, it is not
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possible to conclusively state an answer to this, but the application does contain

many features that would be very welcome as SOC analyst and developer.

The default rule set that comes with UBA is quite comprehensive for normal office
environments, with only few categories that are completely missing. The quality of
the rules is hard to assess without proper testing. Custom rule development done
previously for QRadar is easy to integrate for UBA as the application uses mostly me-

chanics that are already familiar for people working with QRadar.

QRadar UBA seems to receive new updates with constant intervals. Latest major ver-
sion was released in December 2020 and minor updates are release multiple times a
year, latest in March 2021. Each version containing fair number of new features. It
seems then that the product has healthy development cycle and expected to im-

prove over time.

One of the largest additions would be making it UEBA instead of UBA. Currently limit-
ing scope to only users can reduce the usability to some degree. Using for example IP
address or hostname as entities would increase the percentage of log data that is us-

able for the system.

The analysis process by using UBA dashboards seems like a large improvement in
many cases, especially compared to native QRadar offense analysis process. Only is-
sue is its integration to SOAR being a question mark. The unified user identities is no-
table quality of life improvement, but how well it can be integrated to processes out-

side the UBA dashboards and analytics is still unknown.

The product is made by USA based company, where the laws and regulations con-

cerning privacy and collecting data about users is much more lenient, especially after
GDPR was introduced in EU. For companies operating in EU carefully assessing the le-
gal aspect of using this type of software is important. It is also important for analysts
using the system to not access the data collected about users without sound security

related justification. Evaluating the legal aspect was not in the scope of this thesis.

Next step would be to test the system in production. Conclusion is that QRadar UBA
is promising product, but how well it would detect compromised user accounts in

real-life scenarios cannot be stated before testing it. Testing the product would need
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to be done in real environment, so the background noise of normal user activity
would be realistic. Testing the compromised user account scenario would optimally
be done in purple team exercise, where advanced attack tactics would be simulated.
For UBA this would provide one additional challenge, testing the usual security
measures can be started initially with a fresh account that is given to the red team.
For UBA the account would need to have a history of normal activity to present the

most realistic scenario.

Another aspect to test is the ratio of false and true positive alerts. This will depend
heavily on the deployed use cases, log sources and the nature of the monitored envi-
ronment, as it does in all SOC monitoring. But it should be then comparable to the
existing detection capabilities in the same environment. To get statistically significant

results from this would take quite a long time.
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