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1. INTRODUCTION

This thesis explains the new short range wireless technology IEEE802.15.6
Body Area Network (BAN). The thesis will be divided into 7 sections, each
section describing some very important aspect of the new technology. This
thesis will mainly focus on how BAN could be used medically.

Section 2 discusses the short range wireless technologies in general. Blue-
tooth and ZigBee will also be discussed in this section, because of their simi-
larities with BAN. In addition both of these technologies are used for medical

purposes.

Section 3 will discuss BAN standardization and the task group responsible for
it standardization. It will also discuss the reason why BAN is a better technol-

ogy for medical applications and its power consumption.

Section 4 will explain BAN network topology. This section will discuss the
MAC sublayer of BAN. This section will also discuss the security structure of
BAN.

Section 5 will discuss the physical layer specification of BAN. It includes: Nar-
rowband (NB) PHY, Ultra Wideband (UWB) PHY, and Human Body Commu-
nication (HBC).This sections talks about the channels of operation of BAN, as

well as other PHY properties of BAN.

Section 6 explains the results of the experiments in this thesis, and the results
from another research. It explains how the human body reacts to electrical
signal, and how the change in the position of a person could also have an ef-
fect on the output signal. Section 7 is a summary of the whole thesis.
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2. INTRODUCTION TO WIRELESS NETWORKS

Over the years, the world population has been increasing rapidly and hence
there is an increase in the amount of patients needing medical attention. Due
to the nature of today’s world economy, the government could not meet the
budget of each sector including the medical sector. The medical sector have
been suffering from limited resources needed for acquiring as many qualified
medical practitioners as needed in the hospitals to allow for a smooth opera-
tion of every section in the hospital. So in order to meet the increasing de-
mands for need of medical attention, the scientist and engineering need to

intervene.

Wireless technology has been a major part of today’s world for sometime, It
has brought great changes in the way humans communicate between them-
selves. Wireless technology enables ubiquitous networking for anyone, at any
time, and anywhere. The IEEE 802 is the standard committee responsible for
the standardization of different wireless technologies. This committee was es-
tablished in February 1980 hence the number 802. The services and protocols
were simplified to just the last two layer of the seven layers OSI model which
includes:

The Application, Presentation, Session, Transport, Network, Data link and the
Physical layer, but the IEE 802 committee work is only limited to Data link and
Physical layer. Data link was further spitted into two sub-layers by the IEEE
802 and these include: LLC Sub-layer, MAC Sub-layer. (Wikipedia 12.102012)

Though the IEEE 802 is responsible for all technologies involving Local Area
Networks and Metropolitan Area Networks, it also creates smaller committees
within itself for the standardization of each technology and they refer to these
smaller committees as Work Group (WG), or Task Group (TG). Each task
group is responsible for the standardization of each technology, they define
the PHY layer and MAC specifications for the particular technology they are

working on. There have been different task groups over the years, and new
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task groups are setup to address the need of a particular wireless technology.

Table 1 lists the different task groups that have been setup over the years,

and a short description of their task. (Ryuji, K., Kiyoshi, H., Li, H., & Kenichi,

T.. 2008).
TABLE 1. IEEE 802 Task Groups and there Task. (Wikipedia 2012)
Name Description Note
IEEE 802.1 Bridging (networking) and Network Manage-
ment
IEEE 802.2 LLC inactive
IEEE 802.3 Ethernet
IEEE 802.4 Token bus dis-
banded
IEEE 802.5 Defines the MAC layer for a Token Ring inactive
IEEE 802.6 MANSs (DQDB) dis-
banded
IEEE 802.7 Broadband LAN using Coaxial Cable dis-
banded
IEEE 802.8 Fiber Optic TAG dis-
banded
IEEE 802.9 Integrated Services LAN (ISLAN or isoEther- | dis-
net) banded
IEEE 802.10 Interoperable LAN Security dis-
banded
IEEE 802.11 a/b/g/n | Wireless LAN (WLAN) & Mesh (Wi-Fi certifi-
cation)
IEEE 802.12 100BaseVG dis-
banded
IEEE 802.13 Unused
IEEE 802.14 Cable modems dis-
banded
IEEE 802.15 Wireless PAN
IEEE 802.15.1 Bluetooth certification
IEEE 802.15.2 IEEE 802.15 and IEEE 802.11 coexistence
IEEE 802.15.3 High-Rate wireless PAN
IEEE 802.15.4 Low-Rate wireless PAN (e.g., ZigBee, Wire-
lessHART, MiWi, etc.)
IEEE 802.15.5 Mesh networking for WPAN
IEEE 802.15.6 Body area network )
IEEE 802.16 Broadband Wireless Access (WIMAX certifica-
tion)
IEEE 802.16.1 Local Multipoint Distribution Service
IEEE 802.17 Resilient packet ring
IEEE 802.18 Radio Regulatory TAG
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IEEE 802.19 Coexistence TAG

IEEE 802.20 Mobile Broadband Wireless Access

IEEE 802.21 Media Independent Handoff

IEEE 802.22 Wireless Regional Area Network

IEEE 802.23 Emergency Services Working Group

IEEE 802.24 Smart Grid TAG New
(No-
vember,
2012)

IEEE 802.25 Omni-Range Area Network Not yet
ratified

Table 1 sows that each task group was formed for a particular task, each task
is unique and hence it needed special attention. The following examples are

some of the technologies taken into consideration.

2.1 Bluetooth

Bluetooth is a proprietary open wireless technology standard, ad hoc, terres-

trial wireless standard for short range communication. It can also be referred
to as a short range wireless communications standards, that defines the data
link layer and the application layer to support both voice and data applications.
It was proposed to be a low cost, low power, radio based replacement for ca-
ble. It range of communication ranges from 1lmetre to about 100meters de-
pending on the class of the device been used. Bluetooth operates in the glob-
ally-unlicensed 2.4GHz ISM-band. (Tjensvold J. M. 2007).

Bluetooth deploys its frequency hopping across the entire band, so as for it to
comply with the regulations that guide the use of the ISM band. It uses 79 car-
riers of about 1MHz bandwidth each to perform the hopping. It allows that eve-
ry packet is transmitted on a newly chosen frequency, in about 65pus per carri-
er. This technology has been optimized to allow for large amounts of uncoor-
dinated communication to take place in the same area. Unlike most other ad
hoc technologies where all units in ranges use the same channels, Bluetooth
allows for independents channels, with each channel serving a limited num-
bers of users. This was made possible by the use of the Frequency-Hop
Spread Spectrum (FHSS) technique. The signal is spread on a large frequen-
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cy range but only a small bandwidth is occupied instantaneously, avoiding
most of the potential interferences in the ISM band. (Matheus, K., Zurbes, S.,
Taori, R., & Magnusson. 2003) (Maulin, P., & Jianfeng, W 2010)

2.2 ZigBee

ZigBee is a very similar technology to Bluetooth. It is an IEEE802.15.4 short
range wireless standard, which operates in the 868MHz, 915MHz, and
2.4GHz, ISM band. It is optimized for industrial sensors, smart grids, and low-
duty cycle operation for sensing devices. It has been used lately in medical
applications. This is the closest short range wireless technology to BAN in
terms of its medical applications. (Tjensvold J. M. 2007) (Maulin P., et al.
2010)

2.3 Body Area Networks IEEE802.15.6

All of these above mentioned technologies seem like a very good and compe-
tent technology to be implemented in BAN. But just like these technologies
where designed for some particular reasons, with some certain specifications,
to fulfil some certain needs. BAN will also be designed in this manner. The
IEE8B02.15.6 task group also put into considerations some of the properties of
the pervious short range wireless technology and how they could be imple-
mented into this new technology: (Anuj, B., & Ariton, X. 2011)

e Bluetooth technology was optimized for voice link.
e ZigBee is optimized for industrial smart grids, etc
e While Wi-Fi is optimized for data network.

Also these already existing short range wireless standards carry significant

overhead. Most importantly when these technologies where designed, the
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task group responsible for these technologies did not have any other applica-
tions in mind, they designed the technology for its own optimum used to serve
the reason it had been designed. Though most of these technologies might
have a lot in common and hence the thought of making just little modifications
to these already existing technologies, and then they would serve perfectly for
BAN applications might come to mind. But these might work fine to an extent,
it cannot work to the optimal, it would only be a short term solution. Consider-
ing all the requirements for BAN, none of the already existing short range
wireless technology would serve as permanent solution to BAN. (Anuj, B., et
al. 2011)
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3. BAN STANDARDIZATION

Body Area Networks, BAN is defined as a communication technology which is
optimized for low power consumption. It is able to operate either inside a hu-
man’s body, on a human’s body, or in close vicinity of the human body. Figure
1 shows an example of BAN used medically, though its application is not lim-

ited to medical application alone. (Anuj, B., et al 2011)

Blood Pressure
Sensor Node

Pulse Oximetry

Sensor Node Sensor Node

Inertial
Sensor Node

FIGURE1. Example of Medical BAN (Anuj, B., et al 2011)

As shown in Figure 1, the sensor could be place in any part of the human
body, whether it's the chest, the arm, or the thigh. The sensor can also work
effectively when placed inside the human body.

Vital information is being collected from a patient continuously and this infor-
mation is being sent to a monitoring device for further analysis. This really

helps to monitor the patient all the time, and whenever the data being read by
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the monitoring devices signifies any problem with the patient being monitored,
an alert is sent to the doctor requesting that a patient needs urgent medical
attention. This technology could help save a lot of lives. Unlike the traditional
routine in the hospitals, whereby nurses check on each patient couple of times
in a day, in this case all patients are being monitored at all times with the help
of BAN. BAN could also be used to monitor and help patients with disabilities.
(Monto” n, E., Hernandez, J. F., Blasco, J. M., Herve", T., Micallef, J., Grech,
l., Brincat, A. & Traver, V. 2008) (Schmitt, L., Falck, T., Wartena, F., & Si-
mons. 2007). (Otto, C., Milenkovic A., Sanders C., & Jovanov, E.. 2006).

3.1. BAN Application

BAN application is not only limited to medical applications alone, it also has
non-medical applications like gaming, data file transfer, social networking ap-
plications as shown in Figure 2. Though BAN is mainly optimized for medical
applications, but it is still a short range wireless technology and it can perform
most the function as most of the already existing technology could. (Kwak K.
S.,, Ullah, S., & Ullah, N. 2010)

Medical Applications Non-medical Applications

Vital signs monitoring
Respiration monitoring

Video streaming
Data file transfer

Electroencephalogram (ECGQG) sports
pH monitor 3D video
Glucose Forgotten things
Hearing aid monitor
WBAN Applications
Disability assistance
Muscle tension monitor
Blind Entertainment applications

Speech disability Gaming
Artificial hands Social networking

FIGURE 2 BAN Applications (Kwak, K.S., et al 2010)
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3.2. BAN Standardization Task Group

The standardization task group for BAN was setup in December 2007. The

task group was mainly focus on the medical application part of the technology,

though there are some other members of the group who are also working on

the non-medical part of the technology. It is most likely that both the medical

and non-medical application of BAN would be able to support same PHY, but

due to the requirements involves for medical application, the security, QoS,

and the MAC who be different for both applications. Table 2 shows some

characteristics of BAN as compared with some other IEEE802.15 wireless
standards. (Li, H., Takizawa, K., & Ryuji, K. 2008)

TABLE 2. BAN Standard as compared to other 802.15 Wireless Standards (Ryuji, K., et al

2008)

Characteristics

IEEE802.15 Standards

BAN

Configuration

15.3, 15.4, MAC

Single Scalable MAC

with reliable delivery.

Power Consumption Averagely Low Power |Very low power con-
Consumption sumption.

Power Source Conventional power | Compatible with body
source. energy scavenge opera-

tion.

Requirements (QoS)

Low Latency

Guaranteed and reliable

response to external
stimuli
Frequency band ISM MICS, ISM, WMT
Channel Air Air,  Around human
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body, Inside human
body.

Safety for human body Not required Required e.g. SAR

As shown in Table 2, due to the medical application of BAN, it has a different
frequency band (Medical Implant Communication Service (MICS) Band), as
compared to the other IEEE802.15 standards. One very important characteris-
tics of BAN is its safety to human body, and this have a very high priority in
this wireless technology. This is because it has to comply with the MICS fre-
guency band. As a result of this, parameters like Specific Absorption Ratio
(SAR) need to be taken very seriously.

3.3. BAN Task Group Responsibilities

Wireless technologies such as Bluetooth, Wi-Fi and ZigBee achieve so much
success due to their standardization. That is because standardization will help
to bring down the cost of BAN enabled devices. Standardization helps bring
down the cost by exploiting economics, scale, and it also allows for interoper-
ability and seamless user experiences. It help to free consumers from being
vendor dependent, that is with standardized technology, consumers could al-
ways chose from different manufacturers, that is best suited for their needs.
(Maulin, P., et al 2010)

The factors that really affect the success of a technology in the consumer
market are, cost, interoperability, and user convenience. Because what will be
point of having a device whose price is very cheap but too complicated or so-
phisticated to use, or vice versa. Most people would rather do with the cheap-
er devices that could serve almost the same function. The Task Group re-
sponsible for the standardization of BAN (IEEE802.15.6 Task Group) is there-
fore developing a standard encompassing PHY and MAC layer for BAN. This
standard that is being developed is expected to consume very low power as
well as fill the gap in the data rate vs. peak power graph. This is shown in Fig-
ure 3. (Ryuji, K., et al 2008)
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3.4. Power Consumption

Technological advances in lower power RF will help to significantly lower the
peak power consumption, in the process this could bring to reality small low-
cost disposable sensor. Because some other technologies likes Bluetooth,
and ZigBee have already so much success in the consumer market and are
also being used already for medical purposes, there is much doubt as to
whether the new IEE802.15.6 standard could outperform these already estab-
lished standards. (Anuj, B., et al 2011)

Daia Raie

1 Cbps

( Wireless US3

100 Mbps

Wi-Fi: 802.11a/b/g/n
16 Mbpe

1 Mbps

100 khps

10 kbps

1 kbps

>
imW  5mW  10mW 50 mW 100 mw 500 mW 1000 mW

Average Power Consumption

FIGURE 3. Target Position of BAN (Anuj, B., et al 2011)
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4. NETWORK TOPOLOGY

In BAN topology the nodes and hubs are arranged in logical sets. There is
usually only one hub in a BAN, but the numbers of nodes in a BAN ranges
from 0 to mMaxBANSize. In a one-hop star BAN topology, exchange of frame
occurs directly between hubs and nodes. While in a two-hop star BAN topolo-
gy, exchange of frames occurs via a relay-capable node. Figure 4 shows a
One-hob star BAN topology: H represents Hob while N represents Node.
(IEEE Computer Society 2012)

FIGURE 4 One-Hop Star BAN Network Topology (IEEE Computer Society 2012)

The hubs and nodes are partitioned internally into a physical (PHY) layer and
a medium access control (MAC) sublayer. This is in accordance with the IEEE
802 committee reference model. As specified in this standard, the hub and
node communicate directly in the PHY layer and MAC sublayer. At any given
time, both the PHY layer and the MAC sublayer of a hub or a node are to use
only one channel. Message security takes place at the MAC sublayer, while
security key generations occur inside or outside the MAC sublayer. Within a
hub or a node, through the MAC service access point (SAP) situated just
above the MAC sublayer, MAC provides its services to the MAC client, also
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the PHY through the PHY SAP provides its service to the MAC located be-
tween them. The MAC client on transmission passes the MAC service data
units (MSDUSs) to the MAC sublayer through the MAC SAP. Also through the
PHY SAP, the MAC sublayer passes MAC frames which could also be prefers
to as MAC Protocol data units (MPDUS) to the PHY layer. On reception, the
PHY layer via the PHY SAP passes MAC frames to the MAC sublayer, and
also through the MAC SAP the MAC sublayer passes MSDUs to the MAC cli-
ent. (IEEE Computer Society 2012)

4.1. MAC and Security

The main application of BAN is to support life saving medical application,
therefore safety, security and reliability are very important features of BAN as
well as its energy efficiency. Since BAN is also a form of short range wireless
technology, data could also be transmitted via the air. In a place like hospital
ward, or hospital elevators where there could be multiple BAN devices close
to each other, there is need for a very robust MAC protocol for the BANs to
coexist harmoniously without interference with each other. In case of heavy
interference due to presence of multiple BANs devices, there is a need for a
quick switch to a more quite channel in this kind of situation, for this reason,
an adaptive frequency agility and channel migration protocol need to be de-
veloped. There is also a need for a well-developed and efficient duty cycling
method in other to minimize the power consumption without having to com-
promise the QoS. (IEEE Computer Society 2012).

The human body structure/positions is another very important factor to be
considered in the design of BAN. The human body changes frequently and
this affect the position of the nodes in or around the body. Hence there are
always changes in the topology and density. For instance when one is sleep-
ing, standing, sitting down or walking, these are different human body posi-
tions. Because of these changes in positions there are also equal changes in
the topology and density. Hence the MAC protocol should be able to cope and
quickly adjust itself with these changes. Because BAN is mainly optimized for
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its medical application, unlike in some other short range wireless technologies.
Its first priority should be to guarantee delivery of alarming messages in cases
of emergency situations for real time vital monitoring. This very important fea-
ture should be prioritized in BAN. For instance in the configuration of voice
traffic on a Cisco IP telephone, voice command is configured with a O-priority.
This is because the Cisco IP telephone is optimized for voice application.
Though other applications are also allowed, but whenever there is voice traf-
fic, the channel makes sure it abandons everything else and allows for any
easy, efficient and very fast passage of the voice traffic and this is because of
the priority configured for the voice traffics. This kind of protocol also needs to
be enabled in all BANs devices, to give priority to guarantee the delivery of
alarming messages. (IEEE Computer Society 2012).

4.1.1. Beacon mode with beacon superframe boundaries

In this mode, except if it is prohibited by the regulation or in active case, bea-
cons are transmitted in each beacon period by the hubs. In this mode, the su-
perframe structure of the IEEE802.15.6 is divided into seven phases namely:
Exclusive Access Phase 1 (EAP1), Random Access Phase 1 (RAP1), Type I/l
Phase, Exclusive Access Phase 2 (EAP2), Random Access Phase 2 (RAP 2),
Type I/l Phase, and finally Contention Access Phase (CAP), as shown in the
Figure 5. (IEEE Computer Society 2012) (Kyung Sup Kwak et al 2010).

EAPI | RAPI Type Il phase EAP2 | RAP2 Type Il phase — CAP —

Superframe

A
A 4

FIGURE 5 Superframe Structure (Kwak, K. S., et al 2010)

The seven phases are logically divided into performing certain functions: The
EAP1 &EAP2 reserved for highest priority traffic such as reporting emergency
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events. The RAP1, RAP2 and CAP, are reserved for regular traffic, while the
Type 1/11 Phases are allocated for downlink and uplink allocation intervals,
bilink allocation intervals and finally delay bilink allocation intervals. Polling is
used for allocation of resources in Type I/ll phases. Any of the periods could
be disabled by setting the duration length to zero. (Kwak, K. S., et al 2010)

4.1.2. Non-Beacon mode with superframe boundaries

The entire superframe duration in this case is covered by either a Type | or a
Type Il access phase. It has to be one of the two, but it is never both. (IEEE
Computer Society 2012).

4.1.3. Non-Beacon Mode without superfraeme boundaries

Only unscheduled Type Il polled allocation is provided in this mode. The hub
may also support contented access methods, in this mode. (IEEE Computer
Society 2012).

4.2. Security

The dependability of a technology depends mostly on how secure the tech-
nology is, and this also applies to BAN. But most especially because BAN will
be mostly used for medical purposes, security of this technology is of a very
high priority. Medical information of a patient is very confidential information
shared between only the doctor and the patient and no third party is involved.
Bridge to this clause on the side of a medical practitioner could lead to a very
big law suit, and it could also leads to the death of a patient if this falls into the
wrong hands. Because of the importance of a very strong security for BAN,
and the fact that most of the security mode of the already existing short range
wireless technology has already been broken, it is therefore of utmost im-
portant to have a self-contained, low overhead, but very strong security solu-
tion for this technology. Figure 6 shows the generalized security structure of
BAN. (Maulin Patel et al 2010) (Kwak, K. S., et al 2010).



25

Once between two parties Once per session Once per data frame
Data security
Association - MK A s
uthentication
activation/ MK PTK creation PTK EnCIyptiOﬂ
generation Replay defense

FIGURE 6 Security Structure of BAN (Kwak, K. S., et al. 2010)

In BAN, the security usually starts with the two communicating parties, the hub
and the node, negotiating which of the securities best suites them. So when
the desired security has been selected, this sets off a security association be-
tween the hub and node thereby activating a pre-shared or generating a new
shared master key (MK). The security association protocols are discussed
below. (IEEE Computer Society 2012).

4.2.1. Master Key Pre-shared association

In this kind of security protocol, before the hub and the node both parties in-
volved in this communication run the MK pre-shared association protocol so
as to activate their pre-shared MK for the creation of their Pairwise Temporal
Key (PTK). Both the node and hub each have already a secret pre-shared
Master key (MK), and this is mainly to keep third parties from the possession
of this secret MK. (IEEE Computer Society 2012).

The node sends the first security association frame to the hub. This helps to
initiate the security association process to run the MK pre-shared association
protocol. Upon receiving the frame, the hub send the second security associa-
tion frame to the node, indicating whether to join or abort the security associa-
tion process. If the hub is aborting the security association, when the node
receives the second security association frame indicating the aborting of the
security association, it then aborts its current security procedure. But depend-
ing on the security suite selector the hub used in aborting the association,
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maybe due to temporary lack of resources, the node may choose to initiate a
new security association process. But in the case whereby the hub is accept-
ing to join the security association procedure, the hub thereby will activate the
pre-shared MK as its shared MK with the node, completing the security asso-
ciation process while treating the node true identity unauthenticated. The node
also on receiving this will activate its own pre-shared MK, the one they both
shared, thereby treating the hub’s true identity unauthenticated and thereby
completing the security association process. Then the node proceeds to cre-
ate PTK with the hub, and based on the pre-shared MK, they could both
thereby perform a mutual authentication of each other. (IEEE Computer
Society 2012).

4.2.2. Unauthenticated association

In this kind of security protocol, the two communicating parties the hub and
the node requires no authentication credentials before running the unauthenti-
cated association protocol, to generate their shared MK in order to create their
PTK. The node initiates the association security protocol, like in the case of
Master key pre-shared association. So when the hub receives the first securi-
ty association frame sent by the node, the hub reply’s by sending a second
security association frame, indicating whether to accept the invitation to join in
the association, or whether not to join the association. So the hub sends to the
node a second security association frame. The hub sends a message either
accepting to join the security association thereby setting the MK_KMAC field
of the security association data to MK_KMAC_2, or to abort the security asso-
ciation, thereby setting the MK_KMAC field to 0. (IEEE Computer Society
2012).

When the node receives the second security association frame from the hub,
suggesting that it would not be joining the association, the hub terminate the
security association process. But depending on the suite selector the hub
used in sending the message would determine if the node will re-initiate an-
other association or not. If the hub aborted the security associate process with
a different security suite selector, this indicates that it doesn’t have enough
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resources at the moment, then in this case the node could initiate another se-
curity association process. But in the case when the security association pro-
cedure was not aborted, after the node has received a second security asso-
ciation frame from the hub with the MK_KMAC field set to MK_KMAC_2. Then
the node will send the third security association frame of the procedure to the
hub, setting the MK_KMAC field to MK_KMAC_3. When the third security as-
sociation frame has been sent successfully the node then compute their
shared MK treating the hub’s true identity as unauthenticated but the associa-
tion procedure as completed. The hub also does the same to the node after it
has received the third security association frame. (IEEE Computer Society
2012).

4.2.3. Public Key Hidden Association

In this kind of security association procedure, both the hub and the node shall
have a secret transfer of the node’s public key to the hub, typically through an
out-of-band channel. Prior to running the public key hidden association proto-
col to generate their shared MK for their PTK creation, and they do this while
trying to keep the third parties from impersonation attack. (IEEE Computer
Society 2012).

The node initiates the security association procedure by transmitting the first
security association frame of the procedure to the hub, thereby indicating in
the frame the selected security suite. The hub on receiving the first security
association frame from the node, it replays by transmitting the second security
association frame of the procedure. This security frame transmitted by the hub
would determine if the hub is accepting the security association or aborting the
association. To accept and continue the security association, the hub would
set the MK_KMAC field of the security association data to MK_KMAC_2.
Therefore when the node receives the second security association frame with
the MK_KMAC field set to MK_KMAC_2, it then send the third security asso-
ciation frame of the procedure, setting the MK_KMAC field of the security as-
sociation to mk_kmac_3. After the third frame has been successfully sent, the
node would compute the shared the MK treating the hub’s true identity as au-
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thenticated and the associated procedure as completed. The hub upon receiv-
ing the third frame having MK_KMAC field set to MK_KMAC_3, the hub also
does the same as the node. (IEEE Computer Society 2012).

4.2.4. Password Authentication Association

In this kind of security association procedure, both the hub and the node will
have a secret shared password. Prior to running the password authenticated
association protocol in order to generate their shared MK for the creation of
their PTK. While trying to keep the third parties away from processing the se-
cret password so as to prevent impersonation attacks. The node initiates this
procedure by first sending the first security association frame of the procedure
to the hub, indicating in the frame its selected security suite. (IEEE Computer
Society 2012).

The hub upon receiving the first security association frame, sends the second
security associated frame indicating whether it will be accepting or aborting
the security association. If the hub is aborting the security association due to
temporary lack of resources, it sends the second security association frame
with a different security suite selector. When the node receives this frame, it
aborts the procedure and may re-initiate the security association later. But if
the hub sends the second security association frame with the MK_KMAC field
set to KM_KMAC_2, the node continues with the security association by send-
ing the third security association frame of the procedure setting the
MK_KMAC field of the security association data to MK_KMAC_3. When the
third security association frame has been successfully sent, the node then
compute the shared MK, treating the hub’s true identity as authenticated and
the association procedure as complete. The node also does likewise upon
successfully receiving the third security association frame from the node with
the MK_KMAC field set to MK_KMAC_3. (IEEE Computer Society 2012).
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4.2.5. Display Authentication Association

In this kind of security association procedure, both the hub and the node be-
fore running the display authentication association protocol shall each have a
5-digit decimal number. So that they could generate their shared MK for the
creation of their PTK, while also trying to prevent attacks from third parties.
(IEEE Computer Society 2012).

The node initiates this security association by first sending to the hub the first
security association frame of the procedure. The hub upon receiving the frame
sent by the node, would respond by sending the second security association
frame of the procedure. This frame will indicate if the hub is accepting the se-
curity association or aborting the association, the node would indicate this by
the selected security suite the hub use in sending the frame. Therefore when
the node receives the second security association frame sent by the node,
indicating that it is aborting the security association, the node will abort the
current security association procedure. Though it may re-initiate another se-
curity association procedure. If the hub aborted the procedure with a different
security suite selector, which may suggest that, the hob is temporarily out of
resources. (IEEE Computer Society 2012).

The node could resume the procedure if it receives another frame from the
hub with the MK_KMAC field set to MK_KMAC_3. In this case the node would
treat the second security frame that was received earlier as a frame sent by
an impersonator or a third party. But in the case whereby the second security
frame received by the node the MK_KMAC field was set to MK_KMAC_2, the
node in this case will send the third security association frame of the proce-
dure setting the MK_KMAC field to KM_KMAC _3. Upon successfully sending
the third security association frame, the node would display it 5-digit decimal
number. The hub also upon verifying that the third security association key
sent by the node is valid, it then display it's 5-digit decimal number. If they
both display the same 5-digit decimal number, they will both be informed
through their respective user interfaces that their mutual authentication has
succeeded. But if they both display different 5-digit decimal numbers, they
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both each would be informed that their mutual authentication has failed. After
they both have been informed that their mutual authentication has been suc-
cessful, they both then compute the shared MK, treating their association pro-
cedure as completed. (IEEE Computer Society 2012).

4.3. Security Dissociation

The dissociation procedure could be initiated by either of the two communi-
cating parties, the hub or the node. The procedure nullifies the existing securi-
ty association between both parties, and also their shared MK and PTK. Either
the hub or the node, depending on which is initiating the dissociation proce-
dure send a security dissociation frame setting the DA_KMAC field of the
frame payload to DA_KMAC. The receiver could either be the hub or the node
depending on who is initiating the dissociation procedure. When it receives the
security dissociation frame, it erases the MK and the PTK from its internal
storage and the sender does likewise after successfully sending the security
dissociation frame. (IEEE Computer Society 2012).
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5. PHYSICAL (PHY) LAYER SPECIFICATION OF BAN

Body Area Network BAN, supports three different physical layers namely:
Narrowband (NB) PHY, Ultra Wideband (UWB) PHY, and Human Body Com-
munication (HBC). (IEEE Computer Society 2012).

5.1. Narrowband (NB) PHY

The Narrowband, NB PHY is responsible for the activation and deactivation of
the radio transceiver, clear channel assessment (CCA) within the current
channel and finally for data transmission and reception. Figure 7 shows the
Physical Protocol Data Unit (PPDU) structure of NB PHY. The PPDU frame of
the NB PHY contains a Physical Layer Convergence Procedure (PLCP) pre-
amble, a PLCP header, and a PHY Service Data Unit (PSDU) as shown in
Figure 7. (IEEE Computer Society 2012) (Kwak, K. S., et al. 2010)

Octets: —+——> «—1 > «—1 » «—1 »

FRAME | RECIPIENT | SENDER
CONTROL| 1D ID BaHiE
. . T 7 0-255 2
15 bits 4 bits 12 bits Octets: —> < > <>
. MAC MAC Frame Body
PHY Header | HCs | BCHLFOITY Header|  Vatiable Length:0-  |FCS
Bits 255 bytes
PLCP Preamble PLCP Header PSDU

FIGURE 7; Narrowband PPDU Structure (Kwak, K. S., et al. 2010)

The PLCP preamble helps the receiver during timing synchronization and car-
rier-offset recovery. The PLCP header’'s main purpose is to carry the neces-
sary information about the PHY parameters to aid in the decoding of the
PSDU at the receiver. The PLCP header could be further broken down into a
RATE field, a LENGTH field, a BURST MODE field, a SCRAMBLER SEED
field, reserved bits, a header check sequence (HCS), and finally BCH parity
bits. The BCH parity bits helps in enhancing the robustness of the PLCP
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header. The PLCP header is transmitted after PLCP preamble using the given

header data rate in the operating frequency band. The PSDU is the third com-
ponent of the NB PHY PPDU, it is formed by joining the MAC header together
with the MAC frame body and frame check sequence (FCS). The PSDU is
transmitted after the PLCP header using any of the available data rates in the

operating frequency band. Table 3 shows the summary of frequency band that

BAN devices should be able to support for transmission and reception.

(Choi, B., Kim, B., Lee, S., Wang, K., Kim, Y., & Chung, D. 2010).

TABLE 3 Modulation Parameters for PLCP Header and PSDU (Kwak, K. S., et

al 2010).
Frequency Packet Modulation Symbol Code Information
Band Component Rate Rate Data Rate
(Kbps) BCH (Kbps)
(n,k)
402 — 405 PLCP /2-DBPSK 187.5 31.19 57.5
MHz Header
PSDU /2-DBPSK 187.5 63.51 75.9
PSDU /4-DQPSK 187.5 63.51 303.6
420 — 450 PLCP Hea- GMSK 187.5 31,19 57.5
MHz der
PSDU GMSK 187.5 63,51 75.9
PSDU GMSK 187.5 63,51 151.8
863 - 870 PLCP Hea- | m/2-DBPSK 250 31.19 76.6
MHz der
PSDU m/2-DBPSK 250 63.51 101.2
PSDU m/4-DQPSK 250 63.51 404.8
902 - 928 PLCP Hea- | m/2-DBPSK 300 31.19 91.9
MHz der
PSDU m/2-DBPSK 300 63.51 121.4
PSDU m/2-DBPSK 300 63.51 485.7
950-956 | PLCP Hea- | m/2-DBPSK 250 31.19 76.6
MHz der
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PSDU m/2-DBPSK 250 63.51 101.2
PSDU m/2-DQPSK 250 63.51 404.8
2360—2400/ | PLCP Hea- | m/2-DBPSK 600 31.19 91.9
2400- der
2483.5
MHz

PSDU m/2-DBPSK 600 63.51 121.4
PSDU m/2-DBPSK 600 63.51 485.7

From Table 3, we could see that NB PHY standard uses Differential Binary
Phase-shift Keying (DBPSK), Differential Quadrature Phase-shift Keying
(DQPSK), Differential 8-Phase-shift Keying (D8PSK), and finally Gaussian
minimum shift Keying (GMSK). All these modulation techniques are employed
in this standard

51.1. PLCP Preamble

In order to aid the receiver in the packet detection, timing synchronization and
carrier-offset recovery, prior to the PLCP header a preamble need to be add-
ed. Due to the several networks operating on adjacent channels, there is need
to lessen the amount of false alarm. The two uniquely defined preambles
helps in this regards. Preambles are formed by joining a length-63m- se-
guence with a 010101010101101101101101101 extension sequence. The
length of the preamble is 90 bits. Both the former sequence and the latter se-
guence can be used in implementing various functions. The former sequence
helps in implementing packet detection, coarse-timing synchronization, and
carrier-offset recovery, and the latter sequence helps in implementing fine-
timing synchronization. (IEEE Computer Society 2012).

5.1.2. PLCP Header

PLCP Header main purpose is to carry the necessary information about the
PHY parameters, to aid in the decoding of the PSDU at the receiver. It is

added after the PLCP preamble, and it is 31 bits long. Figure 8 and 9 shows




34

the BCH coding scheme for PLCP header construction and also how the
PLCP header is constructed for transmission respectively.

Format PHY Header

l

Header Check

Sequence
Calculation
A 4 \ 4
PHY
HCS
Header
E E BCH (31.19)
- : Encoder
Y v l
PHY BCH
HCS i .
Header Parity Bits
15 bits 4 bits 12 bits
FIGURE 8 BCH Coding Scheme for PLCP Header Construction (Choi, B., et
al 2010)
PHY Header s «% .
3 BCH . Bit .| Symbol
- g = Encoder »1 Spreader [ Interleaver Scrambler [ Mapir e

FIGURE 9 PLCP Transmission Block diagram (IEEE Computer Society 2012
P. 178)
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5.1.3. PHY Header

The length of the MAC frame body, data rate of the MAC frame body, as well
as the information as regards whether the next packet is being sent in a burst
mode, are contained in the PHY header. As shown in Figure 8, the PHY
header field consists of 15 bits ranging from 0-14. Figure 10 shows how the 15

bits are defined for their particular purposes.

i
ﬁ
=]
L L
[y ] LLi
RATE LENGTH £5 25
(3 bits) (@ bits) o= 4
R0 Ri R2| R LEE MEE| R | BEm| 55
ﬂ|1|234|5|6|?|8|9|1{ﬁ|11 12 113 | 14
R Reserved
Tranzmit Order (from left 1o right)
3

FIGURE 10 PHY Header bit assignment (IEEE Computer Society Std
802.15.6. P. 179)

Figure 10 shows that most of the bits are assigned. The various assignments
of the bits are listed below: (IEEE Computer Society 2012).

i.  Bit 0-2: They encode the rate field, which carries the information
as regards the type of modulation, information as regards the
data rate, the pulse shaping, coding rate, as well as the spread-
ing factor used to transmit the PSDU.

ii. Bit4-11: They encode the LENGTH field, with the LSB being the
first to be sent.

iii.  Bit 13: It encode regardless of the packet being transmitted in
the burst mode or not.

iv. Bit 14: It encodes the scrambler seed.

v. Bit 3, 12: These two bits are unassigned and therefore are set

to zero. But because BAN is a new technology which standardi-
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zation is still in progress, it very reasonable to assume that these

bits are reserve for future use.

5.1.4. HCS and BCH

The Header check sequence main function is to protect the PHY header, while
the BCH helps to enhance it robustness. The BCH does this with the help of
the BCH encoder. (IEEE Computer Society 2012).

5.1.5. PSDU

PSDU is another major component of the PPDU, which has already been de-

scribed above. Figure 11 shows how PSDU comes about transmission. (IEEE
Computer Society 2012).
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FIGURE 11 Block diagram of PSDU construction for transmission (IEEE
Computer Society 2012 P. 181)

5.2. Ultra Wide-band (UWB) PHY

Ultra wide-band, UWB PHY offers robust communication and precise self-
location of sensor nodes for BAN technology. It also provides a very good
platform for implementation opportunities for high performance, and ultra low
power operation. With the help of the physical layer convergence protocol
(PLCP), UWB provides the MAC layer with a data interface. Namely below are
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the three layers of functionalities provided by the UWB PHY: (IEEE Computer
Society 2012) (Lee, C., Kim Jaehwan., Lee, H. S., & Kim Jaeyoung. 2009.)

i.  Activation and deactivation of the radio transceivers.

ii.  With the help of the PLCP, and by connecting the Synchronization
header (SHR), the Physical layer header (PHR) and the Physical layer
service data unit (PSDU) together respectively. The PHY layer protocol
data unit (PPDU) is well constructed, and also for the sake of wireless
medium transmission, the PPDU bits are converted into RF signals.

As mentioned above, the UWB PHY offers the precise location of the sen-
sor node for BAN. It does this with the help of a Clear Channel Assess-
ment (CCA).

5.2.1. UWB PHY Channels

UWB PHY has two modes of operation namely: The Default mode otherwise
called the Low band and secondly the High band QoS mode also called the
high band mode. The UWB PHY consists of 11 channels, the first three chan-
nels (Channel 1 — 3) are meant for operations in the low band mode, while the
last eight channels (Channel 4 — 11) are reserved for high QoS mode opera-
tion. There are two channels regarded as mandatory channels: Channel 2 and
Channel 7, both of which have a bandwidth of 499.2MHz like the rest of the
channels, but their central frequencies are 3993.6MHz and 7987.2MHz re-
spectively. It is mandatory for a UWB device to support at least one of the two
mandatory channels, as shown in Table 4. Its low interference to other devic-
es and because the signal power levels are in the order of those used in the
Medical Implant Communications Services (MICS) band. It helps to provide a
safe power level for the human body. Beacuse this technology is mostly fo-

cused on its medical applications. (Kwak, K. S., et al 2010).

TABLE 4. Showing UWB PHY operating frequency band. ( Davenport, D. P.
21)
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Central
Band Channel Bandwidth Channel
frequency .
group | number (MHz) attribute
(MH2z)
1 3494 .4 499.2 Optional
Low
2 3993.6 499.2 Mandatory
band
3 4492.8 499.2 Optional
4 6489.6 499.2 Optional
5 6988.8 499.2 Optional
6 7488.0 499.2 Optional
7 7987.2 499.2 Mandatory
High _
8 8486.4 499.2 Optional
band
9 8985.6 499.2 Optional
10 9484.8 499.2 Optional
11 9984.0 499.2 Optional
5.2.2. UWB PHY Frame Format

As already mentioned earlier, the UWB PHY frame format otherwise known as
the Physical Layer Protocol Data Unit (PPDU) is constructed by the PLCP by
connecting together the SHR, PLDU and the PSDU. This is illustrated in Fig-
ure 12. (Kwak, K. S., et al 2010)
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<«—Synchronization Header (SHR)—»

Si Si Si Si Si Si So So PHR Data

Preamble SFD PHR PSDU

PHY Protocol Data Unit (PPDU)

FIGURE 12 UWB PHY Frame Format (Kwak, K. S., et al 2010)

5.3. Human Body Communication (HBC)

The HBC PHY covers the entire protocol for BAN which includes: packet
structure, modulation, preamble/SFD, etc. It uses the Electrostatics Field
Communication (EFC). HBC operates in two frequency band 16MHz and
27MHz. The 27MHz operating frequency is accepted in Europe, while in the
USA, Japan, Korea and most other part of the world both operating frequen-
cies are accepted. The HBC PHY PPDC structure is made up of the Pream-
bles, the start frame delimiter (SFD), the PHY header, and the PSDU. These
are shown in the Figure 13. (Kwak, K. S., et al 2010).

Data Rate | Pilot Info | Sync | D BAN ID Reserved
Payload Length CRC

Preamble SFD PHR PSDU
PHY Protocol Data Unit (PPDU)

FIGURE 13 HBC PPDU Structure (Kwak, K. S. et al 2010).

Human body communication (HBC) can be categorized into two categories,
depending on whether it is operated from inside or outside of the human body:
Wearable BAN and Implant BAN. (Ryuji K., et al 2008).
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5.3.1. Wearable BAN

Wearable BAN can be used for both Medical and non-medical applications. It
could operate in close vicinity of the human body, as well as when it is at-
tached to the human body. Figure 14 shows an example of a wearable BAN.
Using an Ambu Neuroline 700 single patient surface electrode, the electrodes
are connected from the signal generator to the human body, then from the
human body to the signal analyzer. In this scenario, the signals generated
from the signal generator, flows through the human body and it is been trans-

mitted to the signal analyzer. In this case the human body serves as a wired

medium for signal transmission. (Ryuji K. et al 2008).

FIGURE 14 Wearable BAN (Ekundayo 2012)

This process is best suited for medical purposes, because of the wired medi-
um, there would be less concern for interference. Because the patient would
be continually connected to the devices, real time vital signals of the patient
will be sent to the doctor or nurses via a wireless medium through the signal
analyzer. This method is very reliable.
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It is also possible to send the signals from the human body wirelessly. While
the human body is connected to the signal generator, an antenna is connect-
ed to the signal analyzer. The human body transmit the signal wirelessly and
the antenna receives the signal. This method is more reliable when there is
only one device transmitting in the close proximity of the patient, else the an-
tenna would be receiving more signals which are not related to the patient and

this could be disastrous for the patient.

5.3.2. Implant BAN

Implant BAN is mainly considered for only medical purposes. They are in
compliance with the MICS band standard. It is very reasonable to suggest that
Implant band should be supported by separate PHY. While Wearable BAN
operate in close proximity of the human body, with the possibility of causing
little or no harm to the human body. In the case of a malfunction in the techni-
cally properties of the device, and besides they can be easily disconnected if
the need arises. Implant BAN on the other hand could be much more harmful
is this regards, because they are already inserted in the human body, they
can’'t be easily removed, hence they should be subjected to much more re-
striction. (Ryuji, K., et al 2008).

Another very important factor to consider in Implant BAN is the SAR, though it
is very important for both, Implant BAN need to be much more restricted in
this area. Implant BAN is not another form of MicroChip or VeriChip Implanta-
tion, though both might have some similarities base on the fact that they are
restricted to the MICS Band. But unlike implanted microchip, implant BAN is
only concern with the health issues of a patient. It sends vital signals from the
inside of the patient in form of electrical signal, which are being recorded on
the signal analyzer and the result are sent to the doctor or nurse, and it alarms
in case of a medical emergency. It provides a real time update on a patient.
(Ryuji K., et al 2008) (Moshaddique, A. A., Liu, j., Ullah, S., Kwak, K. S..
2011).
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6. RESEARCH ON SIGNAL TRANSFER

The aim of this test was to see how the position and the state of the human
body affect the output signal that is being recorded in the signal analyzer. Us-
ing the Ambu Neuroline 700 single patient surface electrode as shown in the
Figure 14, two pairs of electrodes were connected to 2 parts of the human
body, with one of the pairs connected to the signal generator and the other
pair to the signal analyser. The electrical signal generated from the signal
generator passes through the electrode connected to it, then through the hu-
man body and it comes out from the electrode at the other end, then into the
signal analyzer. This is a simple test on how the human body could serve as a
medium for transfer of electrical signals. Figure 15 and16 show the diagram of
the signal generator and the signal analyzer.
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FIGURE 15 Rohde & Schwarz Signal Generator (Ekundayo 2012)
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FIGURE 16 Agilent Technologies MXA Signal Analyzer (Ekundayo 2012)

Becuase this technology would be applied on patients in hospital, it is very
important to know how the different parts of the human body could affect the
flow of the electrical signals being sent from the signal generator. It is very
most important to know how the state of the person would affect the output
signal. Because this is what will really help the doctors and nurses to know
what exactly is wrong with the patient, when the patient needs medical emer-
gency and so on. Figures 17 to 20 shows the output signals in minus decibel

(-db) values, and the input signal in Mega Hertz (MHz).
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FIGURE 17 Output Signal when connected to the arm (Ekundayo 2012)
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FIGURE 18 Output Signal when connected to the forehead (Ekundayo 2012)
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FIGURE 19 Output Signal when connected to the chest (Ekundayo 2012)
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FIGURE 20 Output Signal when connected to the chest (Ekundayo 2012)
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Figures 17 to 20 show that the SAR at different point in the human body
varies, reason for this could be explain with further research into this
technology. But we could see clearly that with increase in the input signal the
human body react accordingly to this changes. The results shows a sinuosidal
pattern, with a change in the input signal there is a corresponding change in
the signal coming out from the body. But one very important point to consider
in when comparing both graps when the electrodes was placed on the chest
Figure 19 and 20.

This was a very interesting part of the testing process, several readings were
taking on the same a person, while the person is sitting, standing or lying
down very relaxed. After a while another set of readings where taken on the
same person, but this time after | told the person that | will be sending some
very high electric current into his body, and that he should try to remain still.
But because news like that will normally create some fear or anxiety in the
person, and despite the fact that the person is still trying to look relaxed as he
was earlier. But inside he is not, | knew this because of the output signal | was
getting from the signal analyzer. There was a very large difference in the
output signal, when you compare the result to when the person was truely
relaxed, without any fear or anxiety and when the person isn’'t or even

pretending to be relaxed.

This could be easily applied on a sick patient in the hospital, the sensor
attached to the body of the patient would be sending to the doctor or the nurse
signals as regards his temperature, blood pressure, and some other
physiological and important data needed for the patient to stay alive. When
there is any abnormallty in the data being sent, this could trigger an alarm
thereby calling for urgent medical attention. Patient could easily tell lies to the
doctors or nurses and they do this all the time, but they can't tell lies to a

sensor connected to them or working in close vicinity of them.
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7. CONCLUSION

BAN will save a lot of lives, it will save time for the doctors and nurses, it will
provide real time patient information to the office or home of the doctors and
nurses and it will also help the hospital to run more smoothly.

With the world population growing massively every day, and different epidem-
ics outburst every day, hence there are a lot of sick people in the hospitals
today with not enough doctors and nurses to attend to all at the same time.
But there is always someone in urgent need of medical treatment compared to
the other patients, and with this technology it is easy to know who it is, thereby
helping to save the life that was more in danger. It is a very secured technolo-
gy, and it would not allow any third person interference.

Though ZigBee has been used for some medical applications, BAN is more
equipped for this purpose, compares to any other short range wireless tech-
nology. It was designed with this in mind. As it was explained in this thesis in
section 3, BAN consumes very low power. Section 4 showed how robust this
technology is, and it is a much more secured technology, which makes it a
much better technology compared to the already existing ones. This thesis
also explained how the human body reacts to electrical signals. As well as
how a person’s state of being could affect the output signal, coming out of a
person’s body to the signal analyser.

This technology has a future in the medical world, though it might take some
time before it breaks into the market, but when it does, it will continue to
spread. There are not any companies actively producing devices operating on
this technology yet, because its standardization is still in progress. Further
research on the behaviour of the electrical signals sent into the human body,
and some of it physical properties, is worth studying more. This technology will

be part of the future of the world healthcare system.
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