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Tämän tutkimuksen tavoitteena oli kehittää ehdotus dokumenttirakenteeksi, jonka avulla on
mahdollista luoda hallittavissa oleva turvallisuusdokumentaatiokokonaisuus. Rakenne kehitet-
tiin ensisijaisesti Itella konsernin tarpeisiin. Itella on yksi Suomen suurimmista yritystyönanta-
jista, joka tarjoaa palveluja tieto- ja tuotevirtojen digitaaliseen ja fyysiseen käsittelyyn. Pal-
velut tuotetaan Itellan kolmen eri toimialan toimesta kansainvälisesti.

Organisaation hallintotapakulttuuri ja tavoitteet määritellään hyvien politiikkojen kautta.
Toimiva ohjausdokumentaatio muodostaa määritellyn rakenteen organisaation eri asiakirjoja
varten. Mahdollisuus löytää punainen lanka dokumentaatiohierarkian alemmista dokumenteis-
ta aina siihen liittyvään politiikkaan ja perustana oleviin liiketoimintatavoitteisiin saakka kas-
vattaa ymmärrystä organisaation turvallisuustavoitteista, ja syistä turvallisuuteen liittyville
hallintotavoille.

Jo tutkimuksen alkuvaiheessa alkoi näyttää siltä, että tätä aihealuetta ei ole tutkittu aikai-
semmin. Kirjallisuutta tai tieteellisiä tutkimuksia, jotka kattavat tämän näkökulman perus-
teellisemmin ei voitu löytää. Aihealuetta ohuesti käsittelevä kirjallisuus kertoi pääosin liike-
toiminnan ja turvallisuuden hallinnointitavoista, sekä ohjeisti turvallisuuspolitiikkojen sisällön
kirjoittamiseen eri aiheista.

Koska kirjallista materiaalia nimenomaan dokumenttirakenteesta ei ollut saatavilla, käännyin
ongelmani osalta eri organisaatioissa toimivien suomalaisten johtavien turvallisuusammatti-
laisten puoleen. Tein kyselytutkimuksen, joka paljasti lukuisia tapoja koostaa tämä turvalli-
suusdokumentointiin liittyvä rakenne ja rakenteeseen liittyvä hallinnointi.

Muodostin kyselytutkimuksen sekä kirjallisuusselvityksen pohjalta saatujen ideoiden ja ajatus-
ten perusteella ehdotuksen turvallisuusdokumentaatiorakenteelle sekä sen nimeämiselle. Eh-
dotusta testattiin sekä asiantuntija-arviotimenetelmällä valittujen turvallisuusammattilaisten
kanssa että kokeilemalla struktuurin käyttöä pöytätestaamalla tiettyjen tapausesimerkkien
kautta. Pöytätestit toteutettiin Itellan sisäisesti.

Muodostettu rakenteellinen kehys soveltuu Itellan tarpeisiin, mutta asiakokonaisuuden ollessa
yleinen, se varmasti soveltuu myös muiden organisaatioiden käyttöön. Koska Itellalla ei ole
yleistä dokumenttirakennetta käytössä, ehdostusta turvallisuudendokumentaatiorakenteesta
tullaan ehdottamaan myös Itellan yleiseksi dokumentaatiorakenteeksi.

Asiasanat (rivillä 54): turvallisuuspolitiikka, dokumenttirakenne, viitekehys, dokumenttiarkki-
tehtuuri
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The objective of this thesis was to develop a proposal for a documentation framework which
supports the creation of a manageable security policy framework. The framework was devel-
oped primarily for Itella Group. The Itella Group is one of Finland’s largest employers, and it
offers a wide-ranging set of information and logistics services in its three different business
areas internationally.

The organization’s governance culture and objectives can be defined by having good policies.
A well-working policy framework will form a defined structure for different documents in an
organization. The ability to trace lower-level documents to the original policy and to the
business objectives gives understanding of the organization’s security goals and reasons for
security governance.

Already in the early stages of the study it appeared that this area has not been researched
before as no literature or scholarly studies covering this angle more thoroughly could be
found. The literature relating to this area was about business and security governance and
about writing content of security policies concerning various subjects.

Hence, with the problem of finding written material, leading security professionals in several
Finnish organizations were contacted. A survey was conducted, and the result of it revealed a
plethora of ways to solve the common issue of security documentation structure and man-
agement of that structure.

Based on the questionnaire and ideas from the literature, a suggestion for a security docu-
mentation structure and its naming was built. This suggestion was tested both with an expert
evaluation method with chosen security professionals and also by running case specific tab-
letop tests on the structure within Itella.

The framework will be suitable for the needs of Itella, but as the issue is general, this would
also work for other organizations. Since Itella do not have an official common documentation
structure in place, the security framework proposal is going to be proposed to be transformed
also to the common documentation structure for the organization.

Key words (row 54): security policy, policy framework, document hierarchy, security architec-

ture
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1 Introduction

Corporate governance is a common practice in most of the organizations. Security, on the

other hand, is a fairly new area of governance for many organizations even though it would be

partly implemented. As Allen (2007, ix-xi) says “governing for enterprise security means view-

ing adequate security as a non-negotiable requirement of being in business. If an organiza-

tion’s management does not establish and reinforce the business need for effective enterprise

security, the organization’s desired state of security will not be articulated, achieved, or sus-

tained.” The leaders of the governance level have authority, accountability, and resources to

act and enforce compliance which other organizational functions do not have. (Allen 2007, ix-

xi).

Currently the writer of this thesis does not know any other rational approaches which would

help to achieve effective enterprise-wide security than implementing a security architecture

containing its governance. Enterprises need ways to ensure their assets are adequately pro-

tected and available to use. A security governance program that includes a security policy

management framework will assist in this task.

There has been a great amount of books, documentation, templates and discussion about pol-

icies and their development. There is still a lot of confusion about what the policies actually

are. The guidelines are often limited to the policies themselves, how they should be written,

and what they should contain. The discussion does not cover the documentation framework

and structure behind it. It is unclear how well organizations structurize their policies and oth-

er related documentation. Who can issue a policy, which kind of entity can approve it and

how to treat other policy supporting documents? Which kind of policy supporting documenta-

tion may or should exist?

Brotby (2009, 111) underlines that “it is common to see no distinction made between policies,

standards, procedures, and guidelines, and they are often intermingled in an awkward amal-

gam”. In a well-defined and built policy architecture, all business requirements can be traced

downwards to security implementations. Likewise, any implementation or setting found has

to be able to be justified by a business requirement. A policy framework should support this

kind of refinement of rules for different levels of documentation. An important criterion for a

successful framework is also maintainability. A well-structured system will support manage-

ment of the documents by limiting content and redundancy between different documents.

Examples of a commonly used policy framework do not exist, and there is not a general un-

derstanding of what kind of structure a policy framework should have. Although this dilemma
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is interesting, research around policy hierarchy is virtually non-existent. There is only one

paper written by Baskerville and Siponen from 2002 which relates to the subject.

The need for a structured set of documents governing security and its implementations has

grown from a practical need. In an enterprise like Itella, there exists a variety of documents

guiding work and rules defining different issues. Problems arise when these documents cannot

be put into any particular order, and the scope of them is not clear. This makes it difficult to

figure out, which directives are in effect in different functions and tasks, which directives are

recommendations and which are mandatory, and how to handle a contradictory ruling. The

naming of documents does not help since many of them are called policies, even though their

content might be varying from very general principles to the very small detailed instructions.

Also, the issuing and approval of documents is difficult when there is no clear structure. De-

tailed operational documents are brought for approval to board tables where only strategic

and tactical issues should be in discussion.

The research in this thesis focuses on the policy hierarchy framework and forming a clear

framework structure proposal for Itella Group (which will in this thesis be refereed as Itella).

This work has been conducted with support from the Itella Corporate Security function. The

used research methods have been Constructive Research together with Action Research. Re-

search observations will be used to construct the structure for the proposal for a structured

security policy framework for Itella. Framework will be evaluated via Expert Review method

and tested in sessions within Itella.

1.1 Goal and objectives

The goal of this thesis is to develop a security policy management framework suitable for, at

least, an Itella type enterprise’s needs. It should be a clear and logical set containing a struc-

ture that makes it easier to find current directives and rulings which are applicable in differ-

ent situations. This puts strength on the naming of documents but also having a reasonable

control with a number of different kinds of levels of documents.

A successful outcome will contain at least the following:

The document structure supports traceability of the solutions and decisions and cho-

sen ways of implementation (top-down),

The document structure supports justification of the solutions and decisions in the

guiding of higher level documents (bottom-up),

The document naming structure supports the document structure.
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I will also use the term security policy architecture as well as security policy framework about

this same construction. The security policy management framework contains a set of docu-

ments that make up how the enterprise protects its assets (people, information and infra-

structure).

A comprehensive policy architecture is an effective management tool. Creation of that re-

quires a security policy management framework to exist. The selected or formed security pol-

icy management framework should also enforce and allow the top-down traceability of solu-

tions and decisions, as well as chosen ways of implementation. Along with traceability, it is

important to find a justification for solutions and decisions in the higher level documents.

A policy framework provides a logical structure for organizing policies and additional docu-

mentation that supports the policies’ implementation and enforcement. Security documenta-

tion is the means to translate the desired behavior into practical directives. It also provides

guidance for individuals in the organization functioning in different organizational levels as

well as forms the behavior of processes and functions when implemented.

In my duty as the leading Information Security Manager in one of Itella’s Business Groups, I

need to be able to define the required level of behavior and controls to secure our business

within the Business Group. One of the requirements is to be able to be compliant with differ-

ent requirements and also have evidence of that compliance. I think that the more transpar-

ent and simple the entire documentation framework is, the easier it would be for individuals

to find the guiding and ruling documents that are relevant for them in their role.

Even the implementation of new regulations might be easier if the whole structure of re-

quirements for security issues was more transparent. This will, for instance, lower the re-

sistance of change since the need and the reasoning behind a certain rule is not a concoction

created by “an evil security manager”, but really a need the management has dictated.

This structure will be presented to Itella’s Corporate Security and taken into use as soon as it

is finalized and tested successfully for existing documentation.

1.2 Restrictions and exclusions

Developing the complete security policy architecture containing all the policies needed to-

gether with their content or guidance for content is beyond the scope of this thesis. I am not

covering the content of the various document types in a detailed level. Instead, I am planning

and developing a proposal of a structured hierarchy for documents in a security policy frame-

work and how they should be approved and issued for use.
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This study will also not discuss the content structure of different policy documents. Nor will

this form any kinds of templates for the content or advice about the writing process.

The main restriction to this study was the lack of research in this area. My literature and pa-

per search and research along with discussions with various security professionals did not

identify any empirical research related to the security policy document hierarchy and its rel-

evance to the organization. The literature offers an extensive amount of guidance about how

to develop and manage security policies, but relating also a bit the area of documentation

hierarchy. There have only been a few scientific studies targeting this area and even less sci-

entific reviews on the policy hierarchy.
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2 Development Method

2.1 Research Method

The research in this study started using constructive research as a method. The methodology

is used in producing real world solutions to practical problems. According to Ojasalo et al

(2009, 65) the constructive research method is suitable when a development task is meant to

create a concrete plan or measurement or model. Constructive research is used to find a solu-

tion for a concrete problem via a new structure. In order to create a new structure, it is re-

quired to have a theoretical knowledge base as well as new information collected from the

practice. Therefore, constructive research is aimed at finding a knowledge based solution to a

practical problem which brings new knowledge to the function. Constructive research is

planned where the model is implemented and tested. This research-oriented approach em-

phasizes interaction and communication between research implementers and their clients.

(Ojasalo et al 2009, 65-66.)

Since the theoretical base was not available from scholarly studies, it was seen in quite an

early stage of the research that the constructive research would not fit as the only research

method. As the theoretical background was missing, it could not be used to test the theories.

This meant that almost only theoretical background available was through literature and via

such topics as policy development and architecture. For that reason, I focused on the qualita-

tive data collection methods, which were a literature research and a survey (questionnaire).

The literature study was done for getting knowledge about the views on the subject and to

find out what kind of policy frameworks exist according to the authors and also analyze them.

I compared those to needs Itella has. I also wanted to get the available theoretical back-

ground for this study. The background was used partly in a problem solving and also to help

with other research methods such as with the questionnaire.

The constructive research method and its heuristic approach were used for the framework’s

gradual development and when testing the framework with tabletop tests.

I wanted to investigate the topic in a more structured way using an action research and the

literature background.  Basic qualitative methodologies such as questionnaires and interviews

were used in getting data to be analyzed. The most important part of the interviews was the

expert evaluations.

Expert evaluation or review as a method is more known to be used in user interface design, in

software evaluations, and in usability testing. Software applications have been evaluated us-

ing this method for a long time and especially to find usability problems related to design and
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implementation. The evaluation method is seen to be effective even when only three to five

evaluators are used. Evaluation method Nielsen and Molich developed has been widely used

and developed in different forms. Nielsen and Molich use the name heuristic evaluation about

the model but also expert evaluation and expert review methods are used from the same kind

of methods. Method contains readymade usability heuristics and researchers have developed

heuristics further, and also new heuristics. (Nielsen et al 1990, 249-256). Action research

method was also used when evaluating and validating the framework with phased research

cycle and expert review process.

For example Nielsen’s (Nielsen, 1995) one of the 10 famous usability heuristics for user inter-

face design is like this: “Flexibility and efficiency of use”.

Expert review method has been used also in other kind of research cases such as maturity

model evaluation. Research paper from Puhakainen et al has used this methodology in gather-

ing the most important characteristics for their topic area. They did it via survey and used

subject matter experts to evaluate their model against these characteristics. (Puhakainen,

Siponen & Karjalainen 2010). A similar approach and evaluation method has been used in this

study to get the proposed framework validated empirically. Also tabletop tests were used to

validate the framework after the expert review sessions.

Using all the findings I formed a proposal for a policy framework which would fit for Itella en-

terprise-wide and its organizational structure, as well as to other companies. I organized pro-

fessional evaluation rounds with a few security professionals coming from different kinds of

organizations where we reviewed my proposal towards the characteristics I got via question-

naire. Also, further development ideas were asked via questionnaire and via interviews during

the expert review sessions.

2.2 Information Collection and Analysis

Collection of the research data was done using three different methods: (1) literature and

research study, (2) an open questionnaire, and (3) expert review and interviews. The first

part was the literature and scholarly study research. Various books from the different authors

were studied to find out if a common view existed about the policy document architecture.

The literature research was also done to give me an overall knowledge about different docu-

ments. During and after the literature research, it was seen that there is not enough academ-

ic research found in this area. Thus, I created an open questionnaire (Appendix 1) which was

used to collect information regarding the view of the policy framework hierarchy, and what

kinds of documents are seen as part of the framework. The questionnaire was sent to a group

of leading security professionals in Finland.
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The survey was primarily meant to gather information about the most important characteris-

tics of security policy architecture. This information was used to find out if there is a common

approach and view amongst the practitioners and what would be the characteristics of a good

documentation framework and its structure. The characteristics presented and gathered were

used to build, evaluate and adjust the security policy framework. The survey was also used to

gather information about the current framework setting in organizations and what the re-

spondents see as an overall logical structure.

After data collection, the policy framework was evaluated and tested using two methods: (1)

expert review, and (2) tabletop tests. In the first phase, the security policy framework pro-

posal was reviewed and piloted through an expert review process using security professionals

as evaluators. After that, the framework was evaluated via workshop sessions held at tab-

letop test type exercises within the target organization.  The created framework will later be

implemented in real-life within the private sector corporate environment in Itella.

2.3 Strengths and limitations of the method

Constructive research and action research were methods which gave my research a systemat-

ic way forward.  The strengths in this research culminate in using professionals with practical

experience answering the questionnaire. I used the same professionals in expert review pro-

cess evaluating the proposal. They gave concrete comments and ideas to think about. The

same issue can also be seen as a limitation since in views, security professionals are quite a

homogeneous group of people and this might lead to some streamlining of the answers. Ex-

pert evaluation as a method has been criticized about the fact that evaluation results are in-

fluenced with the knowledge and background of the evaluators. Organizations share infor-

mation but also use the same consultants to develop policies and structures. That means that

similarities spread, thus the framework has never been tested or proven functional. Is there

enough courage to try new structural ideas when facing problems? Most of the organizations

face difficulties in policy awareness and implementation as well as the maintenance of the

documentation set. Could a new structure also help with this dilemma?

Using the questionnaire and interview conclude in the potential limitation of these techniques

since keeping the subjectivity is an important factor. Not only could my own perceptions and

views effect the interpretation but the respondents or evaluator’s possible wrong perceptions

or hidden motives could also affect the interpretation.

The missing scholarly studies plus the limited amount of available literature became a limita-

tion to the scientific research in this study. Instead of the framework they are part of the lit-
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erature emphasizes the content of the documents. It seems that my topic has not been stud-

ied before in any way.
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3 Study of Research, Literature and Publications

This section starts the literature and scholarly study research. Various books from the differ-

ent authors were studied to find out if there is a common view about the policy document

architecture. Focus was also to find academic research around this common area. The reason

for the literature research was also to give me a comprehensive knowledge about different

documents in the framework and related important issues. Especially the goal was to find if

the authors have the same kind of view about this topic area and compare the differing

views.  This knowledge is needed to design the framework and collect knowledge even further

from the community of security professionals.

Rules and regulations are so common in society today that I thought from the beginning that

quite a lot of literature and articles and even research would have been written on the topic.

Even though the security policies are also widely applied in various organizations, and it has

been so for a long time research around policy hierarchy is virtually non-existent. Literature

is handling this topic to a certain extent and based on the literature there is a possibility to

make an analysis about similar and opposite views amongst the authors. This topic is touched

also in recently issued books, which might be a sign that a structured approach starts to be a

new focus of interest.

In the following chapters the different views have been described on compiling a policy

framework based on a literature review. The review will not focus on the content of the dif-

ferent documents and instructions about writing those. The review will concentrate on finding

the justification and use for the different levels and document categories presented. The

content is only mirrored towards statements being mandatory or just for recommendation.

Most of the existing literature and publications are guidelines on how the policies should be

written, how many of them should exist and from what areas, and what they should contain.

Also, a lot of policy templates can be found either free of charge or as commercial versions.

These templates are not suited for any particular organization without adaption. There is also

a risk of doing the bare minimum to fulfill some internal or external requirements where the

fact that the policy exists is more important than the content of it. This should immediately

rise following questions: Are these kinds of policies written for protection of the assets of the

organization and are they been truly effective, or are they just a “tick in the box” exercise to

address for compliance with regulatory or customer requirements? Policies have to be based

on an organization’s business objectives and strategy.

Surprisingly enough, I found out that there are no commonly used policy frameworks docu-

mented in the literature. Furthermore, there is no common understanding of a structure for a
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policy framework that could be found. This can be seen in the following chapters. It should be

evident that some approaches work better than others, and this should raise interest to start

to research this topic more in the research community.

3.1 Presentation of Document Types and Hierarchy in Literature

Policies define the organization’s governance culture and objectives. They set the standard

and definition for the operations of business processes and behavioral boundaries for individ-

uals in the organization. The organization cannot really establish a strong security culture

without policies (Rasmussen 2012). There are a lot of organizations who have gaps in their

policy coverage, or they are missing the lower documents such as standards and procedures

that really make policies concrete. The security policy framework is a structure for a set of

documents designed to demonstrate the business’s course of action to protect the enterprise

and its assets. Naturally, it is an extensive development process to create the content of the

documents and it is only part of the work since the implementation of those starts the real

securing of the enterprise. Also maintaining and managing of the documents is a continuous

process.

Normally, organizations have various types of documents in place in their set of directing

documentation. Such types can be policies, guidelines, and procedures. Usually these kinds of

documents do not necessarily exist in any particular order and/or they do not form a hierar-

chical structure. Furthermore, they might or might not inherit each other’s views. The nam-

ing is arbitrary both according to their content and to their level of detail. When an organiza-

tion lacks the control of their own governing documentation they might end up in a situation

where instead of the organization’s own needs being reflected in the rules, they are imple-

menting rules coming from external sources such as auditors, customers or even material just

cut and pasted from template documents.

The fact is that the business environment of today adds more and more regulation and de-

mand for control to organizations. Politics and incidents change and add control via laws and

statutes while for instance partnerships, outsourcing and the use of external services as part

of the business’s own functions make the same need for companies. The common belief is

that the shorter the leash and tighter the control the better everything can be managed. Lev-

el of management and control should be adjusted based on the culture the organization has.

Organizations need to provide services to the customers either legally and/or contractually.

Organizations management needs also to demonstrate that the business functions are con-

ducted carefully while being compliant with the requirements, while still being able to prac-

tice due diligence. Without effective policies and their implementation the business objec-
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tives cannot be securely and efficiently met. Development of policy documentation needs to

start with the business needs and policy framework documentation needs to be beneficial to

the organization. (Peltier 2004, 14-15).

Based on the literature review the guided hierarchical structures vary quite a lot. Sometimes

this is about the naming of documents and sometimes they are talking about the definition of

content. The following chapters go through the definitions and usage based on the naming of

different types of documents. Also hierarchical aspects will be reviewed and handled when

available.

3.1.1 The Intention of the Top Management

The security work in an organization has to have support and sponsorship from the manage-

ment. The support has to be clearly demonstrated and the mandate for actions in the field

has to be delegated by the board or the top management of the organization. This demon-

strates the intention and need for support for implementing the security to the organization’s

strategy and therefore forms the base for all functions and activity that develop the security

issues. A successful security development and implementation always needs some kind of

documentation and actions demonstrating this management support and sponsorship. Also

possible delegated authorities and mandates to certain functions have to be included.

According to Peters (2012, 7) there should be a Corporate Charter for security which would

serve as the capstone document for the Information Security Program. He says the infor-

mation security charter would define how the organization approaches security. Brotby (2009,

92) and Bacik (2008, 24) and many more on the other hand think that policies are the high-

level statements and they do not mention any higher level clauses or documents from the

management.

3.1.2 Policy

The American Heritage dictionary describes a policy as “A plan or course of action, as of a

government, political party, or business, intended to influence and determine decisions, ac-

tions, and other matters” (2012). The same analogy can be used also regarding organizations’

security policies which can be used to direct an organization or part of it.

According to Cannon (2011, 9) “policies are high-level documents signed by a person of signif-

icant authority”, and that the signatory authority should have the power to force coopera-

tion. Policies are stating that particular high-level control objectives are important to the

organization’s success and that they are mandatory to follow. This means that policies are
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based on organizational objectives. The scope of the implementation will be determined by

the person or authority of the area in question. (Cannon 2011, 9).

Brotby (2009, 92) states that the policies “can be considered to be the “constitution” of secu-

rity governance”. The same analogy can be extracted from Rasmussen’s article where he

states that “the organization cannot really establish a strong security culture without poli-

cies” (Rasmussen 2012). Peters (2012, 7) has the same idea when he states that “the policies

are used to establish the holistic requirements and guiding principle used to set direction in

an organization”.

To justify their existence each policy and its content must have a specific business purpose.

According to Peters (2012, 7 )“policies should be used as a guide to decision making under a

given set of circumstances within the framework of objectives, goals, and management phi-

losophies as determined by senior management”. There should not be a specific policy for

every possible occasion; the number of policies should be kept reasonable.  A good thing to

think about is also that underlining documents such as standards are the documents which

provide the lower level guidance towards achieving the compliance with policies.

Many references talk about policies in several tiers. For example Peltier (2004, 55) introduces

three types of policies which are:

Global policies (Tier 1)

Topic-specific policies (Tier 2)

Application-specific policies (Tier 3)

Senior management would be responsible for issuing the first tier global policies. The policies

would establish the management direction in protecting organizational assets organization

wide and those documents would be approved by a Security Steering Committee. A single sen-

ior manager or director would issue the second tier topic-specific policy. Those policies would

be written to cover some current topic and the scope is one specific issue. Standards under

one tier 2 policy can then support only this specific subject. (Peltier 2004, 10, 55, 64, 74).

Both Tier 1 and Tier 2 level policies govern the whole organization and the Tier 3 policy fo-

cuses on one specific system or application, hence the application-specific and technical na-

ture. (Peltier 2004, 74).

Organizations seem to have understanding about the meaning of policies as documents gov-

erning the behavior in the organization. The problem is that organizations combine policies,

procedures etc. into one policy document from certain functional areas. This saves time but

it is impractical and makes for example maintenance of the documents inflexible, and also

understanding and implementing of them difficult. (Fitzgerald 2012, 143 & Peltier 2004, 50).
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Different policy layers might cause confusion amongst personnel. Three types of documents

named as policies as well as lower level documents are needed accordint to Peters. The doc-

ument structure would expand quite a bit. I think the same outcome and still the same kind

of flexibility can be obtained with a different kind of structure where documents are more

obviously named differently and meant for a different level of information.

3.1.3 Standard

Standards are meant to develop the policies into operational requirements and limits. Stand-

ards can contain exact values to comply with or just limits or boundaries in which the organi-

zation has to keep within. With keeping policies on a higher level it helps to understand their

difference to the standards and to the standard contents easier. (Brotby 2009, 110&115-116).

According to Brotby (2009, 116) “the standards are the primary tool for setting measures by

which policy compliance is determined”.

Cannon (2011, 10) states that “standards are mid-level documents containing measurement

control points to ensure uniform implementation in support of a policy”. We can say that both

Brotby and others have a similar view about the position of standards. Management identifies

on a high-level “what to protect” by issuing a policy. Then the standards beneath the policies

set the security baselines for the enterprise and its functions by defining the minimum securi-

ty compliance limits. Security compliance of different functions can then be audited and

measured against this baseline. This means that the operational governance is achieved via

standards. Standards do not describe the workflow or working instructions on how to obtain

compliance and can be considered as the “law” when talking about organizations security

governance. (Cannon 2011, 10) (Brotby 2009, 92&116). This means that lower level docu-

ments are needed.

Even though the standards are usually mandatory some might also consider them to be best

practices. Best practices are recommendations and a recommendation is not normally a man-

datory practice. It is important to define the used terminology to prevent misunderstandings

if there is irregular use of terminology. (Bacik 2008, 52).

Different kinds of standards can exist. Johnson (2011, 137-138) categorizes “two forms: issue-

specific standards and system-specific technical or baseline standards”. According to Johnson

an issue-specific standard focuses on areas of current relevance such as the use of a new

technological solution, or some issue which is concerning the company. Johnson sees system-

specific technical and baseline standards as system specific secure configuration definitions.

An example of such is a definition of a permitted firewall ports and allowed protocols. (John-
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son 2011, 137-138).  This kind of standard starts to be a low-level technical document pre-

pared in cooperation with the respective specialists. I think that standards do not necessarily

need different kinds of specialized types.

Standards have to be revised more often than the policies; they are about lower level specific

issues which are easier to change. Also, the exception handling process can raise a need to

update the standard.

Brotby (2009, 116) sees that a policy needs as many standards underneath it as there are clas-

sification levels in the organization. With classification he means classifications for criticality

and sensitivity. He thinks the different classification levels are different security domains and

that low-security domains will be less restrictive than those for high-security domains. Ac-

cording to Brotby “a typical governance structure may well have a hundred or more standards

in three or four security domains”. In his standard example he handles different classification

levels within one standard, so maybe he does not truly mean different standard documents

per classification levels. Brotby is the only referenced author used in this study who is think-

ing this way. Peters was saying the number of policies should be kept reasonable and I think

the same analogy can be drawn to the standards.

Following the standards is mandatory even though the unit or group is not using for example

standard equipment or current software. If they cannot meet the requirements of the stand-

ard, they must present alternative controls and standards. Those exceptions have to all be

documented and agreed-upon. Auditing against the documents and assessment of compliance

has to be possible. (Peltier 2004, 139).

3.1.4 Guideline

Brotby (2009, 92) thinks the “guidelines are helpful narratives in executing procedures includ-

ing suggestions, tools, and so on”. This is a bit of a different view on guidelines compared to

other referenced authors who think the guidelines are on the same level as standards or even

above them or straight under the standards. Still Brotby is also on the same page with others

since authors such as Johnson (2011, 140) and Peltier (2004, 50) are thinking the guidelines

help support documents such as a policy or standard. Many references imply that if standards

do not yet exist, a guideline precedes it providing advice.

According to Johnson, guidelines are written to help in interpreting policies or standards and

in assisting the organization in developing procedures or processes with best practices. They

can also be written to present what the organization thinks about some current issue. He sees

that the guidelines can be used to clarify a problem arising from the published policy or
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standard. Following the guidelines is not generally mandatory, they are meant as guidance or

a recommendation. Their writing is also optional when thinking about the security policy

framework. (Johnson 2011, 140).

According to Cannon, guidelines provide advice on how organizational objectives might be

obtained when there is not a standard. Cannon thinks (2011, 11) a guideline’s “purpose is to

provide information that would aid in making decisions about intended goals (should do),

beneficial alternatives (could do), and actions that would not create problems (won’t hurt)”.

Key points to remember about guidelines according to Cannon are (2011, 11) as follows:

“Guidelines are discretionary because the directions provided are usually incomplete.

The user has to adapt or discard portions of the information to fit the intended use”.

3.1.5 Procedure

In short the procedures describe specified steps and the process required in routine based

activities such as audit tasks which is the same kind of process for every audit. Procedures are

described in detailed actions, they must conform to the standards, and following of them is

mandatory. (Peltier 2004, 50 & Brotby 2009, 92). Following of the procedures enables mini-

mum compliance to a standard. (Cannon 2011, 11). Procedures can also be called work in-

structions. (Bacik 2008, 54).

According to Johnson the standards generally need multiple supporting procedures. The pro-

cedures are often documented by the same technical support personnel that actually have to

follow those standards they are writing the procedures for. The security department may con-

sult in the writing process. (Johnson 2011, 138). Wahe (2011, 34) is mentioning that proce-

dures are usually incorporated into standards or guidelines. This seems to be different than

the other referenced authors have referred to. This difference is due to the fact that others

see that the parts with procedures would in these cases make other documents longer and

also harder to maintain, which is unnecessary. The latter would also suffer due to the fact

that the documents would contain very specific and detailed material, which would more

quickly make the document out-of-date.

The reviewing of the procedures should be an annual process. It is important for ensuring the

referred technical solutions are still valid and also if some optimization ideas have arisen.

(Bacik 2008, 54). If a procedure proves to be ineffective, it should be updated by using the

change control management process.  (Cannon 2011, 11).
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3.2 Comparison Summary

Since the subject of this thesis is not something which has been studied scientifically the plan

was to compare what the different authors think about the hierarchy. The problem is that the

hierarchies they present are just their own opinions about the subject area and the authors

do not justify their selection for the document types or for the hierarchy they describe. The

hierarchies are presented by the authors as a foregone conclusion. Literature is handling

mainly areas such as subjects which the policies should be written about, how the policies are

written or designed, what to include in different documentation content wise etc.

Table 1. Document type hierarchy analysis based on different literature references

I have made a comparison of the hierarchies presented by the different authors, which is pre-

sented in the table above (Table 1. Document type hierarchy analysis based on different lit-

erature references). There are not many conclusions which can be drawn from this table. Dif-

ferent views about the hierarchy order exist, but research about which one works best and in

which kind of organizations does not exist. If we calculate just the average result from those

differing views, we come up with the same structure as the top header line already shows.

The only difference is that guidelines could be at the same level as procedures and that the

instructions can be amongst the tools and such. It should be remembered that in real life, the

lower documentation under polices sometimes needs references to more than one of the poli-

cies or to the other documents above or below them, or on the same level in the hierarchy.

The Sherwood Applied Business Security Architecture (later SABSA) framework is looking at

the security policy framework a bit differently than the writers of the other reference litera-
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ture does. The most significant aspect of the methodology is that all actions and in this case

the documentation has to be derived from an analysis of the business requirements for securi-

ty. When thinking about documentation SABSA’s idea is that even the lowest document and

its guidelines can be justified all the way up to the policies and business requirements. This

idea also goes the other way around allowing traceability from top to bottom aka from busi-

ness requirements all the way down through the stack of different types of documents.

Traceability guarantees that all restriction and controls built for security has a business need

that also has support from the management.

SABSA is a framework and methodology for Enterprise Security Architecture and Service Man-

agement and it is available to use without charge. SABSA has also been integrated to the TO-

GAF, an Open Group Standard, which is widely used enterprise architecture methodology and

framework.

Figure 1. The relationship between a policy, standard, guideline, and procedure as presented

by Cannon (Cannon, 2011, 12)

Cannon has listed typical document types used in the organizations. He has described the hi-

erarchy quite clearly in the above figure (Figure 1. The relationship between a policy, stand-

ard, guideline, and procedure as presented) but the hierarchy is only based on the assump-

tions or his previous knowledge about document types.
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3.3 Rules for the Documentation Framework

The foundation of the documentation framework is built by different standardized methods

for defining documents of different levels. These methods were also studied from the litera-

ture since they were part of the scope for this study. During the following chapters, we look

into the methods which are important from the framework point of view.

3.3.1 Document Naming and Revision

Johnson (2011, 157) emphasizes that the library of policy documents requires a numbering

scheme which allows people to readily understand the context from it. A clear document

naming structure will help to trace the document structure tree in both ways.

Johnson (2011, 157) presents a document organization as a tree growing sideways, where for

example the information security charter forms the “root” for the tree. His thought is that

the root delegates the authority for managing the tree to the information security depart-

ment of the organization. Johnson would name the first document as IS (for information secu-

rity), POL (for policy), and adds “001” as a number for the first document. The final outcome

for the document naming would be IS-POL-001. Figure below (Figure 2. Policy and standards

taxonomy library) shows the inherited naming structure. This policy framework what Johnson

describes is based on ISO27002 topics.

Figure 2. Policy and standards taxonomy library presented by Johnson (2011, 158)
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There are not so many ideas about the naming convention in the referenced literature. Only

Bacik (2008, 44) and Johnson (2011, 158-159) have examples of their ideas about the labels. It

seems that there is not a standardized way to do a naming construction.

Conseil Européen pour la Recherche Nucléaire (later CERN) has published their document

types and naming conventions for a certain project. They are project specific conventions,

but their needs are similar as any other document structure. CERN needed the names to favor

human readability but also computer readability and their focus has been on technical pro-

jects. (CERN 2011, 6). Their developed document name structure is visualized on the figure

(Figure 3. CERN Project specific document name structure) below where LHC means CERN’s

project.

Figure 3. CERN Project specific document name structure (CERN 2011, 7)

CERN has strict format definitions for each field. Their own definitions are not relevant to this

study but the idea of format definitions is.  Policy style manual or metapolicy kind of docu-

ment can include also standard about field formats. When documents are being written it

would be useful to also use revision indexing and the text “-draft”. This would be a clear im-

plication of an unofficial version of a document still in development e.g. LHC-PM-QA-301.00

rev 0.1-draft; being first draft of a new document. (CERN 2011, 9).

3.3.2 Document Ownership and Approval

Ownership of the documents and the document approval process are handled quite cursory in

the referenced literature. Brotby (2009, 111&116) states that “policies must be owned by the

senior management and governing body, and the standards must be owned by the security

management”, but does not say which party should approve them. On the other hand policy

level document ownership seems to be quite clear. Polices are part of an organization’s foun-

dation for security governance. Since they are high-level documents, they should be owned by

the governing body and senior management. (Brotby 2009, 111).

Johnson (2011, 166) writes about extensive review processes for the policies and standards

before they are approved and that they have to be approved by a senior executive. He thinks

that the executive approver may be the chief information security officer (CISO) if the organ-

ization has that role appointed in the executive level. Peltier (2004, 116) on the other hand
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states that policies have to be approved by management teams and does not make a sugges-

tion for other document types. According to Johnson (2011, 139), the security department

publishes procedures together with other documents once they have been approved but does

not mention who approves the procedures.

One of the ISO/IEC 27001 (2005) standards control objectives can be seen as an objective of

having a security governance body. The control A.6.1.2 says: “Information security activities

shall be coordinated by representatives from different parts of the organization with relevant

roles and job functions”. Also Peltier (2004, 10) recognizes the need of the Information Secu-

rity Steering Committee. His understanding about the participants of such a group is repre-

sentatives from each of the major business units and the group chaired by the Chief Infor-

mation Security Officer (CISO).

3.4 Document Lifecycle

The next few chapters go through some needed document lifecycle related methods and also

conclude the literature review section of this study.

3.4.1  Development, Revision and Maintenance

The development of the documentation has to be done from top-down. Without this approach

an organization will end up having a stack of “silo” type ruling. It will not form a holistic and

a complete set of documentation. In this case, complete meaning that the areas needed to be

covered are not covered fully to a needed extent.

All policy documents have to be created based on a need or a requirement. These come from

the business, the environment where the business is done or from a process having issues or

tasks needing standardization or guidance. More of these can be seen from the figure below

(Figure 4. Internal and external issues affecting security policy contents). Without all this

knowledge, policies may overlook some key issues and the organization could end up with an

incomplete documentation set.



29

Figure 4. Internal and external issues affecting security policy contents

The documentation forms the foundation for the architecture and that is why they need to be

thoroughly prepared as well as the cost and risk of each statement and requirement needs to

be justified and tested. The purpose and objective needs to be clearly set so that all the con-

tent can be mirrored towards that.

The policies as well as the changes to them need to be approved and issued by an authority

that has the mandate to take the decision of risks accepted and the costs of implementation

which are consequences of the developed policy.

The policies should be developed by the request of the topic area’s owner. The part doing the

development and all the tasks of it should be given to a person or project organization that

has a broad understanding of the topic.  The more parties who have an interest of the final

document, the more deeply thought it will be. There is though a risk of contradictory interest

inside such project requiring a fast escalation.

A revision of the policy and its statements has to be done when external or business factors

require such. Also if it is imminent that there are several places needing an exception from a

policy, the whole sense with the rules should be questioned.

When preparing a document, it is vital also to put the more detailed statements and rulings in

the lower level documents. This way the documents will have a longer life span the higher up

in the document hierarchy they reside. The top document’s life span should be compared to

the corporate strategy life, while very detailed documents may be changed yearly, or even

more frequently.
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Many of the referenced authors have been writing that standards have to be updated more

frequently than policies since the data in them expires easier. Peltier (2004, 117) recom-

mends the standards to be reviewed at least annually. Standards are managed by information

security staff meaning that requests for changes, amendments, and additions have to be

made to the Information Security Manager. (Peltier 2004, 139).

All changes and updates to policies need to go through the same cost and risk analysis as done

when a new policy is issued. The estimates of consequences may though be more accurate

when talking about updates or changes, than they were when the original policy was made.

To avoid unexpected consequences and avoid contradictory ruling when making changes to

the documentation Johnson (2011, 172) recommends forming a policy change control board or

committee. He thinks the board can either be a standing committee with regular meetings or

a group which is formed when needed. This group would ensure the documentation is re-

viewed and refreshed when needed. Tasks for this kind of body are quite similar as with a

Change Advisory Board when talking about Information Technology service management. The

policy change control board would have tasks such as:

Assess the documentation and make recommendations for change (RFC),

Coordinate RFCs,

Ensure the changes support the organizational goals,

Review requested changes, and

Establish a change management process for the document changes (Johnson 2011,

172).

3.4.2 Exception Handling

Many of the referred authors mention the need for an exception process. The exception han-

dling process is needed when it is not possible to comply with the policy or the standard or

other mandatory document. Even though the process is mentioned in the literature there is

not concrete guidance for developing such a process at least in the referred literature.

Exceptions are inevitable. When there are rational and justifiable business reasons for devia-

tions and when those are appropriately taken care of via an exception handling process the

exception may be approved. (Johnson 2011, 40). Johnson does not mention or discuss who

should take the expenses which are the direct result of the exception.

The exception handling process helps to keep the policy framework relevant and current. Es-

pecially when new policy or related documents are issued, and the organization cannot meet

the requirements immediately, the exception handling process is vital. Given exceptions have
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to be followed periodically since they should be granted for a predetermined time. (Johnson

2011, 139).

The exception handling process should be aligned and similar as the policy approval process.

The handling should ensure that the business rationale of the deviation and determine if the

exception is really necessary and needed (Johnson 2011, 40.). The acceptance of the excep-

tion may also contain conditions and complementary control methods which are needed to

control the risk and keep it at least on the level approved in the original policy.

If a change control board or committee like Johnson suggests is formed, this organization is

the natural point in getting information about all the exceptions made to a policy document.

This way the organization might already, from inside, recognize and develop a need for a new

policy change RFC.

3.5 The Literature Research Conclusions

Via literature research my understanding of this area as a whole grew and it gave me also a

basis to start to develop the security documentation structure for Itella. Without the litera-

ture study it would not be possible to gain knowledge about the different views on the sub-

ject and to find out what kind of policy frameworks exist and analyze them. I compared the

findings to the needs Itella has and used them when developing the framework proposal.

Without the theoretical background, it would have been difficult to start the qualitative data

collection and design the questionnaire for the security professionals.  The literature back-

ground is a necessary part in my investigations when using qualitative methodologies during

the succeeding chapters.
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4 Data Gathering and Expert Review Process

When it was imminent that an academic research on this topic area has not been really done,

and that only literature is touching to this area, I created an open questionnaire. It was used

to collect information regarding the common view of the policy framework hierarchy amongst

the security professionals in Finland and especially to gather most important characteristics

of a security policy framework for the expert evaluation. The next section will go through the

process of conducting the survey and analyzing its findings. After that the expert review pro-

cess will be described, and the analyzed and most important characteristics found will be

used to evaluate the proposed framework.

4.1 Questionnaire

A questionnaire (Appendix 1) was used to collect information about the most important char-

acteristics of a security policy framework among the security professionals. The questionnaire

was also used to collect:

Information about document types used in other organizations,

What should be the document hierarchy,

Who should prepare the documents,

Who should approve and issue the documents,

What kind of issues the document framework would affect positively or negatively,

Also additional comments were asked.

The survey was made in Finnish and sent to 75 leading Information Security Professionals

working in both the private and public sectors in Finland. Timetable for the questionnaire can

be found from the appendix (Appendix 2). The response rate was 15 percent since 20 persons

answered. I see this as a successful amount in times when individuals have to handle a mas-

sive information load every day and various questionnaires are piling in. The goal was also to

get four to five respondents to agree on a short interview and an expert review process. I was

able to select them among 16 volunteers who agreed to help me if needed. I based my selec-

tion on professionals having a position in the company which is able to influence to the docu-

mentation framework and also working in an international organization with multiple loca-

tions. The expert evaluation process will be covered in the next chapter.

The Security Professionals were asked their opinion about the most important characteristics

of a security policy framework.  The answers were analyzed to find characteristics which are

proposed more than once and the following eight (8) were found (the amount of occurrences

is told between parentheses): logical hierarchical structure (7), reasonable amount of hierar-

chy levels (6), ability to find documents related to certain role or task (5), all levels clearly
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defined (5), no rules without justification (3), structure supports maintainability (3), clear

approval structure (3), and part of common documentation structure (2).

Many answers were about the document writing process and document contents. Since this

study is about the structure, those answers were not handled.

Document types in the organization and their hierarchy

The respondents were given a list of different naming of document types.  First they were

asked to pick the ones they have in use in their organization as well as put the types in an

order of precedence.

It came clear that the meaning of the charter document was either not understood or known

of it just is not in use in the organizations. I still think that most of the organizations have a

charter-like document showing management sponsorship, mandate etc. Otherwise the ques-

tion did not give any clear answers unless we look at the level given to the policy from the

chart (Chart 1. The document types the organizations have in use) below.

Chart 1. The document types the organizations have in use and their hierarchy

Respondents were also given the possibility to list their own document structures and give

information if they use additional types of documents in their organization. Additional docu-

ment types were Standard Operating Procedure (SOP), a handbook which can be seen as a

baseline, various governmental documentation and norms, compliance table/matrix, principle

(level 2), security manual for security function (2), manual (3), architecture (2), operational

model (4), and sub-policy (2).
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Based on the given answers it is possible to say that common approach on desingning the poli-

cy documentation framework does not exist among the respondents organizations.

Logical hierarchy for the document types

The respondents were asked also to mark the most logical hierarchical order for the given

document types. The results of that question show somewhat scattered opinions about the

logical order for the document types. The only clear differences give policies which should be

first in the hierarchy and charter which isn’t seen as a necessary part of the structure. The

standard is seen as a second in the hierarchy by a few more than the third document which is

the procedure. The guideline has been picked for every hierarchical level. Similar assump-

tions as with the previous chart (Chart 1.) can be drawn from the one below (Chart 2. Logical

hierarchy for the document types). The organizations need a charter-like document showing

management sponsorship, mandate etc. I think that maybe organizations have highest level

policy for that purpose.

The document type “policy” seems in many answers to have a dualistic role. They see two

levels of policy. One is a higher policy that dictates how the area and function is organized,

and another is a lower level for dictating certain specific areas more thoroughly. The number

of levels seems to be in some cases quite small, even though later the interviews showed that

the perception of what is a policy document varies.

Chart 2. Logical hierarchy for the document types
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The final conclusion really is that the current situation in the organizations (Chart 1.) does

not give a common approach to the hierarchy and neither do the logically aligned view (Chart

2).  So it is not possible to draw any standard or clear approach to define hierarchy from the

given answers.

My assumption is that the latter (Chart 2. Logical hierarchy for the document types) corre-

sponds more with what they want the hierarchy to be.

Chart 3. Respondents view of changing their current document hierarchy levels

In the above chart (Chart 3. Respondents view of changing their current document hierarchy

levels) I have gathered the answers in a way where I have per respondent analyzed how they

look at the hierarchical level of their current documentation compared to the question which

hierarchical order would be the most logical one. Quite many changes seem to be wanted.

The questionnaire also revealed the respondents who have many document types in use

where there is not a clear hierarchal place or order defined or the respondents do not have a

clear picture about that. In total, 16 types of documents in the respondents’ organizations do

not currently have a specific level in the hierarchy. Since for the logical structure they have

still selected the level for them I assume the respondents think they should be included in the

hierarchy.

Looking at the cross reference of answers (Chart 3.) given there is clearly a contradiction in

what is said and what is desired or thought as logical. The message from the respondents was

that one characteristic of a good documentation system is that there should exist only a low

amount of layers. On the other hand, many of the respondents want to add new types of doc-
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uments when compared to their own current setting. Only one respondent want to reduce the

number of documents, or they have found some types unnecessary for them.

I see that quite many want to make changes to the document hierarchy levels since 29 docu-

ment types would logically have a lower hierarchical level when looking at the answers. Most-

ly, the need for adjustment is to lower the level of hierarchy of the documents. In only a few

of the cases, the document type is thought to need a raise in the hierarchy.

This can be read so that most of the respondents think they do not actually find the current

setting for their organization documentation hierarchy to be optimal.  Not only new types of

documents are needed and wanted but the hierarchy and the order of the documents also

varies between the current and the one they are logically thinking to be the best one.

This result is also encouraging for me writing this study. It seems that there is a need or urge

for some change, even though the respondents were not directly able to put their finger on

this.

4.2 Empirical Validation of the Security Policy Framework via Expert Evaluation

The results from the questionnaire were used for empirical evaluation of the security policy

framework. Evaluation and validation was done as an action research project consisting of

one research cycle which contained four different phases.

The first phase of the research was to gather the characteristics which can be used for em-

pirical validation of the framework. This was done with the questionnaire which was de-

scribed in the previous chapter (Chapter 4.1). In the questionnaire the security professionals

were asked their opinion about the most important characteristics of a security policy frame-

work. Eight characteristics were extracted from those answers when taking into account only

characteristics mentioned more than once.

The second phase was about performing expert evaluation for the framework and against the

most important gathered characteristics. Four security professionals from different organiza-

tions did evaluation for the framework. Evaluations were done by one-to-one meetings with

the evaluators. The evaluators were from different multinational companies: (1) a chief secu-

rity officer (technology services industry), (2) an information security architect (energy indus-

try), (3) a chief security director (logistics industry), and (4) a security program lead (tele-

communications industry). Each evaluation session results were recorded by the observer via

writing down notes of the comments the evaluators made when going through the framework

structure proposal (Figure 5. Evaluated security documentation structure version) which was
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developed based on the gathered knowledge from the literature research and the question-

naire. Timetable for the evaluations can be found from the appendix (Appendix 2).

Figure 5. Evaluated security documentation structure version

The evaluators were asked to reflect on the framework against the gathered characteristics

when going through the proposed framework figures, (Figure 5. and 6. Evaluated security

documentation approval structure version) and also to express any additional comments or

development ideas.



38

Figure 6. Evaluated security documentation approval structure version

Every evaluator also shared information about their own documentation structure and an-

swered a few pre-defined questions. These included such questions as:

Do you have a document naming structure and which kind?

Is your security document structure part of organizations normal document structure?

Are you security documents available with a role based search?

The third phase was about how the characteristics and framework co-exist according to the

evaluation. It was seen before the evaluation that some of the characteristics cannot be eval-

uated based on the figures of the structure. Those are:

Ability to find documents related to certain role or task,

No rules without justification, and

Part of common documentation structure.

The above characteristics are good to take into account when writing the documents and

when organizing and publishing them, but those are not parts of the structure. Itella does not

have a common documentation structure. This security document framework can be imple-

mented also as a common Itella documentation structure and it has been developed with that

focus in mind. The framework evaluation was finally done against five characteristics in total

and the above mentioned three were only discussed.

After seeing the first evaluator’s presentation about their three tiered documentation struc-

ture I was already anticipating the following comment:
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“The structure contains too many hierarchical levels. Otherwise it complies with the heuris-

tics.”

The second evaluator did not confirm the argument the first evaluator made about the levels:

”The documentation framework complies with the heuristics. Our organization has similar

documentation structure and it is being developed even closer to the proposed one. The

amount of hierarchical levels is appropriate.

Avoiding conflicts between the documents requires work which should be taken into account.

Update process has to put effort in checking cross-references and keeping the structure to-

gether. Changes to one document have a wide impact.”

The third evaluator had not heard about principle as a documentation type. The evaluator

confirmed the argument the first evaluator made about the levels and also gave other com-

ments:

“There are too many hierarchy levels for corporate level security directives. All levels are

defined but not clearly based on evaluation of the pictures. Clear definition would need

about two pages decription per document type. Security practices should be refined from

security specific documentation to other common documents (e.g. project guidelines). Other

characteristics seem to be complied with.”

The fourth evaluators’ comments can be seen fairly positive:

“The documentation framework complies well with the characteristics and the structure can

be seen as a logical one. Need for different documentation types can be seen but especially

the lower document types require a clear definition to help understanding the difference”.

The fourth phase was about improving the framework according to the evaluation. Compli-

ance against the characteristics was evaluated to be mainly positive and encouraging. The

evaluation suggestions to limit the hierarchical levels were a good critique since it really put

me into thinking once again is there too many hierarchical levels in the framework or not.

That also encouraged me to put more effort into the framework case study to see if adjust-

ments are needed and the view the tabletop tests would give. Comments about too many hi-

erarchical levels were also contradictory, since when comparing those comments to different

parts in the questionnaire, the results were not indicating a need to decrease the number of

hierarchy levels.
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Also the lower level document types, which were criticized by some, are actually in use in

some of those organizations too. They do not necessarily have the types of names used in this

study and they might not officially be a part of the document structure and layers, as I have

described. For example instructions are often seen as an additional document type not part of

the official structure. The fact is that the lower level documents can and must be written in

almost any part of the organization, but as I see it, they should still link to the higher ones

and be a part of the structure all the same.

The effort should be put on describing the different types of documents clearly in the organi-

zational guiding document for the usage of the different types. Also, the maintenance process

should be described in detail and it must be ensured that the impact of the changes is as-

sessed fully when they are made.

In a few of the answers from the questionnaire the respondents stated that security docu-

mentation should be part of an organization’s common documentation management and

structure. The same idea was discussed with the evaluators who all agreed with that. I cannot

agree more and I can fully support this. Since Itella does not have a document management

structure, my perspective for developing a structure for security documentation has also been

to create a structure that could also be used as a general document structure for the organi-

zation.

Improving the structure

After the expert evaluation session, the security documentation structure (Figure 5.) went

through minor adjustments. The structure itself was kept the same since the evaluation ses-

sions only strengthened the proposed idea of the structure as being the one to proceed with

Itella. In the middle of the evaluation sessions, and based on the comments I received I added

information to the structure about the documents which are mandatory and which are rec-

ommendations. Also based on the discussions it came evident that standard can refer to the

guideline and to the procedure and also vice versa. For that reason, double arrows were add-

ed between standard and guideline, and between standard and procedure. The adjusted fig-

ures can be seen when going through the following chapters.

Also, the evaluated security documentation approval structure (Figure 6.), where the struc-

ture was described with a pyramid picture, was specified a bit. Only braces scoping the ap-

proval levels were specified more and otherwise it remained as it was. It was seen when dis-

cussing with the security professionals that the approval structure should be based on the

same as organizations normal management structure as was suggested.
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5 Developing Security Policy Framework for Itella

During the following chapters all the researched data and the gathered knowledge is merged

in the Itella specific development ideas. These chapters start with describing Itella as an or-

ganization and its history with policy documentation types and their approval structure. Also

recognized need for this development is described. The main focus on these chapters is still

the actual security document framework proposal which you can find from the chapter 5.2

onward.

5.1 Itella as an Organization

If the organization does not have a sound security policy framework, it might be possible for

externals such as auditors to come and set their policy for the organization. Itella’s goal is to

establish their policies from their own business perspective instead of having an “outsider”

laying it out for them. Itella as any other organization is required to provide services to the

customers legally and according to the contracts. Security work is not done for security’s

sake; its focus is to support organizations objectives.

5.1.1 Background

Itella is an international service company which offers a wide-ranging set of services special-

izing in customers’ important information and product flow management. Those services are

offered from its three different business areas as own companies. They are later referred to

as Business Groups: Mail Communication, Information and Logistics (Itella Corporation 2012,

1). Itella is a public limited company 100% owned by The Finnish Government and it operates

in Europe and Russia.

Itella Logistics provides service logistics solutions. These solutions include road, sea and air

freight, warehousing and other contract logistics. Itella Information offers solutions for send-

ing sales invoices and for processing incoming purchase invoices. They also have automated

cash and treasury management solutions and outsourcing solution for financial transactions.

Itella Mail Communications is the only provider of 5-day regular mail delivery services in Fin-

land. For businesses, it develops new, multi-channel solutions for targeted marketing. In Fin-

land, they serve consumer customers under the Posti (“Finnish Post”) name. The organization

chart can be seen in the figure (Figure 7. Organization chart for Itella) below.
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Figure 7. Organization chart for Itella (modified Itella 2013a)

This means that Itella handles assets in different forms owned by other individuals and organ-

izations. Examples of those assets are paper mail, electronic invoices and parcels. Itella also

handles many other kinds of sensitive information on behalf of others. This is an act of trust

and demands responsibility from the whole enterprise. This also means that there are differ-

ent kinds of security needs and requirements among the enterprise functions along with the

ones Itella has. Itella policies set a baseline for security for the whole corporation. When for

example one Business Group has needs to raise the security level from the baseline there fol-

lows a need for different versions of the polices or other documents. All of those should still

be connected to each other’s.

Itella does not have a formal procedure for security policies or their development and ap-

proval. The policy development and approval process depends on the topic area and the case

in question. Still, the top-level policies such as corporate security policy and information se-

curity policy have been approved by the CEO of Itella Corporation and by this the policies

should be followed in the whole Itella. Currently the Business Groups of Itella do not have any

of their own security policies. They have documentation such as instructions and process de-

scriptions which can be seen as part of the framework. The whole Itella still lacks much oper-

ational and low-level documentation such as standards and procedures that really form the

policy framework.

Security related sub-policies in Itella have been formed mainly by the Corporate Security

function and reviewed through and commented by the corporate-wide Information Security

Virtual Team (later ISVT). ISVT has members from all of Itella’s Business Groups, and central
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Itella companies, as well as the Corporate Security function and Itella Corporate ICT unit.

After the review process the Information Technology related policies have been taken to the

Information Technology Executive Board (later IT EB) to get a corporate level approval. Also

other respective Itella Boards have acted as approvers. Some of the policies are approved in

Itella Executive and Management Board (EB/MB) level.

 IT EB is not a decision authority itself, but it advises the corporate Chief Information Officer

(later CIO) and uses the CIO’s decision rights. IT EB is comprised of the IT Heads of each Busi-

ness Group, Directors of Corporate ICT and the CIO who chairs the IT EB. Strategic IT deci-

sions are made by the IT EB in line with Itella Corporate Strategy. ISVT has officially earlier

been named the IT security virtual team and the team has not been formalized as part of the

IT Governance model in Itella. When we look at security and information security as a whole,

I would not recommend it to be part of IT Governance since it narrows down the handled is-

sues too much to IT and technology specific areas. Certain issues may be common with ICT

and information security, but for instance process enhancements and building security into

those might become out of scope within ICT governance. This difference will be covered in

the next chapter in detail.

The process of approving documents in this current organizational composition is slowing

down the decision-making when documents containing detailed sections or low-level docu-

ments need to be approved by a high-level organizational body. Current policies contain very

detailed areas where high-level bodies do not have the necessary expertise. Bringing up these

kind of documents for approval on a higher level, would only become a time consumer due to

meetings, and thus creates annoyance for the attendants. This could also have a consequence

which would be contradictory to the whole cause of security.

5.1.2 Current Security Organization and Policies

The information security is often seen as a synonym to IT security and therefore only a tech-

nological issue. Information exists and is handled in many forms, places and processes, not

only in IT systems. Computer-held information comprises a small percentage of the organiza-

tion’s information resources. Guiding documentation and information security efforts should

therefore cover all forms of information and processes handling it. (Peltier 2004, 53&55)

According to the Corporate Governance Task Force (2004, 5) “information security is not only

a technical issue, but also a business and governance challenge”. They see the security gov-

ernance as a subset of the organizations’ overall governance program.
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Information Security is much less a technology issue than a management and governance is-

sue. A Swedish research made by Johansson et al (2006, 3) came up with percentages for in-

formation security stating numbers such as 36% for technology and 56% for organizational is-

sues. The exact numbers can be argued and are impossible to determine, but at the same

time they are unimportant. The main issue is that the governance documentation which forms

the foundation for management and governance of security are profound and crucial for

building and implementing security.

Today, the Itella corporate security policies define the security baseline. Possible exceptions

should be handled by the management of the respective Business Group. There are no guide-

lines on how to organize the exception process and how to handle additions or raises to the

baseline and to their documentation. There are also no guidelines on how to process Business

Group level sub-policies. The naming documents as a “policy” have not been restricted to any

certain level documentation or content. The process how the document is formed, approved

and issued has not had any influence on naming. This means that that the term is in use in

various types of documents across Itella.

Current security policies have some sort of lower level documentation defining issues in a

more detailed level and there is also a growing need for specifying issues more thoroughly.

Existing security policies handle their area in too detailed level. There are different kinds of

guideline documents specifying information security related instructions. Still there are no

specific rules which would tell what kind of documents there should be under a policy or

which kind of documents there can be and how those should be reviewed, approved, updated,

and by whom.

5.1.3 Recognized Need for a Structure

Today Itella does not have a general document structure that is supporting the objectives

presented. One attempt is the Itella Way Handbook. Some years ago there was an effort in

Itella to collect all of the top policies and guiding documentation to a single source and doc-

ument. The aim was to build a binding description of the international management system

for the whole Itella. This was a single and common way of working. This was called the Itella

Way Handbook. It was built as a joint effort with subject matter experts and different area

owners adding their part to the document. This document, unfortunately, has been kept nei-

ther current nor reviewed to an extent needed, which is why it has slowly fallen back and lost

its meaning. It says a lot when even top managers are totally unknowing about the existence

of the document. The document was the foundation for “One Itella”, as the slogan said. The

projects to unify the working routines have continued even though the guidance documenta-

tion lags behind.
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 The Itella Way Handbook practice though has not followed any principles, which have led to

the current situation with a lot of documents called policy containing material of very differ-

ent levels. The order of precedence as well as the issuing body of the documents is not clear.

The situation is not in any way enhanced by the fact that Itella lacks a general and common

document management system, meaning that all the documentation is scattered not only

around the different parts of organization but also in different medias and places. Most of it

should be in electronic format somewhere.

Itella has an intranet where most of the documents can be found. What is lacking is a general

way to find the correct ones, and to know directly if the searched and found document is rel-

evant for the searched role or situation. It is also unclear whether or not it is the most cur-

rent or up to date version.

As the current document storing and issuing environment has been developed by itself during

the years it does not support a clear structure. This has to be built into the documents them-

selves and begins with their naming and use of clear level thinking.

Even though Itella has a need for common organizational documentation structure the scope

of this study was to form a documentation framework only for the security documentation.

Focus has still been to find a framework which would also work as a common structure.

The organization structure of Itella gives the development of the hierarchy its own difficul-

ties. The structure of the organization can be seen in the page 42 (Figure 7.). Even when Itel-

la seeks a centralized policy management and ownership model it must allow to also form

decentralized documentation to further refine the requirements and statements. The same

policy should be able to have different versions since different Itella Business Groups may

have different requirements as well as within the same Business Group different versions may

be needed based on localization of type of service provided. Those documents should also be

known and connected to the other documents in the framework.

Common for the whole Itella is one of its declarations to take responsibility openly and relia-

bly. Itella declares its principal task is to produce services required by the community by se-

curing its customers’ important information and product flows. One of Itella’s corporate re-

sponsibility principles is that Itella processes all information and product flows securely and in

confidence. (Itella 2013b). This means working security governance is a crucial part for the

whole enterprise and a clear business requirement.
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5.1.4 External regulations

External regulations within the context of the Itella Policy Framework refer to any external

legislative mandate, regulatory obligation, and industry requirement facing the organization

in their operating countries. Itella has also chosen to comply or follow such regulated frame-

works as Authorised Economic Operator (AEO1), but also security frameworks such as Trans-

ported Asset Protection Association (TAPA2), Information Security Forum Standard of Good

Practice3, and ISO270014. Some of Itella’s Business Groups and/or functions have framework

based customer agreement requirements such as Finnish National Security Auditing Criteria5

(KATAKRI), and Degree on Information Security in Central Government6 (VAHTI tietotur-

vatasot).

These external regulations do not guide how the policy framework itself should be structured;

they set requirements which should be taken into notice in the contents of the documents

within the framework.

5.2 Document Type Proposal for Itella

Itella level policies are the security baseline for all organizations that are part of Itella and

they must be followed everywhere in the enterprise. If Itella Business Groups or other

companies in Itella need to have specification to the baseline like more stringent

requirements, they can issue their own versions of Itella level security policy framework

documents adding more business specific requirements. Also, specifying mandates and roles

within the Business Group might be needed.

It should be known that implementation of the security policy framework should never be

done only to satisfy external audits or security requirements. The whole framework should be

1

http://ec.europa.eu/taxation_customs/customs/policy_issues/customs_security/aeo/index_e

n.htm
2 http://www.tapaemea.com/
3 https://www.securityforum.org/
4 http://www.iso.org/iso/catalogue_detail?csnumber=42103
5 http://www.defmin.fi/?l=en&s=637
6

http://www.vm.fi/vm/en/04_publications_and_documents/01_publications/05_government_

information_management/20101028Instru/name.jsp
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built based on business objectives and the mission of the enterprise, and it is done for running

the enterprise efficiently. (Peltier 2004, xxiii).

Figure 8. The security documentation framework proposal for Itella

A graphical presentation of the recommended proposal for Itella specific security documenta-

tion framework structure can be seen in the figure above (Figure 8. The security documenta-

tion framework proposal for Itella). The reasoning behind selecting this structure and the

thought content for different document types can be found from the following chapters.

The proposal was developed from the original version based on a few comments which were

given via expert evaluation and interview sessions. Now the figure contains information about

mandatory document types, and types which contain recommendations. Principles contain

generally mandatory directives, but they can also contain recommendations. It depends about

the wording of the clauses which ones they are. This topic is covered in detail when describ-

ing the principle document type in chapter 5.2.3.
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5.2.1 Charter

By issuing and signing the corporate charter the Itella Corporate CEO sets the basic steps and

directions for development by drawing the lines of intention for the whole Itella.  The charter

provides strategic guidance to steer the whole security development work. The charter also

dictates the top structure and mandate for different policy level documents as well as em-

phasizes the meaning of the directive documents. It also focuses on the code of conduct and

how it reflects on the security guidance.

In the charter document, the exceptions to rules are also defined to be unwanted and the

formal process to the exception handling will be justified.

This kind of document does not currently exist in Itella but instead similar content is in the

corporate security policy and information security policy which both have been approved by

the CEO of Itella Corporation.

Besides the Charter, the business objectives can be found from various documents such as the

Itella Corporate Code of Conduct, the publicized strategy paper and Annual Reports. All sig-

nals help to ensure that the focus of the security documentation supports those objectives.

5.2.2 Policies

The policies concretize the content in charters. Different areas and responsibility functions

have their own policies. In policy named documents the accountabilities, rights and responsi-

bilities within the function as well as how the function is organized within different parts of

the organization are described. The policies are binding and mandatory in their nature.

Areas or functions having an own policy could be such as security, including information secu-

rity, business continuity, crisis management, risks management, communication, human re-

sources etc.

The security policy is thought to contain opinions about key points in its area along with the

rights and responsibilities for positions and the governance inside the function.  The policy

documents should be kept high-level, short and precise documents.

5.2.3 Principles

In many organizations, policies have been expanded too lengthy documents or they are issued

in several hierarchical levels or tiers, as for instance policies and sub-policies. Policy tiers
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lead to several documents of which the internal hierarchical order cannot be clearly deter-

mined by its naming. Tiers and levels are demonstrated and made understandable by a clear

structure. If this structure does not exist, a vital part is missing. Besides this, the naming of

the documents does not in any way support the visualization of the structure.

When the current situation within the documentation in Itella is such that policy document

type or just naming of the documents as policies has spread documents in various levels I feel

it is clearer to introduce new document type in the middle of policies and standards along

with new highest level charter document. My suggestion for Itella is that the lower level poli-

cies should be renamed as principles. The document type will clarify the level of the docu-

ment. The statements and requirements are, depending on the content and phrasing in

statements, either mandatory, a recommendation or optional.

 As the term Principle both as a word in dictionaries and in use in some organizations are

treated similarly as the word policy, I see that it can well be the document guiding the policy

implementation in different narrow fields. This is done according to the fields and issues that

have the need for further steering documentation. Principles also ease the current pressure

of expanding the policy documents too much. The principles are thought to function as a simi-

lar document category as specific functional security policies which seem to be a better

known and used document type. These are a kind of traditional security policy document

which handles specific organizational requirements in appropriate detail.

Principle is not a new document category in Itella even when its role has not been as official

as I am proposing. Current Itella Way Handbook which was mentioned in the chapter 6.1.2

uses the term principle in various occasions and talks about policies and principles. This is

quite natural additional document type to the Itella policy framework.

If we look into the European Union Data Protection Act and how it is regulating the use of

“personal data”, we can see that the Act requires protecting data by using principles in the

Act. Based on the literature research, principle as a term in security documentation naming is

less known and used.  It is still often used when discussing mandatory directives in the organi-

zation such as a principle of least privileges. I see that this can be used instead of different

policy related document names such as sub-policy.

Principles are documents describing the issue and controls to be used. The controls, compo-

nents used and methods described are either set to be mandatory or as a recommendation.

The fact of what the issue is can be determined from the wording and phrasing used. The

verb used in requirements and statements controls the meaning as follows: if the word

“must” or “have to” is used then the following of the requirement is mandatory. On the other
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hand if “would” or “should” is used then we are talking about a recommendation. When the

term “may” is used in this context it refers to an optional condition.

The principles form the baseline for the requirements and together with their possible man-

datory complements of documents below them; they therefore also form the base for internal

audits within different parts of the organization and within their functions.

5.2.4 Standards

Standards should be part of the Itella policy framework since they are the exact tool to give

the tolerance limits where the organization has to function.

Brotby (2009) was describing the idea of different standard documents per confidentiality and

sensitivity classification level. I do not recommend that approach to Itella since the policy

framework would become too complex when layer of standards would expand too much.

Since the whole approach to the documentation framework will be renewed, it would be bet-

ter make an easier and more understandable transition from current documents to the new

framework. Brotby was the only referenced author who was recommending this approach.

There should be more studies available from his approach to convince me to recommend his

ideas about standards. Still I would recommend Itella to keep this idea in mind when classify-

ing assets. Do different classification levels need different requirements and can they be in

the same standard? I think that mostly they can be handled inside the same standard and I

give a recommendation about an approach to this in the document metadata paragraph 4.4.2.

Standards are mandatory tool or implementation, as well as form that is to be used in all cas-

es they apply. Bacik (2008, 52) is describing that even though the standads are normally man-

datory, some might consider them to be best practices. This should be clearly specified that

Itella standards are not best practices and that the guidelines exist for that reason.

Standards have to be revised more often than the policies and principles; they are about low-

er level specific issues which are easier to change. Also, the exception handling process can

raise a need to update the standard.

5.2.5 Procedures

Since standards do not describe the workflow or working instructions we need also procedures

which could also be called Standard Operations Procedures (SOP). The procedures form the

standard of doing and acting when talking about processes and missions. The procedures usu-

ally contain several steps for fulfillment, but this is not necessary.
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As procedures are standards of their nature, thus being for instance mandatory, this could

have been left unchosen in the framework. However, I wanted to keep it there as a comple-

ment to stress the fact that the content of it refers to a process or an act of doing.

The procedure describes the detailed steps required to implement the standard or principle.

They are used for the procedures which are conducted the same way every time. A person

following the procedure should not need to look at what the policy or principle is saying.

When following the procedure, the actions are done as they should be done automatically.

5.2.6 Guidelines

Guidelines support principles as statements given for recommended or preferred actions. The

guidelines are often more generic leaving more space for interpretation. Guidelines are also

used to specify statements in principles to be applied for different situations. For example,

guidelines can be used by development projects to help the project management to do a risk

assessment of the project. The guidelines can also refer to specific mandatory (standard)

tools to be used in certain situations. But as per definition the guideline leaves the responsi-

bility of the implementation to the part using it.

Guidelines as a document type are needed to be used as handbooks for certain general situa-

tions, for which the principles need to be applied even though a direct or clear implementa-

tion of a principle cannot be made.

5.2.7 Instructions

Instructions are short descriptions for particular tasks to further and very specifically describe

and complement the content of standards and procedures for a certain situation. This can

contain small ways of implementing or act like installation instructions; instructions on how

to make a report on a security incident, instructions for a security officer how to do a certain

task and so on. The instructions can also be formed as work orders, as please do XX to YY ac-

cording to instruction ZZ. More concrete, this could be a work order to create an account to

person NN or change the backup tape in slot 24 and take the old tape for storage. The in-

struction then contains the steps that have to be followed precisely.

Instructions might not normally be described to be part of the documentation system, even

though they need to fulfill and follow all the guiding documentation. By adding these as a

part of the structure and implementing them as full members, they also become a part of the

management and review cycle. This is also especially important when employees in different
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tasks change and new ones need to be taught the routines. If the instructions are haphazardly

here and there, there is no guarantee that a new person can or will be able to work correctly

in her task and comply with them.

5.3 Two-way Traceability

The whole security documentation framework should be about analyzing the business re-

quirements and done for supporting organizations objectives. The documentation structure

should support traceability of the solutions and decisions and chosen ways of implementation

(top-down) and also support justification of the solutions and decisions in the guiding higher

level documents (bottom-up). This can be partly shown with the clear hierarchical documen-

tation structure which shows the order of the documents clearly. The document naming struc-

ture would also help somewhat in finding the path from top-down or bottom-up. Still the con-

tent of the documentation structure is the most important factor when keeping the traceabil-

ity and justification factors in place. Also references to higher and lower documents should

be included in the document to support the traceability.

Two-way traceability guidance can be found from the SABSA framework (Sherwood et al 2005,

88). The framework guides to assure that business requirements for security are met and the

residual risk is acceptable to the business appetite. This means that the traceability for com-

pleteness is assured (Figure 9. Traceability for completeness).

Traceability for Completeness

Figure 9. Traceability for completeness (Sherwood et al 2005, 43&88)

The SABSA framework also guides to assure that every operational or technological security

element can be justified by reference to a risk-prioritized business requirement. This means

that the traceability for justification is assured (Figure 10. Traceability for justification).
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Traceability for Justification

Figure 10. Traceability for justification (Sherwood et al 2005, 43&88)

5.4 Rules for the Documentation Framework

The efficient and easy to use structured documentation framework demands that the current

documentation for a particular situation or type of work is easily found. The set of the cur-

rent rules that effects or steers a certain situation or a role should be easily compiled. This

requires that the documentation itself, its’ content and naming as well as its information la-

beling has to be set up according to strict rules which benefits the ability to find the correct

information.

5.4.1 Document Naming

Document naming and numbering needs to express the hierarchy in which the specific docu-

ment belongs to. The name need also to express where the document inherits some of its fea-

tures and is linking to. The naming and identification of specific documents as well as the

search for certain documents in a document management system requires a strict naming

structure.

Therefore, the Itella security policy framework will need clear definitions for document nam-

ing conventions even though the Itella organizational structure brings some difficulties to the

taxonomy.  The personnel need to have an understanding of the use of each type of docu-

ment. The document naming convention, document text and its metadata together should

describe to an individual these issues. The document name also has to amplify which organi-

zation has issued the document.

I would recommend the Itella document naming taxonomy to be a combination of Johnson’s

recommendation and change it to follow some of CERN’s project specific naming structure.

Also development ideas from a brainstorming session within Itella are included in the recom-

mendation.  Doing the combination of the naming structure based on the proposal is as it is

seen on the figure (Figure 11. Naming structure example) and on the table (Table 2. Opening

the naming structure) below. (Johnson 2011, 157 onward & (CERN 2011, 7).
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Figure 11. Naming structure example

The guiding principle in the naming structure proposal is that the search for the document in

a system should be instinctive and help with searching for a document. The beginning of the

name structure will directly limit the search to documents of a certain area and level. The

use of a keyword also makes it possible to search certain topic area if the issuing function is

not clear or the user cannot somehow determine that.

Table 2. Opening the naming structure

The Itella documentation hierarchy example below (Figure 12.) shows an example of a policy

structure implemented in the policy hierarchy and its naming standard. There are five layers

of documentation and the layers are:

Security Charter

Security Policy

Information Security Principle

Access Control Standard, Password Management Procedure and Authorizing Guideline

Password Management Instructions
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Figure 12. Itella documentation hierarchy example

The example (Figure 12.) gives a view about the policy framework in a case example where

Itella level security charter and security policy are starting point for the structure. Beneath

the policy, there is an access control related set of documents in a framework which is pro-

posed to Itella. Also, the naming structure from the above table (Table 2.) is included to give

more demonstrative picture about its usage.

5.4.2 Document Ownership and Approval

A successful policy framework needs a policy management and ownership model which helps

the organization to see where the different level documents should get their approval from

and which organizational level can own the different documents. Figure (Figure 13. Proposal

for document ownership and approval) below shows the proposed document ownership and

approval structure for Itella.

Without an ownership and approval model the documentation structure will become incon-

sistent and starts to contain duplications in the texts or at least in the efforts made for the

documents. Clear ownership and approval model drives accountability and makes it easier to

find the right party to contact if someone detects a clear need to update the document.

Owner is also the one responsible of beginning the review and update process for the owned

documents.
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Figure 13. Proposal for document ownership and approval

The Charter which is the base of the security arrangements and contains strategic directives

should be formed and owned by the CEO of Itella. The Business Group CEO’s may issue their

own Charter further defining and guiding the structures within their respective organization.

Some of the Charter related directives have also been issued in the Itella Code of Conduct set

of rules.

Policies dictate the organization responsibilities and mandates of different bodies within Itel-

la. These should be owned and approved by the board of top management. The approving

level has to have ownership, dictating power and mandate to the area and

Principles and standards should be owned and approved by the respective management team,

security committee or similar bodies which have power to do so. Depending on the proce-

dures and guidelines they go to the same category as principles and standards, but their ap-

proval and/or ownership can be given also to relevant operational department where at least

instructions are owned and approved.
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5.5 Document Lifecycle

Following chapters are handling some of the vital parts which should be part of the policy

document framework and its handling in Itella. These have to be thought about and included

before starting to implement the framework and put part of the guidelines for the framework

usage.

5.5.1  Development

Several issues need to be considered, when the new governing documentation is made or the

old one is updated. First of all, the need for the documentation and the type of internal regu-

lation, and pros and cons must be weighed when answering the question “is the documenta-

tion at all needed”?

There are also external factors which must be considered when creating security documenta-

tion in different hierarchical levels (see chapter 3.4.1 and figure 4., page 29). Documentation

may overlook some key issues without this knowledge. In higher level documentation issues

such as organizations strategies have more effect for the document contents. Technological

realities, chosen applications and implementation issues may influence more when developing

lower level documentation. The document has to be the result of a thorough developing pro-

cess where needs and requirements are detected and the document fulfills the needs and ex-

pectations put on it.

Also, a thorough risk analysis involving both the current situation as well as the future situa-

tion has to be made. This analysis may also be presented with several alternatives of differ-

ent kinds of solutions for statements and controls.

The risk analysis has to consider the cost of implementation and life cycle management need-

ed for the statement or control to be fulfilled. If the change from the current implementation

is not mandatory based on external regulation or significant demand, at least the long term

benefits must be higher than the costs of it. Therefore, both short and a long term impact

analysis should be made.

The policy is approved and issued for use based on a decision made by the specific internal

authority, a group or a person. To guarantee similar rigorous analysis will be made, the au-

thority has to be the only one which can accept exceptions to the decided statements or con-

trols.
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When a new directing documentation is issued or relevant changes have been made to an old

one, the implementation should contain a transition period or due time for compliance and

adaptation for current implementations. All new implementations are expected to follow the

new rules, if they are current when the implementation occurs.

5.5.2 Version Control and Document Metadata

Documents should always provide revision history, so that users can see what changes have

been made to the document and also determine if they are looking at the correct version.

(Fitzgerald 2012, 142). This can be done partly with the proposed document naming structure

and partly with the version control and metadata.

Version control is a necessary part of document management. Personnel have to be aware of

such things as which document is currently effective. Also, if the document replaces an earli-

er document or the document has been replaced by another should be known from the docu-

ment.

Document metadata can be used for many things. There can be a document metadata which

is in the document properties and also a metadata in the document text itself.

Documents need to contain metadata also about their approval level, ownership, period of

validity, etc. The document can contain many metadata fields and table below (Table 3. Doc-

uments internal metadata example) serves as an example of that in Itella.

Approved At: By:

Prepared By:

Effective From: To:

Obsoletes List of documents

Obsoleted by: List of documents

Review Yearly. (max 18 full months) By:

Table 3. Documents internal metadata example

Brotby (2009, 116) stated that policy needs as many standards underneath it as there are

classification levels in the organization. In Itella there are commonly four levels of classifica-

tion; public, internal, confidential and secret. If Itella would start to write standards for eve-

ry classification level the document architecture would expand and the understanding of the

structure might decrease and finding the needed information would be difficult.
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Since some of the standards will likely contain different directives or controls to the different

classification levels, they should have a notations practice to differentiate the directives per

classification level when needed. This is built inside the document text per issue to control.

Mainly this would mean that the standards would have different set of directives or control

types for different classification levels. The level specific directives should be marked clear-

ly. This should be done in the document per objective in such way that it is possible and easy

to find the information while reading the document.

A clear and simple way of telling which parts of the document applies to which classification

level should be more sufficient. An example could be to use a table like the one below (table

4. Proposal for differentiating requirements per classification level).

Table 4. Proposal for differentiating requirements per classification level within the docu-

ment (NIST 800-53).

The standard could be containing for example 1-10 different directives, rules or controls to

be followed amongst the other subject areas. The table within the document would tell that

if confidential material is handled the directives 1-3 and also 6 and 8 have to be applied. Di-

rectives 4-5, 7 and 9-10 would not apply in that case.

I recommend Itella to get to know National Institute of Standards and Technology special pub-

lications 800-53 type of notation when differentiating classification related controls. (NIST

800-53).

5.5.3 Publication

Even the best governing documentation is useless if no one knows about it. Therefore the

publication and way of doing it as well as the way how the document is saved and kept avail-

able for the ones needing it is so important.

The publication of a new document should at least be done so that those who have to imple-

ment the new ruling are aware of its existence. This would mean a campaign and possible

education to be organized. This would also in some cases need to involve communications

specialists to do a plan for issuing a new regulation.
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The storing of and possibility to search for a document is an important factor. The document

metadata as well as the naming of it plays a crucial role. Also, good referencing (“links”) be-

tween the different documents needs to be built to get the full relevant set of documenta-

tion.

5.5.4 Follow-up Process

The follow up of a regulative document is important. After a certain time after issuing a doc-

ument it is expected to be implemented everywhere that it applies. This transition period

should be said in the document itself.

After the transition time has expired, all the situations where the documentation and the

rules in them are not followed are to be handled as breaches of security. What the actual

consequences of such are depends very much on the organization. There should be a method

applied to enforce the application of the documents and their rules. For many companies the

only method is escalation, which in some cases is not effective, if the management does not

react on the nonconformance. Then this is not valid either.

The actual follow-up of compliance is done in internal audits and in inspections made to dif-

ferent parts of the organization. Sometimes even external audits may reveal nonconformance

with the standing documentation. Anyway, if such is found, an exception process needs to be

started immediately in cases where it may apply. In other cases the change for a compliant

implementation has to be done immediately.

5.5.5 Exception Handling

Risk management as well as all new development made relies on the assumption that the de-

fined processes and working environment have been implemented as designed. This baseline

is formed by the guiding documentation. It presents the measures taken within and controls

defined to the area and scope of the policy document.

If uncontrolled exceptions to the baseline are made, there is no possibility to control the be-

havior of the environment. All the policy documentation containing controls and methodolo-

gies are made after assessment of cost and risk involved for chosen controls and statements.

A non-standardized implementation may add vulnerabilities and cost to the organization and

its environment. A non-standardized environment can also lead to a situation where the risk

management as well as development initiatives lack important cornerstone.
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Itella, its Business Groups and units must follow the Itella baseline and comply with it. If

some function is not using for example technology which is capable of complying with the

mandatory principles and standards they are not free from responsibility. They must alterna-

tively present security controls and standards in a documented manner. Also, alternative so-

lutions must be able to be audited against agreed alternative standards. Normally exceptions

must be for a temporary fixed-term period only. All exceptions have to be documented and

agreed-upon.

Johnson presents, that when the exception process is implemented the following should be

considered:

“Independence – Be independent of the business unit seeking approval.

Impact – Examine the risk to the entire organization.

Benefits – Understand the business benefits.

Mitigation – Identify security controls outside policy.

Approvals – Residual risk should be formally accepted by management”. (2011, 41).

This is a very good summary of things to consider. Johnson though looks only at the imple-

mentation side of the issue. He should also add the cost and risk management view to this to

get more complete picture.

The one owning and issuing the rules is the only one to accept an exception application. Han-

dling power of exceptions approval may be delegated to be fully or partly handled by another

position or a specific part of the organization.

5.5.6 Document management policy

Since the policy framework document hierarchy and formulation of it will have many rules

and guidelines to follow, I would recommend Itella to have a policy formulation and handling

guidelines. Those guidelines are also called for a policy of policies or metapolicy. This policy

would inform the organization on how policies should be created, implemented and enforced

in order to assure that all policy related documents in the organization are aligned correctly,

contain the right level of information, and will be kept up-to-date. Changes to the documents

are inevitable for example due to organizational or strategy changes. Policies and related

documentation should then also be changeable and metapolicy should contain guidelines for

doing that, allowing rapid reaction for change when it is needed. (Baskerville & Siponen 2002,

338).

The document management policy should be answering questions like: who establishes policy

and is accountable and the owner of it, who is accountable for its updates and how often the
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documents should be reviewed, what exactly constitutes a policy, how will it be stored and

for how long, as well as how the versions will be handled. The same kind of questions should

also be answered according to other level documents in the policy framework and their man-

agement. The policy of policies should also tell which documents are mandatory to follow and

which ones are recommendations.

The document management policy would also be the right place to lay down rules such as

which language version of the documents is the main version. Itella common language is Eng-

lish and it should be the official language for the documents in the documentation frame-

work. In case of language version misalignment, the Intranet English version would always

apply officially.
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6 Tabletop Testing the Framework Implementation

The usability and impact of the security policy framework can only be seen after the imple-

mentation and use of it for a long period of time. It can also be seen from possible cultural

changes which will be forming after the implementation. Actual implementation of the secu-

rity document framework in a real life environment is out of the scope of this thesis. The

framework will be implemented in Itella, but it was not possible to do that in the timeframe

where those experiences could have been included in this thesis.

Instead, the framework has been tested with various real life scenarios within Itella. This pro-

cess is described in the next chapter. The testing has been done with the security policy

framework which can be seen at the Figure 8. (The security documentation framework pro-

posal for Itella) in the page 47.

6.1 Case Study in Itella

At this point the evaluation of the framework was done as an action research project consist-

ing several workshop sessions (Appendix 2).  The proposed structure for documents was tested

in workshops together with professionals from Itella.

Each testing session started with a drawing of the basic structure where Charter, Policy, Prin-

ciple, Guideline, Standard, Procedure and Instruction were in a hierarchical order. Organized

brainstorming sessions were held having different main topics per session. During them, sev-

eral scenario based cases were tested. Testing was done mainly so that a specific topic was

discussed and the case was gone through with the structure thinking what kind of documents

could be needed to direct and guide the process through.

In Appendix 3 one of these sessions is presented. The leading topic in this case was a new

employee starting to work for Itella. Those documents are marked with blue background

which was seen in this case as the ones needed to guide the example process through.

On Charter and Policy level the manager of the person is given the responsibility to take care

of the induction period of the new recruit. This also contains the requirement to supply her

with tools and the access rights needed for the intended work as well as the initial training in

security.

The manager applies for access to premises and systems. The principles of the access rights

are given and fulfilled with the procedures for doing the concrete work for granting the

rights. The person will also get an account, which is created using certain standard settings.
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The user account will be added as a member in groups giving her access, membership in mail

lists etc. When the user gets the account, she has to create herself her own authentication

password. This has to be according to that particular standard.

The above scenario is well defined in the tabletop tests. The tests show the importance to

use the levels correctly. For instance, a general instruction can be referred to from the other

documents. The method seems to resemble the way a computer program is built, by calling

procedures and functions from different places and to use the same common parts in several

places. This also has an impact on how the documentation set can be managed.   For example

in the tabletop test (Appendix 3) human resources and security documentation can be refer-

enced between each other’s.

Examples of the other bigger tabletop test exercise scenarios which were done are included

in the following scenario list:

Employee leaving Itella

External consultant on boarding and off boarding

Itella Information’s current information security documentation including a new addi-

tion of a security committee as part of the organization governance model

Handling of customer data

Audit procedure

Risks management in a project framework

As a compliment and part of these scenarios also smaller tests were done and discussed

about. These included particular issues such as making and handling of system and data back-

ups, information classification and handling, email and internet usage.

The above procedures and the documentation linked to them were able to be put in a logical

way into the structure proposed.
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7 Value and limits of the study

Kasanen et al (1993, 253) defines that the usefulness of a construction can be proven only

after practical testing has been done and the construction has passed the tests. The subject

of this thesis narrows down the possibilities to test the construction. Full testing will happen

when the current documentation will be transformed to the new framework and it is applied

to new documents.

It is still obvious that different parties will benefit from this work and the work done when

utilizing the proposals in this study. All the benefits and also drawbacks can be seen after the

implementation of the framework.

7.1 Value to Itella

The presented structure will help in reorganizing the whole governing documentation in secu-

rity. This will hopefully lead to a better utilization of the current ruling in the whole Itella as

well as easier maintenance of them. The structure and related points in this thesis should be

able to raise awareness about the documentation, make it easier to access and getting it to

be more up-to-date.

The documentation structure will be presented to Itella’s Corporate Security and taken into

use as soon as it is finalized and tested successfully for existing security documentation. The

ideas of this thesis have been already used on some new documents but the old documenta-

tion will not be started to transform before going the structure through with the Corporate

Security function.

This study has emphasized the framework for documents within security since the author is a

security professional and the thesis is done for the security competence programme. During

the whole development procedure there has also been a hidden agenda involved. This is to

develop the hierarchy and document types so that they can benefit other areas and functions

in Itella. The created framework fulfils that need and may be directly applied to other types

of guiding documentation. The framework may even be a starting point for a common docu-

mentation structure in Itella. The presentation about the structure will be made to Itella

Strategy Director when the thesis has been finalized. After that we will see if there is a possi-

bility to grow to the common structure.

It has already been seen in Itella after the recent CEO change that the mandate to approve

has to be delegated to lower levels from the executive level. Earlier EB/MB has approved pol-

icies including quite low-level content. It is a clear signal to delegate mandate for lower level
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issues when Management/Executive Board starts to meet less frequently. To me this seems to

be a good moment to also push a new structure into use in the organization. This is a clear

sign of the desire and intent to streamline the meetings and taking only the correct level is-

sues to the agenda.

7.2 Value to the customers

When the security documentation is in a well-structured form it is easier to present to the

customers when needed. It will show an example of a well-balanced security management

system. When the personnel in different roles can find the security documentation and are

aware of its existence they are able to act according to those laid rules. All this would also

help in streamlining possible customer audits when the documentation can be found and the

customer focus on assessing the actual processes via examples.  This would be a great means

to build trust between Itella and its customers.

7.3 Value to other organizations

Several individuals from other organizations have shown their interest towards this work al-

ready before it has been completed.

As seen in the study, it seems that although organizations have not noticed that their struc-

ture of documents is defective in any way, they suggest in many cases another way of organ-

izing the documentation. The way presented here could very well solve other organizations

challenges. During the interviews one interviewee even told me that they are moving towards

a system that resembles almost one to my suggestion. This is interesting since they have

come to the same conclusion even though it is not like anything implemented in any of the

companies answering my questionnaire.

The ideas tested and presented on those who have contacted me have been received very

well. As this is not anything that has been much studied before, we might see some changes

in how companies see their documentation structured. I have presented one structure, but I

expect more studies to come up with new thoughts.

I don’t expect this set of documentation to conquer the whole world, even though it may via

Finnish companies and the security persons own networks spread and I think at least that will

be given a thought and a consideration.
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7.4 Limits of the study

The main limitation for this study was the fact that security documentation framework is a

topic which has not been researched. There are no researched outcomes which would prove

one framework better than the other. There are no outcomes which would tell which kind of

framework would be easiest to maintain, better understood by the personnel or if the frame-

work affect all this. It is unknown what constitutes an effective security policy framework if

research is concerned. Also, organizations business environments and the culture vary which

most likely lead to a situation where there is no one framework which fits to all. When corpo-

rate culture is formal, the policy documentation should be more defined with clear bounda-

ries and if the culture is informal the same legalisms might not work.

Many organizations have gotten used to the document set they have, and do not put many

thoughts into the fact that it might be hard to maintain or if it is optimal for their use. There-

fore, if they do not see the situation or the problem itself, then it may also put an angle on

the answers I have received. Still, my questionnaire shows that they are not fully satisfied

with their current situation.
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8 Conclusions

I have in this study, as soon as I found it out, walked on uncharted territory. I had to build my

idea based on the few documents and also literature covering something about the topic and

some ideas built from my peers in other organizations, as well as testing the result with some

experts and on our settings. Scholarly studies are not available about this topic area.

My goal to build a security policy framework that would suit at least the needs of Itella has,

based on the organization’s responses, been successful. The idea for the structure will be

taken into use and implemented starting by having a security charter written by the CEO. In

tests, the structure has proven to be easily understood, even though there is some need to

put effort in describing and teaching the meaning of the levels for the policy developers. This

is manageable and will, according to comments, at least be clearer than the situation is to-

day. I will also be presenting the framework for the Itella Strategy Director who is already

interested in knowing would this framework work as a common documentation structure for

Itella. The security framework proposal is going to be proposed to transform to the common

documentation structure for Itella.

The created framework showed both traceability of the rules, but also a justification for im-

plementation may be seen to exist. This comes true to the extent the documentation struc-

ture can facilitate the idea. The justification is a bit harder to be clearly determined in a real

case situation.

The documentation naming structure, which was created during the study with flavors bor-

rowed from CERN and Johnson, seems to be suitable for the need of Itella. Parts of traceabil-

ity to both ways can be verified from the naming, and it also states the classification infor-

mation and many structure parts which can be used for searching documents.

All in all, I see this study as having been successful in all the goals set. Itella will now have a

new set of material which can form the structure of its security architecture as well as its

documentation.

Once again I want to give my greatest thanks to all the individuals in different organizations

that have given their input for my study. This would not have been a success without them.
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8.1 Future Research

The development of the security policy architecture in Itella will continue based on the de-

veloped policy framework. It is a long-term project to form comprehensive security policy

architecture, and it will take time to see how well the policy framework is working and will it

be implemented to documentation as a whole.

So the usability and impact of the policy framework can only be seen after the implementa-

tion and using of it for a longer period of time. It will also be influenced by the culture which

will be forming after the implementation. Only then will we see if the framework is helping

to understand the differences in document types and if the organization is able to keep the

documentation as a whole more organized and maintained.

As this topic within research seems to be a new and uncharted area, further studying, and

maybe general standardization would be a good way to go forward. I see that this topic could

also form a new standard into the ISO set of standards as this is still missing. This way a good

practice would more quickly become a norm. This would also help implementation and under-

standing of the whole structure over organizational borders.

A topic to continue studying is the maintenance and management part as well as the publica-

tion of the structured documents. The first interesting area for research is reviewing and

keeping the documentation up-to-date. Can the structured document format with decentral-

ized issuing of norms be more easily maintained? The latter part, publication, could be a usa-

bility study for instance on how the structured setting would help to create a dynamic hand-

book of rules for different roles in an organization.

Another area of interest for study would be monitoring the document system and making met-

rics on how the structure influences on behavior of the workforce as well as comprehension of

the whole set of rules. Also getting an answer for the following questions would be interest-

ing. Can the structure make it easier to be compliant? Will it help to find the correct set and

implement it as desired?
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