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ABSTRACT 
Social engineering is a very old method to influence people in their 
daily actions. The same methods added with new techniques have 
been implemented to create effective penetration mechanisms 
against organizations. The goal in this study was to measure 
employees’ security awareness and culture. This is a case study 
which uses several penetration methods to test an organization’s 
vulnerability against social engineering techniques. The study 
started with cyber security research questions for all employees in 
the studied organization Reconnaissance and survey questions 
together provide use cases to the physical penetration testing phase. 
When comparing the results of the survey questions with the actual 
penetration test, a significant difference was found. Even 
employees understand how to behave in a penetration case; they act 
differently. This is a problem which can be resolved by increasing 
the awareness against security engineering attacks. The awareness 
can be increased by training, education and good security policy. 
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1  INTRODUCTION 
Social engineering is as old as human history and has been used 
many different way includng written form, non-verbal and oral 
forms[7, 12]. It is still a powerfull intrusion method and offers a 
potential attack vector. Specifically, this becomes concrete for 
BYOD devices (Bring Your own Device)[9]. Defence against 
social engineering attack is even harder than against normal attacks 
using information technology in different forms[2, 4]. A social 
engineer is one of the simplest ways to gather information about the 
target organization and their employees to exploit human 
vulnerabilities and protect against attack[3]. 

Social engineering refers to various methods by which a user of an 
information system can be manipulated to act in the manner desired 

by a manipulator[11]. Parallel terms for social engineering among 
others are user manipulation, social influence, and social 
hacking[5, 10]. There is nothing unusual about social engineering. 
It is part of our daily lives; children try to influence parents to get 
through their own will, or employees try to influence their 
supervisors to get a pay raise. Common to all forms of social 
engineering is the control of human behavior by attempting to 
manipulate them to accomplish the actor’s will. In information 
security, social engineering seeks to influence the target person in 
order to gain unauthorized access to the target information  systems 
and the information itself.[1, 14, 16] Social engineering intrusion 
can be seen as a set of different methods which use several tools 
and application in reconnaissance and physical penetration. 
Methods varies depend on the target organization. In this paper has 
been introduced one case study based on real organization. 

1.1 Motivation and Structure 
This study has been conducted in collaboration with a real 
organization [14]. Organization is a big finnish public company 
whose employers number is almost two thousand and revenue 
almost one billion euros. The aim of this study was to find out how 
the employees of the target organization react and act in situations 
of social engineering attacks. In the the organization has done 
regulary security audits and its own red team has conducted 
physical penetration testing. The results of this study give another 
point of view to asses how good the information security situation 
in the organization are and how it can be improve. The study was 
initiated by collecting background information about the 
organization using Maltego software from public information 
sources. The goal of gathering background information was to find 
out what information all potential attackers could find from the 
public sources. Information on how employees understand the 
content of information security, what is their awareness about 
information security and the organization’s information security 
policy was collected through a survey. The questions of the survey 
were addressed to the all members of the staff in the entire 
organization. The scenarios were created based on the background 
information and survey. The purpose of using scenarios was to 
clarify how different physical intrusion methods would be 
influence for employee’s behavior in different test situations. In 
addition, it was tested how workers reacted to physical intrusion. 
The aim was to find out if there are differences between the actual 
behavior and security knowledge. Figure 1 below illustrates how 
the different methods used in the study were combined in the 
implementation phase of the study. 
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Figure 1: Interdependencies between research methods 

The paper is organised as follows. In Section 2 introduce results 
from the survey, public information gathering and physical 
penetration. Lastly, we conclude our study in Section 3. 

2  RESULTS 

2.1 Survey questions on employees’ security 
awareness 

This survey measured the awareness of the organization’s 
personnel regarding social engineering attacks. The survey 
contained 14 question and covered most common social 
engineering attacks[13]. The questions are listed below: 

1. Do you use a strong password for work related systems, such 
as your workstation, to log in? 

2. Do you use the same password for a variety of services such 
as Facebook or Instagram? 

3. Do you use the same password to log in work related systems, 
such as workstation, and some personal services e.g. 
Facebook? 

4. You are working on your workstation and the fire alarm goes 
off. What do you do in that situation? 

5. Do you have or does your computer have any valuable 
information that might interest a hacker? 

6. Your manager calls you from an unknown number. He is ill at 
home and his voice is about to go away and you do not know 
exactly what he says. He immediately needs the team’s three 
most recent meeting reports and those should be packaged in 
one file, encrypted and sent to his private email 
(firstname.lastname@hotmail.com). The number your 
supervisor is calling from belongs to a member of the family. 
He has forgotten the computer and the phone on the previous 
day at work, cannot pick it up and these reports must go 
through asap. You can send the password for the compressed 
file as a text message to that number. What do you do? 

7. You have plenty of data on the computer that you should save. 
Network does not work, so you cannot save the data on the 
network. You need some external media to store your data. 
You do not have enough large enough media for information. 
However, you notice a USB stick on the unused table next to 
you and you will notice that it so big that all the data will fit to 
it and there will be still space left. What do you do? 

8. You are coming to work, and you will discover an unknown 
man in a suit with a computer briefcase in hand coming after 
you to inside smiling and thanking you. What do you do? 

9. You get a call. The caller is from a research institute where a 
research has been purchased by the organization related to the 

personnel; identify strengths and areas of development and 
utilize information when designing development activities. 
The study is carried out on the telephone. A prize is awarded 
to the recipients. Do you answer the following questions about 
the research? 

10. Your friend comes to you. He has problems with the network, 
and he should be able to retrieve some documents for a review. 
He has the rights to such documents. He has a USB stick that 
can be used to store the documents so he can access them. The 
stick is found on the top of the cabinet. How do you handle it? 

11. You are coming to work in the morning. You will find that an 
unknown person is trying to get inside using his own card; 
however, the card will not work, and the doors will not open. 
What do you do? 

12. You get a call. The service desk is calling. Virus software has 
detected a malicious program on your computer, which may 
be a ransomware, which, when activated, would encrypt all 
the data on the computer and therefore no access to them 
anymore. Malware can be removed but it must be done 
manually by remote access. There is a problem with the 
Service Desk workstation and there is no normal remote 
connection, so you should install another remote access 
software from the Internet, and this does not require any rights. 
He asks to download this to get remote control with the 
machine and remove this malicious program. What do you do? 

13. You receive an email from your co-worker. The headline is 
"Look at this! Make your day much better!" The email has a 
Youtube link and additional text that says, "the best laugh this 
day". What do you do? 

14. You are going to a cafe in the canteen and you notice a person 
walking toward you and you cannot see an ID card. What do 
you do? 

A total of 70 employees responded to this survey. Next, the 
summary of the survey is presented.[15]. 
 
61 % of the respondents use a strong password, which is a really 
good result. Troy Hunt report in his article, that 86 % of Pwned 
Passwords subcribers are using poor passwords[8]. 37 % of the 
respondents use the same password for multiple public sites or 
public services. This is slightly lower than usually. Weilin Han et. 
al. report in their study that 59 % of users reused password in 
multiple websites[6]. In this study, 10 % of the respondents use the 
same passwords in work related systems, such as rganization’s 
workstation, and some personal public services e.g. Facebook. In 
the study by Weilin Han et al., the same number was 33+- 9 %[6]. 
During a fire alarm, 96 % of the respondents lock their orkstations 
and then leave their workstation. In a phone call social ngineering 
case, 77 % of the respondents start different ways to confim the 
indentity of the caller. 70 % of the respondents do not connect an 
unknown USB memory stick to their computer. 83 % of the 
respondents don’t let an unknown person enter through a locked 
door after themselves without the unknown person asking for 
permission. 97 % of the respondents do not answer the ID number 
question in case of phone call phishing. In a case where an unknown 
person is trying to get inside using his own card, 89 % of the 
respondents check the key properly and make sure it is not fake, 
advising the person to check their card and its rights. In the case of 
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phishing email 51 % of the respondents verify an email, and 3 % of 
the respondents trust a co-worker and open it. 26 % of the 
respondents ignore that email. 20 % of the respondents report 
phishing emails. 

2.2  Information gained from publicly available 
medias 

In this study, information is gathered from the assigner 
organization, and only passive gathering is used, e.g. Google, a 
website and Maltego. Information is also gathered from the ISP 
operators and cross-analyzed. The information from the website is 
reported in Table 1; from Google in Table 2, and from Maltego 
application and Shodan service in Table 3. 
 

Table 1. Information from website 

 
 

Table 2. Information from Google 

 
 

Table 3. Information gained from Maltego and Shodan 

 

2.2  Physical penetration testing 
Physical penetration testing or pen test seeks to carry out real-world 
threat vectors that can be attempt to break the physical barriers of 
the organization. The aim is to gain access to the various functions 
of the organization, such as the information itself, the networks and 
the employees. The purpose with pentest is to assess the risk 
associated with potential security breaches. [17, 18] Physical 
penetration testinghas done using cases based on the survey 
questions.  

First case included two different scenarios. The first scenario was 
carried out five times on a single day in about three hours’ time slot. 
The other scenario was done four times; however, on different days 
and a different time of day. The case has been summarizex in Table 
4. 
In second case used a fake ID card. Personal informations to ID 
card, like name, photo, logo and job title in organization, was 
founded from website in gather phase. Case executed six times and 
at a different time and on the different day to get more statistics. In 
the Table 5. has summarized these attemps.  
Third case was almost the same as first case 1 except in this case 
author did not even try to hide a possible ID card. This case was 
performed twice over three days. Table 6. summarize this case. 
 

Table 4. Scenarios and results from Case 1 

 
 

Table 5. Results from Case 2 

 
 

Table 5. Results from Case 3 

 

2  CONCLUSIONS 
The questionnaire provided the baseline about the personnel’s 
security culture and awareness. The survey showed that there is no 
perfect organization, security action or perfectly implemented 
security equipment and practices. There is always some way that 
can be used to launch an attack. The personnel’s safety behavior 
and security culture situation in an organization among the staff 
representatives who participated in the survey was overall good. 
Most of the staff would act at a good level in defending the 
organization and its assets from social engineering attacks. Still, 
there are people with a poor security culture that can be used to 



IAIT2020, July, 2020, Bangkok, Thailand M. Sillanpää et al. 
 

 
 

penetrate physical spaces. Increasing training and situational 
awareness of cyber security threats is an effective method to 
decrease attacks by using social engineering. Most of the attendees 
were from the HQ of the participating organization. Based on the 
total number of all employees in the HQ, the error margin was about 
9% with 90% reliability level. 
There is a plenty of information (Table 1 and 2) can be found about 
the organizations. The focus in social engineering is on hacking 
humans; therefore, any information about an organization and its 
employees is useful. A successful social engineering attack needs a 
variety of background information about the organization. Such 
information includes e.g. the focus of the organization’s activities, 
contact information in different situations, and the personal 
information of the organization’s employees. The perpetrator of the 
attack can build a fairly good picture of the situation using the 
collected data. This information is used to plan the attack. The 
Google search gave several good potential attack scenarios. Image 
searching gave one launched case; using a fake personnel ID card. 
All DNS information was also visible without any hidden 
information. The Internet DNS search with Maltego and Shodan 
information (Table 3) together provided plenty of data. The 
information shows how all public services link together as well as 
their IP addresses. 
The success of tailgating depends very much on the security 
behavior and culture of the personnel. The personnel are the first 
line of defense against physical penetration and social engineering. 
As in Table 4 summary, over 80% would stop an unknown person 
and ask who he/she is and where their ID card is. However, in the 
real act in case 1, the success rate was 10% when trying to get inside 
from outside and no questions were asked. Tailgating was also 
successful when continuing the penetration deeper into the building 
using stairs and an elevator. When comparing the survey results and 
the real act against physical penetration, we can see many 
differences. On paper, everything looked good; however, in the real 
situation people behaved differently. The most interesting result 
was that almost 90% of the respondents to the survey answered that 
they would examine an unfamiliar person’s ID card. The reality 
was different. In the penetration test, none of the personnel (0/5) 
looked at the ID card. Also, all target persons in the penetration test 
used their own card to open the exterior door after the author said 
that the card is not working. 
Training, education and security policy will help to accomplish this 
security behavior on how to handle and what to act with security 
threats. It would be beneficial and suitable to point out the social 
engineering techniques and attacks to the personnel in a real act and 
teach them some remediation and mitigation actions than just 
telling them to read all guides or watch some presentations. 
In a summary, employees are the path inside an organization. 
Without a good security procedures, they are vulnerable 
to attacks. The outside threat is easier to spot and stop. The insider 
threat is much harder to prevent. 
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