VAMK

VAASAN AMMATTIKORKEAKOULU
UNIVERSITY OF APPLIED SCIENCES

Quang Hoang Nguyen

CONTINUOQOUS INTEGRATION FOR
EMBEDDED ENVIRONMENT

Technology and Communication
2022



VAASAN AMMATTIKORKEAKOULU
UNIVERSITY OF APPLIED SCIENCES
Information Technology

ABSTRACT

Author Quang Hoang Nguyen

Title Continuous Integration for Embedded Environment
Year 2022

Language English

Pages 59 + 2 Appendices

Name of Supervisor Jukka Matila

The purpose of this thesis was to create a Cl pipeline for Embedded Environment
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1 INTRODUCTION

In modern technology world, a software project tends to evolve complicatedly and
uncontrollably. The process requires many good, productive tools and other fac-
tors as philosophies. To survive and grow in this information age, a company
needs continuous stable loops to compete on the market. Having a fast-paced
software development life cycle is a minimum requirement a company/business
should have. The life cycle should not only be fast-paced but also adaptive to rapid

changes from customers and also include quality product application.

This project thesis aimed to create a Cl pipeline in practical part. A pipeline is the
process of accumulating instructions from the processor through a pipeline. It al-
lows storing and executing instructions in an orderly process /1/. It generates an
automation of merging local developers’ code to the entire project after building
a Real-time operating system and testing code with the Google test. This pipeline
supports none-human interventions which emphasizes the automation strength

of tools in application development reliably and faster.

Chapter 2 researches around the DevOps philosophy, Agile methodology, Scrum
framework and Cl/CD pipeline. This theorical part shows how these practices could
help a company to stay well against the speed of technological changes and how
these terms could satisfy the customers but still keep the quality of the potential
application. In addition, Chapter 2 also makes a comparison between those phi-

losophies and their pros and .



2 DEVOPS BACKGROUND

This section summarises the definitions related to DevOps: Waterfall, Agile,
Scrum, DevOps, and Continuous Integration/ Continuous Delivery/ Continuous De-
velopment. All of these definitions have a mutual purpose that increases the soft-

ware development life cycle.

Software Development Life Cycle (SDLC) is a process that produces of high-quality,
low-cost software in the shortest possible production time. The goal of SDLC is to
provide a well-structured flow of phases that meets and exceeds all customer ex-
pectations and requirements. A detailed plan is tailored to stages or phases that

enhances development pace and minimize risks and costs. /2/
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Figure 1. Software Development Life-Cycle /3/

There are four factors that help to generally define an epitome SDLC:

e Process must enable a faster feedback cycle and create a culture for learn-
ing

e Architecture should be agile for change and resilient to failure

e Technology is imperative for innovation, increasing productivity and max-

imizing impact



e A robust infrastructure is the foundation for innovative platforms
2.1 Waterfall Model

Prior to Agile, the Waterfall model was the first model to be introduced in SDLC.
Waterfall is a linear approach; the next phase is begun only after the previous

phase is complete.

As its name, the process flow of this architecture starts from high ground and ‘falls’
to the final stage. It apportions into small stages to control the process individually
and easily. The outcome of one phase represents as the input for the next phase.

This approach is also called a sequential flow.

2.1.1 Waterfall Model Workflow

N

Waterfall
Development M Od el

Testing

Deployment

Maintenance

Figure 2. Waterfall model /4/

As Figure 2 shows, the requirements are first received from the customers or

stakeholders. The next phase is the planning and design phase before transferring



the ideas to become discernible software by developing the code. Whenever ap-
plication prodcut is about to be released or deployed, it must be tested carefully
before publishing. The final work is to maintain the software. This model runs
through these consecutive phases in a definite order and starts over again at the

top.

2.1.2 Advantaged and Disadvantages of Waterfall Model

The waterfall model was a pioneer for determining the success of the SDLC. In the
early stages, it has many advantages. It is very easy to follow and understand to
use, not only for developers but also the customers. The phases are indicated ex-
plicitly and completed one at a time. The tasks do not overlap and it is convenient
to check or arrange tasks to perform a good phase. Everything is well documented

because the work is obvious.

The model asks the team to keep to the requirements and scope determined at
the first stage of the project. Therefore, the critical drawback is that it is difficult
to make changes or additions. If customers need to change anything in the middle
of the process, they have to wait for the next loop to update a new feature. More-
over, the code may not work after all and it leads to a bottleneck for the whole
process. Because the team cannot move to the next stage with a malfunctioning

code. /5/

In a long term, this model cannot work effectively because of the incoming up-
dates and time consuming. Keeping the testing phase on the last half of the model
causes uncertain software. The testing phase is always a significant step to prove
the software is functional. . In addition, there is not any working product until the

final phase, which the entire process takes a lot of time. /5/

With waterfall methodology, there is more insecurity and inefficiency than ad-
vantages. This model only works well with simple project because it is time con-

suming and the work flow is rigid.
10



2.2 Agile

Agile is an epitome SDLC philosophy. It is a set of values and principles which com-
prises many methodologies, processes, and tools to speed up software develop-
ment. It is also an iterative development approach utilizing collaborative effort

through self-organizing teams originating in software development. /6/

Development teams have focused on speeding up the process to get new products
and features faster. A dynamic process requires the ability to adapt to new condi-

tions on the fly which resulted in the creation of Agile.

The Agile Manifesto

We are uncovering better ways of developing software by doing it and helping others do it.
Through this work we have come to value:

Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation

Responding to change over following a plan

Figure 3. Agile Manifesto /7/

In 2001, there were 17 independent developers created Agile Manifesto by agree-

ing common traits of software development improvement /7/.

Addition to the values of the Manifesto, there are 12 principles that support an
agile software development culture. In general, Agile promotes iterative feed
backs cycle, cross-functional collaboration, self-organization teams that uses tools

and process to tailor to particular tasks.

11



2.2.1 Agile Model Workflow

The Agile workflow is almost similar to that of Waterfall as Figure 4 shows below.
There are total of six stages in this model: planning then design, code develop-
ment, test, deployment, reviewing and launching. The key item in this model is
working in periods of iteration. The Waterfall model proceeds without looking
back, but Agile has an iterative cycle to plan, test, review and develop the code

again.

It divines the application into small features and tasks for each iteration. After an
amount of time the specific tasks are completed in a priority order. In this way, it
keeps the small features and the whole project clear and easy to follow without

forcing to multitask all features at once as in Waterfall.

AGILE

Deploy Test

Review Develop

v

Design Launch

Figure 4. Agile model /8/

In other words, each iteration is like consecutive, individual wheels of a train.
When combined together, it makes a train which makes the software develop-
ment smoothly and agile. The real utilisation of Agile gives a common foundation

for making decisions about the good way to develop software.

12



There are a lot of frameworks of Agile such as Scrum, Kanban, and Extreme Pro-

gramming.

2.2.2 Scrum

In 1986, Hirotaka Takeuchi and lkujiro Nonaka first used the software develop-
ment term scrum in a paper titled “The New Product Development Game”. The
paper was published in the January 1986 issue of Harvard Business Review. The

term is borrowed from rugby, where a scrum is a formation of players. /9/

According to the Adevait report, Scrum is the highest used method among the
Agile methodologies with 56%. With Scrum the development process can be speed

up efficiently. /10/

1% Lean Startup

o

14, —

Hybrid {multiple
methodologies)

Figure 5. Scrum Framework portion percentage compares to other frameworks

/10/
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Scrum is one of the most popular lightweight frameworks by advancing from Agile
because it can be applied to any kinds of teamwork through principles and lessons.
Scrum concentrates on communication between team members, self-organized,
cross-functional cohesive working teams, and faster delivery potential shippable

product. There are three new terms in Scrum: /10/

e Product owner
e Scrum master

e Sprint

The Product Owner is part of the Scrum team. This person has responsibilities to
transfer user stories and create a product backlog. They are also acting on behalf

of the customers to identify specified requirements for the development team.

/11/

The Scrum master is a master of scrum who facilitates Scrum by managing and
helping the team to ensure the Scrum frameworks is followed. The responsibilities

are: /11/

e C(Clearing Obstacles

e Establishing an environment where the team can be effective

e Addressing team dynamics

e Ensuring a good relationship between the team and product owner as well
as others outside the team

e Protecting the team from outside interruptions and distractions

14



2.2.3 Scrum Framework Workflow

Sprint
Retrospective

D»m-\ -T2

Product Sprint
Backlog Backlog

Serum Framemsd © X020 Scumarg

Figure 6. Scrum framework /12/

The workflow of Scrum is demonstrated in Figure 6. Scrum begins by filling in the
detailed list Product Backlog, just as in planning. The end-product requirements of
the stakeholders are defined as Product Backlog. The iteration of Scrum is called
Sprint which lasts between 1 and 4 weeks depends on the team culture. During
each Sprint, top user stories of Product Backlog are prioritized as Sprint Backlog
which means breaking down each requirement into smaller pieces that have to be
done on each Sprint. The team works on the defined Sprint Backlog. Everyday
there is a short 15-minute meeting event called Daily Scrum. The aim of the event
is to give a clear vision of work that the Scrum team has carried out, denote ob-
stacle and solution for that, and to adjust the decisions. After every Sprint, the
team gives the customers the increment which is a minimum viable product. At
the end of a Sprint, the team meets to present the work they have achieved and
review it together in the Sprint review. This focus on how to improve the product
outcome. The last event in the Sprint is the Sprint retrospective. The retrospective
is designated to build a habit of continuous process improvement and to Review
the last Sprint workflow issues, difficulties, and how to replicate successes in the

next iteration /13/.
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2.2.4 Advantaged and Disadvantages of Scrum

The advantages of Scrum are the same as with Agile. The main advantage is to
boost the development process faster. Scrum helps the team to complete project
deliverables quickly and efficiently. A large project can be controlled by diving into
easily manageable Sprints which lead to reduce time consumption. In addition,
Scrum requires that any team member should be able to do what is required for
the progress of the project. Also, when each team member can perform every job,

it increases understanding and bonding between them.

According to customers, short Sprints enable feedback and changes. It typically
results in more satisfied customers. The Scrum framework makes it more likely

that the employees involved in a project are motivated and satisfied.

Scrum asks for cooperative spirit in each member, which also a negative point. If
individuals are not very committed or collaborative the Scrum framework might

fail. Therefore, applying Scrum to a large team is a difficulty.

Because each Sprint takes place in very short time in a matter of few weeks, it
may force members to work under intense stress to attain the Sprint goals. The
team must to have experience and skills to perform their own tasks quickly and

successfully.

Scrum makes application development rapid through empirical process control,
self-organization, collaboration, value-based prioritization, time-boxing, and iter-

ative development.

2.3 DevOps

DevOps is a concept/mindset that fosters a culture of collaboration between the
development team and the operation team, which is an evolution from Agile. The
priority is on the maintenance of a shared culture throughout different sectors of

the production team. This concept eliminates any specific siloed barrier that may
16



impede the process to improve collaborative and productivity by automating in-
frastructure, automating workflows, and continuously measuring application per-

formance.

DevOps is a philosophy that combines software development with operations. The
intent is to enable communication between both teams so that they can build,

test, and release software more quickly with greater efficiency and speed /14/

The main characteristic of the DevOps movement is to advocate automation
strongly and monitor at all steps of software construction, from integration, test-
ing, releasing to deployment and infrastructure management. To obtain this trait,
implementing continuous integration and continuous delivery (Cl/CD) allows or-
ganizations to see a tremendous improvement in deployment frequency, lead
time, detection of cybersecurity vulnerabilities and flaws, mean time to repair and

mean time to recovery.

Figure 7. DevOps logo implies for an eternity of development process /15/

The goal of DevOps is also to deploy a code to reliable production faster and in an
automated way. Instead of the old way, developers write the application and then
give to the operation team who deploys and manages the infrastructure server to

maintain the deployment, now both teams merge into one cross-functional team

17



for the entire process. Developers are also in charge of deployment software and
vice versa. This makes both teams understand the essential issues of others and
not doing the blame game. It ensures the effective of collaborative, cross-func-

tional teams. /15/

2.3.1 DevOps or Agile

Agile and DevOps have the same purpose on the streamline development process.

However, the aim focus of both cultures has several differences.

Customer Developer Operations
equi GAP - +
Software Requirement Tester IT Infrastructure
LY}
+* - 1 iy
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Figure 8 Solution gap of Agile and DevOps /16/

As shown in Figure 8, DevOps addresses the gap between development and oper-
ation. /16/

e DevOps unifies Dev and Ops team. Agile tries to collaborate each member
in a smaller team so it can react quickly to customer changing.
e Agile deploys depends upon the Sprint. DevOps focuses on hyper-releases

starting with several per day.
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e DevOps focuses on testing and delivery product while Agile focuses on con-
stant changes.

e Target area of DevOps is to end-to-end business solutions and fast delivery
whereas Agile is Software development.

o Agile does not emphasise automation while DevOps does.

e Agile has a shorter development cycle and improved defect detection.

DevOps supports Agile’s release cycle which is an integral part of DevOps.

2.3.2 DevOps and Agile

Despite DevOps and Agile represent different solutions/approach in the software
development. To create a perfect, powerful development process, the productive
way is to combine these two practices. Both still have the same purpose, so the

guestion is not which one to choose but how to practice both.

Michael Mazyar, CTO at Cary NC. based Samanage, further elaborated on the “mu-
tual benefits” of both DevOps and Agile. “When applied in tandem, Agile and
DevOps can enable organizations to develop and implement technology with sig-
nificantly greater speed. [Plus], there’s an emphasis on putting customer needs at
the forefront of whatever technology it is you are developing, [along with an] un-
derstanding [of] how the software is being used, and [how it should be im-

proved].” /14/

The strength of each practice is in the different phase of cycle. Combining two
methodologies makes them fulfill each other defects to even more to streamline

the process and quickly deploy the product to customers.

2.4 CI/CD Pipeline

Continuous Integration (Cl) and Continuous Delivery (CD) are key parts of the
DevOps pipeline. CI/CD are actually separate but linked concepts, based upon a

continuous practice whereby work is integrated frequently. These two terms are

19



an automation of activities in application development stages which deliver fre-
quently software to customers. Together, it creates a collection of activities that
must be performed in order to deliver a new valuable version of software via CI/CD
pipeline. Pipeline introduces automation and continuous to improve the SDLC. Be-
fore to the pipeline, people have to accomplish an application life cycle manually

in every step.

CONTINUOUS CONTINUOUS CONTINUOUS
INTEGRATION DELIVERY DEPLOYMENT

AUTOMATICALLY AUTOMATICALLY
MERGE RELEASE TO DEPLOY TO
REPOSITORY PRODUCTION

Figure 9. CI/CD pipeline /17/

2.4.1 Continuous Integration

Continuous Integration (Cl) participates in three simple steps as shown in Figure
9. Cl emphasizes test automation to check the code is not broken when new com-

mits are integrated.

In a company, there are many developers who work in the same project. When
they complete their own work and then merge it into the shared repository, this
action is manual, tedious and time consuming. This might take a long time to fin-
ish. In addition, it might cause a merge conflict with everyone pushing their code
simultaneously. The repository receives lots of changes concurrently and the
bugs/issues occur because each developer has customized their own local Inte-

grated Development Environment (IDE) rather than on one cloud-based IDE. /17/

To avoid this, Cl comes to help developers to merge their code smoothly to the
shared bank code frequently and flawlessly. Cl provides a validation code by auto-
matically building the application and running different levels of automated test-

ing such as unit and integration tests /17/.

20



To ensure the individual code before merging to the repository, the code is being
built again and tested in the mutual Cl sever. Developers finish developing their
code in local machine which includes the source code and the self-test code before
pushing their code into the repository. Before actually being a part of the main
project code, the code is verified by compiler (GNU, javac, PyCham, etc). Then all
test source codes are compiled. After that, tests are executed, such as unit tests,
and integration tests. One more checking step before the final merging is to run a
code health check — static analysis code (cppcheck, Checkstyle, test coverage, etc).
Normally, compiling a code generates packages/artifacts like jar, war, zip to be
deployed later. After passing all the build process, the code is verified to be able

to be merged into the mainline.

If a code fails in some phases in the build, this is reported back to the owner, so
they know they have to adjust the code to be validated. Meanwhile, the Cl pipeline
still works normally without stopping or waiting for the fault code. Thanks to Cl,
coders can now be more confident to push their self-code to the main source re-

pository more often but still keep the verified quality by unit tests.

- =

REPOSITORY : e BUILD :

1=l T ! ¥ a

C_(* —_— ! . ? :
CHECKAN : RESULT :

7z S i :

ﬁ. .

Figure 10. Continuous Integration process /18/

The benefits of Cl are:

21



e Avoiding merge issues
e Testable build
e Delivery faster as the code is tested

e Deployment more often

2.4.2 Continuous Delivery and Continuous Development

CD stands for Continuous Delivery or sometimes Continuous Deployment. Contin-
uous Delivery is a consequent process after Cl that the mainline code is going to

be tested again via many environments before turning into a product because is it

the nearest process to production.
SOURCE ll BU'LD \|
REPOSITORY ; CI SERVER |
! TE+ST :
_) I I
| -/ + I
{ RESULT
; !
TEST
y
STAGING
r»
MANUAL
PRODUCTION

Figure 11. Continuous Delivery process /18/

The three environments are test-staging-production. CD entails deploying the ap-
plication code from testing and developement into a staging environment, which

is a replicate of the production stack, and running more functional requirement

22



and non-functional requirements tests. This environment is generally called Con-
tinuous Testing. For testing functional requirements (functional testing), Continu-
ous Testing often involves unit tests, API testing, integration testing, and system
testing. For testing non-functional requirements (non-functional testing - to deter-
mine if the application meets expectations around performance, security, compli-
ance, and such.), itinvolves practices such as static code analysis, security testing,

performance testing. /19/

Continuous Delivery

Unit Test Platform Test Deliver to Application Deploy to Post
Staging Acceptance tests Production deploy tests
" (oo 2

Continuous Deployment
Deploy to Post
Production deploy tests

Unit Test Platform Test Deliver to Application
Staging Acceptance tests

Figure 12. Comparison between Continuous Delivery and Continuous Deployment
/21/

The staging environment could be a static environment premade for testing, or a
provision and configuration of a dynamic environment with committed infrastruc-
ture and configuration code for testing and deploying the application code. After
the staging environment is built using infrastructure as a code (laC), a production

environment can be built very quickly in the same way. /20/

All these all tests ensure

e Software can be released reliably whenever needed
e Automated deployment

o Deploy takes place often and quickly

If the code has passed all the tests, then it will transfer to the deploy state. In

continuous delivery, there is a small manual approval step. The person in charge

23



will decide if the software is released. Even if it passes all tests, it still needs to wait

for a approval.

To compare continuous delivery with continuous deployment, the only difference
is there is no manual step approval. The process of C/Deployment is straight from

the coding phase up to Production without any human intervention.
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3 WORK DESIGN & IMPLEMENTATION

3.1 Work Design

In this section, the resource and technology used is listed in technology stack. The

pipeline creation was carried out in design and implementation.

3.1.1 Technology Stack

Azure DevOps provides the developer with services for allowing teams to plan
work, collaborate on code development, and build and deploy applications. Azure
DevOps is a Software as a service (SaaS) platform from Microsoft that provides an
end-to-end DevOps toolchain for developing and deploying software. These listed

services provided by Azure DevOps are all used to implement this project /22/

e Azure Boards
e Azure Pipelines

e Azure Repos

Azure Boards provides software development teams with the interactive and cus-
tomizable tools they need to manage their software projects. It provides a rich set
of capabilities including native support for Agile, Scrum, and Kanban processes,
calendar views, configurable dashboards, and integrated reporting. These tools
scale as the business grows. The tools enable quick and easy tracking of work,
issues, and code defects associated with the project. The Kanban board, shown in
the following image, is just one of several tools that allows adding, updating , and

filtering of user stories, bugs, features, and epics. /23/

Azure Pipelines automatically builds and tests code projects to make them availa-
ble to others. It works with almost any language or project type. Azure Pipelines
combines continuous integration (Cl) and continuous delivery (CD) to test and

build code and ship it to any target. /24/
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PlatformlO is a cross-platform, cross-architecture, multiple frameworks, profes-
sional tool for Embedded systems engineers and for software developers who
write applications for Embedded products. PlatformlO’s unique philosophy in the
embedded market provides developers with a modern integrated development
environment. It supports built-in project generator for the most popular Embed-
ded boards and frameworks. The key things to use PlatformlO is its framework
that already supports Real-Time Operating System (RTOS) which is mainly used in
Embedded systems. Moreover, this extension includes also debugging, unit test-
ing, automated code analysis and remote management. It can maximize flexibility
and choice by developers by using PlatformlO Core Command Line Interface (CLI).
The project to build with this extension is implemented by “platformio.ini” —a pro-

ject configuration file. /25/

Visual Studio code is a lightweight powerful code editor for this project. It can be
installed easily and can be run on any operating system. With many extensions,
it supports almost all languages just by simply integrating the extensions. Moreo-
ver, it has a built-in source control management git with not only Run and debug
feature but also the deploy code with Microsoft Azure which hosts, stores, and
queries relational and document-based data /26/. Thanks to those features, Visual

Studio Code becomes the most popular source code editor.

The repository for this project is both GitHub and Azure Git Repository.

3.1.2 Workflow Process

The idea of this thesis project is to create an environment which integrates Azure
Boards, Visual Studio Code and trigger Cl pipeline in Azure. This environment is

done empirically on Scrum Framework, so the flow is similar:

e Developer will be assigned for a task (feature, bug, ...) in Azure Boards
e Developer develops the code through an assigned ticket task using Visual

Studio Code
26



e Submit the code with a task ID to share the public repository
e Tasks/tickets automatically move to done state in a Sprint
e Trigger Cl pipeline which tests and builds the code

e Send notification to the build master

The first stage is Branch. This stage is used to validate if the branches existed or

not. The idea of this development was to have three branches concurrently

e Main/Master
e Development

o Test

As many usual other projects, Main is used to wait for merging the work from

other branches to become the official mainline of the development.

The test branch was the main working branch to update or adjust any current de-
velopment circumstance of the software. Development was the just the replica-
tion of the Test branch. When the code in Test was ready to run and passed all
test, the code would be automatically merged into the Development branch. After
merging, there would be a person who has the responsibility to pull the request

from Development to Master branch such as a build master.

The next stage was Test. The purpose was to test the code with the unit Google

test.

The Build code was the final stage. This aimed to build the RTOS uC/0S - lll code
by using platformlO and use Cppcheck to the static analysis code. If the process
went successfully throughout the pipeline, the code was merged into Develop-
ment and a notification was sent about a successfully built pipeline to the build

master.
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Figure 13. Pipeline workflow

. g

Azure Pipelines

O %23?2!55?35
g $EY -

Dockerfile

Source Code Repository Unit Test Static code Analysis
.t 4 6
PlatformlO
Merging Build

Figure 14. Visualize Cl process’ tools used

3.2 Pipeline Implementation

3.2.1 Project setup

To perform this project, project must be created first inside an organization.
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Create new project X
Project name *
‘ thesisdemo o
Description
This project is created for reporting
Visibility
Public @ Private
Anyone on the internet Only people you give
can view the project. access to will be able to
Certain features like view this project.
TFVC are not supported.
Public projects are disabled for your organization. You can turn on public visibility with
organization policies.
#~ Advanced
Version control @ Work item process @
Git s | | Scrum 7
Figure 15. Create a project in Azure DevOps
CJ naure Devops wsisdema | Ovenie EE 3 - @
W Seiene = - thesisdemo 8 Private :
& overview
& summary
EB Dashboards Project stats
B wii
B8 eoards
B repos
o Pipclines [
e © H e ——
Welcome to the project!

What sevice would you ke to start with?
Bosds  Repor  Pipelines  TestPlans

Artfacts

of manage yout services I
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Figure 16. Project created successfully

Project details

Mame

‘ thesisdemo

Description

Process

Scrum

Save

Figure 17. Scrum was set for project

3.2.2 Azure Boards Configuration

% Boards

|fJ Work items

Boards

(o0

Backlogs

o

Sprints

Queries

v

Delivery Plans

®© Time Log Summary

Figure 18. Azure Board’ features first glance
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e Work items: to create work items or to access list of work items with se-
lected criteria.

e Board: to view work items as cards/tickets and perform quick status up-
dates through drag-and-drop.

e Backlogs: to view, plan, order, and organize work items.

e Sprints: to access team's filtered view of work items based on a specific

iteration Sprint.

As scrum explanation, there will be a product Backlog represent the requirements

from customers. And task is created follow by backlog.

| 4 e s
109 Product Backlog 1

New

Description Details Deployment

¢

Acceptance Criteria

Development

R N

Figure 19. Product Backlog created

task 1.1

@ Hoang Nguyen 0 comment [ e |

To Do thesisdemo

Description Details Deplayment

2

Development

4 add ik

Related Work

4 Add ok

Figure 20. Task created

The work items always have it unique ID number on the left corner of each ticket.
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New item £

Bl 109 Product Backlag 1

Hon

+ add Task

O g task1l

Figure 21. Product backlog viewed as Boards

Product Backlog Item

New backlog
item

New N

h Rfl.-movecl
A
Approved by| | Moved to the :aocr:I;he
the Product| | backlog 9

Owner

v

Commitment
made by the
team

v

Committed

A
Work | | Additional work
finished found

Done

Figure 22. Product Backlog item workflow /27/
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Assigned a first Sprint duration as figure 23 below in Sprints section.

et

Edit iteration

[}
o}
—t
D

A/2/2022 En|

Fnd date
Ll ol

47232022 En|

Figure 23. Edit Sprint 1 iteration

The Product Backlog will be breakdown into Sprint backlog. The figure 24 dis-
played the product backlog created before was address in Sprint 1 backlog as

Scrum process — prioritize product backlog into Sprint backlog.

O, thesisdemo Team L
Taskboard Backlog  Capacity  Analytics + NewWork ltem ~ /2 Column Options 0, Sprint 1 A Person: All
2 Collapse all To Do n Progress
“| & 109 product Backiog 1 B 111 sk 11
© Urssigred @ oo tguren
State New state Tobo

Figure 24. Sprint backlog view
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New

> To Do 3
. Removed

from the

started stopped +
v

In Progress Removed
A

Work Additional
finished work found

Reconsidering
the task

L.

Figure 25. Task workflow /27/

After task and Sprint backlog was defined, developers job began.

3.2.3 Software development with integration environment

Before write some line of codes, developers have to choose repository for storing
their code. This project code stored mainly at Azure Git. The Azure repository

works identically in compare with GitHub by using Git version control system.
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thesscemosts / thesisdemo | Repos / Fies | New =
¥ New : P main v B3 / Typetofind a file or folder...
i Setup build

M4 README.md Files

Contents History

Name T Last change Commits

ML README.md Just now 7b6930ab Added README.md Hoang Nguyen

Introduction

TODO: Give a short introduction of your project. Let this section explain the objectives or the motivation behind this project.

Getting Started

TODO: Guide users through getting your code up and running on their own system. In this section you can talk about:

1. Installation process
2. Software dependencies

Figure 26. Azure Repository Git Ul

Import a Git repository X

Repository type
‘ ¢ Git v ‘

Clone URL *

e.g. https://github.com/Microsoft/vscode.git ‘

o

() Requires Authentication

Mame *

‘ Name your new Git repository. ‘

Figure 27. Azure repository can import another Git repository

To create an integration between Azure repository and boards, the repository had
to be configured as figure 28 below. Otherwise, repository and boards worked as

two independence entities and only be linked by manual works.
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New

Settings Policies Security

Repository Settings

O On Forks

Allow users to create forks from this repository.

=]

O On Commit mention linking
. i ate links for work items mentioned

it comment.

D On Commit mention werk item reselution

v mentions in commit comments to close work

Allo

tems (e.g. "Fixes #123

D On Work item transition preferences
Remembzer user p ences for completing work

items with pull re

m On Permissions management

ers to manage permissions for the branches

(® ) Off Strict Vote Mode
E 5 Wi Made for repository

nission to vote in Pull R

hich requires

Figure 28. Commit mention repository setting

Regarding to GitHub, to embed GitHub repository to Azure boards, the project had
to add GitHub connection in project setting in Boards section. After signing in the
GitHub account, Azure Boards service asked to be approved and installed on cho-

sen repository on GitHub as figure 30.
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GitHub connections

Connect GitHub with Azure
Boards

Link commits and pull requests to work items, and see the status
of your development from within Azure Boards.

‘ Connect your GitHub account

Alternative connection options

Personal Access Token

GitHub Enterprise Server

Figure 29. GitHub connections with Azure Boards

Sign in to GitHub
to continue to Azure Boards

Username or email address

Password

Figure 30. Sign in to authorize Azure Boards in GitHub
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Pull requests Issues  Marketplace  Explore

‘ quanghoang72

e Azure Boards

Plan, track, and discuss work across your teams

& Connected from idea to r

d

v« Scales to visualize all your work

M Built for insights

insights into the health and statu

Permissions

Read

Repository access

Figure 31. Azure Boards installation with GitHub

Connection Authentication type
uanghoang?2 .
Q q_ = A GitHub App

Figure 32. Successful GitHub connection to Azure Boards

Repositories

guanghoang72/
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The link between board and azure was done, the next connection is Visual studio
code (VSCode) editor to the repository. This was performed by initializing the re-

pository in the Source Control tab in VSCode.

SOURCE CONTROL

powered by git.

Initialize Repository

arn more about how to use git and
rol in VS Code

directly publish this f t
¥ published, you'll
rol features

@) Publish to GitHub

Figure 33. VSCode initialize repository

SOURCE CONTROL i isdemo916@dev.azure.com,/thesisdemod16, sde t/thesisdemo

Add remote from URL https://thesisdemo916@dev.azure.com/thesisdemod16/thesisdema/_git/thesisdemo
(@) Add remote from GitHub

~ Changes -

Visual Studio Code

Figure 34. Adding remote repository in VSCode

At this step, this project created completely the integration environment between
Azure Boards work tracking, Git repository with Azure and GitHub and Visual stu-

dio code editor.
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INTEGRATION ENVIRONMENT

?

Azure Repostiory / GitHub

Azure Boards

SOURCE COMTROL

Adding library/driver, #111

~ Changes
cpu_cfg.h Lib\cf
lib_cfigh Lib\cig
os_app_hooks.c Lib\cfg
os_app_hooks.h Lib\cfc

os_cfg_app.h Lib\cfc

Figure 36. Commit linking with Task#111

After all these settings for environment, the next pat was for testing environment

integration. The work item was linked in git commit message:
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e Azure repo: “#ID”

e GitHub: “AB#ID”

§ a3k ~

111 task 1.1

@ Hoang Nguyen ¥ 0 comments  Add tag @ Follow |8 O

State @ In Progress Area thesisdemo Updated by Hoang Nguyen: Just no

Re % Additional work found teration thesisdemo\Sprint 1 Details | Time Log 9D ) il

Description Deployment

This task is created for demo purpose - linking commit with Task To track releases associated with this work item, go to Releases

f and turn on deployment status reporting for Boards in your
pipeline’s Options menu. Learn more about deployment status
) R reporting
Discussion

o Add g comment. Use # to link @ work item, ! te link a pull request, or @ to Development

Related Work

+ Add link ~

Parent

E@,_

Figure 37. Task 111 had the link development commit as Figure 36 on the right

To close the task, just by adding Fix in commit message.

RCE COMT E Vv T 0

L

Close Azure Task from GitHub, Fix AB£111

~ Staged Changes

Figure 38. Commit linking to close Task#111



a——
111 task 1.1

o Heang Nguyen

Description

This task is created for demo purpeose - linking commit with Task

Discussion

° Ada a comment. Use 7 to link @ work ttem, ! to itnk a puil

& 0 comments

Area thesisdemo

teration thesisdemao\Sprint 1

S Follow & O

by Azure Boards: Just now

Details ~ Time Log b & (3 il
Deployment

To track releases associated with this work item, go to Releases

f and turn on deployment status reporting for Boards in your
pipeline’s Options menu. Learn more about deployment status
reporting

Development

Related Work

+ Add link ~

roduct Backlog 1

Figure 39. Task#111 was automatically transferred to done state with Fix commit

3.2.4 Cl pipeline

A pipeline is defined using a YAML file which is an instruction file for guiding pipe-

line to run corresponding to configuration in repository. YAML (YAML ain’t markup

language) — a recursive acronym — is also a superset of JSON.

Using Python style indentation to indicate nesting /28/. Usually, this file named

azure-pipeline.yml and is located at the root of repository.

In azure, pipeline is generated through 4 simple steps

e Connect to GitHub or Azure Repo Git

e Select the exact repository

e Configure the pipeline by editing the YML file

e Review the YML file code
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i
=]
1]
o

Connect Select Configur

New pipeline

Where is your code?

Azure Repos Git  YAML

Fres private Git repositories, pull requests, and code s=arch

Bitbucket Cloud  vaML

Hosted by Atlassian

o GitHub  VAML
Home to the world's largest community of developers

Q
i)

GitHub Enterprise Server  YAML
The self-hosted version of GitHub Enterpriss

Other Git

Any generic Git repository

Subversion

Centralized version contral by Apache

\\

Figure 40. Connect to Azure Git repository

Rewview

i

" Connect Select Configur

New pipeline

Select a repository

N Filter by keywords thesisdemo

® thesisdemo

Figure 41. Select repository in Azure Git repository



Review your pipeline YAML variales [

@ thesisdemo / azure-pipelines.yml * =b =0 Show assistant

Figure 42. Editing pseudo YAML file

To automate continuous integration code, the Test branch was set as trigger
branch whenever there was a change in Test. The batch was set to be true that
indicated the running pipeline had to complete before starting a new one to avoid
trigger changes simultaneously.
trigger:
batch: true
branches:
include:
- Test
exclude:

- main
- Development

Code snippet 1. Trigger feature

This project pipeline was run only Linux agent from Microsoft-hosted agents by

defining it above all the running stages.
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pool:
vmImage: ubuntu-latest

Code snippet 2. Linux virtual machine

As Figure 13, pipeline initialized by Branch Verify stage first. This stage was to
check if there were already existed 3 determined branches or not. In case devel-
opers in the team forget to create, this pipeline would help them to generate Test
and Development branch. The stage was divined into 2 jobs Check and Create.
Check used git rev-parse command to verify branch name and returned latest
commit hash ID of that branch. Otherwise, it would return failed. The next job —
Check - only ran if the first job failed by marking dependsOn and condition in code.

Therefore, it generated 2 branches for developers by using git branch command.

Next stage was running unit testing by Googletest. In this stage, the Makefile was
used to compile the self-test code linking with Gtest library and any other neces-
sary library. As Appendix x, make test was designed to compile and generate the
executable file named my_test.exe. The Google unit test had to download its
source and dependent library in order to build the self-test code base on Gtest.
Therefore, Dockerfiler was the most optimized manner to pull the source code, to
set the environment variable and to mount the volume eventually in just a single
file. In code snippet 3, pulling the base image as FROM ubuntu initialized the Dock-
erfile which set the base image for entire subsequent instructions. Every next RUN
instruction was an image build step that executed on top of the current image and
created a new layer by committing to the container image. To accomplish building
unit test code, Dockerfile ran relevant required packages installation via advance
packaging tool. These packages were just to support the make test executaion

command because the compilation and linking was persistent in Makefile.

e Git to run git clone
e Gcc/ make/ g++ for building the unit Gtest code
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FROM ubuntu

RUN apt-get update

RUN apt-get -y install git gcc make g++

RUN mkdir /opt/src

WORKDIR /opt/src

RUN git clone https://github.com/google/googletest.git

ENV GTEST_DIR=/opt/src/googletest/googletest/
WORKDIR $GTEST _DIR/src
COPY .

RUN make test
RUN cp my test.exe /
CMD ["./my test.exe"]

Code snippet 3. Dockerfile code

Set the environment variable by ENV command for shorter alias name, change
working directory by WORKDIR that performed same as CD command in Unix. Be-
fore running make command, the current directory in container had to have the
source code to compile. Therefore, copy command was used to copy the entire
local source code into the current directory in container by using double dot sym-
bols respectively. Then, ran the make test command to generate the output exe-

cutable file and copy that file into root directory for clarity location path.

The first task in the second stage was to build the Docker image through Dock-
erfile. All the instruction in the Dockerfile now layered into a package called image.
Image was run and became container through docker run command in the next
task named “Mounted exefile volume in Docker”. The executable file became an
artifact because it was produced during build pipeline. Therefore, not only to run
the executable file, but this pipeline also published that artifact. To get the file
inside the container, mount volume was used to share data/file between local ma-
chine and docker container. Run docker with option -v to indicate a working con-
tainer and mouth volume path by /Local/host/path:/inside/Container/path. In
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other words, both two folders would be an imitative replication of each other,
whenever one folder changes anything, this also happened to the others. The end
of docker run command ended up with a overwrite shell form command that copy
the my_test.exe file from root directory into /con_output folder to make a syn-
chronization with $(Build.SourcesDirectory)/my_output. Without this mounted
step, the artifact was not able to store in the build directory Azure. The Copy Task
was to copy any file which had the extension of exe, dll, pdb into the specific di-
rectory before publishing anything in that directory. To run the executable artifact,
the next script downloaded the artifact then gave executable permission to run

the file.

Build stage divided into 2 jobs Build and Git. Firstly,in Build, it downloaded Pip
Installs Packages (PIP) in order to download PlatformlO package. Pio check com-
mand performed static analysis check on PlatformlO based project, by default
Cppcheck analysis tool is used. This type of analysis addresses weaknesses in
source code that might lead to vulnerabilities. The —fail-on-defect flag would re-
turn O if code was low severity as Table 1. After running static code analysis suc-
cessfully, the code was now being built by pio run command. PlatformIO will de-
tects framework like STM32 or Arduino, etc, in platformio.ini configuration file.
The built code was placed in hidden .pio/build folder. Next task installed the zip
package to archive the build folder into the second artifact - zip file named
build.zip. The next two steps were same as previous stage which were copy the zip
file and publish it the artifact within the same directory. The last job Git was run in
the last event after everything was tested and built reliably and flawlessly. This

script was to merge Test branch into Development branch.
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Table 1. Defect severity on PlatformlO

Severity Meaning
High Issues that are possibly bugs
Medium Suggestions about defensive pro-

gramming in order to prevent poten-

tial bugs
Low Issues related to code cleanup and
performance
@
® #20220411.4 Update azure-pipeline.yml for Azure Pipelines Cancel

Summary

Rolling build triggered View 4B changes

©demo , +1 3 Today at 6:38 PM

Stages Jobs

@ Checking git branch ® Build uC/0S-1ll co. O Run gtest with Do

O s
0 e

Cancel

Sources

Figure 43. Running pipeline Ul

To verify this pipeline worked well, another coder submitted their changing code
into this repository containing auzre-pipeline.yml file. The pipeline was triggered
and ran the same 3 stages, run unit googletest and build the uC code. The result

was expected.
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3.3 Result

After over 200 commits and with over 100 building pipeline times, | have success-

fully created this Cl pipeline. The pipeline can create automatically specific

branches now. The code is able to automate continuous integration by building

and testing without manual step. Final, the Development branch is always up-to-

date when Test branch build pipeline is accomplished by merging.

& demo

Runs Branches Analytics

#20220411.7 adjust main.c

Figure 44. Batch Cl for automate trigger

#20220327.3 service endpoint add

©-0-0
Figure 45. A Complete pipeline
© #20220411.7 adjust main.c
Th being retaing one of t runs by pip

Summary Associated pipelines

Rolling build triggered

©demo , +1 £ Today at 8:49 PM

3m 44s £11 published; 2 consumed
Stages Jobs
© Checking git branch © Run gtest with Do. © Build uC/0S-1ll co.
Sources

Figure 46. All stages were succeeded

S
B Just now
5 205
onda
43
\ 4

View retention leases

View 2 changes
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Name Status Stage Duration

@ Check Success Checking git... © 3s

@ Test Skipped Checking git ...

@ Build Test case Code Success Run gtest wit... ®© 1m1s
@ Run gtest Success Run gtest wit...

@ Build uC/0S-1ll code Success Build uC/OS-...

@ Run git command Success Build uC/0S-...

Figure 47. All jobs were succeeded

< Artifacts

Published Consumed

Name Size
~ = MyBuildOutputs 2MB
O buildzip 309 KB
~ B0 my_output 2 MB
) my_testexe 2 MB

Figure 48. Two published Artifacts

I° Development ~ B3/ Type to find a file or folder.

Files @ succeeded 2 Clone

Contents  History Y
(@ You updated ¥ Test 9m age Create a pull request X
Graph Commit Pull Request Status

adjust main.c

T . o @ succeed
[skip ci] -

+ e @ Hoons @ succeed...
i
#Test v = Type te find a file or folder...
Files @ succeeded 3 Clone
Contents  History Y

@ You updated ¥ Test 10m ago Create a pull request X

Graph Commit Pull Request Status

adjust main.c
@ succeed..

@ Hoang N

at 8:49 PM

T b5

Figure 49. Development branch was merged automatically when pipeline run suc-

cessfully
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€
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© Checkout quanghoang72/leg...
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Finalize Job

@ Build

Initialize job
@  Checkout quanghoang72/leg
@  install python, platformio
©  Run cppcheck tool - stati,

©  Build code by platformio

© Fost-job:

Finalize Job
@ Run git command

Initialize job

© Checkout quanghoang72/leg...

@  commit code to Dev branch

@ Postjob:

kout quangh

Finalize Job
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Figure 50. Total view of Pipeline tasks
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=. Microsoft

& :cuILD #20220327.4 SUCCEEDED

demo

Ran for 4 minutes

Summary
Build pipeline
Finished
Requested for

Reason

demo
Sun, Mar 27 2022 20:54:50 GMT+00:00
Hoang Nguyen

Rolling

Figure 51. Notification about successful build pipeline

B® Microsoft

€ BUILD #20220411.4 FAILED

demo

Ran for 7 minutes

Summary
Build pipeline
Finished

Requested for

Reason

demo
Mon, Apr 11 2022 15:46:16 GMT +00:00
Heoang Mguyen

Rolling

Figure 52. Notification about failed build pipeline

Azure DevOps

Azure DevOps
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# Starter pipeline

# Start with a minimal pipeline that you can customize to build and deploy y
our code.

# Add steps that build, run tests, deploy, and more:

# https://aka.ms/yaml

trigger:
batch: true
branches:
include:
- Test
exclude:
- main
- Development
#pr:
#- master

variables:
tag: '$(Build.BuildId)’
imageName: 'pipelines’

pool:
vmImage: ubuntu-latest
stages:
- stage: GitBranch
displayName: Checking git branch
jobs:
- job: Check
steps:
- checkout: git://First/demo@master
- script:
git rev-parse --verify origin/main ||
git rev-parse --verify origin/Test &&
git rev-parse --verify origin/Development
displayName: ‘verify branch’
- job: Test
dependsOn: Check
condition: failed()
steps:
- checkout: self
persistCredentials: true
- script: |
git branch Test
git push origin Test
git branch Development
git push origin Development
displayName: create branch
- stage: Test
displayName: Run gtest with Docker
condition: always()
jobs:
- job: Build
displayName: Build Test case Code



Code snippet 4. Azure-pipeline.yml code
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4 CONCLUSION

Beside designing and creating the pipeline, this thesis has done a deepresearch of
theoretical DevOps background. The definitions of CI/CD, Agile, Scrum and DevOps
are completely introduced. Moreover, the pros and cons of these methodologies/
frameworks/ cultures are introduced. The relationship between those terms is

also mentioned in this thesis.

This project thesis mainly implements the Cl pipeline with expected and desired
results. The integration between Azure Boards, Git Repositories and Visual Studio
Code editor works functionally. The Embedded project language and test was built
easily and reliably with this pipeline. The code was merged after building and
passed all tests. In addition, there is also a notification/report about building the

pipeline status.

In future work application, this pipeline can be applied further for students in any
software development life cycle majoring in Embedded System. This pipeline can
also be implemented to a continuous delivery pipeline which is able to deploy ar-

tifact software/ driver or simulated product.
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APPENDIX 1

Comparison Agile vs CI/CD vs DevOps
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APPENDIX 2

Makefile Code
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GTEST_DIR=/opt/src/googletest/googletest
SRC_DIR=source

TCASE_DIR=test_case

INC DIR=include

PROJ=project_functions
TCASE := $(or $(TCASE_DIR)/*.c, $(TCASE_DIR)/*.cpp)
DEPS= $(INC_DIR)/$(PROJ).h

COPTS=-Wall -funsigned-char -fpermissive -fprofile-arcs -ftest-coverage
LDFLAGS=-1m -lgcov --coverage
CXXFLAGS= -isystem $(GTEST_DIR)/include -I$(GTEST_DIR)

release: main.o $(SRC_DIR)/$(PR0OJ).o
$(CC) $~ -0 $@ $(LDFLAGS)

.PHONY:test
test: test file.o $(PROJ) test.o libgtest.a
$(CXX) $(LDFLAGS) $(CXXFLAGS) -pthread $~ -o my test.exe

*.,0: $(SRC_DIR)/*.c
$(CC) -c $<

$(PROJ) test.o: $(SRC_DIR)/$(PROJ).c $(DEPS)
$(CXX) $(CXXFLAGS) -c $< -I$(INC_DIR) -0 $@

test_file.o: $(TCASE) $(DEPS)
$(CXX) $(CXXFLAGS) -c $< -I$(INC_DIR) -I-$(COPTS)




