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Abstract: Hybrid threats range from cyber-attacks on critical systems to disruption of critical services (such as energy and
financial services), influencing public confidence, and polarization within society. Awareness, resilience, and response to
threats are central to countering hybrid threats. Hybrid warfare is not a new phenomenon, it has existed throughout the
history of warfare, however, hybrid threat and hybrid warfare were re-defined as the western concept, as discussed in this
paper, in 2014. Securing vital functions of society, i.e., managing overall security includes preparing for threats, and managing
and recovering from disruptions and emergencies. Energy policy, which relies on cross-border energy transmission
infrastructures (e.g., Russian gas line imports to Europe), can be a tool to influence foreign policy (Geo-economics). Trolls
and cyber weapons can be used to impact information and elections, and their activity are based on supranational
Information Technology (IT) infrastructure. The vital functions of society are prime targets for political, economic, and
military pressure from external actors. Hybrid warfare deliberately blurs the boundaries between peacetime and wartime,
which makes it difficult for targeted organizations and countries to plan appropriate and timely countermeasures. The threat
of hybrid disruptions can be addressed with resilience. Multifaceted hybrid threats require planning and testing one’s
defensive possibilities, so that the various actors of society will be able to respond to possible hybrid attacks and commit all
areas of society for an effective defence. Identifying and understanding hybrid warfare is challenging. Situation awareness is
a prerequisite, so societies and their organization can meet these challenges

Keywords: hybrid threats, hybrid influence, hybrid interference, hybrid warfare, hybrid operations

1. Introduction

Hybrid threat and hybrid warfare were re-defined as western concepts in 2014 when Russia occupied the Crimea
peninsula and started military actions in Eastern Ukraine by using so-called "green men", deputy warriors
(rebels), cyber-attacks and information warfare. Russia achieved its political goals without using its military
power (Raitasalo 2019). Raitasalo (2019) notes that hybrid warfare contains elements of cyber warfare and
information warfare. He envisions it as a necessary conceptual tool for Western nations, who have been lulled
in believing that international relations had entered a new era of co-operation after the end of the Cold War, to
plan and prepare to defend against hybrid threats. Finland, for example, published the first Strategy for securing
the vital functions of society to guide Finnish authorities, businesses, and organizations design, prepare, and
practice long-term responses to a wide range of possible security threats (Finnish Government 2003). Securing
vital functions of society (i.e., managing overall security) includes preparing for threats, and managing and
recovering from possible disruptions and emergencies (Terminology Centre 2017). Critical functions in society
include leadership, international and European Union (EU) action, defence capabilities, internal security,
economy, security of infrastructure and supply, capabilities of and services for the population, and mental
resilience (Terminology Centre 2017).

This study is organized as follows. Section 1 presents the content of the study and outlines the case study method
used. Section 2 summarizes hybrid threats, influence, interference, warfare, and operations. The findings are
discussed and concluded in Section 3. The study is a literature study, and the research question of this study is
“How are hybrid terms discussed in recent scholarly literature?”

1.1 Methods

The study was conducted as a qualitative study and the research method is descriptive. The results of qualitative
research are based on the researcher's reasoning (Huttunen & Metteri 2008). The research problem is discussed
in the constructive research approach. According to Yin (2009), there are six sources for case studies:
documentation, archival records, interviews, direct observation, and participation in observing and physical
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objects. It is recommended that several sources of evidence be used in the case study. The research data was
collected from scientific reports, collected articles and literary reviews.

2. Hybrid terms in recent scholarly literature

This chapter explains hybrid terms, which in the context of this study are hybrid threats, hybrid influencing,
hybrid interference, hybrid warfare and hybrid operations.

2.1 Hybrid threats

A hybrid threat is the simultaneous and adaptive use of an embedded combination of (1) political, military,
economic, social, and media, and (2) traditional, irregular, terrorism, and disruptive/criminal conflict methods
(GAO 2010). Hoffman (2007, p. 8) argues that hybrid threats are “Threats that incorporate a full range of
different modes of warfare, including conventional capabilities, irregular tactics and formations, terrorist acts
including indiscriminate violence and coercion, and criminal disorder, conducted by both states and a variety of
non-state actors”.

Hybrid threats range from cyber-attacks on critical systems to disruptions of critical services (e.g. energy and
financial services), which can influence public confidence, and even create polarization within society. Threats
to critical vulnerabilities seek to hamper effective decision-making (European Union 2018). One defining
characteristic is the continuous utilization of identifiable asymmetries, both during a non-violent phase and in
actual war. Asymmetric warfare refers to the usage of Special Forces, precision bombs and missiles, electronic
warfare, guerrilla warfare, terrorist attacks, and the utilization of biological and chemical weapons (Mack 1975;
Arreguin-Toft 2001). Asymmetries are utilized as a combination of surprise, abuse, and deception (Cederberg &
Eronen 2015).

According to key efforts to combat against hybrid threats on the EU level are awareness, resilience, and
response. Combined, these efforts can improve abilities to detect and understand adverse actions at early stages
and help improve the sustainability of critical infrastructure, societies, and institutions. These above actions are
essential in improving the abilities of the EU to withstand and recover from attacks. Action by EU Member States
and closer cooperation between them, and with partner countries and NATO are needed to combat hybrid
threats (European Union 2018).

2.2 Hybrid influencing

The Finnish Institute of International Affairs (FIIA) divides hybrid influence into geo-economics, information, and
electoral impact; Energy policy, which relies on cross-border energy transmission infrastructure, can be used as
an instrument to influence foreign policy (geo-economics); for example Russian gas imports to Ukraine and
Europe. Trolls and cyber weapons can be used for information and electoral impacts that are based on a
supranational IT infrastructure. (FIIA 2018.) The Security Strategy for Society defines hybrid engagement as an
activity that pursues its own goals through a variety of complementary means and by exploiting the weaknesses
of the target. Means of hybrid influence can be economic, political, or military, and can be used simultaneously
or sequentially with technology and social media (Security Committee 2017).

Puistola (2018) presents the operation line of the hybrid influencing (Figure 1) on Diplomatic, Informational,
Military and Economic (DIME) levels in three phases of pressure.

As shown in Figure 1, the operation line in the ”"New normal” -stage may start with pressure (1), which is followed
by reconnaissance and recruitment (2), denigration (3), troop deployment, exercises, acquisition of strategic
areas (4), pressure (5), and finally disruptions in the energy market and cyber-attacks (6). In the “Growing
tensions” phase, activities become followed by import and export bans (7), territorial violations, cyber-attacks,
acts of terrorism (8), false reporting, suppression of international aid, agitation (9), and invitations to negotiate
(10). The “Exceptional conditions” stage could continue with the use of special forces (11), use of conventional
armed forces (12), crushing of defender morale (13), and compelling peace (14). Sub-goals 1-4 aim at the final
goal, where the target country makes military, political and economic national and international decisions in the
interests of the influencer. (Puistola 2018.)

297
Proceedings of the 21st European Conference on Cyber Warfare and Security



likka Tikanmdki and Harri Ruoslahti

Exceptional
New normal | Growing tensions conditions

N| ]
| GOAL4 |

Figure 1: Operation line of the hybrid influencing (Adapted from Puistola, 2018).

Makela (2018, p. 13) describes hybrid action as "a systematic activity in which a state or non-state actor can
simultaneously utilize various military means or, for example, economic or technological pressure, as well as
information operations and social media." In conclusion, Makeld concludes that often the aim is to keep the
hybrid effect at a level where escalation into open conflict does not occur; to apply effects in ways that are
disputable. Puistola (2018) sees information influence as a strategic deception in which the subject's perception
of reality is obscured to achieve the attacker's strategic goals.

Social media can be a powerful contributor in shaping civic opinion. As reported by Puistola (2018) the means
used for strategic deception are 1) deception and prohibition; 2) hiding of final goals; 3) maintaining the legality
facade; 4) military defiance and threats, and 5) global input of one's narrative through various mediums.
Tiilikainen (2020) states that hybrid influence is characterized by the use of shadow regions: a threat can come
from just somewhere you cannot expect. Therefore, the Finnish model, combining different administrative
sectors, is a policy that could be used in the wider world.

Hybrid influence, as reported by the Institute for International Affairs (2018), means synchronized use of
multiple ways of harassment, aimed at generating deep dividing lines, within the societies of targeted countries,
by leveraging non-military techniques. An actor seeking to influence will want to disrupt the political process in
the target country so that the target country paralyses its decision-making ability itself. Influencing can be
sabotaged, seeking to disintegrate communities, and emphasizing its aggressive nature. (FIIA 2018.) Hybrid
interference may include the elements presented in Table 1.

Table 1: Elements of hybrid interference (FIIA 2018)

Concept Description

Hybrid influence Synchronized harassment aimed at generating deep dividing lines within the
societies of the target countries by leveraging non-military techniques, the aspirant
wants to disrupt the political process in the target country so that the target country
itself paralyses its decision-making ability.
Elements of cyber operations
hybrid interference spreading false news
dissemination of propaganda
financing political extremism
influencing key institutions of democracy (e.g., elections and governance)
control of critical infrastructure
providing financial incentives
Key efforts to The threat of hybrid disruption can be addressed with resilience.
counter hybrid
disruptions

Multifaceted hybrid threats require planning of defenses to respond to hybrid threats by committing all areas
of society to be alert and defend against all threats. Comprehensive (hybrid) defense requires patiently building
national capabilities. In the short term, deficiencies in hybrid defense can be reduced by leveraging allied
capabilities and performance. (Cederberg & Eronen 2015; Lalu & Puistola 2015) Cederberg and Eronen see
hybrid warfare as a concept that the West is trying to classify based on Ukrainian events. Hybrid warfare can be
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long lasting because quick victory over an opponent is not necessary, also the active and passive stages of the
conflict can vary. (Cederberg & Eronen 2015.)

The vital functions of society are the prime targets of political, economic, and military pressure from an external
actor. The threat of hybrid disruption can be addressed with resilience. Resilience refers to the ability of society
to resist, withstand and recover quickly from malfunctions (FIIA 2018). According to de Bruijne et al. (2010, p.
9), “resilience refers to the ability of a social system (such as an organization, city, or society) to proactively adapt
to and recover from disorders that it considers to be beyond normal and expected disorders."

2.3 Hybrid warfare

Gardstrom (2018, p. 2) states that “hybrid warfare is the combination of instruments and means of influence to
subvert states, institutions, and societies”. An article by Hyytidinen (2018) describes a model for hybrid action
and hybrid warfare that can be used in other potential security situations and can be used as a tool for
preparedness. Table 2 shows the components of hybrid warfare as presented by Hyytidinen and the Munich
Security Conference (2015), which for the most part are very similar. The main difference is that Hyytidinen also
includes infrastructure and energy as concepts of hybrid warfare.

Table 2: Hybrid warfare concepts comparison. (Munich Security Conference 2015; Hyytidinen 2018)

Munich Security Conference (2015) Hyytidinen (2018)
Special forces Special Forces
Irregular forces Non-State Forces (Rebels)
Support of local unrest Social harmony
Information warfare / propaganda Information influence and propaganda
Diplomacy Diplomacy
Cyberattacks Cyberattack
Economic warfare Economic Sanctions
Regular military forces Military Action
Infrastructure and energy

The model of Hyytidinen is based on the hybrid warfare model presented by NATO, with infrastructure and
energy added. The hybrid warfare model of Hyytidinen does not include extensive military influence: it describes
the non-military components of hybrid warfare and the supporting military activities. (Hyytidinen 2018.) The
Munich Security Conference (2015) hybrid warfare model corresponds to the NATO model. Infrastructure and
energy are integral functions of society, and as such justified as additional components. Hybrid warfare blends
conventional and irregular warfare throughout the conflict. Figure 2 shows an example of approaches that could
be included in hybrid warfare, which combines elements of irregular pressure and conventional warfare to
create pressure without conventional warfare.

Hybrid \ Conventional

Conventional State-on-state conflict

Irregular
Foreign internal defence

Counter terrorism Irregular
Unconventional Criminality
Counterinsurgency Cyber

Stability operations

\
I
I
I
/

Figure 2: The hybrid warfare concept (Source: GAO 2010)
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As seen in Figure 2, conventional warfare is a form of warfare between states that uses direct military
confrontation to defeat an opponent's armed forces, destroy an opponent's warfare capacity, or conquer or
maintain an area to force a change in an opponent's government or policy. “Conventional warfare can also be
called "traditional" warfare”. Irregular warfare, in turn, is a violent struggle between state and non-state actors
to gain legitimacy and influence over the populations concerned. As stated by the US Air Force “Hybrid warfare
is more powerful and complex than irregular warfare due to increased pace, complexity, diversity, and broader
orchestration across national borders”. Hybrid warfare can be described as conflicts that carry either state
and/or interstate threats that use multiple forms of warfare, including conventional abilities, irregular tactics,
and criminal disruption. (GAO 2010, pp. 16-18.)

Hybrid warfare is primarily strategic, but it also has an impact on the operational and tactical levels. Hybrid
warfare can begin long before armed actions begin and can even offer the opportunity to win a war despite its
defeat. Hybrid warfare has existed throughout the history of war and thus, is not a new phenomenon. The
invasion of disguised Russian soldiers ("green men") in the Crimea, with Russia denying its involvement in the
invasion, introduced hybrid as a concept to the broad public. (Hybrid CoE 2019)

The ultimate purpose of hybrid warfare is to achieve a set of goals without fighting or with little use of force.
Thus, in hybrid warfare, it is impossible to say when battles or violence takes place, as can be identified in the
classic form of war. Hybrid warfare blurs the line between traditional Western thinking of peace and civilian
activities, and military operations. The blurring of boundaries is achieved by combining both violent military
actions and non-violent means, without crossing the threshold of war (Cederberg & Eronen 2015). Open
democratic societies are particularly prone to hybrid warfare. Hybrid warfare uses strategic domains and sources
of power: politics, diplomacy, intelligence, information, defense forces (including military actions), economics,
financial elements, technology, culture, legal, psychology, morality, and other means of influence. Hybrid
warfare also involves the use of force (Hybrid CoE 2019).

After 2014, the term hybrid threat was intended to refer to hidden vulnerabilities in Western countries that
could be exploited by potential adversaries. While projecting your own vulnerabilities into an opponent's means
of selection, the Western world today speaks of hybrid warfare. Raitasalo's (2019) conclusion is that hybrid
warfare is a Western concept that seeks to conceptualize and understand the surprise of traditional Russian
superpower policies in the West.

2.4 Hybrid operations

In the first phase of typical hybrid operations, the weaknesses of the target country (political, economic, social,
infrastructure) are explored. The second phase is to attack the target country's administration and seize critical
military and civilian targets. In the third phase, the stabilization phase, an apparent government is formed in
the conquered region (Jarvenpaa 2017). According to Chekinov and Bogdanov (2013) new generation (e.g.
hybrid or information) operations begin with a months-long non-military campaign against the target country.
There are several ways to pressure the target, such as information, moral, psychological, ideological, diplomatic,
economic, etc. Propaganda aims to influence the population, armed forces, and administration of the target
country. There are provocations, insecurities, and terrorist acts in the target country. Prior to an armed conflict,
critical objects are identified and paralyzed by armed force. Following the operation, military force invades the
target country, isolating key targets and stopping potential resistance (Chekinov & Bogdanov 2013).

The structure of the hybrid operation consists of three main phases of pressure, where the aggressor uses
multiple means of hybrid action against various functions of the targeted state and its society to achieve desired
strategic goals. Sub-goals for hybrid operations are 1) Creating a threatening diplomatic climate; 2) Increasing
distrust of government leadership; 3) Increasing the ambiguity of the situation picture, and 4) Increasing distrust
of services and the functioning of critical infrastructure. The final goal is that the policies of Finland and the Baltic
Sea states favour the policies of the influencing state. Following Table 3 describes the phases and events of the
hybrid operation.
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Table 3: The events and their descriptions of the hybrid operation. (Puistola, 2018)

Phase Description / Elements
Fake news at a meeting of heads of state
I Agitating controversies between Churches
Child Abduction Event
Banking disruption, card payment interruptions
Cyber-disruption in news communications, alternative media
Military exercises in the Baltic Sea - quick implementation
l Land acquisition attempts near power grid hubs - data for 3 years
Information leakage in government - revealed 5 years later
Airspace violations - multiple within 3 weeks
Restricting the movement of merchant ships in the Baltic Sea
Terrorist’s strike
n False news from ministers, spoofing campaigns
Unidentified persons near power network nodes
Disruption of gas supply
Fostering citizen insecurity between botnets and critical communities

Hybrid operations aim to outperform the opponent's strengths and attack specific weaknesses with varying
tactics and tools and intensity (FIIA 2018). A hybrid operation involves the means of achieving the desired
political outcomes of two or more states. The range of means may include political and economic instruments,
cyber warfare, the use or threatening of military force, cyber operations, and the use of Special Forces. The focus
of hybrid operations will be identified weaknesses or weaknesses in the target country. (Cederberg & Eronen
2015.)

Tikanmaki and Ruoslahti (2021) note that internal and external security are becoming increasingly difficult to
separate, as the operational environment is constantly changing in today’s globalized world; there are situations,
where external security can be influenced by internal security and vice versa.

The Ministry of the Interior of Finland (2016) recommends that actors and authorities exchange staff to better
develop operating models towards improved situational awareness, and lessening cross-sector barriers that
prevent information exchange between administrative sectors. Tikanmaki and Ruoslahti (2021) present a model,
where situation understanding (aided by e.g., common information sharing systems) is recognised as a building
block for deeper collaboration between authorities to focus on societal preparedness and combine both internal
and external perspectives of security (Figure 3).

SOCIETY .ol e

Natural " Hybrid

Events’ - 7_"‘-.Ipreats -
A XN COLLABORATION YA\,
¥ BETWEEN AUTHORITIES
_.-"‘Situation understanding
Organizedi ..aidedbye.g. ';iVIiIitary >
Crime Common information force
VAR sharing systems T4VAN
INTERNAL SECUR"I:I'Y """""""""""" EX]:iERNAL SECURITY

Illegai"-.;;_ ‘_.-C'yber» ’
_immigration=-.. | L crime

Terrorism

Figure 3: Authority collaboration and societal preparedness in internal and external security (Source: Tikanmaki
& Ruoslahti 2021).
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As seen in Figure 3, enhanced cooperation between authorities, through e.g. national and EU-wide security
databases, is important in strengthening overall security against hybrid influence and threats. “Rapid and up-to-
date exchange of information between security authorities is needed to maintain situational awareness.”
(Tikanmaki & Ruoslahti 2021, p. 340). The Ministry of the Interior (2016) aims at strengthening the exchange of
information between authorities and with relevant actors that may need information across organizational
boundaries (Ministry of Interior 2016).

3. Discussion and conclusions

The key efforts to counter hybrid threats — awareness, resilience, and response — are addressed on state and
multi-state levels. In the EU, this calls for close cooperation first between the Member States, but also on wider
international platforms of collaboration.

Each Member State has the responsibility to build systems that detect and alert of possible hybrid threats. This
and building resilience and effective responses to these threats call for statewide coordination and cooperation.
Especially those companies and actors that provide critical infrastructure and services (e.g. communications,
energy and food supply) must find ways to share information on threats and build resilience together as a
system-of-systems, rather that each actor by themselves.

Some main ways of hybrid influence can be geo-economics, information, or electoral impact, with the means of
economic, political, or military pressure. These can be used all at once simultaneously or sequentially in phases.
Today’s high reliance on technology and open usage of social media, have increased possibilities to take
advantage of possible weaknesses in resilience to create societal unrest. For example, cyber-attacks can be used
to create continuity problems for critical infrastructure and services, or social media used to create division
between different groups of society, or to steer unrest and demonstrations.

Hybrid influencing can occur on many levels. Puistola (2018) for example, lists four levels, which are diplomatic,
informational, military, and economic (DIME), and it can be argued that technology could be added to this list
to make it DIMET.

Hybrid influencing requires hybrid engagement or hybrid action, which can be defined as activities that pursue
certain set goals and use a variety of means that complement each other to exploit the weaknesses of the target.
The target begins to see signs of and experience systematic activity by a state or non-state actor where various
military, economic or technological pressure, as well as information operations and social media campaigns are
applied simultaneously. As discussed, the main ways to counter hybrid threats are resilience and response, and
these require awareness, it is vital that the actors within and the state have an open culture and practice of
information exchange to spot hybrid influencing as soon as possible. This can be easier said than done, as when
targeted by strategic information influence and deception, the subject's perception of reality becomes obscured,
and society becomes divided. This is done to achieve the strategic goals of the attacker.

Seeing signs of hybrid interference at an early stage can help the state and society counter with the needed
resilience and effective defensive response. The state and its main actors can be targeted by synchronized use
of multiple ways of harassment that aim to generate deep dividing lines within the society, possibly also
leveraging techniques that threaten to disrupt political processes that paralyze its decision-making ability. These
are listed in Table 2, as is a list of the main means of strategic deception by Puistola (2018). Thus, some of the
warning signs of hybrid interference and cyber operations are false news, propaganda, political extremism,
influence on elections or governance control over critical infrastructure, and financial incentives. The Institute
for International Affairs (2018) is clear on its recommendation: the threat of hybrid disruption can be addressed
with resilience.

Hybrid warfare can be a combination of instruments and means of influence to subvert states, institutions, and
societies. Hybrid warfare is used in conflicts on state or interstate levels. It poses threats of multiple forms of
warfare that exploit hybrid threats and apply means of hybrid influencing. Some components of hybrid warfare
can be military action, special forces, rebel non-state forces, breaking of social harmony, information influence
and propaganda, diplomacy, cyber-attacks against e.g. infrastructure and energy, and economic sanctions.
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Defense against hybrid threats requires planning defenses and the commitment of a wide spectrum of actors in
the society. The first line of defense is being alert and ready to defend against possible threats. Building national
capabilities is a co-creative effort across all wakes of society.

Hybrid operations may proceed in phases. In the first phase, possible weaknesses of the target country (political,
economic, social, infrastructure) are explored. The second phase will produce attacks against administration and
infrastructure and will aim to seize critical military and civilian targets. The third and final phase is stabilization,
where an apparent government is formed in the conquered region. The process will begin with a months-long
non-military campaign, where several ways of applying pressure can be identified: information, moral,
psychological, ideological, diplomatic, and economic. Table 4 lists possible forms of hybrid operations.

Table 4: Forms of hybrid operations

Hybrid operations

Concept Description / Elements Source
Hybrid 15t phase: weaknesses of the target country (political, economic, Jarvenpaa (2017)
operations social, infrastructure) are explored.

2 phase: attack target country's administration and seize
critical military and civilian targets.
3rd phase: stabilization: an apparent government is formed in
the conquered region.

Begin with a months-long non-military campaign against the Chekinov and

target country. There are several ways to pressure the target, such Bogdanov (2013)

as information, moral, psychological, ideological, diplomatic,

economic, etc.

Hybrid 15t goal: Creating a threatening diplomatic climate Puistola (2018)

operation events 2" goal: Increasing distrust of government leadership
3rd goal: Increasing the ambiguity of the situation picture
4th goal: Increasing distrust of services and the functioning of
critical infrastructure.

Hybrid At outperforming opponent's strengths and attacking specific The Finnish
operations aim weaknesses with varying tactics and tools and intensity Institute of
International Affairs
(2018)

Hybrid operations aim to outperform the strengths of the target state and attack its specific weaknesses. Varying
tactics, tools, and intensity are used to achieve this aim and modern European societies should be aware of
possible hybrid threats, build resilience against hybrid influencing, and have capabilities, societal unity, and
international collaboration to defend against possible hybrid warfare.

This research contributes to the academic body of knowledge onhybrid threats and warfare by examining hybrid
concepts and providing a basis of building some practical measures to build awareness, resilience, and defenses
against hybrid influencing and activities. Future research could address societal resilience from the perspective
of intentional hybrid disturbances, and co-creation of state and multi-state resilience. One interesting area of
study is the study of situation awareness and situation understanding, and especially with the increasing
importance of IT solutions, in the field of cyber security, where e.g. Early Warning Systems, and other methods
of identifying cyber threats can increase cyber security and build resilience against hybrid threats and activity.
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