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Opinnaytetyoni kuvaa jatkuvuuden hallinnan kypsyysmallin seka esittaa kypsyysmallin kayton
konkreettisia hyotyja organisaatiolle, joka on suuri suomalainen teknologia-alan yritys. Koska
kohdeyrityksen toiminta on erittain riippuvainen informaatiojarjestelmapalvelujen saatavuu-
desta, panostaa se merkittavasti jatkuvuussuunnitteluun osana toiminnan turvaamista. Jatku-
vuussuunnittelun tehtava on tunnistaa lilketoiminnan tarpeet ja tarjota sellaisia ratkaisuja,
jotka varmistavat liikketoiminnan jatkuvuuden vaikka tietojarjestelmaan kohdistuisi merkitta-
via hairioita ja tuhoja. Kun kohteena on laaja IT-organisaatio ja huomattava maara tietojar-
jestelmia, on perusteltua luoda jatkuvuuden hallintamalli johtamaan jatkuvuussuunnittelua
tavoitteellisesti ja systemaattisesti.

Opinnaytetyon kohdeorganisaatiossa otettiin vuonna 2007 kayttoon jatkuvuuden hallinnan
kypsyysmittaristo. Kypsyysmittaristo on yhdistelma kansainvalisia jatkuvuuden hallintastan-
dardeja, prosessien kypsyysmittaristoja seka IT-hallinnan malleja yhdistettyina yhteen mitta-
ristoon ja sen kayttotapaan. Opinnaytetyossa esitetaan taustat ja tarpeet kypsyysmittaristolle
seka sen periaatteet ja kayttotapaukset. Varsinaisen ytimen muodostaa kypsyysmittariston
hyotyanalyysi, jossa mittaristosta saatuja hyotyja on arvioitu viidella eri ulottuvuudella: IT-
palveluhallinnan, IT-linjayksikkojen, IT-hallinnan, liiketoiminnan riskienhallinnan seka yksilon
kautta.

Tutkimuksessa kerattiin faktoja, missa maarin ja miten jatkuvuuden hallinnan kypsyysmalli on
edistanyt jatkuvuussuunnittelua ja toiminnan jatkuvuuden turvaamista. Taman kypsyysmallin
perusteorian mukaan todellinen kypsyys voidaan todentaa vasta, kun voidaan osoittaa raken-
nettujen ratkaisujen toimivuus kaytannossa.

Tutkimuksen tulokset perustuvat toiminnalliseen tietoon: raportteihin palvelutasoista, poik-
keamista seka jatkuvuussuunnittelun tilasta. Myos keskustelut alan asiantuntijaverkoston
kanssa on tuonut merkittavaa tietoa teorian toteutuksesta. Teoreettinen viitekehys on perus-
tunut alan standardien ja parhaiden kaytantojen analyysiin (liite 1), seka systemaattiseen
toimintatutkimukseen. Laaja materiaali on mahdollistanut analyysin sille, miten kypsyysmalli
korreloi todellisen kyvykkyyden kanssa. Tutkimukseen liittyvan toiminnallisen tiedon luotta-
muksellisuudesta johtuen esitetyt tulokset on rajattu uuden menetelman kuvaukseen ja uusi-
en toiminnallisten mallien esittamiseen, joiden kayttokelpoisuus ja hyoty on kaytannossa tes-
tattu ja kuvattu. Menettely on mahdollistanut opinnaytetyon julkistamisen.

Taman opinnaytetyon tutkimusmenetelma on suunnittelututkimus, seka lisaksi siihen liittyva
toimintatutkimus. Menetelmina suunnittelu- ja toimintatutkimus ovat melko vakiintuneita
tietojarjestelmien tutkimusperinteessa, artefaktien, toteutusten ja kasitteiston kehittamises-
sa seka uuden osaamisen tuottamisessa erityisesti tietojarjestelmien alueilla.

Avainsanat: Laatujohtaminen, IT-prosessi, kypsyysmalli, liiketoiminnan jatkuvuuden hallinta,
IT-jatkuvuuden hallinta, toipumissuunnittelu, riskienhallinta, IT-palveluhallinta seka IT-
governance ja riski
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This thesis will describe an IT continuity management maturity model and the concrete bene-
fits this model has brought to a company and its IT unit. The target organization is a large
Finnish technology company that invests strongly in information technology due to high de-
pendency on information systems availability. The role of business continuity and IT continu-
ity management is to identify business requirements and provide solutions that ensure the
continuity of information services and capability to recover in case of disruptions or interrup-
tions. Because of the large size of the target organization and the considerably high number
of information services, there is a need to implement target oriented and commonly accepted
management models. This applies to IT continuity management processes and maturity mod-
els, too.

The target organization developed and started to implement an IT continuity maturity model
in the year 2007. The maturity model is a combination of business continuity, IT governance
and information risk management standards and best practices built on top of commonly used
process maturity models. This thesis will introduce the background and initial triggers for
maturity model development. In addition, maturity model principles and usage cases will be
reviewed.

The purpose of the study was to find out how much the IT continuity management maturity
model has improved overall planning and the level of business continuity in the target organi-
zation. The core of this research is the evaluation, the purpose of which is to evaluate the
concrete benefits the use of maturity model has brought. The benefits will be analyzed from
five viewpoints: information service management, IT line units, IT governance, corporate
governance including risk management, and the point of view of the individual.

The evaluation is based on service quality reports, incident analyses and continuity reports. In
addition to the extensive report base, open discussions and feedback from the IT continuity
community has a significant role while assessing the maturity model value. The theoretical
framework is mostly based on industry standards and best practices (Appendix 1) and the
methods of canonical action research. Although the extensive source material provides a solid
base for the research, the confidentiality of this information limits what and how much in-
formation can be shared in this thesis.

This thesis utilizes the premises of two analysis methods, design research and action re-
search. These methods are institutionalized in the context of design artefacts, terminology,
information system innovation and development.

Keywords: Quality Management, IT process, maturity model, business continuity management,
IT continuity management, disaster recovery, risk management, IT service management, IT
governance and risk
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DR
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ICT
IEC
IRM
ISO
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ITCM
ITIL
ITSCMM
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1 Introduction to business continuity management

1.1 Finding the rationale

Throughout history man has coped with crisis and uncertainties by taking precautions in order
to ensure safety and survival of family, tribe and culture. We can imagine how early continu-
ity plans, verbal or somewhat documented, provided information how to store crops in case
famine should strike the village. In the Middle Ages strongholds were designed and located so
that food and water supplies were secured. In case walls should fall down under attack, tun-
nels provided the means for evacuation. We do not have to go very far in history to find simi-
lar behaviour, we can simply observe how people today react to union strikes and pandemic
alerts. Though planning for the worst has a long history, it was boosted by two major inci-
dents in the beginning of the 21** century: Y2K and 9/11. As a result, crisis and emergency
planning developed into a structured and managed process known as business continuity man-

agement.

The Year 2000 problem (also known as the Y2K problem, the millennium bug, the Y2K bug, or
simply Y2K) was a software problem that originated from the days when computer memory
capacity was low. Programmers used to save capacity by using only the last two digits of the
year information e.g. 1999 were saved as 99. Though memory sizes grew, no efforts were put
into updating the software bug. The actual problem was the fact that computers would read
year 2000 as 00, resulting in a conflict with the timestamps i.e. earlier days would become
later days and year 2000 would turn into 1900. When organizations around the world realized
the worst case impacts, a massive world-wide initiative of checking, fixing, and upgrading the
computer systems started. (Mahdy 2001, 74-82.)

As Mahdy (2001, 74-82) continues, preparation for the Y2K bug had a significant impact to
organizations and corporations as the planning process revealed how dependent they were on
information systems. It is only fair to claim that Millennium bug was the trigger for the infor-

mation systems’ systematic disaster recovery planning in large enterprises.

If Y2K was the trigger for information systems disaster recovery planning, 11 September 2001
set a new standard for business continuity planning. When the two planes hit the twin towers
the impact was vast as over 2750 people lost their lives. Over 1200 organizations from 28
countries, including American Express, Aon Corp., AT&T, Bank of America, Dow Jones,
Deutsche Bank, Morgan Stanley, New York Department of Taxation & Finance, New York Stock

Exchange, Sun Micro Systems, and WorldCom suffered major losses. The United States stock



markets halted business for four days and Dow Jones fell 684.81 points immediately in the re-

opening days of the stock market. (Jackson 2008, 2.)

The aftermath was profound and a number of studies were made analysing what went wrong.
Summary from a Finnish National Emergency Agency publication provides some of the key

findings from the World Trade Centre terrorist attack as follows:

- Even the most unlikely risks may actualise causing unexpected and cascaded conse-
quences on a local and global level

- The organizations that had centralized operations in the impact zone were not able to
continue their business for a long time and some of them simply closed down their
business as all assets and personnel were lost

- The organisations that had continuity plans suffered less damage than those not hav-
ing the plans

- Organisations who exercised their business continuity plans before the attack survived
the best (PTS Publications 2002, 14.)

Tsunami in Asia in 2004, Hurricane Katrina in 2005, H1N1 Swine flu pandemic in 2009, and loss
of supply networks due to economy recession in 2009 are just examples of the latest major
incidents having serious impacts to nations and businesses globally. Business continuity plan-
ning and management does not prevent these things from happening, but may provide assur-

ance that during the next crisis one can prevail.

1.2 Risk and continuity

Risk, by its very definition, always includes uncertainty about the severity of impact and
probability if the risk may or may not actualize (Suominen 2003). Risks that have a higher
impact on the organization may require special attention. According to the Finnish Financial
Supervisory Authority (FIN-FSA) operational risk management publication, financial institutes
and organizations should regard continuity planning as an ongoing process and a natural part
of their business operations and risk management. Business continuity planning in this context
means preparations for interruptions in business activities so that the business can continue
its operations and mitigate losses in various business disruptions. Disruptions may be due to
damage to the employees, business premises, IT systems or data communications or inten-
tional acts, water damage, fires or utility outages. (Management of operational risk 4.4b
2004, 20-21.)

The British Standard (BS) 31100 is a standard for risk management established by the British

Standard Institute. It describes how to develop, implement and maintain effective risk man-



agement within business by providing clear framework components as to how risk manage-
ment governance should be arranged, what is a good policy, processes and instructions on
how to evaluate outcome of the risk management framework. The standard is aligned with
several other risk management standards e.g. 1SO 31000 (in preparation), Enterprise Risk
Management COSO, and the risk management standard developed by the Institute of Risk
Management (IRM) and the association of insurance and risk Managers (airMiC). (BS 31100
2008.)

BS 31100 (2008, 11) emphasizes that, as part of risk management function, there are specific
risk areas where a detailed management or control framework is needed. Standards list the
following as areas of specific risk management: Compliance risk, operational risk, health and
safety, information security, and business continuity management. This Standard keeps in-
formation security and business continuity separate management entities for specific risk
management purposes. What is interesting in the above standard is that it does not stress the
role of IT as a separate risk management topic. IT as it is understood as a larger function is

listed as a critical asset on several occasions and standards.

British Standard Institute has published the Business Continuity Management standard BS
25999 which can be applied for various types and sizes of organisations. According to the
standard, Business Continuity Management (BCM) is complementary to a risk management
framework that sets out to understand the risks to operations or business, and the conse-
quences of those risks. By focusing on the impact of disruption, organizations can recognize
what needs to be done before an incident occurs to protect its people, premises, technology,

information, supply chain, stakeholders and reputation. (BS 25999-1 2006.)

According to Westerman and Hunter (2007) the first logical step in improving the foundation
of the information risk management is to address availability risks. This can be done by ad-
dressing business continuity management as base of availability risk management. This power-
ful engine lays the ground work for managing in every layers of 4A where the A means risks

related to: availability, access, accuracy and agility. (Westerman & Hunter 2007, 60-68.)

The examples above demonstrate that business continuity management is an important part
of risk management practice. One can say that in order to extend an organization’s capability
to manage the risks which cannot be simply insured, transferred or compensated by money,
implementation of business continuity management will secure organisation’s mission and

continuity.

1.3 Business continuity management system



BS 25999 defines the business continuity management system as a business-owned, business-
driven process that establishes a fit-for-purpose strategic and operational framework. System
should proactively improve an organization’s resilience against the disruption of its ability to
achieve its key objectives. The basic assumption is that the system should include a rehearsed
method how to restore an organization’s key products and services to an agreed level within
an agreed time after a disruption. So as an end result business continuity management system
may at its best deliver a proven capability to manage a business disruption and protect the

organization’s reputation and brand against threats. (BS 25999-1 2006, 6.)

ISO standard 21827 (2008, 117) for technology security capability maturity model refers to Dr.

W. Edwards Deming’s observation as follows:

“In a manufacturing plant, a manager observes problems with a certain production line. All he
knew, though, was that people on the line make a lot of defective items. His first inclination
might be to plead with the workers to work harder and faster. But instead, he collected data
and plotted the percentage of defective items. The plot showed that the number of defective
items and the variation from day to day were predictable.” (ISO 21827 2008, 117.)

Moen & Norman (2009) introduce the history of the PDCA model development. The PDCA
model became well-known through W. Edwards Deming, although Deming called the model
the Shewhart Cycle after its inventor and form. It is also known as Deming’s Wheel. Deming
published the methodology in his book Out of Crisis (1982). Deming regarded the PDCA model
as “a flow diagram for learning and for the improvement of a product and a process”. The
PDCA model corresponds to the general principle of managing a system according to general
systems thinking, systems dynamics, or cybernetics. A modern application of the PDCA model
is the Six Sigma methodology for an organization’s performance improvement (Brue 2002). Its
most general activity phases are DMAIC - Define, Measure, Analyze, Improve, and Control. As
an example of other application area Figure 1 provides comparison between the information
technology service management I1SO standard 20000 and BS 25999 business continuity man-
agement system standard. Snap shots (figure 1) of the given “Life cycles” provide a good ex-
ample on how the PDCA model is used in different contexts in business continuity and IT ser-

vice management.

Even though the content of the life cycles are different, both approaches highlight the impor-
tance of continuous improvement using the key phases of the PDCA model. Both processes
start with the planning and understanding of the current situation. Second phase is the plan
execution by taking controlled steps after which one move on to the third phase, learning
from the results. Checking the results provides the insight into which actions are needed in

order to improve the process and, by that, to reach the optimum result.
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Figure 1 Comparison of Plan, Do, Check, Act model adaptations between International Organi-
zation for Standardization and International Electro Technical Commission (ISO/IEC) 20000
(2005, 5) and BS 25999-2 (2007, 3.)

Consistent link to quality models enables BS 25999 to be integrated with related management
systems standards, such as BS EN ISO 9001:2000 (Quality Management Systems), BS EN ISO
14001:2004 (Environmental Management Systems), BS ISO/IEC 27001:2005 (Information Secu-
rity Management Systems) and BS ISO/IEC 20000:2005 (IT Service Management). (BS 25999-2
2007, 3.)

Even though the standards provide common models agreed on by the different industry repre-
sentatives and standardizing bodies, it is important to keep in mind that each country’s stan-
dardizing bodies and institutes often promote their own approaches and this applies also to
the BS 25999 as it is not the only standard related to business continuity management. When
the number of available standards may start burdening the implementation, it is good to re-
cap what is the ultimate goal of the business continuity planning. Graham and Kaye (2006, 11)
summarize the essence of business continuity management into four key points that apply to

all relevant systems:

- BCM is not just about response, it is also about building resilience to strengthen an
organization

- BCM is not just about fighting fires, it is about understanding what might be at risk
and developing strategies if things go wrong

- BCM s not just about having plans to recover a business that are over-elaborate, it is
about having plans that suit the nature of your business

- BCMis not an extension to the business, and for it to be effective, it must be an em-
bedded management process - as part of risk management, and in turn, as part of

business management (Graham & Kaye 2006, 11.)
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BCM “life cycle” provides a solid structure for developing the business continuity management
in organization, whether this is private or public. Implementation of a high level management
process apart of current organization processes may become challenging if it is not under-
stood by those who should carry out the actual implementation. One way to solve this prob-
lem is to provide a tailored model of how business continuity management principles can be

applied to in specific areas, such as information technology (IT).

1.4 IT Continuity management

U.S. Federal information processing standard (FIBS PUB 87 1981) introduced fundamentals of
contingency and disaster recovery planning in automated data processing almost 30 years ago.
At the time the standard development group identified the key topics that contingency plan-
ning should cover in order to have a working plan against adverse situations. The list below

summarizes the content of the FIBS PUB standard.

- Risk analysis and management role in planning

- Preliminary planning scope, objectives and roles

- Preparatory actions related to people, critical assets, data and infrastructure
- Action plan for emergency response, backup operations and recovery, and

- Expectation for testing the plan

Even then the FIBS Publication 87 emphasized that contingency planning should be an integral
part of the program for any data processing operation. As the standard continues, minor prob-
lems may become major and major problems may become catastrophic without a tested and
effective plan how to respond to and recover from unexpected and sudden disruptions of ser-
vice. (FIBS PUB 87 1981.)

Since FIBS PUB 87, IT contingency and recovery planning has evolved into a managed process
in which BS 25777 established by the British Standard Institute in 2008 represents the latest
approach to IT continuity management. BS 25777 provides a common approach for informa-
tion and communications technology (ICT) continuity management. The primary objective is
to ensure that the organization has plans in order to continue information and communica-
tions technology services at an acceptable predefined level in case incidents and disruptions
should occur. The cornerstones for BS 25777 (2008, 3-4) are the six key principles in ICT con-

tinuity management:

1) Protect: Protecting the ICT environment from incidents, failures and disruptions by

improving the resilience of ICT services
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2) Detect: Detecting incidents at the earliest opportunity and minimize the impact to
services

3) React: Reacting to an incident in the most appropriate manner will lead to a more ef-
ficient recovery and minimize any downtime

4) Recover: Identifying and implementing the appropriate recovery strategy will ensure
timely resumption of services and maintain the integrity of data

5) Operate: Running in ICT disaster recovery mode until return to normal is possible

6) Return: Devising a strategy for every ICT continuity plan that allows an organization
to migrate back from ICT disaster recovery mode to a position where it can support

normal business

As these six principles demonstrate, today’s ICT continuity management is not only limited to
response and recovery phases but is extended to cover also pre-work and actions for pro-
longed interruptions and for returning into normal operation. In order to promote managed
implementation of the given principles, BS 25777 applied BS 25999-1 business continuity man-
agement lifecycle model (figure 2). This model consists of six elements which should be im-
plemented phase by phase starting with understanding business needs and moving from strat-
egy determination to implementation and testing the strategy. Outer circle represents the

implementation of continuity management into the organization culture.
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] e
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Figure 2 Relationship between ICT continuity management and business continuity manage-
ment (BS 25777, 3.)
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The central governance element in both BS 25999 and BS 25777 is continuity programme man-
agement. The purpose of continuity programme management is to ensure ongoing develop-
ment and implementation by steering all the planning phases consistently and in a goal-
oriented manner. Goals and objectives should be carried out so that they fit the organisa-
tion’s objectives as well as possible within the given timescales, resources and the budget. BS
25777 (2008, 9) provides examples of what successful ICT continuity management programme

should achieve:

- The ICT continuity management objectives are clearly stated, understood and com-
municated

- Top management’s commitment to ICT continuity management as part of business
continuity management is demonstrated

- Necessary resources are allocated, and

- Those with ICT continuity management responsibilities are competent to perform

their roles

As the programme evolves and the organization becomes more aware of the continuity man-
agement benefits it may become a part of the normal management process. In order to se-
cure this change successfully it is imperative for the overall governance structure that a busi-
ness continuity steering committee (BCSC) is appointed. The implementation of this steering
committee ensures that the organization’s continuity plans are regularly considered, re-
viewed, tested, and updated when organizational change occurs. This group should be com-
prised of the most senior managers from the organization and each key unit should be repre-
sented. (BS 25999 -1 2007, 13-16.)

Brue (2002, 36) refers to the famous William Thomson a.k.a. Lord Kelvin: “When you can
measure what you are speaking about, and express it in numbers, you know something about
it; but when you cannot measure it, when you cannot express it in numbers, your knowledge
is of a meagre and unsatisfactory kind. It may be the beginning of knowledge, but you have

scarcely, in your thoughts, advanced to the stage of science”.

Brue (2002, 36) states that if you do not have measurements, you cannot make progress be-
cause you do not know where you are. This underlines the common management problem
which applies also to business and IT continuity management, that is, how to measure
change? Continual monitoring of progress against organization’s objectives ensures that ac-
tions and resources can be allocated accordingly. This can be done by having relevant and
valid measurement methods that reveal issues and deviations on the process before they es-

calate into major problems. Basically, measuring change is one way to carry out risk man-
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agement as the target is to predict and prevent incidents that would weaken the achievement

of the business objectives.

BS 25999-1 (2006, 11) requires that business continuity capability should be measured and BS
25999 part 2 specifications for business continuity management underline the importance of
continual improvement based on objective measurement. U.S. National Fire Protection Asso-
ciation (NFPA) has created a standard for disaster, emergency and business continuity man-
agement. This NFPA 1600 standard (2007, 5) states that performance measurements should be
established and periodically reviewed as a part of continuity management program. The prob-
lem is that this standard does not provide principles on what the performance indicators for
successful programme management should be. From the continuity management point of view
a common relevant and reliable measurement model would bring significant benefit when
assessing an organisation’s continuity capability, especially when managing large scale opera-

tions both in business and in IT.

2 Background for the research

2.1 Initial state at target organization

The company in scope (referred herein simply as Company) operates globally in the field of
telecommunication. Because of this position, external expectations from the shareholders and
the Company community are relatively high, especially in matters of business continuity. The
Company puts high priority to enforce practices and controls balanced with informed risks
which will protect both shareholders’ and Company community’s interests in the most opti-

mal level.

The Company has a robust crisis management program that has proven its effectiveness in
real life situations; still, further development was seen necessary in order to be able to work
more proactively against the risks. The Corporate risk management unit started to formalize
practices towards business continuity management collaborating with company security, in-
frastructure services and IT units. After exploring all relevant possibilities, the publicly avail-
able specification 56 (PAS 56 2005) was seen as a framework that could be best adapted into
the current operation model for the Company. One reason for the selection was the fact that
PAS 56 had a strong development community behind it and was linked to the respected British
Standardizing Institute. Since that the PAS 56 has evolved into the BS 25999, which today is

the globally recognized business continuity management standard.

The Company already had established risk, information security and crisis management poli-
cies when the business continuity management policy was under development. Business con-

tinuity management policy statements were embedded to other relevant management poli-
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cies, as the objective was to keep the number of policies as low as possible. As a general
guideline each business unit was responsible for ensuring business continuity in their own area
at a level that fit the mode of operation best. Since operations in a large organization differ
considerably from one business unit to another, the policy was written in a manner that al-
lowed business continuity plans to be delivered in either a project or a program mode. Deliv-
ering business continuity plans in a project mode was seen beneficial for those units which
had limited resources for a dedicated management system. The approach was especially suc-
cessful in situations where fast actions were needed due to a sudden change of risk level e.g.

pandemic outbreak, natural hazard, political restlessness or technological vulnerabilities.

The program approach was seen best for situations where the business unit had a critical role
in other company operations in a large scale. This role would set a high standard for main-
taining a high preparedness and response level. When the scale of continuity planning in-
creased inside the unit, continuity management program provided an effective method to
steer and control several planning streams at the same time. Continuity management program
subject matter experts facilitated the planning process in order to make sure that plans were
consistent and overlaps with other plans could be avoided. Continuity program was seen as a
first step in a process in which the long term objective was - and still is - to embed continuity

management seamlessly into the organization’s normal operations and management.

2.2  Building the IT continuity management system

The initial step was to define and agree on the IT continuity management scope and relation
to business continuity management. As a result, it was agreed that IT will take responsibility
for all information services’ continuity management, including the infrastructure such as data
centres, network connectivity and IT personnel. This scoping resulted to business continuity
management in which IT continuity plans are a subset for business continuity plans, allowing

business units to focus on their response in case IT plans should fail.

The second phase was to define and agree on the level of implementation as that would af-
fect the whole management concept. Basically it was question of which IT subunit should act
as the primus motor and who should take the responsibility of each system’s continuity plans.
As each IT service already had responsibility of the business requirement and information
systems management, it was only natural to include IT service continuity planning as part of
their role. IT service and computer managers’ role became critical for continuity manage-
ment as they were responsible for managing applications’ life cycle and collecting require-
ments from business owners. To support IT managers and to ensure consistent implementa-
tion of the IT continuity process, a team of continuity management specialists was estab-

lished. The objective of the team was to develop the process and the tools, to provide train-
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ing and consult when needed, to communicate common objectives and to follow the planning

progress.

At the time PAS 56 provided the structure for continuity management but the terminology
was seen too confusing and vague for practical implementation in IT. In order to solve these
problems the terminology and the model were modified in such a way that the user would
understand better the given action and the main deliverables in each phase. Table 1 shows
the changes between PAS 56 and the Company IT continuity planning model planning phases
(Table 1).

PAS 56 (BS 25999 Nov. 2006)

Company IT continuity planning model

Understanding the organization

IT Continuity risk and impact analysis

Determining BCM strategy

IT Continuity management strategy devel-

opment and business approval

Developing and implementing BCM re-

sponse

IT Continuity strategy deployment and

plan delivery

Embedding BCM in the organization's cul-

ture

IT Continuity plan communication and

training

Exercising, maintaining and reviewing

Maintain & exercise IT Continuity Plan

Table 1 Comparison of PAS 56 and Company IT Continuity planning implementation

As the example above shows, the planning process included several phases. In order to ensure
that continuity planners would understand that each phase needed to be completed before
starting the next one, a simplified process flow was created (Attachment 1). Continuity plan
exercising was seen as the most important part of the process, so the PDCA lifecycle was in-
tegrated as a part of the whole process. Using the PDCA lifecycle the importance of continu-
ous improvement by rehearsing and exercising the plans became visible to planners. It was
also clear that information systems are under constant change pressure due to new business
initiatives and mandatory configuration updates. This change pressure was covered in the
process by adding a clear loopback from the continuity plan maintenance phase back to plan-
ning and creating phases in the beginning of the process. The overall objective for drawing a
single IT continuity planning process was to enhance communication and steer the continuity
planners’ actions into a desired direction.

2.3 IT continuity maturity model

IT continuity management can be part of either the business continuity management or the IT

governance discipline, depending on how responsibilities are shared between the organiza-
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tions. Regardless of the responsible entity, management needs to have information about
progress and capability from the processes and other activities in order to be able to steer
the organization. As an example, British Standard for Information technology service man-
agement (ISO/IEC 20000-1 2005, 6) states that the service provider shall apply suitable meth-
ods for monitoring and, where applicable, measurement of the service management proc-
esses. These methods shall demonstrate the ability of the processes to achieve planned re-
sults. From Company IT unit continuity management point of view it was necessary to capture
the current continuity planning status across the IT and be able to follow the progress. In
order to build a working maturity model for IT continuity management and IT governance
purposes, following expectations were set by the senior management after recognizing and

specifying the problem area to be researched:

- The model must be simple and easily understandable for those implementing the
process

- Key performance indicators must be scalable with the organisation and measured sub-
jects

- The model must support senior management decision making

- The model must direct actions so that users will understand what they are expected
to achieve

- Key performance indicators must reveal changes in order to identify possible gaps and
forthcoming issues

- The model should support rewarding system and,

- To demonstrate the level of assurance in the organization’s ability to respond and re-

act during events that cause an interruption or a disruption

In order to comply with industry standards and internal expectations, the need for a maturity
model was obvious. For this purpose the IT continuity planning process model provided a
foundation for creating maturity measurement. The planning process was translated into a
roadmap for IT services system development as a part of standard planning cycle used by the
IT. In practice this means that the IT service team could plan how to allocate resources be-
tween the1® and the 2" half of the year (Table 2). This approach allowed IT services that
managed several information systems with different service level requirements to set bal-
anced continuity objectives between the business critical systems and the standard systems.
The fundamental part of this model was the decision that the unit of maturity measurement
was not the IT service or the team but the information system itself. The rationale for this
approach was the fact that failures in the information systems would cause an interruption
directly to business process. Due to this direct dependency measuring the systems’ resiliency

and recovery capability was seen more important than the organization’s capability to re-
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sponse and work under problem situation. (Company IT Continuity management process
2007.)

Objectives for Objectives for
the 1= half the 2t half

Phase
1

Table 2: Example of the common planning cycle and how IT continuity planning phases are

connected (Syrjanen 2009.)

In order to ensure that each planning phase would be completed accordingly, a simple success
criteria model was established based on PAS 56 planning phases. The rule was that each crite-
rion of success must be complete and validated by the continuity specialist team before the
planning process could progress to the next phase. (Company IT Continuity management

process 2007.)

The purpose of phase 1 is to build the rationale why the continuity planning process must be
initiated by conducting the Business impact and risk analysis. Business impact analysis aims to
identify and quantify impacts to business in case an interruption or a disruption should occur
in the information systems. It is essential to understand and prioritize information about in-
terdependencies between the business processes and systems in scope. Outcomes of business
impact analysis are recovery time objectives for the system and recovery point objectives for
the data. Risk analysis aims to identify any operational risks which may cause extreme dam-
age to the information systems which would then cause a failure or extended outage of the
business operations. Based on the risk analysis findings and the business owner’s risk toler-
ance, decision of further continuity development will be made. (Company IT Continuity man-

agement process 2007.)

The target of phase 2 is to identify available continuity solutions for the information system in
scope. When selecting the solutions, the costs/benefits calculation must be completed in a

balanced manner. In this context balance means the cost of solution versus how effectively



18

the solution can reduce the risk of failure or to ensure fast and controlled resumption back to
business. The final stage is to propose solutions to business owners and get approval for the

implementation for the selected one. (Company IT Continuity management process 2007.)

The success criteria of phase 3 contain two key actions, continuity solution building and
documenting the IT continuity plan. Solution building is done following the standard project
management and system development practices, and therefore this has not been defined
separately. The criteria for the success are that the solution is implemented according to the
risk and the business requirements and that the IT continuity plan document is available for

validation by subject matter experts. (Company IT Continuity management process 2007.)

The target of phase 4 is to ensure that the plan is shared between all relevant teams and
units; i.e. those who have a role in continuity solution management and possible recovery
actions in case it is necessary to invoke the IT continuity plan. This phase also includes IT
service team training for the IT continuity plan use so that each team member understands
their role and the role of other team members in case there is a need to initiate recovery and

restoration actions. (Company IT Continuity management process 2007.)

Phase 5 is demonstrates whether the continuity solution and agreed recovery actions will
work as planned. The term technical exercise is used here as it combines both the crisis man-
agement and the technical capability testing. Even though exercise methods vary depending
on the solution in use, all of these exercises aim to validate whether response, recovery and
restoration can be done within the time objectives set by the business. (Company IT Continu-

ity management process 2007.)

As remarked earlier, continuous improvement of continuity management was based on infor-
mation systems’ recurrent technical exercises conducted by the IT service teams. Successful
technical exercise provided evidence about the capability to recovery and restore information
systems and data if needed. This result demonstrated the highest level of assurance of miti-
gated risks and, by that, justified retaining the maturity level 5. (Company IT Continuity

management process 2007.)

Failures in technical exercises revealed weaknesses and deviations that would require special
attention leading to corrective actions and dropping the maturity level down on the scale. As
an example, technical exercise might reveal that the back up process did not work promptly
due to a technical mismatch. This finding would initiate reconfiguration of the back up proc-
ess that would be done on maturity phase 3. Even though a technical exercise is normally
required for maintaining the highest maturity level, there is one exception. In case the conti-

nuity solution has worked as planned during a real incident, technical exercise does not need
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to be completed. This is regarded a proof of a working solution; therefore maturity level can
be kept on level 5 until the next review round. (Company IT Continuity management process
2007.)

Even though IT continuity management has a long history in the Company IT, the maturity
model development did not start until 2007. The initial stage consisted of diagnosing and
reflecting the key problem: how to measure and lead IT continuity management implementa-
tion in a large IT organization. After action planning, the first six months the model was ad-
justed to the organisation’s management and it passed several iteration rounds between the
specialists and the stakeholders. Implementation of the desired model began after common

agreement on what would work best in the target organisation.

The model has now been used for three years and it is time to analyse and reflect how well
original expectations were met. According to Jarvinen & Jarvinen (2004, 103) scientific re-
search can be divided into two main areas, basic research and applied research. The objec-
tive of basic research is to observe and analyze environment in order to create and test new
theories. Applied research uses results from basic research as scientific foundation to create
new innovations for everyday use. According to Pirinen (2009, 10) the diversity of ways to
generate innovation is huge and the nature of innovation generation is multidisciplinary.
Pirinen provides a concept of six perspectives on research and development in integrative
action which are not exclusive and all of which are needed to successfully consider processes
of integrative action. This concept sets the framework for the following two chapters, which
will reflect the journey of the IT continuity maturity model innovation in the context of de-

sign research and action research.

2.4 IT continuity maturity model in the context of design research

The aim of design research (DR) is to solve identified problems by delivering practical solu-
tions and innovations (artefacts). An additional target is to provide new information for solv-
ing problems in horizon. To decide whether IT continuity maturity model belongs to the prem-
ise of design research, one must understand the concept of artefact. According to Hevner,
March, Park & Ram (2004) both_design research and behavioural sciences are inseparable as
technology and behaviour are not dichotomous in an information system. The fundamental of
this idea lies on the fact that an information system research is at confluence of people, or-
ganisations and technology so it is more than a product. Based on this, IT artefacts can be
defined broadly as constructs (vocabulary and symbols), models (abstractions and representa-
tions), methods (algorithms and practices) and instantiations (implemented and prototype

systems).
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IT artefacts are implemented in an organizational context i.e. information systems are for
people and organizations, not an end in itself. This is the rationale for the object of study in
information systems behavioural science research. Behavioural science research objective is
to predict or explain phenomena that occur with respect to the artefact use, perceived use-
fulness and impact to individual and organisation. Most of the behavioural science is focused
on instantiations i.e. information systems but is used also with the evaluation of constructs
and methods. As a conclusion, even though the design research focus is on technology-based
design, its link to behavioural science allows us to cover also organisations, policies and work

practices as design artefacts. (Hevner, March, Park & Ram 2004.)

Effective design research must provide a clear contribution in the area of the design artefact.
According to Hevner at al. (2004) design research may provide three types of contributions
based on the novelty, generality and significance of the designed artefact. One or more of
these must be found in a given research project. The first contribution is related to the de-
sign artefact itself as it may solve the initial problem. From this perspective IT continuity
maturity model has solved the initial problem of improving the implementation of the conti-
nuity management practice. The second contribution is the foundation, i.e. the creative de-
velopment of novel construct, model, method or instantiation that extends and improves the
existing foundations. IT continuity maturity model is a method that was a novel approach as it
was a totally new approach in the field of continuity management practice in the target or-
ganization. The third contribution is methodologies, i.e. the creative development and use of
evaluation methods and metrics for design research contribution. Results of this research did
not reveal that the maturity model or the research method created new methodology for the
purpose of design research. Finally Hevner at al. (2004) mention that artefacts must be im-
plementable and contribute business environment. The IT continuity maturity model was im-
plemented and its outputs improve the level of business continuity from the information sys-

tem viewpoint. (Hevner, March, Park & Ram 2004.)

When one considers these design research definitions, a loose connection between the matur-
ity model development and the premises of design research can be seen. As an example, the
IT continuity management maturity model is an outcome of a design process. However Hev-
ner, March, Park & Ram (2004) clearly state that design is both a process of (a set of activi-
ties) and a product (artefact). Even though there seems to be a link between the design re-
search and method development it is evident that the outcome of the process must also pro-

duce something tangible.

Building the artefact for a specific problem may solve the initial problem, but the basic ques-
tion is how well does it work? The evaluation of the artefact provides feedback information

and a better understanding of the problem and improving the quality of the product and de-
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sign process. Hevner, March, Park & Ram (2004) provide a guideline for design evaluation.
According to them, the utility, quality and efficiency of a design artefact must be rigorously
demonstrated via well-executed evaluation methods. IT artefacts can be evaluated in terms
of functionality, completeness, consistency, accuracy, performance, reliability, usability fit
with the organization and other quality attributes. The core of this thesis is the value evalua-
tion of the IT continuity maturity model. Design research provides the premise for the matur-

ity model evaluation.

2.5 IT continuity maturity model in the context of action research

Action research (AR) is, by definition, active and tightly bound to real life problems in organi-
zations and may provide a practical means to reflect theory and practice on a highly prag-
matic level. In order to have a working connection to real life problems, research test sub-
jects are all the actors related to research problem e.g. developers and tools. This method
provides a structured approach for problem solving; finding innovations and solutions for de-
veloping organisational capabilities. As action research progresses gradually from problem
identification to implementation and testing closely with the users of the solution, this rela-
tionship may also change the way the community is thinking and the way they are working
which might affect the research results. For the researcher this means that in practice he
must be able to make theoretical interpretations about the new findings and the reasons be-
hind them and, at the same time, to be able to contribute to the practical use of the research

results. (Jarvinen & Jarvinen 2004, 128 -131.)

According to Baskerville and Meyers (2004) there are four premises to consider in order to
conduct a pragmatic action research. The first is the necessity to establish a theory before-
hand of any action. The rationale for this is to avoid actions that are not relevant or valid
from the research point of view. The theory behind the IT continuity maturity model innova-
tion originates from the learning and improvement models like PDCA model (Moen & Norman
2009) and Six Sigma (Brue 2002). The assumption was that the capability to measure continu-
ity planning and delivery process utility would lead to concrete improvement actions in IT
continuity management. The second premise is the problem setting that must be pragmatic.
As stated earlier (chapter 2.3) the identification of the most tangible problem related to IT
continuity management led to strict requirements set by the senior management. The third
premise requires that the action must inform the theory. According to this, the theory must
be validated by its practical outcome. The validation of the IT continuity management matur-
ity model value is the core of the thesis objective. Findings are discussed in chapters 5, 6 and
7. The fourth and last premise is related to social situation. This means that the action re-
searcher must be a participant in action and at same time be an observer. Due to this reason

there must be a collaborative team participating during the action. This will ensure that
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there are reasoning and social realities while the problem is solved. (Baskerville & Meyers
2004.)

Looking at the downside of the action research, the critical success factor is how well the
researcher co-operates with the actors i.e. customers and co-workers. This implies that ac-
tors must trust and be willing to share information with the researcher. This challenge puts
the researcher’s social and communication skills to test as failure in communication and get-
ting the commitment will probably lead to failure of not reaching the research targets. (Jar-
vinen & Jarvinen 2004, 128 -131.)

According to Jarvinen & Jarvinen (2004, 128 -131) instead of just observing the process and
the response, researchers are expected to work closely with the actors and participate in the
problem solving. In order to meet this expectation, the researcher has to participate in the
actual use of new solutions or at least be present when the theory is put into practice. Close
relation with the actual work may not fit for all personalities and may lead to motivational
problems. Other challenges are the high expectations of the client or the end user. Client
may give a lower priority to theoretical part of the action research as concrete results matter
the most. As a result, the research may turn into a routine and original scientific research

targets are lost.

Davison, Martinsons & Kock (2004) introduce the five principles of the canonical action re-

search which may mitigate the risks like Jarvinen & Jarvinen demonstrated:

- the Principle of the Researcher-Client Agreement
- the Principle of the Cyclical Process Model

- the Principle of Theory

- the Principle of Change through Action

- the Principle of Learning through Reflection

The first principle underlines the importance of the agreement between the researcher and
the client. The agreement represents consensus of the goals, planned actions, and implemen-
tation of the changes and evaluation of the change. At the time there was no separate
agreement between the author and the target organization of how to conduct the research
and development of the IT continuity management maturity model. Basically the agreement
was replaced by individual objective settings that included the goal, expected actions and
schedule for the delivery. Objectives were reviewed every sixth month and, when needed,
corrections were made so that the ultimate goal of overall improvement of IT continuity

management remained intact.
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The second principle is the cyclical process of sequential actions that, according to Davison,
Martinsons & Kock (2004), should ensure that an action research project is conducted with
systematic rigor (figure 3). It is possible to complete a project satisfactorily in a single cycle,
but very often additional cycling through the stages is needed. Davison at al. underline the
importance of flexibility, e.g. supplementary planning may be necessary if an intervention
cannot be completed as intended. Variations from an unidirectional flow through each of the
five stages should be justified but these should be taken into account while defining the re-

search project plan. (Davison, Martinsons & Kock 2004.)

Exit Entrance
.l
* / Diagnosis \
Reflection Action
(Learning) Researcher—Client Planning
Agreement
Evaluation < Intervention
(Assessment) (Action taking)

Figure 3 Canonical action research model (Davison, Martinsons & Kock 2004, 7.)

Table 3 provides a comparison of phases between the IT continuity maturity model develop-
ment and the canonical action research model. The content of the IT continuity maturity

model development steps include only a few examples per phase reflecting the canonical

action research steps.

Theory

Reality

Canonical action research model
(Davison, Martinsons & Kock 2004)

IT continuity maturity model development
steps (Kimmo Syrjanen 2009)

Diagnosis and reflection i.e. reflection on the
work or the work environment from the per-
spective of the three statutory tasks; raising
questions; and recognizing and specifying a
problem area to be researched and treated
with new forms of action or changed actions.

The problem was identified on collaborative
mode between the author and the stakeholders
of the IT continuity management. The problem
was the inadequate capability to capture the
current continuity planning status across the IT
and ability to set performance-based objectives.

Action planning involves learning about a
problem and planning for a change by intro-
ducing and being self-motivating in the co-
creation of strategies, scopes, plans and im-
plementations that use the organizational
bottom-up model.

The objective was to improve IT continuity man-
agement and ensure that information systems
were built based on business needs and risk tol-
erance. This work was lead by the author with
the support of other IT continuity team mem-
bers. The plan was to create a maturity model
that would direct and lead IT continuity planning




24

process among the IT teams. The purpose of this
model was to measure progress and performance
using common language

Interventions i.e. taking actions in order to
change the current situation and its unsatis-
factory conditions.

The intervention might require the assistance
of catalytic change agents.

- Roles and responsibilities were implemented

- The planning process was translated into a
roadmap for IT services system development
as a part of standard planning cycle used by
the IT

- Workflow for continuity planning was simpli-
fied

- Each maturity level was validated by the con-
tinuity specialist team before the planning
process could progress to the next phase.

The author’s role was to facilitate the process,
review the performance and gradually improve
the model based on the received feedback.

Evaluation, which is the assessment of the
effects of change. After the planned actions
are completed, the intervention needs to be
evaluated with outcomes being compared to
project objectives and expectations.

The objective of this research is to evaluate the
value of the IT continuity maturity model. Matur-
ity model relevancy and value is reviewed from
five different process and management view
points that reflect the key stakeholders and the
users of IT continuity management maturity
model:

- Service management

- Line unit organisations

- IT governance

- Corporate governance, and

- Individual

At this stage the author’s role was to collect the
data, analyze the result and document the find-
ings.

Specifying learning, which reflects on what
has been learnt and how the whole effort has
been reported and updated to the relevant
knowledge base and the body of knowledge
documented.

It should enable the action researcher to
reach a decision as to whether or not to pro-
ceed through an additional process cycle.

Eventually, the action researcher has to exit
the project. The exit of the researcher should
be related to the achievement of the speci-
fied objectives or to another explicit justifi-
cation.

This thesis provides the premise for the learning
of the maturity model usability, utility and reli-
ability in IT continuity management in the target
organization.

From academic point of view this thesis was
written in a form that allows publishing in a pub-
lic forums, e.g. journals.

Table 3 The comparison of canonical action research phases and the IT continuity maturity

model development (Syrjanen 2009.)
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The third principle highlights the role of theory in canonical action research. Davison, Martin-
sons & Kock (2004) acknowledge that a canonical action research project may begin with
theory-free action learning. However, akin to the traditional scientific method, the diagnostic
stage provides a starting point of comparison for the post-implementation evaluation. Action
researchers need to rely mainly on one or two theories as these will guide their activities and
keep the research objectives on the track. The theory behind the IT continuity maturity mod-
el introduced earlier on this chapter supports Davision at al. viewpoint, even though the
model was initially created based on the real life experience and benchmarking the industry

best practices.

The fourth principle reflects the necessity of action and change, with intervention seeking to
produce change. In order for meaningful action and change to occur, the researcher and the
client must have a common understanding of the organizational situation which doubles as
the research context. The target organization situation during the initial stage on the maturi-
ty model development was favorable as the initial trigger for the activity was business-driven
(Chapter 2.1). Even though the target organization is under a constant change, the conditions
remained favorable for IT continuity maturity model development as continuity management

was seen critical for the operations and securing the revenue.

Davison, Martinsons & Kock (2004) assert that the explicit specification of learning is the most
critical activity in action research. The rationale for the fifth principle, the Principle of
Learning through Reflection, stems from the multiple responsibilities of the action research-
er: to clients and to the research community. This is consistent with the common call for
research reports to specify the implications for both practice and (further) research. Clients
will focus on practical outcomes while the research community will be interested in the dis-
covery of new knowledge. Since the beginning of the IT continuity maturity model develop-
ment the collaborative arrangement between the author and the client organization was
clear, regardless of the author’s dual role between the target organization and in the field of
academic. From the viewpoint of the target organization the author’s responsibilities in-
cluded both the key developer and the change agent roles. In the beginning of the maturity
model development the author worked as a specialist in the field of IT continuity manage-
ment. Gradually the initial responsibilities changed from a specialist to a member of a senior
management at the same pace than the maturity model was implemented across the IT or-
ganization. As a result, the role of facilitator of change turned into overall management of
the IT continuity. One could say that the implementation of the maturity model grew also the
author’s own professional maturity. Throughout the whole process the author was also a
member of an academic community, completing master studies in the Laurea University of
Applied Science. The dual role as a researcher and the change agent provided an opportunity

to share knowledge over the boundaries of academics and business.
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3 Framework of the evaluation

3.1 Evaluation objectives

IT continuity planning process with success criteria has now been in use for 3 years in Com-
pany IT. Continuity management objective settings and status follow up are based on this
maturity model throughout the IT organisation. Although the practice may represent the best
practice approach and is linked to industry standards, there are still some questions to be

asked:

- How well is the model adapted into the organization’s governance model and man-
agement?

- Does the approach support actual implementation of IT continuity planning?

- Has the model increased awareness of continuity management?

- What concrete impacts does this have for service delivery promises and,

- Does the maturity model really build assurance that information systems and services

can be recovered and restored as required?

Summarizing all questions above has the Company really gained such concrete benefits that
this maturity model can be regarded as a reliable approach for IT continuity management
performance measurement and should be used in the future? Can we verify the theory that
the maturity model will work as a catalyst for IT continuity management implementation and

improvement of the real capability to react and respond on continuity related incidents?

Objective for this analysis is to evaluate the IT continuity maturity model development, im-
plementation and implications in the Company IT department between 2007 and 2009. As an
outcome, this study should provide insight into the role of measurable maturity model in con-
tinuity management implementation in IT organisations’ management frame work. The ulti-
mate objective is to verify if the model work as a catalyst for improved IT continuity man-

agement.

3.2 Data source of the evaluation

Jarvinen & Jarvinen (2004, 145 - 166) introduce several methods of collecting information for
empiric research. According to Jarvinen & Jarvinen, the most common methods are inter-
views, observations, surveys and documentation reviews. All these methods can be divided
into subcategories based on the tools used during the research and the role of the researcher.
The role between the author and the organization made it possible to use several methods for
data collection. The most important data sources for this analysis were reviewing the docu-

ments and observing the process and its progress.
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According to Jarvinen & Jarvinen (2004, 154-157) data collection using the observation is
based on the notes taken by the researcher. In practical terms this means that the quality of
the data is fully dependent on the researcher’s own experience and training. Even though
research subject’s behaviour may increase uncertainty, flexibility of this approach allows
capturing the events and details that could not be found by other means. According to Jar-
vinen & Jarvinen observation as a data collection method fits well for situations in which the
research subjects are social groups and processes. This method allows the researcher to be a
part of the research subject e.g. participate in the process implementation or its develop-
ment. Based on the author’s role in the maturity model development and the research sub-

ject itself, observation as data collection model was an obvious choice.

During the IT continuity maturity model evaluation, data about the use of the maturity model
and its perceived value was collected from the following research subjects with the help of

discussions and observation:

- 20 1T service teams (10 of these managing critical information systems)
- IT continuity specialist team

- IT Service management team

- senior IT management team

- corporate and IT assurance related specialists (total: 15 people)

According to Jarvinen & Jarvinen (2004, 154-157) perhaps the biggest challenge in collecting
the data by observation is the researcher. The reason for this is the fact that the researcher’s
own perception about the research subject will have an effect on the interpretations he will
make. Basically there are no controls that prevent the researcher from collecting the wrong
data and from making wrong interpretations. Another challenge is how to observe people so
that the researcher’s presence will not affect research subjects’ behaviour. In order to miti-
gate the known issues related to observation method, the author reviewed relevant documen-

tations and reports on IT continuity maturity model.

Jarvinen & Jarvinen (2004, 156) underline that any documentation that is not designed for the
purpose of the research is a secondary data source. Regardless of this statement the available
documentation concerning the IT continuity maturity model analysis were mostly statistical
reports about the process implementation and recovery capability. So even though the docu-
mentation was not designed for the research, evidence for the maturity model evaluation was
available. Following document types were reviewed and analysed by the author:

- documented statistics from information services’ quality and trends

- critical incident reports and business impact analysis
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- continuity maturity monthly reports
- documents about on-going continuity development actives
- individual incentive score cards

- IT score cards

3.3 Measuring the maturity model

Hevner, March, Park & Ram (2004) provide a guideline for design evaluation. According to
them, the utility, quality and efficiency of a design artefact must be rigorously demonstrated
via well-executed evaluation methods. IT continuity management maturity model evaluation
is based on both qualitative and quantitative measurements. The qualitative measurement is
based on the perceived value of the maturity model for the users and the stakeholders. In
practise this is based on how well the IT continuity maturity model serves the users’ and the
stakeholders’ objectives. The analysis is based on the author’s observations and impressions
of how the users and stakeholders utilize the IT continuity maturity model. In this context
users are all individuals, teams and units who utilize the IT continuity maturity model partly
or fully in their work and objectives. Stakeholder in this context refers to the people in
charge and representative of governance and management models related to IT continuity
management. Based on this the taxonomy of the organization entities and subjects represents

the users’ and the stakeholders’ viewpoint:

- service management

- line unit organisations

- IT governance

- corporate governance, and

- individual

The quantitative analysis is based on statistics derived from the incident and maturity level
reports. Following chapters will introduce only the concept of quantitative analysis used
while estimating the value of the IT continuity management maturity model for the organisa-

tion. Quantitative analysis is based on the:

- documented statistics from information services’ quality and trends
- critical incident reports and business impact analysis

- continuity maturity monthly reports

Concrete outputs from continuity planning are the solutions that are not only reactive con-
trols but will also increase the level of information system resiliency. All incidents cannot be

avoided but if the IT environment is designed to be fault tolerant and resilient, incidents
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should not escalate to a critical level as controls will prevent this from happening. The theory
is that there should be a positive correlation between the number of critical incidents and
continuity maturity levels. The basic assumption is that when IT service has a tested plan how
to respond to a different situations they should be able to limit the damage so that the inci-
dent will not escalate to a critical level. As a result, the number of critical incidents should

decrease when maturity levels get higher (Figure 4).
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Figure 4 Example of how the number of critical incidents occurred should correlate with the
IT continuity management maturity levels (Syrjanen 2009.)

The total time of service recovery and restoration is dependent on the incident respond time
so it is important to keep this time as short as possible. One way to assess the success rate is
to collect actualized incidents and evaluate the speed of incident response. The basic theory
is that there is a positive correlation between the short resolution time and continuity matur-
ity levels because testing and exercising should improve the response time. If this assumption
is true then all maturity level 5 IT services should be able to meet or even to exceed the
agreed time to resolve incidents. Figure 5 demonstrates assumed correlation between the

rate of successful responses and the maturity level.
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Incident respond time correlation to maturity level
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Figure 5 Example of how incident respond time is used for IT continuity management maturity
model evaluation (Syrjanen 2009.)

If critical incident occurs despite all the actions, recovery actions are required to be exe-
cuted timely. Successful recovery can be analyzed by using two units of measurements. Re-
covery time objective (RTO) is a target time set for resumption of product, service or activity
delivery after an incident. If recovery is successful, recovery time should not be more than
agreed on continuity plans and service level agreements. The second unit of measurement is
recovery point objective (RPO) which is a point in time to which data has to be recovered in
order to resume IT services. In practice successful recovery is made if the usable data re-
stored is not older than what is agreed on continuity plans and service level agreements. In
order to define what successful recovery is, both RTO and RPO requirements must be ful-
filled. In theory percentages of successful recovery actions should correlate with the higher

maturity level as figure 6 demonstrates.
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Figure 6 Example of how successful recovery cases are used for IT continuity management
maturity model evaluation (Syrjanen 2009.)
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The bottom line from the business point of view is that IT continuity management should be
able to reduce loss of business and cost of downtime. If the continuity management maturity
model creates real value for business, it must be visible in terms of money saved. The basic
assumption is that higher maturity level correlates with decreased level of total cost of down-
time as demonstrated on figure 7. Total cost of downtime in this case includes the sales value
lost, service/ product production costs and the cost of resource (time, money and tools) used

during the recovery.

Average total cost of downtime correlation to maturity
level
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Figure 7 Example of how total cost of downtime should correlate positively in case IT continu-
ity management maturity model should prove its value to business (Syrjanen 2009.)

4 Maturity model evaluation

4.1 Value to IT service management

ISO/IEC 20000 (2005) standard provides a management system for information services. This
model integrates a number of IT processes into one management system allowing the IT or-
ganisation to avoid overlapping between the processes, to allocate resources, to measure
activities against objectives and to improve process performance. The overall goal is to meet
end customer quality requirements, managing costs with balanced level of assurance of ser-
vice continuity. Service management follows the plan, do, check, act methodology while
managing process to process alighment, change management and linking to business objec-
tives and requirements. Service continuity is one of the main processes the objective of which
is to ensure that agreed service continuity and availability commitments can be met in all
circumstances. (ISO/IEC 20000, 2005.)
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At the time IT continuity management maturity model was developed, the service manage-
ment framework was under a planning phase. Due to this reason, continuity management was
managed independently until the service management implementation phase was initiated.
The purpose of service management was to provide a central management entity and unify all
IT service demand and delivery processes. By that time all relevant IT processes were re-
viewed against ISO/IEC 20000 standard before implementation. In order to have successful

integration between the processes it was seen vital that:

- roles and responsibilities were defined in each process
- process terminology and deliverables were equivalent with ISO/ IEC 20000

- the monitoring, measuring and review methods for each process were defined

IT continuity planning process was built on five phases, each with different objectives, out-
comes and interest groups. First phase objective was to understand reasoning, requirements
and risks regarding continuity management. This phase required strong competence in busi-
ness case building and impact analysis as well as direct interaction with business stake-
holders. The objective of the second phase was to identify and list available solutions with
cost/benefit calculation. Approval for the final selection was received from the business
owner before starting the implementation. As service managers’ role was considered impor-
tant in requirement management it was natural that responsibility for the first two phases

was given to service managers.

The objective of continuity planning phases 3, 4 and 5 was to implement selected solutions,
ensure competencies and verify continuity solution functionality by carrying out technical
exercises. The implementation of the three phases was assigned to computer managers and
technical configuration managers, who were already responsible for service deployment and
delivery. Because of the similarity between the tasks in continuity management and the gen-
eral IT management workloads did not grow. Due to this reason, incorporating the continuity
planning responsibilities as part of managers’ current roles increased their commitment re-

markably.

In order to support the implementation a simple RACI (Responsible, Accountable, Consulted
and Informed) table (table 3) was published and communicated widely. Due to the simplicity
of this tool, communication concerning the IT continuity management process and each role

was easy.
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Senm:e Computer |Configuration| Continuity Process
mange manager manger team owner

(reate Initiate and co-ordinate IT continuity
creation process
Understand risks and business AR C C C I
impacts
Assess solutions and get business AR C C C I
approval
Deployand maintain  Implement the plan according the A R C C I
strategy
Communicate the plan scopeand A R C C I
objectives
Maintain competence by training A R C C I
Testthe plan reqularly A R C C 1
Up-date the plan on demand A R C C 1
Continuity Process and documents validation I 1 I R A
management
Monthly management reporting C C C C AR
Process development I I I R A
Process communication and I I I R A

awareness

Table 4 IT continuity management “Responsible, Accountable, Consulted, Informed” -model
(RACI) (Syrjanen, 2009.)

According to ISO/ IEC 20000 (2005, 12) IT service continuity strategy should be based on
maximum acceptable continuous period of lost service and degraded service levels during a
period of service recovery. Continuity plans should be extended to take into account depend-
encies between service and system components. These documents should be stored and main-
tained so that these are up-dated and available when needed for recovery purposes. (ISO/IEC
20000, 2005.)

Since overlapping documents could create confusion among users, it was imperative to review
all IT planning and operative documents and align these with IT continuity related documents.
Due to this reason IT continuity team developed and released document templates for conti-
nuity planning purposes. As an example, IT back-up, recovery and restoration instructions
were defined as sub-documents for the purpose of combining all the proactive and reactive
controls together. In addition to the IT continuity plan template, risk, impact analysis and

technical exercise result templates were released.

In order to ensure that relevant IT continuity documents are created and stored appropri-
ately, IT services must pass a validation before they are allowed to move on to the next phase
of the maturity model. This validation was carried out by continuity professionals, who re-
viewed the content and the result. To make sure that IT services understood the reasoning for

approval and rejection, validation criteria was published and shared with all services. The
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validation criteria contained a checklist that IT services could use for self-assessment before
sending documents for validation team. Openness with maturity level evaluation and using a
common scale for measuring the progress built confidence between the continuity specialist

team and the service managers.

The validation process of the IT continuity documentation verified that outcomes of each
phase were consistent and the document quality met the standards. Having validated the
service continuity planning deliverables, validation team informed the IT service team about
the results. This information was also delivered to the IT continuity management process
owner, whose responsibility was to provide an IT level continuity status report to senior man-

agement (Figure 8).

N Reportthe Review against Egg;?tlga;s .
status success criteria communicate
Completethe Criteria No change to
phase met? maturity status
Yes
Move the next Change the
phase maturity status

Figure 8 Maturity status validation process (Syrjanen 2009.)

After reviewing the process used in IT continuity management, the IT service management
developers supported the idea that the process could be integrated directly into the IT ser-
vice management model without additional changes. This impartial expert review also proved
that the model was consistent with industry standards and could therefore be easily used
either as an independent management system or as a subsystem of another management sys-
tem. One of the findings was that the true driver was not the process itself but the simple

tools and clear responsibilities between teams and managers.

4.2  Value to IT line organisation

Company IT is a matrix organisation. On the vertical axis operations were process driven and
on the horizontal axis dedicated units were responsible for managing resources and assets.
Time allocation of resources was based on semi-annual planning process. In practice, business

objectives were converted into unit, team and individual level objectives for the upcoming 6
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months. After the closure of each planning cycle, managers reviewed how well objectives
were reached by using criteria for minimum, target and maximum level performance. Suc-
cessful performance result would lead to high payout to teams and individuals, while a poor

performance would lead to a smaller reward, if any.

As IT continuity management was one of the key areas having a strong business support, the
ability to link planning phases into the objective setting and performance evaluation was seen
important by the management. In order to support the units’ planning process and service
team members’ objective settings, the continuity team developed an IT continuity objectives
scorecard. The scorecard provided the baseline objectives and performance criteria for each
maturity level. The IT teams could reflect the current continuity maturity status the one de-
fined in the scorecard and set new objectives. Important part of scorecard implementation
was to generalize it in such a manner that the scorecard could be adapted across the IT or-
ganisation. This allowed a wider group of IT professionals to be part of continuity maturity

model objective settings.

Team objectives on the scorecard (Attachment 2) were initially designed so that IT service
teams’ achievements were expected to progress level by level until the highest level of ma-
turity was reached. After the highest maturity level was obtained, teams’ objective was to
focus on different types of continuity exercises. Later, the objective scorecard contained two

measurement parts focusing objectives to continuity exercises only.

The target group for the first part were all the IT service teams whose applications’ continu-
ity maturity status was on phase 5, meaning that all phases were completed and validated by
the continuity team. For this target group the objective was to maintain phase 5 status pro-
viding sufficient evidence on how well technical exercises were conducted and what action
plans for improvements were available. The target group for the second part were the teams
whose applications’ continuity maturity status was under the phase 5. For these teams the
objective was to complete the planning and implementation phases including the technical

exercises.

In order to achieve the maximum performance level IT teams had to complete the continuity
exercise. Integrating the reward system with the maturity model increased the number of
technical exercises and, by that, assurance of working recovery solutions. One of the key
challenges was the fact that due to several reasons technical exercises may need to be post-
poned. This might decrease motivation and affect the teams’ commitment. The challenge
was solved by designing the risk acceptance criteria that would be signed by the business

owner, thus freezing the IT continuity progress until it could be continued. This approach
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ensured that even if the IT continuity planning progress was on hold, it would not have a

negative impact on the reward system of individual employees.

Overall perception was that IT continuity management maturity model provided a solid foun-
dation to line management purposes as planning phases were linked to people’s roles. One of
the success factors in getting teams and individuals to commit to the continuity objectives

were the transparent and equal performance metrics used.

4.3  Value to IT governance

IT governance integrates and institutionalizes good practices to ensure that the enterprise’s
IT supports the business objectives. It enables the enterprise to take full advantage of its
information, thereby maximizing benefits, capitalizing on opportunities, and gaining competi-
tive advantage. IT governance is the responsibility of executives and the board of directors,
and consists of the leadership, organisational structures and processes that ensure that the
enterprise’s IT sustains and extends the organisation’s strategies and objectives.
(COBIT 2007, 5.)

To put it short, a well established IT governance model should ensure that:

- IT enables the business to maximize benefits and opportunities
- IT resources are used responsibly

- IT risks are managed appropriately

According to COBIT (2007), strategic alignment focuses on ensuring the linkage between the
business and the IT plans defining, maintaining and validating the IT value proposition, and
aligning IT operations with enterprise operations. Due to the nature of the business and the
end customer expectations and regulations, business continuity management has an impor-
tant role in the Company’s strategic initiatives and operations. As an example, business con-
tinuity related policies require each business and support unit to implement continuity man-
agement practices throughout the whole organisation. With the help of the IT continuity ma-
turity model, the IT directors were able to demonstrate that continuity management was
aligned with the strategic and operational objectives of the Company. Capability to demon-
strate the managed approach has strengthened the business directors’ trust in IT’s capability

to ensure continuity of IT services.

Value delivery is about executing the value proposition throughout the delivery cycle. In prac-
tice this means that IT delivers the promised benefits against the strategy, concentrating on

optimizing costs and proving the intrinsic value of IT. IT continuity maturity model was de-
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signed so that process steps which would normally be extensively documented were summa-
rized into few pages and support documents. In addition the work routines were embedded in
the normal management processes avoiding overlaps with the similar process. All above re-
duced the complexity of the process and, by that, optimized the planning and implementa-

tion work.

One of the key objectives for the business critical processes was to decrease unplanned
downtimes. After comparison of the monthly availability reports and the IT continuity matur-
ity levels, the correlation between decreased down times and higher maturity levels was un-
disputed. As an example, one of the business owners reported about an incident related to
failure in IT: “We faced a serious incident and invoked the continuity plan. Thanks for the
recurring exercises we managed to recover and restore the system so fast that there was nei-
ther downtime nor slow down” (Major incident report 2009). Due to the continuity manage-
ment maturity model the Company has gained remarkable savings and increased customer
satisfaction. Whether this could have been achieved without the maturity model is not known

but the results displaying the correlation should not be ignored.

Resource management is about the optimal investment in, and the proper management of,
critical IT resources: applications, information, infrastructure and people. Key issues relate to
the optimization of knowledge and infrastructure (COBIT 2007). In order to ensure optimal
implementation of the IT continuity management maturity model it was enforced only for the
IT systems and services related to critical business processes. For the non-critical IT services
the use of maturity model was optional. As a result, this increased teams’ commitment as
now there was a rationale why the IT service team should use time and resources for continu-

ity planning.

The concrete benefit of using the maturity model reporting function was that it provided a
transparent information hub between the critical IT services. In practice, IT services could
collaborate and plan objectives that would support the resolving of mutual challenges like
reusing a common recovery solutions. As a result IT service teams avoided double work and

increased the efficiency of the organisation.

The primary target of the IT continuity maturity model was to steer planning teams into step-
by-step to continuity planning and implementation. Even though the focus was more on over-
all process management, the deliverables from each process phase provided information also
for other management purposes. As the business impact analysis included loss value calcula-
tions and information about cross dependencies, the results could be used for information
systems classification. Communicating the findings of the continuity tests and exercises im-

proved end-to-end continuity planning between the business and IT units.
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According to COBIT (2007), risk management requires risk awareness by senior corporate offi-
cers, a clear understanding of the enterprise’s appetite for risk, understanding of compliance
requirements, transparency about the significant risks to the enterprise, and embedding risk
management responsibilities into the organisation. From the risk management viewpoint,
maturity model and its deliverables provided valuable information for several purposes. First
phase performance criteria required that each critical IT service must complete a risk analysis
in order to progress to the next maturity level. Continuity risk analysis provided insight into
risks related to technology, people, processes and infrastructure. All these may interrupt the
services for prolonged time or, even worse, cause a total loss of data. By comparing the re-
sults of risk analysis across the IT services and IT units, risks managers were able to identify
signs that may indicate changes on risk level and which would therefore require more atten-

tion from the management.

Risk, by its very definition, always includes uncertainty about the severity of impact and
probability of occurrence. The phase 5 performance criteria of the continuity maturity model
required that application and service should have undergone technical exercises. The techni-
cal exercises provided the risk management with information about the capabilities to re-
spond to interruption and disruption risks revealing the residual risks. Capability to measure
and provide validated technical exercise reports was valuable for corporation risk manage-
ment, as this information could be used for group level risk reporting. One of the most con-
crete benefits was that maturity level information could be used for insurance negotiations.
Ability to demonstrate tested and validated continuity plans did have a positive impact to the

insurance premiums.

According to COBIT (2007), the purpose of performance measurement is to track and monitor
strategy implementation, project completion, resource usage, process performance and ser-
vice delivery. As an example, this can be done by using balanced scorecards that translate
strategy into action to achieve goals. The assessment of process capability based on the CO-
BIT maturity models is a key part of IT governance implementation. After critical IT processes
and controls have been identified, maturity modelling enables gaps in capability to be identi-
fied and demonstrated to management. Action plans can then be developed to bring these

processes up to the desired capability target level. (COBIT 2007, 5.)

With the help of IT continuity maturity model it was possible to create a scalable scorecard
that transformed planning phases into measurable actions. The standard unit for measure-
ment was a single IT system and its maturity level. Table 5 demonstrates how to measure the
number of critical IT systems that have met the continuity maturity performance criteria on
each of the four IT units (A, B, C and D).
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|| Phasel | Phase2 | Phase3 | Phase4 | Phases |
3 5 2

ITUnitA

(16 IT systems) - -
:-1r3ul'?is§fls;tems] 1 < 2 < 2
:-lrﬁul'rr‘isifgtems] 0 2 4 3 3
glul'?isgfls)tems] > 6 ! ! ’

TOTAL: 9 17 17 12 13

Table 5: The Simplified scorecard for maturity measurement. Given values are only exam-
ples, not real figures (Syrjanen 2009)

The simplified scorecard provided a snapshot about the current situation of target units and
IT systems, but as such did not provide enough information for continuous follow-up and re-
porting. The gap was solved by combining each system’s maturity level with the time dimen-
sion. This simple approach made it possible to create an IT continuity maturity scorecard that
could be used for reporting the continuity management status of the whole IT. For the pur-
pose of this thesis the author has designed an illustration of the IT continuity maturity score-

card (Attachment 3) with pseudo data.

Status bars on the IT maturity scorecard (Attachment 3) show how the imaginary IT teams are
progressing with the given continuity planning objectives. As this example demonstrates, the
first part of the year shows that most of the measured IT systems were on initial phase, mak-
ing business impact analysis and collecting requirements. Based on this information the con-
clusion is that there is 0% assurance that systems are recoverable in case of a major incident.
Status information from June shows that 25 systems out of 40 have completed the technical
exercise required in phase 5 by successfully demonstrating verified capability in recovery and
restorations. The remaining 15 cases have progressed well but continuity capability is not yet
proven. When reviewing the end of the year results, we can make a few observations. There
have been changes between the initial number of the measured units and the end year num-
bers. Common reason for this is the natural lifecycle of the IT systems e.g. ramp downs and
integrations. 95% of the systems managed complete technical exercises, which can be trans-
lated as an increased level of assurance in recovery capability. Even though this is merely an
example of how to use the IT scorecard, it underlines the importance of consistent and com-
parable metrics. A useful side benefit is the power of visualization when communicating the

results to the senior management.

The office of CIO (CIO0) was responsible of collecting and consolidating all information about
the quality of operations and the progress of strategic initiatives. Along with other priority IT

processes IT continuity was one of the key processes that needed to be reported to the senior
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management. A challenge for a small unit was how to be able to keep reporting process light
but still be able to provide reliable information for IT scorecards. This problem was solved by

using the IT continuity maturity model reports.

Due to the simple model, continuity status information was collected directly from the IT
service teams and analyzed in a relatively easy manner. The status of continuity management
was easily adopted by the senior management, as the link between the continuity objectives
and performance was consistent and traceable. For the first time senior management could
set measurable objectives to the whole IT in continuity planning and be able to follow the
progress. Possible issues on the progress were easy to spot and, if necessary, management

could initiate corrective actions and allocate extra resources for continuity management.

4.4  Value to corporate governance

According to the Finnish Central Chamber of Commerce (2003), corporate governance can be
defined as a system that helps managing and controlling the enterprise. In order to succeed in
this objective, enterprises are expected to comply with several regulations and external driv-
ers. The term compliance is either a state of being in accordance with established guidelines,
specifications or legislation or the process of becoming so. In the legal system, compliance
usually refers to behaviour in accordance with legislation. Compliance in a regulatory context
is a prevalent business concern; in the Company compliance can be split into two areas 1)

compliance against external regulators and 2) compliance against internal regulators.

The information security and crisis management policies of the Company state that informa-
tion services must provide documented business continuity and disaster recovery plans. This
requires rigorous actions in order to ensure that business continuity arrangements will work
within critical timescales as planned. Corporate IT has responsibility for developing a frame-
work that includes plans and procedures for building resilience on such a level that it will
support business in a balanced manner. Given policies underline the importance of validation
of the agreed actions, therefore plans should be reviewed and tested on a regular basis and in

case risk levels have increased.

Sarbanes-Oxley Act (SOX), issued for U.S. legislation by the Securities and Exchange Commis-
sion (SEC), requires enterprises to document audit and use controls to ensure correctness of
the financial reporting. Common assumption is that continuity management is part of the SOX
control frame, however the standard clearly states that a company’s business continuity or
contingency plans have no effect on its current ability to report financial status. Though con-
tinuity management is not a mandatory control, daily backup procedures should be addressed

in management’s assessment of internal control over financial reporting. Appropriate backup
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and recovery procedures allow for proper control over the restoration process, ensuring the
integrity of the information; therefore it provides an important financial reporting control.
(Price Waterhouse Coopers 2004, 67.)

New York Stock Exchange (NYSE) Rule 446 (2004) requires that members and member organi-
sations must develop and maintain a written business continuity and contingency plan estab-
lishing procedures relating to an emergency or a significant business disruption. In addition,
each member or member organisation must disclose to its customers how its business continu-
ity and contingency plan addresses the possibility of a significant business disruption and how

the member or member organisation plans to respond to events of varying scope.

Security, internal control and risk management functions’ role is to ensure the implementa-
tion of the control framework according to relevant regulations and operating principles. As
the Company policies and external regulations require, the organisation should be able to
demonstrate its continuity capability, which also covers information systems. Beside the need
to comply with the regulations and policies, external groups are requesting information about
the current continuity status while securing their own delivery channel and business. As an
example, insurance companies regularly assess risk level as a part of insurance practice and

information system related risks are under this assessment.

Regulations, policies and best practices emphasize that IT continuity management and recov-
ery planning are two of the key controls in minimizing the loss of critical data and ensuring
continuous business processes. An important success factor for an external audit or assess-
ment is the organisation’s capability to provide fact-based information about effectiveness of
the controls and coverage over the company’s critical functions and its assets. Due to a con-
sistent and verified maturity model, the Company IT has the ability to deliver up-to-date fact-
based information about the capability of the IT services and systems to respond and recover
in case an incident occurs. In addition, demonstration about rigorous continuity management
system builds trust between the Company and its partners, not to forget co-operation with

the local emergency authorities.

From internal control, security, and risk management point of view, the maturity model has
provided an excellent tool whenever there has been a need to review and report IT continuity
capability to stakeholders. In addition, the continuity maturity model has been so effective
that it has been benchmarked also by other process areas and adjusted for their own use.
This may provide an excellent answer to the question “did the model bring any value to busi-

ness”?
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4.5 Value to individuals

What does the model provide for a single member of an IT community i.e. “What’s in it for
me”? This is a question we all would probably want to ask when we start working with new
tasks like IT continuity management. For the past three years the Author position has allowed
him to have constant communication with the IT service team members. This communication
has contained two main topics: 1) explaining to the new service managers what IT continuity
management is all about and why they need to do it 2) discussing and agreeing on a given

team member’s individual objectives and incentive planning.

The research revealed that the topic continuity management is a difficult subject for many.
Change resistance seemed to high at the start of communication but disappeared soon after.
Based on the feedback from the IT managers the workflow was easy to follow as the steps
were practical and target-oriented. The success criterion of each phase emphasizes the end
result and allows the person responsible to decide how to accomplish this result. According to
discussion with the IT managers in most of the cases the feedback about the model could
summarized in a words of “l understand what is expected from me and | can choose how to do
that”. This implies how important it is for the doers to control their own work in order get a

high level of commitment to the objectives.

Individual incentive planning is one of the most important reward systems in the Company.
From an individual’s point of view it is important that objectives can be set and measured
explicitly in order to avoid any interpretations about the level of achievements. Another im-
portant feature was that the objectives are fixed, not changed randomly. For both viewpoints
the maturity model provided a structured solution as IT continuity management objectives
are based on static and measurable success criteria. This transparent approach allowed IT
managers and their team members to include continuity management related tasks as a part

of the individual reward system.

5 Conclusions

The overall goal of this thesis was to review what kind of value the IT continuity maturity
model has brought to the target organisation and its business objectives. Based on the re-
search findings the model has worked as a catalyst for increasing awareness about continu-

ity management.

At the time of writing this, the maturity model has been used for three years and is a widely
adopted method of setting objectives and measuring success in continuity planning. The way

people communicate about the continuity capability demonstrates how well the model has
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been accepted among various interest groups in the IT organisation. It is notable that stake-
holders from business and IT management understand in a consistent manner the reported
maturity levels. When communication reaches a level where a single value and its implica-
tions are understood widely in the same way, it indicates a successful implementation of
a common model and terminology. It is safe to assume that one of the success factors for
the implementation was a simplified process model using terminology that is familiar for
most of the process-oriented teams instead of using business and IT continuity terminol-
ogy. This, in turn, made the simplified senior management reporting possible, as senior man-
agement understood the content of the report. Results indicate that this was the key for in-

creased management commitment and support for IT continuity management.

The maturity model was tightly linked to individual objective setting and the reward sys-
tem so it is natural to assume that using the maturity model the teams’ commitment to plan
and implement continuity solutions timely was increased. Recent observations among the IT
service units revealed that the IT service teams are interested in using the maturity model
as a part of their incentive planning. This kind of feedback increases confidence that the
model measures the right things also in people management level. Linking the model to the

reward system has also increased curiosity among other than the critical IT service teams.

Observations revealed that IT services that had reached maturity level 5 managed critical
incidents and recovery actions successfully in all reported cases. Even though the number
of incidents did not reduce remarkably, the number of critical incidents decreased as inci-
dents were handled in a timely manner before they could escalate to a serious level. In terms
of money, the correlation between the cost of downtime and maturity level was obvious: the
higher the maturity level, the lower the total cost of downtime. Thus, the IT continuity

management maturity model business benefits were realized on a very concrete level.

The success factor for the maturity model implementation was the way it connected IT ser-
vice teams’ incentive planning to completion of successful technical exercise and gained
the senior management’s attention. As an indirect consequence of this method the in-
creased management support enabled IT service teams to build solutions that prevent and
limit the critical incidents in practice. The inevitable conclusion is that the maturity model
(soft approach) had a positive effect on the designing of resilient information systems
(hard approach) and increased assurance of effective IT continuity management. Summa
summarum, maturity model did make a difference as it pulled the IT organisation into an IT

continuity management practice in which no other method had so far succeeded.

6 Discussion on results
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6.1 Achieved results

As the scope of this thesis was a large and relatively homogenous organisation, the observa-
tions may not apply to other organisations in a similar way. In order to validate the results
from this study, one should conduct a similar type of research in another organisation. By
extending this research to cover more than one organisation a researcher should be able to do
benchmarking between the organisations in scope. This may be somewhat challenging as,
based on my personal perception and experience on the field of business and IT continuity
management, maturity models are rarely used. Another challenge for doing this type of re-
search is that continuity management related information usually contains facts about the
company vulnerabilities and failures. This type of information is often treated as sensitive and
therefore cannot be published on a level that scientific publications require. This was also the
reason why | did not use statistics from the IT service reports. Although exact facts and fig-
ures had to be excluded from this thesis, | hope it will still provide insight about what bene-

fits maturity model implementation may provide for a company.

Although the research results were surprisingly positive, one question remains: could this
achievement have been reached without the IT continuity maturity model? In order to be able
to answer this question, the unique element of the maturity model that underlines its success
must be identified. In my opinion the key was the means to convert standard process into
pragmatic and measurable steps so that the whole concept was understood by the senior
management. To put it short, the model succeeded in drawing the management’s attention.
Regardless of the method, standard or language | strongly believe that any method will suc-
ceed if it has management support from the very start of implementation. Thus, this research
also reveals the necessary success factors for implementing any type of process. My conclu-
sion is that this achievement could have been reached by other means too as long as man-
agement support was secured. | believe that in order to design a working maturity model,
understanding of organisations’ management practices and the dynamic that motivates peo-

ple such as individual incentives is required.

6.2 Measured results

When discussing the results, it is sensible to take a few steps back and reflect on the results
using an objective measurement. This can be done by using a commonly accepted maturity
model originally created by P. Crosby in 1979 and later developed and maintained by Carne-
gie Mellon University and Software Engineering Institute. The Capability Maturity Model inte-
gration (CMMI for Services 2009) also known as CMMI is a collection of best practices from

government and industry. Over time, the model has evolved and the latest version is targeted
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to evaluate information and IT related process maturity levels reflecting the following indus-

try standards:

- Information Technology Infrastructure Library (ITIL)
- ISO/IEC 20000: Information Technology—Service Management
- Control Objects for Information and related Technology (CobiT)

- Information Technology Services Capability Maturity Model (ITSCMM)

CMMI highlights that the quality of a system or product is highly influenced by the quality of
the process used to develop and maintain it. In practise this means that the maturity level of
an organisation provides a way to predict its performance in a given discipline or set of disci-
plines, for example BS 25999 BS 25777 continuity standards. According to the standard, ex-
perience has shown that organisations do their best when they focus their process improve-
ment efforts on a manageable number of process areas at a time. The standard provides five
maturity levels, which are used to characterize organisational improvement relative to a set
of process areas, and capability levels to characterize organisational improvement. (CMMI for
Services 2009.)

On maturity Level 1 processes are usually ad hoc and chaotic. The organisation usually does
not provide a stable environment to support processes (CMMI for Services, 26). Reflecting this
definition, the Company IT continuity management model is far more sophisticated as it is

fully managed and organized.

On maturity level 2, projects, processes, work products, and services are managed. Process
adherence is periodically evaluated and process performance is shared with senior manage-
ment (CMMI for Services, 26). Reflecting the maturity level 2 definitions, the IT continuity
management evaluation proved that the process is managed as there are nominated people
whose responsibility it is to develop and implement the model. As demonstrated earlier, the
maturity model is used for management reporting providing information to senior manage-

ment on how the IT continuity management implementation is progressing.

On maturity level 3, rules are integrated into the current process portfolio. Processes are well
characterized and understood and are described in standards, procedures, tools, and meth-
ods. On maturity level 3, processes are described more rigorously than on maturity level 2. A
defined process clearly states the purpose, inputs, entry criteria, activities, roles, measures,

verification steps, outputs, and exit criteria. (CMMI for Services, 27.)

IT continuity maturity model is defined, documented and it provides tools for each process

phase. Roles and responsibilities are defined and, furthermore, there are clear verification
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steps in order to keep the quality of the process outputs on a desired level. In this case the
desired level is capability to respond to incidents and continue operations without interrup-
tions. Evaluation has proven that all the CMMI maturity level 3 requirements are carried out;

in some cases on a rigorous level, e.g. when it comes to technical exercise requirements.

On maturity level 4, the service providers establish quantitative objectives for quality and
process performance and use them as criteria in the managing processes. Quantitative objec-
tives are based on the needs of the customers, end users, organisations, and process imple-
menters. Quality and process performance is understood in statistical terms and is managed
throughout the life of the processes. Performance models are used to set performance objec-
tives for service provider performance and to help achieve business objectives. A critical dis-
tinction between maturity levels 3 and 4 is the predictability of process performance. On
maturity level 4, the performance of processes is controlled using statistical and other quanti-
tative techniques and is quantitatively predictable. On maturity level 3, processes are typi-

cally only qualitatively predictable. (CMMI for Services, 28.)

A fundamental part of the IT continuity maturity model is the ability to incorporate process
steps to the performance evaluation of people and teams. Based on the known performance
one can predict remaining assurance regarding the continuity capability. This information can
be used for setting new objectives with delivery time requirements. As demonstrated earlier,
the capability of the IT continuity maturity model was linked to the metrics that are used for

statistical analysis about the process effectiveness and realized benefits.

On maturity level 5, an organisation continually improves its processes based on a quantita-
tive understanding of the common causes of variation inherent in processes. A critical distinc-
tion between maturity levels 4 and 5 is the type of process variation addressed and accepted
by the organisation. In practice processes tend to evolve as other processes and renewed

requirements affect the model. (CMMI for Services, 28.)

IT continuity maturity model evaluation did not reveal how the continuity management proc-
ess variation is controlled. However, the study showed that the maturity model itself has had
an effect on other IT service processes. While writing this thesis, ITIL 3 implementation had
progressed to a stage where all IT service processes are integrated into one manageable en-
tity. That also includes the IT continuity management process. This raises a question and con-
cern whether ITIL 3 implementation will affect the maturity model. Initially the maturity
model was designed so that ITIL 3 was noticed among other standards. Due to consistency
between the ITIL 3 and the maturity model it is likely that the change will have a minimum
impact to the integrity of the maturity model and its capability to enhance continuity man-

agement execution. | am confident that the maturity model will remain intact when it en-
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counters pressure from process development. | believe that the biggest risks are the individ-
ual contributors who will promote the change based on their own preferences even if this
conflicts with recognized benefits. It is hard to predict the future, but | feel that as long as
the maturity model provides fact-based status information, guides the activities, and has a

link to individual level rewarding, the integrity of the model will be secured.

Based on comparison between CMMI maturity levels and the results of maturity model evalua-
tion results, a few conclusions can be drawn. First of all, CMMI level evaluation would not
succeed unless the relevant information was available. Positive reflection with the recognized
industry standard strengthens my opinion that this thesis managed to focus on the most rele-
vant topics and produce information that can be used for overall maturity evaluation. Second
and perhaps a more important observation was the fact that the current IT continuity man-
agement status has almost reached CMMI maturity level 5. Maturity evaluation provides accu-
rate and adequate amount of information to conclude that IT continuity management matur-
ity CMMI level is at least 4. Evaluation does not provide enough information to answer the
question if IT continuity management maturity model complies with the CMMI maturity level
5. The reason for this might be the fact that there has not yet been any major transformation
activity, the result of which could be used for the CMMI level 5 reasoning. However, as men-
tioned earlier, ITIL 3 change will provide the missing piece of information. After this we will
have an answer to the question whether IT continuity maturity model complies with the high-

est process maturity level.

My conclusion based on the results of this maturity model evaluation indicates strongly that
the model has reached a high maturity level. Considering this | do not see any reason to con-
tinue the action research and recommend closing the cycle and entering to new area of re-

search.

6.3 Limitations

As far as limitations regarding the research are concerned, it is the author’s perception that
the only substantial limitation was the Company confidentiality policy of information that
could not be shared. Due to this, statistics such as number of incidents, monetary figures,
exact numbers and value correlations cannot be shared in this thesis. Basically this means
that regardless of the research method, quantifiable data that reveal the actual capability of
the target organization is not available. This limits information sharing between the research
subject and the academic community. This does not however limit the publishing of the

model itself.
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Due to scoping of this research there is no indication that the use of the maturity model is
limited only for IT continuity management process or the type of organization. My initial opin-
ion is that the model could be relatively easily adjusted to fit other target orientated proc-
esses e.g. innovation process. The reason for this is the fact that the core of the model fol-
lows the basics of quality processes and common object orientated management principles.
However it is imperative that regardless of the processes the performance criteria should be
simple and connected to measurable actions so that doers know what they must accomplish.
Another question is would this approach increase quality and productivity in other process
areas like it does with the IT continuity management. | believe that the key is connection
between the maturity model and rewarding systems. If no such systems exist yet, the maturi-

ty model may provide the foundation for creating one.

7  Further research

The scope of maturity model is the IT service level continuity management where the stan-
dard unit of measurement is resiliency or recovery capability of an information system in
scope. Today’s information systems are integrated and more dependable on each other. This
will increase the need for end-to-end information flow continuity. As a result, single service
and system level continuity management may become obsolete. However, this raises another
question: will the IT continuity maturity model be flexible enough to be adopted into the

revised scope?

| believe that when the system integration has reached this level, the maturity model must
take a new scope and measure continuity of the end-to-end information flow. Extended ap-
proach may reveal the weakest link in the chain and thus steer senior management’s atten-
tion about where to focus resources. The fact is that information systems are already heavily
integrated. The complexity of IT system interdependencies and shared responsibilities over
the organisation boundaries prevent us to from creating the extended maturity model for IT
continuity management. In order to adjust maturity model to support end-to-end IT service
continuity management, in-depth knowledge about the systems’ interdependencies is the

next success factor for the maturity model evolution.

Next step after the end-to-end maturity model implementation could be towards the core
business processes. Example of a possible scope could be the commonly used Order-To-Cash
(OTC) process, which covers activities from customer ordering the product, fulfilment of the
order, product delivery, invoicing and payment collection. | believe that the core of the ma-
turity model phases would remain the same as in IT continuity management, but the perform-
ance criteria would need to be adjusted to fit with the scope. As an example, for OTC the

new unit of the measurement could be the sub-processes of the OTC process. The maturity
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model would probably meet similar organisational challenges as IT because each OTC sub-
process is managed in a different business unit. Distributed approach may increase “silo-
thinking” resulting in creation of business continuity plans with narrow scope. Such a plan
would surely serve the continuity objectives of each business unit but nothing more. If the
maturity model is not comprehensive, we may fail to ensure continuity of an end-to-end
process. My opinion is that in order to avoid risk of end-to-end process continuity failure,
maturity model should be managed by a process owner on the core process level i.e. OTC
level. This will not remove the responsibility of the business unit to implement business con-
tinuity management by using the maturity model, but it will ensure a holistic view over the

whole supply chain.

Comparing the continuity management maturity levels of two or more companies will raise
the challenge on a new level. The prerequisite for starting this kind of research is that all
units of analysis should be at the highest level of maturity; otherwise comparisons are practi-
cally impossible to make. Due to differences in size, industry, and company culture the ma-
turity models differ between various companies. This would probably be the major obstacle
to overcome in order to get consistent and comparable results. Another challenge is how to
get access to confidential information like incident reports that are needed for research pur-
poses, especially if the companies in scope are competitors. And even if access were granted,
would confidentiality constrain what could be published? Despite the challenges | believe that
this kind of research will confirm whether my theory about the maturity model as a catalyst
for improving continuity management is true or not. | am also confident that this type of re-
search may be useful not only for continuity management practitioners but also for the devel-
opment of other management practices and processes. Perhaps the most interesting case
could be based on testing continuity maturity model in a company that operates in a multi-
industry sector and has centralized corporate governance. This would be the most optimal
situation because the maturity model could be tested in different contexts. A centralized
management system may help to sell the research to all industry sectors and, in return, sen-
ior management may get comparable results about the corporate business continuity man-

agement maturity level.

The final and perhaps the most demanding area of research is to integrate the maturity model
into other processes e.g. innovation process, financial management or project management.
It would be interesting to find out if the maturity model would work as a catalyst for both
cyclic and linear processes. The first step could be to benchmark this maturity model to other
similar models and find out whether it is something unique that would provide a new standard

for management.
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Attachment: 2 Continuity planning process, linked to BCM life cycle model (Syrjanen 2009.)
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Attachment: 3 Objectives scorecard comparing initial performance metrics to mature level organisation. RTO= Recovery time objectives, RPO=Recovery
point objectives (Syrjanen 2009.)
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Attachment: 4 IT continuity maturity scorecard example. All numbers and values are pseudo information only for this case (Syrjanen 2009.)
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