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ABSTRACT

Theescalationofmobilebankingappshasdecongestedthebankinghall,especiallyindeveloping
countries,andthepenetrationofmobilebankingappsiscrucialforbothfinancialinstitutionsand
customers.ThisstudyreviewedexistingrelevantliteraturefromtheWebofSciencetopositionthis
studywellanddwelledonatheoreticalfoundationfortheexpositionoftheinterrelationoftrustand
privacyasanantecedentofmobilebankingappsecurity.Thequantitativemethodwasemployedon
bankingcustomers’datausingSmartPLS3.0versionwithdifferentdataanalysistechniquessuch
as structural equation modelling, multigroup data analysis, interaction effects, and importance-
performance analysis. This study results show the intervention of gender and education. It also
indicatesthattheorientationandpersuasionofbankingcustomerstothepointofhighertrustisa
determinantofsecurityassuranceofusingmobilebankingapps.Thisstudydiscussesthetheoretical
andmanagerialimpactswiththelimitationofthestudyandprojectsintothefuture.
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1. INTRoDUCTIoN

Theglobaldigitaltransformationhasrenewedmanybusinesssectors,buttheinterventionofmobile
bankingapphaspavedthewayfortheconvenienceandcomfortofmobilebankingusersduring
financialoperations.Theescalatingmobilebankingapphasdecongestedthebankinghall,especially
indeveloping countries, and thepenetrationofmobilebanking app is crucial for both financial
institutionsandcustomers.Forthebanks,theappisameansofintensiveengagementwithmobile
bankingappusersonthego,andtheubiquitousofmobilebankingappissignificantfortheusers
astheydointer-bankingtransfer,paybills,managedebt,creditcards,andcarryoutotherbanking
transactionswithclicks.

Mobiledevicessuchassmartphones,foldablephones,andtablets,asanantecedentofmobile
bankingapps,areincreasingtheircapability,functionality,andaccessibility.Forinstance,statistics
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showthatglobally,consumersdownloaded194billionappsin2018,spent$101billioninappstores,
andusedanaverageofthreehoursperdayonmobiledevices(AppAnnie,2019).Thisoutstanding
resultwhichisrareintheearlierdevicessuchasdesktopandlaptop,haveamanagerialimplication
inthebankingsectorasoneofthearmsthatbenefitsfromthesolutionthatmobilebankingapp
proffertotheusersandthesocietyatlargebyturningthetraditionalbankingtransactiontopaperless
transaction.Tobuttressthegrowthofmobilebankingapp,thefindingsofAppAnnie(2019)shows
thattimespentonappgrewby50percentfrom2016to2018whilethedownloadsincreasedby35
percentoverthesameperiod.

Withallthementionedopportunitiescomestheriskofmobilebankingappinsecurity.These
securityriskscouldbetheneedforprivacyassuranceandtrust.Thesecuritybattleisongoingbecause
theexistingvirusisbeingsolidified,andnewonesarespringingup.Thesecurityriskcanemanate
fromthecorruptapp,compromisedauthentication,lostorstolendevices.Thebankingconsumer’s
responsetosecurityandprivacyissuescouldalsobefearoftheunknown.

AccordingtoKumarandPandey(2017),understandingconsumers’behavior iscrucialfora
strategicmarketingplan.Eraslan, İç, andYurdakul (2016) also emphasizedcustomers’ feelings,
expectations,andusabilityofmobiledevicesintheirstudy.Thetrustingissuesbeganinthedaysofa
tradebybarterandwhenthebankingcustomersstoredtheircoinsandbillinvaultsandpersiststoday.

Today,researchershaveexaminedthesecurityrisksfromdifferentperspectives.Forexample,
Olkiewicz,Terebecki,andWolniak(2019)studiedthesecurityofinformationchannelsinbanking
servicesandrecommendedmodernmethodstoguaranteeinformationsecuritytothestakeholders
ofabank.Likewise,Olkiewiczetal.(2019)focussedonthebankingstakeholders,andSundaram,
Thomas,andAgilandeeswari(2019)discussedtheonlinesecurityofbankingcustomersthatuses
smartphonesandcomputersandconcludedthatsecurityofbankingtechnologydidnotdependon
electronicdevicessuchassmartphoneandcomputers.

Sincemobilebankingappisaglobalissue,Merhietal.(2019)andAbdullaevetal.(2019)carried
outacross-culturalstudyoftheintentionandsecuritychallengetousemobilebankinginAsianand
Europeancountries,andtheresultsoftheirstudyidentifiedtheinfluencerofthebehavioralintention
ofmobilebankingasperceivedprivacy,trust,habit,andperceivedsecurity.Alongthesameline,
Chin,Harris,andBrookshire(2018)usedabidirectionalapproachoftrustandrisktodeterminethe
factorsthatinfluencemobileappinstallationanddiscoveredtrustandsecuritytohaveasignificant
positiverelationshipwiththeintentiontoinstallthemobileappwhileriskandprivacyhadweak
andinsignificantrelationships.

Gender and education also play a crucial role in mobile banking app use. Alkhaldi (2019)
proposedamodelthatdeterminesthecustomer’suseofmobilebankingservicesandfoundthattwo
itemsfromtheTechnologyAcceptanceModel(TAM)performanceexpectancy,effortexpectancy,
anduserawarenessaffect theusers’ intention tousemobilebankingwhilegenderdidnotmake
anysignificantimpact.ThestudyofOjeniyiandAbdulhamid,2019confirmedtheimportanceof
awarenessinmitigatingtheriskassociatedwithbankingcustomers’passwordsinonlinebanking
transactions;NwoguandOdoh(2015)alsocontributetotheexistingliteraturebyemphasizingthe
importanceofuser’seducation.

Theexistingliteraturereviewedshowsanationalgapforanempiricalstudywithatheoretical
framework. This study intends to answer the following research questions: (1) How do privacy
assuranceandtrustperceptionaffectmobilebankingappsecurity?(2)WhyisGenderanessential
variableformobilebankingappsecurity?(3)Howdoeseducationfactorcontributetothesuccessof
mobilebankingappsecurity?Further,thestudyutilizedquantitativemethodologyandanalyzedthe
datawithSmartPLS3.0throughStructuralEquationModelling(SEM).Thefirstsectionofthestudy
introducedthemobilebankingapp.Thesecondsectionexplainedindetailwhatothershavedoneina
mobilebankingapp.Sectionthreedescribedthemethodologyemployed.Sectionfourshowcasesthe
studyfindings,andthefinalsectiondiscussesthetheoreticalcontribution,managerialimplications,
studylimitations,andfutureresearch.Theresultsshowthattrustandprivacyarethedeterminantsof
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securedmobilebankingappsandtrustisahigherpredictorthanprivacyintheNigerianmobilebanking
context.Also,gendermediatesbetweenprivacy,trust,andmobilebankingappsecurityandinteract
withprivacyandsecurity.Thisstudyfinallydiscusseditslimitationandproposedfuturestudies.

2. LITERATURE REVIEw AND HyPoTHESIS DEVELoPMENT

2.1 Mobile Banking App Security Threats
Regarding the security threats that exist from the use of the internet, Sundaram, Thomas, and
Agilandeeswari(2019)investigatehowbanks,throughtheuseoftheinternet,arepronetosecurity
risksduetothedevicesthebankingcustomersuse.Thestudyalsoexaminedthesolutionsprovided
andthefactorsrelatedtosecurityissuesinelectronicbankingdevicesinthepastsixyears.They
suggestedthatsmartphonesandcomputersdonotcontributetothebank’ssecurityissues,butrather
theusers,serviceproviders,andthebankshouldbeuptothetaskoftacklingtheissues.Inmobile
devicesecuritystudy,itispertinenttounderstandtheviewsofusersontheapprisk,andCen,Kong,
Jin,andSi(2015)usedtheopinionoftheactualusertoviewtheriskassessmentofanappasa
crowdsourcingproblemandadopttherankingmodelasanevaluationmethod.Aco-trainingscheme
wasdevelopedtoamalgamatefeaturelearningtorankmodel.

Isthereanythingelsetoconsiderwhenexaminingthechallengesofmobilebankingappsbesides
security? Merhi et al. (2019) used a conceptual framework by extending the Unified Theory of
AcceptanceandUseofTechnology(UTAUT2)toinvestigatethecriticalfactorsthatmayimpedeor
facilitatetheadoptionofmobilebankingservicesinacross-culturalcontext.Thestudyincorporates
trust,security,andprivacy,andtheresultsrevealedthathabit,perceivedsecurity,perceivedprivacy,
andtrustinfluencedthebehavioralintentiontowardsadoptingmobileservicesforbothLebanonand
Britishconsumers.PerformanceExpectancywasalsoasignificantpredictorintheirstudy.

Further,Srinivas,Das,andKumar(2019)investigatedtheimportanceofvariouscyberdefense
standardsandcybersecurityframeworkarchitectureinprotectingvariousorganizations’systemsand
informationfromcyber-attackinresponsetothissecuritychallenge.Theyalsotalkedaboutusingthe
nationalcybersecuritystrategyandgovernmentpoliciestosecureandprotectcybersecurity.Hackers
usedCommand-and-Control(C&C)serversasatypeofmobilemalwaretogainroot-levelaccess
andexecute instructions froma remote server,posinga significant threat toHomelandsecurity,
accordingtoSeoetal.(2014).TheauthorsusedDroidAnalyzertoidentifypotentialvulnerabilities
inAndroidapps.

According to Deypir and Horri (2018), antivirus programs on Android can detect malware
basedontheirsignaturebutcannotdetectzero-dayviruses.Theauthorsdevelopedanewmetricfor
estimatingthesecurityriskofuntrustedappbasedondistancestomaliciousandnon-maliciousapp
instances.Usingthedatasetdemonstratesthatthenewmetrichashigherdetectionrates,anditis
moreeffectivethanpreviousmetricsbasedonriskscoremeasurement.

2.2 Mobile Banking App Security Benefits
Duetotheubiquitousmobilephone,mobilebankingappshavesomeadvantagesoverconventional
bankingsystemsinsecurityandcontrol.Basaretal.(2019)opinethatmobiledeviceprotectionagainst
anintruderisessentialforthesecurityandprivacyofitsusersandrecommendssecureauthentication
asaviablesolution,whileMačeketal.(2019)proposedasecuremodularauthenticationframework
regardingirisbiometrics.Wheneverthereismorethanthreetimesloginattemptonamobilebanking
app,itwillautomaticallylocktheappasasignofintrusion.Thissecuritytechniqueisabenefitof
informationsecurityformobilebankingusers.Also,mobilebankingappspavethewayforreal-time
fraudmonitoringandfacilitatesecureencryptionforuserinformationprotection.Mobilebanking
appsbenefitfromauthenticationforproperidentificationofmobilebankingusers’passwordsand
devices.Additionally,theuser’smoneyprotectionispossiblethroughfirewalls.



International Journal of E-Adoption
Volume 14 • Issue 1

4

2.3 Mobile Banking App Trust
Inresponsetothequestionofwhetherbehaviorplaysasignificantroleinsocialties,Bapna,Qiu,and
Rice(2016)statedthattheresearcherseeksadeeperunderstandingofthefundamentalconstructs
ofhumanbehaviorsuchastrust,forgiveness,andtheirlinkagetosocialtiesduetotheincreasing
importanceoftheonlinesocialnetwork.UsingdatafromtheFacebookAPI,theauthorsmeasured
thesocialtiesthatconnectthestudy’sintention.Theseparatedinstrumentaltrustfromstaticintrinsic
trustrevealedhowthelevelofinstrumenttrustandforgivenessandtheeffectsofforgivenesson
preventing futuredefectionsdiffered according to the strengthof social ties.The findings show
thattrustinsocialrepeatedplayishigherthantrustlevelinanonymousplayandthatforgivenessis
essentialinfacilitatingcooperativeequilibrium.

ByconductinganexplanatorystudyandcustomizingtheFacebookapplication,Bapna,Gupta,
Rice, andSundararajan (2017) attempt to understandhow social ties are linked to an economic
measureoftrust.Theyusedaninvestmentgametoexaminetherelationshipbetweenobservedtrust
andthree“revealedpreference”tiestrengthmeasuresandidentifylatentheterogeneityamongthe
subjectsused.Thestudydemonstratesthatthetraditionalmeasureofdyadictrust,widelyusedinthe
physicalworldandsocialnetworks,maynotalwaysbeaneffectivepredictorofdigitaltrustbecause
notallonlinesocialtiesarecreatedequal.

Also,Benbasat,Gefen,andPavlou(2010)extended theemerging trendand identifiedsome
ground-breakingperspectivesonthestudyoftrustbyexploringnovelaspectsoftrustinnewandunder-
researchedIScontext.Probingtherelationshipbetweentrustandsatisfactionofcustomers,Fanget
al.(2014)mentionedtheinitialonlinepurchasecontextusedtounderstandtheeffectsofinstitutional
e-commercemechanismsoftrustandonlinepurchasetraditionally.Theauthorsextendedthework
done in literature by introducing an essential moderator Perceived Effectiveness of Institutional
E-commerceMechanism(PEEIMS),totherelationshipbetweentrust,satisfaction,andrepurchase
intention.ThefindingsshowthatPEEIMSnegativelymoderatestherelationshipsbetweentrustinan
onlinevendorandonlinecustomerrepurchaseintentionwhilepositivelymoderatingtherelationship
betweencustomersatisfactionandtrust.

Still,Dimoka(2010)observesthelocation,timing,andlevelofbrainactivitythatunderpins
trustanddistrust,aswellastheirunderlyingdimensions,whenitcomestotrust.Theauthor
supplemented a psychometric measure of trust and distrust with a functional neuroimaging
(fMRI)tool.Thefindingsindicatethattrustanddistrustactivatedifferentbrainareasandhave
differenteffects,whichexplainswhytrustanddistrusthavedistinctconstructsassociatedwith
differentneurologicalprocesses.

Giventhatgendercanserveasabasisfortrust,Riedl,Hubert,andKenning(2010)usedfunctional
magneticresonanceimagingtoinvestigatewhywomenandmendifferintheirtrustdecisions(fMRI).
Theresultsshowthatwomen’sbrainareasaremoreactivatedthanmen’s, indicatingthatgender
differencespredictneuralinformationprocessingmodes.Italsodemonstratestheimplicationsfor
informationsystemsresearchandmanagement.

Examiningwhetheronlineshoppingisdependentononlinetrust,Gefen,Karahanna,andStraub
(2003) examined the factors that build online trust in an environment devoid of typical human
interactionbyintegratinganactuale-vendoranditsITwebsiteinterface,whichisattheheartof
onlineshopping.Thisinvestigationleadstoconfidenceinunderstandingtheseconstructsandtheir
connectionstobehavior.Thefindingsindicatethatonlinetrustisbasedonthebeliefthatthevendor
hasnothingtogainbycheatingandthatasafetymechanismisbuiltintothewebsite,withastandard
interfaceandaneasy-to-use interface.This studyhypothesized,basedon thediscussionof trust
issues,that:

H1:ThereisapositiverelationshipbetweenTrustandSecurityofMobileBankingApps.
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2.4 Data Privacy for Mobile Banking App
Given the relationship between anonymity and profit maximization, is it possible for the
firmtomaintainanonymitywhileincreasingprofits?Contizer,Taylor,andWagman(2012)
respondedtothisquestionandusedamodelthatcanassistthefirminrecognizingandpricing
discriminationagainst its formercustomerswhile theconsumersmaintain their anonymity
atsomecost.Theyalsodemonstratedthatfirmscanearnahighprofitwhenconsumerscan
maintaintheiranonymityforfreeandthatconsumerscanbebetteroffuptothepointwhere
maintainingtheiranonymityiscostly.

Whatarethebenefitsofcustomersdisclosingpersonalinformation?White(2004)attemptsthis
questionandinvestigatesconsumers’motivationsfordisclosingpersonalinformationtorelationship-
seekingmarketers,theimpactofconsumers’perceptionoftherelationship,thebenefitofferedto
thembymarketersinexchangeforsuchinformation,andthetypeofinformationrequestedfrom
consumers.Accordingtothefindings,consumersfindprivacy-relatedinformationforcustomized
benefitsofferingappealingbutembarrassinginformationunappealing.

Lowry,Cao,andEverard(2011)statedinthesameveinthatmostusersfinditchallengingto
revealpersonal informationtoothers.Toinvestigateandvalidate therelationshipsbetweenSelf-
disclosuretechnologyuseandculture,theauthorsproposedamodelbasedonsocialexchangetheory.
Theyalsoinvestigatedtheeffectsofcultureoninformationconcerningprivacyandthedesirefor
onlineinterpersonalawareness,whichcaninfluenceattitudestowardanactualuseofself-disclosure
technology.Theresultsshowthatthecross-culturaldimensionisessentialforinformationwithprivacy
concernsandthedesireforonlineawareness,whichalsoserveasfactorsforattitudestowarditsusage
andactualuseofinstantmessaging.

Moreover, Anderson (2017) stated that organizations operate in a highly interconnected
environmentandareprimarilyfacedwithbalancingtheprotectionofinformationresources.The
authorsproposedaninformationsecuritycontroltheorytoexplainandmanagethistensionadequately.
Asaresult,thereisaconflictbetweentheexpectedbenefitsandthesecurityrisksassociatedwiththe
informationsharingprocessinmanydomains,includingbusiness,healthcare,lawenforcement,and
themilitary.Thestudyfoundthatthetheoryprovidesagoodframeworkfordevelopinginformation
securitypoliciesandreconcilingthetensionbetweeninformationsharingandprotectioninvarious
businessdomains.

Martin, Borah, and Palmatier (2017) used a conceptual framework based on gossip theory
to linkcustomervulnerability toadverseperformanceeffects.According to thestudy’sfindings,
transparencyandcontrolinthefirm’sdatamanagementpracticescanmitigatetheadverseeffectsof
customerdatavulnerability.Usingreal-lifedatademonstratesaconsistenteffectacrosssometypes
ofacustomer’sdatavulnerability,confirmingthatviolationandtrustmediatetheeffectsofdata
vulnerabilitiesonoutcomes.

Manyfactorsinfluencemobilebankingcustomers,butcanadatabreachaffecttheirloyalty?
Janakiraman,Lim,andRishika(2018)examinetheeffectsofamulti-channelretailer’sDataBreach
Announcement(DBA)oncustomerbehaviorusinganaturalexperimentandindividualcustomer
transactiondatafromtheretailertoobtainacomprehensiveandsystematicempiricalexaminationof
theeffectsofDBAoncustomerspendingandchannelmigrationbehavior.Theauthorcomparedthe
treatmentgroupsandcontrolgroups’changesincustomerbehavior(beforeandafterDBA).Customers
withhigherretailerpatronageforgivethemost,accordingtothestudy,becausethenegativeeffectof
theDBAislowerforcustomerswithhigherpatronage.Theseprivacydiscussionsemphasizedhow
privacycanmakeorbreakabank’sexcellentrelationshipwithitscustomers.Thisstudyhypothesized,
basedontheprivacyargumentoftransparency,that:

H2:ThereisapositiverelationshipbetweenPrivacyandSecurity.
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2.5 Gender
Usingageandgenderdifferencestobridgethegap,LianandYen(2014)investigatedolderconsumers’
motivationsandbarrierstoonlineshopping.Todetermineifyoungerconsumerstendtoshoponline
forperformanceexpectations,orsocialinfluence,theyinvestigatedtheonlineshoppinghabitsof
differentagegroups.Itwasalsofoundthattherewerenogenderdifferencesregardingolderadults’
driversandbarriers.

Tounderstandhowonlineconsumersmakedecisionsaboutrepurchase,Fang,Wen,George,
andPrybutok(2016)looktoinvestigatetheimpactofgenderandageonperceivedvalue.Itwas
discoveredthatbothageandgenderaffecttheintentiontoreturnanitemonline;thisrelationship
wasmoderatedbyhowmuch-perceivedvaluetherewas.Aplausibleinferenceisthattrustpropensity
andgenderinfluenceperceivedbenefitsandrisksonuserbehavior,asshownbyChen,Yan,Fan,
andGordon(2015).Trustpropensityandgenderappeartohaveasignificanteffectonthestrength
ofintentionstopurchase.

Are there gender-based differences in the online shopping attitudes of consumers? Shuman
(2010)appliedgenderdifferencesinattitudestowardsonlineshoppingtoidentifythefactorsthat
influenceonlineshoppingbehavior.Thestudyrevealedthatfemalesplaceahighervalueonshopping
onlinethanmales.Themoderatingeffectsofinconsistentproductreviewsongenderattitudeswere
studiedbyZhand,Cheung,andLee(2014),whoexaminedthetheoryofreasonedaction,trust,and
informationprocessingresearchasitappliestogenderdifferences.Consumersexposedtoinconsistent
reviewsexhibitedamoresignificantinfluenceonpurchaseintentionsforfemalesrelativetomales.

Socialnorms,perceivedenjoyment,andrelationshipsmoderatetheimpactofgenderonadopting
thee-commercesystem.Inthefemalegroup,theinfluenceofsocialnormswasmoresubstantial,and
inthemalegroup,enjoymentwasmorerobust.Taipale,Kuoppamaki,andWilska(2017)studythe
roleofmobiletechnologiesinonlineshoppingandentertainment.Thefindingsshowthatmobile-
basedonlineshoppingworksbestwithspecificdemographicssuchasage,highereducation,and
householdtype,whileageandgendercanpredictwhatonemaywishtopurchase.

Davis,Smith,andLang(2017)estimatedtheeffectsofpeople’sperceptionoftheironlineand
offlinegenderbehaviorsononline shoppingmotivationandpurchase intentions,which, in turn,
affectthenumberofpeoplewhoengageinonlineshopping.Theresultsshowedthattheconsumers’
perception of their gendered behavior on online shopping motivation significantly impacted
determiningwhethertherewasasignificanteffectonpurchaseintentions.Thisrelationshipismediated
bygender.Inotherwords,females’onlinebehaviorsplayamoresignificantroleintheireveryday
livesthanmales’.Manyscholarsareactivelyengagedinalivelyacademicdebateonwhethergender
isacriticalcontrolvariable,and their findingsshowthatgenderdoesnotaffect themediatoror
moderatorvariablesintheirstudies.Theirstudydemonstratedthatmalesandfemalesseeprivacy,
trust,andsecurityissuesdifferently.Basedonthesynthesizedliterature,thisstudyhypothesizedthat:

H3:MaleperceptiononPrivacyispositivelyrelatedtoSecurityofmobilebankingapps.
H4:FemaleperceptiononPrivacyispositivelyrelatedtoSecurityofmobilebankingapps.
H7:MaleperceptiononTrustispositivelyrelatedtoSecurityofmobilebankingapps.
H8:FemaleperceptiononTrustispositivelyrelatedtoSecurityofmobilebankingapps.

2.6 Education
Customereducationiscriticalforquickresponsetosecurityissuesinonlinebanking,especiallywhen
usingamobilebankingapp.Forcommunicationflow,customerenlightenmentisdirectlyrelatedto
educationlevel.Thereisalotofsecurityinformationouttherethesedays,andtokeepcustomersfrom
becomingconfused,security,privacy,andtrustorientation,andregularcommunicationarecrucial.
Tschanzetal.(2013)discoveredthattheimpactofstressfullifeevents(SLE)oncognitionvaries
byeducationandage,buteducationdidnotmoderatethebodymassindexandmentaldisordersin
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thestudyofMcCreaBergerandKing(2012).Theirstudy,however,establishedtheageandgender
differences.

Theproblemofcustomerignoranceissolvedbyrelevantknowledgeandexposuretotheright
informationattherighttime.AccordingtoUkpabi,Karjaluoto,Olaleye,andAbass(2019),mobile
bankingserviceprovidersshouldplan forcustomereducationattainment. Inaddition, JoBitner,
Faranda,Hubbert,andZeithaml(1997)presenttheroleofcustomersincreatingandensuringquality
andproductivityinserviceexperiencesviamanagerialdecisionmakingandprovideaguidetoenable
goodresearchoncustomerparticipationinservice.

Everymarket’sprimarygoalistomeettheneedsofitscustomers.Asaresult,Altetal.(2018)
identifiedcustomerorientationasakeyforcompaniestobecompetitiveinthemarketbyimplementing
conceptssuchaspersonalization,one-to-onemarketing,masscustomization,andco-creationtomeet
thedemandsofcustomers’demandstheofferingsofcompanies.

EisingerichandBell(2006)presentedamodelbasedoneducationthatexaminedtherelationship
betweencustomereducation,participation,andproblemmanagementindrivingcustomerloyalty.
Accordingtotheirfindings,customereducationisthemostpowerfulpredictorofclientloyalty.

Itiscriticaltounderstandthefactorsinfluencingcustomersatisfaction.Hult,Sharma,Morgeson
III,andZhang(2019)demonstratesignificantpurchase-channeldifferencesintheantecedentsof
customersatisfactionandtheirsubsequenteffectsoncustomerloyaltyusingtheAmericanCustomer
SatisfactionIndex(ASCI)model.Theyalsodiscoveredthatsomecustomerdemographicsandbroader
productcategoriesinfluencethedifferences.Theeducationargumentemphasizeditseffectivenessin
termsofprivacy,trust,andsecurity.Asaresult,thefollowinghypothesiswasproposedinthisstudy:

H5:Less-educatedperceptiononPrivacyispositivelyrelatedtoSecurityofmobilebankingapps.
H6:Well-educatedperceptiononPrivacyispositivelyrelatedtoSecurityofmobilebankingapps.
H9:Less-educatedperceptiononTrustispositivelyrelatedtoSecurityofmobilebankingapps.
H10:Well-educatedperceptiononTrustispositivelyrelatedtoSecurityofmobilebankingapps.

Figure 1. Mobile banking app security framework and hypotheses
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3. METHoDoLoGy

3.1 Study Sampling
Thisstudyusedaconveniencesamplingmethodtoreachthegroupoftabletusers.InNigeria,244
questionnairesweredistributedtobankingcustomerswhousetablets.Outof244questionnaires,
194werereturned,andfivewereremovedduringthedatacleaningprocesswithMicrosoftExcel
formissingandincompletevalues.

Thisquantitativestudyemploysvariousdataanalysistechniques,includingstructuralequation
modeling,multigroupdataanalysis,interactioneffects,andimportance-performanceanalysis.This
study focusesonNigerianbankingcustomerswhouse theapp for transactions.The surveywas
carriedoutintheWesternpartofNigeriabecausetherearemoremobilecommercemerchantsand
vendorstherethaninothergeopoliticalzones.Thestudyemploysapaperquestionnaireratherthan
anonlinesurveybecauseoftheerraticpowersupplyandlowInternetavailabilityinNigeria.The
westernpartbecameanoptionduetotheliteracyofthezone’sresidents,whichallowsforaccessible
communicationinEnglish.

Thedatacollectedhasaresponserateof79.5percent.Amongthequestionnairesdistributed,
n=189responseswererelatedtothestudy’sobjectives:customerswhousemobilebankingapps
ontheirtablets.Thepreviousstudytaughtusthateachmobilechannelisdistinct(Olaleye,Sanusi,
Mark,andSalo,2019).Thedemographicsoftheresponsesthereare123(65%)maleand66(35%)
femalerespondents,aswellas89(47%)LessEducatedand100(53%)respondentsfromthestudy
(seetable6).ThisstudyusedstructuralequationmodelingwithSmartPLS3.0toanalyzethedata
frommobilebankingapps.ThecurrentstudyvalidatedSmartPLS’sutilityforPartialLeastSquare
StructureEquationModeling(Hair,Ringle,andSarstedt,2011).

3.2 Adapted Instrument
Thisstudyusedquestionsfrompreviousstudiestoachievegoodreliabilityandvalidityresults.The
studyadopts four items fromFlaviánandGuinalu’s (2006) studyon“consumer trust, perceived
security,andprivacypolicy:threeessentialelementsofwebloyalty”forthelatentvariableofTrust.
Withfouritems,italsoadaptsFlaviánandGuinalu’s(2006)privacyandsecurityquestions.The
studyusedtwodependentvariables:Trustandprivacy,withsecurityastheindependentvariable.
Also,Genderandeducationarethemoderatingvariables.Alltheitemswereloadedcorrectlyintheir
respectiveconstructs(Table3).ThetotalsamplesizeforGenderwasdividedintotwogroupsofmale
andfemale.Likewise,educationwasdividedintotwogroupsoflessandwelleducatedthroughthe
multigroupfeatureofSmartPLS(Table1).

4. RESULT

Thedegreeofreliabilityinthisstudy’sassessmentmethodsremainsconstantandsteady.Theresults
from the reliability analysis can be trusted. In Cronbach Alpha and Composite Reliability, the

Table 1. Demography statistics

Items (n=189) Freq. %

Male 123 65

Female 66 35

LessEducated 89 47

WellEducated 100 53

Note: This table shows the demography statistics of mobile banking app security participants.
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Table 2. Constructs and items used for the study

Trust Flavián and Guinalíu (2006)

TR1 Thecompanyprovidingthebankingmobileappwouldbetrustworthyinhandlingmyinformation.

TR2 Thecompanyprovidingthebankingmobileappwouldtellthetruthandfulfillpromisesrelatedto
theinformationprovidedbyme.

TR3 Itrustthatthecompanyprovidingthebankingmobileappwouldkeepmybestinterestsinmind
whendealingwithmyinformation.

TR4 Thecompanyprovidingthebankingmobileappisingeneralpredictableandconsistentregarding
theusageofmyinformation.

Privacy Flavián and Guinalíu (2006)

PR1 Ithinkthisbankingmobileappshowsconcernfortheprivacyofitsusers.

PR2 IfeelsafewhenIsendpersonalinformationtothisbankingmobileapp.

PR3 Ithinkthatthisbankingmobileappwillnotprovidemypersonalinformationtoothercompanies
withoutmyconsent.

PR4 Ithinkthisbankingmobileappabidesbypersonaldataprotectionlaws.

Security Flavián and Guinalíu (2006)

SE1 Ithinkthisbankingmobileapphasmechanismstoensurethesafetransmissionofitsuser’s
information.

SE2 Ithinkthisbankingmobileappshowsgreatconcernforthesecurityofanytransactions.

SE3 Ithinkthisbankingmobileapphassufficienttechnicalcapacitytoensurethatnootherorganization
willsupplantitsidentityontheinternet.

SE4 WhenIsenddatatothisbankingmobileapp,Iamsurethattheywillnotbeinterceptedby
unauthorizedthirdparties.

Table 3. Factors loadings of Constructs and their items measurement

Privacy Security Trust

PR1 0.85

PR2 0.90

PR3 0.89

PR4 0.88

SE1 0.90

SE2 0.93

SE3 0.93

SE4 0.92

TR1 0.88

TR2 0.92

TR3 0.94

TR4 0.88

Note: This table illustrate the factors and their loadings. All the items loaded under their latent variables had conformed to the threshold of 0.5.
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consistencyoftheitemsisdemonstrated.TheauthorsofHairJr,Sarstedt,Hopkins,andKuppelwieser
(2014)statedthatcompositereliability,whichassumesvaryingindicatorloadingswithinapopulation,
isabettermethodforevaluatingreflectiveoutermodelsforinternalmodelconsistencyreliability
thanCronbachalpha,asitconsidersthenumberofitemsinascale.WitjaksonoandSaputra(2019)
alsodiscoveredthataccurate,validtestitemsareessential.

Thethresholdforeveryitemloadingisreached,whichis0.5(seetable3).Conformingtothe
verdictof0.7 is thereliability testofCronbach’salpha,whichexplains therelationshipbetween
latentvariablesandmanifestindicators(Hair,Ringle,andSarstedt,2011;WitjaksonoandSaputra
2019).Additionally,therhoAshowsthatthelatentvariablesaremoresignificantthanthethreshold
of0.7andtheAverageVarianceExtractedforPrivacy,Security,andTrust(seetable4).Apositive
correlationisdemonstratedinthediscriminanttablewhendetermininghowtrustworthinessrelates
toprivacy,security,andsecurity(seetable5).

ThereisapositiverelationshipbetweenTrustandSecurity,thatis,Trust->Securitywitht=
3.798,theresultissignificantwithp<0.01(seefigure3).Forf,amoderateeffectexistsbetween
trustandsecuritywiththethreshold(0.15-0.35),whileforq,aweakeffectexistsbetweenTrust
and Security with the threshold (0.02 - 0.15). There is a positive relationship between Privacy
andSecurity,thatis,Privacy->Securitywitht=3.014,theresultissignificantp<0.01.Forf,a
weakeffectexistsbetweenPrivacyandSecuritywiththethreshold(0.02-0.15),andforq,aweak
effectexistsbetweenPrivacyandSecuritywiththethreshold(0.02-0.15).Regardingimportance-
performanceanalysisresultsoftrustandprivacytosecurity,theresultshowsthattheperceptionof
therespondentsonprivacyismoreimportant(74%)thantrust(72%),whiletrustperformedbetter
(0.51)thanprivacy(0.43),accordingtotherespondents’perception.Overall,thedependentsecurity
variablewasimportant(71%);seetable7andfigure4.

4.1 Results of Hypotheses Testing
ThereisapositiverelationshipwiththemaleperceptionofPrivacyconcerningSecurity, that is,
Privacy*Male-> Security, t = 2.63; the result is significant with p < 0.01. There is a positive
relationshipwiththefemaleperceptionofPrivacytoSecurity,thatis,Privacy*female->Security,t=
2.56,theresultissignificantwithp<0.01.Thereisapositiverelationshipwiththemaleperception
ofTrustwithSecurity,thatis,Trust*Male->Security,t=2.56,theresultissignificantwithp<0.01.
ThereisapositiverelationshipwiththefemaleperceptiononTrusttoSecurity,thatis,Trust*Female->

Table 4. Model quality metrics

Cronbach’s Alpha rho_A Composite Reliability Average Variance Extracted (AVE)

Privacy 0.90 0.90 0.93 0.77

Security 0.94 0.94 0.96 0.84

Trust 0.93 0.93 0.95 0.82

Note: The table shows the quality criteria of the latent variables. All their values reach the threshold of 0.5 and 0.7.

Table 5. Construct correlations

Privacy Security Trust

Privacy 0.877

Security 0.790 0.918

Trust 0.864 0.803 0.905

Note: Bolded diagonal values represent the square root of Average Variance Extracted (AVE) and latent variable correlations
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Figure 2. Result tested hypothesis of Mobile banking app (Note: This shows the result of the hypothesis of mobile banking apps 
theoretical framework)

Table 6. Mobile banking app path coefficient and hypotheses results

Hypotheses Path Coefficient f Q STD 
Mean STD T 

Values P Values Status

H1 Trust->Security 0.18 0.09 0.476 0.125 3.798 0.000 Yes

H2 Privacy->
Security 0.11 0.05 0.381 0.126 3.014 0.003 Yes

Note: Two-tailed significance levels (***p<0.001; **p<0.01)
f and Q Thresholds: 0.02 - 0.15 weak; 0.15 - 0.35 moderate effect; >0.35 strong effect

Table 7. Gender and education moderation analysis

Hypotheses Path Coefficient t-Values p-Values Status

H3 Privacy*Male->Security 2.63 0.01 Accepted

H4 Privacy*Female->Security 2.56 0.01 Accepted

H5 Privacy*LessEducated->Security 3.86 0.00 Accepted

H6 Privacy*WellEducated->Security 2.16 0.03 Accepted

H7 Trust*Male->Security 2.56 0.01 Accepted

H8 Trust*Female->Security 2.87 0.00 Accepted

H9 Trust*LessEducated->Security 6.06 0.00 Accepted

H10 Trust*WellEducated->Security 1.67 0.10 NotAccepted

Two-tailed significance levels (***p<0.001; **p<0.01; *p<0.05)
Note: this table shows the hypothesis decision
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Security,t=2.87,theresultissignificantwithp<0.01.Thereisapositiverelationshipwiththe
LessEducatedperceptiononPrivacyaboutSecurity,thatis,Privacy*LessEducated->Security,t=
3.86,theresultissignificantwithp<0.01.ThereisapositiverelationshipwiththeWell-Educated
perceptiononPrivacyconcerningSecurity,thatis,Privacy*WellEducated->Security,t=2.16;the
resultissignificantwithp<0.01.ThereisapositiverelationshipwiththeLessEducatedperception
onTrusttoSecurity:Trust*LessEducated->Security,t=6.06;theresultissignificantwithp<0.01.
ThereisanegativerelationshipwiththeWell-EducatedperceptiononTrustwithSecurity:Trust*Well
Educated->Security,t=1.67;theresultisnotsignificantwithp>0.10,seetable8andfigure1-2.

GenderdoesnotmoderateSecurity, that is,Gender ->Security, t=0.676, the result isnot
significantwithp>0.01.PrivacymoderatesSecurity,thatis,Privacy->Security,t=15.699,theresult
issignificantwithp<0.01.Also,theGendermoderatePrivacyandSecurity,thatis,Privacy*Gender
->Security,t=2.381,theresultissignificantwithp<0.05,seetable9.

5. DISCUSSIoN

Securityhasbecomeanissueofconsiderationwhileusingamobilebankingapp.Theconsequenceof
unsecuredmobileappshasbecomearackingpainforallbankingstakeholders.Thisstudydeveloped
amodeltoinvestigatetherelationshipbetweenmobilebankingapptrust,privacy,andsecurity.Ina
developingcountrycontext,trustandprivacyasantecedentsofsecurityserveasindependentvariables

Table 8. Moderation result

Path Coefficient STD. Mean STDEV T Statistics P Values

Gender->Security -0.031 0.046 0.676 0.499

Privacy->Security 0.752 0.048 15.699 0.000

Privacy*Gender->Security 0.114 0.048 2.381 0.017

Two-tailed significance levels (***p<0.001; **p<0.01; *p<0.05)
Note: this table shows results from the moderation result

Figure 3. Interaction effects (Note: this shows the interaction effects between Men and Women on the perception of low and high 
privacy of mobile banking app security)
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thatpredictmobilebankingapps’security(dependentvariable).Asidefromthedirectrelationship
oftrust,privacy,andsecurity,thestudyalsolookedatthegrouprelationshipofgender,education,
andtheproposedframeworkoftrust,privacy,andsecurity,aswellasgenderinteractioneffects.

ThecombinationofPrivacy,Trust,andSecurity(PTS)inthisstudyalignswiththestudyof
Akrametal.(2017)astheysuggestauser-centricecosystemfordevicesthroughPTSasapresentand
futuresolutiontoemergingtechnologieschallenges.Thisstudyshowcasesasimpledirectrelationship
modelofconfidencefactors:trustandprivacy(Olaleye,Oyelere,Sanusi,andAgbo,2018)andthe
securityofmobilebankingapps.

5.1 Theoretical Contribution
This study contributes to the security literature in four ways. First, the study contributes to the
literaturebyshowingtherelationshipofconfidencefactorsoftrustandprivacyrelationshipwiththe
securityofmobilebankingapp,andallthepathcoefficientsweresignificant.Thetrustvariableis
morepronouncedthanprivacyinthecontextofthetablebankingapp.Privacyandtrustwereused
as independentvariablesandsecurityasadependentvariable,unlike thestudyofMunyokaand
Maharaj(2019),wheretheyusedPTSasindependentvariablesthatpredictedperceivedrisknegatively.
Second,thestudycontributestotheliteraturebyshowingthedifferencebetweentheeffectsizeof
thetrust-securityrelationshipandtheprivacy-securityrelationship.Thetrust-securityrelationship
hasamoderateeffectsize,whileprivacy-securityhasaweakeffectsize.Third, thestudyshows
theimpactofcategoricalvariablesoncontinuousvariablesandtheirdifferences.Themultigroup
relationshipswereallsignificantexceptformediationofwell-educatedbetweentrustandsecurity.
Basedontheoriginalmodel,thereisaslightdifferencebetweenmalesandfemalesregardingprivacy
relationshipwithsecurity.Concerningtrustandsecurity,thedifferenceisalittlebithigherthanthe
privacyandsecurityrelationship.Thereisadifferencebetweentheinterventionoflesseducated
andwelleducatedirrespectiveofprivacyandsecurity.Fortrustandsecurity,thereversewasthat
the lesseducatedwassignificantwhile thewell-educatedwas insignificant.Thisstudyoffersan
interestinginsightaslesseducatedmobilebankingappusersaremoreawareofthreatsduetotheir
limitedknowledgeofmobilebankingapp.Lastly,thestudycontributestotheliteraturebyshowing
theinteractioneffectsofgender-basedonprivacyandsecurity.Therewasaslightinteractioneffect
betweenmenandwomen,whilewomenhadhighprivacyconcernsthanmen.

5.2 Managerial Contribution
Thisstudyprovidesthreemanagerialimplicationsforbankingstakeholders.First,thestudysuggests
thatbankingmanagersshouldpaycloseattentiontogenderdivergenceissueswhenformulatingor
reformingtheirprivacypolicy.Thispolicyisnecessaryforbuildingtrustandprivacyassurancefor
theircustomers.Two,itisassumedthatwell-educatedbankingmobileappusersarewellinformedof

Figure 4. This figure shows the performance analysis (Note: this shows the importance and performance of Privacy and Trust 
of mobile banking app security)
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thedangerofbeingcarelesswiththeirmobilebankingapppasswordsandotherbankingcredentials
thataremandatoryfortransactionsduetotheirhigheducationprofile.Thisstudysuggeststhatthe
bankingmanagersshouldsegmenttheircustomersintowell-educatedandless-educatedcustomersso
thattheyrenderservicestothetwoproposedcustomersegmentsbasedontheirneeds.Thebanking
managersshouldengagethesesegmentswithemotion-appealingvideosviamobilebankingappson
differentsocialmediaplatforms.Third,sincetheperceptionofmobilebankingappusersindicates
highimportanceofprivacyissuesandhighperformanceoftrustelement,thisinsightsuggeststothe
bankingmanagerstoboosttheirprivacystrategyonprivacybyembarkingonmoreonlineadverts
thatcanleadtobehavioralprivacychangeandtoinculcatesometrustelementsintotheirapp.Such
profoundstatisticsthatexplaintheirexcellentservices,financialpenetration,andbreakthroughsin
termsofawardsandsocialresponsibilitieswillcatchthebankingcustomers’attention.

5.3 Summary and Conclusion
Technologyisadvancing,andmobileappsaregainingmorevisibilityindifferentbusinesssectors.The
companiesadoptingmobileappssavespaceandtimeandcouldrendersatisfyingbusinessservicesto
theircustomers.Thereisaneedtoallaythecustomersofthefearofmobileappinsecuritytoreach
aheightinthebankingsector.Manycustomersareyettohaveaforetasteofemergingtechnology,
suchasamobileapp.Thegrowinginsecurityofmobileappusehasmandatedthebankingbusiness
tocreateaseamlessmobileplatformofsecuredmobileappsforbankingtransactions.Thisstudy
resultsindicatethattheorientationandpersuasionofbankingcustomerstothepointofhighertrust
isadeterminantofsecurityassuranceofusingamobilebankingapp.Also,thestudyshowsthat
bankingcustomersaresensitivetotheirprivacyissues.Thereisaneedforhigherassuranceoftheir
privacytobeconsistentinusingamobilebankingapp.Tothebestofourunderstanding,thestudy
examinessecurityissuesonmobilebankingappsindevelopingnations.

5.4 Limitation of the Study and the Proposed Future Study
Emergingtechnologysecurityissuesarenotlimitedtoasinglecountrybutareaglobalphenomenon;
however,thisstudywaslimitedtoWestAfrica,specificallyNigeria.Thisfutureresearchershould
challengethismissinglinkandbroadenthescopeofmobileappsecurity issuesto includemore
Africancountriesandpossiblydevelopedcountries.Furthermore,thesamplesizeisrelativelysmall
becausethestudyfocusesonthemobilebankingappasadistinctmobilechannel.However,future
researchersshouldcollectdataacrossboundariesandusemachinelearningtechniquestoanalyze
largedatasetsfrommobilebankingappstomakenecessarypredictionsaboutsecurityissues.The
futureresearchercanalsouseamixedmethodologytoshedmorelightonthesecurityissueswith
themobilebankingapp.Thebankingstakeholderswillbeinterestedinexaminingdifferenttablets
withdifferentoperatingsystemsasachannelformobileapps.
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