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Identity protection for securing digital environments is of paramount importance to all
companies using digital infrastructure. This thesis was a study of building the
recommendations for improving the protection of organization's most critical user
accounts in the on-premises infrastructure with additional layers of authentication.
Improving (legacy) companies digital credentials protection is one step in providing
secure digital infrastructure. In this process, it is necessary to balance the level of

security and usability carefully with the value of the privileged account(s).

This work is a combination of literature survey and applied action research, aiming to
provide recommendations for the organization in their approach to implement multi-
factor authentication (MFA). This work resulted in specific guidelines for (i) privileged

account protection, and (ii) MFA selection.

The expectation of this study was also to increase the knowledge of the subject in
organization. This research gives the organization the capabilities to implement
improvements to its environment in accordance with the lines and recommendations

presented in the results of the work.
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1 Introduction

Protecting privileged information and securing digital environments is of
paramount importance to all companies using digital infrastructure. Today, this
means that nearly all companies from small to multinational giants need to make
rational decisions on what is important in identity management to provide access
to their systems for privileged users while preventing unauthorized access. It is
important to realize, that solutions suitable for one company is not necessarily the
right approach for another. Thus, selecting the properly balanced approach to

identity management and security is very important.

Cybersecurity has become a popular topic of interest due to
multiple worldwide news threshold-breaking events [1]. Example the recent
incidents: The psychotherapy centre Vastaamo data breach, where confidential
patient records were stolen [2,3], Twitter massive data leak of user’s email
addresses [4] and LastPass data breaches resulted in confidential customer
information to be compromised [5,6]. According to Segal [7], the cyber-attacks
could be expensive for the target companies in many ways and the number will
increase in the future. The current digitalization transfers more and more
businesses online, making it ever more interesting for crackers to do their

business.

For several years, it has also been possible to see how work has changed in
nature, for example, remote working and virtual teams due to various innovative
technical solutions [8]. Recent COVID pandemic has further accelerated the
change from traditional office work to remote work and hybrid environments [9].
These pose new challenges in how identities and systems should be protected

and with what kind of methods.

Electronic identity is an entry ticket to several different information systems and
services. In western digitalized economies electronic identity is crucial for both
work and private life. There can be many different identities for users, which are

used for different needs and tasks.
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Identity management is important on all levels, since even private access to
banking, social media and other platforms is lucrative enough for malicious users
to fraud private privileged users for their access to these systems. Identities with
elevated permissions are potentially even more interesting. Thus, it is important

to protect users log-in privileges with appropriate means and methods.

The Open Web Application Security Project (OWASP) is an international non-
profit organization dedicated to improving software security. It maintains a list of
the Top 10 Web Application Security Risks. Associated with this list, users’
identity confirmation, authentication, and session management are essential in
protecting against authentication-related attacks. The recommended solution,
when possible, is to implement multi-factor authentication (MFA) to prevent

different attacks against identities. [10]

According to Identity Defined Security Alliance (IDSA), a group of identity and
security vendors, solution providers, and practitioners recently conducted a report
“2022 Trends in Securing Digital Identities” [11], key findings include that identity-
related attacks are rising, and impactful, but preventable. For example, in the
report, 84% of respondents said that an organization has experienced an identity-
related-breach in the past year and what kind of breach the top three were:
phishing attacks (59%), inadequately managed privileges (36%) and stolen

credentials (33%) as can be seen in Figure 1 below.
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What kind of identity-related breaches has your company had IN THE PAST YEAR? Choose all that apply.
Phishing, including bread based campaigns or spear phishing (IG5
Inadequately managed privileges I, -
Stelen credentials [T
Social engineered password [N - 7
Compromised privileged identity G - *::
Brute force attack, incleding passweard spraying O
ar credential stuffing
Execessive privileges leading to an insider attack [IIIININGGGEEEGEGEE
Third party or supply chain attack NG 5
Man in the Middle attack | IEEIGG_— 15

We have not had a breach in the past year 16%

Figure 1. Most often reported identity-related breaches from the 2022 Trends in
Securing Digital Identities report by IDSA. [11]

According to information presented in [11], of those who experienced an identity-
related breach, 78% said that direct business impact was associated with it and

the top four impacts were:

e Costs to recover from a breach
¢ Significant distraction from core business
¢ Negative impact on the reputation

e Loss of revenue

Implementing capabilities like MFA is necessary, particularly for privileged user
access. Privileged credentials provide the broadest and most sensitive access,
meaning that compromise or misuse of these causes the most significant impact.
[12]

This thesis gives an overview of the general challenges related to privileged
identity protection and the possibilities for the security of MFA. This thesis aims
to map out the organization's current state and operating model regarding

elevated user rights in the on-premises infrastructure by interviewing key persons
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and observing current solutions, practices, and policies. The state of will for
change and feedback of most suitable solution for the organization are gathered
during interview sessions. The theoretical background chapter briefly
summarizes different options available based on relevant literature. A policy
proposal is drafted based on these findings. This proposal aims to cover the most

suitable way to protect privileged accounts in the given environment.

1.1 Case Company’s Business Challenge and Objective

The case company is a cultural and educational organization. It was established
about ten years ago and consists of multiple units in Finland. It provides the
highest level of education in Finland for different areas and is an international

forerunner in research and education.

The case company is developing its ability to protect identities with privileged
access in the on-premises and cloud environments. The organization has
implemented a solution for cloud service to protect identities with privileged
permissions. The organization knows that information security of centrally
managed identities can be enhanced by requiring MFA. The case company
needs a clear policy for protecting privileged identities and knowledge of what
kind of solution works best for this specific environment. The policy should cover
possible additional verification methods necessary to secure privileged accounts’
access to the corporate on-premises resources, such as services, servers, or

admin laptops.

This work aims to create a policy proposal on how and in what situations centrally
managed identities with privileged permissions should be protected and what

kind of MFA solution best meets the organization’s requirements.

1.2 Research Questions and Approach

This thesis project aims to find out the current state of the case company centrally
managed privileged identity protection by interviewing key persons and by

research work. Furthermore, this subject's requirements and development plans
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are under interest. The task of the research is to identify the best practices with
the help of theoretical information and thereby bring the most suitable approach
and solution proposal to the case company. Applied action research approach is
used in this study [13]. The work does not include confidential company

information.

Research questions are:

1. How centrally managed privileged accounts are protected in the case

company’s on-premises environment?

2. What could be the most suitable solution for protecting privileged accounts

by following the best practices and organization requirements?

1.3 Thesis Structure

This thesis has been divided into six chapters. First chapter, introduction, briefly
describes the need for MFA in general. The case company, the business
challenge, and the study’s objectives are described in this chapter. Second
chapter, method, and material describe the study's research type, data collection

methods, and content analysis phase.

Third chapter called, theoretical background, introduces the possibilities of MFA
and different authentication factors. Security challenges will also be covered in
this chapter. Next chapter, current state analysis explains how the organization
currently protects privileged identities and what are the development wishes and

needs.

Developing guidelines to implement MFA in case company chapter covers the
proposal of policies and procedures for implementing MFA. The last chapter
concentrates on the results and conclusions. In this chapter summary of the

research work and results are explained.
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2 Method and Material

This thesis uses the basics of qualitative research in data collection and analysis.
When analyzing the data and presenting the results, it will be described what kind
of perception the researcher had about the researched topic and what meanings
were formed from the data analysis. In qualitative research, the researcher

decides on the research layout based on his understanding. [14]

This thesis uses applied research to acquire new knowledge of some specific
problem or objective and focuses on practically solving the issue [15]. The
qualitative research method is used as a research strategy. The qualitative
research method can be used to understand specific operations and explain
some phenomenon or event [16]. In this study, the organization's employee
feedback and visions of the on-premises centrally managed privileged identities

state are gathered from the organization using this method.

When doing qualitative research, the researcher must know what he is
researching and at least what kind of qualitative research he is not doing.
Conducting qualitative research always involves ethical problems. In this study,
some ethical questions arise, e.g., How to do research and not reveal possible
environmental weak spots, whether some problems need to be fixed before
explaining those to the larger audience, to name a few. Researcher must consider

what can be written without revealing the organization's faults/vulnerabilities. [14]

2.1 Data Collection

Interview methods were used for the data collection. As a data collection method,
the advantage of the interview is its flexibility. During the interviews, it is possible
to repeat the question, correct misunderstandings, and talk with the interviewee.
The order of the questions can also be changed during the interview. The most
important thing is to get as much information as possible about the matter under
investigation. The discussion's advantage is that people with experience or

knowledge of the subject under study can be selected as interviewees. [14,17]
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The reason for choosing the interview as the data collection method was that all
the essential participants could be involved in the study to obtain comprehensive
information. If a questionnaire method were selected, it could be possible that not
everyone would answer the anonymous survey. The interview method was also
chosen to provide the researcher with more experience and expand skills in this

regard.

The interviews were carried out using a semi-structured theme interview. Semi-
structured interviews proceeded with predefined topics with more detailed
questions, and the benefit of this is an option to ask more detailed questions
based on the interviewee’s answers. All the interviewees were asked additional
questions under the same thematic topic, and the aim was to get replies to the

research topic by the research task. [14,16]

In this study organization’s feedback on the current state of the Privileged
Identities that are centrally managed was gathered by interviewing the
organization’s full-time employees. Interviews focused on two more important
main topics and built an analysis of the current state of the environment and
possible development needs. The first topic consisted of questions related to the
technical aspect, documentation, and use practices. The second topic focused
on forming an ideal solution for the current environment considering the

observations of interviewed persons.

Main topics and more detailed questions were built for the interviews in May 2022.
The survey included a total count of 12 broader questions, which 7 focused on
the current state of the environment, documentation, and practices. Five
questions focused on possible ideal solutions for the environment that should be

developed.

The participants for the study were selected based on their job roles and
expertise. In qualitative research, it is essential that informants where data is
collected know the topics and have some experience with it. Therefore, the

selected persons for the interviews should fit the purpose. [16]
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2.1.1 GDPR in Interviews

With the entry into force of the General Data Protection Regulation in 2018, which
sets requirements to protection of natural persons regarding to the processing of
personal data. Various documents are required, which describe, e.g., what and
how personal data is processed and by whom? Personal data is information on

which a natural person can be identified directly or indirectly. [18,19]

Before the interviews, the necessary reports and documents were prepared from
a data protection point of view, such as a participant information sheet, including
a privacy notice and participant consent form. The interview material was
recorded for later review and analysis in this work. Since a person can be
identified from the audio or video material, appropriate documents were prepared
and delivered for the participants in advance. The user consent forms were
prepared and delivered before the interviews and signed in advance by the

person interviewed.

In this work, all the material collected in the interviews has been handled
confidentially and according to the legislation. Individual participants have been
nameless in this study. All the collected interview material was destroyed at the

end of the work.

2.1.2 Interviews

The organization's IT services consist of two teams, the first performing
production service development and maintenance tasks and the second
providing user support. The case company’s IT department consisted around 20
employees when executing the interviews, and under half of them were

employees working on the infrastructure and the solutions.

The interview invitation was delivered to 7 persons who were selected based on
their role to achieve a comprehensive perspective of the environment’s current
state. Interviewees had different roles and positions in terms of the job

description. Identity and Access Management (IAM) group members were all
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invited because they have essential information about the state of the
organization based on their roles and expertise. In addition, three persons were
selected from the management roles and one developer to give feedback. The
purpose was to get a perspective from as many angles as possible and
extensively, thereby comprehensively mapping the organization's current state

with development needs.

The interviews were entirely voluntary, and invitations were sent to the selected
seven employees, and these were scheduled for the beginning of June. For
conducting the interviews, two different options were offered. The interviewee
could choose whether the discussion was held as a virtual meeting or on the
organization's premises in a conference room. One hour was allocated for every
interview, which was enough in most cases. The interviews were recorded using

audio or audio and video for later use.

The interviews aimed to build an overall picture of the current state of the
environment to obtain essential information about how protection has been done
in terms of policies and practices. This also made it possible to observe the
different opinions and thoughts of the interviewees and what kind of technical
solutions to secure privileged identities already existed in the environment. All
invited attended the interview sessions. The sessions were divided as three
people were interviewed at the organization’s premises, and 4 attended a virtual

meeting.

At the beginning of August, the interview material review started by performing a
content analysis based on the obtained material. Once the interview material had
been put into a format that contained reduced expressions, these could be color-
coded and classified, based on which a snapshot of the organization's current
state of privileged identity protection could be formed. These formed two main
categories, current practices, and ideal solutions, which will be discussed in more

detail next.
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2.2 Content Analysis

Content analysis can be used as an analysis method to analyze the material of
all qualitative studies [14]. As the basic principle of content analysis, Tuomi J. and
Sarajarvi A. [14] have broken down a rough guideline for doing content analysis.
According to them, it is essential first to decide what is of interest in the collected
material, go through it and mark the things from the material that are of interest,
and leave all other material out of the study. The marked topics could be collected
and separated from the other material. Then the material should be classified,

themed, or typed, and a summary should be written based on this.

Thematization was chosen as the method of analysis in this thesis, because it
was a logical way to help researcher thinking and understanding for gathering a
coherent whole from the material, which would answer the research questions.

In the theming, the emphasis is on what has been said about each theme in the
interview. An idea in the analysis phase was to collect views describing specific
themes from the material. Since the material was collected through thematic
interviews, structuring and splitting the material was simple because the themes

of the discussions already formed the idea of structuring. [14,17]

The content analysis of my thesis was based on theory. The analysis was guided
by the research topic and the interview themes that emerged from the theory. The
theory-based analysis framework can be loose. The issues that belong to the

researched topic are selected for the analysis frame. [14]

The material-based content analysis creates visibility and clarity of research data
so that reliable conclusions can be made about the research phenomenon.
Logical reasoning and interpretation are used in data analysis, and data will be
broken into parts, reduced, classified, and assembled back into a coherent whole
for analysis. [16] It is appropriate to write down the recorded interview material in
a purely written form. This is called transcription. [17] The analysis phase started
by reducing expressions and removing irrelevant things [14]. The content
analysis started by transcribing all the interviews into written form one at a time

into their files.
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After that, irrelevant text was cut out from the transcribed material. After this step,
the content of the questions was extracted from the interview material using bullet

points and got the material into a more manageable form.

Then started the phase in the analysis where reduced things and color-coded the
answers related to the same theme. With the help of color codes, similarities in
the material were searched and marked with the similarities with the same color.
At the end of the first phase of analysis, there was an idea of how this research
topic manifested itself in the case company. In addition, understanding of the

organization’s wishes and development needs increased.

After this step, the color-coded similarities that emerged from the interview’s
material were combined. Then similarities that emerged from the different
interviews were grouped, which helped in forming the themes from the material.
In the theming, things were picked from the material describing the privileged
accounts' driving factors. The content analysis was guided by the research
questions, and based on that, the main categories for the analysis were created.
The upper classes in content analysis were the current practices and ideal
solutions. Table 1 shows an example of how classification is done. Table 2 is an

example of reduced expressions from the subclass.
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known that we always

act this way.”

same practices

Upper class Original expression Reduced Subclass
expression
Current “Access to the resource  Access is Access
practices needs to be opened restricted by Management
separately at the network network level, a
level or arranged using a standard user
terminal server or similar  account with
method. The user password
account itself is a protection.
standard account with
password protection.”
Ideal solutions  “Practice unification In every case Common
would be clear that it is working using the practices

Table 2 is an example of how subcategories were formulated from the material

using thematization.

Table 2. Example of subclass thematization.

Common practices

In every case working using the same practices

Standard policies are done together

Some good practices from cloud service to on-prem

Policy with categorization
Creating missing practices
Standardization of external users’ protection

Unifying practices

Variable practices how access is granted to the server
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This chapter explained the information details about the research topic formed
through analyzing the material based on privileged account protection in on-
premises infrastructure. Chapter 4 describes the information obtained through
analysis in a condensed and general form. In research, the information obtained
from the analysis must be explained and interpreted [17]. An interpretation will be
made in chapter 5, where the results of the content analysis are reflected and
developing guidelines for implementing MFA and conclusions made based on
theoretical knowledge. Last chapter 6 summarizes the research outcome. The

next, chapter 3, focuses on going through authentication methods and theory.
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3 Theoretical Background

A traditional electronic identity enables logging into a service or system and using
the content in the service. Usually, separate digital accounts are used for tasks
related to development and maintenance compared to standard accounts when
accessing the services. It depends on the environment, requirements, and

technical solution abilities to secure those.

A privileged account is any account that provides access and privileges beyond
those of non-privileged accounts [20]. These separate accounts have one thing
in common. They have more permissions than a standard user account to
different resources or objects. This type of identity can be called identities with
elevated permissions or privileged user accounts. An example of a privileged
account is an IT system administrator or service configurator, which might have
a standard user account for daily tasks, but a separate user account for
performing operations related to the system or service with special permissions
[1]. Privileged accounts should be used only when absolutely necessary and
appropriate [21]. Because of their access and elevated capabilities, privileged

accounts pose significantly larger risks than standard users [20].

3.1 Privilege Levels

The privilege granted to an account is a special permission or advantage above
the regular company user. Rights could be defined according to the organization’s
needs to granular fundamental levels. Figure 2 shows an example of five basic

levels of privileges used by organizations according to reference [21].
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‘

Unrestricred access to system and all its resources. All

Administrator . L
functions, tasks, and capabilities under control.

All the entitlements of a standard user + additional

Power User .. .
granular privileges to perform specific tasks.

Standard User Shared permissions granted to all users for trusted tasks.

Restricted access. Permissions below a standard user.

No user account, account has been disabled or deleted.

No Access
Denial of any form of privileges.

Figure 2. Example of five fundamental levels of privileges. [21]

In Figure 2, Administrators and Power Users are marked inside a red area which
in this context means fundamental levels with privileged permissions. Particular
attention should be pointed to these user accounts. When comparing these levels
in general, Power Users are typically associated with roles in help desk,
development, application, and database administration or similar positions. The
Administrator level of privileges is the highest and consists of an administrator or
root-level permissions to the system, service, or environment. In reference [21],
Haber M. discloses, “Obtaining administrator or root access represents privileged
access that is considered the crown jewels to a threat actor.” [21] This thesis’s
main scope was to study organization practices and policies related to privileged

identities of fundamental level administrators and power users.

3.2 Principle of Least Privilege

The Principle of Least Privilege (PoLP) works as fundamental idea, which can be

used when defining access control policies. By following this principle, users



16 (64)

should not be given access to any resources no more than they absolutely need
to complete the necessary tasks. This principle is typically focused on ensuring
restricting user privileges, but could apply to other subjects also, such as
applications and processes. Privilege in this context includes permissions to the

data and rights to access to systems and perform tasks. [22,23]

A good example of this approach and why principle of least privilege is important

on protecting environment, described by Chapple et all. in reference [23]:

“Historically, administrators often gave these service accounts full
administrative privileges without considering the principle of least privilege.
If attackers compromise the application, they can potentially assume the
service account's privileges, granting the attacker full administrative

privileges.”

3.3 Identification and Authentication

The process when a subject claims identity is called identification. To start the
authentication, authorization, and accountability processes, a subject must
provide an identity to a system. This can be typically done by entering a
username, using a smart card, positioning your finger to the fingerprint reader, or
showing your face or hand in front of the camera. In authentication, the core
principle is that all subjects must have unique identities. [23] User identification
and authentication are vital for ensuring the assurance of the user’s rights before

granting access to the computers or organization resources [1].

Confirming the identity of the user accessing the services goes through an
authentication process. The authorization process tells what users are allowed or
denied to do or access. Logging is a process that records the information of who
has accessed the system, when, and what has been done. [1]

The subject’s identity is verified in the authentication process by comparing
factors against a database of valid identities, for example, user accounts. The
authentication information used for this is private and must be protected.

Together identification and authentication occurred as a single two-step process,
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where the first step is providing identity. The second step is providing
authentication information. A Subject cannot gain access to a system without both

measures. [23]

In [1], Boonkrong presents an easy-to-understand example of authentication

using an Automatic Teller Machine (ATM) cash point.

"When the card is inserted into the machine, it is used as a claim of the
user’s identity. The next step is for the user to prove that they are really the
owner of the card. This is done by the cash point asking something that can
only be provided by the actual owner of the card. It could be a four- to six-
digit PIN code or a fingerprint. These are examples of factors of

authentication.”

3.4 Multi-factor Authentication

User accounts and organizational resources can be further protected by adding
extra layers to the authentication process, i.e., requiring more than one evidence
of user identity when accessing the services. The evidence is known as the
authentication factor and is used to verify that the identity is what it claims to be.

Several factors can be required for authentication before granting access. [1]

Multi-factor authentication uses more than one factor, while single-factor
authentication relies on only one authentication factor. MFA is any authentication
where multiple methods are used from different categories of factors to prove
identity. [23]

¢ Two-factor authentication (2FA): Requires two methods to verify identity
to approve authentication. This is also known as two-step verification.
e Multi-factor authentication (MFA): Requires two or more methods to

verify identity to approve authentication. [1,23]

Three most common authentication factors are something you know, something

you have, and something you are. When implemented correctly, these types are
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progressively stronger. Something you know being the weakest and something
you are the strongest. One authentication factor can be any of these methods,

but any authentication system with only one has security problems. [1,22,23]

Something
You Know

2 2

Factors ' Factors

Something , Something
You Have " You Are

Figure 3. Example of most common authentication factors interaction.

3.4.1 Something You Know

The something-you-know authentication factor category includes memorized
secrets such as passwords, personal identification numbers (PINs), and
passphrases. Even answers to secret questions belong to this factor form.
[1,22,23]

Password

These knowledge-based factors are things that only the user should know [24].
The password is the most common authentication technique, consisting of a
user's string of characters. As a security mechanism, passwords are weak for
many reasons. The password, which is easy to remember, will be easy to guess
or crack. Password that is hard to remember causes users to write them down or
forget them. Users tend to share passwords, and there might be problems with

encryption protocols for securing transmissions. How password databases are
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protected and located affects password security. Passwords are also vulnerable,
for example, to brute-force attacks if weak passwords are used. [23]

The ideal password should follow the criteria in reference [1]:

e Possible to remember
o Computer system can verify
e No one else can guess

e Islong enough

Related to memorized secrets, there are recommendations provided by the
National Institute of Standards and Technology (NIST) in SP 800-63B “Digital
Identity Guidelines: Authentication and Lifecycle Management” document [25].
Following the recommendation, it is possible to improve password security, but

the knowledge-based factor is still the weakest form of factor.

These password recommendations are updated regularly and are changing. The
following list summarizes the latest changes recommended by NIST according to

reference [23]:

e Password must be hashed

e Passwords should not expire

e Users should not be required to use special characters
e Users should be able to copy and paste passwords

e Users should be able to use all characters

o Password length should be between 8-64 characters

e Password system should screen passwords

Passwords storing or transmitting in cleartext could cause security problems, and
hashing is needed. Hashing passwords means transforming the password string
into a random looking string of letters and numbers before storing it in the
database. This hash value will be compared to the hash value of the user
password typed in when authenticating to the service, and in case of a match,

the password is correct. Hashed passwords are a vulnerable example of the
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rainbow table attack. The rainbow table is a database of precalculated password
hashes that can be used to compare hashes, for instance, found from the
database. Salting the password hashes makes these more secure against this
type of attack. Salting means adding a random string of letters and numbers to
the beginning or the end of a password before hashing. Extending password
tolerance against this attack can be produced by using dynamically generated
salt values (different salts concatenated to different passwords) and placing them

in appropriate positions. [1]

Different algorithms can be used for hashing the passwords, which all transform
strings into sequences related to the used algorithm. For example, SHA-256
transforms any string into a 256-bit sequence, representing 64 characters of
hexadecimal. Currently original passwords cannot be recovered mathematically
from these hashes because these are one-way transformations, but this could

change in the future. [26]

Table 3. Example password hashes (SHA-256) values without salting.

Password Hash (SHA-256)

password 5e884898da28047151d0e56f8dc62927
73603d0d6aabbdd62a11ef721d1542d8

12345678 ef797c¢8118f02dfb649607dd5d3f8c7623

048c9c063d532cc95c5ed7a898a64f
Salamipizza-On-Every-Friday4Me!  d49f12bde0395fc94aafe89511d0b6fcf26
209e4ff4204fe6e3de733a1a0011c

Iterating means repeating that specific algorithm that uses computing power
multiple times, causing password-cracking attacks to linearly slow down by
iteration times. For example, Microsoft Azure Active Directory, a cloud-based
identity and access management service, uses 1000 iterations of SHA-256 over
salted passwords to generate per-user password hash when synchronizing

passwords to the cloud service. [26,27]
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NIST SP 800-63B recommends not requiring the expiration of passwords
regularly because users tend to use easy-to-remember passwords and change
only a single character, which does not add security while still complying with the
requirements of password change. The same methods can be used when
guessing passwords by hackers. This differs from the Payment Card Industry
Data Security Standard (PCI DSS) version 3.2.1, where passwords should expire
at least every 90 days. Organizations should at least follow the standard minimum

requirement when a specific standard needs to comply. [23]

The requirement of special characters in the user's passwords challenges the
user’'s memory and could lead to writing these down. Copy and paste capability
with password manager software allows users to create and store complex
passwords. One password is required to remember for accessing the stored
passwords, and these could be used from there. If there are restrictions for
copying and pasting, users must retype passwords many times, which might lead

to using easier passwords. [23]

Allowing the use of all characters in passwords, such as spaces, users can create
longer passwords while still being easier to remember. In preventing attacks by
rejecting special characters, the system can be avoided by adequately hashing
the password for masking these characters. When allowing longer lengths for
passwords enables users to create meaningful passphrases. [23] The minimum
password length of 8 characters generated by the user is found from NIST SP

800-63B recommendation and should be possible to use up to 64 characters [25].

Some differences exist between recommendations for the minimum lengths; for
example, PCI-DSS (version 3.2.1) is defined as seven at least [23]. European
Union Agency for Cybersecurity (ENISA) recommends that users use a long and
random password. Password length of 14 or more characters makes it virtually
un-cracable with currently available computing power, because every added
character increases the cracking time by orders of magnitude [28]. However, the
computing power available for password cracking increases exponentially
following Moore's Law. This means, that if current password-hashes are stored

by malicious users it is possible to crack the password later. Before accepting a
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new password, systems should check that it is not in a list of commonly used

passwords. [23]

Grid-Based Passwords

An alternative form of knowledge-based authentication is a grid-based password.
Graphical password use pictures within a given grid. The reason for this is the
fact that humans can remember pictures better than text. This method works by

having users select a precise set of images instead of a traditional password.

One example of a graphical password is an android pattern lock, where the

password is given by drawing a pattern and connecting dots. [1]

Draw unlock pattern

Emergency call

Figure 4. Android drawing pattern example.

Personal Identification Number (PIN)

PINs are the most commonly used to unlock mobile phones or tablets and in card

transitions. [24] Typically, PINs are four, six, or eight numbers long. [23]
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Enter Passcode

Figure 5. Apple mobile phone PIN-code example.

Security Questions

Security questions are a knowledge-based method and a common social
technique used by organizations, for example, when setting up a new account.
Private and personal information can be asked and used to verify the user against
their account. Because information related to these questions could be available,
for example, in social media, stolen in a data breach, or might be information
other people know, there are risks when used. Preventing an exploit based on

the security questions and answers [21]:

¢ Never re-use security questions and answers
e Consider providing false information when responding

e Consider using the password complexity philosophy in answers

Security questions are also vulnerable to social engineering because they are
facts about yourself. [21] These questions could be more secure if responses are

false information. Password complexity philosophy can be used in the answers.
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Table 4. Examples of security questions and false information are given in the
answers.

Security question Answer with false information
What is your favorite food? Porsche911-is-expensive-Car$
What is your mother’s middle name?  Course-Is-Starting-At-8-On-Mondays.

Where have you born? Salamipizza-On-Every-Friday4Me!

3.4.2 Something You Have

Possessing a physical item that can be used for authentication inheres to
something you have a factor of authentication. This includes authentication
tokens and smartcards. [1] The “magic links”, hyperlinks with an embedded one-
time code emailed to the address associated with the account, inheres to this
authentication factor because clicking on the link proves possession of the email
account [22]. The possession type of factor is commonly combined with other

factors for providing multi-factor authentication, but it is rarely used by itself. [23]

Popular authentication methods via this factor are tokens that may be connected,
disconnected or contactless. Universal Serial Bus (USB) key and a smart card
are common forms of connected tokens; when disconnected tokens are usually
in the form of a key fob or soft token used in the authenticator app on the mobile
phone. [24]

Short Message Service (SMS) is also a disconnected token in authentication,
which works by receiving the code to a mobile phone as a text message and code
used to authenticate the user’s identity. This very popular authentication factor
has many problems. When SMS OTP is sent to the user’s mobile phone, there
is no way for the OTP transmitter, e.g., the website, to know OTP has arrived at
the intended destination. [1] SMS OTP is also vulnerable to SIM jacking, which is
account hijacking and takeover attack. A threat actor can capture the SIM number
and recode another device using the same number to obtain access to phone

data. This is a significant privileged vector of attack. [21]
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Contactless authentication does not require device used for authentication to
touch a reader but be close enough. Radio-frequency ldentification (RFID) and
Near Field Communication (NFC) are two standard technologies involved in

contactless authentication. [24]

Certificates

Digital certificates provide assurance that the people they are communicating
with truly are whom they claim to be for communicating parties. [23] Cryptography
is used to protect communication and information and is typically done by using
techniques to scramble plain text into ciphertext and reverse it. Encryption is the
process of scrambling and decryption is the reverse process. Two types of
encryptions exist, that are symmetric encryption and asymmetric encryption. The
same key for encryption and decryption is used in symmetric encryption.
Asymmetric encryption uses two mathematically related keys, which are used to
perform encryption and decryption. One key is public, used for encryption, and

the other is private, used for decrypting. [29]

Digital certificate construction is governed by an international standard X.509 and
contains the following data: version, serial number, signature algorithm, issuer

name, validity period, subject’s name, and public key. [23]

Certificate-based authentication (CBA) uses a digital certificate derived from
cryptography to identify a user or a device. It is more secure than the username
+ password combination and can be used for strong user authentication or
phishing-resistant MFA. Certificate-based client authentication leverages what
the user has (a private key), which is impossible to gain using phishing, guessing,

or social engineering. [30]
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Authentication Tokens

A password-generating device used in authentication is a token device or
hardware token. [23] A hardware authentication token is a device that has been
used traditionally as the second factor of authentication. Two authentication
tokens are used today, a synchronous token and an asynchronous token. [1]
These devices use dynamic one-time passwords (OTP), which makes them more

secure than static passwords [23].

e Synchronous Dynamic Password Tokens

Time-based and synchronized with an authentication server or with an
authenticator. New numeric code is generated periodically, such as every 30
or 60 seconds. The time is used to generate a number used during the user
login phase in the authentication. Accurate time is required for token and
authentication server or authenticator. Synchronous tokens use the time-
based one-time password (TOTP) algorithm. [1,23] Figure 6 is an example of
a traditional key fob, a synchronous hardware token. Another example of this
type is the OTP process, where time is a moving factor, as illustrated in Figure
7.

&)

Tokens

Figure 6. Example of an RSA key fob, is a synchronous hardware token. [31]
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o

Secret Key

Onelogin Protect
(TOTP)

Moving Factor (Time)

oTP

Figure 7. OneLogin example of synchronous OTP process. [32]

A mobile phone’s authenticator application is an excellent example of a software-

based security token used for authentication. Software tokens can be stored on

desktops, laptops, mobile phones, and other electric devices. Software tokens

can use the TOTP algorithm. A slightly modified presentation of logging into a

Microsoft service with Microsoft Authenticator without a password is shown in

Figure 8.

B2 Microsoft
Sign in

firstname.surname@domain.com)

No account? Create one!

Sign in with a security key ()

q Sign-in options

Approve sign-in?
B Microsoft o
Tap the correct number to sign in.

4 firstname.surname@domain.com i -
From Suomi on Windows
Check Microsoft Authenticator

4 In your Authenticator app, tap the number

shown on this page to sign in without a 46
password.

56

12

Deny

Figure 8. Microsoft authenticator passwordless sign-in.
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e Asynchronous Dynamic Password Tokens

Hardware token generates numerical codes based on an algorithm and an
incremental counter. Time is not used in asynchronous tokens, and
authentication servers and tokens are not required to be time-synchronized.
Dynamic one-time passcode stays the same until used for authentication. For
example, the user authenticates to the system, the authentication server
sends a random sequence of digits to the user which will be entered into the
token. An authentication token will generate a passcode from the entered
values as a response. Then the user enters the one-time password into the
system to gain access. Asynchronous token uses a hash-based one-time
password (HOTP) algorithm. [1] Figure 9 shows how the moving factor of

counter affects OTP generation.

Moving Factor (Counter)

Secret Key

=D

Yubikey (HOTP)
OTP

Figure 9. OneLogin example of OTP with YubiKey asynchronous token. [32]

The One-time Password works only once, and a new one is generated every time
a hardware token is used. In Figure 10, encrypted OTP is built of unique

passcode and counterparts.
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The One Time Password
only works once and a
new one is generated
every time the YubiKey

is Used

YubiKey OTP
Validated

v

Figure 10. YubiKey OTP generation with the counter. [33]

When using hardware tokens such as YubiKey to access the services, it is

possible to require other factors before granting access. For example, in Figure

11, the YubiKey model 5 NFC token is set to require a knowledge factor by the

user entering a PIN and touching an external button in the security key to verify

the user’s presence.

Windows Security

Making sure it's you

Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC,

Tap your security key on the reader or
insert it into the USB port.

Cancel

Sign in with a security key

Windows Security
Making sure it's you
Please sign in to login.microsoft.com

This request comes from Chrome, published by Google LLC.

Please enter your security key PIN.

Q [mm |

0K Cancel

Windows Security x|
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC,

]
Touch your security key.

Cancel

Your PC will open a security window. Follow the
instructions there to sign in.

Back

Sign in with a security key
Your PC will open a security window. Follow the

instructions there to sign in.

Back

Sign in with a security key

Your PC will open a security window. Follow the
instructions there to sign in.

Back

Figure 11. YubiKey security key sign-in with PIN.
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The Fast ID Online (FIDO) Alliance is an open industry association working to
change the nature of authentication with open standards that are more secure
than passwords and simpler to use and manage. Three sets of specifications are
published by the Alliance, which are: FIDO Universal Authentication Framework
(FIDO UAF), FIDO Universal Second Factor (FIDO U2F), and the Client to
Authenticator Protocols (CTAP). This last (CTAP) is complementary to the W3C's
Web Authentication (WebAuthn) specification, and together these are known as
FIDO2. FIDO2 supports passwordless, second-factor, and multi-factor
authentication user experience with embedded authenticators such as PIN in

Figure 11 used with a hardware token. [34]

The hardware security keys, such as YubiKey, can also be used for smartcard
login purposes. Still, a security key is required with the application as the
credentials reside on the hardware token. This security enhancement makes it
possible to use these for allowing access to smartcard-protected resources, such
as certificate-based virtual private networks (VPN) or email. Depending on the
organization’s security requirements, these can be used similarly to smartcards
in the authentication. For example, YubiKey 5 Cryptographic module is validated
with the Federal Information Processing Standard Publication 140-2 (FIPS 140-
2) validation process, which is issued by NIST to coordinate the requirements
and standards for cryptography modules, including both hardware and software
components. Certificates of validation and levels of security can be used for the
requirements and to use security keys for logging into laptops, desktops, and
mobile devices. YubiKey 5 Cryptographic module meets FIPS 140-2
requirements with level 2 overall and level 3 on physical security with certificate.
[35]

Strong authentication can be provided by using hardware tokens. Attention must
be paid to cases where the device is lost, breaks, or runs out of battery. When

this happens, users cannot gain access to the systems. [23]
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Smart Cards

A smart card is a regular card with a circuit integrated into it, which will be read
when the circuit interacts with the device reading it. A bank card is an example of
a smart card that requires a PIN code as an additional measure when performing
authentication. [24] Smartcards can be used for authentication with desktops,
laptops, and other electric devices, but additional smart card hardware or smart
card reader is needed — Figure 12 Finnish ID card with smart card chip which

can hold citizens’ certificate for electronic transactions.
oousesne AN
. suomi @ '-
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Figure 12. Picture of Finnish ID card with smartcard chip from European Council
Public Register of Authentic identity and travel Documents Online (PRADO). [36]

Smart cards provide tamper-resistant storage for protecting private keys and
other personal information. Isolation of security-critical computations, such as
authentication from other parts of the computer, is performed on the smart card.

Smart cards offer portability between computers at home and work. [37]

Virtual smart cards have similar functionality than physical smart cards, but those
are always inserted. Virtual smart cards can be used, for example, to logon
authentication. When a Trusted Platform Module (TPM) chip is found in a device
such as a laptop, it can be configured and used to provision a sign-in certificate.
Similar to with physical smart card, the user need only provide the PIN for the

virtual smart card to sign in to the domain example. [38]
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3.4.3 Something You Are

Today devices and computer systems are designed to provide password-free
authentication using biometrics. Physiological or behavioural characteristics
unique to individuals can be used in biometrics. Many organizations are adopting
methods to enable employees to enter buildings, access the services in the cloud,

and log in to mobile phones and computers using biometric authentication. [39]

The body measurements are used in the process of biometric authentication. This
authentication requires biometric information, such as fingerprint, palm print,
face, iris, or retina. A good example is a person entering a bank and being
identified and authenticated by a bank official based on the biometric parameters

of face by comparing an ID card picture to a natural person. [1]

When a system needs to identify an individual, it first takes biometrics in which to
compare and then searches a biometric pattern database to attempt to identify
the person correctly. This identification method is a one-to-many comparison.
When biometrics are used in authentication, it is a one-to-one comparison by
matching the captured biometrics with a registered biometric template in the

system database, as shown in Figure 13. [39]

' ™
® & ¢
& &b &
User
® O ¢
&h &b &b
o / Access granted
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.. Capture Biometrics Extract Features

User

REJIECT

Figure 13. Biometrics used in authentication is a one-to-one comparison. [39]
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The biometric authentication process works in two main parts: registration and

authentication. Biometric data can be captured using sensing devices, such as

fingerprint scanners for fingerprints or cameras for facial recognition, and utilized

later in authentication for recognition. [1]

Physiological attributes in biometrical authentication include the following

common methods according to the reference [39]:

Fingerprint recognition

Recognition of fingerprints is optimal biometrics. This is because the
fingerprints are unique and have detailed characteristics. This is one of the
very first biometrics used.

Iris recognition

The iris, or the coloured part of the eye, is used for iris recognition, which
presents a unique, non-invasive biometric. The participant does not have
to touch a device because the camera captures the image.

Facial recognition

A person’s face is scanned by the camera and measured face including

eye spacing, the width of the nose, the forehead, and the chin.

Hand geometry

For reading hand geometry, the device measures each finger and the hand

when placed on the device. This is one of the oldest automated biometrics.

Related to biometrics, there are research challenges of the measurement of the

quality of biometric samples. Fingerprint recognition systems can suffer

degrading performance because of poor-quality fingerprint images, leading to

incorrect detection. The usability of the sensor affects the quality of the sample.
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Environmental factors like humidity and temperature might affect the quality of a
biometrics on fingerprints, for example. Facial recognition has challenges, and
quality measures are an essential feature of modern face biometric systems. This
is because there are a lot of possible variations in face images. Face recognition
performance is affected, for example, pose, illumination, expression, and noise.
[40]

The trend shows that using a biometric authentication technology is replacing
traditional methods. There are many advantages to using biometrics, including
the fact that they cannot be forgotten, such as passwords, they may be lost only

in rare cases, and they are always with you. [39]

Security concerns in biometric authentication

Biometric authentication can be used for achieving passwordless authentication
for the users as a more secure and convenient option for credentials as well as
one factor in MFA. One widely adopted passwordless authentication system is
Microsoft’s Windows Hello. It enables login using PIN, fingerprint, or facial
recognition. Windows Hello facial recognition authentication requires a specific
type of camera with two separate sensors that work together as one USB device.

A standard camera which is supporting RGB and infra-red (IR) sensor. [41,42]

According to Cyber Ark, in the hopes of strengthening biometric security overall,
the research team had exploring potential weaknesses of these biometric
solutions. CyberArk Labs research team did research in 2021, where the team
were able to use vulnerability against the face recognition mechanism of
Windows Hello. The team showed how Windows Hello could be bypassed using
an external crafted USB device. A successfully exploiting vulnerability required
that an attacker had physical access to the device and the user was already
enrolled in Windows Hello face authentication. They were then manipulating the
authentication process by capturing the IR frame of the target or recreating a
photo of the target’s face and subsequently plugging in a custom-made USB

device to inject the spoofed images into the authentication host. Microsoft
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addressed this vulnerability in 2021, implementing restrictions that only trusted

cameras were allowed to use. [41,43]

According to reference [22], the most significant disadvantage of inherence
factors is that biometric characteristic can be cheated or duplicated. Related the
United States Office of Personnel Management (OPM) data breach announced
in 2015, where hackers took 5.6 million federal employees’ fingerprints,
demonstrates that these are also prone to thefts [44]. There is little recourse once
a biometric identification characteristic is compromised. It’s not easily issued new

irises or fingerprints to replace the compromised ones. [22]

3.5 MFA Protection Types

Multiple types of MFA combination possibilities are available based on different
factors used and the protection strength. According to reference [45], Microsoft
has a concept of MFA strengths in Azure Active Directory (Azure AD) divided into

the following way:

e MFA strength, which means requiring more than one factor of
authentication, including knowledge-based factors.

e Passwordless MFA strength is a combination of methods satisfying
MFA, but knowledge-based factors are not used, such as passwords.

e Phishing-resistant MFA strength requires an interaction between the

authentication method and the sign-in surface.
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Authentication method combination MFA Passwordless MFA Phishing-resistant MFA
strength strength strength

FIDO2 security key

Windows Hello for Business

Certificate-based authentication (Multi-

Factor)

Microsoft Authenticator (Phone Sign-

in)

Temporary Access Pass (One-time use

AND Multi-use)
Password + something you have'

Federated single-factor + something
you have'

Federated Multi-Factor

Certificate-based authentication
(single-factor)

SMS sign-in
Password

Federated single-factor

Figure 14. Multi-factor authentication strengths in Microsoft Azure AD. [45]

Depending on the need for MFA authentication, these combinations can achieve
the needed protection level. For example, because knowledge-based
authentication is vulnerable to many authentication attacks, passwordless MFA
or phishing-resistant MFA could be appropriate solutions for higher protections

needs.

3.6 Conditional Factor

Other conditions can be used with something-you-know, something-you-have,
and something-you-are authentication factors for verifying authentication

requirements.
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Privileged Access Workstations

Privileged Access Workstations (PAW) are computers that have specific
configurations for performing remote administration tasks. The reason to use this
kind of computer are security concerns, which rely on the fact that servers are
only as secure as the computer used for managing them. Security incidents may
occur when privileged users” computers are infected with malware and used for
administering servers. This PAW computer is used only for administering, not for

example, reading email, or browsing the internet. [46]

National Cyber Security Centre (NCSC) has guidance on securing system
administration with five principles that could be applied to Information Technology
(IT) systems. The one principle deals with management devices according to the

reference [47]:

“Gain trust in your management devices

You need to be able to trust the devices you use to access your system
administration interfaces. If not appropriately secured, an attacker could use
them to gain access to your systems, leveraging legitimate administration

functionality.”

Referring to this guidance, management devices used by administrators or
similar privileged user accounts must be trusted. Administration interfaces are
accessible only from trusted sources for securing those because, in case of
compromise, the attacker could inherit the same level of access. A dedicated
Privileged Access Workstation solution is widespread to use when administering
higher-tier services. Typically, these workstations have restrictions and controls

that reduce the device's attack surface. [47]
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Somewhere You Are

This location-based authentication factor could be used to support other factors.
The physical location of the supplicant could be used when requesting to have
access directly to the computer, appliance, or device instead of using the network
for accessing the service. Internet Protocol (IP) address could be used to detect
the location of the supplicant. This can be useful if geolocation is required by the

service or access is restricted by the IP level. [1]

Geofencing could also be used to define the location of the device. [39] According
to reference [22], location factors are not commonly secure enough to be used

for authentication on their own.
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4 Current State Analysis

In the research work on the organization’s current state, the aim was to find out
the existing policies and procedures related to the on-premises infrastructure
centrally managed privileged accounts, and current protection methods, as well
as the state of will for change. This work also mapped out what technical
procedures there were and the technical possibilities currently for protecting

privileged accounts.

Ideas and thoughts were asked during the interviews about what kind of
development ideas have been observed and identified in this regard. With the
help of the interviews, it was easier to find out what kind of technical
implementation would best serve to protect the privileged accounts and secure

the data in this environment.

The work started by familiarizing with the topic in terms of literature and other
related material, observing activities in the environment, and going through
existing documents. Decision was made that detailed information regarding the
current state of the environment could best be collected by conducting a semi-
structured thematic interview for selected personnel using a qualitative method.
The qualitative method works well here because it allows understanding of the
solutions and the ways of working, and at the same time, ask for opinions on how
these could be improved or what should be considered. During the interviews and
later, when familiarized with the recorded material, it emerged that the
environment contains multiple different systems and services. Different persons
are responsible for their own areas of the environment; there were many aspects

of how things are done in many ways.

4.1 Current Practices

The research data reveals that the practices of identity protection are varied and
somewhat fragmented. Different parties in the environment handle these

privileged accounts with a variety of requirements. There was no clear, uniform
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practice regarding these. The guidance of how different roles interact with

fundamental levels of privileged accounts needed improvements.

Based on the material obtained, the holders of the various roles had a good
picture and understanding of how the protection of these accounts is done
regarding their systems, as well as a well-established operating method.
However, the functions of the organization IT services are working in their own
way related to privileged identity protection and could benefit if having unified
guidelines for the requirements. Several interviewees pointed out that there is
quite a lot of silent information, and at the system level protections are handled

in various ways regarding these privileged accounts.

It was strongly pointed out that a change is needed. Clear, uniform practices and
guidelines were needed. The material revealed the need for documentation of
these practices and possibly some "checklist"-style instructions when protecting
privileged accounts. Two interviewees pointed out that there is much tacit
information regarding practices, what is transferred to colleagues, how to operate
and what is required of the systems. Tacit to the tacit form of knowledge sharing

that creates knowledge for the individual rather than the organization [48].

The organization's tacit knowledge can be seen as community-shaped operating
procedures and jointly built expertise. Unspoken knowledge is considered an
asset of the expert community, in which case it is located both physically in a
particular place and psychologically in the communal activities of specific

individuals working efficiently together. [49]

4.2 Technical Implementation

The environment strongly relies on a single factor for authentication in the on-
premises infrastructure, often a combination of a username and a password.
There were different kinds of restrictions in place related to password length or
life cycle. All the interviewees mentioned that restricting access to the services
as additional protection is network-based. There were also other ways for

securing authentication, such as certificate-based authentication, biometric
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identification, and restricting access with a local firewall. However, these were
alternative ways of doing authentication, but not mandatory in an on-premises

environment.

All the interviewees felt that the password and username combination alone does
not provide enough protection for these privileged accounts, and more factors are
needed. This topic was considered very current and essential to promote. Various
technical restrictions have been implemented regarding the centrally managed
privileged accounts. Administrator accounts and similar accounts with more
permissions are generally differentiated from standard accounts, and there are
different requirements in place. The environment consists of subject areas tied to
different functions. Some of these have followed best practices regarding
elevated access rights and built various protection mechanisms. However, there

is variability as a whole.

4.3 I|deal Solutions

The interviews also discussed what kind of solution would be ideal for improving
the current model. Improvements and development were wanted regarding these
privileged account’s protection. Many of the interviewees pointed out that the
mobile phone authenticator app, which is already commonly used in many places,

has been perceived as a good and easy way to use in authentication.

Several interviewees pointed out that the solution should be easy to use. It should
not hinder or paralyze work. However, the solution should be sufficiently secure
and based on some classification, enabling different requirements regarding
these identifiers. Regarding the number of different factors, two factors are
sufficient for the organization's environment and provide good additional security

in most cases.

From the material, it could be observed that Identities that have much influence
on the environment, such as domain administrator credentials, felt that there
could be more than two factors. This was not perceived as harmful because these

credentials are used less often.
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The solution should therefore enable the classification of accounts and different
requirements based on the identity effectiveness or fundamental privilege level.
Based on the material, some also brought up that, in addition to the authenticator,
there could be backup methods for logging in if the phone where the authenticator
is located is lost. Hardware security keys such as YubiKey were brought up,
which could serve as a good backup and possibly an additional factor, e.g., for

domain admins or similar high permission level accounts.

Increasing the understanding of the subject and in which situations it would be
possible to use additional identification methods sensibly would serve well, as
well as understanding these limitations. Passwordless login (“pwless”) also came
up in a few interviews, either as a mere alternative for specific needs or as factors
such as passwordless MFA. This authentication verification method would be the
best solution when targeted at high protection needed privileged identities.
Regarding workstations, it was felt that some additional security would also be

desired for administrators' laptops.



43 (64)

5 Developing Guidelines to Implement MFA in Case Company

Implementing MFA for all organization users, including standard non-privileged
accounts, is recommended. This helps protect the organization’s identities and
assets by increasing security. In the case of privileged accounts and special types
of privileged accounts which have unrestricted access to the environment or a
major business impact, it is highly recommended to protect them using strong
authentication with additional authentication factors. Potential impact on the

environment, if compromised, could cause a catastrophic condition. [20]

Different levels of security can be used for the organization to start to implement
a security strategy, and it should be kept simple to achieve. Figure 15 is an
example of Microsoft’'s Privileged Access strategy, which has three levels of
security, which are: Enterprise Security, Specialized Security and Privileged
Access. This strategy model and these levels are designed to provide simple and
straightforward technical guidance for organizations. Each role in the
environment should be pointed to one of these security levels. Clear written
documentation must be in a place where the criteria for each level are defined.
[50]

Attacker’s cost Levels of security
- Business Critical Assets
- ; 5 B &cveeranx
$S Specialized Security b ®saiPoit okt
Identity Systems
$ Enterprise Security A )
Cloud Service Admin
e e e e e === .
1 Note: i Typical path of user access
i Note: i w ABB @,
i Increase attackgr ! m E _ _ E B S Honeywell §§
i T T
! cost (and security 1 . . E eant Business Critical Systems
1 defenses) to match | Devices/Workstations Account Interface
| business impact ' Intermediaries
1 1
o o e

Figure 15. Microsoft example of a Privileged Access Security strategy with three
levels of security. [50]

In this example, Enterprise Security is the basic level of security required and
suitable for all organization users. Specialized Security provides more security
controls for the roles with an elevated business impact. Roles that could belong

to the Specialized Security requirements are, for example, organization
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developers, executives, or other business-sensitive role holders. Privileged
Security is the highest level of security and typically includes, for example identity
management roles with administrative permissions, enterprise admins, domain

admins, and other accounts with much influence on the environment. [50]

This thesis aims to build guidelines for protecting privileged user accounts with
MFA. As shown in Figure 15, a similar approach can be applied to these
fundamental privilege levels suitable for the organization, as in Figure 16 for

Power Users and Administrators.

o Unrestricred access to system and all its resources. All .
Administrator . . Privileged Access
functions, tasks, and capabilities under control.

All the entitlements of a standard user + additional

granular privileges to perform specific tasks.

Power User Specialized Security

A
A

Standard User Shared permissions granted to all users for trusted tasks. Enterprise Security

Figure 16. Privileged Accounts and security levels. [21,50]

Special types of privileged accounts, such as superusers, for example, domain
administrators with unrestricted access to the environment workstations and
servers, belong to the Privileged Access security level. The accounts at this type
of level should be closely monitored, and prevention methods should be used.
Prevention methods mean adding different controls to restrict usage of the
accounts to the designated workstations, devices, and intermediaries for
protection. [20,50]

This differs from the Specialized Security level, the fundamental level of Power
Users, which should also be protected with MFA, but no prevention methods are
mandatory. These users could be working using same laptops on daily basis

tasks and when using systems with Power Users permissions. A terminal server
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or intermediate path to the assets can be used, but a dedicated restricted laptop,
i.e., PAW is not mandatory. [50]

At the beginning of the work, the interviews also mapped out an alternative where
additional security would be implemented for the administrators' portable
workstations with MFA. This is a good way to improve information security, but
acquiring separate workstations for maintenance activities is recommended,
where privileged access levels are used. In addition, there should be exact
restrictions on how these devices can be used and what resources are allowed

to access. [50]

For example, surfing the internet or reading e-mail is not allowed with a dedicated
PAW device. This can reduce attack vectors and enable a safer environment for
maintenance activities. Separate dedicated laptops should be used for high-level
handling tasks and if the credentials have a very broad and potentially critical
business impact. In this way, credentials with elevated user rights can be better
secured against lateral movement attacks, e.g., standard user account machine
is compromised, and password hashes are obtained by an attacker. This will not
cause losing privileged user account password hash, and permit possible access
to more sensitive accounts or resources, such as servers because hash does not

exist in this machine. [46,51]

5.1 Policy

It is essential to define a clear written policy for the organization on how privileged
user accounts are to be protected. For example, the conditions when a specific
user account will be assigned to a category of privileged accounts, and to which
type. Before categorizing privileged user accounts the least privilege principle

must be used with multiple security layers.

According to reference [50], Microsoft defined category levels of security consists
the following types of accounts that could be used for categorizing the

organization privileged accounts based on the features:
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“Specialized security provides increased security controls for roles with an

elevated business impact (if compromised by an attacker or malicious insider).”

“Privileged security is the highest level of security designed for roles that could
easily cause a major incident and potential material damage to the organization
in the hands of an attacker or malicious insider. This level typically includes
technical roles with administrative permissions on most or all enterprise systems
(and sometimes includes a select few business critical roles)

Privileged accounts are focused on security first, with productivity defined as the
ability to easily and securely perform sensitive job tasks securely. These roles will
not have the ability to do both sensitive work and general productivity tasks
(browse the web, install and use any app) using the same account or the same
device/workstation. They will have highly restricted accounts and workstations
with increased monitoring of their actions for anomalous activity that could

represent attacker activity.”

Two different types of categories are at least to be recommended for the case
company for privileged access accounts. Those categories should be based on
the impact of business, privileged account type, and features. [21,50] The
categories have different requirements for MFA and can be utilized with the

solution proposal.



Privileged Security / Administrators

*  All roles that can have a significant
mmpact on the business or environment

Typically includes:

Backup Operators
Directory Root users
Domain Admins
Enterprise Admins

User accounts with delegated
privileges similar to earlier listed
accounts or above.

Specialized Security / Power Users

All roles that can have a severe impact
on the business or environment

Typically includes:

Database Admin

Developer of business-critical system
Executives handling sensitive data
Help desk

High-impact social media accounts
Local administrators of servers

User accounts with delegated
privileges are similar to earlier listed
accounts.
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Figure 17. Categorizing privileged user accounts to different levels of security.

[20,21,50]

Summary of the policy steps before utilization with the solution:

e Finding and identifying the organization's privileged identities, and

documentation of results

¢ Organization having the least privilege principle in use and different levels

of security

e Classifying privileged identities into categories

These categories are to be used later with the MFA solution.

5.2 Solution Proposal

Based on the feedback from the organization and the best practices emerging

from the literature, at least two categories are needed to meet the organization’s

requirements. Protecting privileged user accounts in the case company by adding

more authentication layers for protection according to the categories will increase

attacker cost to match business impact [50]. However, usability can be

maintained at a high level when the MFA solution implements a sufficient security
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level by category. To avoid resistance to the new process and MFA fatigue, the

system must be considered usable from the user’s perspective [1].

Currently, it is not ideal for this organization to start implementing a new solution
that can provide permissions elevation for user accounts in an on-premises
environment with approval workflows when more permissions are needed.
However, using separate user accounts for the tasks which require privileged
access to the case company resources is a good solution at the moment, which

decreases the attack surface and risk of security [50].

The category “High” is for privileged accounts that have a big impact on business
but are used less often. The authentication requirements include at least three
authentication factors for providing more security against threats. The second
category needed is “Medium”, which is suitable for the rest of the organization
internal user accounts, which have elevated permissions to the environment. Two
factors are required for this type of account. In addition, separate categories for
service accounts and external users with privileged access are recommended.
This approach makes more granular authentication factor requirements possible
based on the category type. Figure 18 shows the different options suggested for

the case company to protect privileged accounts with MFA.
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m

3 Factors required 2 Factors required 2 or 3 Factors required 2 Factors required
(one per type) (one per type) (one per type) (one per type)
®  Accounts with high »  Accounts with *  Accounts with high » External users with
level access (e.g. privileged access level access 3 privileged access
domain admins) »  Accounts with
o Possession factor privileged access 2
mandatory e Possession factor
mandatory

Credentials Credentials Credentials Credentials

Conditional PAW Physi‘cal Logit:a] Physi‘c.al
Location Location Location

Figure 18. Privileged account categories and requirements of factor types.

This type of categorization provides security for the critical accounts while
keeping usability high for the rest of the privileged user accounts with secure
access to the resources. Different categories with allowed combinations of
authentication factors are explained in more detail with examples in the following

part of this chapter.

High

This category level requires the highest level of protection in organization, and
three factors are needed. Based on the organization feedback, this is acceptable
because these accounts are used less often, and this is not paralyzing the daily
work. Privileged accounts in this category have major impact on the business if
fallen into the wrong hands. They must be protected with multiple layers to make
them more resistant to cracking attacks or other attack vectors. The higher
security level should cause attacks to be more expensive to produce as shown in
Figure 15 related to different levels of security [50]. Identities with high-level
access to the on-premises environment belong to this category, such as accounts

belonging to the Administrator fundamental level.
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Multi-factor authentication combination strengths are shown in Figure 14, and
based on reference [45], Phishing-resistant MFA could be achieved by using a
FIDO2 security key (hardware token), Windows Hello for Business (biometrics),
or using Certificate-based authentication (MFA). Passwordless MFA strength can
be achieved using above-mentioned methods, but also using Microsoft
Authenticator (Phone Sign-in) [45]. Therefore, these robust authentication

methods are favored in this category.

The decision of the mandatory possession factor is based on the fact that it
provides the possibility of using Phishing-resistant MFA and Passwordless MFA
in authentication, as explained earlier. This also guides away using passwords,
which are, according to reference, Chapple et al. [23], the weakest form of
authentication. When implemented correctly, biometric factor is a stronger
authentication factor than the possession factor, according to reference [23].
Biometric authentication is not always available for use in this case company
environment based on the organization’s feedback and is left as an optional factor
form of authentication. Two more factors are required in this category with the
mandatory possession factor. For covering all necessary cases, flexibility is still
left to the solution because all systems do not work in the same way and solution
should be fitted to the organization needs while maintaining security. The physical
location or a dedicated hardened admin workstation (such as PAW) could be an
alternative factor type in this category with a combination of possession factor

and knowledge or inherent factor.

Credentials
1
o

Inherent

Location

Figure 19. “High” category MFA factor types and combination possibilities. Three
factors are required, and the possession type factor is mandatory.
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Example case: Passwordless and phishing-resistant MFA

The case company domain admin accounts are classified as privileged user
accounts requiring category level “High” for protection. A privileged user account
is allowed to gain access to the resource if all the following example three

requirements are valid, as shown in Figure 20:

e FIDO2 security key (possession)
e Biometrics (fingerprint) used to access a hardware token (inherent)

e Privileged Access Workstation in use (conditional)

Hardware . .

Figure 20. Passwordless and phishing-resistant MFA with a conditional factor of
PAW.

This authentication is suitable for protecting “High” category privileged user
accounts. There is not a knowledge-based factor used, which is vulnerable to
different attacks. When possible, this kind of authentication factor combination
offers good protection for this category. This combination of factors is considered

passwordless and phishing-resistant MFA [45].

Example case: MFA strength

The case company domain admin accounts are classified as privileged user
accounts requiring category level “High” for protection. A privileged user account
is allowed to gain access to the resource if all the following example three

requirements are valid, as shown in Figure 21:

e Credentials are correct (knowledge)
¢ Authenticator application approved (possession)

¢ Physical location (conditional)
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Physical
I_.IIE-B ﬁ Luii}

Credentials + +

Figure 21. MFA strength with physical location requirement.

This type of authentication factors protects “High” category privileged user
accounts; physical location is required as the third factor. The knowledge-based

factor is used with a combination of mobile phone authenticator application.
Medium

The medium category level requires a total count of two for the authentication,
and possible options are based on knowledge, possession, or inherent. For this
category level, two factors will protect against different threats but keep usability
high. Identities with privileged permissions on the fundamental level of “Power
Users” belongs to this category, and “Specialized Security” is needed for
protection. These accounts include i.e. help desk, developers, and main
application users. No mandatory factor is defined for these, allowing flexibility and
usability. In the organization feedback, it was essential to keep usability while
maintaining security. The following example cases demonstrate some guidelines

based on this study’s recommendations for the case company.

Credentials
Knowledge
nowleds /PIN
Inherent Biometric

Conditional

Figure 22. MFA factor types for the “Medium” category. Two factors are required,
but no mandatory type is specified.
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Example case: Passwordless and phishing-resistant MFA

The case company mission-critical service developer account is classified as a
privileged user account. The required protection category for this type of account
is “Medium.” A privileged user account is allowed to gain access to the resource

if all the following example two requirements are valid, as shown in Figure 23:

e FIDO2 security key (possession)

e Biometrics (fingerprint) used to access a hardware token (inherent)

Hardware . .

Figure 23. Passwordless and phishing-resistant MFA.

This combination will provide secure and easy-to-use authentication for this

category of users.

Example case: MFA strength

The case company helpdesk user accounts are classified as privileged user
accounts, requiring the category “Medium” for protection. These users must
authenticate against the systems multiple times a day, so the methods used must
be easy-to-use, secure, and fit in many cases. A privileged user account is
allowed to gain access to the resource if all the following example two

requirements are valid, as shown in Figure 24:

e Credentials are correct (knowledge)

e Authenticator application approved (possession)
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Figure 24. MFA uses knowledge-based and possession-based factors for easy-
to-access.

Implementing MFA instead of using only credentials will protect these privileged

identities better against threats.
Service Accounts

This category requires two or three factors which must include the possession
factor of the certificate. This is because these accounts are used for automation
and must be operational while maintaining security. Another factor can be either
credentials or logical location that is explicitly granted for this account and
restricted from other users. In the case of a service account operating using high-

level permissions, all three factors must be required.

Credentials
Knowledge
nowledg / PIN
Possession Certificate
Inherent

e Logical
Conditional

Figure 25. MFA factor types for the “Service Accounts” category. Two or three
factors are required depending on the privilege access level. The possession type
factor is mandatory.

Example case: MFA strength with two factors

The case company service accounts with privileged permissions are classified as
privileged user accounts in this example and belong to the category “Service

Accounts”. This example service account access level is similar to the “Medium”
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category, and two factors are required. A service account is allowed to gain
access to the resource if at least all the following example requirements are valid,

as shown in Figure 26:

o Certificate (possession)
AND
e Credentials are correct (knowledge)

OR

e Logical Location

+

Logical
Location

Figure 26. The minimum factor requirements for the service accounts.

Example case: MFA strength with three factors

The case company service accounts with privileged permissions are classified as
privileged user accounts in this example and belong to the category “Service
Accounts”. This example service account has privileged access similar to the
“High” category. A service account is allowed to gain access to the resource if at

least all the following example requirements are valid, as shown in Figure 27:

e Credentials are correct (knowledge)
o Certificate is valid (possession)

e Logical location explicitly defined (Conditional)

Figure 27. Three factors are required for a service account with high-level
permissions.
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With this service account category, it is impossible to use factors requiring user
interaction, such as approving sign-in from mobile devices, because these
accounts are usually used for executing automation tasks. The certificate, a factor
of possession, offers good protection when combined with other factors, allowing

stronger and phishing-resistant authentication [30].

External

These users are persons or entities which do not belong to organization users
but need, for some reason, access to the services. If privileged permissions are
granted to these user accounts, those must also be adequately secured. Two
factors should be requested for external company users with privileged accounts,
like case company users in the “Medium” level. If privileges are higher than the
“Medium” category, shall apply “High” category level requirements for these user

accounts.

Credentials
/ PIN

————————— — e
PGSSPSSiOll

Knowledge

Inherent

Physical
Location

Figure 28. MFA factor types for the “External” category. Two factors are required.

Conditional

In this example, users are required to provide a knowledge factor and possession
factor but can replace one with a conditional physical location factor. This could
occur if an external consultant needs to access devices or systems in the case
company data center. Before an external user is allowed to access the data
center, an escort is needed, and external user must be identified first. After that,
using example, a certificate as a possession factor or knowledge-based

credentials are allowed to use in authentication.
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Another example is external user, such as consultant, which needs access to the
services. According to reference [52], direct paths to systems should not be
allowed. Allowing entry only through a dedicated terminal server, which is in a
dedicated firewall-protected zone, would be a working solution. VPN connection
to a terminal server or a dedicated restricted laptop can be used to make a
connection to the terminal server. Before access is granted to the server, two

factors are required, as shown in Figure 29.

. Software
+

Figure 29. External consultants are required to use Two-Factors when
authenticating against a protected terminal server.

From external users, it could be difficult to require an inherent factor for
authentication or provide a dedicated organization-owned PAW device for use.
In a case similar to the “Medium” category, two factors in authentication will
provide efficient protection for these privileged accounts and make them more

protected against threats.
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6 Summary and Conclusions

The objective of this study was to create a proposal of policy on how to protect
the organization’s centrally managed privileged accounts and what kind of MFA

solution best meets the organization’s requirements following best practices.

To achieve the target, it was necessary to understand how the case company
was currently protecting its assets. Key person interviews offered a way to
present detailed questions about the topic and for understanding the current
practices and technical solutions implemented in the case company and state of
will, a qualitative approach was used. Data collection and analysis were
approached by thematization of the material and classification of the results which
outlined the requirements for the solution. Different MFA factors and current best
practices related to these factors and a combination of those are approached by
researching relevant literature. From the feedback and theory of
recommendations, improvements to the current state of the organization are
desired, and guidelines for a suitable solution for this specific organization could

be made.

This study improved the case company’s understanding of the need for protecting
privileged accounts and what are the possibilities and options for implementing
MFA solutions. During this work, the case company started testing hardware
security tokens with biometric authentication to gain experience with
passwordless MFA. Hardware security tokens with a long passphrase, stored in
the password manager software, were also investigated for understanding their
possibilities and functionalities. Understanding the importance of the principle of
least privilege supports the organization when categorizing privileged entities
following proposed guidelines. The guidelines for the MFA solution help the case

company to start implementation of stronger protection for these critical accounts.

This study can also work as preliminary work for future improvements in the case
company, such as Zero Trust security. Zero Trust security is a modern identity-
centric approach to security enforcing the principles of least privileges for

networks and applications for securing the environment from unauthorized
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access [53]. In reference [53], Garbis J. and Chapman JW disclose, “Identity is
at the heart of Zero Trust”. This highlights the importance of identity protection,

which is partly covered in this thesis for privileged user accounts with MFA.

Regarding MFA, the best solution for implementation always depends on the use
case. Whereas security token with biometric identification (e.g., fingerprint) offer
very good protection against remote attacks, it is exposed to other types of
threats. The challenges may arise because of an identical copy of the fingerprint
or using the finger against the user’s will. In the case of facial recognition, there
are possibilities for spoofing systems if vulnerabilities exist to get access. This
places additional requirements on how example devices, such as security tokens,
should be stored. Good protection could also be achieved by a combination of a
possession factor, such as a security token and a long and complex passphrase

stored in the password manager software.

Deploying strong enough identity protection for any organization is important.
Thus, it is required to understand both the requirements and resources of the
organization and based on these select the method(s) that provide at least the
required amount of protection with smallest impact to the usability of the given

system.
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Appendix 1 Interview Questions

The following questions will be used for analyzing and gaining more information
on the current state of on-premises centrally managed privileged accounts. A
privileged account is, for example, an account with more permissions or access

to the organization’s resources than a standard user account.

¢ What kind of privileged accounts are there in the case company
environment? Are there different types of these or different categories for
these?

e How does access control generally protect privileged accounts in the
current centrally managed on-premises environment?

o Are there written policies, documentation, or requirements related to
these privileged identities? Where could this documentation be found for
further analysis?

e Are there mechanism(s) to “elevate” standard user accounts permissions
to get more access/permissions, or are there separate identities for tasks
that require more privileges when accessing the resources?

e How does an organization protect access to the company-managed
computers used by IT administrators?

e How does the organization currently protect and manage the company
resources for external users with privileged access? (Consultant, etc.)

¢ What development needs are there for privileged ldentity protection in an
on-premises environment?
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The following questions will be used to analyze and gain more information on the

most suitable solution for protecting privileged accounts in the company's

centrally managed on-premises environment.

e What kind of solution would be ideal for protecting these privileged
accounts?

¢ What factors are preferred if more than one is required for protection
factor options? For example:

@)
©)
©)

O

Knowledge factor (credentials, PIN code)

Possession factor (hardware token, software token, certificate)
Inherent factor (biometric, such as fingerprint, face recognition,
voice recognition)

Something else, such as location-based or behavior-based?

¢ How many factors/layers are enough for protecting and verifying identity
right to access the system, and should there be options for those?

e Should the solution support multiple categorization policy levels for
privileged identities, and how should those be defined?

e Are you familiar with some of the Multi-factor Authentication (MFA)
solutions available, and are there some features to highlight?
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