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Abstract

The aim of this thesis was to study IoT communications and how to utilize them in remote electricity energy
metering. The goal was to build an IoT measuring and monitoring system that uses Carlo Gavazzi EM24 en-
ergy meter and UWPA LoRaWAN gateway. The gateway would send data using Digita’s LoORaWAN network to
IoT platforms. The commissioner for this work was Voimatel Oy.

The configuration of the system was done in the premises of Savonia UAS. The metering system was config-
ured to send voltage, current, frequency, active power, apparent power, reactive power, the power factor and
the active and reactive energy. The LoRaWAN connection to the meter was configured in Digita’s network
server Thingpark, which Savonia had permissions to use. As a part of this thesis two different software-as-a-
service (SaaS) IoT platforms were studied and tested (Azure IoT Central and ThingsBoard). For the IoT plat-
forms, suitable credentials and subscriptions were created. To allow automatic dataflow from the meter to the
platforms, JavaScript converter and decoder codes were created for both platforms. In both IoT-platforms cus-
tom dashboards were created to allow the remote monitoring of the Carlo Gavazzi energy meter.

As a result of this thesis a functioning IoT system was created, and two possible communicational architec-
tures were created and tested for it. One leading to ThingsBoard dashboard and the other leading to Azure
IoT central application dashboard. The results of this thesis were satisfactory and for further implementations
of the system Azure was seen as a more useful route as it has other resources that could be utilized in the an-
alyzation of the measurement data.
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1 INTRODUCTION

With the development of Internet of Things (I0T), there have been several new ways different de-
vices may communicate with each other. One of these new communication networks are so called
LPWAN-networks (Low Power Wide Area Network). The best benefit of using LPWAN communica-
tions is the low power consumption they offer. One of the most talked about of these low powered
networks is LoORaWAN network. In Finland Digita offers a vast LoRaWAN network that covers most
of the country. One of the aims of this thesis is to study how Digita’s LoRaWAN network can be uti-
lized in remote energy and electricity measurements. Nowadays consumers and operators want
more detailed information about their consumption of electricity in real time and one of the ways to
provide that information is to create manageable IoT systems, where the dataflow is more frequent

compared to the traditional systems and the data is always viewable also remotely.

The goal of this thesis is to build and implement a remotely monitorable IoT system, which
measures electrical parameters and sends the measurements to a cloud platform, where the data
can be analyzed and observed. The system is set to measure single-phase electric power with Carlo
Gavazzi EM24 power meter and the measurement data is sent to Digita’s LoRaWAN network. From
there the data is routed to two different IoT cloud platforms (Azure IoT Central application and
ThingsBoard) for analysis. This thesis is mainly focusing on the data communication side of the pro-
posed IoT system, and it also examines the cloud side of IoT systems and studies the cloud plat-

forms used in the proposed system.

The commissioner of this thesis, Voimatel Oy, is a company that specializes on energy and data
communication networks. In regards of this thesis, they are specifically interested how LoRa net-
work can be implemented in remote electricity measurements and what kind of data can be sent

with the measuring devices. They are also interested in learning more about the IoT-platforms.
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2 IOT COMMUNICATION

2.1 Internet of things

Internet of things (IoT) is in a broad sense a cyber-physical system and a network of physical de-
vices that can communicate in some way over the Internet. IoT devices can be sensors,
smartphones, different wearable devices, smart meters or practically any device that has the com-
ponents and firmware that can communicate over the Internet. (Burges 2018.) In Finland probably
the most used IoT devices are remotely monitorable electricity meters that are used to monitor elec-
tricity consumption remotely and they can be found in almost every household in Finland (Leskinen
2019). The idea of Internet of things is based on data sharing and communication of different de-
vices. This kind of data sharing offers more efficiency on how to do different things, it saves time,
money and even emissions (Burges 2018). Figure 1 is a figure made by IBM that depicts one type of

architecture of the Internet of things.
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“Things” can be remotely
controlled or viewed, and they
can send telemetry for analysis.

network (CAN) in connected cars,

This may be a controller area
a local network in homes, etc.

except for power grids or classified

Most “things” connect to the Internet,
government systems.

and access control between the

Cloud services provide the repository
“thing" and its controller.

smart devices can control all

Smartphones, tablets and other
types of “things.”

FIGURE 1. What Internet of things consists of (IBM_X-Force 2014)

A Data driven IoT architecture is a model where the data is the key component. Data driven IoT can
be divided into three layers as shown in Figure 2: devices layer, edge layer and cloud layer. The de-
vice's layer consists of the IoT devices, and the sensors and actuators connected to the actual IoT
devices via different IoT gateways. The Edge layer is meant for pre-computing the data the devices
send. Edge computing means that data analyzing, and data pre-processing happens on the “edge”
of the network locally. Edge computing can help reduce data traffic and cloud costs as less data
needs to be sent over the network. The Cloud layer is where the data coming from different devices

is combined and stored and further analyzed for example in a custom dashboard. (Gerber 2017.)
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Cloud
Dashboards, analytics, apps

Edge

Pre-processing, filtering, aggregation

Devices
Sensors, actuators, gateways

FIGURE 2. Data driven IoT architecture layers (Gerber 2017)

Wireless communication

Wireless communication means the transfer of data from one point to another wirelessly without
any physical medium. Wireless communication is a key aspect of IoT architectures as it provides the
data transfer between devices. The protocols of wireless communication can be split in to four dif-
ferent main types by the distance they cover: The Wireless Wide Area Networks (WWAN), The Wire-
less Personal Area Network (WPAN), The Wireless Metropolitan/Neighborhood Area Network
(WMAN/WNAN) and The Wireless Local Area Network (WLAN). (Mokolora 2021.) Figure 3 shows the
approximation of the coverage these protocols work. The figure also shows the most known proto-
cols used in the main types. WPAN is the shortest-range wireless communication type, and it is typi-
cally used in, as the name suggest, in the reach of a person. The smallest range protocols in this
type can be specified as proximity protocols, which includes NFC and RFID, which are used for ex-
ample in smart locks where a tag opens the lock. Other WPAN networks can be created for example
using Bluetooth, Zigbee or Z-wave or other WPAN protocols shown in Figure 3. WLAN works in a bit
larger scale than WPAN. It is used in bigger households, offices, and campuses. Wi-Fi is probably
the best-known protocol in WLAN networks. After WLAN comes WMAN, which is designed to cover a
metropolitan size area. WMANSs idea is that it connects several WLANSs together and therefore cre-
ates a larger scale network. The WWAN is the largest area network, and it can for example connect
cities or countries together. The most known WWAN technologies are cellular (2G, 3G, 4G, 5G), Sig-
fox and the LoRa. (Rouse 2017; Verma 2016.)



9 (52)

Bluetooth LE
B *+  ZigBee
« NFC(EMVY) | Tpread (6LOWPAM) *  802.11abMn/ac
* RFID . ﬁ-\\mﬁvc *  802.11af (white space)
«  WirclessHART 802.11ah & 802.11p
ISA100.11a (6loWPAN)
+ EnOcean * Wi-SUN (6LoWPAN)
«  Plus more « ZigBee-NAN (6LoWPAN)
- = / / . E 7 *+ Cellular
Vo y / R / ; * 2G/3GAG
/ / : : A + LTE-MTC
¥ Wireless Personal Wireless Local YVHelcss \ W.u'eI&ssﬂ « 5G in the future
Proximity y  Area Network Area Network ) Neighborhood B Wido ;
(WPAN) '\ (WLAN) . AreaNetwork & Network * Low Power Wide Area
¢ (WNAN) - 70 (WWAN) ‘ (LPWAN)
N : : y y * SIGFOX
3 : ! 5
Ny = * LoRa
2 - . - * Telensa
Contact range : 1 7 ' > H%
(0-10 meter) Short range Short/Medium range Medium range Long range * Plus more
" (10-100 meter)

(100-1000 meter) (*5-10km) (up to 100 km)

FIGURE 3. Wireless communication protocols and their range (WirelessIoT 2016)

All these wireless communication protocols have a similar structure that contains three main ele-
ments: the transmitter, the channel, and the receiver. The transmitter is what encodes the data for
the channel. The channel is the medium that transfers the data over a distance to the receiver. The
receiver is the destination, and it is where the data encoding is decoded back to its original form.
(Mokolora 2021.) This thesis mainly focuses on the wireless wide area networks (WWAN) and more

specifically on the low power wide area networks (LPWAN) and the LoRaWAN protocol it includes.

2.3 LoraWAN

LoRaWAN (Long-Range Wide Area Network) is one of the LPWANs (Low-Power Wide Area Net-
works) designed for IoT devices. It is a communication network intended for wireless and fast but
also low-power data transfer. Its main characteristics are two-way data transmission, positioning
services, mobility, and easy commissioning of devices to the network. The LoRaWAN network is es-
pecially suitable for sending and receiving small amounts of data and usually the data amounts sent
are around 10-30 bytes. (Digita-LoRa 2023.)

LoRaWAN was developed in 2009, the development was carried out by a company called Cyclio. The
technology was initially known as LoRaMac, due to the MAC-layer used in it (see Figure 5). A com-
pany called Semtech acquired Cyclio in 2012. A few years after this acquisition, the association LoRa
Alliance was formed, which is currently responsible for marketing the technology, developing, and
maintaining the protocol. With the establishment of the LoRa Alliance, LoraMac was changed to now
known LoRaWAN. (Slats 2020.)

In the LoRaWAN network, particular attention has been paid to the low electricity consumption of
IoT devices, which makes it possible to manufacture devices that run on batteries for years. Lo-

RaWAN is asynchronous, and the devices in it only need to connect to the network when they have
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data to send. As a result, the power consumption of IoT devices, such as various sensors, is signifi-

cantly lower than, for example, devices operating on a mobile network.

2.3.1 Architecture and communication

A typical LoRaWAN network consists of IoT-devices, gateways, a network server, join server and
application server. Figure 4 depicts how LoRaWAN comprises communication from an IoT device all
the way to the network server, from where traffic is again routed using secure IP network to its re-

ceiving software. (Lora-developers 2023.)

ﬁ LoRa RF Secure IP__ =1 ‘ Secure IF ‘ Secure IP
,((_:g_))" --- "0 //,” —-—— 0 7 —— w0
’ ': i .-~/ LoRa®-Enabled _+" Application Servers
A .’l ’ ‘\, s ! Networllt Server - Dashboards or
| : Data Portals
i
a 1
O iy [/ wmw
. (@) ,
& £ / [ ]
ui

Join Server

()’
£

jal

Gateways

FIGURE 4. Typical architecture of LoRaWAN network (Lora-developers 2023)

As Figure 4 shows the IoT end devices send data wirelessly to radio gateways using LoRa RF Modu-
lation. The LoRa radio frequency modulation is based on chirp spread spectrum (CSS) modulation,
which is very fault tolerant, and reflections and diffraction have very low effect on the signal. Usu-
ally, the data rate of LoRaWAN network is between 0.3-50 kilobits per second depending on the dis-
tances and the amount of data sent. The CSS modulation uses so called “spreading factors” (SF) to
transfer data. There are six different spreading factors and lower spreading factors mean faster data
rate and shorter distances from device to gateway. The spreading factors are one way a LoRaWAN
network can lower devices power consumption as lower spreading factor means lower power con-
sumption. The device data can be received by multiple different gateways inside the reach of the
device, which reduces the risks of message lost. The gateways forward the data using IP-protocol to
the LoRaWAN network server. This server manages the traffic between the IoT devices, and for ex-
ample it discards the extra packets that may have arisen when two different gateways receive pack-
ets sent by one IoT device. The network server also checks the integrity of the messages using
message integrity code (MIC) that uses specific session keys to verify that the message was not
tampered during the transmission. If the received LoRa signal from a device is seen as too weak by
the network server then the network server can inform the IoT device to adjust the spreading factor
and the data rate of the signal, so the signal is better next time but energy consumption remains as

low as possible at the same time. The join server handles the device over-the-air activation (OAA)
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join process and it contains the session keys of the connected devices. The join procedure and ses-
sion keys are one of the key elements of the security of LoORaWAN. The application servers manage
where the data is forwarded next, for example is it to be viewed on a dashboard or some other ap-
plication. The application servers also handle any downlinks sent back to them. (Digita-LoRa 2023;

Lora-developers 2023.)

The communication of LoRa and LoRaWAN can be viewed in an OSI (Open Systems Interconnect)
model. The OSI model is a conceptual framework that represents networking or other telecommuni-
cations systems as different layers, each with their own purpose (Simoneau 2006). As Figure 5
shows LoRa is the first, physical layer, of the network, meaning it is responsible of the first connec-
tions to the device via the wireless radio modulation (CSS). LoRaWAN is the MAC layer on top of the
LoRa physical layer and its functions include for example assigning each device to a frequency,

spreading code and data rate, and eliminating duplicate packets. (Lora-developers 2023.)

Application

= | LoRaWAN® MAC |
LaRa WAN’ | MAC Options !
- ‘ Class A | ‘ Class B ‘ ‘ Class C ‘

L%Ra' LoRa® Modulation
-

LSO 5c: [ 0455 [ usons | oo |

FIGURE 5. The layer model for LoRaWAN (Lora-developers 2023)

LoRaWAN devices communicate in the license-free ISM frequency range using low frequencies be-
low 1 GHz. The frequency bands used vary from region to region, as shown in the LoRa physical
layer in Figure 5. In Europe, the 868 MHz and 433 MHz frequency bands are used, in the USA 915
MHz, and in Asia the 433 MHz frequency bands. (LoRaWorkgroup 2018.)

Since LoRaWAN utilizes license-free frequencies, it also reduces its operating costs compared to, for
example, commercial licensed frequencies. It is thanks to this that technology has become a strong

candidate for various applications, especially in the fields of industry and science.

2.3.2 LoraWAN devices

The LoRaWAN network is ideal for devices in remote locations due to its low power consumption
and long range, allowing battery-powered terminals to be installed very far from gateways. The low
data transfer rate and the optimization of battery life also limit the amount of data transmitted, in
which case the devices usually measure only a few variables at most and transmit the measured
values, for example once an hour as raw data in hexadecimal format to minimize the length of the
message. The devices usually spend the rest of the time in power saving mode, activating either at

regular intervals or, for example, when moving the device. For this reason, popular applications for
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LoRaWAN technology include condition monitoring, positioning and remote metering. As the net-
work does not verify the arrival of messages, it is not recommended to use the network in critical
infrastructure, where the loss of even one message could endanger people's health or make damage
to property. (Semtech 2023; SemtechLoRa-applications 2023.)

There are different connection procedures for LoRaWAN, which are ABP (Activation-By-Personaliza-
tion) and OTAA (Over-the-Air-Activation). The procedure used affects how the encryption keys used
for traffic are handled. In ABP, the keys are pre-written on the device and the device is provisioned
into the network with identical keys, so that the device starts to operate directly on the network. In
OTAA, the device initially asks for a connection to the network, during which the encryption keys to
be used are generated for that session in the join server. OTAA is a more secure method, but ABP
may be more functionally secure in some applications because a separate network connection is not
required. (ThingIndustries 2023.)

LoRaWAN divides devices into three classes A, B and C as shown in Figure 5 earlier. The division is
made according to the latency and power consumption of the downlink. All classes allow two-way
communication. The difference between the classes comes from how the device, or node in Lora
terms, receives messages from the gateway. Class A and B devices can be battery-powered but
class C devices consume significantly more and require a constant power supply.
(TheThingsNetwork 2023.)

Class A (All Devices) device sends a message to the access point, after which it has two time-win-
dows in which it can receive an acknowledgment message. At other times, the node is in a state of
sleep. Class A is the least power consuming. All end-devices must support at least class A communi-
cation. (TheThingsNetwork 2023.)

Class B (Beacon) device has similar time windows for reception, but in addition to them it has an
extra period when it listens to future messages. The device opens a receive window after it receives
a time-synchronized beacon from the gateway. Timed slots allow the server to talk to a specific
node (unicast transmission) or multiple nodes simultaneously (multicast transmission) at a specific
time. (TheThingsNetwork 2023.)

Class C (Continuously listening) device continuously receives messages from access points, exclud-
ing transmission time. It is the most reliable, but at the same time also consumes the most power.
(TheThingsNetwork 2023.)

2.3.3 Digita’s LoRaWAN network

In 2015 Digita and Actility launched a LoRaWAN network solution in Finland (Digita 2015). The net-
work has grown to cover whole of Finland. Figure 6 shows estimate of the LoRaWAN coverage at
the beginning of 2023. The network server of Digita’s system is integrated from Actilitys ThingPark
Wireless solution (Digita 2015).
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FIGURE 6. Estimate of the coverage in Finland (Blue=Indoor coverage, Green=0utdoor coverage)
(IoT-map 2023)

Digita’s LoRaWAN network consists of IoT base stations or gateways shown in Figure 7. The stations
are usually located in cell towers, and they are light and easy to install (Digita-jyvaskyla 2022). The
base station shown in Figure 7 is taken at the Jyvaskyla Electricity & Light Tele Av -fair in spring
2022, where Digita was representing their IoT-network.
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FIGURE 7. IoT-Base station at the Digita booth at Jyvaskyla Electricity & Light Tele Av -fair 2022
(Kinnunen 2022, CC BY-NC)

2.4 Remote electricity metering in Finland.

Finland is the first country where almost every household’s electric consumption can be read hourly
and remotely (Miettinen 2023). Electricity meters remote reading in households became mandatory
in Finland in 2013 (TurkuEnergia 2023). Prior to remote readings electric meters needed to be read
manually on site and this was done maybe only once a year. The biggest upside to consumers in
hourly remote readings is that the electricity billing is based on the actual consumption and not just
an estimate. One of the advantages of remotely readable meters is also that they can be used to
monitor voltage quality and interruptions more accurately in electricity distribution (Miettinen, 2023).
Currently in Finland many big electricity distribution companies are upgrading their smart electricity
meters to new faster models, that allow data transfer to be even quicker than earlier. The data
transfer in these systems happens every fifteen minutes or so. The new meters also allow to con-
nect the meter to home automation systems via home area network (HAN) port, which allows better
optimization of overall consumption of the household. (Kuivasmaki 2023; Laitinen 2023;
VantaanEnergia 2023.)
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The remote reading of meters is mainly handled over a cellular (GPRS: GSM, 3G) communication or
a powerline communication or using radio technology. The power line communication is an older
technology that first moves the meter data to a centralized hub or a concentrator via powerlines and
from there transmits the data using GPRS. In the GPRS remote reading a GSM-modem or a gateway
is installed to the meter or a concentrator, and it then transmits the data using existing cellular net-
works. (TurkuEnergia 2023.) More recently the use of LPWAN technologies (NB-IoT, LoRaWAN) has
become a hot topic in remote readings. In 2018 Telia and Landis+Gyr started a project to bring NB-
IoT (Narrow-band IoT) data transmission protocol to smart electricity reading (Kurunsaari 2018).
NB-IoT is a LPWAN technology, meaning it has low power consumption. It is based on the existing
4G/LTE -network and commissioning a device to the network is more straight forward than in other
previously mentioned traditional protocols. Its benefits over more traditional methods are that it has
a good coverage, and it can also reach the remote locations (Kurunsaari 2018). In regards of this

thesis a brief comparison was made between LoRaWAN and NB-IoT (see Table 1).

TABLE 1. Comparison between LoRaWAN and NB-IoT (Lorrain 2022)

LPWAN - network LoRaWAN NB-IoT
Deployment options | Public or private Public
Ecosystem | Open source Paid

Spectrum | ISM-unlicensed spectrum Licensed (cellular (LTE))

Power consumption | Transmit: 18mA-84mA, Receive: Transmit: 100mA-220, Receive:
5mA. (Acquires less power) 40mA. (Acquires more power)
Protocol | Asynchronous Synchronous
Data rate | 0.3 — 50 kb/s Peak data rate: 250 kb/s
Mobility of devices | Good mobility Good for stationary devices

In a Landis+Gyr article about the NB-IoT and other communication protocols used in remote moni-
toring Juerg Haas states that no communication protocol is superior compared to others and the

choosing of right protocol should always be made case-by-case basis (Haas 2020).
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3 CLOUDS

Cloud computing means that different services including servers, storage, databases, networking,
software, and analytics are handled over the Internet. Usually cloud services are provided by differ-
ent companies. The biggest cloud providers in 2023 are Amazon Web Services, Microsoft Azure, and
Google Cloud Platform (Zhang 2023).

3.1 Clouds as a service

Cloud computing can be divided into three models as shown in Figure 8: Infrastructure as a Service
(IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). IaaS contains the basic as-
pects of an infrastructure, like storage and virtualization but handled in the cloud. PaaS is where the
cloud provider hosts the hardware and software on their own infrastructure and offers the platform
as an integrated solution or a service running on the internet. SaaS is probably the most all-inclusive
form of the cloud services. SaaS entails a fully managed applications that are run and updated by
the cloud provider. (AWS 2023.)

SaaS
PaaS

B & o "B 0 G

FIGURE 8. As-a-service models (Azure-as-a-service 2023)

3.2 IoT-Cloud platforms

The IoT platform is one of the most important parts when talking about the Internet of Things. The
IoT platform brings together hardware, connections, software, and application layers. It offers a
powerful solution for managing and configuring devices, data collection and analysis. In addition,

the IoT platform enables connection to cloud services or on-premises servers. (Vasanth 2023.)

One of the aims of this thesis was to study few of the IoT platforms and how they could be utilized
in remote electricity monitoring. Currently there are many different IoT cloud platforms to choose
from, the most popular being Azures IoT solutions, AWS IoT platform and Google Cloud IoT and
ThingsBoard (Rana 2022). This thesis focuses on two of these platforms: ThingsBoard and Azure

and its IoT Central platform.
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3.2.1 ThingsBoard

ThingsBoard is an open-source IoT platform that offers a well-made "out-of-the box" IoT platform
solution. Thingsboard offers a free community version as well as a paid professional version. The
Community version that can be implemented as PaaS includes the Apache 2.0 license, and it is also
possible to take advantage of it for commercial use. It is possible to purchase the Professional ver-
sion as a ready-made cloud service (SaaS), but there is also the possibility of purchasing it with a
"self-hosted" license, which can be maintained on users own server. (ThingsBoardDevelopers 2023.)
ThingsBoard has several connectivity options for different devices as seen in the Figure 9, that
shows the architecture of the ThingsBoard platform (ThingsboardAuthors 2023).

¥ ThingsBoard Web Ul I S RV,

ThingsBoard
253 14

Transports

o

Third-Party Apps
— L HTTP
—
£ Devices | +—wvaor—- B MV elny PN Y% ThingsBoard Core s = Database
!
(GNN % CoAP
¥¥ Rule Engine = External Systems
Legend:
¥ Il - ThingsBoard Components: horizontally scalable and fault tolerant
= - External Systems: Kafka, RabbitMQ, AWS SQS / SNS, Email, SMS, and other systems

(®

- Databases: PostgreSQL and Timescale/Cassandra (NoSQL)

FIGURE 9. Architecture of Thingsboard (ThingsboardAuthors 2023)

ThingsBoard offers rich visualization capabilities and includes a ready-made and easily customizable
web-based interface and a customizable dashboard. It is also possible to add self-customized dash-
board components to the ThingsBoard dashboard. ThingsBoard's interface also allows users to man-
age users and create rules. The Professional version has the option to customize the user interface

to be suitable and fitting for a company’s own image. (ThingsBoardDevelopers 2023.)

The Community version is free, and the cost comes solely from maintaining the platform. The Pro-
fessional version as self-managed costs from 10 to 500 dollars per month and the cloud version
costs from 10 to 800 dollars, which includes the cloud hosting and managing costs. Prices vary de-
pending on the sent data points to the platform as well as the connected devices. Data points are
parameters of a message or “telemetry” that the device is sending to ThingsBoard. For example,
sending the ‘kwh’ information once from an electricity meter would take up one data-point.
(ThingsBoardPricing 2023.)
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3.2.2 Azure and IoT Central

Developed by Microsoft, Azure is one of the market leaders and one of the most well-known public
cloud computing platforms. Azure was released in February 2010 as Windows Azure, but soon
changed its name to Microsoft Azure. Azure can be used for example as a platform for virtual serv-
ers or as a service that provides application platforms. The resources and services Azure provides
are related to many different areas, such as artificial intelligence, performance computing, digital

marketing, and the Internet of Things. (Azure 2023.)

Azure provides its users with IoT services (see Figure 10) ranging from simple and straightforward
solutions for small businesses to versatile and high-level methods that require large resources. Data
security and the versatility of the platform are the main features by which the product is described
and advertised on the Azure website (Azure 2023). Although Azure is a product of Microsoft, it is still

compatible with many third-party applications and operating systems.

Azure loT technologies, services, and solutions

r A
loT Central
application L J

templates Retail Health Energy Government
Azure loT Central - N . .
. . Reference Architecture N Dynamics Connected
AZUI'E. loT Solutions @ n:a:faged application @ and Accelerators (PaaS) V Field Service (Saas)
Security platiorm
Center . o
forloT Azure loT Hub ) Azure Stream Analytics Azure Actlv-e Directory
Azure loT Hub Device Azure Cosmos DB Azure Monitor
J Azurg é T provisioning Service Azure Al Azure DevOps
ServicesforloT & Azure Digital Twins Azure Cognitive Services Power BI
Azure Time Series Insights Azure ML Azure Data Share
Azure Maps Azure Logic Apps Azure Spatial Anchors
Azure Sphere Windows loT Azure ML
loT and Edge @ Azure |oT Device SDK Azure Certified for loT—Device Azure SQL
DeviceSupport =3 AzureloTEdge Catalog Azure Functions
Azure Data Box Edge Azure Stream Analytics Azure Cognitive Services

Azure Storage

FIGURE 10. Different IoT based solutions from Azure (Betts 2023)

Azure IoT Central is a complete IoT- platform, and its applications have easy-to-use user-interfaces.
In an IoT Central application there is possibility to create custom dashboards, secure data and man-
age devices as seen in the architecture figure of IoT Central in Figure 11. IoT Central itself is appli-
cation PaaS, but its applications are usually managed and hosted in Azure making it SaaS. IoT cen-
tral application deployment is easy and there are many readymade templates, as shown in Figure

10, that can be used to speed the process of building the application. (Microsoft_IoTCentral 2022.)
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Business Insights

for storage
or analysis

for business
automation

for further
computations

FIGURE 11. Architecture model of IoT Central (IoTCentralArchitecture 2023)

IoT Central applications have a simple and predictable pricing as shown in Figure 12. The pricing is

based on the nhumber of messages a device sends to the platform. The price varies also based on

how many devices is added to the platform.

Pricing Tier

Use Case

Price per device per month
Monthly device message allocation
Included free quantities per application

Overage pricing per 1K messages'

Standard Tier 0

For devices sending a few messages per
day

€0.08 per Month
400 messages
2 free devices (800 included messages)

€0.067 per 1K messages

* Total message allocation is shared across all devices in an loT Central Application

The standard message size is 4KB. For example, if the device sends a 4.5KB message it will be billed as 2 messages.

Standard Tier 1

For devices sending a few messages per

hour

€0.38 per Month

5,000 messages

2 free devices (10,000 included messages)

€0.015 per 1K messages

FIGURE 12. IoT Central application pricing (IoTCentralPricing 2023)

Standard Tier 2

For devices sending a message every few
minutes

€0.67 per Month
30,000 messages
2 free devices (60,000 included messages)

€0.015 per 1K messages
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4 ENERGY MONITORING IMPLEMENTATION

As part of this thesis a remotely monitorable IoT-system was configured. The system uses Carlo Ga-
vazzi's EM24 as the measuring device and Carlo Gavazzi UWPA as the gateway to Digita’s LoRaWAN
network. The system utilizes Digita’s network server called Thingpark (provided by Actility). The sys-
tem is monitorable from ThingsBoard or Azure IoT Central application. The physical devices were

connected and tested in the premises of Savonia UAS.

4.1 Carlo Gavazzi EM-24

The EM-24 is an energy analyzer made by Carlo Gavazzi. The measurement of energy consumption
and the measurement of electrical variables are its main functions. It is suitable for single-phase,
two-phase, or three-phase load measurements. It is specifically suited for active and reactive energy
measurements and cost allocation. Its interfacing capabilities are RS485, M-Bus, Dupline or Ethernet
communication port. The EM24 allows direct connection up to 65A and indirect using external volt-

age and current transformers. (GavazziEM24 2020).
In Table 2 the main features of the EM24 meter are listed as stated in the device’s datasheet.

TABLE 2. Main features of the EM24 (GavazziEM24 2020)

e Energy measurements: total and partial active (kwh) and reactive (kvarh) energy or based on 4

different tariffs; single phase measurements

¢ Gas, cold water, hot water, kWh remote heating measurements via digital inputs

e TRMS measurements of distorted sine waves (voltages/currents)

e Data encryption

e Compliant with the international accuracy standard IEC/EN62053-21, and IEC/EN61557-12 per-

formance requirements (active power and active energy)

For the proposed system the EM24 was wired to perform single phase measurements of a selected
load. Figure 13 shows the measurement system built. The meter physical connections and wirings
were done prior to this thesis by a group of Savonia students as a project. As a test load a simple
lamp was used to test the data communication to the IoT-platforms. From the EM-24 the following
variables were selected to be sent: voltage (V), current (A), frequency (Hz), active power (kW), ap-
parent power (kVA), reactive power (kVAr), the power factor (PF) and also the active and reactive

energy (kWh, kvarh) and the timestamp from when these variables were measured.
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CarloGavazzi EM24

Antenna for UWPA

Carlo Gavazzi UWPA
(LoRaWAN) Gateway §

FIGURE 13. The measurement system and gateway (Kinnunen 2023a, CC BY-NC)

4.2 Carlo Gavazzi UWPA Gateway

Carlo Gavazzi's UWPA is an endpoint adapter that provides LoRa and LoRaWAN communication to
an RS485 Carlo Gavazzi meter. It is compatible with many of the Carlo Gavazzi electricity meters. It
has a long communication range: up to 10 km in open air and in typical applications from 200m to
3km. It is also secured with embedded end-to-end AES128 encryption. (GavazziUWPA 2022.) In the

built system the UWPA device was connected to the EM24 meter via the RS485 connection option.

4.2.1 Configuration via UCS7 software

The UWPA and EM24 were configured using Carlo Gavazzis UCS 7 (Universal configuration software)
software, that was freely available for download at Carlo Gavazzis website. The UWPA was con-
nected to a computer via microUSB/USB wire to perform the LoRaWAN communication configura-

tion. First step in configuring the device was to create a new communication configuration for the
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UWPA device. There were three steps in creating the configuration. First step is shown in Figure 14,
where the configuration is named, and the meters system is picked. For this thesis’s purposes, the
system was put to perform single-phase measurements, but the data transfer would work similar
way whether it is single- or three phased. The second step in the configuration was to select the
variables that would be sent forward via LoORaWAN. Figure 15 shows the configuration page in which
it was possible to select the variables and data to be sent. The sending interval shown in Figure 15
increased when more variables were added to be sent. Due to this the selected variables were lim-
ited to ten, to allow packets to be sent every ten minutes. Figure 18 shows the selected variables.
The third step shown in Figure 16 was the configuration of the LoRaWAN connection. The activation
type of the UWPA device was set to OTAA (Over the air activation). The activation security keys
were also generated in this step and these keys were later added to ThingPark described in Figure
23. The internal clock of the EM24 needed to be synchronized in this step to match the current
server time, because as a default the clock was set to start from 1970, which was not ideal for the
transmission.

[ Configuration Wizard

Select or scan the meter 1T — a _e

CONFIGURATION NAME
ThingPark

Meter
EM24 AV5

SYSTEM
1P

GATEWAYS

Communication parameters

BAUD RATE PARITY MODBUS ADDRESS STOP BITS

9600 v None v 1 1

TIMEOUT
1000

[ Delete ‘

FIGURE 14. First step configuring the UWPA communication to ThingPark
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Select the variables to transmit

Include timestamp

Include firmware revision

UWPA packets filling index

GATEWAYS Suggested transmission interval to minimize data loss (ISM band constraints)

UWPA packets filling index

Variables

v

Energy (2)

v

Power (3)

v

Voltage (1)

v

Current (1)

-

Other (2)

FIGURE 15. Step two: selecting the variables to be sent.

o Configuration Wizard

LoRa® connection settings
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Yes v
No v
10 minutes
2

9-9-:

LPWAN network
NETWORK TYPE ACTIVATION TYPE
LoRaWAN® network v OTAA v

LoRa® activation

APPLICATION EUI (APPEUI) ION KEY (APPKEY)

0019 IEEE— [ ——

Main transmission sgttings

SETTING MODE

You can chy
v
Manual i
TRANSMISSION INTERVAL SUGGESTED INTERVAL
10 minutes v > 10 minutes

Tr ission control

ADAPTIVE DATA RATE (ADR) RESPECT ISM BAND CONSTRAINTS
Enabled v Enable v

f you disable the ADR. you can set the data rate value

Settings for interacting with the gateway

Disabled v Enabled v

If you enable it. you can choose the number of attempts

NUMBER OF FAILED COMMUNICATIONS BEFORE RE-JOINING

1

Commissioning and diagnostics

TRANSMISSION BY PRESSING PUSH BUTTON CONNECTION TO METER VIA UWPA

Enabled v Enabled v

FIGURE 16. Step three of the configuration

CHECK SERVER ACKNOWLEDGE AFTER TRANSMISSION LOCK SYNCHRONIZATION WITH THE SERVER
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After the new configuration was done and saved it was written to the actual device as shown in Fig-
ure 17. After that the device configuration in the ThingPark needed to be done. When the UWPA
was connected to the Digitas ThingPark the transmissions and the status of the meter could be

monitored with the UCS 7 software as shown in Figures 18 and 19.

¥ Carlo Gavazzi UCS 7 - Universal Configuration Software

UWPA / Configuration database

Online

Configurations

n database pJ ThingPark Device: EM24 UWPA Europe Creation Date: Feb 212023 11:58:04 (L1
Edit configuration |

New configuration1  Device: EM24 UWPA Europe Creation Date: Dec 14 2022 13:05:40 Write to UWPA ‘
LoRaWAN® network devices )

Export configuration to

il

UWP 3.00r UWP 4.0 N =

network devices Clone configuration
Delete

GATEWAYS

FIGURE 17. After the new configuration was done, it was written to the UWPA device.

UWPA / Live view
Meter: EM24 AV5 Electrical system: 1P Last Lora® Transmission: 00:00:29 ago Next Lora® Transmission: 00:09:25 Status: Sending packet Packet number:2/2
METERS Remaining duty cycle timeoff: 00:02:44
ALl Real time Header: 98 Format: Int32 Current value: 147 A Last transmitted value via LoRa®: 1456 mA Packet number: 2
Hz Real time Header: 103 Format: Int16 Current value: 50 Hz Last transmitted value via LoRa® : 500 dHz Packet number: 2
PFL1 Real time Header: 102 Format: Int16 Current value: 0.1 Last transmitted value via LoRa®: 10 cPF Packet number: 2
vii Real time Header: 97 Format: Int32 Current value: 2324V Last transmitted value via LoRa® : 2320dV Packet number: 2
GATEWAYS
VALL Real time Header: 100 Format: Int32 Current value: 3414 VA Last transmitted value via LoRa®: - Packet number: 1
wLl Real time Header: 99 Format: Int32 Current value: 344 W Last transmitted value via LoRa®: - Packet number: 1
UWPA
kWh(+) TOT Counter Header: 60 Format: Int32 Current value: 6.4 kWh Last transmitted value via LoRa®: - Packet number: 1
kvarh(+) TOT Counter Header: 62 Format: Int32 Current value: 0.4 kvarh Last transmitted value via LoRa®: -~ Packet number: 1
varlL1 Real time Header: 101 Format: Int32 Current value: 339.6 var Last transmitted value via LoRa®: -~ Packet number: 1
.

FIGURE 18. The variables to be sent via LoRaWAN shown in the UCS 7s live view of the UWPA.
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UWPA / Online

Online Meter: UWPA

Serial Number: BW1160055011X

Configuration database >
Device EUI: 0019EEB0000004D4
LoRaWAN® network devices ) Firmware: 2.8.3
UWP 3.0 or UWP 4.0 )
network devices Connect to meter Settings

Status

UWPA: OK

RS485: OK
° 1— Password protected: No
- 2 .) Device with power supply: Yes
o Signal: 100 %

Time: Thu, Mar 16, 2023 8:48 AM

EM24 AVS UWPA
RS485 UWPA
Modbus transmission: 6053 Transmissions: 2
Modbus ok: 6053 Join transmissions: 1
Modbus errors: 0 Remaining duty cycle timeoff: 00:00:00

Service Transmissions: 1

FIGURE 19. Overview of the status and transmissions in UCS7

4.2.2 Hex encoding

The variables are encoded in to hexadecimal before they are sent via LoRaWAN. Figure 20 shows
the picked variables and how they are transformed. As can be seen in Figure 18 the UWPA divides
the variables in two different packages and then sends them. This is to ensure that data size re-
mains small for the LoRaWAN to work efficiently. The idea behind the hex encoding of the Carlo Ga-

vazzi measurements is explained below in tables 3-5.

First Byte (code)  0x02

- VARIABLE FORMAT
VARIABLE ENG. UNIT UWP Multiplier LENGTH (bytes) HEADER BODY Note

60 sys counter kWh (+) TOT KWh 0,1 9 3Ch UINT64

62 sys counter kvarh (+) TOT kvarh 0,1 9 3Eh UINT64

97 U1 lastistantaneous  VL1-N \ 0,1 5 61h UINT32

98 L1 lastistantaneous A L1 A 0,001 5 62h UINT32

99 L1 lastistantaneous kW L1 kw 0.000001 5 63h INT32
100 L1 lastistantaneous ~ KVAL1 kVA 0.000001 5 64h UINT32
101 L1 lastistantaneous ~ kvar L1 kvar 0.000001 5 65h INT32
102 L1 lastistantaneous  PF L1 - 0,01 3 66h INT16 positive value=L, negative value=C, 100=PF1
103 L1 lastistantaneous  Hz Hz 0,1 3 67h UINT16
255 Others Time stamp YY-MM-DD HH-MM-SS 7 FFh 3xUINt16

FIGURE 20. The selected variables that the UWPA sends in hex form.

TABLE 3. Example of the hex packets sent with empty values.

Packet 1: 02 6300000000 6400000000 6500000000 3c0000000000000000 3e0000000000000000 ff7b02140a0a00

Packet 2: 02 6100000000 6200000000 660000 670000 ff7b02140a0a00
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TABLE 4. Dissecting the example hex packet 1.

02

= The application header. “02” meaning Single Phase measure-

ments (01" would be 3-phase)

6300000000

= 63 is the header of the "kW L1" variable, and the actual measure-
ment is after the header, total length being 5 bytes, UINT32

6400000000

= 64 is the header of the "kVA L1" variable, and the actual meas-
urement is after the header, total length being 5 bytes, UINT32

6500000000

= 65 is the header of the "kvar L1" variable, and the actual meas-
urement is after the header, total length being 5 bytes, UINT32

3c00000000000000

= 3C is the header of the "kWh (+) TOT" variable, and the actual
measurement is after the header, total length being 9 bytes,
UINT64

3e00000000000000

= 3E is the header of the "kvarh (+) TOT" variable, and the actual
measurement is after the header, total length being 9 bytes,
UINT64

ff7b02140a0a00

= ffis the header of the timestamp, length 7 bytes, format YY-MM-
DD-HH-MM-SS. (Example translates to "2023-03-20 10:10:00")

TABLE 5. Dissecting the example hex packet 2.

02 = The application header. "02” meaning Single Phase measurements
("01” would be 3-phase)

6100000000 = 61 is the header of the "V L1-N" variable, and the actual measurement
is after the header, total length being 5 bytes, UINT32

6200000000 = 62 is the header of the "A L1" variable, and the actual measurement is
after the header, total length being 5 bytes, UINT32

660000 = 66 is the header of the "PF L1" variable, and the actual measurement
is after the header, total length being 3 bytes, INT16

670000 = 67 is the header of the "Hz" variable, and the actual measurement is
after the header, total length being 3 bytes, UINT16

ff7b02140a0a00 = ffis the header of the timestamp, length 7 bytes, format YY-MM-DD-
HH-MM-SS (Example translates to "2023-03-20 10:10:00")
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4.3 Digita Thingpark configuration

Building of the monitoring environment for the Carlo Cavazzi EM24 meter began by, creating a user
account for Digita’s IoT platform. Savonia UAS had acquired the needed licenses for the use of the
platform. Digita’s IoT platform is built on Actility’s Thingpark platform, and it consists of three differ-
ent applications as shown in Figure 21.

('-) DIGITA Aaro Kinnunen o

A A

Wireless Logger Network Survey .

“

Thingpark Portal © Actility 2023 - 10.6.0

FIGURE 21. Digita’s Thingpark consists of three applications.
The Wireless Logger application shows all the incoming and outgoing uplinks and downlinks from
the devices added to the account as shown in Figure 22. Device Manager is where adding new de-

vices and managing existing ones is possible. The Network Survey application helps to visualize de-

vice data on a map.

WIRELESS-LOGGER K

‘Dashboard [ 100006352 ] 2

)

)

CE—

UTC Timestamp Local Timestamp DevAdde DevEUL - FPot FCntf  NFCNtd  AFCoty SR ESP SFDR  SubBand Channel  LRCI BRI LRR Lat
SNk ADRIBM0H  N230RRN5H0H  EWDER T 0016EB000000ADD4 W 2 75 w00 [0S I SHO o e 00000201 Yjj DAOOASSF W 6288~
B ) mac 2023022218:2045964  202302:2220:20:45.964  EOOZDEAZ 7 00196EBO00000ADS W O 2 . - [GS cooco20: W DaoorssF
B} G 2023022218:20:43.964  2023-02-2220:20:43.964  EC02DEA2 ¥ O019EEBO0000OADY W 2 74 Ao SN S 2 L8 00000201 ¥ DAOOAS6F W 6288
B oma 2003022218:1543.980  2023-02-2220:15:43.980  EQ02DEA2 T O019EEBO000OADY W 2 73 RUTHN | o 2 00000201  Wjj DAOOASGF W 6288
B ea 20302-2218:1043950  2023-02-2220:10:43.950  E0020EA2 ¥ 0019€EBOOO0COADS Wy 2 72 PUTIN | Eoiegel 2 00000201 ¥ DA0OASGF W 6283
B} s 20230222 18:05:43.980 E002DEA2 W 0019EB0000M4D4 W 2 7 o [ ESHNEE s 2 o4 00000201 ¥ DADOASGF ¥ 6283
@ f dta  2023-02-22 18:00:44.008 E002DEA2 f 0019€£B0000004DS W 2 7 uso SN S o 3 00000201 ¥ DAOOASGF ffj 6283
# O} cam 20230222 17:55:43.991 E0020EA2 0 00w96EB0000004DST W 2 69 BUTEN | E e 7 00000201 ¥ DAGOASSF W 6283
@ f} Gt 2023022217:50:44021 20230222 19:50:44.021  EQO2DEA2 ¥ 0019EEB0000004D4 W 2 68 BIECEN - | ST L6 00000201  Wjj DAOOASEF fjj 6283
@y mac 20230222 17:45:45934 20230222 19:45:45.924  EQO2DEA2 ¥ 0019€EB0000004D4 W O u i - G ccoooz0: Wy osooassF W)
aq W ABRAVEOIN  AGRR GO DR ¥j O0019%EBO0000MUDA W 2 67 aso SN Lc8 00000201 ¥ DAOOAS6F ffj 6288
@ f}  ew  2023022217:40:43962  202302-2219:40:43.962  ECO2DEAZ ¥ ooiceEso000004D4 W 2 66 1o [EEE D [t 00000201  Wj DADOASEF ffj 6283
@ f}  ema  2023022217:3543.950 20230222 19:35:43.950  EQO2DEA2 ¥ oowoeeBooo0o0aDs WY 2 65 BIELEN TR 1=} 00000201 ¥ DavoAseF | 6283
B m 203022217:2543.991 20230222 19:25:43.991  EQO2DEA2 ¥j 0019%EB0000004D4 W 2 63 Ao (G D G L4 00000201  ¥jj DAOOASSF ffj 6283
B ) daa 2023022217:2043985 20230222 19:20:43.985  EOO2DEA2 T 0019FEBO00000ADYST W 2 &2 160 RS S G =} 00000201 W DAGOASGF  jj 6283
3 Gt 203022 17:15:43.99  2023-02-2219:15:43.994  EQ02DEA2 ¥ 0019€EB0000004D4 W 2 61 BUENN  ECi 106 00000201 ¥ DAOOASSF  ffj 6283
B} o 2030222 17:10:44004  2023-022219: E002DEAZ T O019EB000004D4 W 2 60 1o SIS 106 00000201 W DAOOABGF  fjj 6283
- —— _ono: Enoonens Fa nctoremnnoncnana e o <o I e o - nonoadny  Fa panoaece S Za .:.‘

Page

FIGURE 22. Wireless logger shows uplinks and downlinks from devices.
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4.3.1 Adding the UWPA-gateway device to Thingpark

Adding the Carlo Gavazzi UWPA device to Thingpark happened in a few simple steps. In Thingpark’s
device manager, there was a possibility to create a new device. When adding a new device to
Thingpark, it asks few details about the device and how will it connect to it. Figure 23 shows infor-
mation needed to create the connection between the device and Thingpark. The DevEUI address
was found labeled in the UWPA devices side. The UWPA gateway device uses the over the air acti-
vation and is a Class A device. In Thingpark there are several device profiles for different manufac-
turers, but Carlo Gavazzi devices were not on the list, so a generic LoraWAN profile was chosen for
the device profile. The security hexadecimal codes AppEUI and AppKey were generated when con-

figuring the UWPA devices communication variables with the UCS 7 software.

Device name: CarloGavazzi_UWPA
Marker: * ? change marker

Administrative info:

Administrative location: * Network location Change location

Motion indicator: Random M
Manufacturer: * Generic e
Model: * LoRaWAN 1.0.2 revB - class A eus6s v
£ Device activation: Over The Air Activation (OTAA) i
: Join server: * Local Join server with software encryption N
DevEUIL: * 0019EEB0000004D4
| JoinEur (AppEUI): —
Key format: Clear text e

FIGURE 23. Adding a new device to the network happens in the device manager.

When the device was added to the network it sent a join uplink request to Thingpark as shown in
Figure 24 and as a reply Thingpark sent a join downlink to the UWPA device. This joining also hap-
pens every time the UWPA device is turned off and on again. After this the flow of the measurement

data to Thinkpark was possible.

@y Jon  2023-03-1408:42:38.202  2023-03-14 10:42:38.202 ij O0DISEEBOOOO0O4D4  f None
ElE ) jon  2023-03-1408:42:32202  2023-03-14 10:42:32.202 7)) (001SEEBOCO0OO4DA  {fj MNone -13.0

SN 00000201 ) DADOASSF  {f
00000201 | DAOOABGF ) 62.888627 27503315

Miype: JoinRequest

[(RR___TRSS] [SNR [ESP | CHAINS imestamp [GPS RADIOL- ISM Band

[ DADOASGF [-113.0[ 7.0 [-120.7901 | CHAIN[0):2023-03-14T08:42:32.2027 (- EU 853-870MHz
FFO1047A -118.03436 | CHAIN{0]:2023-03-14T08:42:32.0504025652 {GPS_RADIO} | EU 863-870Mbz
Device [Lat (soh): - La: - Long (solv): - Long: - Loc radius: - Loc time: - Ak: - AR radhus: - Acc: - North Velociy: - East Velooty: -]

Reporting Status: On tme.
1SM Band: EU 863-870MHz

RF Region: CUSTOM_Digta_EUS68_Schann. 7084
AS10:

Frequency (MH): 868.3

Current class: A

FIGURE 24. Join request from the UWPA shown in the wireless logger.



29 (52)

4.3.2 Network routing

When the device was successfully connected to the LoRaWAN network, and the uplinks were visible
in the wireless logger, the next step was to create a route to the IoT platforms. A new HTTP appli-
cation server needed to be created that handles the sending of the data outside Thingpark. In the
details of the new application server the content type needed to be specified to JSON, meaning that
the message type leaving Thingpark is in JSON-format. Next a route to IoT-platforms was added to
the routing section. For this thesis two different application servers were created: one for
ThinsBoard and one for Azure. In Figure 25 route to ThingsBoard was added as the destination IoT

platform.

*"  Savonia-smmattikorkeakoulu oy [Subscriber]

4+ ThingPark Wircless

o [© oo [# 59 [0 o [

2T Carlo Gavazz_ WA
e etwork

) Settings Name: * Thingstoard(ak)

3 aums (5)

I TWA_LDDD08352 63244.A5
Content Type: * 10N v

B Coanectvity plans Type: HTTP Appiication Server (LORAWAN)
o 5 routng profiles Status: * Active ~
2 Application servers
< Thingsbaard(ak) HTTP custom headers name. vaie
o settings
4 Add ) Deste
Status: Inactive:
Max imestamp deviation: -
o Actriate
Saurce ports: * o Destinations
Routing strategy: * Sequential v | Destination

[R——E————

Jf Edt 4 Add @) Delete U § Comn

FIGURE 25. Creating an application server

After creation of the application server, it needed to be linked to the device with a custom routing
profile that could then be linked to the device. A new routing profile was created, and the previously
created application server was added as the destination as shown in Figure 26. This routing profile

was then selected as the default routing profile for the Carlo Gavazzi device.

%" Savonia-ammattikorkeakoulu oy [Subscriber]

4 ThingPark Wireless

2w Devices AS routing profile [Read only]

3% Carlo Gavazz_UWPA
4 Network

Local applicanon server Thingsboard(ak) actwe
Sudplier zpplication server Digita verkkotilannekuva AS Active

Last modification: 2.2.202315.41.04
Updated by: Aaro Kinnunen

FIGURE 26. AS routing profile

When the network routing was done, Thingpark was then ready to send the measurement data in to
the IoT- platforms. When an uplink containing measurement data is received by Thingpark, it places
the data into JSON-model shown in Figure 27 and then forwards that message to other platforms
via HTTP-POST method automatically.
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"DevEUI_uplink™: {
"Time": “2023-02-17T711:10:44,.353+00:00",
"DevEUI": "@919EEBO2Se284D4",
"FPort": 2,
"FCntup®: 12,
"ADRbit": 1,
"MType": 2,
“FCntDn": &,
"payload_hex": "©26120290200627200000066d6ff67f5€1ff7b0202091400",
"mic_hex": "126esd22",
"Lrcid": "eeeee201",
“LrrRSSI™: -113.0,
"LrrSNR™: -0.75,
"LrrESP": -116.401474,
"SpFact™: 12,
“SubBand": "G2",
"Channel®™: "LC&",
“Lrrid": "DA@@ASEF",
"Late": o,
“LrrLAT": 62.886627,
"LrrLON": 27.593315,
“Lrrs™: {

“Lrrid™: "DA@RASEF",
"Chain": @,
"LrrRSSI™: -113.0,
"LrrSNR™: -0.75,
"LrrESP": -116.401474

Ja
"DevLrrcnt™: 1,
"CustomerID": "1@e806352",
"CustomerData™: {
"loc™: null,
"alr®: {
"pro”: "LORA/Generic",
o) = ek b

3
Ja
”tags:: B

"doms": 7
"name": "Carlo Gavazzi_UWPA"

3

J

"Modelcfg": "e",

"Drivercfg": {

"mod": {

"pId™:
"mid": "lora",
“ver": "1"

"generic”®,

i

3

J

"DevAddr®: "E@@2DEA2",
"TxPower™: 16.0,
"NbTrans™: 1,
"Freguency”: 866.8,

FIGURE 27. Example of the message body sent to other platforms.

4.4 ThingsBoard configuration

For the ThingsBoard connection a ThingsBoard Cloud account was created, and its free one-month
trial of the ThingsBoard Cloud Maker subscription was used as the subscription for the time of this
thesis. ThingsBoard offers easy integration of different devices. At the time of this thesis there were
up to 27 types of different Integrations available in ThingsBoards Professional edition
(ThingsboardIntegrations 2023). For the built system Thingpark type was used as it allows to
stream data from the Thingpark servers via HTTP as shown in Figure 28. The Integration option
used in this thesis is only available for the ThingsBoard Professional edition, but similar methods can

be used also in the free community edition.
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ThingsBoard

Up|lnk Time-series I:Ialaf’ e
Thm oark json/ _f converter THLELTLE updales c dashboards
Integgratlon #=hinary/
text 1 Downlink Atlrll?ute ypdate
(" +«—— notifications / ﬁ Rule Engine
Converter RPC calls

#+ ThingPark |+—HTTP—s

FIGURE 28. Architecture of ThingsBoard-ThingPark Integration (Thingsboard-ThingParkIntegration
2023)

The configuration began with the creation of a new Integration of type Thingpark, shown in Figure
29. An uplink converter was created for it to handle the messages coming from Thingpark. It was
decided that there was no need for a downlink converter as there were no reasons to send any cus-
tom data back to the device at this stage of the project. The HTTP endpoint URL shown in Figure 29
was added as the destination endpoint to the application server created in Thingpark shown in Fig-
ure 25.

ThingPark_Integration o
Integration details

Details Events Relations Audit Logs Version control Attributes Late >

Delete integration

Copy integration Id

TP_uplink_converter Downlink data converter

G

FIGURE 29. The created ThingPark Integration

4.4.1 Uplink converter

The created JavaScript code described in this chapter can be found in GitHub (see Appendix 1).

The uplink converter created for the Integration was a JavaScript code that converts the upcoming
data into telemetry for ThingsBoard dashboards. The data coming from Thingpark was in JSON-for-
mat and the message body is shown in Figure 27. The key information in the message body was the
‘payload_hex’ property that holds the actual measurements from the Carlo Gavazzi EM24 meter in a
hexadecimal form. To decode the hex encoded values a decoder function needed to be created. The
decoder was written in JavaScript, and it transforms the hex values to human readable values. For

this thesis, the UWPA was made to send two different kinds of packets with specific variables listed
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earlier (see Figure 18). The code was made to read only these specific packages. Figures 30-37

show how the decoding of the uplink message is handled in the code. In the code first it is checked

that an 'DevEUI_uplink’ was received (see figure 30) and when it is verified then the hex values are

taken and turned into bytes (see Figure 31). Then the code checks what kind of hex packet was

sent (see Figure 34). There were 4 different main types of packets the UWPA could send as seen in

the Figures 33-34. As mentioned earlier the UWPA was made to send two different packets of type

1P, this is handled in the ‘getpackets()’ function shown in Figure 34. The actual decoding of each

value is described in Figures 35 and 36. The code also handles any possible error messages derived

from the EM24 meter (see figure 33 and 37).

e
* Start decoder
* {any | undefined}
*J
var payloadlson = decodeToJson(payload); //turns payload to JSON form if not already
var result = setPayload(); // variable the decoder function returns
var payload_hex;
var payloadByte = [];
var telemetryC;
var devEuilink;

/** Helper functions **/
J ok
* Parsing metadata and payload_hex
* paylLoadJson
* {null|{payload: {deviceType: string, telemetry: string, deviceName: string}}}
* 7
function setPayload() {
if (payloadlson !== null) {
if (payloadlson !== null && payloadlson.length !== 8) {
if (payloadlson.hasOunProperty('DevEUI uplink'}) {
devEuilink = payloadJson.DevEUI uplink;
} else if (paylLoadJson.hasOunProperty('DevEUI downlink Sent'}) {
devEuilink = payloadlson.DevEUI_downlink_Sent;

1{ (devEuilink !== null &% devEuilink.length !== 8) {
var payloadResult = getPayload();
if (devEuilink.hasOwnProperty( payload_hex')) {
payload_hex = devEuilink[ ' payload_hex'];

if (payload_hex !== null && payload_hex.length !== 8) {
payload_hex = payload hex.trim();
payleoadByte = hexStringToBytes(payload_hex); // Convert the hex values to bytes
payloadResult.telemetry = (paylLoadlson.hasOwnProperty('DevEUI uplink'}) ? getTelemetryUp()
F
b
else{
//payloadResult.telemetry =getTelemetryDown(); /f if downlinks would be used

payloadResult.devicelame = devEuilink['DevEUI"];
return payloadResult;

¥
¥

return null;

FIGURE 30. The main function in the converter is the “setPayload” function.

463~ function hexStringToBytes(str) {

464 var array = str.match(/.{1,2}/g);
465 var a = [];

466~ array.forEach(function (element) {
467 a.push(parseInt(element, 16));
468 )

469 return a;

478 }

FIGURE 31. Function that turns the hex string to array of bytes

: getTelemetryDown();
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429 ~ [**

430 * Metadata

431 * [@returns Headers payload: {deviceType: string, telemetry: string, deviceName: string}
432 */

433~ function getPayload() {

434 ~ return {

435 "devicenName’: ""

436 ‘deviceType': payLoadlson.DevEUI uplink.CustomerData.name,
437 'Timestamp': payLoadlson.DevEUI uplink.Time,

438 "telemetry': "

439 1

449 }

FIGURE 32. The form the decoder returns the payload

1- var constants = {

2 'commonMessageHeadersSpr':

3~ {

4 "type': //Application headers for different packets
5+ {

6 @1: "Application 3P",

7 82: "Application 1P",

3 83: "Application vMumMcC-0C",
9 255: "Application Error”
10 ¥
11
12 s
13~ 'Error_message': {
14 1: "Autoscan in progress",
15 2: "No meter connected”,
16 3: "Invalid meter”,
17 4: "Invalid meter setup”
18 b
19 }s

FIGURE 33. Application headers and error messages

68~ /==
69 * Receiving telemetry by value message type

70 * ([@param payload_hex

71 * (@param payLoadJson

72 * @returns {null|Telemetry }

73 ®/

74~ function getTelemetryUp() {

75 var message_type = payloadByte[®]; //Checking the application header
76~ switch (message_type) {

77 case 01: // "Application 3P"

78 return getTelemetryCarlo_3P();

79 case 02 //"Application 1P"

80 return getpackets();

81 case 03: // "Application vMuUMC-OC"
82 return null;

83 case 255: // Application Error

84 return getErrorMessage();

85 default:

86 return null;

87 }

88 }

89~ function getpackets(){

90~ switch(payloadByte[1]){

91 case 97 // if UWPA packet 2 is sent
92 return getTelemetryCarlo 1P61();

93 case 99: //if UWPA packet 1 is sent
94 return getTelemetryCarlo_1P63();

95 default:

96 return null;

a7 1

98 }

99

FIGURE 34. Functions to handle different type packets
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110~ function getTelemetryCarlo_1P63(){

111 var tele =get_1P Telemetry(); // Load the telemetry model

112 var mes =hexStringToBytes(payload_hex); // Convert the hex message to bytes

113

114~ if(mes[1]==99){ // Check the first byte after the application header byte

115 var x = mes.slice(2,6); // Check the length of the variable from UWPA datasheet,
116 //but remove the headerbyte --> kw L1 = 4 bytes
137~ for (var j = @; j < x.length; j++) {

118 tele[ 'kW L1"]+=x[]j]<<(8*(j)); // Bitwise shift operation

119 }

120 tele['kW L1']=tele['kW L1']*@.000001; // The UWP multiplier 0.000001
121 mes.splice(1,5); //Remove the variable bytes from the original message
122

123 }

124~ if(mes[1]==100){

125 var x1 = mes.slice(2,6); // kva = 4 bytes

126~ for (var j = @; j < x1.length; j++) {

127 tele[ "kVA L1']+=x1[j]<<(8%(]));

128 }

129 tele[ 'kVA L1']=tele['kVA L1']*0.000001; // The UWP multiplier ©.000001
130 mes.splice(1,5); //Remove the variable bytes from the original message
131

132 )

133~ if(mes[1]==101){

134 var x2 = mes.slice(2,6); // kvar = 4 bytes

135~ for (var j = ©; j < x2.length; j++) {

136 tele[ "'kvar L1']+=x2[j]<<(8*%(3));

137 }

138 tele[ 'kvar L1']=tele[ 'kvar L1']*0.000001; // The UWP multiplier ©.000001
139 mes.splice(1,5); //Remove the variable bytes from the original message
140

141

142 ~ if(mes[1]==60){

143 var x2 = mes.slice(2,10); // kiWh = 8 bytes

144 ~ for (var j = @; j < x2.length; j++) {

145 tele[ "kwh (+) TOT']+=x2[j]1<<(8%(3));

146 }

147 tele[ 'kWwh (+) TOT']=tele['kwh (+) TOT']*@.1; // The UWP multiplier 0.1
148 mes.splice(1,9); //Remove the variable bytes from the original message
149

150 ~ if(mes[1]==62){

151 var x2 = mes.slice(2,10); // kvarh = 8 bytes

152~ for (var j = @; j < x2.length; j++) {

153 tele[ 'kvarh (+) TOT']+=x2[]j]<<(8%(3));

154 }

155 tele[ 'kvarh (+) TOT']=tele['kvarh (+) TOT']*@.1; // The UWP multiplier ©.1
156 mes.splice(1,9); //Remove the variable bytes from the original message
15

158 ~ if(mes[1]==255){

159 var x = mes.slice(2,8); // Timestamp = 6 bytes

160 var d = new Date(...x); // returns 2023 as 0123

161 tele[ 'TimestampEM24(UTC) ' ]=d;

162 }

163

164 clean(tele);//Unused telemetry headers are not returned

165 return tele;

166 3

FIGURE 35. Function that decodes the hex values in first package
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function getTelemetryCarlo 1P61(){
var tele =get 1P _Telemetry();
var mes =hexStringToBytes(payload hex);
if(mes[1]==97)1
var x = mes.slice(2,6);
for (var j = @; j < x.length; j++) {
tele[ 'V L1-N"]+=x[j]<<(8%(]));
¥
tele[ 'V L1-N']=tele['V L1-N']%@.1; // The UWP multiplier ©.1
mes.splice(1,5); //Remove

¥
if(mes[1]==98){
var x1 = mes.slice(2,6);
for (var j = @; j < x1.length; j++) {
tele['A L1" J+=x1[]]<<(8%(7));

¥
tele['A L1']=tele['A L1']*@.001; // The UWP multiplier @.801
mes,splice(1,5); //Remove

¥
if(mes[1]==1082){
var x2 = mes.slice(2,4);
for (var j = @; j < x2.length; j++) {
tele[ "PF L1 J+=x2[F]<<(8%(]));

¥
tele[ 'PF L1']=tele['PF L1"]*@.01; // The UWP multiplier @.01
mes,splice(1,3); //Remove

¥
if(mes[1]==183){
var x2 = mes.slice(2,4);
for (var j = @; j < x2.length; j++) {
tele[ "Hz ' J+=x2[j]<<(8%(3));

¥
tele[ "Hz']=tele[ 'Hz"']70.1; // The UWP multiplier ©.1
mes.splice(1,3); / /Remove

¥
if(mes[1]==255){
var x = mes.slice(2,8);
var d = new Date(...x);
tele[ 'TimestampEM24(UTC) ' ]=d;

clean(tele); //Unused telemetry headers are not returned
return tele;

FIGURE 36. Function that decodes the second package
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386 - function getErrorMessage(){

387 var error_message = payloadByte[1l];

388 var err;

389 - switch (error_message){

390 case @1:

391 err=constants.Error_message[1];
392 break;

393 case 82:

394 err=constants.Error_message[2];
395 break;

396 case @3:

397 err=constants.Error_message[3];
398 break;

399 case @4:

400 err=constants.Error_message[4];
491 break;

402 default:

403 err="Unknown error";

404 break;

485 }

406 - return{

407 '"Error' : err

408 1

409 }

FIGURE 37. Function ‘getErrorMessage()’ handles possible error messages from the meter.

4.4.2 Dashboard

CarloGavazziEM24

After the creation of the uplink converter code, a dashboard needed to be created. ThingsBoard
dashboards are a way to visualize the telemetry data. Figure 38 shows the created dashboard and
data coming to it. Dashboards are created by adding widgets to it that are linked to certain teleme-
try value. In Figure 38 there are six different dashboard widgets created that show the meter values
on a specific time window. From the dashboard figure it is notable that the timestamp of the EM24
(UTC), which is the actual measurement time, is about a minute behind the ThingsBoard own
timestamp (UTC+2). This is due to the short time it takes the data to go through the whole IoT-
system. The measurement data can be viewed as a graph over time and the time window to be

shown can easily be modified to get for example monthly reports of consumption.

CarloGavazziEM24 ~  [gg 0019EEB0000004D4 (© Realtime - last minute &

Timeseries table

2023-03-16 09:02:20

03-16 09:02:16 64

6.40

0.40

07:00:00.000Z

04 0.3377 0.3359 0.033999999999999996 07:00:00.000Z

01 1.464 50 232.20000000000002 06:50:00.000Z

01 1462 50 2324

Frequency [ Voltage B Amperage B O

(© History - from 2023-03-14 10:39:12 to 2023-03-14 14:4C (@ History - from 2023-03-14 10:50:19 t0 2023-03-14 14:0¢ (© History - from 2023-03-14 10:18:43 to 2023-03-14 14:38:12

H;
Volts
A

=/

Powered by Thingsboard v.3.4.3PAAS

FIGURE 38. ThingsBoard dashboard created for the Carlo Gavazzi meter
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4.5  Azure configuration
For the Azure connection an Azure account and subscription was needed. The subscription used for
this thesis was the Azure for students’ subscription, that gives students with valid email addresses
free credits up to 100USD and access to Azures features. For this thesis it was decided to use the
IoT Central Application as the destination for the measurement data. The steps of the dataflow from

the electricity meter to Azure are shown in Figure 39.

' I
_@C\ :%_ g S, HTTP I\ h@

Y £

B8
Azure Function Device Bridge
Electricity meter(s)

Azure

loT Central Application

FIGURE 39. Dataflow from meter to Azure (Kinnunen 2023b)

4.5.1 IoT Central Application and The IoT Central device bridge

First step in Azure was the creation of a new resource group and then the IoT Central application in
Azure portal. A resource group in Azure is a container for all the resources needed for a solution and
it helps to manage the costs of the solution more easily. All the azure resources that were used in
this thesis were put in the same resource group. The IoT Central application was created with the
Standard Pricing 2, shown in Figure 40 as the Carlo Gavazzi UWPA sends data every ten minutes.

The application was named as “carlogavazzi-lora monitor” as shown in Figure 41.

Pricing plan
(O Standard 0
For devices sending a few messages per day

2 free devices 400 messages/mo

(O standard 1

For devices sending a few messages per hour

2 free devices 5,000 messages/mo
(® Standard 2 (most popular)

For devices sending messages every few minutes

2 free devices 30,000 messages/mo

FIGURE 40. IoT Central application pricing plans
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= . 5 Search resources, services, and docs (G+ 5] & aarokinnunen@edu.sav...
)) e ——— ——— B 6 0 6 0 osseimono Q

Home > Recent

< carlogavazzi-lora-monitor # -

fij Delete

A Essentials

3 Overview
@ Tags Resource group (move) hitg arloc ntra
Settings.
ption (move)  : Azure for Students

Identity ibscription I
1) Networking Succeeded
il Properties Tags (edit) Click here to add tags
Monitoring

il Metrics

@ wor
Automation
Te Tasks (preview)

£ Export template

FIGURE 41. The created application in Azure portal

After creation the application was accessed through the URL shown in Figure 41. The application
could also be accessed from the IoT Central page shown in Figure 42. The application was created
with custom template and as shown in Figure 43 the application outlook has been modified and a
picture of the Carlo Gavazzi UWPA has been added as the thumbnail of the application. The applica-

tions theme and colors were modified also.

C & appsazureiotcentral.com,

Azure loT Central

= - New application
My apps

B Myapps

carlogavazzi-lora-monitor

FIGURE 42. Accessing the app through Azure IoT Central page
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= Devices < 1 Import B v
Connect Filter templates ‘
—  All devices
I @ Devices All devices Device explorer helps you see all your devices. Detailed information like device raw data helps you troubleshoot. Learn more =

L Device groups 0019EEBO000004D4

Device name Device ID Device status Device template Organizatior
&  Device templates

0019EEBO000004D4 0019EEBO000004D4 Provisioned 0019EEBO000004D4 carlogavazzi
@ Edge manifests

Analyze
K2 Data explorer
B8 Dashboards

Manage

i
Extend

Rules

B Auditlogs

FIGURE 43. Overview of the devices in the application

To get the data to flow from Thingpark to the created IoT Central application, a kind of device
bridge was needed. This was because direct HTTP connection between two cloud platforms was not
supported directly by IoT Central application. The IoT Central device bridge is an open-source Azure
solution that allows dataflow from different IoT clouds to IoT Central applications. The communica-
tion between clouds happens via HTTP. The device bridge solution creates several Azure resources
that are automatically linked together to allow automatic dataflow from the devices to the IoT Cen-
tral Application (Microsoft 2022). The device bridge consists of Azure Function App, Azure Key Vault
and an Azure Storage account shown in Figure 44. These resources could also be created separately
and connected manually, but The Device bridge solution does this automatically. The dataflow with
the device bridge only works in one direction, meaning that the data flows only to the Central appli-
cation and there is no possibility to send downlinks back to Thingpark and to the device from the
application itself. The device bridge connects to the IoT central application with the Azure shared
access key policy. The keys can be found from permissions page under device connection groups in
the IoT central application. To deploy the device bridge, it asked the ID-scope and the primary key

shown in Figure 45.

Name Type Location Resource Group Subscription
> iotc-fnbungSe5fvxk3k aee Function App North Europe ResourceG Azure for Students
= iotcsabungSe5fvxk3k 2 Storage account ResourceG Azure for Students

@ oty Itbung5e5fvxk3k 2o Key vault North Europe ResourceG Azure for Students

FIGURE 44. The IoT Central device bridge creates three different Azure resources.
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= Permissions <

Device conniction g SAS-loT-Devices
® omicer . SAS-loT-Devices

Use enrollment greups to conneet specific types of devices using credentials that yeu choose. Learn more

FIGURE 45. Permissions needed to link the bridge to the application

4.5.2 Function App and the HTTP trigger

The created JavaScript code described in this chapter can be found in GitHub (see Appendix 2)

The measurement data from Thingpark was sent to the created function app that has a HTTP-trig-
ger function named “IoTCIntegration”, shown in Figure 46, that handles the upcoming JSON mes-
sage which Thingpark sends shown in Figure 27 earlier. The URL-endpoint of the HTTP-trigger func-
tion was added to the application server in Thingpark to allow the connection. After its deployment
the function app needed NPM packages installed to it. Installing of the packets was done using Az-
ures CLI, which is Azures own command-line tool (see Figure 47). After the packages were installed
using the CLI of the function app then the HTTP triggers JavaScript code was ready to be modified.
The HTTP trigger code needed to be modified a bit to convert the upcoming message to a form ac-
ceptable for the IoT central application. The Central application requires upcoming messages to

come in certain JSON-body as shown in Figure 48.

= o G e oy
Home > iotc-fnbung5eSfvxk3k
(£} 10 fnbung5e5fvxk3k | Functions x
{
Fus

Search + create () Refresh

[C] Name 1 Trigger Ty Status Ty Monitor T

[ toTcintegration HTTP Enabled Invocations and more

4] Functions
App keys
B App files

9 Proxies

Deployment

FIGURE 46. The HTTP trigger can be found inside the Function app.
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B 0 & ®@ & aamkm"r-:“-en@edu,mma

Ci\home\site\mmroot>cd IoTCIntegration

C1\home\site\mmroot\IoTCIntegration>npm install

Ci\home\site\mmroot\IoTCIntegrations,

14.43

Ad N RO 000

FIGURE 47.Installing packages using Azure CLI

req.body = {
device: {
deviceId: //{DeviceName or DeVvEUI]

¥

measurements: // {the measurements from device}

s

FIGURE 48. JSON-body IoT Central application requires

The decoding of the hex message was also handled in the JavaScript code inside the HTTP trigger.
The functions used to decode the hex encoded values were similar that were used in ThingsBoards
uplink converter. The decoder function made for Azure was also made to handle the JSON-body
change as shown in Figure 49, meaning that the decoder function returns the message in that form.

The data transfer to the IoT central application is also shown in Figure 49 below.

489 module.exports = async function (context, req) {
430 var bod = decoder(req.body);// call the decoder function,

491 //(returns Headers payload: {device: {deviceld: string (DevEUI)}, measurements: {(decoded values)}})

492 try {

493 req.body = bod; // change the message body to required form

494 await handleMessage({ ...parameters, log: context.log, getSecret: getKeyVaultSecret }, req.body.device, req.body.measurements, req.body.timestamp)
495 } catch (e) {

496 context.log('[ERROR]', e.message);

497

498 context.res = {

499 status: e.statusCode ? e.statusCode : 500,

5ee body: e.message

581 };

502 }

se3  } =

FIGURE 49. Part that handles the data transfer to IoT Central.

4.5.3 Dashboard in IoT Central application

When the HTTP trigger function had executed it created a device instance in the IoT Central appli-
cation as seen in Figure 43. The device telemetry can be accessed from the device list. Figure 50
shows the raw telemetry data that is sent from the function app. From the raw data the telemetry

needed to be modeled to a device template (see Figure 51). The device template is a model that
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matches the telemetry data to IoT Centrals own variables or so-called capabilities. When the device
template was created and assigned to the device then the incoming telemetry was automatically
assigned to its capability. This can also be seen in the raw data page in Figure 50 where the data is

already modeled.

= & Connect @ Manage template ~ @ Manage device

19EEBO000004D4 > 0O19EEBO000004D4

|@ oevices =  OO019EEB0000004D4

10:27:49 AM | Status: Provisioned | Organization: carlogavazzi-lora-manitor

Event creation time ALl Hz WALY kar L1 kvarhTC
Analyze

K2 Data explorer
[ Dashboards

Manage

Settings

B Application 0.35119999999999996 03488 09

FIGURE 50. Raw data view of the device

i 19EEB0000004D4 > Model > 0019EEB0000004DA

P 0019EEB0000004D4
0019EEB0000004D4 =l
0019EEBO000004DA Add capabilities spes
Add xport [i] Delete edit DTDL
Display name Capability type * O Semantic type (O
& Dashboards
= ot =
Manage
5 o [ [
Extend T
[ [ [e
& Rules
[ [Foemey [rere
@ Data export
Security [ VN [retemetry [ Mone
[am == =
= [
[Tmeampanaiine | [ [y [rone

~+ add cagabilit

FIGURE 51. The device template created

Creating a custom dashboard for the Carlo Gavazzi meter was done from the Dashboards section of
the application. The creation of dashboard tiles was similar as the creation of ThingsBoards dash-
board widgets, as each tile was assigned to a capability. IoT Central application had a variety of tiles
to choose from as shown in Figure 52. From the edit button of the dashboard the tiles and their ca-
pabilities could later be modified if needed. From the edit page it was also possible to add rules to
tiles and their capabilities. As an example, a rule was created for voltage measurements tile where
an alert is shown when voltage from the meter goes above 230 volts (see Figures 53 and 54). These

kinds of rules are good way to visualize any anomalies or alerts in the meter readings.
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X Cancel

C t Add a till .
e atle CarloGavazziEM24_

@ Devices Start with a visual  Start with devices

il Device groups
Chaose the type of visual you want to

e — show on your tile, and then click Add tile
v (orjust drag and drop it on the canvas).
Click the Settings icon on your new tile to

%  Fdge manifests add content or device data.
Analyze 4l Key Performance Indicator (KPI)
Set up telemetry for devices over a
K2 Data explorer set time range
l [H Dashboards @ Last known value (LKV)
Show the last value reported for one
Manage or more devices
¥ Line chart
[%  Jobs
Track aggregate telemetry values
Extend over time as a dynamic line
ten
Bl Bar chart
%  Rules

Show aggregate telemetry values
aver time as vertical bars
3 Dataexport

@ Pie chart
Security Show aggregate telemetry values
over time as a circular chart
B  Auditlogs
&1 Heat map
@,  Permissions Use color to show variations in
device cata
Settings

9 Event history

P application List anG display status changes for
Event telemetry

B customization

State history

1ict and disnlay cratus channes far

FIGURE 52. Adding tiles to a dashboard was made simple in the application.

Rules for Voltage tile X

Use rules to apply color, icons, or text to visual data under certain conditions (for instance, red for a high
temperature). Rules apply sequentially. If consecutive rules define conflicting styles for the same data conditions, the
rule earlier in the sequence sets the styling.

If "V_LIN" value is

Greater than 230 show KQRVETNRe e | Q On - A

Operator * Value *

I Is greater than V. I ’ 230 ’ ~+ Add

Choose a color family

HENENEAN

© strong O Medium O Light

Accessibility options
Text tags and icons allow all users to quickly read conditions. Choose a preselected option below, or enter your
own.
Text Icon
Critical ’ | ® v

- Add another condition

Save Cancel

FIGURE 53. Adding example rule for voltage
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CarloGavazziEM24

Voltage N W ¢ b X

11 minutes ago

FIGURE 54. Alert in the tile if voltage is higher than wanted.

The main dashboard created for this thesis was designed to show for example the voltage and am-
perage in a line chart over time. The dashboard also shows all the other measurement variables in a
clear way. The Carlo Gavazzi EM24 dashboard created in the application is shown below in Figure
55.

R

= & edit [ Copy Tl Delete £ BB Dashboard settings

Connect

arloGavazziEM24 ‘ = Go to dashboard catalog

@ Devices
Voltage & Amperage 7 kVA
L Device groups
L AR ® AL ® a1
@  Device templates

@ Edge manifests

2357 \ 15 ik
\ 145 0352 /

k2  Data explorer
=
5§  Dashboards aasd o -
Manage
1485 / 0348

3 Jobs /

QAE A EN DGSI M. G M Bfé A é v

09:50 AM 11.00 Al 9.50 AM 11:00 AM 09.50 AM 11:00 AM
Extend 24032023 24032023 24032023 240“32’323 24032023 24032023
& Rul

kw v Kwh(+)TOT s Power Factor kvarh (+) TOT kvar P Frequency
3 Data exp
0,04 6,50 0,12 1,10 0,35 50,00
! ’ ! 1 ' 7

R Auditlogs

Q) Permissions

1 minute ago 1 minute ago 4 minutes ago 1 minute ago 1 minute ago

Settings

FIGURE 55. The custom Dashboard created for Carlo Gavazzi EM24.

4.6  Future implementations for the system in Azure

The commissioner of this thesis Voimatel Oy had another thesis project with Savonia student Aki
Setald, involving smart energy monitoring of underfloor heating. Setdld’s thesis project uses same
routing methods as described in this thesis where measurement data is sent from a device via Lo-
RaWAN to be monitored in Azures IoT Central application. As a future implementation it would be
ideal if these projects could be combined. The idea would be that data coming from the Carlo
Cavazzi device and the data coming from the underfloor heating measuring device could be linked

to the same IoT-central application. This would create a great and simple example of smart home
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energy monitoring system. Adding both devices to the same IoT central application could be made
by creating the device bridges needed for the connection to the central application with same

shared access keys (see Figure 45) that lead to the same application.

In Azure there are many other resources besides the IoT Central application. For other future imple-
mentations of the systems, it would be interesting to utilize some of the resources in Azure. The
Carlo Gavazzi measurement data could be exported from the central application to Azures machine
learning (Azure ML) resource, where it would be possible to make prediction models of energy con-

sumption based on the measurement data with the help of artificial intelligence (AI).
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5 RESULTS AND DISCUSSION

The aim of this thesis was to study how the LoRaWAN communication could be utilized in remote
electricity readings. The goal was to build and implement an electricity measuring IoT- system and
design its communicational architecture that uses LoRaWAN and IoT cloud platform. As a result of
this thesis an IoT-system was built that measures nine different electricity parameters from a Carlo
Gavazzi EM24 meter. The system sends the measured data to Digita’s LoRaWAN network from
where it is then routed to IoT-platforms. Two different IoT-platforms were studied and tested as the

destination for the IoT-systems data: ThingsBoard and Azure IoT Central application.

The results of this thesis show that LoRaWAN can be utilized in remote readings of electricity me-
ters. The results also show that different IoT platforms are useful tools in the visualization of the
measurement data. The results of this thesis were satisfactory, in a sense that the goal was met,
and the system built worked as it was designed to. The author of this thesis would like to point out
that the system was made to measure and send only certain parameters and the data communica-
tion and decoders were done to identify only these parameters. Ideally for future implementations
of the system it would be better if the communicational parameters and codes were done to cover
all kinds of variations of the measurement data. Also, for future implementations it would be ideal to
build downlink communications from the IoT-platforms to the device to allow bi-directional dataflow,
as it is becoming a standard in the field of remote meter reading. As for the comparison of the IoT
platforms tested in this thesis, the author feels that the ThingsBoard cloud platform was easier to
configure as it had direct option to connect to Thingpark. The dataflow to Azures IoT Central appli-
cation was also a bit slower than to ThingsBoard, which was probably due to that ThingsBoard
didn’t need an external connector to connect to Thingpark. The author still feels that Azure would be
a better solution for the system as it has more features where the data could be analyzed. For ex-
ample, Azure has machine learning (Azure ML) feature that could be utilized in the future implemen-
tations of the system. The machine learning feature could allow making automated predictions

based on the electricity data.

As a conclusion the author feels that, even though there were things to improve, the thesis project

was a success and it helped to deepen the idea behind IoT systems.
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APPENDIX 1: THINGSBOARD UPLINK CONVERTER CODE

The ThingsBoard code can be found on GitHub: https://github.com/AaroKinnunen/Things-
Board_ThingPark_uplinkConverter


https://github.com/AaroKinnunen/ThingsBoard_ThingPark_uplinkConverter
https://github.com/AaroKinnunen/ThingsBoard_ThingPark_uplinkConverter
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APPENDIX 2: AZURE IOTC FUNCTION APP CODE

The code for IoT Central application device bridge can be found on GitHub: https://github.com/Aa-

roKinnunen/Azure-IoTCentralDeviceBridge-HttpTrigger



