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Systemaattisen ja kokonaisvaltaisen riskienhallinnan merkitys seka toteuttaminen ovat olleet
kasvussa organisaatioissa viime vuosina. Riskienhallintaprosessin toteuttaminen tuottaa tietoa
organisaation riskeista ja riskitieto kasvaa suhteessa organisaation kokoon ja toimintojen mo-
ninaisuuteen. Tilanne muodostaa uuden haasteen siita, etta miten tata riskitietoa tulisi halli-
ta saavuttaakseen parhaan hyodyn riskienhallintaan panostamisesta.

Taman opinnaytetyon paatavoitteena oli hahmottaa riskitiedonhallinnan rakennetta seka kar-
toittaa vaikuttavan ja tehokkaan riskitiedonhallinnan menestystekijoita suomalaisessa rahoi-
tusalan yrityksessa. Tutkimusongelmaa lahestyttiin kolmesta eri nakokulmasta. Tietoa kerat-
tiin kirjallisuuskatsauksen avulla riskitiedonhallinnan kasitteen hahmottamiseksi seka yleisista
riskitiedonhallinnan parhaista kaytanteista. Toisena nakokulmana dokumenttianalyysin avulla
tunnistettiin ulkoisia vaatimuksia seka tutkimusorganisaation riskienhallinnan viitekehysta ja
periaatteita riskitiedonhallinnan prosessien kartoittamiseksi. Kolmanneksi riskit omistavilta
lilketoimintavastuullisilta kerattiin tietoa haastatteluilla riskitiedonhallinnan nykytilasta ja
toteutuksesta heidan nakokulmastaan.

Tutkimustulosten perusteella riskitiedonhallinta tai sen menestystekijat eivat ole olleet eri-
tyisesti aikaisemman tutkimuksen kohteena. Kuten tassa tyossa aikaisemmassa tutkimuksessa
riskitiedonhallinta on tunnistettu integroiduksi osaksi riskienhallintaa. Tutkimustulosten pe-
rusteella riskitiedonhallinnan rakennetta ja menestystekijoita voidaan analysoida myos omana
kokonaisuutena. Kohdeorganisaatiossa 1. ulkoinen ja sisainen toimintaymparisto, 2. riskien-
hallinnan viitekehys ja periaatteet, 3. riskienhallintaprosessit ja kaytannot seka 4. riskienhal-
lintaan liittyva tiedonvaihto tunnistettiin riskitiedonhallinnan rakenteen merkittavimmiksi
osa-alueiksi. Lisaksi jokaiselle naista osa-alueista tunnistettiin vaikuttavaa ja tehokasta riski-
tiedonhallintaa tukevat menestystekijat.

Tunnistettuihin menestystekijoihin verrattuna kehitysmahdollisuuksia tunnistettiin jokaisella
osa-alueella tutkimusorganisaatiossa. Tutkimustulosten perusteella esitetaan kolmivaiheista
kehitysohjelmaa kohti vaikuttavampaa ja tehokkaampaa riskitiedonhallintaa. Tarkeimpana
kokonaisvaltainen ulkoisten ja sisaisten riskitiedon tarpeiden kartoittaminen ja priorisointi,
jonka kanssa samanaikaisesti maaritellaan riskienhallinnan viitekehys ja periaatteet. Toisena
vaiheena on maarittaa tarpeisiin perustuvat prosessit ja vastuulliset riskitiedon keraamiseksi
seka hallitsemiseksi sisaltaen keskeiset mittarit. Prosessien tulisi perustua riskitiedonhallintaa
tehostaviin tyovalineisiin. Kolmas vaihe on varmistaa riskitiedonhallinnan jatkuva parantami-
nen, jonka merkittavana osana on palautteen keraaminen riskien omistajilta.

Tutkimustulosten nahdaan olevan vahvasti sidoksissa organisaation riskienhallinnan kypsyys-
tasoon ja kypsyystason perustuvan merkittavan yritysfuusion jalkeisen uuden yrityksen ikaan.
Vaikka monia kehitysmahdollisuuksia tunnistettiin, haastatellut lilketoimintavastuulliset piti-
vat nykytilannetta olosuhteisin nahden hyvana. Organisaation nykytilanne tarjoaa myos erin-
omaisen mahdollisuuden hyodyntaa tutkimustuloksia parhaillaan kaynnissa olevassa riskienhal-
linnan viitekehyksen ja periaatteiden maarittely- ja kayttoonottotyossa.

Asiasanat: Riskienhallinta, tiedonhallinta, riskitieto, riskitiedonhallinta, riskienhallinnan viite-
kehys, riskienhallintaprosessi, kokonaisvaltainen riskienhallinta
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Importance and execution of systematic risk management and processes in organizations has
been increasing in past years. Execution of a risk management processes produces infor-
mation about organizations risks and amount of information grows in correlation with organi-
zation size and complexity of operations. This opens a new challenge on how this risk infor-
mation should be managed to ensure best value from the investment to the risk management.

This Thesis explored structure and success criteria of effective and efficient risk information
management in a Case study of Finnish Financial Institution. Research problem was ap-
proached from three different angles. Literature review was conducted to collect information
regarding global risk information management best practices. Second angle was document
analysis to review external obligations and case organization’s risk management framework
and policies to identify processes regarding risk information management. Thirdly business
responsible having risk ownership were interviewed to collect their opinions about current
state of risk information management and implementations.

Research results show that concept of risk information management or success criteria have
not been particularly target of previous academic research. As in this Thesis in previous re-
search risk information management have been identified as integrated part of risk manage-
ment. Thesis findings support that risk information management can also be analyzed individ-
ually with fundamental element and success criteria. In the case organization 1. External and
internal environment, 2. Risk management framework and policies, 3. Risk management pro-
cesses and practices and 4. Risk management communication and consultation where identi-
fied as fundamental elements of risk information management. Additionally success criteria
of each fundamental element to support efficient and effective risk information manage-
ment, is identified in the Thesis.

Compared to risk information management success criteria development opportunities where
identified within each fundamental element. Based on the findings three step development
program is recommend towards more effective and efficient risk information management.
First priority is holistically identify, map and prioritize the external and internal demands re-
garding risk information and at the same time define framework and policies for risk man-
agement. Second step is to build and implement processes with responsible to ensure risk in-
formation collection and management with key risk indicators to response to the identified
needs. Processes should be supported with efficient tools for information management. Third
step is to ensure continuous development including feedback collection from risk owners.

Research results are reflected to be strongly linked with maturity of risk management in or-
ganization and maturity to the age of new organization after major merger. Although many
development opportunities were identified interviewed stakeholders from business saw over-
all status to be adequate. Current situation also offers a great opportunity to use and apply
the research results when organization’s risk management framework and processes are cur-
rently renewed and deployed.

Keywords: Risk management, information management, risk information, risk information
management, risk management framework, risk management process, enterprise risk man-
agement



Table of contents

1 o'oY 11 ot [ 6
1.1 Description Of the Case .....coiiiiiiiiiiiiiiiii e 7
2 Research problem and selected approach.......cccvviiiiiiiiiiiiiiiiiiiiiiiiei i eaneees 8
2.1 Research method and implementation........cccccvviiiiiiiiiiiiiiiiiiieieeneeneen. 11
2.2 Literature review and documentation analysis .......oceeveeeieeeneenneenneeannnns 14
2.3 Theme iNTeIrVIEWS .ciuiiiiiiiiiiiiii e 16
2.4 Ambition and benefits of the thesis .........ccoviiiiiiiiiiiiiiiiii, 18
3 Concept of Risk Information Management - RIM......ccoiiiiiiiiiiiiiiiiiiiiiiennneeenns 19
3.1 Risk management frameWork ......ccuieiiiiiiiiitiiitieitieeeeneeeneeeneeaneenns 21
3.2 Risk information management as integrated part of risk management ........ 26
3.3 Identified fundamental elements of RIM.........ccoeiiiiiiiiiiiiiiiiiiiiiiiinnn, 32
4 Findings in the Case regarding environment and framework of RIM.................... 36
4.1 External obligations - Environment .......coiiiiiiiiiiiiiiiiiiiiiiiiiineneeneneees 37
4.2 Internal obligations - FrameWoOrK........eeveiiieiiieiniiniinieeienienneeeneeannss 41
5 Findings in the Case regarding processes and communication of RIM .................. 45
5.1 Collection Phase........ouviiiiiiiiiiiiii it 47
5.2 Transformation Phase ...cceeeiiiieiiiitiiiiiiiiteeieereieeeaenaeeeeneeeesnaeenns 50
5.3 ApPLlICAtion Phase ...cieuiiieiiiiii i e e e et e aae s 53
6 Identified success factors and development opportunities of RIM...................... 56
7 Conclusion and recommendations.........ccovviiiiiieiiiiiiiiiiiiiiiiiiaes 62
8 Assessment of thesis towards set objectives........ccoviieiiiiiiiiiiiiiiiiiiiiininnann., 65
2= = 1= 3T 68
€T 10 3 (oL N 71
L= 5= 72

F1Y )0 1<] g o | Tol =S S PO PP 73



1 Introduction

Current field literature and results of previous research (e.g. Fraser & Simkins, 2010, Hopkin,
2010 and Merna & Al-Thani, 2008) together with risk management standards like 1SO 31000
and COSO ERM which define globally accepted best practices for risk management emphasize
that risk management should be implemented as a process and continuity is a key to produc-
tive risk management. Frameworks also underline that risk management should be holistic
and risk assessments implemented to all operations of the organization and preferably risk
information collected from different perspectives. On the other hand there is shared under-
standing that high-quality and up to date risk information should always be as part of the de-

cision making.

To achieve these three ambitions at same time requires that risk information produced from
risk management process (process e.g. 1SO 31000 or Hopkin 2010) is managed according to the
objectives. Although agreeing on the ambitions the current knowledge (e.g. Fraser & Simkins,
2010, Hopkin, 2010 and Merna & Al-Thani, 2008) does not go much deeper on what are the
key elements for successful risk information management. This opens an interesting question
about what is the structure of risk information management and the criteria for the risk in-
formation management to achieve these intentions. Thesis is approaching this question in sin-

gle case of financial institution from the perspective of the needs of that particular entity.

Subject institution has just gone through a merger where parent company has acquired a new
company. Merger has been rather large compared to size of parent company and initiated an
overall integration project where all corporate processes are going to be reviewed to answer
to new strategy. This means that also all corporate risk management processes are redefined
which opens also needs for new information. Therefore the timing of the research is excellent
and supports the effectiveness of the thesis because research results can be used to support

building of the company processes from the very beginning.

When reviewing earlier research and results one has to understand that as a field of academic
research risk management is rather young. Especially when considering holistic enterprise risk
management (ERM) approach which has been identified to be efficient and effective company
risk management structure. There has been some research during 2000s (see e.g. lyer & co.
2010) which concentrates to adoption of ERM in companies but that not in particular explore
risk information management. Line of research about the risk information management in

national level was also identified to be rather narrow.



The main objective of thesis is to analyze and understand phenomenon of risk information
management of the case company. And as part of the analysis to recognize criteria for effec-
tive and efficient risk information management and compare criteria to features of current
status of the organization. With these results company’s risk management and risk infor-
mation management processes can be developed to ensure best support for the business ob-

jectives.

Phenomenon is approached with exploring environment of regulatory external demands and
internal demands with current implementations in practice. Emphasis is also on collecting the
information and understanding the point of view of business owners of the organization who
have responsibility of operations including profit and loss. These are reviewed with results of
previous research and field best practices to gain such an understanding that research ques-

tions can be answered and thesis objectives achieved.

1.1  Description of the Case

Company is a Nordic multi-sectorial corporation producing payment related services to banks
and other companies. Main services are related to payment card issuing and transaction ac-
quisition and processing of payment cards both domestic and global schemes like Visa and
MasterCard. Services also include other business areas like offering electronic signing and
electronic invoicing services to companies. Head office is located to Denmark and company
has currently operations in Denmark, Norway, Sweden, Estonia and after a latest merger also

in Finland. Total of personnel is 2700 employees consisting of payment service and IT profes-

sionals.
2006 DK 1700 508
2010 DK, NO, SWE, EST 2100 686
2013 DK, NO, SWE, EST, FI 2700 1166

Table 1. Case company figures

Company history goes back to 1968 and last years have been years of growth due mergers of
existing partners or competitors in the field (see Table 1). Last change was merger with Finn-
ish payment service provider which caused major changes in organizational structure and in-
ternal processes. Mergers and changes in operating environment had been base of a new
strategy. Company has published a new strategy which aims to gain the benefits from the

mergers with focusing to one system one process thinking throughout the corporate.



Importance of risk information management increases in line with organization growth, be-
cause generally need of more structured processes is seen required when complexity and
amount of organization’s functions and operation is increasing amount of information and
stakeholders in process (Chaffey & White 2011 and ISO 31000). From the research point of
view it can be seen that changes in operating environment set also a new demands for the

risk management and for risk information management.

2  Research problem and selected approach

This chapter presents the research problem and objectives of the Thesis with set research
questions. In this chapter also an approach to the research phenomenon is opened together
with selected information gathering techniques. The presentation of the approach includes

argumentation for selections and description about execution.

Current field literature and results of a previous research (e.g. Fraser & Simkins, 2010, Hop-
kin, 2010 and Merna & Al-Thani, 2008) together with risk management standards like ISO
31000 and COSO ERM which define globally accepted best practices for risk management em-
phasize that risk management should be implemented as a process and continuity is a key to
productive risk management. Frameworks also underline that risk management should be ho-
listic and risk assessments implemented to all operations of the organization and preferably
risk information collected from different perspectives. On the other hand there is shared un-
derstanding that high-quality and up to date risk information should always be as part of the

decision making.

To achieve these three ambitions at same time requires that risk information produced from
risk management process (process e.g. 1ISO 31000 or Hopkin 2010) is managed according to the
objectives. All though agreeing on the ambitions the current knowledge (e.g. Fraser & Sim-
kins, 2010, Hopkin, 2010 and Merna & Al-Thani, 2008) does not go much deeper on what are
the key elements for successful risk information management. This opens an interesting ques-
tion about what is the structure of risk information management and the criteria for the risk
information management to achieve these intentions. The thesis is approaching this question
in the single case of financial institution from the perspective of the needs of that particular

entity.

In all of the mentioned frameworks and processes management of risk information is recog-
nized as important part of the risk management success. One particular principle in I1SO 31000
model (2009, 8) is that the framework ensures that information about risk derived from the
risk management process is adequately reported and used as a basis for decision making and

accountability at all relevant organizational levels. But none of the frameworks or the earlier



research (lyer, Rogers and Simkins 2010) address more detailed concept of risk information
management or its structure with success criteria. This opens an interesting base for this the-
sis to aim structure risk information management more detailed with success criteria.

In this thesis, compiling presented approaches, risk information is defined as information pro-
duced from risk management process (process e.g. ISO 31000 or Hopkin 2010) of company and
risk information management defined to be all activities to manage this information accord-
ing to the company’s risk management framework. This is the thesis definition of its key con-

cept risk information management and how it is understood.

At the same time ambition is to understand and structure concept more detailed in this case.
Because like with risk management frameworks and processes (e.g. Shortreed 2010, 97-123
and Hopkin 2010, 46-52) also with risk information management structure and implementa-
tions are beneficial to tailor to serve individual organization. This forms also Thesis main re-
search question: What is the structure, implementations and a current state of risk infor-

mation management? (see Table 2).

1. INFORMATION ABOUT STRUCTURE, IMPLE-
MENTATIONS AND THE CURRENT STATE OF
RISK INFORMATION MANAGEMENT

Main: What is the structure, implementations and
a current state of risk information management?

1. Sub: What are the external and internal demands

2. INFORMATION ABOUT DEVELOPMENT AREAS S :
for the risk information management?

OF RISK INFORMATION MANAGEMENT (“what is

CleE] @ G MEETS [0 108 eEvRie Rz 2. Sub: How risk information management is exe-

cuted as part of risk management process and

- Supports business unit level development framework

- Supports corporate level risk management
process definition and development and devel-
opment

- Supports corporate level GRC tool acquire-
ment project

3. Sub: What are the best practices for risk infor-
mation management according to the earlier re-
search and field literature

Table 2. Research questions

To be able to answer better to the main research question also sub questions were defined.
Based on the review of the research phenomenon following sub research questions were de-

fined to structure the approach:

* What are the external and internal demands for the risk information management?

« How risk information management is executed as part of risk management process
and framework

« What are the best practices for risk information management according to the earlier

research and field literature
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Yin (2009, 26) states that every type of empirical research has a research design. In the most
elementary sense, the design is the logical sequence that connects the empirical data to a
study’s initial research questions and, ultimately to its conclusions. Yin continues with refer-
ring to Scwab & Samsloss 1980 that part of the design is the question about what data are

relevant, what data to collect and how to analyze the results.

To answer to the research questions concept of risk information management is approached
from three different angles. These three angles are: what is currently known, external envi-
ronment and internal framework and implementations. This three angle approach to the re-
search problem is illustrated in the graphic 1. It demonstrates three angles of information

gathering which form a research design and a base for exploring the research problem.

External
environment of
Case organization

External demands
regarding Risk
Information
Management

Problem

What is the
structure,
implementations

and a current state

of Risk
Information
Management?

/ What is globally
known

Research results

Best practises for
Risk Information
Management

Internal
framework of
Case organization

Implementations

Implementations
and current state

Internal policies

regarding Risk & R'Sk.
. Information
Information
Management

Management

Graphic 1. Approach to the research problem

First angle is the review of earlier academic research with field best practices to understand
better how phenomenon of risk information management is approached and what kind of im-
plementations other organizations have constructed. This information is important to struc-
ture risk information management in a research case and also to support identification of pos-

sible development areas.

Regarding the angle of environment and external demands company is operating in a very
regulated and supervised business so this context sets demands also for risk management.
Demands consist mainly from laws and especially binding regulation set by Financial Supervi-
sory Authority of Finland (later referred as FSA). Aim is review the environment and external
demands to understand better internal structure of risk information management. Area of
contractual demands is also identified to belong to this area, but was out-scoped from the
review due the fact that currently contractual risk management requirements mainly refer to

same FSA standards.
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Third and the most important one is the internal angle of the approach. It consist of under-
standing internal framework of company requirements for risk information management but
also going deeper to processes to understand what are the implementations of risk infor-

mation management in practice and how these implementations support business objectives.

Thesis objectives and quality of research results were guidelines of scoping the approach. Re-
search scope considering the company and business needs is one of its three business units

and considering binding norms the legislations of Finland. Scoping is made to support efficien-
cy and quality of a research and still so that results can be analyzed as development base for

entire company.

2.1 Research method and implementation

Several research methods like case study, action research and constructive research (Ojasalo
& Co. 2009 and Yin 2009) with quantitative and qualitative information collection methods

were reviewed to select most appropriate considering the research questions. The aim of the
thesis is not to observe general phenomenon of risk information management but to under-

stand it better in one specific company and to collect information about how this certain spe-
cific area of the company operations can be developed. Other set fundamental is that also in
this particular organization purpose is to deep dive to one specific process not to build gener-

ic overview.

Yin (2009, 6) questions common understanding that case studies are only appropriate for the
exploratory phase of investigation, that surveys and histories are appropriate for the descrip-
tive phase and that experiments are the only way of doing explanatory or causal inquiries. He
(Yin 2009, 8) explores selection of the research method in social science from the point of
three conditions (see Table 3). One is the type of research question posed, two is the extent
on control an investigator has over actual behavioral events and third is the degree of focus

on contemporary as opposed to historical events.

METHOD (1) Form of the Research (2) Requires Control of (3) Focuses on Contem-
question Behavioral Events porary Events

Experiment how, why? yes yes

Survey who, what, where, how many, no yes
how much?

Archival who, what, where, how many, no yes/no

analyses how much?

History how, why? no no

Case Study  how, why? no yes
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Table 3. Relevant situation for Different Research Methods (Cosmos, cited in Yin 2009)

When comparing these conditions to the conditions of the thesis’ research problem case study
seems to support them best. Yin (2009, 4) describes case study as a relevant research method
when objective is to retain the holistic and meaningful characteristics of real-life events - like
small group behavior or organizational and managerial processes. Yin sees case study as serv-
ing research method the more that research questions require an extensive and detailed de-

scription of some social phenomena.

Hirsjarvi & Co. (2004, 125 also Benbasat & Co., 1987) describe case study as a detailed, inten-
sive information about single case or small group of cases in relationship. Ojasalo & Co.
(2009, 52) has a same opinion than Hirsjarvi about relevant research method if aim is to ob-
serve detailed phenomenon rather than general and they also add case study to be good re-

search method if approach is to develop and produce development proposal and ideas.

Cunningham (1997) differ case studies to three different approach: intensive, comparative
and action case study. Each has its own principles and serve different kind of target setting.
He describes intensive approach to be used for developing very intensive understanding of the
events and practices of one person, group or organization. Comparative approach is based on
assumption that a variety of cases can provide a better demonstration of the theory or set of
concepts, because they permit replication and extension among individual cases. Action case
study is based on action research approach where spectrum of cases is described that focus

on research and learning trough intervening and observing the continuous process of change.

Intensive case study approach aligns best with thesis research environment and objectives.
Because like Cunningham (1997) states it serves the goal to provide a history, description, or
interpretation of unique and typical experiences or events. These events become a basis for
developing theory from an understanding of the context in which certain events occurred. All
these opinions and experience about intensive case study as a research method support ap-
proach and aims of the thesis and with this argumentation intensive case study is selected as
research method. Single case approach is used in this thesis as objective is to gain deep and
unique understanding of research phenomenon in this individual case, this is supported by the
findings of Benbasat & Co. (1987) and Yin (2009).

Cunningham points out (1997) that in intensive case study research setting cannot be con-
trolled so author has to use evidence from different viewpoints and time perspectives. Cun-
ningham (also Yin, 2009) presents narrative data collection approach for intensive case study
where qualitative and quantitative information is used to get an answer for specific events.

This aligns with the thesis setting where aim is to collect research information from multiple
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different sources to understand better the concept of risk information management in this
case. These three angles are environment and external demands, field best practices and in-
ternal structure and demands. When further studying these areas it was understood that in-
formation lies in documentation especially regarding the demands and in people when trying

to understand how processes are executed in practice.

This mentioned triangulation (Cunningham 1997), use of multiple research methods, like

comparing findings from company policies and theme interviews is set to support validity of
research results about the research phenomenon. Yin (2006, 106) and Hirsjarvi & Co. (2004,
197,206) recommend on their experience document analyses and interviews as relevant re-
search information collection techniques for case study. These techniques were in line with

the information recourses and so selected as thesis information collection techniques.

Because both external and internal demands are mainly set in documentation like laws,
standards and company principles documentation analyses was selected as information collec-
tion technique towards that area. To collect general information about risk information man-
agement and to explore best practices for risk information management literature review was
selected to support documentation analyses (See table x).

To collect information about how processes are working in practice and how risk information
supports business objectives information lies in people. It was seen that individuals owning
the business and having responsibility about business development would be relevant source
of information about risk information management implementations and development needs
as they see it. As Hirsjarvi & Co. advice (2004, 197) theme interview as a technique would

support information collection from these individuals (see Table 4).

From time perspective implementation of research information gathering was divided to
phases.
1. Phase was literature review and documentation analysis

2. Phase was theme interviews



BENEFITS OF THE THESIS

1. INFORMATION ABOUT STRUC-
TURE, IMPLEMENTATIONS AND
THE CURRENT STATE OF RISK IN-
FORMATION MANAGEMENT

2. INFORMATION ABOUT DEVEL-
OPMENT AREAS OF RISK INFOR-
MATION MANAGEMENT (“what is
good and what needs to be devel-
oped”)

- Supports business unit level de-
velopment

- Supports corporate level risk
management process definition and
development and development

- Supports corporate level GRC
tool acquirement project

RESEARCH QUESTIONS / PROB-
LEMS

Main: What is the structure, im-
plementations and a current state
of risk information management?

1. Sub: What are the external and
internal demands for the risk in-
formation management?

2. Sub: How risk information man-
agement is executed as part of risk
management process and frame-
work

3. Sub: What are the best practices
for risk information management
according to the earlier research
and field literature

14

RESEARCH METHOD

AND INFORMATION

COLLECTION TECH-
NIQUES

Case Study

A) Literature review
and documentation
analysis

B) Theme interviews

Table 4. Benefits, research questions and information collection techniques

2.2

Literature review and documentation analysis

Aim of the literature review and documentation analyses was to recognize best practices that

could support understanding and development of risk information management in case organ-

ization and identify internal and external demands that set criteria for risk information man-

agement for the company.

Best practices information was explored from earlier research and published articles, field

literature and from two generally approved and widely used risk management standards (see

Table 5). For detailed review regarding risk information management three publications were

chosen. One is Enterprise Risk Management edited by Fraser and Simkins (2010) which collects

approximately thirty articles from field world experts. Publication gives a thorough view in-

cluding results of latest academic research from the area.

To get wider view two other publications that describe and model holistic company risk man-

agement were selected for review. One was Paul Hopkins’ Fundamentals of Risk management

(2010) which is also approved publication of The institute of Risk Management and the other

was Tony Merna’s and Faisal Al-Thani’s second edition from Corporate Risk Management

(2008). Besides the publication also three articles exploring the risk information management

were reviewed.
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Holistic view of best practice information was further fulfilled with exploring thoroughly one
of the most globally adopted Risk management standards (according to Shortreed, 2010 Hop-
kin, 2010 and Ilmonen & CO, 2010) ISO 31000 and COSO ERM. I1SO 31000 which is international
standard that provides principles and generic guidelines on risk management (1SO 31000, 1).
Ilmonen & Co (2010, 33) state that standard has been long prepared and it is first internation-
al risk management standard which is applicable to all kind of companies. Standard compiles

holistic generally approved risk management vocabulary, framework and process.

According to Moeller (2011, Preface and 14) COSO ERM was developed to give clear definitions
to key terms of risk management that dialog between different stakeholders related to risk
management would get easier. In the background of framework was especially need of com-
panies that conduct financial and internal audits to have general framework also for risk
management. Findings of the literature review are presented in chapter 3 where concept of

risk information is further analyzed.

LITERATURE REVIEW: BEST PRACTICES INFORMATION

Enterprise risk management. Today’s
Leading Research and Best Practices for 2010 USA

Fraser & Simkins (edi-

Tomorrow’s Executives W)
Fundamentals of Risk Management : un-
derstanding, evaluating and implementing | 2010 Great Britain Hopkin
effective risk management
Corporate Risk Management 2008 Great Britain Merna & Al-Thani
Article: How Boards of Directors Perceive .
Risk Management Information 2011 USA Ballou, Heitger & Stoel
Article: Managing corporate risk trough
better knowledge management Aot Lan iz
Article: The role of information in risk .
2009 Romania Danu

management, in contemporary economy
ISO 31900 Rlsk management — Principles 2009 Global Ir)ternat1onal Org.amz.a-

and guidelines. tion for Standardization
. . Committee of Sponsor-

;050 ERM - Enterprise Risk Management - 2004 USA ing Organizations of the
integrated Framework, ..,

Treadway Commission’s

Table 5. Publications selected for the literature review

From external perspective main mandatory documentation are law and standards of Finnish
Financial Supervisory Authority (later FSA). Company is currently operating as Payment Insti-
tution with license (The Act on Payments Institutions 2010/297) under FSA supervisory and
laws and standards that set criteria for Payment institution’s risk management was selected
for review. All internal company documentation that guides risk management consisting main-
ly of policies and principles were selected for documentation analysis. Documents are listed
in Table 6.
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Document Published Origin country

DOCUMENT ANALYSIS: EXTERNAL DEMANDS (Mandatory)

Finnish Financial Super-

2010/297 The Act on Payment Institutions 2010 Finland visory Authority

FIN- FSA Standard 4.1 Internal control arrange- 12/2011 Finland F!nmsh Fmanqal Super-
ments visory Authority
FIN-_FSA Standard 4.4b Management of operation- 10/2010 Finland F!nmsh Fmanc_:lal Super-
al risk visory Authority
DOCUMENT ANALYSIS: INTERNAL POLICIES (Mandatory)

. - Risk Management unit /
Description of company management system 06/2011 Finland Approved by Board
Principles of internal control 06/2011 Finland RUELCBEIECELTENE Ui §

Approved by Board
A . . - Risk Management unit /
Principles of operational risk management 06/2011 Finland Approved by Board
Principles of market- and financing risk manage- 11/2010 Finland Risk Management unit /

ment Approved by Board
Risk Management unit /

Principles of credit risk management 06/2011 Finland Approved by Board
A - Risk Management unit /
Credit risk strategy 06/2012 Finland Approved by Board
Principles of fraud risk management 06/2011 Finland RERISERECEELE U §
Approved by Board
Description of risk management framework NA Finland Risk Management unit
Work instruction: How to process operational risks | 03/2012 Finland Risk Management unit

Table 6. Documentation selected for the document analysis

A documentation analysis was conducted during August and September 2013 by assessing
through the documentation to observe risk information management related content. Findings
of the documentation analyses are collected to Appendix 1. Findings of the documentation
analyses are summarized and reviewed in chapter four where external obligations and inter-

nal framework for risk information management are analyzed.

2.3 Theme interviews

Objective of interviews was to collect information from individuals that own the business and
are so according to company principles responsible for risk management. Aim was to collect
their views about current implementations of risk information management and areas that
they see to be in a good level and especially about areas where they see need of develop-
ment. Theme interview as research method is appropriate when aim is to collect extensively
and deeply information about the research phenomenon (Yin 2009, 106-109) so theme inter-

view was selected as interview framework.

Themes were built to support the conversation when overall aim of interviews was thoroughly
discuss (as Rubin & Rubin, 2012, advice) around the phenomenon of risk information manage-
ment to collect information on how interviewees structure it, how they see current company

processes regarding risk information management and how well they recognize internal de-

mands of company policies and principles in their work.
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Structure of Theme interviews was formed on the findings of the literature review about fun-
damentals of risk information management. Part of that was to reflect identified global suc-
cess criteria of risk information management with the opinions of interviewees. Also observa-
tions from document analyses of internal company documentation were used to structure

more detailed questions.

This base was structured into three themes to support interview discussion. First one was in-
troduction to the risk information management and how interviewees see their own role in a
process. Second one was about how individual see risk information management’s current
status and third theme was about development areas. Under themes more detailed question
were inquired to guide the discussion around the research phenomenon. Detailed interview

structure is in Appendix 2.

Company’s management model is based on processes. Company has main processes and main
processes consist of many processes or sub processes. Owner hierarchy of the processes and
the business is aligned to process hierarchy which means that business unit leader is the own-
er of the main process. To collect holistic view individuals from different roles were selected
for interview. Interviewees were selected according to process management roles, including
owner of the main process (who is also business unit leader with profit & loss responsibility),
owner of the sub process (also group leader) and one specialist in role with responsibility to
develop one of the sub processes critical to business. Selected individuals also present differ-
ent roles in risk management process from information collection to risk decision making

which is aimed to support holistic information collection regarding research phenomenon.

As Ojasalo & Co (2009, 95-98) advice a lot of effort was put to prepare the interviews to get
best result from the interview situation. Individuals were prior the interview informed about
the objectives of the research and themes of the interview that they could prepare for the
conversation. Like Rubin & Rubin have learned (2012, 85) effort was also put to build trust
with interviewees with stating and securing that all interview data is anonymously managed in

the research process and report.

Interviews were implemented face to face during September 2013 and two hours was re-
served with every interview. To support thorough information gathering interviews were con-
ducted with interviewee’s native language Finnish. Interviews were recorded with the permis-
sion of interviewees and transcribed. Interview results and findings are analyzed and present-

ed in chapter 6.
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2.4 Ambition and benefits of the thesis

Thesis main objective is to gain a good understanding about internal and external environ-
ment and implementations of business unit’s risk information management. Also compare
information to the results of previous research and field best practices to understand concept
of risk information management as a whole. Additional objective is with holistic understand-
ing about current status of risk information management to identify the main development

areas to support further improvement (see Table 7).

Thesis ambition is to produce:

1. INFORMATION ABOUT STRUCTURE, IMPLEMENTATIONS AND THE CURRENT STATE OF RISK IN-
FORMATION MANAGEMENT

2. INFORMATION ABOUT DEVELOPMENT AREAS OF RISK INFORMATION MANAGEMENT (“what is
good and what needs to be developed”)

Benefits:

- Better understanding of risk information management success criteria to support business unit
level development

- Better understanding of risk information management success criteria to support corporate level
risk management process definition and development

- Better understanding of risk information management success criteria to support corporate level
GRC tool acquirement project

Table 7. Benefits of the Thesis

Thesis is important for the business unit because results can significantly support develop-
ment of risk information management and the outcomes are beneficial for the company since
outcomes can support corporate risk management and risk information management process
definition. Company has also on-going project of acquisition of Governance-Risk-Compliance
(GRC) software to support management of information on these three areas. Project is col-
lecting requirement specification for the software and results of the thesis can support re-

quirement definition with findings about development areas.



19

3 Concept of Risk Information Management - RIM

To understand better the phenomenon of risk information management evidence was col-

lected from literature review, document analysis and theme interviews. Main findings of the

literature review including results of previous research are summarised in this chapter. Find-

ings are used to further structure examination of risk information management in the Case

organization.

Literature review by scope of Table 8. was conducted as part of the research to understand

better how risk information management is understood and described in current literature.

Background and argumentation to select these sources is more detailed described in Chapter

two. Following table also summaries main findings of literature review which are more thor-

oughly analyzed in this chapter.

Publication

Author, Pub-

lished,
Origin coun-
try

Main findings

LITERATURE REVIEW: BEST PRACTICES INFORMATION

Enterprise risk manage-
ment. Today’s Leading
Research and Best Prac-
tices for Tomorrow’s
Executives

Fundamentals of Risk

Management: understand-

ing, evaluating and im-
plementing effective risk
management

Corporate Risk Manage-
ment

Article: How Boards of
Directors Perceive Risk
Management Information

Article: The role of in-

formation in risk man-

agement, in contempo-
rary economy

Article: Managing corpo-
rate risk trough better
Knowledge Management

Fraser & Sim-
kins(edit.),
2010, USA

Hopkin, 2010,
Great Britain

Merna & AL-
Thani, 2008,
Great Britain

Ballou, Heitger
and Stoel, 2011,
USA

Danu, 2009,
Romania

Neef, 2005, USA

1) Framework and process elements in Risk management model-
ing

2) Examples of tools and practices to support risk information
management

3) No structure or success criteria of RIM identified in earlier
Academic ERM research till 2010

3) Importance of Key Risk indicators in RIM

1) Risk information management seen as part of risk management
2) Importance of roles and responsibilities to support RIM

3) Importance of defined process, practices and tools in risk
management and risk information management

4) Examples of tools and practices to support risk information
management

1) Importance of systematic risk information management to
support efficiency

2) Importance of risk management development from the point
of individual organization

3) Importance on communication and consultation in RIM

1) Overall results suggest that BOD’s do not receive sufficient
information about RM processes with risk information to be able
to understand and evaluate the risks and quality of risk responses
2)Risk information generally includes only short term financial
impacts and is not tied to KPI’s which would build understanding
3) Portfolio view of risks information supports efficiency and
effectives of risk information management

1) Circumstances of today’s rapidly changing business environ-
ment challenges risk information management

2) Due multiple variables and change with every individual organ-
ization it is not possible to build one theoretical model for RM/
RIM

3) Complexity increases importance of qualitative information
gathering and analysis

4) Customers are important source of risk information

1) Knowledge and expertise of employees is vital for RIM (map-
ping knowledge to asses risk)

2) Indicators and measuring also in field of risk management are
important for management

3) Assessment and escalation procedures are important to pre-
vent “information overload”




20

4) Tools can structure and support RIM
5) Use of external information is essential for effective risk man-

agement
ISO 31000 Risk manage- 2009, Global 1) Importance of RM framework regarding risk information man-
ment — Principles and agement
guidelines. 2) Importance of defined process and techniques regarding RIM

3) Internal and external reporting part of RIM

COSO ERM - Enterprise 2004, USA 1) Undisputed importance of risk information management as
Risk Management - inte- part of framework
grated Framework, 2) Importance of risk management framework setup from the

point of individual organization
3) Importance on communication and consultation in RIM

Table 8. Summary of literature review findings

When exploring the concept of risk information management it is beneficial to shortly de-
scribe risk management and what is the structure and value of risk management according to
current understanding. Value of risk management is offer systematic way to manage uncer-

tainties that can affect to organizations objectives.

Fraser and Simkins (2010, 3) referring to Committee of Sponsoring Organizations of the
Treadway Commission (COSO) defines risk management as process, effected by an entity’s
board of directors, management and other personnel, applied in strategy setting and across
the enterprise, designed to identify potential events that may affect the entity, and manage
risk to be within its risk appetite, to provide reasonable assurance regarding the achievement

of entity objectives.

risk management: coordinated activities to direct and control an organization with regard to risk (1ISO
Guide 73 “Risk Management - Vocabulary” 2009, Geneva)

Moeller exploring before mentioned COSO'’s enterprise risk management framework (2011, 32)
states that risk management should be considered a four step-process: (1) risk identification,
(2) quantitative or qualitative assessment of the documented risks, (3) risk prioritization and
response planning, and (4) risk monitoring. Continuing that risk management process should

be enterprise-wide, involving people at all levels and in all enterprise units.

Merna & Al-Thani (2008, 2) define that the art of risk management is to identify risks specific
to an organization and to respond to them in an appropriate way. Risk management is a for-
mal process that enables the identification, assessment, planning and management of risks.
They also identify same fundamental as COSO that all levels of an organization need to be

included in the management of the risk in order for it to be effective.

Hopkin (2010, 3) states that organizations face a very wide range of risks that can impact the

outcome of their operations. The desired overall aim may be stated as a mission or a set of
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corporate objectives. He continues that risk management needs to offer an integrated ap-

proach to the evaluation, control and monitoring of these risks.

Shortreed (2010, 97) describes that one overarching ISO 31000 risk management model princi-
ple is that risk management should have net value to the organization. Risk management
should make money, enhance reputation, contribute to the public safety, improve sustainabil-
ity, generally enhance benefits, and reduce harm. It does this by improving the decision mak-
er’s understanding of the effects of uncertainty on objectives, devising risk treatments that

are objective-effective, and doing monitoring, review, and improvement of risks and controls.

When outlining the implementation of holistic company risk management there are many out-
looks in current literature (compare e.g. Hopkin 2010, 47, I1SO 31000, COSO ERM, Merna & Al-
Thani 2008, 47, Shortreed 2010, Liebenberg 2011 and Nielson 2005). The views have some
variations but also many aligned objectives. One generally emphasized objective is that risk
management should have structured framework in company and include dynamic and com-

prehensive process and that continuity ensures effective and productive results.

3.1 Risk management framework

To support shared ambition of systematic management of risks there are several frameworks
presented in current literature. Common viewpoint of frameworks is that those are built to

structure and support effectiveness and efficiency of risk management of organization. Few
globally most commonly accepted (Hopkin 2010, 54, ISO 31000, COSO ERM, Merna & Al-Thani
2008, 47) are shortly presented here to build understanding of risk management which is un-

derstood to be tied to research key concept risk information management.

Risk management framework: set of components that provide the foundations and

organizational arrangements for designing, implementing, monitoring reviewing and continually
improving risk management throughout the organization (ISO Guide 73 “Risk Management - Vocabulary”
2009, Geneva)

All of the frameworks share an objective that output from the risk management should be
thorough up to date image of entities risks that can affect to set objectives. Importance of
risk information is undisputed and risk information is seen part of strategic planning and op-
erational management with objective to take risk information into account as part of decision
making. This conclusion ties thesis phenomenon risk information management strongly to or-

ganization’s risk management framework and process.

Shortreed (2010, 97) defines based on the field models that risk management framework in-
clude foundations and arrangements for risk management. Further stating that foundations

are the policy, objectives, mandate and commitment to manage risk and the arrangements
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include plans, resources, processes, relationships, accountabilities and activities. According
to them framework should be integrated into the organization’s overall strategic and opera-

tional policies and practices.

Shortreed (2010, 97) also states that an organization’s risk management framework exist only
to facilitate risk management process which identifies the associated risks, assesses the risks,
treats the risks within an appropriate context, and is supported by risk communication and

consultation as well as monitoring and review.

Hopkin (2010, 40, 8) and Merna & Al-Thani (2008, 50) see that structured risk management
framework with defined risk management process support company risk management effec-
tiveness. Described continuous process requires risk information management in many layers.
They also identify that one critical success factor of risk management is that management

should make risk-related decisions using dedicated high quality thorough risk information

As Ilmonen & Co refer (2010, 30) corporate risk management can be structured by generally
approved risk management standards and frameworks included to standards. Aim of the

standards is cover holistically wide area of risk management. Main benefits of the standards
are that they create common language and methods which enable continuity and repeatabil-

ity approach for risk management.

According to Shortreed (2010, 98 also Hopkin, 2010 and Ilmonen & Co, 2010) one of the most

globally adopted Risk management standards currently are I1SO 31000 published and produced
by International Organization for Standardization (later referred as ISO 31000) and Entrerprise
Risk Management framework from Committee of Sponsoring Organizations of the Treadway

Commission’s (later referred as COSO ERM).

These standards also define framework and processes as main building blocks of successful
risk management. Standard describe risk information as important flow of information inte-
grated to the process. SO 31000 (2009, 7) defines framework to the risk management and
the risk management process as in graphic 2 which with some variations is seen also in other

referred models.
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Graphic 2. 1SO 31000 risk management framework and process

ISO 31000 (2009,5) standard defines risk management as follows: “All activities of an organi-
zation involve risk. Organizations manage risk by identifying it, analyzing it and then evalu-
ating whether the risk should be modified by risk treatment in order to satisfy their risk cri-
teria. Throughout this process, they communicate and consult with stakeholders and monitor
and review the risk and the controls that are modifying the risk in order to ensure that no

further risk treatment is required”

ISO 31000 consist of three elements (see Graphic 2) 1. principles, 2. framework and 3. pro-
cess. Shortreed (2010, 97) has reviewed the framework and summaries that in definition, the
foundations include the policy, objectives, mandate, and commitment to manage risk and the
arrangements include plans, resources, processes, relationships, accountabilities, and activi-
ties. Shortreed further define by ISO that risk management framework exists only to facilitate
the risk management process and that process identifies the associated risks, assesses the
risks, treats the risks within an appropriate context, and is supported by risk communication

and consultation as well as monitoring and review.

In ISO model risk management process illustrated includes traditional set of risk management
tasks to support and assist decision making by any manager anywhere in the organization.
Context sets the stage for the decision or activity requiring risk management; risk assessment

identifies, analyses, and evaluates the risks; risk treatment enhances the likelihood of posi-
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tive consequences and reduces the likelihood of negative consequences to acceptable or tol-
erable levels; monitoring and review keeps close watch over the risk and the controls imple-
mented to modify the risk; and communication and consultation is continuous to ensure that

stakeholders are engaged and contribute to the management of risks. Shortreed (2010, 102)

COSO ERM (Moeller 2011, 55) framework is also three-dimensional like ISO framework. Model
is illustrated with cube (see Graphic 3) that have components of four vertical columns that
represent the strategic objectives of enterprise risk, eight horizontal rows or risk components
and multiple levels of the enterprise, from a “headquarters” entity level to individual subsid-

iaries. Depending on the enterprise, there can be many “slices” on the model here.

In COSO framework risk management process is formed by eight horizontal elements. It in-
cludes objective setting, event Identification, risk assessment, risk response, control activi-
ties, information & communication and monitoring. Basically it aligns with ISO process alt-
hough element of control activities differ and presents model’s background from internal au-
dit perspective. Control activities define set controls to ensure that selected risk responses

are executed according to risk decisions.

Tt
[ iin o

Graphic 3. COSO ERM risk management framework and process

When building fundamentals of risk management also Hopkin (2010, 57) identifies framework
as an important fundamental. He reviews also ISO and COSO frameworks and compiles one

more general one to explain concept of risk management framework (see Graphic 4). In Hop-
kin’s framework there are four elements: Risk architecture, Risk strategy, Risk protocols and

Risk management process.
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Hopkin (2010, 55-57) states that it is risk architecture, strategy and protocols that define the

framework within which the risk management process takes place. These three are required

for successful risk management activities and execution of risk management process. One

emphasized element also in Hopkin’s framework (framework by Institute of risk management)

is that framework needs to facilitate communication and the flow of risk information. In Hop-

kin’s framework roles and responsibilities, risk classification system, risk management process

with vocabulary and communication are described key element to support effective and effi-

cient risk information management.

Risk architecture

Risk architecture defines roles,
responsibilities, communication and
risk reporting structure

Risk strategy
Risk strategy, appetite, attitudes and
philosophy are defined in the risk
management policy

Risk management process

Modification

The Risk Management Process

The Organization’s

1

Strategic Objectives

!

Risk Assessment

Risk Analysis

Risk Identification

Risk Description
Risk Estimation

Risk Evaluation

!

Risk Reporting

Risk protocols

Risk protocols are defined in the risk guidelines for the organization and include the
rules and procedures, as well as the risk management methodologies, tools and

techniques that should be used

Threats and Opportunities

!

{ Decision ]——
|
{ T ]——

!

{Residual Risk Reporting }«—

Monitoring

[

Graphic 4. Hopkin’s risk management framework and process by IRM

One important and shared element with frameworks is that they are rather principle based

than prescriptive. Frameworks leave latitude to the organization for the specific framework

and associated risk management processes. It is emphasized that risk management activities

should take place within the context of the business environment, the organization and the
risks faced by the organization. Like Hopkin (2010, 57) identifies ISO 31000 places particular

emphasis on the context and states that consideration should be given to the internal con-

Formal Audit
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text, external context, and risk management context when undertaking risk management ac-

tivities.

3.2 Risk information management as integrated part of risk management

Risk information is identified in all the reviewed frameworks (Shortreed 2010, 109-110 and
119-120, Moeller 2011, 81-83 Hopkin 2010, 100) from two perspectives. One is communication
flow across organization about risk management framework and practises that should be
strongly executed to support understanding of risk management. Other is communication and
consultation of identified risks in risk management process to ensure accuracy of risk infor-
mation and after that secure information flows to all needed stakeholders. Information flow

follows all the process faces and is essential also in monitoring and follow-up phase.

These ambitions demand effective practises when you compare it to Moeller’s (2011, 82) il-
lustration (see Graphic 5) of information and communication flows in risk management pro-
cess or to Hopkin’s (2010, 96) example of internal stakeholders of corporation regarding risk
management. These illustrations present well the challenge and complexity of risk infor-

mation management in many organizations and at the same time importance of how risk in-

formation management is critical success factor of risk management.
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Graphic 5. Risk information and communication flows and RM stakeholders
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When exploring previous academic research about risk information management conclusion is

that line of specific research is rather narrow. Observation is that review of risk information

management has in some occasions been part of research of risk management or Enterprise

Risk Management - ERM (see lyear & Co. 2010). Many of the professionals (like e.g. Beasley &

Frigo 2010, 31-50 and Hopkin 225-231) refer to approach of Enterprise Risk Management

(ERM) as a holistic solution for risk management that differentiates with taking holistic ap-

proach and offering so overall view about risks to the organisations planning and manage-

ment.

When lyear & Co. (2010, 419) explored academic research of enterprise risk management till

2010 they identified 10 research studies and 5 case studies. Results of these studies mainly

refer to importance on risk information but not specifically explore phenomenon, structure or

success factors of risk information management (see Table 9, lyer & Co. 2010, 419).

Journal/Source Date Authors What Was Examined? Findings
Risk Manage- 1999 Colquitt, Hoyt, The objective of the study was  Survey results obtained from 379
ment and and Lee to assess the characteristics risk managers and was conducted
Insurance Re- and extent of integrated risk in 1997. Results given on the
view management. background and training of risk
managers. Political risk, exchange
rate risk, and interest rate risk
are the three most common non-
operational risks handled by the
risk management department.
Role of risk manager is evolving
and covering a wider spectrum of
risks.
Risk Manage- 2003 Kleffner, Lee, Survey of 118 Canadian Risk 37% of respondents said that TSE
ment and and and guidelines were a driving force
Insurance Re- McGannon Insurance Management Socie- behind the ERM decision and 51%
view ties on the impact of the To- said that it was due to encour-
ronto Stock Exchange (TSE) agement by directors. 61% of re-
guidelines on risk management  spondents said having a risk man-
strategy and evolution of risk ager influenced the decision to
management discipline implement ERM. Factors impeding
implementation of ERM were an
organizational culture that
discouraged ERM, an overall
resistance to change, and the
lack of qualified personnel to
implement ERM
Risk Manage- 2003 Liebenberg and Sample consists of U.S. firms Find there is no systematic differ-
ment and Hoyt that announced appointment ence between firms that signal
Insurance Re- of a chief risk officer. Objec- their use of ERM by the appoint-
view tive to investigate the differ- ment of a CRO and matched sam-
ences between firms that have  ple. Study assumes that the ap-
appointed CRO and matched pointment of a chief risk officer
sample. also means the company has
an ERM process. Large firms and
highly leveraged firms are more
likely to appoint a CRO.
Internal Auditor 2005a Beasley, Clune, Survey of members of Institute  Survey reveals wide diversity in

and
Hermanson

of Internal Auditors (1l1A) Global
Auditing Information Network
(GAIN) on internal auditing’s
involvement in ERM. 90% of the
175 respondents were chief
audit executives.

the

adoption of ERM and in internal
auditing department’s role in
ERM.

There was optimism regarding
ERM’s impact on the company and
on internal auditing.
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Journal/Source
Journal of Ac-
counting

and Public Policy

Working Paper

Journal of Ac-
counting,
Auditing and
Finance

Working Paper

Working Paper

Working Paper

Date
2005b

2007

2008

2008a

2008b

2009

Authors
Beasley, Clune,
and

Hermanson

Desender

Beasley, Pa-
gach,
and Warr

Pagach and
Warr

Pagach and
Warr

Gates, Nicolas,
and Walker

What Was Examined?

Survey responses from 175
members of Global Audit In-
formation Network (GAIN) to
investigate factors associated
with extent of ERM implemen-
tation.

The objective of the study was
to explore the link between
ERM implementation and board
composition. One hundred
randomly selected firms from
the

pharmaceutical industry in
2004 were studied

Study provides empirical evi-
dence on the value of corpo-
rate actions such as the hiring
of senior risk executives. The
study measures the equity
market response to the hiring
announcements of senior ex-
ecutives in charge or risk man-
agement.

Study explores the link be-
tween ERM implementation
and characteristics of firms
that implement ERM. Appoint-
ment of a CRO is used as a
proxy for ERM implementation.
Data was based on the an-
nouncements of

the hiring of 138 senior risk
officers.

Study examines the impact of
ERM implementation on finan-
cial, asset, and market charac-
teristics. Data was based on
the announcements of the
hiring of 138 senior risk
officers.

Research questions examined
include which components of
ERM frameworks lead to better
decisions and which compo-
nents of the ERM frameworks
lead to increased

profitability.

Findings

Results show that CRO presence,
more independent BOD, explicit
calls from CEO or CFO for internal
audit involvement in ERM, are
positively associated with extent
of ERM deployment. Results indi-
cate that U.S. firms are not ad-
vanced in their ERM implementa-
tions.

Results suggest that board
independence in isolation has no
significant relation with ERM qual-
ity. Firms that have separate
chairmen and CEOs favor more
elaborate ERM and show the high-
est level of ERM implementation.

Findings indicate that sharehold-
ers of firms with little financial
slack welcome ERM. Shareholders
of large nonfinancial firms with
volatile earnings, greater amounts
of intangible assets, low leverage,
and low amounts of slack also
react positively toward ERM.

Results show that larger firms and
those with higher leverage tend to
hire CROs. Firms that have growth
options are less likely to hire a
CRO and conversely firms that hire
CROs tend to have fewer growth
options. A negative relation is
found between CRO hiring and
change in the size of the firm

Results suggest that there is no
support for the position that ERM
is value creating. Firms hiring
CRO, when compared to non-CRO
firms, exhibited increased asset
opacity, a decreased market to
book ratio, and decreased earn-
ings volatility

Results show that the ERM stage,
a good ERM environment, better
communication of ERM missions,
and explicit risk tolerance levels,
positively influenced better deci-
sion making. A better ERM envi-
ronment, explicit risk tolerance
levels along with the number of
employees devoted to ERM pro-
cess appear to have an impact on
profitability.

Table 9. Review of Academic research of Enterprise Risk Management

Approaches or results of these studies do not particularly structure or review risk information

management. But when exploring further the area few academic articles which touch the re-

search phenomenon where identified. Ballou & co.’s research about How Boards of Directors

Perceive Risk Management Information, Neef’s study about Managing corporate risk trough
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better Knowledge Management and Danu’s writing on The role of information in risk manage-

ment, in contemporary economy.

Ballou, Heitger and Stoel conducted a survey to directors of publicly traded companies to ex-
amine the type and quality of risk information they receive from top management. They build
their survey on the principles of COSO and NACD to explore how well those are executed and
support risk information management in survey companies. Main research question was how
board members perceive the nature and extent of the risk information that they receive from
management. There were 125 respondents which represent a wide set of business sizes and

variety of industries in United States.

Results (Ballou & Co.) of the survey are that few organizations have developed risk-appetite
statements of COSO framework that could be used to evaluate risks, boards have limited in-
formation about the actual risk management processes like identification, estimation and pri-
oritization of risks that are reported to them and generally that boards are not sufficiently
informed regarding key risks and potential responses. Findings also include one particularly
interesting point from this thesis perspective that risk impact information is focused on short-
term financial results and does not identify the impact to the potential business drivers

(KPIs) which would support wider understanding of risks.

From the Thesis perspective findings suggest that to manage risk information and build suffi-
cient communication and consultation and understanding of risks also processes and practices
that are used to identify and asses that particular risk information should be communicated.
Another aspect of this is that more complex and many there are processes more recourse is

needed to communicate the background with each process in risk information flow.

Neef (2005 also Underdown & Hosseinzadehdastak 2012) studies in his paper the concepts of
risk management and knowledge management and how combination of those can support or-
ganizations in their risk management efforts. Neef states that companies cannot manage its
risk effectively if it cannot manage its knowledge. He builds an example where the reason
most often cited when disastrous incidents occur is that senior management had no

knowledge of what was taking in place in their company.

His findings include that knowledge is much less effective if left to filter through a manage-
ment structure in a haphazard way. It needs to be actively managed that employees see con-
cern identification as part of everyday responsibility. This means that company decision mak-
ers have to identify and mobilize this huge amount of employee information to support risk

management.
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Neef (2005) identifies that key to a proactive risk management process lies in the company’s
ability to mobilize the knowledge and expertise of its employees so that organizational lead-
ers can ensure that they get accurate and timely information about potentially harmful inci-
dents. Regarding the risk information management his suggestion include knowledge mapping,
performance monitoring and reporting, community and stakeholder involvement and im-
portance of external information. Knowledge mapping is defined as a database where skills
and expertise areas are mapped by employee. This can be used in risk information manage-

ment to ensure right stakeholders in communication and consultation.

Not many from the found and reviewed frameworks approach risk information management
from the angle of information or knowledge management. Exception is article from Danu
(2009) which states that information management is actually the key success criteria of over-
all risk management. This supports the finding that risk information is information like any
other information and information management best practises can be used to understand,

structure and develop risk information management.

Danu (2009) explores the role of information in risk management in contemporary economy.
Her starting argument is that in current global economy system and rapidly changing business
environment the available, veridical, complete, appropriate, sufficient information is essen-
tial and valences are multiplied. She comes to conclusion that identifying risk to the company

is indefinitely more complex and more difficult than one can make a theoretical model.

She (Danu, 2009) reminds that in risk management and risk identification process value and
the cost of the information should be permanently viewed because otherwise the operation
itself creates the risk. Her finding is that due the complexity of risk in identification phase
qualitative methods are more efficient than quantitative methods. She also emphasizes im-
portance of using internal information and assessments before collecting and evaluating ex-
ternal information because internal information builds the contexts for external information

evaluation.

Area of information management has a lot longer history than risk management (e.g. English
1999 and Davenport & Prusak 1998). So besides reviewing risk management substance litera-
ture research phenomenon was approached from the point of what has been learned and
written about information management. Chaffey & White (2011) analyse phenomenon of busi-
ness information management including questions like information relevancy, accessibility
and value. They also state that part of the information management is understanding differ-

ence of data, information and knowledge.
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Chaffey and White (2011, 18) give a following example about information management (see
Graphic 6). They refer to English (1999) stating that “Knowledge is not just information
known, it is information in context. Knowledge is means understanding the significance of
the information. Knowledge is the value added to information by people who have the expe-

rience and acumen to understand its real potential.”

Business Collection Transformation Application

process process Joitels iz iefen process Knowledge

event

Graphic 6. The data to information to knowledge transformation process

When exploring area of information management (e.g. Chaffey & White, Honeycutt 2001 and
Axson 2007) and comparing information management approaches to risk management frame-
works and processes it was understood that approaches align. Both share an objective where
data is transferred to knowledge. It was concluded that structures of understanding and de-
veloping information management are also valid when analysing risk information manage-

ment.

When reviewing information management process (see Graphic 7) from the point of risk in-
formation management knowledge of organization is essential already in the transformation
phase (Neef 2005) although output of the process also in risk information management is
more knowledge. This finding means that best practises of information management and

knowledge management can be used to structure and develop risk information management.

Information management Risk management by I1SO
by Chaffrey & White 31000

Collection process Risk identification
Transformation process Risk analysis
Application process Risk evaluation

Risk treatment

Graphic 7. Information management process compared to risk management process
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When exploring structure of risk information management from literature review conclusion is
that none of those describe it very detailed or offer structure or success criteria what to use
when analysing status of organization’s risk information management. This though frame-
works are stating that actually the accurate risk information is the overall ambition of risk

management in organizations.

Examining further the observations and approaches with learning from information manage-
ment and knowledge management genres the elements for risk information management can
be formed. Conclusions from literature review are that risk information management is
strongly tied to risk management and reviewed as part of the risk management in earlier re-
search. Findings support that risk information management is always tied to entities risk
management but can also been reviewed as own element with individual success criteria in

risk management.

3.3 Identified fundamental elements of RIM

When combining all the findings from literature review to structure risk information manage-
ment four elements are identified to form a base for the success of risk information manage-
ment as illustrated in Graphic 8. Identified fundamentals are 1. External and internal envi-
ronment, 2. Risk management framework and policies, 3. Risk management processes and

practices and 4. risk management communication and consultation.

1. EXTERNAL AND INTERNAL
ENVIRONMENT

Identification of information demands and
needs of internal and external environment

2. RM FRAMEWORK AND POLICIES

Support for risk information management
integrated to the framework and policies

RISK
INFORMATION

MANAGEMENT

4. RM COMMUNICATION AND
CONSULTATION

Communication and consultation to ensure
accuracy and share of risk information

3. RM PROCESSES AND PRACTISES

Processes and practices to ensure efficient and
effective risk information management

Graphic 8. Four fundamentals of Risk Information Management
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Risk management approaches identify external and internal environment effecting strongly to
structure of risk management of an organization (e.g. Beasley & Frigo, 2010, Brooks 2010).
When observing this result from the angle of risk information management it can be identified

that environments are also strongly shaping the risk information management.

Cultural, social, political, legal, regulatory, financial, technological, economic, natural and
competitive environment, have significant effect also to risk information management. Espe-
cially regulatory and customer demands guide external risk reporting that risk information
management should support. From the internal environment perspective same areas are af-
fecting to risk information management and especially culture to communication and under-

standing the risks between internal stakeholders.

Understanding the external and internal and environment is also vital to structure and identi-
fy the relevant information sources, stakeholders in information transformation and applica-
tion. And like Hopkin (2010, 68-75) states risk management should always be integrated part
of organizations other processes and management. Because risk information management is
seen as integrated part of risk management same applies to it and leads to conclusion that
when aiming to structure risk information management understanding of internal and external
environment is crucial. Results of previous studies on ERM (Kleiffner & Co. 2003) also support

importance of internal environment when implementing risk management.

Hopkin (2010, 67) states that risk architecture, strategy and protocols create risk framework
that supports the risk management process. ISO model opened by Shortreed (2010, 97-123)
defines that “The framework ensures that information about risk derived from the risk man-
agement process is adequately reported and used as a basis for decision making and account-

ability at all relevant organizational levels.”

Risk management framework should also support objective setting, management commit-
ment, roles and responsibilities and identify the processes and practises how organization an-
swers to information needs identified by external and internal framework. This argumentation
leads to conclusion that organization’s risk management framework sets base also for risk in-
formation management and when trying to further explore or understand organization’s risk

information management, frameworks has to be analysed.

Reviewed literature and research of previous research commonly identify risk management
process and used techniques as fundamental part of risk management. In the models process-
es are generally referred as a systematic way to identify, analyse, evaluate and monitor risks
(e.g. ISO 31000 and Hopkin 2010). These processes and practises structure and guide risk in-

formation management and were so identified as one of the fundamental elements of risk



34

information management and area to examine in organization when aiming to structure indi-

vidual organisation’s risk information management.

Example of risk information management fundamentals framework and processes can be iden-
tified from Graphic 9 which presents Broadleaf’s model on how ISO 31000 framework can be
implemented to the organization (Shortreed, broadleaf.com.au). Also individual element of
Risk management information System can be seen in their approach as part of practises to

support risk information management.

Ci icate and
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¢ ailb—
RM Information ! !
Risk Regsters : Allocate and Organise
Measure and Review Treatment Plan ! Risk and Audit Commiiee
Control assurance Mgmm f Exec RM Commitiee
RM Plan progress Reporting templates RM Working Group
Govemance reparting : ? g . Manager, BM
Benchmarking RM Champions
Performance criteria “—————— Slrategic Process Risk and Conirol Owners

Graphic 9. ISO 31000 implementation by Broadleaf

Findings of the literature review and elements of reviewed approaches underline that in risk
management communication and consultation with internal and also with external stakehold-
ers is important element. Value of communication and consultation is to implement organiza-
tions risk management approach through the organization and in processes to share risk in-
formation for that best available knowledge is used to identify, asses, evaluate and monitor

risks.

Core value of communication and consultation is that identified risk information is shared to
necessary stakeholders in organization to support decision making. And information addition-
ally used to ensure proper external risk information flows and reporting for example to au-
thorities. With this argumentation communication and consultation was identified to one of

fundamental elements of risk information management and its structure.
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Identified four fundamental elements that structure success of risk information management

can also been illustrated as part of risk management framework. As an example relation of

risk information management fundamental to risk management framework of 1ISO model out-

lined in Graphic 10. Four fundamentals divide between framework and process element.

a) Creates value

b) Integral part of
organizational processes

c) Part of decision making

d) Explicitly addresses
uncertainty

e) Systematic, structured
and timely

f) Based on the best
available information

g) Tailored

h) Takes human and
cultural factors into
account

i) Transparent and inclusive

j) Dynamic, iterative and
responsive to change

k) Facilitates continual
improvement and
enhancement of the
organization
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Graphic 10. RIM fundamentals integrated to I1SO 31000 framework

Overall conclusions from the literature review are that importance of risk information man-

agement is undisputed and emphasized but the structure or learnings to succeed in risk in-

formation management were not directly identified. It was identified that phenomenon of

risk information management is strongly tied to risk management and reviewed as part of the

risk management in earlier research.
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Findings support that risk information management is always part of entities risk management
but can also been reviewed as own element with individual success criteria. It was also con-
cluded that risk management should always be developed by the need of individual organiza-

tion so should risk information management.

Four fundamental elements of risk information management where identified to be 1. exter-
nal and internal environment, 2. Risk management framework and policies, 3. Risk manage-
ment processes and practices and 4. Risk management communication and consultation.
These elements are examined in case organization to further structure success criteria of the

risk information management.

4 Findings in the Case regarding environment and framework of RIM

To understand better the phenomenon of risk information management evidence was col-
lected from literature review, document analysis and theme interviews. Findings of the doc-
ument analysis are summarised in this chapter. Beginning of the chapter is formed by find-
ings from external documentation and d latter part findings from internal company docu-
mentation. Findings structure environment and framework of risk information management

of case organization.

Considering the companies operating environment and nature of business baseline is high
availability of services. Customer demands and service levels of agreements demand 99,99 %
availability as standard and that is just license to act but does not differentiate company
from competitors. This was also emphasized in the outcome of theme interviews from busi-
ness owners. Significance of operations to the customers and to the society is the background

of strong regulation and supervision from authorities.

When reviewing the external environment first observation is that organization is operating in
rather regulated field of business. Organisation is offering payment card services to banks and
private companies as Payment institution which is subject to licence from Finnish Supervisory
Authority (FSA). Licence ties organization to mandatory regulation which also has mandates

regarding risk management which includes mandates regarding risk information management.

Following documentation as in Table 10 was reviewed to understand better the external and
internal environment and set obligations for risk management and risk information manage-

ment. Like often in organizations also in this case company there is dependence between in-
ternal and external regulation. Objective of internal regulation is to compile and include the

external demands in a way that business owners can ensure fulfilling external demands by
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acting according internal regulation. Internal regulation includes naturally also additional
self-guidance decided by board of directors compared to external demands. To understand
better how external demands are interpret to internal regulation was one reason to select

both for review in thesis.

Document Published Origin country

DOCUMENT ANALYSIS: EXTERNAL DEMANDS (Mandatory)
2010/297 The Act on Payment Institutions 2010 Finland

Finnish Financial Super-
visory Authority
Finnish Financial Super-

FIN- FSA Standard 4.1 Internal control arrange-

ments 1A e visory Authority
FIN-.FSA Standard 4.4b Management of operation- 10/2010 Finland F!nmsh Fmanqal Super-
al risk visory Authority
DOCUMENT ANALYSIS: INTERNAL DEMANDS (Mandatory)

. - Risk Management unit /
Description of company management system 06/2011 Finland Approved by Board
Principles of internal control 06/2011 Finland RERISEECEMEE UTE §

Approved by Board
Principles of operational risk management 06/2011 Finland RERISERECEELE Ui §

Approved by Board
Principles of market- and financing risk manage- 11/2010 Finland Risk Management unit /
ment Approved by Board
Risk Management unit /

Principles of credit risk management 06/2011 Finland Approved by Board
A - Risk Management unit /
Credit risk strategy 06/2012 Finland Approved by Board
Principles of fraud risk management 06/2011 Finland RERISERECEELE U §
Approved by Board
Description of risk management framework NA Finland Risk Management unit
Work instruction: How to process operational risks | 03/2012 Finland Risk Management unit

Table 10. Documentation selected for the document analysis

4.1 External obligations - Environment

Main binding regulation of payment institutions is the Act on Payment Institutions (2010/297)
and regarding the risk management FSA’s standards 4.1 Internal control arrangements and
4.4b Management of operational risk. Also standards 4.4a Management of credit risk, 4.4c
Management of market risk and 4.4d Management of liquidity risk set demands for risk man-
agement and management of risk information. Besides the law from above mentioned stand-
ards two first listed guide strongly risk management framework of supervised entities and
were chosen to more detailed analysis in Thesis. Findings of the document analysis are de-
tailed presented in appendix 1 and main findings regarding the research phenomenon summa-

rized in this chapter.
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DOCUMENT ANALYSIS: EXTERNAL DEMANDS (Mandatory)

Finnish Financial Super-

2010/297 The Act on Payment Institutions 2010 Finland . -

visory Authority
FIN- FSA Standard 4.1 Internal control arrange- 12/2011 Finland F!nmsh Fmanqal Super-
ments visory Authority
FIN-FSA Standard 4.4b Management of operation- 10/2010 Finland Finnish Financial Super-

al risk visory Authority

Table 11. Documentation regarding external demands

The Act on Payment Institutions (2010/297 198) sets high level principle for licence that pay-
ment institutions should arrange governance and risk management of operations in a way that
risks that can danger its capital adequacy or solvency are identified and avoided. Payment
institution has to have governance that ensures efficient risk management, sufficient internal

control governance compared to its operations and sufficient risk management systems.

In a law (e.g. 198 and 39§ ) mandate is given to FSA to further regulate arrangement of inter-
nal control and risk management with FSA standards. The Decree of Payments Institutions

(554/2011 148) which set terms for licence application demands description and assurance of
risk management arrangement including arrangement of risk reporting to the executive man-
agement of organization, arrangements of information security and business continuity assur-

ance of critical services.

FIN- FSA Standard 4.1 (2003) Internal control arrangements set obligations for arrangements
of internal control and as part of that adequate risk management and internal risk infor-
mation flow. Standard (FIN-FSA 4.1 2003, 16) sets a specific obligation for risk control func-
tion which shall maintain, develop and prepare risk management principles for approval by
the board of directors and design and develop procedures for controlling risks and risk man-
agement. It shall make sure that each risk remains within confirmed limits. It shall also make
sure that the procedures available for measuring each risk are appropriate and reliable. The
procedures must include assessment of the impact of exceptional situations (stress tests).
These obligations to asses each risk with described matter sets demand for internal risk man-

agement processes and for down-top risk information flow to risk control function.

Additionally in chapter 5.3.1 of standard (FIN-FSA 4.1 2003, 16) there is demand that the risk
control function must ensure that the total effect of all material business risks on the perfor-
mance of the supervised entity and its consolidation group and on the regulatory capital is
reported to the board of directors. The risks are more detailed defined in chapter 6.2. (FIN-
FSA 4.1 2003, 19) as all material business risks of the supervised entity: both internal and
external, both measurable and non-measurable, both risks controllable by the supervised en-

tity and risks that cannot be controlled, i.e. risks that the supervised entity can only protect
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itself against. This means that together with regarding risk information from individual risks

also portfolio approach and total effect of identified risks has to be ensured.

In chapter 6.4 (FIN-FSA 4.1 2003, 20) justification for preconditions of effective internal con-
trol is given as that the board of directors, CEO and other senior management, as a basis for
its decision-making, is provided with adequate and comprehensive information (on operating
performance, risks, deviations, observations of effective control etc.).The information shall
be reliable, material, timely, and provided in the agreed format. With recommendation to
ensure effective internal control, the flow of necessary information should be free upward,
downward and laterally throughout the organisation. From this regulatory demand for also
downward information flow can be identified as important element as upward flow which sets

additional demand for risk information management.

In standard (FIN-FSA 4.1 2003, 21) it is guided that a well-implemented organisational struc-
ture supports the upward flow of information so that the board of directors, CEO and other
senior management get the information they need. An appropriate downward flow of infor-
mation ensures that the personnel have knowledge of policies and procedures approved by
the board of directors that are necessary for executing their duties, and that they are also

provided with other information needed for executing their duties.

In chapter 7 standard (FIN-FSA 4.1 2003, 23) describes reporting demands to FSA as that the
internal control arrangements do not involve a separate, regular obligation of reporting to
FIN-FSA. However, the supervised entities shall in their financial statements also provide reg-
ular information on arrangements for internal control and for the risk management forming an

integral part thereof.

The core standard regarding risk management is FIN-FSA Standard 4.4b Management of opera-
tional risk (FIN-FSA 4.4 2004) that further guides arrangement of risk management of licence
holder. The standard (FIN-FSA 4.4 2004, 13) obligates licence holders to ensure that the board
of directors must be able to recognise all key operational risks in the different business areas
of the institution. Regular reports on the institution’s key operational risks shall be submitted
to the board of directors as part of continuous internal control. The responsibility and report-
ing relationships between business units and other units responsible for operational risk man-
agement shall be clear and comprehensive. These obligations set a demand for case organiza-
tion to have rather structured risk management processes with defined clear roles and re-

sponsibilities which support systematic management of risk information.

Chapter 5.3 (FIN-FSA 4.4 2004, 14) defines obligations to identify, assess and mitigate opera-

tional risks of organizations operations but also regarding new products before introduction.
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Factors of likelihood and possible losses have to be assessed regarding every identified risk.
These obligations set necessary elements regarding risk information of organization. Besides
identifying the risks binding norms are presented regarding monitoring and reporting of oper-
ational risks. Where the supervised entity shall regularly monitor and assess the nature of
recognised operational risks, the probability of risk realisations and realisation losses. In addi-

tion, proactive procedures and metrics for recognising operational risks shall be created

Chapter 6 ((FIN-FSA 4.4 2004, 19) describes key components of operational risk management
emphasizing systematically build processes. Standard demands the supervised entity to in-
clude several areas to analyses of operational risks that also guide collection of risk infor-
mation. Areas specifically addressed in standard are: processes, legal compliance, personnel,
continuity of operations, information systems and information security and payment systems

and payment services.

Regarding internal risk reporting ((FIN-FSA 4.4 2004, 16) senior management must obtain reg-
ular reports on operational risks and realisations. Institutions shall draw up the related re-
porting instructions. The reports shall comprise financial information, qualitative analyses,
assessments of compliance with internal and external instructions as well as information on
external events and changes in the operating environment that are relevant for the institu-
tion's decision-making. Additionally standard describes element of continually improvement
by stating that senior management shall regularly assess the timeliness, precision and appro-
priateness of procedures and reporting systems. The contents and level of detail of reports as

well as their target group and reporting frequency shall also be assessed on a regular basis.

Regarding external FSA-risk reporting standard sets specific reporting demand regarding oper-
ational risk events. In chapter 2 (FIN-FSA 4.4 2004, 7) there is binding obligation stating about
damage and events related to operational risk shall be reported to FIN-FSA according to the
instructions provided in reporting standard RA4.2. Reporting standard further describes ex-
amples like immediate reporting of disruptions and faults in operations and substantial mis-

takes in the publication of the value of fund units.

General conclusion from environment review is that case organization is doing business sur-
rounded by strong availability demand from customers with low risk tolerance or appetite.
Describing for the business environment is that services are subject to a license and licence
holders are rather strongly regulated and supervised by authorities. Regulation sets strong
demands also for arrangement of risk management and management of risk information in-

cluding internal and external risk reporting.



41

4.2 Internal obligations - Framework

Other part of the document analyses was the internal binding documentation (see Table 12.).
Internal documentation builds the framework for risk management and risk information man-
agement and is at the same time response to many of previously mentioned external de-

mands. Target organization is in the middle of a merger which has great effect to current in-

ternal governance documentation.

Document Published Origin country |

DOCUMENT ANALYSIS: INTERNAL DEMANDS (Mandatory) '

. - Risk Management unit /
Description of company management system 06/2011 Finland Approved by Board
Principles of internal control 06/2011 Finland RUELC B EIECLELTENE Ui: §

Approved by Board
A . . - Risk Management unit /
Principles of operational risk management 06/2011 Finland Approved by Board
Principles of market- and financing risk manage- 11/2010 Finland Risk Management unit /
ment Approved by Board
Principles of credit risk management 06/2011 Finland RERISERECEELE U §
Approved by Board
A - Risk Management unit /
Credit risk strategy 06/2012 Finland Approved by Board
Principles of fraud risk management 06/2011 Finland RUELCEITECLELTENE Ui: §
Approved by Board
Description of risk management framework NA Finland Risk Management unit
Work instruction: How to process operational risks | 03/2012 Finland Risk Management unit

Table 12. Documentation regarding internal demands

Management decision is that current policies of both merger companies are the governance
model so far that new corporate level binding policies are elaborated and accepted. With this
background current documents were seen relevant for the research although development
work is on-going. One argument to review current policies is that these are the ones that are
guiding current situation which is the base how interviewees understand risk information

management practises.

Considering risk management and risk information management Description of company man-
agement system structures the risk management framework with defining risk management as
integrated part of overall management system and defines roles and responsibilities at high
level. Description of risk management framework state regarding roles and responsibilities
that Business unit leader is accountable for operational risk management and process owner
for process risk management. BU leader is also responsible for that BU risk information is up
to date.
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Principles of internal control and Description of risk management framework continue with
defining in more detail that risks are managed with three level hierarchy, in strategic, tacti-
cal and operational level. Framework also defines four level risk classification system for risk
information which consist of risk category, risk class, risk name and risk description stating
that every identified risk should be classified according to this system. Classification is built

to structure risk information, support risk information management and data mining.

Framework defines risk management process and scopes that strategic, process, IT-system
and operational risks should be managed according to the process. Framework states that
process and IT-system risk assessment has to be conducted at least to all significant processes
and IT-systems biannually. Process defines that outcome of assessments has to be document-
ed.

Framework defines numeric scales for risk evaluation with likelihood and consequences which
total risk significance. There is one defined for strategic risks and other for operational risks.
Part of the defined process is a model for risk escalation and risk decision making. Four level
risk decision making model is presented aligned to risk significance and organizations man-
agement model. Decision model sets demands also for reporting and escalation of risks and

defines demand to document all risk decisions.

Framework states also the stakeholders that should contribute to risk information collection
and to risk assessments regarding operational risks. It is stated that at least process special-
ists, IT-system owners/specialists and finance department should take part. Process owner is
the responsible for executing the process risk assessments and IT-system technical owner re-

sponsible for IT-system risk assessments.

As part of the process tools to support risk information collection and assessment are pre-
sented in framework and further detail in Principles of operational risk management and
Work instruction: How to process operational risks. There are specific risk registers for oper-
ational risks and for development risks. Besides those registers repository for collected risk
information is defined. That is a Business unit risk master that should include all the identi-

fied operational risks and support monitoring and reporting of risk information.

Principles of Operational risk management define more detailed organization’s risk manage-
ment vocabulary and goes in to more detailed instruction how and what information to collect
from single identified risk, how risks should be assessed and risk decisions made in different
decision-making layers in process. Out from the general process framework also describes
process of anonymous risk identification (“whistle blower practise”) and process and respon-

sible for incident reporting to FSA.



43

Credit risk strategy, Principles of Credit risk management, Principles of fraud risk manage-
ment and Development Management Handbook (development risks) align with framework and
process but further detail mandates and instructions regarding these specific risk categories.
There is stated mandate of monthly reporting to business unit management team about these

risk categories which guide also information gathering process on these areas.

In the area of risk information reporting framework defines biannual mandate reports to
board of directors which include status of a credit, fraud, market- and finance and operation-

al risks. According to the framework development risks has to be reported quarterly.

These reporting mandates also set frequency to the information collection and update pro-
cesses. Work instructions define also mandates of monthly risk reporting to Business unit
management team, weekly review of incidents in service production week meeting and bian-
nual reporting to risk committee. Framework states that reporting to supervising authority is

done when demanded.

General conclusion from document analyses is that internal policies respond quite well to
identified external demands. When considering the elements of risk information management
recognized in chapter 3 with internal documentation regarding risk management many corre-
spondences are identified. Internal binding documentation defines framework and as part of
that opens responsibilities, process, tools and techniques for which structure and support risk

information management.

As part of the theme interview results it is discussed how interviewees identify these policies
and see them supporting risk information management in practice. Just by assessing the in-
ternal documentation it was observed that many demands, tools and techniques are present-
ed but support on how to manage risk information from multiple sources to form holistic up to

date risk image were not identified.

Considering identified risk information management ambitions to form holistic picture devel-
opment area in framework would be more emphasis on process description and continuous
information management. Other development area observation was overlap of areas and part-

ly non coherent guidance between different documents.

Main issue, like mentioned in the beginning of the chapter, is documentation’s correspond-
ence to the current governance model, organization and roles after merger which is vital be-

cause there are many deficiencies in current binding internal documentation. Recommended
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development step is to update of all existing documentation guiding risk management taking

account he observations regarding more efficient and effective risk information management.
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5  Findings in the Case regarding processes and communication of RIM

To understand better the phenomenon of risk information management information was col-
lected from literature review, document analysis and theme interviews. Main findings of the
theme interviews are summarised in this chapter. Findings structure implementations and

success criteria for risk information management in the case company.

First theme discussed with interviewees was current framework supporting risk information
management and how did they see it in their role. General opinion was that internal binding
documentation about framework is not very familiar but current processes and practises were

seen in general supporting business development.

When asking that do interviewees see that risk information is collected and managed from
right areas senior management representative commented that sometimes it seems that risk
information is fragmented to many sources and it would be good to ensure that we are really
working with the right issues. Also Hopkin (2010, 45) warns that organizations with mature
risk management processes can drift to the situation where there is over-reliance to on in-
formation at the expense of good judgement and individuals only comply with requirements

without really putting effort to identify and manage risks.

To prevent this situation clear objective setting with reasoning and implementation including
active two way development discussions is important. This can be supported with holistic risk
portfolio approach and way of thinking that risk information should be collected as part of

daily operations not as separate task.

One objective of the risk management framework (see e.g. Hopkin 2010, 54, 1SO 31000, COSO
ERM, Merna & Al-Thani 2008, 47) is to define roles and responsibilities and when comparing
the risk management responsibilities in framework policies and how interviewees saw their
role in risk information management results were in line. That supports the observation that
although framework policies are not so familiar with the interviewees current practises still

aligns with framework in this area.

One identified criteria for effective risk information management is thoroughly acknowledged
external and internal demands. When discussing the area respondents felt that internal de-
mands are rather well identified and also communicated for example as part of yearly busi-
ness planning. External demands were not so clearly recognized and communicated but inter-
viewees’ understanding was that corporate risk management unit is taking care for example

about external reporting based on business unit’s risk information and generally also this were
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seen working well. From the situation it can be seen that defined documented internal and
external demands regarding to risk information management could support holistic develop-

ment.

Implementation of a framework is fundamental part (Hopkin 2010) when building risk aware-
ness culture of the company. When asking about that has interviewees been trained or in-
formed about company risk management framework all were in line with their answers that
at least they do not remember any training or orientation been offered. This is an interesting
result as also senior management is represented among interviewees. Respondents recall seen
many presentations for information but overall observation from the answers is that there is a

development opportunity in this area.

Other identified fundamental of effective and efficient risk management is principle of con-
tinuous development (ISO 31000) which aims to critically observe current practises and pro-
cesses to identify possible development areas. When inquiring about that have respondents
been participating in development or have they been asked to give feedback about company
risk management processes or practises they did not recall that kind of activity. This is also
an interesting observation considering that all of the respondents have been working for the

company at least five years and senior management representative over twenty years.

When further discussing about risk management processes defined in the company framework
they were familiar to the interviewees and they had been executing processes in their role.
Interviewees identified that they have been actively participating to management of strategic
and business risks, development risks and operational risks which all have defined individual
process. Regarding risk information management each process includes information collec-
tion, transformation and application phase and depending on the role of interviewees' empha-

sis was divided between phases.

One element identified by interviewees regarding risk information management is the im-
portance of monitoring process. If risks are not systematically updated and also non active
risks removed from information repositories it leads to the situation where information is not
valid and risk view is gets fragmented. Observation from this identification is that clear re-
sponsibilities and mandate to follow up and update risk information is beneficial element of

risk information management.

Interesting observation regarding the framework was that none of the interviewees saw chal-
lenges executing risk management policies after company merger. All though it was observed
that many fundamental element like company management model and decision making roles

have fundamentally changes in a merger. This observation aligns that in everyday operations
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uncertainties are managed still according to old policies using common sense with challenges.
Generally that activities are normally executed is supports business but in longer run current

situation might cause more challenges to efficient and effective risk management.

Risk information management process is integrated part of company risk management process
but it can be analysed also individually to observe how data is transformed to knowledge.

In the following three subchapters findings regarding case company's main three risk man-
agement processes are summarized from the point of view how processes structure risk in-

formation management in information collection, transformation and application phase.

On this area of risk information management main findings are:

* Importance of roles and responsibilities - ownership of risk information manage-
ment

= Importance of defined systematic monitoring and update phase in risk information
management process

=  Opportunity to develop risk management framework implementation to key stake-
holders

=  Opportunity to develop and define business specific risk view that ensures risk in-
formation emphasis to the right areas

= Opportunity to develop process or model to manage customer demands and deliv-

ery regarding risk information

5.1 Collection phase

Risk management framework defines risk categories to support structuring of risk information.
In research Company main categories are strategic and business risks, development risks and
operational risks (see Graphic 11). Based on this categorization organization has defined pro-
cesses for every category to manage risk information. These three processes structure risk
information management in research organization and were further explored as part of theme

interviews.
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In research organization strategic and business risks process is integrated part of strategy pro-
cess and it was seen generally supporting business objectives. Information collection is based
on identification of external and internal uncertainties as part of strategic planning for fur-

ther assessment as part of strategy formulation.

Accountability of process execution and involved participants mainly from business unit man-
agement team was seen clear. Also tools assisting risk information management were seen
supporting information management. According to the interviewees process has been effi-

cient and effective and was seen creating additional value.

Execution of current development risk process includes risk information collection from over-
all project portfolio and from every single project. Information is collected according to the
project management model from the planning phase trough execution phase until closing and
hand over of deliverables to the production. There are defined tools for development risk col-
lection and management. Interviewees commented that in their experience information col-
lection in the beginning of the projects is supporting the planning and mainly owned and lead

by project manager.
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It was resulted from interviews that risk information is keenly collected as part of the initia-
tion of projects but challenge is to actively collect and manage risk information during pro-
ject execution. This means that emphasis of risk information collection of the projects is in
the planning face all though large projects can have life cycle of years. According to the in-
terviewees' experience generally projects also face and manage many issues during the exe-
cution but those are not discussed, identified or documented as risks. This might cause chal-

lenges in handover to production if risk information about deliverables is not complete.

Regarding the operational risk management process risk information collection is structured
by business processes. Internal policies guide the process and in practice according to the in-
terviewees execution is that from every process operational risks are identified and assessed

yearly in workshops and status updated in the other half of the year.

Process owner has the responsibility to execute the operational risk process and invites the
best participants regarding the individual process to the risk assessments. Participants are

invited from all organizational units where IT specialists have a great role but also e.g. spe-
cialists from Finance have been used in the workshops. This process was identified to be af-
fecting a large group of specialist and that has been also a challenge to manage to get right

people at the same time to have a holistic discussion.

For the operational risk information collection there is defined tool called risk register what is
used as information repository. There is one for every process and one for main process that
combines all the risk information from individual processes. According to the interviewees
tool is seen needed and support structuring the information but at the same time was seen

complicated and not enough flexible to use.

It was discussed with interviewees that do they see that risk information is collected from the
right areas considering holistic risk information support for decision making and general opin-
ion is that from the business unit point of view and from the personal role point of view risk

information is collected from the right areas. Both proactive and reactive (e.g. incident histo-

ry) point of views are used in risk identification.

Other discussion area regarding risk information collection was that are there right personnel
participating in current processes to ensure that best available information is collected when
identifying and assessing the risks. Opinion was that so far situation has been good but some

uncertainties are identified now in the new organization structure after merger. Interviewees
emphasized that securing the participation from all needed organizational units is something

that has to be criteria when defining new corporate processes. This was seen especially im-



50

portant regarding development and operational risk information which generally demand

cross functional participation.

To conduct risk information management there are different tools for strategic risks, devel-
opment risks and operational risks. According to interviewees there is an opportunity of de-
velopment with tools. Development need where identified in usability of tools, automation
instead of manual use, and capability to link risk information from multiple sources and re-

porting and presentation functions based on the imported information.

On this area of risk information management main findings are:

= Importance of framework defining prioritization of collection. Framework should
support prioritization from business area angle.

» Importance of roles and responsibilities ensure best participants

= Importance of informal risk information

= Importance of processes to support systematic approach

=  Opportunity to develop used tools

* |n case company policy framework and execution in practice mainly align

= Opportunity to develop usage of external information (e.g. market changes, com-

petitor activities)

5.2 Transformation phase

Regarding the strategic and business risks process' transformation phase includes assessment
and evaluation of strategic risks according to the strategic risk assessment criteria defined in
company risk management framework. Assessment includes review of each particular risk
and detailed definition of a root cause and impact in a scenario that risk will realize. With
this information evaluation of risk is conducted with defined risk scoring considering likeli-
hood and consequences of risk. With evaluation risk significance is formed and so identified

risk are prioritized and analyzed as part of strategy formulation.

Uncertainties included to the final version of the strategy are further assessed to identify pos-
sible mitigation actions. Respondents commented that this phase includes communication and
consultation between business units and support units (e.g. seldom IT unit) to co-operate with
assessment and mitigation definition. Interviewees saw this phase effective and supporting
strategic planning. According to the interviewees used main method to execute the transfor-
mation phase has been workshops. Tool used to manage and save this information are various

presentations.
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In development risk process transformation phase includes two different assessment and
evaluation of identified risks. One is analyze of business case risks regarding project delivera-
bles and business case. This assessment have dedicated tool and responsible of the assess-
ment is project owner. Regarding interviewees’ comments owner will choose participants to
this assessment. Mitigation actions are generally affecting to the scope and timing of the pro-
ject. Because this assessment is done prior project start and if the risk outlook is high it can

cause that project will not get permission to continue.

Other assessment done first time in the planning phase and continuously updated during the
project is the assessment of risks that can affect to the execution in planned time, allocated
resources and defined deliverables. According to the interviewees project manager is owner
of the assessment and it's generally done by project core team members. There is defined

tool to support assessment and evaluation with company defined assessment criteria regard-

ing development risks. Tool is also information repository for this risk information.

With collected operational risk information transformation phase includes assessment of iden-
tified risks with root cause analyze and estimate of impacts. Assessment includes also identi-
fying information about possible current mitigation or controls and definition of possible new
ones. After assessment risk evaluation is done with risk likelihood and consequences accord-

ing to the defined operational risk scoring.

Process owner is the responsible of the assessment and evaluation but interviewees empha-
sized that important in this phase is also communication and consultation holistically with
stakeholders which can give input to the assessment. Every process has its own risk infor-
mation tool which is synchronized manually to business unit risk master which compiles oper-

ation risk information from every process.

Interviewees commented that current tools used to manage risk information are various and
some kind of consolidation with tools and risk information structure would support use of the
tools and assessments. Interviewees appreciated that they have direct access to the tools and
risk information that they own but also commented that there is chances of development in

tools.

Main observed challenges with current tools were heaviness for efficient risk information
management. It was seen that that tools should support modular structure where identified
risk can be assessed with few mandated fields and additional only when seen needed. It was
also observed that current tools do not support well any kind of graphic outcome of risk view

for owner nor reporting capabilities. This is important findings because used tools are back-
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bone of risk information management and should guide the process and support effective and

efficient risk information management.

Other area discussed with respondents was risk assessment criteria and how well it currently
supports risk assessments and so risk prioritization. There are currently many different crite-
ria for different risk categories and interviewees commented that sometimes it seems compli-
cated to know which one to use (see Graphic 12). It was also seen that more instruction to
estimate risk likelihood or consequences would support risk evaluation. It was also comment-

ed that some kind of case examples would be good addition to support risk evaluation.
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Graphic 12. Risk evaluation criteria, operational risks (Impact? x Likelihood = Significance)

Important part of the transformation phase is also communication and consultation cross
functionally with stakeholders and interviewees saw that communication has so far been
open, effective and efficient. Though interviewees were partly worried that how this good
communication can be secured in new organization after merger. Interviewees also com-
mented that communication between specialists from different units regarding risks or uncer-
tainties is many times executed informally. This informal risk information communicated ex-

ample with during coffee breaks was seen important among respondents.
On this area of risk information management main findings are:

= Observed development needs with tools used to manage risk information (consoli-
dation, automation, reporting capabilities)

= Opportunity to consolidate and develop usability of risk information management
tools from different processes to one single platform

= Variety of different risk assessment criteria for different risk categories. Possible
opportunity to consider consolidation.

= Importance of cross functional communication regarding risks. Importance of in-

formal discussion regarding risk information.
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5.3  Application phase

Regarding the strategic and business risks process application phase includes strategy formu-
lation and update with identified risk information. Identified risks are integrated to the busi-
ness unit's strategy plan and are also communicated to the board of directors in strategy

planning phase. When moving from planning to the strategy execution phase implementation

of set risk mitigation actions is ensured by defined owner of mitigation actions.

According to the interviewees application phase includes quarterly follow up of strategic risk
view to ensure that set mitigation actions proceed according set schedule and to observe pos-
sible new uncertainties according to the changes in external and internal environment. This is
conducted with management team review. Strategic and business risks process includes also
biannual reporting to the board of directors about the risk status. Main application of this
strategic risk information is to identify and manage uncertainties that can effect to the stra-

tegic objectives.

Development risk process application phase includes assessment of identified project business
case risks before making decision that is project started, postponed or rejected. For accepted
and started ones project risk information is used in planning phase to adjust plan to mitigate
risks and in execution phase to execute and ensure mitigation actions. Risk view of individual
projects is reported monthly to project portfolio board by project manager and board reviews
risk position of whole project portfolio. Portfolio status with risk view is also reported month-

ly to business unit management team.

Respondents commented that regarding development risk process there is also important
phase in the project closing stage where lessons learned also regarding risks are analyzed and
collected. Lesson learned include both positive and negative matters. This information is pre-
sented in project closure presentation but respondents identified a challenge that how this

valuable information is stored and offered to support new projects.

Other observation by interviewees was that currently situation has developed but there have
been cases where information about risks is not efficiently transferred to production in the

project closure and handover phase. Generally it can be concluded that application of devel-
opment risk information is to identify and manage uncertainties that can effect to the devel-

opment portfolio.

Part of the application phase regarding the operational risks is the risk decision making and
escalation from process owner to the main process owner who is business unit leader. Risk

decisions are recorded with risk register to support status monitoring and mitigation execu-
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tion follow-up. After the risk decision making defined mitigation actions are executed and
monitored where process owners have responsibility to follow-up mitigation and update status
to the risk register so that risk information would stay up to dated. Main application of opera-

tion risk information is secure daily operations and support process development.

In this area results from the interviews conclude that general frequency of operational risk
information updates is bi-annual guided operational risk reviews. Part of the application
phase is compiling and reporting most significant operational risks to the management team

of business unit and to the board of directors bi-annually.

Interviewees are working in different levels of organization hierarchy so one interesting dis-
cussed area was risk decision making and escalation process which is important element of
efficient risk information management. In document analysis it was identified that organiza-
tion has defined decision making levels regarding the risk significance as part of the frame-

work.

Framework model and detailed decision levels were not thoroughly familiar to interviewees
but when asking from operational level representatives and senior management representa-
tives that did they see that it is clear what to escalate they felt that it is clear. When further
inquiring from senior management that from their experience has right issues been escalated

to them they felt that escalated information has been on the right level.

When asking how interviewees define the escalation criteria answer was that reasoning is
more about their individual overall impact estimate of risk and common sense than defined
quantitative criteria. That is an interesting result and is observed to mean that also informal
information, subjective knowledge and understanding of individuals is always vital with risk
escalation criteria. Regarding large amount of risk information example with operational risks
defined escalation criteria is aimed to support efficiency, secure objectivity and ensure deci-
sion according to jurisdiction of the role (Hopkin 2010). Interviewees commented that in

business as usual risk decision making defined risk escalation criteria is supporting efficiency.

Many risk management frameworks (see e.g. Hopkin 2010, 54, ISO 31000, COSO ERM, Merna &
Al-Thani 2008, 47) describe that all risk information should be in the knowledge of top man-
agement but based on the research results there needs to be escalation layers that support
efficiency of risk management. Clear decision making structures support that relevant risk
information is managed with right organization level and only most significant high risks re-

ported to senior management.
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One important aspect of application phase is communication of risk information where one
element is risk reporting. This area was discussed with interviewees and generally they saw
that current risk reporting is sufficient in each risk category and supporting execution of their
role. Opportunity of development where identified in mechanism that would compile risk in-
formation from multiple categories enabling better comparison of access to comprehensive

risk view of business unit.

Vital part of risk aware culture is communication about risk information which is example

identified risks and agreed mitigation actions. Regarding risk reporting and risk information
communication interviewees raised up that from each risk category there is down-top com-
munication line but also communication line to share risk information from top-down would
support stakeholders. Especially in categories where information is affecting to whole busi-

ness unit like with strategic and business risks.

One element that can support effective and efficient risk information management is defined
Key risk indicators (Hwang 2010, 125-140). These set indicators set tolerance level to the dai-
ly operations and guide management that when those are acceding attention and action are
required. After all time of management is always limited and this kind of parameter setting

would be beneficial element on risk information management.

On the other hand KRI setting has to be considered by risk information category. For example
with credit or fraud risk realization where financial figures are easy to monitor setting of KRI's
is not difficult. But when considering example strategic or operational risk information pa-
rameter setting is much more challenging. In these categories used indicators can be risk sig-
nificance by evaluation with defined risk criteria. KRI's should support management of large

amount of risk information and escalation in risk decision making.

On this area of risk information management main findings are:
» Importance of clear escalation criteria
e Importance of communication regarding risk information
« Importance of set Key Risk Indicators
« Importance of holistic comparable risk view
»  Opportunity to develop compiled risk view for business unit
e Opportunity to develop Top-Down risk information communication

»  Opportunity to develop usage of lessons learned information of projects
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6 Identified success factors and development opportunities of RIM

In this chapter research results regarding identified risk information management success
criteria are presented with findings of development opportunities in the research case. Find-

ings are divided to four fundamental elements of risk information management.

Identified success factors regarding risk information management can be categorized by four
main elements of risk information management 1. external and internal environment, 2. Risk
management framework and policies, 3. Risk management processes and practices and 4. Risk

management communication and consultation.

Considering the case and the risk information management fundamental element external and
internal environment (see Table 13.) finding is that systematic process to identify risk infor-
mation obligations like risk reporting to authorities or customers forms one success criteria.
To ensure fulfillment of these obligations in risk management there should be holistic map-
ping and process to manage and update the mapping. This in a remarkable way builds effi-
ciency and quality of risk information management, protects from ad-hoc assighments and
supports development where holistic approach to collect information can be planned without

overlap of processes.

Other identified success factor in this area is internal demands. Internal demands are two
folded first success criteria is demands from the shareholders through board of directors
about the risk information that is seen needed which support risk information management
with same argumentation as external obligations discussed above. Other dimension is that
every business area should evaluate and prioritize that what are the risk categories and so

risk information that are important support for that individual business area.

Identification of requirements is crucial support for efficiency and effectiveness of risk infor-
mation collection processes. Practical element to enhance this area is defining for example
risk dashboards with defined Key Risk Indicators (later KRI). Dashboards support clear view
about risk position for executive management but at the same time set objectives for needed
risk information and form. This is also step in building risk aware culture (Hopkin 2010, 104-

108) but also substantial support for risk information management.

These set indicators set tolerance level to the daily operations and guide management that
when tolerance levels are acceding attention and action are required. After all time of man-
agement is always limited and this kind of parameter setting would be beneficial element for

risk information management. On the other hand KRI setting has to be considered by risk in-
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formation category. For example with credit or fraud risk realization where financial figures
are easy to monitor setting of KRI's is not problematic. But when considering example strate-
gic or operational risk information parameter setting is much more challenging. In these cate-
gories used indicators can be risk significance by evaluation with defined risk criteria. KRI's
should support management in all levels with large amount of risk information and with esca-

lation in risk decision making.

Also usage of external risk information was identified as a success factor. Organization should
identify and prioritize the external sources for risk information management. Prioritization is
bound to risk information categorization mentioned in previous chapter. External information
sources include public information or non-public like contractually agreed risk reporting from

subcontractors.

EXTERNAL AND INTERNAL ENVIRONMENT

Status in Case organization by

research results (1 development Identified development opportunity in
Success factor .
opportunity - 2 adequate - 3 ma- Case
ture)

Are external and internal obli-
gations for risk information
systematically identified and
managed?

Are internal requirements for
risk information identified and
prioritized? (including Risk
dashboard and KRI setting)

Holistic process to map and manage obli-
1 gations (e.g. obligations from authorities,
customer contracts)

Framework definition in organization and
1 business unit level for risk categories
where risk information should be produced

Are external sources for risk Framework to use external risk information
information identified, priori- 1 (market changes, competitor monitoring,
tized and managed? subcontractor risk information)

Are most important sources of
internal and external risk in-
formation identified and de-

fined?

Table 13. RIM success criteria regarding external and internal environment

Under fundamental element framework and policies several success criteria were identified
(see Table 14). Definition of roles and responsibilities for risk management is also significant
success factor for risk information management. Framework should define responsibilities
from information sources definition to executors of processes and risk information reporting.
Role definition should include risk decision making levels to support that identified risk infor-
mation is managed on right management levels and accurate risk information escalated to

executive management.

According to research results role definition should clearly state responsibility to update risk
information. This responsibility can be supported in process with control point like reporting
demand to executive management two times a year. Lack on this area can results to the situ-

ation where collected risk information is not updated and all the resources are used the up-
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date old not relevant information. Also holistic roles in organization to support efficient and
effective risk information management should be defined including framework and policy im-

plementation responsibility.

Other remarkable support for risk information management regarding information accuracy
and quality are definition of risk categories and risk assessment criteria in framework and pol-
icies. Lack on this area leads to situation where multiple methods are used and risk infor-
mation is fragmented and not manageable or comparable. This success criteria supports effi-
ciency and understanding among stakeholders who participate to the risk evaluation and ef-

fectiveness with in decision makers where risk information is easier to adopt.

Like with risk management (Hopkin 2010, 110-115) implementation, support and continuous
development were identified to be success factors regarding risk information management.
General response from stakeholders was that this is an area where continuous support is
needed to ensure quality of information. This success criteria is integrated part of risk man-
agement and should be recognized as one area in holistic support planning. One practical ex-
ample that arose from the interviews was that how stakeholders can be assumed to do risk
assessments if they have never received any education or support in the area. Strong internal
obligation and stress for risk management with lack of implementation and support weakens

also risk aware culture.

FRAMEWORK AND POLICIES

Success factor

Are roles and responsibilities
regarding risk information
management defined as part of
risk management framework?
Are escalation and risk decision
making levels defined?

Is definitions for risk infor-
mation defined in the frame-
work and policies (e.g. risk
categories, risk assessment
criteria) ?

Are framework and policies to
support for risk information
management implemented to
organization?

Is continuous development
regarding risk information
management part of the
framework (e.g. yearly feed-
back collection from stake-
holders) ?

Status in Case organization by
research results (1 development
opportunity - 2 adequate - 3 ma-
ture)

2

Identified development opportunity in
Case

Development opportunities regarding roles
between units and in units in the new or-
ganization

Development opportunities regarding many
processes

Many overlapping methods and opportunity
of consolidation

Development opportunity to create sys-
tematic implementation and support pro-
gram

Development opportunity to create sys-
tematic development program with de-
fined roadmap including stakeholder feed-
back.

Table 14. RIM success criteria regarding framework and policies
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The most important fundamental in risk information management that other fundamentals
mainly support is processes and practices for information collection and management. Also
most of the success criteria where identified on this area (see Table 15). The dependencies
between external and internal environment and framework and policies set the ambition and
processes and practices should produce it efficiently as possible. Risk management processes

and practices should be developed as integrated to the other processes as possible.

Success factors in this area of risk information management are that risk management pro-
cesses should as automatically and efficiently as possible produce risk information required.
Part of this success factor is that there is centralized risk information repository which in-
cludes current up to date information to prevent multiple overlapping information gathering
processes. This supports portfolio approach to risk management and understanding of de-
pendencies of risks as part of decision making. In a practical level this means that holistic risk
view is hard to form if information is in separated assessments and emails. In mentioned risk

information repository each stakeholder should have access to the risks that they own.

Besides the importance of processes tools and techniques were identified to play a major role
in the success of risk information management. Tools and techniques should be easily availa-
ble and educated to stakeholders. With tools and techniques usability and efficiency were
also identified to support risk information quality. Identified success criteria was also align-

ment of risk information management with organizations information management processes.

PROCESS AND PRACTISES

Success factor Status in Case organization by Identified development opportunity in
research results (1 development Case
opportunity - 2 adequate - 3 ma-
ture)

Are processes, practices and 1 Development opportunities were identified

tools automatically creating

output needed for internal and

external risk reporting? (risk

reporting, risk dashboards)

Are tools and techniques for 1 Development opportunities were identified
risk information management

known and easily available?

Are usability and efficiency 1 Opportunity to consolidate and develop

taken into account with in tools usability of risk information management

and techniques? tools from different processes to one sin-
gle platform

Does tools and technique sup- 1 Development opportunities were identified

port holistic portfolio approach

(centralized risk information

repository)

Do risk owners have access to 1 Development opportunities were identified
the current risk information on

their responsibility area?

Is risk information management 1 Development opportunities were identified
aligned with organizations in-

formation management pro-

cesses?

Table 15. RIM success criteria regarding RM processes and practices



60

Regarding the risk information management fundamental communication and consultation
success factor of common risk management and vocabulary where identified (see Table 16).
When stakeholders discuss regarding risks it common understanding builds efficiency and sup-
port quality of results. When especially stakeholders from different units discuss about risk
information linking risks to organizational objective or process were identified to support un-
derstanding. This same element supports also management of large amount of information
and decision making. Objective or process linkage is beneficial to consider when building

metadata for risk information repositories.

One remarkable success factor in this area is informal discussions between stakeholders about
uncertainties or risks identified referred as coffee-machine conversations (identified also by
Alvesson 2002 and Ornstein 1991). As its informal nature this success factor is hard to support
by framework or processes but good to understand when aiming to develop risk information
management in organization. In risk information flow perspectives this area should be sup-
ported and the ones developing risk management should encourage this area activity and par-
ticipate. Main element is to empower people and build trust openly discuss about possible

uncertainties.

Risk management processes are seldom build to collect risk information from top down, but
risk information flow also from top-down should be ensured to support general understanding
and activities on prioritized risk areas. Good practical area is information regarding strategic
risks where process generally is executed with participants from executive management. Out-
come of the process is identified significant uncertainties and set mitigation actions. Ensuring
that information on this area is shared build understanding and commitment to defined activi-

ties among employees.

COMMUNICATION AND CONSULTATION

Success factor Status in Case organization by Identified development opportunity in
research results (1 development Case
opportunity - 2 sufficient - 3 good)
/ identified priority

Is common language and vo- 1 Development opportunities were identified
cabulary defined in organiza-

tion?

Are risks linked to objective or 1 Development opportunities were identified

process to support understand-

ing? (metadata in risk infor-

mation repository)

Are risk information category, 1 Development opportunities were identified
responsible, and tools mapped

to manage information?

Is silent knowledge and active 2 Development opportunities were identified
informal discussion between

stakeholders supported in risk

management?

Is down-top information flow 1 Development opportunities were identified
defined as part of RM process-

es?
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Is top-down information flow 1 Development opportunities were identified
defined as part of RM process-
es?

Table 16. RIM success criteria regarding communication and consultation

Comparing identified success factors with current situation it can be concluded that there are
many development opportunities in the area of risk information management in case organi-
zation. Development of risk information management is understood as integrated part of or-
ganizations risk management development. Research results in the risk management support
that risk management success criteria is individual for every organization and that is also con-

clusion from the review of risk information management in this particular research case.

Success criteria of risk information management are identified to support phenomenon devel-
opment in this organization and cannot be interpret to be general success criteria. Neverthe-
less identified success factors of risk information management were turned to form of ques-
tions to serve at least baseline review of risk information management maturity in other or-

ganizations.
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7  Conclusion and recommendations

In this Chapter research questions are studied with research results. Identified findings are
summarised including development opportunities. On the basis of the research results rec-
ommendation proposal towards effective and efficient risk information management is pre-

sented.

Research problem of the thesis was to understand, structure and identify success factors of
risk information management in the case organization. Research problem was based on an
interesting identification from current field situation about risk management success factors.
Current field literature and results of previous research (e.g. Fraser & Simkins, 2010, Hopkin,
2010 and Merna & Al-Thani, 2008) together with risk management standards like 1SO 31000
and COSO ERM which define globally accepted best practices for risk management emphasize
that risk management should be implemented as a process and continuity is a key to produc-

tive risk management.

Frameworks also underline that risk management should be holistic and risk assessments im-
plemented to all operations of the organization and preferably risk information collected
from different perspectives. On the other hand there is shared understanding that high-

quality and up to date risk information should always be as part of the decision making.

To achieve these three ambitions at same time requires that risk information produced from
risk management process (process e.g. I1SO 31000 or Hopkin 2010) is managed according to
these objectives. Although agreeing on the ambitions the current knowledge (e.g. Fraser &
Simkins, 2010, Hopkin, 2010 and Merna & Al-Thani, 2008) does not go much deeper on what

are the key elements for successful risk information management.

This opened an interesting question about what is the structure of risk information manage-
ment and the criteria for the risk information management to achieve these intentions. Thesis
was approaching this question in single case of financial institution from the perspective of
the needs of that particular entity with set main research question: “What is the structure,
implementations and a current state of risk information management?” To be able to answer
better to the main research question also sub questions were defined like presented in Table
17.

1. INFORMATION ABOUT STRUCTURE, IMPLE- Main: What is the structure, implementations and
MENTATIONS AND THE CURRENT STATE OF a current state of risk information management?
RISK INFORMATION MANAGEMENT

1. Sub: What are the external and internal demands
2. INFORMATION ABOUT DEVELOPMENT AREAS | for the risk information management?
OF RISK INFORMATION MANAGEMENT (“what is
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good and what needs to be developed”)

- Supports business unit level development

- Supports corporate level risk management
process definition and development and devel-
opment

- Supports corporate level GRC tool acquire-
ment project

2. Sub: How risk information management is exe-
cuted as part of risk management process and
framework

3. Sub: What are the best practices for risk infor-
mation management according to the earlier re-
search and field literature

Table 17. Research questions

Based on the research results risk information management is understood as integrated

part of risk management. This integrated element should be supported in definition of

risk management framework, processes and procedures. If not defined the value of risk

information is at risk. Risk information management where identified to consist of four

fundamental elements. As part of the research results success criteria for every funda-

mental element was identified as in high level illustrated in Graphic 13 and status of suc-

cess factors with development opportunities described more detailed in chapter 7. In

general some structures are in place but many development opportunities to support

more efficient and effective risk information management were identified.

EXTERNAL AND
INTERNAL ENVIRONMENT;

Identified demands
for information

Identified sources
for information

Defined processes / continuity

Usability of tools

Portfolio approach/ KRIs

Clear decision making
and escalation

Availability of RIM

PROCESS AND PRACTISES

FRAMEWORK AND
POLICIES

Roles and responsibilities
Defined structure for RIM

Clear assessment criteria and
comparability between risk categories

Implementation

Continous development

Common language

Informal information / Risk awareness

DOWN -TOP - DOWN
info flows

COMMUNICATION AND
CONSULTATION

Graphic 13. RIM elements and key success criteria

Current situation is identified to be strongly linked with maturity of risk management in

organization and maturity to age of new organization after major merger. Current situa-

tion on the other hand offers a great opportunity to use and apply research results when




64

organization’s risk management framework and processes are currently defined and then

implemented to the organization.

All though in general many development opportunities were identified stakeholders from
business who were participating to the research reflected that current status of risk in-
formation management is in adequate level. It was observed that stakeholders of course
based their opinion to the history and current situation. Stakeholders at the same time
were concerned about how good current practises will work in the new organization. This
is based to the overall finding that still local daily processes are working without organi-
zational risk management framework or policies. From these findings it is concluded that
executing identified development opportunities and building the systematic risk infor-
mation management framework is the only option to recommend when ambition is effi-

cient and effective risk information management in whole organization.

On the basis of the research results following approach is recommended for development
of risk information management in case organization (see Graphic 14). First priority is
holistically identify, map and prioritize external and internal demands regarding risk in-
formation and at the same time define framework and policies for risk management.
Second step is to build processes with responsible to ensure risk information collection
and management with key risk indicators to response to the identified requirements.
Processes should be supported with efficient tools for risk information management.
Third step is to ensure continuous development and feedback collection from risk own-
ers.

Identify demands and deploy RM framework

First priority is holistically identify, map and prioritize external and
internal demands regarding risk information and at the same time
define framework and policies for risk management.

Implement Processes

Second step is to build processes with responsible to ensure risk
information collection and management with key risk indicators to
response to the identified needs.

Ensure Continous Development

Third step is to ensure continuous development and feedback
collection from risk owners.

Graphic 14. Recommended approach for RIM development
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8  Assessment of thesis towards set objectives

In this chapter success of thesis execution is reflected against set research and individual
objectives. Performance is evaluated regarding set research objectives including assessment
of selected methodology and information collection techniques. Additionally success of the-

sis and research process is evaluated from the subjective learning experience point of view.

Considering main objective of thesis what was to understand better phenomenon of risk in-
formation management in this particular case organization objective was over all achieved.
Ambition was to approach the phenomenon from point of business owners and also on that
area research succeeded with managing to get owners to participate to the research and have
open and active dialog regarding research concept. All together research managed to answer
to all set research questions and provided new information for organization’s risk manage-
ment development and future studies in the case organization or in general regarding the re-
search phenomenon risk information management. Common challenges of Case researches
like Benbasat & Co. (1987) describes were identified already in planning phase which sup-

ported the execution.

Case study as a selected research method supported well the set objective to intensely un-
derstand the research phenomenon in one specific organization. Considering improvement
areas regarding the methodology information collection from other cases as well and compar-
ing the results would have been rather interesting but regarding the resources and possible
challenges to retrieve this level information from other organizations multi case approach was

unfortunately not possible in this thesis.

The single case approach of research is important to recognize when interpreting the research
results. Like Darke & Co. state (1998) according to Lee (1989) a single case represent a single
set of empirical circumstances, as does a single experiment, and the findings of the single
case are generalizable to other empirical settings when additional cases test and confirm
those findings in other settings. This is also identified opportunity for future studies to collect
same area information from other company and review results against results of this study.
One finding in thesis was that risk information management success factors in practical level

are rather organizational so future studies would give opportunity to review closer the find-

ing.
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Considering selected research approach and execution of intensive case study it provided
good support for the research. Cunningham (1997) states that in case studies one method to
support accuracy of findings is to use review the findings with field people in the field set-
ting. This method was used as quality assurance and result and findings of the thesis were
discussed with the organization’s chief risk officer who didn’t participated otherwise to the
execution of the research. The result of the discussion supported findings as the chief risk

officer agreed with the results from his point of view.

Selected information gathering techniques served also well the purposes. Literature review

provided good base for proceeding with execution of documentation analyses and theme in-
terviews. Good portion of earlier academic research on the area was found all tough specifi-
cally earlier research on risk information management was narrow. This was though also a

finding in the research process.

A documentation analysis was targeted to include all the documentation that can set de-
mands to the organization regarding risk information management. When now afterwards re-
viewing the scope of documentation analyses, out scoped important area of customer con-
tracts, is an area that would be beneficial to take in scope. Fact that thesis research report is
public was of course effecting to the decision that strictly confidential customer agreements
were out scoped but it is important to understand that contractual demands are essential

part of risk information management in organizations.

Theme interview structure constructed by results of literature review and documentation
analyses functioned well in the interviews. All the interviews succeeded to create active dis-
cussion around and about research phenomenon and provided so a lot of information for the
study. Also interviewees from different roles in risk management process provided good re-
sults with people looking same process from different perspectives. Phases and order be-
tween information gathering with literature review, documentation analyses and theme in-

terviews served well the research process.

Main identified improvement areas in the research were rather small sample of representa-
tives regarding the business units and theme interviewees. Wider scope of business units and
sample of interviewees would have built even stronger evidence regarding the results. Scop-
ing of research is important to recognize when interpreting the research results. When now
reviewing the results it is still believed that reasoning behind the scope to support deep dive
in one business unit to support quality of results was one of the success factors of the re-

search.
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Other areas that succeed in the thesis were execution in planned schedule and in planned
scope. One aspect that reflects the success of execution was that now major changes were
made to the original plan during the process. Regarding timing of the research one objective
was that research results can be exploited in organization’s risk management development
and this seems to fit as according the business planning this year 2014 will include many ac-
tivities in the risk management framework and process development sector. As a summary |
see that research had produced information in all three levels defined for Master’s thesis of
Laurea University of Applied Sciences. Thesis has managed to produce knowledge in practice,

knowledge of practice and knowledge for practice.

From the individual perspective the research has been a great learning opportunity with two
folded benefits. Firstly research process and results have greatly improved my understanding
about phenomenon of risk information management in general and especially in the case or-
ganization. Secondly the research process has also produced other information that was not in
the research scope but is beneficial when executing my working role. These both will serve
my current and future success with individual responsibility to ensure and develop effective

and efficient risk management in employee organization.

I would like to end the thesis with warm thanks to my employee organization about oppor-
tunity to execute the thesis, to my colleagues for participating to the research and also to my

family for overall support during the process.
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Appendix 1 Findings of literature review and document analysis
Document Published Origin Author / Approver
country
LITERATURE REVIEW: BEST PRACTICES INFORMATION
1SO 31000 2009 Global International Organization for Standardization

Category: 1. external and
internal environment, 2. Risk
management framework and
policies, 3. Risk management
processes and practices and
4. Risk management commu-
nication and consultation

2. Risk management frame-
work and policies

3. Risk management pro-
cesses and practices and 4.
Risk management communi-
cation and consultation

3. Risk management pro-
cesses and practices and 4.
Risk management communi-
cation and consultation

2. Risk management frame-
work and policies, 3. Risk
management processes and
practices and 4. Risk man-
agement communication and
consultation.

2. Risk management frame-
work and policies, 3. Risk
management processes and
practices and 4. Risk man-
agement communication and
consultation.

1. external and internal
environment

3. Risk management pro-
cesses and practices and 4.
Risk management communi-
cation and consultation

3. Risk management pro-
cesses and practices and 4.
Risk management communi-
cation and consultation.

3. Risk management pro-

Finding

Introduction of standard : a framework where purpose is

to integrate the process for managing risk into the organization's overall governance,
strategy and planning, management, reporting processes, policies, values and cul-
ture.

Principle f) RM should be based on the best available information

communication and consultation: continual and iterative processes that an organiza-
tion conducts to provide, share or obtain information and to engage in dialogue with
stakeholders (2.13) regarding the management of risk (2.1) see also notes 1 and 2
page 8, The framework ensures that information about risk derived from the risk
management process is adequately reported and used as a basis for decision making
and accountability at all relevant organizational levels. See framework figure 2.
Framework should set base also for RIM. Taking in to account e.g. information sys-
tems, information flows and decision making processes (both formal and informal)
4.3.6 Establishing internal communication and reporting mechanisms

relevant information derived from the application of risk management is available at
appropriate levels and times; and there are processes for consultation with internal

stakeholders.

These mechanisms should, where appropriate, include processes to consolidate risk
information from a variety of sources, and may need to consider the sensitivity of
the information.

4.3.7 RIM should include and support also external communication

5.3.5 importance of risk criteria for RIM

5.4.2 Risk identification: The organization should apply risk identification tools and
techniques that are suited to its objectives and capabilities, and to the risks faced.
Relevant and up-to-date information is important in identifying risks. This should
include appropriate background information where possible. People with appropriate

knowledge should be involved in identifying risks.

5.6 Both monitoring and review should be a planned part of the risk management
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cesses and practices

3. Risk management pro-
cesses and practices

COSO ERM - Enterprise Risk

Management - integrated

process and involve regular checking or surveillance. It can be periodic or ad hoc.
Responsibilities for monitoring and review should be clearly defined.

5.7 Recording the risk management process, Importance of recording to manage
information

Committee of Sponsoring Organizations of the
Treadway Commission (COSO)

Framework
2. Risk management
framework and policies

2. Risk management
framework and policies

4. Risk management com-
munication and consulta-
tion.

Fundamentals of Risk Man-
agement: understanding,

evaluating and implement-
ing effective risk manage-
ment

2. Risk management
framework and policies

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

3. Risk management pro-
cesses and practices

3. Risk management pro-
cesses and practices
Corporate Risk Management

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

2. Risk management
framework and policies,

4. Risk management com-
munication and consulta-
tion.

Enterprise risk manage-
ment. Today’s Leading Re-
search and Best Practices

1) Undisputed importance of risk information management as part of framework

2) Importance of risk management framework setup from the point of individual organ-
ization

3) Importance on communication and consultation in RIM

1) Risk information management seen as part of risk management

2) Importance of roles and responsibilities to support RIM

3) Importance of defined process, practices and tools in risk management and risk in-

formation management

4) Examples of tools and practices to support risk information management

2008 Great Britain Merna & Al-Thani

1) Importance of systematic risk information management to support efficiency

2) Importance of risk management development from the point of individual organiza-

tion

3) Importance on communication and consultation in RIM

Fraser & Simkins(edit.),

for Tomorrow’s Executives
2. Risk management
framework and policies

3. Risk management pro-
cesses and practices

2. Risk management
framework and policies

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

Article: How Boards of Di-
rectors Perceive Risk Man-

agement Information

1) Framework and process elements in Risk management modeling
2) Examples of tools and practices to support risk information management

3) No structure or success criteria of RIM identified in earlier Academic ERM research
till 2010

4) Importance of Key Risk indicators in RIM

Ballou, Heitger and Stoel

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

1) Overall results suggest that BOD’s do not receive sufficient information about RM
processes with risk information to be able to understand and evaluate the risks and

quality of risk responses
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2. Risk management
framework and policies, 3.
Risk management process-
es and practices

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

Article: The role of in-

formation in risk manage-

ment, in contemporary

2)Risk information generally includes only short term financial impacts and is not tied

to KPI’s which would build understanding

3) Portfolio view of risks information supports efficiency and effectives of risk infor-

mation management

Romania

economy
2. Risk management
framework and policies, 3.
Risk management process-
es and practices

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

1. external and internal
environment

Article: Managing corporate

risk trough better
Knowledge Management
1. external and internal
environment

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

2. Risk management
framework and policies, 3.
Risk management process-
es and practices

3. Risk management pro-
cesses and practices

1. external and internal
environment

1) Circumstances of today’s rapidly changing business environment challenges risk in-

formation management

2) Due multiple variables and change with every individual organization it is not possi-
ble to build one theoretical model for RM/ RIM

3) Complexity increases importance of qualitative information gathering and analysis

4) Customers are important source of risk information

1) Knowledge and expertise of employees is vital for RIM (mapping knowledge to asses
risk)
2) Indicators and measuring also in field of risk management are important for man-

agement

3) Assessment and escalation procedures are important to prevent “information over-

load”

4) Tools can structure and support RIM

5) Use of external information is essential for effective risk management




77
Liite 1

Document

Published Origin

country

Author / Approver

INTERNAL DEMANDS (Mandatory)

Description of company manage-

06/2011 Finland Risk Management unit /

ment system

Category: 1. external and internal
environment, 2. Risk management
framework and policies, 3. Risk
management processes and practic-
es and 4. Risk management commu-
nication and consultation

2. Risk management framework and
policies

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

Principles of internal control

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

Description of risk management
framework

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

3. Risk management processes and
practices

3. Risk management processes and
practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices 4. Risk man-
agement communication and con-
sultation

3. Risk management processes and
practices

, 3. Risk management processes and
practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices 4. Risk man-
agement communication and con-
sultation

2. Risk management framework and
policies

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices 4. Risk man-
agement communication and con-
sultation

3. Risk management processes and
practices

Approved by Board of Directors
Finding

Defining management model, management process and as part of that ac-
countability regarding RM, = business unit is accountable it’s risks and re-
sponsible for executing risk management processes in business unit’s opera-
tion

Defines how strategic risk management is part of strategy process

06/2011 Finland Risk Management unit /

Approved by Board of Directors

defining strategic risk, operational risk, development risk, credit risk, fraud
risk, market and finance risk,

06/2012 Finland Risk Management unit /

Approved by Board of Directors

Defining 4-staged risk classification model (risk area, class, name and risk

description

Defining numeric scales for risk evaluation, for likelihood and magnitude
which define risk significance , one for strategic risk and other for opera-
tional risks

Defines company risk management process and demand to manage strategic,
process, IT-system and operational risks

Process and IT-system risk assessment has to be conducted at least to all
significant processes and IT-systems biannually. Defines that outcome of
assessment has to be documented to risk register.

Defines stakeholders that should contribute to risk assessment, process ex-
perts, IT-system owner/specialists, finance department. Also defines that
the process interfaces has to be in scope of evaluation.

Process owner responsible for process risk assessment, IT-system technical
owner responsible for identification and assessment of IT-system risks BU
leader for IT-system risk decisions

Defines process for reporting new risk to risk management that is not in an
observer’s responsibility area. Can also be reported anonymously as "whis-
tle-blower" channel.

Defining incident reporting process to supervising authority (FIN-FSA). Re-
sponsible for reporting incident is process owner.

Defining risk decision making, 4- staged acceptance levels, (sets demand
also for reporting and escalation of risk), defines demand to document all
risk decisions

Defines that BU leader is responsible for operational risk management and
process owner for process risk management, BU leader responsible for that
BU risk register/risk information is up to date

Defines that annual reporting of strategic risks to board is mandate

Defines biannual mandate reports to board | which include status of credit,
fraud, market- and finance and operational risks (sets demand of collecting,
managing and reporting mentioned risk information). Development risks has
to be reported quarterly.

Defines that reporting to supervising authority is done when demanded.
Guides where information about tools to risk assessments is available. De-
fines risk register for operational risks and risk register for development
risks.
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06/2011 Finland Risk Management unit /

Approved by Board of Directors

agement

2. Risk management framework and
policies

2. Risk management framework and
policies

2. Risk management framework and
policies

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices 4. Risk man-
agement communication and con-
sultation

Work instruction: How to process
operational risks

Defines Operational RM responsibilities especially of Business Unit and pro-
cess owner

Defines parts of company RM terminology, operational risk classification and
process

Operational risk status has to be reported to Board of directors biannually
(sets demand to collect information, prioritize and report status to the
Board)

BU leader has to assess risks in scope of business and define most significant
operational risks. Has to ensure that these risks are taken into account in
annual business plan (sets demand to collect information and report that to
BU leader)

Process owner is responsible for identification of process risks, setting miti-
gation actions and setting appropriate controls to process

BU leader is responsible for identification of IT-system risks, setting mitiga-
tion actions and setting appropriate controls

Process and IT-system risks assessment has to be conducted at least biannu-
ally. Additionally in line with great changes, before out sourcing decision or
before taking new products or services to production phase

Process owner is responsible for conducting mitigation actions and reporting
of status

03/2012 Finland Risk Management unit

3. Risk management processes and
practices 4. Risk management
communication and consultation

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

3. Risk management processes and
practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

Principles of market- and financ-

Defines parts of company RM terminology

Process risk has to be assessed biannually by process owner
IT-system risks has to be assessed biannually by system technical owner

defining what should be documented about recognized risk (e.g. root cause,
and effects to business)

Defining numeric scales for operational risk evaluation. Guides that process
owner should asses from process perspective and business unit owner from

business unit perspective.

Defines that Business unit leader is in charge of defining most significant
operational risks and should ensure that mitigation actions are part of busi-
ness planning

Defines how risk decisions are made, risk acceptance in current state OR
with defined new mitigation actions

Defines that all risk decisions has to be documented
Defines that all documented risks mitigation actions should have schedule
and responsible person

regarding service production operational risks should be reviewed at least
monthly

Defining risk decision levels regarding risk significance and euro value

if mitigation plans change new documented risk decision has to be made
according to risk decision mandates

defines that monthly reporting to Business unit Mgmt team is mandate,
weekly review of incidents in service production week meeting, biannual
reporting to risk committee, which report biannually to BOD

States that risk information Is managed with company risk register (risk,
incidents)
11/2010

Finland Risk Management unit /

ing risk management
2. Risk management framework and

policies, 3. Risk management pro-
cesses and practices 4. Risk man-
agement communication and con-

sultation

Approved by Board of Directors
Reporting monthly about market and finance risks to board, management in
charge and RM committee




79
Liite 1

Credit risk strategy 06/2012 Finland Risk Management unit /

Approved by Board of Directors
2. Risk management framework and  Setting limits to credit risk (which effects to information gathering, monitor-

policies, 3. Risk management pro- ing and reporting)
cesses and practices
2. Risk management framework and  Describing BU leader responsibilities regarding credit risk management (e.g.
policies limit setting and evaluation of credit risk of new products)
2. Risk management framework and  Bu is responsible about monitoring credit risks, limits, and monitoring levels.
policies, 3. Risk management pro- Also about monitoring quality, growth and revenue targets.
cesses and practices
Credit risk management has responsibility to monitor set limits and report
monthly about status and immediately if set limit are exceeded
2. Risk management framework and  defining credit risk monitoring limits
policies, 3. Risk management pro-

cesses and practices

Principles of credit risk manage- 06/2011 Finland Risk Management unit /

ment Approved by Board of Directors
2. Risk management framework and  BU leader has to ensure monthly credit risk reporting to risk committee

policies, 3. Risk management pro-
cesses and practices
3. Risk management processes and Defines how credit risk should be measured

practices

Principles of fraud risk manage- 06/2011 Finland Risk Management unit /

ment Approved by Board of Directors
2. Risk management framework and  Defining how fraud risk is measured,

policies, 3. Risk management pro-
cesses and practices
3. Risk management processes and Defining mandate of monthly reporting of fraud risks to risk committee

practices

Development Management Hand- 09/2012 Finland Project Management Office

book
2. Risk management framework and  Defining roles, responsibilities, management and reporting of development

policies, 3. Risk management pro- risks

cesses and practices

EXTERNAL DEMANDS (Mandatory)

Category: 1. external and internal Finding
environment, 2. Risk management

framework and policies, 3. Risk

management processes and practic-

es and 4. Risk management commu-

nication and consultation

2010/297 The Act on Payment

Institutions

1. external and internal environ- The Act on Payment Institutions (2010/297 198) sets high level principle for
ment, 2. Risk management frame- licence that payment institutions should arrange governance and risk man-
work and policies, agement of operations in a way that risks that can danger its capital adequa-

cy or solvency are identified and avoided. Payment institution has to have
governance that ensures efficient risk management, sufficient internal con-
trol governance compared to its operations and sufficient risk management

systems.
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1. external and internal environ-
ment, 2. Risk management frame-
work and policies, 3. Risk manage-

ment processes and practices

GENERALLY ABOUT FIN-FSA
STANDARDS

FIN- FSA Standard 4.1 Internal
control arrangements

1. external and internal environ-
ment

1. external and internal environ-
ment, 2. Risk management frame-
work and policies

1. external and internal environ-
ment, 2. Risk management frame-
work and policies

1. external and internal environ-
ment, 2. Risk management frame-
work and policies

2. Risk management framework and
policies, 3. Risk management pro-
cesses and practices

In a law (e.g. 1958 and 39§ ) mandate is given to FSA to further regulate ar-
rangement of internal control and risk management with FSA standards. The
Decree of Payments Institutions (554/2011 148) which set terms for licence
application demands description and assurance of risk management arrange-
ment including arrangement of risk reporting to the executive management
of organization, arrangements of information security and business continuity
assurance of critical services.

Each paragraph in a standard is furnished with a particular margin note:

« Norm: A reference to a current legal or regulatory provision.

« Binding: A FIN-FSA regulation that is legally binding on supervised entities
or other financial

market participants, issued by the FIN-FSA by virtue of its regulatory power
based in Finnish

law.

« Recommendation: FIN-FSA recommendatory guidance to supervised enti-
ties or other financial

market participants.

» Application guideline/example: A practical application guideline or exam-
ple related to a

norm, binding regulation or recommendation. A reference to a FIN-FSA
standard or a particular

point in the standard. See the attached example.

« Justifications: An explanation of the background, purpose and objectives
of a regulation or

standard.

Finland

The objective of the regulation of internal control arrangements is to
ensure that:

- the internal control of a supervised entity and of companies

within its consolidation group is commensurate with the nature,

scale and complexity of their activities

- the supervised entity and companies within its consolidation

group do not take such risks in their activities as could

materially jeopardize the supervised entity’s capital adequacy,

liquidity or consolidated capital adequacy

- the supervised entity’s internal control methods enable

detection, assessment and limitation of the risks involved in the

business

- the supervised entity complies with the code of conduct in its

customer relations

Binding 5.3.1 Risk control function: The function shall maintain, develop and
prepare risk management principles for approval by the board of directors
and design and develop procedures for controlling risks and risk manage-
ment. It shall make sure that each risk remains within confirmed limits. It
shall also make sure that the procedures available for measuring each risk
are appropriate and reliable. The procedures must include assessment of the
impact of exceptional situations (stress tests). = Creates demand that risk
information from each risk (including assessment results) should be shared
down-top to RM-function,

Binding 5.3.1 Risk control function: In addition, the risk control function
must ensure that the total effect of all material business risks on the per-
formance of the supervised entity and its consolidation group and on the

regulatory capital is reported to the board of directors. = Creates demand
for risk reporting and portfolio approach to the risk information

Application 6.1 : The duties of the CEO and other senior management in-
clude: ensuring that the practical measures of internal control are

taken developing and maintaining procedures that are based on risk
management principles approved by the board of directors and

through which risks are recognized, assessed and measured as

well as monitored and limited; these procedures shall be documented
Binding: 6.2 Risk management: (7) Risk management shall cover all material
business risks of the supervised entity: both internal and external, both
measurable and non-measurable, both risks controllable by the supervised
entity and risks that cannot be controlled, ie risks that the supervised entity
can only protect itself against. The supervised entity shall specify measure-
ment methods for measurable risks and develop appropriate assessment
methods for the management of non-measurable risks.
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2. Risk management framework and  6.4: - Justifications: One of the preconditions of effective internal control is

policies, 3. Risk management pro- that the board of directors, CEO and other senior management, as a basis for

cesses and practices its decision-making, is provided with adequate and comprehensive infor-
mation / The information shall be reliable, material, timely, and provided in
the agreed format.
- Recommendation: To ensure effective internal control, the flow of neces-
sary information should be free upward, downward and laterally throughout
the organisation.
Justifications: A well-implemented organisational structure supports the
upward flow of information so that the board of directors, CEO and other
senior management get the information they need (on operating perfor-
mance, risks, deviations, observations of effective control etc.). An appro-
priate downward flow of information ensures that the personnel have
knowledge of policies and procedures approved by the board of directors
that are necessary for executing their duties, and that they are also provid-
ed with other information needed for executing their duties. > Demand to
ensure down-top and top-down information flow.

2. Risk management framework and 7 justification:

policies, 3. Risk management pro- (1) The internal control arrangements do not involve a separate, regular

cesses and practices obligation of reporting to FIN-FSA.
Application guideline: (2) However, the supervised entities shall in their
financial statements also provide regular information on arrangements for
internal control and for the risk management forming an integral part there-
of.
Application guideline (3) Detailed regulation of the contents of the infor-
mation to be presented in the financial statements is provided in the section
‘Accounting and financial statements’ in FIN-FSA’s set of regulations.

FIN-FSA Standard 4.4b Manage- Finland

ment of operational risk
3. Risk management processes and Damage and events related to operational risk shall be reported to FIN-FSA

practices according to the instructions provided in reporting standard RA4.2.
3. Risk management processes and Binding: Chapter 5.2: As part of internal control there has to be regular re-
practices porting of most significant operational risks to upper management.

2. Risk management framework and  Binding: Chapter 5.2: Accountability and reporting relations between busi-

policies ness units and other units participating to the management of operational
risk has to be clear and comprehensive

3. Risk management processes and Chapter 5.4: Risk regarding new service or product has to be assessed before

practices proceeding to the production phase.
3. Risk management processes and Chapter 5.5: The supervised entity shall regularly monitor and assess the
practices nature of recognized operational risks, the probability of risk realizations

and realization losses. In addition, proactive procedures and metrics for
recognizing operational risks shall be created
3. Risk management processes and Chapter 5.5: Senior management must obtain regular reports on operational
practices risks and realizations. Institutions shall draw up the related reporting in-
structions.

The reports shall comprise financial information, qualitative analyses,
assessments of compliance with internal and external instructions as well as
Information on external events and changes in the operating environment
that are relevant for the institution's decision-making. The reports shall
address identified problem areas. They shall provide the basis for assessing
changes in the value at risk and support proactive risk management.

2. Risk management framework and  Chapter 5.5: Senior management shall regularly assess the timeliness, pre-

policies cision and appropriateness of procedures and reporting systems. The con-
tents and level of detail of reports as well as their target group and report-
ing frequency shall also be assessed on a regular basis.

3. Risk management processes and Chapter 6: Standard demands the supervised entity to include several areas

practices to analyses of operational risks and so to risk information management.
These are operational risks regarding: Processes, Legal risk, Staff, Continuity
planning, Contingency planning, Information systems and Information securi-
ty, Payment systems and payment services,

3. Risk management processes and Reporting obligations referred to in this standard are laid down in

practices Standard RA4.2 on reporting of operational risk events to the FIN-FSA.
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Appendix 2 Theme Interview structure and questions

Initialization: Short description of research phenomenon and research objectives.
e Underlining objectivity of the interviewer and walk trough of interview practices

Theme 1: Introduction to the research subject:
e Areas of RIM: 1. external and internal environment, 2. Risk management framework
and policies, 3. Risk management processes and practices and, 4. Risk management
communication and consultation

Theme 2: Current status of risk information management
External and internal environment & management framework and policies: RM targets,
responsibilities, vocabulary
* In your opinion what is the objective of risk management/ risk information manage-
ment
« How you see your role in risk management

e How well you know RM responsibilities set in company documentation / What is your
opinion that are we acting according to these company policies?

* How you see current risk information management/reporting supporting decision
making, reviews, decision proposals, project decision etc.

« Isvital information coming through official or non-official channels (which are most
important?)

« Have you been asked for feedback about RM process?

« Have you received orientation or training to RM in your role?

Processes and practices:
« operational risk management process
e tools (risk registers) and methods workshops, risk evaluation scales, risk decision mak-
ing, decision and escalation levels, monitoring of mitigation
* Incident reporting and follow up
* Project / development risk process
» Strategic risk management process (to relevant interviewees)
« Do you think that we are collecting information regarding right areas?

«  What do you think that are your main sources of RIM? (Discussion about those)

Communication and consultation:

e Current risk management KPI’s (reporting) (operational risk summaries, incident re-
porting) Do you think that you have clear enough risk view about your responsibility
area.

e Communication and risk information sharing (e.g. between business and ICT, business
and RM unit, internally inside business, compliance information)

Culture/RM awareness
« Commitment of management to RM? (your manager and you as a manager?)

» A. What you see as good procedures and would want to retain AS-IS
« B. What you see as an area that should be developed

e C. Possible procedures that you currently don’t see as supporting business develop-
ment and success

Theme 3: Prioritization of risk information management development
* What you see to be main development areas
» Do you recognize new methods that could support working in your role?
« Something else that you would want to rise up from the area under discussion



