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Cyber Range Technical Federation: Case
Flagship 1 Exercise

Tero Kokkonen®, Tuomo Sipola,® Jani Pdijainen®, Juha Piispanen

Abstract Modern cyber domain is an extremely complex field to master. There
are numerous capricious dependencies between networked systems and data. In
cyber security, technology has a major role, but the knowledge and skills of the
individuals combined with the incident response processes of the organisations
are even more important assets. Those assets foster the cyber resilience of the
organisation. The most effective ways to uphold these urgent assets are training
and exercising. Cyber security exercises in particular have proven their efficiency
in improving cyber security skillsets. During the cyber security exercises, it is
possible to train cyber defence and incident response manoeuvres in stressful and
hectic situations of being under cyber attack or intrusion. To achieve the capability
to organise technical cyber security exercises with real attacks and real malware,
technical training infrastructure mimicking real networks and systems is required.
Such infrastructures are universally called cyber ranges or cyber arenas. Globally,
cyber security exercises have become more common during the last decade, and there
are several cyber ranges with diverse capabilities. Pooling and sharing the capabilities
of cyber ranges raises the requirement to establish a cyber range technical federation.
In this paper, a state-of-the-art implementation of the cyber range technical federation
is introduced. In addition, the implementation demonstrated and evaluated during
the Flagship 1 on-line cyber security exercise is discussed.

Key words: Cyber Security, Cyber Range, Cyber Arena, Cyber Security Exercise,
Technical Federation
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1 Introduction

The modern cyber domain is extremely complex and includes complicated structures
of networks and dynamic interactions of networked computer systems added with a
increasing amount of potentially encrypted data. Understanding that entity requires
special skills and awareness. Learning and experiencing during the cyber security
exercises is an unquestionable fact. A well known quote attributed to general George
S. Patton illustrates the fact quite aptly: “You fight as you train.” The importance
of cyber security exercises is noticed in several national and international official
documents. The EU’s Cybersecurity Strategy for the Digital Decade [10] states that
at the EU level awareness and exercises should enhance cyber defence capabilities
and total cyber resilience, whereas Finland’s Cyber Security Strategy [31] announces
that both national and international exercises are utilised for ensuring the required
high level education in the critical cyber competence. The importance of exercising
is also noted in the proposal for a directive of the European Parliament and of the
Council on the resilience of critical entities [11].

For achieving the capability to organise comprehensive cyber security exercises
with modern vulnerabilities, attack vectors and malware, the total cyber domain
shall be mimicked. For cyber security exercising, a cyber range can be understood
parallel to a traditional shooting range that is serving competence to exercise skills
with weapons, operations or tactics [36]. A cyber range shall implement a technical
platform with the capability to simulate the required networks and systems for
supporting the training & exercises (and also research & development activities) in
the cyber domain. Cyber range is a centrally controlled environment including the
required systems, tools and networks combined with a realistic Internet simulation,
user simulation and background traffic generation. As a closed environment, cyber
range offers risk-free usage of modern and realistic threat environments including
real malware, attacks and intrusions [23, 26, 25, 17].

European Cyber Security Organisation (ECSO) defines a cyber range as fol-
lows [12]: “A cyber range is a platform for the development, delivery and use of
interactive simulation environments.” They elaborate that a simulation environment
represents organisation’s ICT, OT, mobile and physical systems, applications and
infrastructure. Such an environment could include simulation of attacks, users and
their activities. Other simulated services, listed by them, could include Internet,
public and third-party services. Furthermore, ECSO describes [12]: “A cyber range
includes a combination of core technologies for the realisation and use of the sim-
ulation environment and of additional components which are, in turn, desirable or
required for achieving specific cyber range use cases.”

Overall, there are many diverse cyber ranges implemented by security authorities,
research centres, universities or industry all over the globe [37]. The requirements
and perspective of cyber range development are often limited to specific use cases or
capabilities, and therefore existing cyber ranges fluctuate from laboratory based test
beds to tremendous virtual exercise arenas that mimic structures of the real global
Internet. Cyber ranges are used for several objectives: as a platform for research, de-
velopment and testing activities and also as an infrastructure for training and exercise
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transactions. For example, Deckard introduces a cyber-electromagnetic range exe-
cuting kinetic and non-kinetic activities [5], while CyFRS is a fast recoverable cyber
range based on a real environment [40]. He et al. introduce usage of cyber range for
electricity grid as part of critical infrastructure [19], while Chen et.al reflect on the
construction of a cyber range for personnel training in power information system [2].
Shangting and Quan discuss an industrial sector cyber range adopting QEMU-IOL
virtualization technology [32]. Paper [6] proposed an approach for estimating the
risk of compromise based on the data available from cyber ranges. Authors of[4]
described the usage of cyber range for training the situational awareness in cyber
defence. Authors of [38] reviewed in their position paper requirements for cyber
ranges exploring the National Cyber Range (NCR) as a blueprint. Human-computer
interaction, such as user interface, visualisation, design patterns and gamification, is
also a concern when designing cyber ranges [33]. Lately, there have been activities to
list existing cyber ranges. As a deliverable of Cyber Security for Europe project [3],
the report on existing cyber ranges based on survey conducted across Europe has
been released [34], and also the FORESIGHT project has produced a review of cyber
ranges and test beds [37].

As illustrated above, the spectrum of cyber ranges and their usage are extremely
heterogeneous. Karjalainen and Kokkonen introduce the concept of Cyber Arena
(CA) for describing cyber range with the capability to simulate the total cyber
domain including unexpected dependencies [23]. The different capabilities of cyber
ranges have provoked the requirement for technical collaboration between different
cyber ranges. Collaboration, pooling and sharing of capabilities in a cyber range
federation enables an even wider compilation of cyber range capabilities.

In this paper, the implementation of cyber range technical federation is described
and demonstrated during the Flagship 1 cyber security exercise, executed in January
2021 [21, 30]. The Flagship 1 exercise was executed as a remote, entirely on-line,
exercise with participants from 22 affiliations from 15 different countries across
Europe. The exercise showcased a cyber range technical federation using state-of-
the art open-source Software-Defined Wide Area Network technology with great
success. It is noticeable that compared to the on-site exercise, the on-line exercise
has great challenges with exercise control functionalities, communication inside the
Blue Team, communication between the Blue Teams and maintaining the situational
awareness [24].

The rest of this paper is constructed as follows: the Section 2 describes the concept
of cyber range federation. The Flagship 1 exercise with the description of technical
requirements and implementation is illustrated in the Section 3. After that, in the
Section 4, the results of participant questionnaire are analysed as the reliability
assessment. Finally, results with found future research topics are concluded in the
Section 5.
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2 Cyber Range Federation

The basic requirement for a cyber range federation is quite obvious. The modern
cyber domain is extremely complex, and different partners have different expertises.
By the federation, those different expertises can be gathered and utilized. Several
strategy papers indicate the requirement for co-operation in the cyber capabilities. For
example, the National Cyber Strategy of the United States of America [35] indicates
that partners have special cyber capabilities that can complement the existing ones.
Also the EU’s Cybersecurity Strategy for the Digital Decade [10] states the co-
operation with international partners for strengthening the cyber defence capabilities.

Pooling & Sharing concept is noticed by both NATO and the EU. European
Defence Agency (EDA) defines Pooling & Sharing as the EU concept which refers
to increasing collaboration on military capabilities [13]. Smart Defence concept of
NATO [27] includes Pooling & Sharing for generating cost-effective modern defence
capabilities. A state-of-the-art example of Pooling & Sharing in the cyber domain is
EDA’s Cyber Defence Pooling & Sharing Project about Cyber Ranges Federation that
showcased the technical co-operation and collaboration between different national
cyber ranges at the European level [14, 15, 16].

The requirement for a cyber range federation is also noticed in the non-
military domains. The EU launched four cyber security competence networking
pilot projects [9], and all of those four projects have recognised the requirement for
a cyber range federation. As stated by Graziano [18]: “The idea behind a federation
of cyber ranges is that multiple cyber ranges can be combined to provide greater
simulation and scaling capabilities while leveraging on the vertical expertise of
different cyber ranges.”

The cyber range federation can be either operational or technical [34]: “Opera-
tional Federation can be achieved “offline”, without integrating or performing any
technical federation of cyber ranges. The technical federation of cyber ranges en-
ables the federated parties to utilize or consume specified functionalities, services,
capabilities or resources from another party or parties of the federation.” This paper
focuses on the cyber range technical federation.

3 Case Flagship 1

The Flagship 1 exercise was conducted on 12-13 January 2021 as a unique on-line
cyber security exercise available to partners of the CyberSec4Europe project [21,
30, 3]. The learning audience of the Flagship 1 exercise were from 22 affiliations
across the Europe. During the exercise, the learning audience were placed into five
different Blue Teams.

Blue Teams were simulating five individual Digital Forensic Investigation and
Response (DFIR) teams of a fictional organisation known as University of Kybereo.
The main task of DFIR teams was to investigate a response to a cyber security
incident of the University of Kybereo. DFIR teams were using the provided inci-
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dent response plans, communication guidelines, other documentation and required
technical solutions. The roles of the learning audience were assigned based on the
expertise queried prior to the Flagship 1 exercise [30].

The technical exercise environment was based on RGCE Cyber Arena [22].
Realistic Global Cyber Environment (RGCE) is a comprehensive cyber arena with
substantial features. RGCE assembles in an isolated private cloud a realistic global
world and real organization environments. RGCE implements thousands of virtual
machines mimicking the global Internet and various organisation environments.

The objectives of the learning audience were to understand the DFIR process
and team roles, technical investigation tools, communication within the team, within
the organisation, its stakeholders and authorities. A hidden objective that was not
exposed before or during the exercise was to understand the benefits of cyber se-
curity exercises for non security organisations. This objective was showcased to
the learners by providing them incomplete incident response plans and communi-
cation guidelines. During the exercise they noticed incompleteness; however, they
still had the main task to do, so the learning audience had to improvise. After the
exercise, the provided documentation completeness was criticised. Actually, during
the cyber security exercise an organisation may verify its processes, guidelines and
documentation and after the exercise those can be further developed.

3.1 Technical Requirements of the Flagship 1 Cyber Range Federation

Technical specification and requirements of the implemented cyber range federation
were based on the Piispanen’s Master’s Thesis [28]. In his thesis Piispanen introduces
three different use cases for cyber range technical federation:

* Networked cyber ranges where different cyber ranges are connected to each
other in a point-to-point, point-to-multipoint, or mesh-like manner for sharing the
cyber range capabilities.

» Extension of the cyber range’s functionalities where one cyber range serves as
a provider (a hub) and offers connectivity to other cyber ranges that may provide
additional functionalities to the hub.

* Testbeds where the cyber range offers domain-specific features such as testbeds
or labs.

In the Flagship 1 exercises, the use case “Testbeds” was used. That use case is very
similar to networked cyber ranges but in a smaller scale. The Master’s Thesis did not
cover the end user connectivity requirement and for this purpose, the remote end user
connectivity use case was introduced in the Flagship 1 exercise. In addition to end
user connectivity, the use case also specified the identification and the registration
of users. The main requirements for the cyber range technical federation of the
Flagship 1 were as follows [29, 34]:

e “Specification 2.1: Overlay network SHALL support L3 connectivity into a cyber
range (i.e. routed connectivity between cyber ranges).”
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e “Specification 2.2: Overlay network SHOULD support L2 connectivity into a
cyber range (i.e. extending L2 network between cyber ranges).”

o “Specification 2.3: Overlay interface SHALL support IPv4 and IPv6 connections
in dual-stack.”

*  “Specification 2.4: Overlay network SHALL support IPv4 and IPv6 (cyber range
Internetconnectivity does not need to be dual-stack).”

»  “Specification 2.5: Overlay network SHALL support the following topologies:
point-to-point, hub-and-spoke, partial-mesh and full-mesh.”

e “Specification 2.6: Overlay network SHOULD support connectivity behind
NAT/FW.”

*  “Specification 2.7: Overlay network endpoint SHOULD be implemented either
in hardware or in virtual appliance.”

*  “Specification 2.8: End-to-End Round-Trip-Time (RTT) SHALL be less than
200ms.”

e “Specification 2.9: Overlay network SHALL have centralized management to
control interconnections between cyber ranges.”

*  “Specification 2.10: Centralized management SHOULD be available to all cyber
ranges.”

*  “Specification 2.11: Overlay network SHALL support segregation of concurrent
exercises.”

e “Specification 2.12: Overlay network SHALL be encrypted using industry stan-
dard protocols.”

3.2 Technical Implementation of the Flagship 1 Cyber Range
Federation

The cyber range technical federation was demonstrated during the Flagship 1 ex-
ercise. The cyber range technical federation was based on open-source Software-
Defined Wide Area Network (SD-WAN) technology. SD-WAN was chosen based
on the features of security and flexible deployment options. SD-WAN allows con-
figuration modifications during the execution and it doesn’t require complete pre-
configuration as for example site-to-site Internet Protocol Security (IPSec) or Virtual
Private Network (VPN) solutions which are commonly used for federation purposes.
The chosen open-source SD-WAN technology was ZeroTier, developed and open-
sourced by ZeroTier Inc [39].

The capability for participants remote connectivity to the exercise environment
was established by the technical federation. By the technical federation, also the
features and functionalities of the RGCE Cyber Arena were extended by running
a number of contents harmoniously in the Amazon AWS cloud [1]. The high-level
cyber range technical federation environment is illustrated in the Figure 1.



Cyber Range Technical Federation: Case Flagship 1 Exercise 7

Amazon AWS
JYVSECTEC aws

; ) Zerotier
by jamk ZerotierROOT =7
\ —
xR [ ...
/ (Testbed)
aws

GCE-ISP \@
Swisscom Zerotier
JAMK \
Zerotier-1

—N

CYBER RAILS

KYBEREO JAMK Virtual Machine  CS4E Flagship
Zerotier-2 Participants

Fig. 1 Cyber range technical federation environment of the Flagship 1 exercise [29].

Cyber range technical federation environment of the Flagship 1 exercise included:

e ZeroTier SD-WAN infrastructure.

» Testbed, fictional cloud service provider that offered services to exercise organi-
sations.

* Kybereon, Fictional University. The participants were part of the Kybereo’s DFIR-
team.

* Cyber rails, Fictional Train company. Partnership with Kybero.

¢ Swisscom and RGCE, Global internet functionalities and services.

The SD-WAN infrastructure of the technical federation was implemented on
Amazon AWS cloud. ZeroTier Inc offers free public ZeroTier network, however
a separated ZeroTier infrastructure on AWS was implemented. For the technical
federation a SD-WAN edge router was deployed to AWS and to RGCE Cyber Arena.
With these edge routers a secure network connection could be created between AWS
and RGCE. A second edge router was also implemented. The second edge router
was dedicated to remote users connectivity.

SD-WAN network controller was implemented because the infrastructure was
disconnected from the Internet; thus the public Internet-connected ZeroTier’s net-
work controller could not be used. The developed controller used the JSON API of
ZeroTier. Isolated networks can be created to the federation from that controller. The
registration portal was implemented on top of our controller. When users was regis-
tered to our federation, the portal automatically added the end users as a member to
their designated networks. A virtual machine image was created for the participant,
which automatically connected to the federation network. The end users did not
need to perform any configuration when they had the exercise’s virtual machine,
and the same virtual machine image was suitable for all participants because the
configuration and network memberships were configured from our controller.
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4 Reliability Assessment

A reliability assessment was conducted with a participant questionnaire during the
final stages of the Flagship 1 exercise. The questionnaire was conducted anonymously
without an indication of the respondent’s identity or affiliation. When joining the
exercise, the respondents were also informed about the usage of the provided data
for scientific research and development of the environment in the privacy policy of
the exercise. The questionnaire was conducted immediately after the technical part
of the exercise to guarantee that the exercise audience had a strong emotion about
it, and the experience was fresh in the participants’ memories. As described earlier,
there were participants from 22 affiliations across Europe. 21 individuals replied
to the questionnaire. The questionnaire included closed yes/no questions and open
questions for clarifying the feedback. Answers of the closed questions were analysed
as quantitative data while answers of the open questions were processed by qualitative
methods. First the answers of the open questions were coded (breakdown) [8] and
then analysed by applying a qualitative content analysis [7, 20].

There were five Blue Teams in the exercise. The respondents of the questionnaire
were distributed in the Blue Teams in accordance with Figure 2.

24%
19%

24%

@ Blue Team 1 © Blue Team 2 ® Blue Team 3 © Blue Team 4 ® Blue Team 5

Fig. 2 Distribution of participants in Blue Teams.

The overall experience immediately after the Flagship 1 exercise was researched
with the open question “What are your feelings now?”. All the answers were positive
without any criticism for the cyber range technical federation or conducted exercise.
Some quotations from the answers illustrate the participants’ feelings:

“Very satisfied and excited. A really nice environment.”, “Good, it was great learning
experience.”, “Superb platform, interesting scenario, good guidance.”, “I found the exercise
really interesting.”
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There was also a closed yes/no question to find out whether the exercise was
beneficial for the participants. All of the respondents indicated that the exercise
was beneficial, which was clarified with the open question “Please describe how?”.
Noticeable is that even though the exercise was conducted on-line, also the teamwork
was indicated there. As an illustration, some quotations from the answers are listed
as follows:

“It’s a great way to learn.”, “To learn the overall methodology and using new tools.”, “Now
I have idea on how these exercises really work.”, “New tools and techniques + teamwork.”
“I was exposed to a very good cyber range.”

It was also queried with the closed yes/no question whether the participants
learned something new during the Flagship 1 exercise; this was further clarified
with the open question “Please describe what?”. As illustrated in Figure 3, one
of the respondents (5%) indicated that they did not learn anything new, but all the
others (95%) indicated that they had learned something new during the exercise. It
is noticeable that there were no critical open comments about learning something
new. Following quotations from the answers illustrate this:

“Learned a lot. The teamwork was perfect.”, “Procedures, methodologies and teamwork
around cyber security.”, “Use of new tools.”

5%

95%

Fig. 3 Answers to the question “Did you learn something new?”.

It was also investigated whether the participants would recommend such an ex-
ercise for their colleagues. All the answerers indicated positive recommendation
of the exercise. Finally, there was an opportunity to give open feedback. Most of
it was positive; however, there was criticism against on-line exercise compared to
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an on-site exercise. Actually, such a feedback was predictable because communi-
cation during an on-line exercise is more challenging than communication on-site.
Following quotations from the answers illustrate the feedback:

“It is a beautiful experience, very informative and fun.”, “Very interesting and great fun.”,
“Keep up the good work! Waiting for the Flagship 2.”, “Thanks for all attempts and
environment. Exercise needs to be held physically, virtual experience is missing a lot!”

Overall, it can be summarised that the implementation of cyber range technical
federation was successful. Of course, there were some critics, but it was predictable
because people are used to participating in on-site exercises, and an on-line exercise
has its own challenges with communication processes and maintaining cyber security
situational awareness inside the Blue Team. It is noticeable that this was the first
version of the open-source solution and the first time to execute a pan-European
on-line exercise with remote participants. In that sense, the results of the showcase
were positive and form a great foundation for the Flagship 2 exercise conducted
during the next year.

5 Conclusion

During this case study the implementation of cyber range technical federation was
tested during the Flagship 1 on-line cyber security exercise. The technical imple-
mentation was based on state-of-the art open-source SD-WAN technology with great
success, as it enabled the parties to join the on-line exercise. SD-WAN was chosen
based on the features of security and flexible deployment options compared to, e.g.,
site-to-site IPSec or VPN solutions which are commonly used for federation pur-
poses. It is noticeable that the on-line cyber security exercise is technically much
more demanding than the on-site cyber security exercise because the learning audi-
ence of the exercise is located remotely across the globe. This raises requirements
for the usability of the technical environment in order to create a satisfactory user
experience. The on-line cyber security exercise has special challenges also with ex-
ercise control functionalities, communication inside the Blue Team, communication
between the Blue Teams and maintaining situational awareness.

The Flagship 1 exercise demonstrated a good performance and capability of cho-
sen state-of-the-art technologies and the implementation of cyber range technical
federation was a success. A participant survey was conducted and analysed as a reli-
ability assessment of the usefulness of the showcased environment. Closed questions
of the participant survey were analysed as quantitative data while open questions of
the participant survey were analysed by qualitative methods. As a summary, the
analysis indicated that the participants were pleased with the exercise experience,
and the technical implementation obtained positive feedback. In conclusion, the first
version of the cyber range technical federation forms a good foundation for the next
phase of the implementation during the Flagship 2 exercise in January 2022.
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