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Tiivistelma

Tutkielma tutkii web applikaation suunnittelua ja kehittamista, seka siihen liittyvien hyvien kehittamisperi-
aatteiden soveltamista. Web ohjelmoinnin osuus teollisessa sovelluskehityksessd on nostanut suosiotaan
viimeisen vuosikymmenen aikana ja yha useampi tuote on jollain tavalla web ohjelmointia vaativa sovellus
tai kehitysalusta.

Raportissa kdydaan lapi yksityiskohtaisesti, miten web sovellusta kehitetddn, mita asioita pitdd huomioida
niiden suunnittelussa, mitka ovat hyvat kaytanteet web ohjelmoinnissa, mita teknologiaratkaisuja web oh-
jelmoinnissa on tarjolla ja mita kipukohtia tai kehittamistarpeita web ohjelmoinnissa on teollisuudessa? Ta-
voitteena on vastata millainen moderni web applikaatio ratkaisu voisi olla.

Tutkimus hyédyntaa soveltavaa kahta eri tutkimusmetodologiaa, joista ensimmainen on soveltava insin6ori
tutkimusmetodologia sovelluskehittdmisen prosessien tutkimista varten ja toinen metodologia on tapaus-
tutkimus, jolla pyritdan selvittdamaan mita tarkoittaa laadukas web applikaatio kokonaisuudessaan ja mitka
ovat ne tekijat, jotka laadukkaiksi web applikaatioksi koetut kehitysperiaatteet muodostavat. Tulos saavute-
taan ristiin vertailemalla kahta julkaistua web applikaatiota, joilla on yleisesti samankaltaiset kayttotapaus
tarkoitukset ja tuloksiin perustuen rakentamalla tapaustutkimus matriisin. Lopullinen tulos saavutetaan
analysoimalla tutkittavaa web applikaation kehitysvaiheita, seka alan kirjallisuuteen perustuvaa lahdemate-
riaalia.

Tulokset osoittivat, etta teesin projektin web applikaatio kykeni seuraamaan useita modernin web applikaa-
tion kehittamisen trendeja. Huomioitavana tekijoina on kaytettavissa olleen ajan rajoitteet, kdytossa olevat
resurssit ja kehittdjan kokemuksen maara. Lopputuloksesta pystyi paattelemaan, etta web applikaation ke-
hittdminen vie paljon aikaa ja tama projekti kykeni tuottamaan vain osittain implementoidun mock-up pro-
totyypin oikeasta sovelluksesta. Viimeisessa luvussa tutkija ehdottaa milla tavoin applikaatiota voisi jatko-
kehittda tulevaisuudessa ja mitd huomiointeja pitaisi pohtia, mikali aikoo suunnitella web applikaatiota.

Avainsanat (asiasanat)
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Abstract

The thesis investigations web application design and development as well as application of good practice
principles related to it. The share of web application development has increased in its popularity over the
past decade and increasingly many products are at least in some ways require a web application or web de-
velopment platform.

The report goes through a web application development process in detail, exploring how a web application
is developed, what elements should be considered when designing a web application, what are good princi-
ples in web development, what kind of technology solutions are available in web development and what
kind of shortcomings and development demands are in web development within the industry. It aims to
answer what a modern web application solution could be like.

The study uses two different kinds of research methodologies, one of which is an applicative engineering
methodology designed to study web development processes and then a case study research methodology
to examine what a high quality web application means in totality and what are the variables that formulate
the perceived high quality web applications by doing a cross-comparison examination with two other pub-
lished web applications that have general use case purpose and building a case study matrix based on the
results. The conclusive result will be accomplished by analyzing the development phases of web application
development and examining the literature of the subject matter.

The research results indicated that the thesis project web application was able to follow many of the gen-
eral trends of modern web application development. There are considerable factors in time constraints,
available resources, and development experience. It became clear that web application development takes
a lot of hours to develop, and this project was only able to produce a partially implemented mock-up for a
prototype of a real application. In the closing chapter the author makes some suggestions on how to de-
velop the application in the future and what considerations should be thought of whenever designing a
web application.

Keywords/tags (subjects)
Web Development, Application development, Software Design, MERN
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Abbreviations

ACID
API
Baa$S
CRUD
DRY
Express
FaaS
HTTP
JSON
laaS
IP
MEAN
MERN
MEVN
NodelS
NoSQL
P2p
Paa$S
PWA
React
REST
Saa$
saL
XML

Atomicity, Consistency, Isolation and Durability
Application Programming Interface

Backend as a Service

Create, Read, Update and Delete

Don’t Repeat Yourself

A library for routing, handling and using HTTP requests
Function as a Service

Hypertext Transfer Protocol

Javascript Object Notation

Infrastructure as a Service

Internet Protocol

MongoDB, Express, Angular and NodeJS
MongoDB, Express, React and NodelS
MongoDB, Express, Vue and NodelJS

A framework for server development
Unstructured Query Language

Peer to peer

Platform as a Service

Progressive Web Application

Javascript library used for many modern web applications

Representational State Transfer
Software as a Service
Structured Query Language

Extensible Markup Language



1 Introduction

1.1 The project

This thesis work aims to investigate the design and development principles of web application de-
velopment. The project in this report is a personal project that will be continued after the thesis
work. The goal of the thesis is to develop a full stack proof of concept of the web application that

will emulate the final product.

This report will explore different web development concepts and principles, as well as to investi-
gate what could be viable solutions for the shopping cart web application example. The approach
in this thesis work will be holistic case study with the aim to get an overall view of web application
methodologies, principles, and functions. It will cover a full-stack development production, while

some components will be mocking a web application rather than fully implemented functionality.

The rising availability of access to the internet and the usefulness of sharing data and augmenting
lives through web applications has seen a major increase in web applications in the past decades
Given the increase in popularity of web development applications in the recent years and the in-
creasing need for all kinds of web applications from news sites to life augmenting tools like the
shopping-cart have increased the demand for web development skills for any developer working in

the software industry (Radwan 2022).

1.2 Development problem

The goal of the project is to determine how plausible it is to produce a web application proof-of-
concept mock-up in a tight time limit and then how closely does this project resemble real world
application equivalents. The paper aims to answer questions like what makes a high-quality web
application? What features do shopping-cart web applications often have in common? What avail-
able resources and technology stack solutions are for this purpose? What limitations or struggles
may there be during development? What the industrial trends currently indicate? What features
were developed and what features could be added in the future? What does user accessibility
mean in modern web applications? How to produce a mock-up of a real-world application in lim-

ited time and resources?



The paper does not cover web application testing and only touches on preliminary examination of
web application cybersecurity topics trough the mandatory login page the project necessitated.
The paper also does not explore performance issues, resourcing on industrial level production,
maintenance, performance nor raw resource costs of an industrial level production web applica-
tion. The thesis project will explore the theory of different kinds of available technology stack solu-
tions used commonly in the industry, but it will not explore producing one other than with MERN
stack solution. The project being developed for this paper is exclusively focused on features mock-
ing and quality of code and feature functionality. It is for this reason that the chosen methodolo-
gies for this study are both qualitative methodologies, of which the first engineering study and the

second method will be a case study.

Since there is no definitive answer to the development problems broad questions and ultimately
very few standardized guidelines to the approach of designing and developing a web application,
this paper explores and gives a testable example of a list of features, arguments for choosing them
and a solution that a store-front type of web application would have so that in the future it is eas-
ier to explore and start designing web applications. The project explores both the front-end and
back-end development by combining them to full-stack solution and the resulting end product
should give an idea of what a real-world application requires and what is the purpose of those fea-

tures and how they function.

2 Research methdologies

2.1 Chosen methodologies

For the chosen methodology in this thesis, there will be two qualitative methods that are used to
investigate the web applications quality and modernity. Qualitative methods are empirical meth-
ods that explore relationships of data trough observation and textual data rather than quantitative

numerical data (Dyb3, Prikladnicki, Ronkko, Seaman & Sillito 2011).

First method is an engineering study approach to the web application where the developed web
application features will be compared with existing similar web applications. The second method is
an empirical case study method which aims to qualify and quantify the case study results into a

table graph. The methodologies are limited to the thesis project end-product features specifically



and how closely does the end product compare and emulate other web applications of similar
purpose. For example, a comparison analysis of what features does the thesis project have com-
pared to a real world published web application and what benefits and shortcomings each web ap-

plication solution has.

2.2 Rationale for the chosen research methodologies

The justification for choosing these methodologies specifically is that in software engineering,
there are not that many ways mathematically measure the quality of a web application. By doing a
case study and comparing other existing similar web applications, it gives some type of compara-
tive grounds to allow for a metric system of sorts. In this way the existing number of features is
measured against the developed web application in this thesis to quantify how far the develop-

ment has gotten.

The basis for choosing this method specifically is because the project is an examination of a more
widely pronounced phenomena within software development industry, and specifically the grow-
ing popularity of web-application development. The purpose is to expand knowledge and under-
standing of the phenomena by hyper focusing on the subject matter (Wohlin & May 2021). The
benefits of using a case study are that it allows developing hypothesis trough the exploration of
experimental research and by focusing on the topic it gives the ability to collect great deal of infor-
mation on the phenomena (Runeson & Host 2008). For the second parameter it utilizes a use case-
based metrics for feature priorities which will affect how much the mock-up is able to produce. It
is important to consider that different web applications are created for different purposes and
therefore their comparison may not translate exactly identically. So, the results of the case study

are relative.

The other problem with lacking mathematical measurement methods is that what constitutes to
as quality can be highly subjective depending on the person, their priorities and even the level of
their technical knowledge on web application development side. Average user will have some kind
of idea on how a web application should work, but a developer may have some further insight into
a web application that is not often considered. For this part of measurement, the thesis will do a
cross comparison from different source sites to try to quantify a table and compare it against the

web application developed for this thesis work.



In the case of the empirical method, it was chosen as the other methodology due to the ability to
extract data by cross-examining already existing and produced web applications from the web app
store and comparing them to product that is developed in this thesis paper (Wohlin, Host and
Henningsson 2003). The other reason for choosing this methodology is to enable constructing a
controlled experiment and analyzing the results of the experiment trough introspective and retro-
spective analysis (Stol, Fitzgerald 2015). The latter was achieved by the construction of cross-ex-

amination matrix which is covered in further detail in the chapter 5.

3 Theoretical framework

3.1 Web development generalization

Since the popularization of web browsers by Marc Andreessen in 1993, a web browser called Mo-
saic revolutionized the availability and accessibility of browsing the world wide web and popular-
ized the use of web browsers and the internet. From year 1993 having 130 websites, the amount
had risen to as high as 100 000 websites by the start of 1996 in just a short span of few years (Sci-

ence and History Museum 2020).

As increasingly of everyday services has been transferring to web - or mobile applications, it has
created a need within the ICT industry for growing number of developers to transfer their develop-
ment work into a type of web application development and solutions. In part new emerging tech-
nologies have eased up web development over the years and they have made web development

faster and more efficient.

However, the increased usage and popularity of web browsers and websites has also increased de-
mands for features, feature scopes and web security as examples. Cyberattacks like SQL injection,
usage statistics to demand bigger load balancing to improve server performance rates and fea-
tures that will consider different disabilities have all been absent from older websites from the
90’s and even early 2000’s, but modern web applications are more secure and consider the con-

sumers usability a lot more than their predecessors used to.



The early websites were far more text based and featured few pictures (SQ 2020). They often did
not have authentication, cookies, session controlling nor guards against cyberattacks trough web-
sites (Chadd 2022). Modern web applications establish a secure connection, often require some
sort of authenticating interaction from users and have far more balanced mix of text, pictures,

link, and functionality.

3.2 Web application development

Developing a web application requires a certain level of base knowledge about the architecture of
web applications and then a level of knowledge on the technology solutions within the project.
There are standardized technology solutions for web development such as packet management
tools npm and yarn (MDM Web Docs N.d.). These tools are used to initialize projects, install new

software packages to the software, update, manage and delete packages if necessary.

§ npm install --save-dev jest

88 packages, removed 3 packages, changed 66 packages, and audited 1709 packages in 28s

Figure 1 An example of npm script to install Jest testing library to the project

Package managers do not do anything else for the project than install packages to of usable tools
to the respective project package folders and in React the references to the node module pack-
ages can be found under package.json and package-lock.json folders. The former contains the pro-
jects package dependencies, package versioning and enables your projects build to be reproduci-
ble. The latter is a middleware responsible for validating and managing the versioning and

maintaining the node module tree in which the source code for the packages exist.



I
L
"name"

"@testing-11

"@testing-library/react™: "
sting-1library/user-event™: "*

"bootstrap '

“react”:

"react-b

Figure 2 package.json file within the root of the project

The update process for packages is maintained handily by first checking if there are anything to
update with script nom outdated and then running another script nom update to finally update
the packages trough the NPM package manager. An alternative and more advanced solution
would be to install tools like npm-check-updates which after hoisting the package as a global varia-
ble with npm install -g npm-check-updates, it allows the execution of custom upgrading with ncu

and then either ncu —upgrade or with shortened flag simply ncu -u.

According to a poll of 1502 respondents, in modern web application development roughly 77% of
correspondent developers in various work positions reported their companies to be using micro-
services (Loukides & Swoyer 2020). More than third of the respondents reported to report their

organizations to have been using microservices between 1 and 3 years as of 2022.
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When did your organization first begin using microservices?

More than
5 years ago

3-5 years ago

1-3 years ago

Lessthana
year ago

We do not use
microservices

0

5% 10% 15% 20% 25% 30% 35%

%

Figure 3 Microservice usage adaptation by 2020

Microservices architecture is the concept of providing an app, service or other where a single ap-
plication is composed of independently deployable and loosely coupled smaller components or

services.

They have their own independent technology stacks, can use their own programming languages,
and communicate with each other over REST APIs, message brokers and event streaming. The
benefits of microservices are that they are more flexible, allowing an easier way to update code or
introduce new features to the service without having to touch the entire application (What are mi-
croservices? N.d.). Due to their loose coupling, they are more independently scalable with one an-
other, and modularity allows for smaller chunks of handling data traffic, resource cost of scaling

and reducing unnecessary clutter.

3.2.1 Modern technology stacks

As the count of web applications has increased by a multitude of factors over the years, many dif-
ferent kind of technology stacks, i.e., technology compositions or technology architectures have

been invented to compete in the technology stack solution markets. When designers, architects or
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managers decide what kind of technology stacks they will opt in, they will weigh the different op-

tions and try to determine the best and most efficient technology solution for the job.

Some of the factors that need to be considered is the objectives and requirements of the applica-
tion. In other words what are the use cases that the application aims to fulfill. A web application
that needs to be light and nimble has a vastly different kind of use cases than an application that is
not time sensitive. Another factor to consider is the applications cyber security level and trying to
determine how much sensitive data the application will need to use and how to protect the data
against attackers. If the application is very impersonal and will not need any data binding to known
user, then it will not need to protect anything else than to prevent attackers installing malware to
the application. However often times in modern web applications some kind of user authentica-

tion and data binding is required (Archison 2022).

Other factors are more about the logistical needs to the web application, such as how well can the
applications architecture scale and what are the costs that need to be paid for the web applica-
tion. The cost does not simply refer to monetary cost, although that is a part of it but also human
resources in development time and maintenance, end-user-experience in the application workload
and even the legality costs in case of a data-breach (What factors go into choosing a technology
stack? N.d.). For example, a scalability cost to consider in modern web applications is the database

solution.

Technology stack solutions examples that are still in popular wide use include LAMP, Django, RoR,
Flutter and some variation of MEAN, MEVN, PERN or MERN. The oldest of them all is LAMP, and it
has seen usage as one of the industry classics. It’s open-source and free availability, as well as be-
ing able to work on any operating system makes it an attractive technology stack for any web ap-
plication that needs highly optimized, costly efficient and flexible solution (Best Web Development
Stacks to Use in 2023 N.d.). Django is a Python based web development framework for rapid de-
velopment and clean code, and it has gained popularity among some web developers due to its

flexibility and ease of use (Song 2022).
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RoR or as elongated Ruby on Rails is an open source and dynamic programming language, which is
efficient for lightweight applications due to its flexibility. It can utilize HTML, CSS, JavaScript for Ul
design and XML or JSON for data transferring. Flutter has been described as revolutionary web
stack for cross-platform development industry, which allows easier development for multitude of
different types of platforms from desktop applications like for Windows and Mac OS, to mobile ap-

plications like Android and iOS (Best Web Development Stack 2023 2022).

PERN, MEVN, MEAN and MERN all belong to a similar technology stack solution and by far share
the most commonalities between each other. PERN differs from others by using PostgreSQL as the
database solution, instead of MongoDB. PostgreSQL is stricter when it comes to rules for data in-
tegrity and it utilizes the ACID principle in data validation, which allows PostgreSQL to offer fail-
states and more reliable storage for data. Companies that manage sensitive data like banks, law
enforcers or healthcare tend to favor it over MongoDB. On the other end of the spectrum are
MEVN, MEAN and MERN, where V represents VuelS, A is for Angular, and R is for React. All of
them are simply different JavaScript based frontend frameworks. VuelS is a lightweight alternative
to Angular and is prized for its simplicity and adaptability. Angular is its heavier cousin that is fo-
cused on all-in-one framework solutions that is easier to test. React is arguably the most popular
of them all due to its high customizability and cost-effectiveness (Best Web Development Stacks to

Use in 2023 N.d.).

3.2.2 Architecture of a React)S web application

Javascript has been dominating web development for a couple of decades ever since the turn of
the 2000’s when big companies like Facebook and Google started using it in their projects due to

the capabilities and functionalities of the programming language (Codeacademy 2022).

Those development needs of the early 2000’s have sprung up a host of technology solutions to
web development raging from libraries and frameworks like ReactJS, TypeScript and Angular, to
data management tools such as React Redux, security tools like Babel or testing libraries such as

Jest.

Because technology solutions like ReactJS are based on Javascript, it inherits many of the main

principles of Javascript scripting language. Among the inherit attributes is the DOM principle,
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which builds the application in a hierarchy tree principle. In practice this means that any element
that is rendered on a higher level in the DOM hierarchy is a parent element and every component

that is rendered within the parent component is called a child component.

DOM Hierarchy Chart

Common ancestor to parent components

//f\f index js &
Data is inherited from parent to child /// \\\
~
//// \\\
//// \\\\
g |
N A0
Parent A component Parent B component
i, < y o
I\ /I I\ /I
L N < | L . < |
Child A1 Child A2 Child B1 Child B2
component component component component

Figure 4 DOM hierarchy chart

In practice this means that the flow of data by default is one directional. The child inherits data
from the parent and if there is a need for child to share data with another child, the data state
must be set within a common ancestor. There are ways to send data from child to parent trough

props, but a more convenient solution is to use React Redux technology.

React Redux is a technology solution that provides an easy to understand, easy to manage predict-
able state container for Javascript app solutions. Rather than doing callbacks and sending props
manually, React Redux automates the process by sending the state of data to a common ancestor
known as store, and then fetching the state of the data by using a useSelector. This allows the ap-
plication to share data between components trough the common ancestor and able to overcome

the manual labor required without such technology solutions.



Redux dataflow chart

Dispatch data

Event Handler

»

~

—

Reducer

(sl (5]
el

\—r State [

Store

Figure 5 Dataflow example in React Redux

However, it is recommended by good coding practices to separate different kinds of functions,

14

purposes, and roles of file types into their own separate folders (Chien. N.d.). So, for example a da-

tabase schema is not at the same folder as the router files are located at.
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Figure 6 Backend architecture
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Once a rough sketch of file structure has been designed, it is time to create a mock-up of the
Ul/UX for the web application. This gives some sort of base concept as to how the web application
should look like, what features it should have and it helps to orient the development process

which is especially useful in the initial development phase when there is still no code that has been

written.

Welcome

Username

*okok KKk kK

Password

* kK KKK KK

X Remember me?

LOGIN

Register

Figure 8 Login mock-up

*IE][ Search... J JM A

Figure 9 Shopping catalog mock-up



£ ' ‘

« EER)  search. ||
ID | Bought date Type Name Count | Price | Calories [ Sum price | Sum cal
1 11111 Bread Brand bread 10 4,99€ 200 49,9€ 2000

Figure 10 Purchase history mock-up

3.2.3 MERN-Stack

17

MERN is an acronym from MongoDB, Express, React and NodelS technology stack. It is a techno-

logical option of a stack for a full stack application development and one of the more commonly

seen stacks in modern day web application development. The base concept is simple, MongoDB

works as an alternate to other database options and as a NoSQL database, it does not inherit most

of the design principles behind SQL databases.

MongoDB is a non-relational database which means it does not create relationships between dif-

ferent tables within the database. Instead, it utilizes so called documents, which are similar in for-

mat to json-filetype format. Everything in data is stored into data objects and these objects are

then polled from -, to - or updated based on the queries that the server sends on user input inter-

action from the front end.
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Step 5:
The backend sends back the response data for the frontend to
render in a view.

Yy — Y
NodeJ S Backend React Frontend

Express 'fetch’ request.

. vy . vy
Step 2:
Frontend passes the ‘fetch’ request for 'Login’ data to the backend
for polling.
Final step:
. The Ul shows the
Step4: Step 1: final result of the
Ifthe data is Step 3: User ‘Login' process to
found from the The server gets a interactrs with the user. Then it
server, the server request to poll the application will wait for the
will send the data login credential by typing their next user
to the backend data from server. login info and interaction from
controllers to clicks: "Login’. the user
proceed with the '
response
handling.

(i

Figure 11 Sample of 'Login' process in the MERN stack

The benefit of MonboDB over other SQL and NoSQL database solutions its flexibility and scalability
(What is MonboDB? N.d.). In other words, it is advertised to being good for larger enterprise sized
datasets that are easy to replicate, apply load balancing to network traffic communication and

data aggregation into clusters of data.

Compared to other database solutions, the disadvantages of a MongoDB database solution are
problems with continuity due to its automated failover strategy whereby each node only have one
master node and upon failure the MongoDB will default to converting other node into a new mas-
ter. This limits the availability of database infrastructures. Other technological limitations are its
write limits due to the beforementioned one master node architecture, data consistency issues
due to not supporting full referential integrity using foreign-key constraints, and possible issues
with database security as user authentication is not enabled by default in databases (Gillis March

2023).
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Another disadvantage of MongoDB technology solution may be that it is difficult to do database
joining if the use case requires some type of relationship. According to the MongoDB database,
the designer should really think about the type of cardinality the database topology has (Zola
2014).

Express is another technology belonging to the MERN-stack technology solution package. NodelS
is a runtime environment designed to build server-side applications but what it will not provide is
how to serve files, handling HTTP requests and methods. Express offers a solution and forms one
of the main components of a MERN-stack. It is a NodelS web application framework that will pro-
vide a broad selection of features for web application development (Express/Node introduction

N.d.).

pp.use{express.json());

n.use(cookieParser())};

__dirname, ‘public’})};

= require( ../

router.route(
.get{use oller.getAllUsers)
.post(us
.patch(u

.delete(usersC

Figure 12 Express routing for HTTP requests
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Some of the advantage of Express over its other competitors is that it allows developers to struc-
ture their code freely and choose the sort of structure their code uses. Due to its structured na-
ture, the disadvantages can be related to it if the data cannot be organized and structured in a
way the server expects and the code can become difficult to understand. Sometimes this calls for

denormalization of the code (Cosset 2017).

3.3 Web development in the industry

ICT-industry is quickly evolving industry that requires developers to adapt along with it and learn
new technology solutions at a frequent phase. This is partly due to the exponential growth of the
popularity and digitalization of the world overall. According to a new survey released by Netcraft
on 28.2.2023, the amount of website has grown from just 32 594 in October 1995 to 202 009 862
in February 2023, an increase of 61 877,76% rounded increase in active host domain names in a

little over of 28-years timespan (February 2023 Web Server Survey 2023).

In a survey conducted by Tiago Bianchi in 30.1.2023 surveying the share of global mobile website
traffic between 2015-2022 found that nearly 59,12% of all web application traffic came from mo-
bile devices in the last quarter of 2022 (Bianchi 2023). The increase in PWA architecture web appli-
cation has increased the demands for a more universally available web application technology so-
lutions that allow the web applications to be accessed no matter what the device is and
increasingly many sites incorporate P2P synchronization into their web applications to allow the

users a more accessible user experience.

Another way modern web development trends have shifted is their shift from server-required ar-
chitectural solutions to serverless solutions. Rather than the company or product owner hosting
up the web application from their own servers, they buy a third-party hosting service to host their
applications there. Some of the common competitors of these kinds of services are AWS Lambda,
Google Cloud Functions or Microsoft Azure Functions (Makhov 2021). Many of them employ Cloud
solutions and architecturally they either typically represent FaaS or Baa$ solutions (Clark N.d.), but

of course they can also take other forms like laaS, PaaS, or SaaS respectively.
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4 Developing the web application

4.1 Software development phases

When designing a web application, there are several different doctrines and principles that the de-
veloper can follow. In most of the models it is important to firstly decide what are the user stories
that the developer hopes to serve. This helps to orient questions such as what the app is about

and to whom is it for, and what are the goals of the app (Johnston 2019).
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Figure 13 User stories sample

After the user stories are defined, the developer should start thinking about the web applications
topology and architecture. Since it was already covered earlier, the developed web application will
be utilizing a MERN stack as the technology solution and it will be multipage solution. This only
solves what technology and service solutions will be used but it does not have an input on the web
application structure. There is no standardization on how a web application file structure should
be organized but there are some general principles and best practice guidelines that are good to
follow depending on the chosen programming language (How To Structure React Projects From

Beginner to Advanced 2022).

4.2 Setting up the development environment

Since the web application is known to utilize a MERN stack, which requires a full stack solution to
be developed, there needs to be a backend and a frontend. This is because for a user to be able to
view a purchase history, the data must be bound to the user because without this binding, how
could the application tell which purchase history event belongs to which account. It is therefore

necessary for the web application to have at least some sort of user and then a cart functionality.
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When a frontend makes callbacks to the server for polling, the server must have an endpoint
which does the call back handling, polling to server and returning the data state for the frontend

to render (Figure 15).

There needs to be a server that builds up and maintains the server and an environment file which
contains the . There needs to be a router which can tell the application how to route the network
traffic appropriately on callbacks to the server and finally there needs to be the controllers them-
selves which hold the functionality and business logic of the backend. The rest is up to the devel-

oper to choose how to organize and structure their backend logic.

Next the web application will need a database and since the project uses MERN stack, it’ll be a
MonboDB database solution. When creating a MongoDB solution, the only relevant information
you will need from the steps to setup your database environment is the name of the project, a
mandatory username and a password or other credentials that are used to identify the connecting

account.

Step 1: Name your project and remember the name, you will need this information.

Name Your Project

Name Your Project

Project names have to be unique within the organization (and other restrictions).

Sample

Cancel Next

Step 2: Give a username and a password, or alternatively a certificate. Remember this information,
you will need it later on as well.

Username and Password ’ Certificate

Crecte a datcbase user using ¢ username and password. Users will be given the read and wiite to any databose
privilege by default. You can update these permissions and/for create additional users later. Ensure these
credentials are different to your MongoDB Cloud username and password.

Username

<username>

Password

<password> & Autogenerate Secure Password € Copy

Figure 14 Creating a MongoDB database
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Step 1: Click on Connect.

® Sample Connect View Monitoring Browse Collections

Step 2: Choose your connection method. The project will connect to the application.

Connect to Sample

+ Setup connection security Choose a connection method

Connect your application 5
Connect your application to your cluster using MongoDB's native drivers
Step 3: Copy and paste the string below & alter the appropriate fields (Figure 14).

o Connect to your MongoDB deployment.

Paste your connection string into the Command Palette.
mongodb+srv://tempuser: <password>@sample. fuymagg.mongodb.net/test

Replace <passwerd> with the password for the tempuser user.
When entering your password, make sure all special characters are URL encoded. &

Figure 15 Guide on MongoDB connection

After that the last few steps to setting up a development environment is to create a file which

gives the database connector resources. It is the .env file and dbConn.js files in figure 9. To gener-
ate the token secrets, you need to open a terminal, write node, press enter and then enter the fol-
lowing script require(‘crypto’).randomBytes(64).toString(‘hex’) and run that script twice. Copy and

paste the generated tokens into your .env file.

development
I token_secret>
refresh_token_secret

ername:<p ord>@project. cobx1lfx.mongodb.net/<database_name>?retrylirites=truefw=majority

{er

console.log(err);

exports = connectDB;

Figure 16 .env and dbConn.js files
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All there is left to do is to install appropriate packages by running the script npm i and creating a
server file (Figure 20) and finally running the script npm run dev. If the server and connection was

successful, the terminal should tell this.

) [MOMGOOSE] DeprecationWarning: Mongoose: the ~strictQuery”™ option
(Use “node --trace-deprecation ...” to show where the warning was created)
ted to MongoDB
ver running on port 3588

<- Terminal response

Figure 17 Development environment deployed

4.3 First iteration

In the original concept the web application was supposed to simulate the backend using NoSQL
solution and instead relying on json files to serve the data to the frontend. However early on dur-
ing the development the need for a functional backend architecture became relevant due to need-
ing a way to bind the user data with the shopping cart containing a list of product references. Oth-
erwise, when viewing the purchase history component, how could the application tell whose
purchase history should be rendered within the data grid. Another note on the database solution
was that because the application is not meant to handle purchasing products, it will not need

transaction data anywhere. All it needs is data of the products and simulated estimation of costs.

User Products
PK [ _id Objectld PK | _id Objectid

username String id Number

password String productType String

roles Number productName String
useAmountPerDay Number
calories Number
sizelnKG Number
priceOfProduct Number
boughtDate Date
lastUseDate Date
selected Bool
count Number
localization String

Figure 18 MongoDB original topology
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The requirements for the backend were that it needs to be able to process a CRUD operation for
basic login and product functionality. The login needed to be secure enough for the purposes of
the mock-up to simulate what software security should look like. This meant that the password
needed to be encrypted with salting. In real world applications mere salting would not be suffi-
cient but since this thesis is not a lookup into software security but rather creating a mock-up of a

shopping cart web application, it should not

4.4 Development iteration & refactoring

It was clear a backend and a database were necessary, and the database topology needed a cardi-
nality relationship between a user and a product, hence the cart collection. The concept behind it
is that whenever a user is created, an empty cart is also created. The benefits of this solution over
others are that it allows for effortless data binding of user data to carts and thus allowing purchase
history creation without needing extensive backend for data validation. The downside of this solu-
tion is that it creates unnecessary clutter to the database because if there is a user account that is
created but it is unused, it will also create an unused cart which creates empty data unnecessarily.
However, it would also be unrecommended to simply cull data from the server after a period of
inactivity and in modern web applications even inactive user data is stored for a prolonged period

of time in case the user wants to return one day.

User

PK | _id Objectid
username String CartRow
password String PK | _id Objectid
roles Array FK | useriD Objectid

active Bool count Array

boughtDate  Date

Products .
M FK | product Objectld
PK | _id Objectld

id Number

productType String
productName String
useAmountPerDay MNumber
calories Number
sizelnkG Number
priceOfProduct Number
boughtDate Date
lastUseDate Date
selected Beol
count Number
localization String

localType String

Figure 19 Updated MongoDB topology and cardinality
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Another notable issue with the web application was that it had a lot of duplication in the codebase
and while there are different schools of thought on the value of duplicate code, a consensus for
duplication is that it is bad for your codebase. In other words, a high-quality code should try to rely
on the DRY principle as much as possible and avoid unnecessary duplication (Silva. 2019). If the
knowledge or logic looks like a duplicate and there is a way to avoid writing the same code to sev-
eral locations at the same time, it is beneficial to simply extract the code outside from the function

and simply do a callback when needed (Bongarts 2021).

Having duplicate code makes the code lengthier which affects traceability and performance. It in-
creases technical dept unnecessarily in cases where updates to the codebase are necessary and
instead of making a fix to one centralized and distributed code block, the developer must make
the same change to several different locations which makes it much harder -, slower - and re-
source costly to maintain. From a software security standpoint, it is also harmful because if the
there is a new security vulnerability, fixing takes much longer and leaves the service vulnerable for
exploitation for longer time periods than it needs to (Duplicate code: Everything you need to know

N.d.).

Furthermore, there was a problem with data handling and lifespan throughout the web applica-
tion. When the user logged in and switched the pages from one page to another, upon returning
to the previous page, the data state was not stored and rather it was reset back to its default
state. At worst this would mean the user also lost their login credentials data which caused the ap-
plication to crash as it was unable to poll and get the login token back once more. To offset and
work around this issue, the web application needed a persistent login logic which uses a refresh
token that will persist over the session lifespan inside cookies, or it will expire and release re-

sources if the user has been inactive on the web application for one week.



console.log
console.log

res.cookie( ' juwt’,

findOne({ username

T,

Figure 21 New authentication controller
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5 Results

5.1 Engineering method

This chapter is an analysis on the end-product of the thesis project to try to determine how well
the project was able to fulfill modern web application requirements both in the codebase require-
ments and in the application Ul standards and good practices. This chapter will answer questions
like what is good UI/UX design? What considerations does the developer need to account for?
What are some of the trends in modern web application best practices within the industry? How

well has the thesis project been able to emulate and follow these guidelines?

Many modern Ul/UX designs prefer a minimalist approach when it comes to the Ul design philoso-
phy and principles (Fleck 2021). This is partially due to usability reasons, as it is easier to navigate a
simple and clear Ul over complex and inconsistent Ul’s. Brand consistency, proper choice of color
palette, spacing, typography and consistent actions and design are all some of the key aspects be-
hind a successful web application over an unsuccessful one (Design Consistency Guide Ul and UX
Best Practices 2023). Utilizing proper fonts and having images consistently but neither too many
images nor too much text to create information overload for cognition is advisable (Prokhorova
2022). In modern web applications it is a consensus among developers that simple Ul is better
than complex Ul and the applications should be as fluid and intuitive to use as possible (What are

the 10 Rules of Good Ul Design? What is Good UI/UX Design? 2020).
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Login

Username:

Username

Password:

8 e e e e e o o o o oo oROoRoRoRokok ok ok

Trust This Device

Back to Home

Figure 22 Login page of final version

First is the login page. The design principle of the login page was to create a simple form login
page that takes a username and a password. The login feature was necessary for the project be-
cause without it, how the application could tell which user owns what shopping-cart items and
whose history the application is supposed to show? The form itself is supposed to be simple, alt-

hough it lacks some basic functionalities such as a register form.

At the release state, an admin must manually use Postman, ThunderClient or other tools to manu-
ally create a user to the database to be able to login. In a real-world industrial application, a regis-
ter form would be some of the first features to create but since this thesis is a proof-of-concept

project covering wide array of more generalized topics of interest, many basic features have not
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been fully implemented. Regardless the Ul/UX design follows good practices and principles of

modern web application style: Simple and clear.

While the user-to-cart binding was ultimately not fully implemented due to time constraints limit-
ing proper testing, but the basic functionality is present and sufficient to give an example of how it
can be implemented further into the application. The login feature itself is fully secure, it uses salt-
ing and SHA-256 decoding and encoding, then stores the jwt-token key to the cookies and carries

the userdata this way over the application.

The main catalog page featuring all the different shopping items used mock data to simulate what
it could look like. Much like advised by the articles above, it follows the same design simple and
clean minimalist design philosophy throughout the applications lifecycle. The biggest critiques to-
wards the projects UI/UX design is its overt simplicity such that in most modern web applications
and even in this papers later chapter, the original and usual design is to have a separate cart-list
that stores a list of objects into it and only makes POST requests to the server once user finally
goes to buy the products. In the current project iteration, a POST request callback is fired when-
ever a user manipulates the virtual cart row data in any way. While this is not the end of the

world, it is generally better to create an actual cart rather than a virtual one.

Catalog

Figure 23 Sample of the catalog page
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As seen from the figure 2. the application has some basic functionalities implemented while more
features have been thought of but not yet fully implemented. The user can successfully create a
shopping cart row for their items and the session will remember the state for a while even if the
user logs-out accidentally or updates the page. Furthermore, the catalog page fully supports lan-
guage translation feature by using i18l-language translation context library technology, which is
important in any modern web application given we live in an increasingly connected, multifaceted
and international world. In the thesis project sample, the project only supports English and Finnish
translations, however, more can be easily implemented if necessary. Especially Arabic and Asian
language selections are important due to their much more unique linguistic syntaxes. The author is
unsure if the color choices are the best because the field where the user can manually write a
number is light-green and the application has not accounted for color-blindness as a feature, even
though from a usability perspective that is also another feature that should be implemented even-

tually.

® Home - Sear English

How to read:

Text with black coloration is neutral

Text with red coloration is bad

Bought Date 4 Product Name Product Type Calories Price Of Product Last Use Date Count Sum of calories Sum of prize

Figure 24 History page sample

Finally, the history page. The history page is a pooling of all the data stored within the application
except the unnecessary data for the user such as localization indicators have obviously been fil-
tered out from the final datagrid while summary fields using calculations such as f(x) =
calories * count = x and f(y) = price * count have been added there to fulfill the use case

needs for having a way to quickly determine when the user has either eaten too much or bought
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items that cost too much for the budget. The grid itself uses ag-grid community version library as
the datagrid implementation and uses custom rules for the formatting of the cells. Above the
datagrid is a simple legend to tell the user how to read it. A better implementation of the legend
would be to hide it inside a question mark tooltip which would show the information on hover, but

it was not implemented in this iteration.

Again, the design philosophy follows the same minimalistic design that other components do, and
shares many of the same problems as well. For one this is especially prevalent sample of the prob-
lem of using red and green to indicated good and bad values, as covered in the paragraphs above
from a usability perspective the application needs an alternative theme for the people who suffer
from monochromacy. Another issue with using the ag-grid library is that currently at the time of
this thesis, it does not support i18l-language translation context library well, which means that the
contents and column titles will not support language translation feature. Furthermore, the col-

umns themselves are off set from the data, which is fixable but not implemented in this project.

So, there are some clear design flaws and implementation flaws in the final project but for the pur-
poses and goals of the thesis, most of the major features have been fully implemented well
enough. Of course, there are some logic issues as covered earlier and some repeating code in the
backend as well, but on the other hand there is a case to be made that sometimes consistent cod-
ing style is better in terms of traceability than unnecessary complexity for the sake of avoiding rep-

etition when unnecessary (Bongarts 2021).
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onst updateCart
fetch(url3, u
.then({res)
.then({data)
if(data !== n v
console s ", data);
setData

ct._id,

5 )a
method:

"Error! Data not found.™);
headers: !

.then({message) => setMessage(message)

ent-
onst deleteCa

fetch(url3
.then({res)
.then({data)
if(data !
console.log
setData(data);
console. log("

.stringify(re

console.log("E ~! Data not found."”

(message) => setMessage(message)

Figure 25 Sample of duplicate code

5.2 Case study

In the case study section, we will compare two other already produced shopping-cart web applica-
tions to the thesis web application. For the chosen metrics there will be eleven features of various
priorities and use case priorities. The resulting table is a matrix that demonstrates how closely the
thesis mock-up has been able to follow some of the common good practices for feature develop-
ment in modern web applications. For the chosen web applications, the chosen options for
Mealime and Our Groceries. Both are popular PWA web applications especially designed for mo-
bile devices for their real time mobility and management allowing for wide accessibility. Each fea-
ture was randomly selected and will be given one point by default if it has that feature and zero if
they do not have them. Then they will be multiplied by feature priority multiplier in descending

order where P1 = * 0,5 and P5 = *0,1 multiplier.



Table 1 Case study matrix

Table 1. Case study matrix

Application

Features Priority (Px = *0,x!) | Web app | Mealime | Our Groceries
Login P2 0,4 0,4 0,4
Settings P4 0,2 0,2 0,2
Logout P2 0,4 0,2 0
Adding products P1 0,5 0,5 0,5
Creating a shopping list P1 0,5 0,5 0,5
Browsing the shopping list P1 0,5 0,5 0
Purchase history P3 0,3 0 0
Summary P3 0,3 0,3 0
Diary P3 0 0 0
Health supervision P4 0 0,2 0
Budgeting features P4 0,2 0 0
Suggested Diets P5 0 0,1 0

Summary: 3,3 3 1,6

In the case study analysis, the developed web application managed to get most points out of all

34

three selected web applications in terms of feature count. It is relevant to note that these feature

selections may not be indicative or representative of each applications quality as they are de-
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signed for vastly distinctive design and use case goals in mind. For example, the thesis web appli-
cation is specifically designed as a tool for supervision of transactions and health, while Mealime is
designed for dieting and Our Groceries as a lightweight quick-to-access, light-to-use design pur-
pose. In a different matrix the results can vary a lot and the selection can be biased. For the pur-

poses of this matrix however, | calculated the standard deviation s with the following formula.

N
1 >\2
PR
=1

Where s is standard deviation, N-1 is the number of degrees of freedom in the vector of deviations
and (x; — x)? is the deviation range from mean. The resulting standard deviation was s=0,018
rounded. Still, this should only be considered within the limitations of the parameters and does

not necessarily indicate quality of compared applications overall.

5.3 Available resources & considerable limiting factors

The web application was developed privatively for the thesis purposes, and it did not have any ad-
ditional resources available for utilizing. MongoDB offers a free plan for limited usage that could
not be used in real world industrial level web application use cases, but it is perfect for simulating
a mock of a program and test out the functionality to the database. Figma is a free-to-use mock-up
modelling tool which allows for one-project-per-user mocking, although there are other competi-
tors that offer similar services as well. At one point the web application was supposed to be a serv-
erless solution served from Amazon’s AWS S3 bucket but due to the limitations and high costs of
the AWS service, the web application was not deployed to a serverless solution as other competi-

tors to AWS did not seem to offer viable solutions for this level of project.
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6 Consideration

6.1 Conclusion & synthesis

The web application was able to fulfill most of its designed goals within the time limit of the thesis
project and in some cases, it even exceeded the original design goals and expectations. The web
application successfully and securely manages login and then CRUD operations of the shopping
cart and finally the history can poll the server for purchase history event data and successfully ren-

der it to the end user.

There are still bugs in the web application, some refactoring to be done especially for error mes-
sage duplicate code and the frontend could use some basic functionality such as loading state ren-
dering for data when waiting for a response from the server and more tools for the end user to in-
fluence shopping cart, purchase history or their own user settings as they are currently only
handled manually by the admin and in a real world industrial level web application these are some

of the basic functionalities that should exist in this type of a web application.

The web application also would need a more robust cybersecurity as salting is simply the most
basic level of cybersecurity measures in any web application. The web application also does not
feature any testing, nor is it designed for mobile application scaling which is ultimately the end
goal for such an app. In the original concept the web application was meant to be produced by us-
ing React Native or other mobile application language solutions but due to the authors unfamiliar-
ity with mobile application language solutions and tight resources and time constraints as is, the
author opted for a more familiar programming language solution that will eventually migrate the
codebase to the appropriate programming language. For a proof of concept, the developed web
application is sufficient and proves that there is potential for a handy tool though it clearly needs

further development.
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6.2 What was learnt

Considering the author was relatively inexperienced, the project taught a lot. For one it became
clearer how much work and time even a proof-of-concept application takes if done with care for
code quality and foresight into the future of the application. The initial concept and goal of the ap-
plication and the final result vary quite a lot which indicates the authors inexperience in software
development. Learning how to properly create backend code, manage data and communicate be-

tween the server and the frontend were all valuable experiences to the author.

While the frontend was more familiar, even it taught new experiences and perspectives on higher-
quality web application development. Managing a wider full stack solution all the way from design
process and architecture to the details of code solution and code quality management and all the

goals that were designed but did not have the time to investigate were all part of valuable lessons
throughout the project. The thesis work gave a glance into the expansive world of web application
development needs, what worked and what did not work, and it serves as a solid foundation to be

built upon.

6.3 Development needs

Considering the future of the web application, the first steps would be to do the migration from
MERN stack to another technology solution. Considering that the application is ultimately and pri-
marily designed for a mobile application platform that can be accessed and used anywhere on the
go from work to home for example, a desktop application is less than ideal. Before any kind of ac-
tual deployment, the application needs to have more extensive security guards to protect sensi-
tive user data from hostile outside actors trying to do data breaches. This may also mean some
further refactoring to the codebase in general due to having some security gaps present even in
the salting process, such as showing the password unencrypted in the network console tab before
sending it to the server rather than having the encryption at a lower level. The web application
also needs proper testing in general since this project did not do any testing whatsoever and it is
an important aspect of any real-world web application needs. It would also be beneficial to get
feedback from a pilot user tester group to see what other development needs the web application

would have.
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6.4 Further development opportunities

As mentioned in the previous chapters, the web application should eventually migrate to using a
mobile application programming language. However other suggested features for future develop-
ment needs would be to have a similar feature to Mealime’s suggested diets based on user se-
lected parameters such as dieting goals, and the ability to create your own dishes and save up a
grocery list to the dishes directly so that by clicking on a dish, it would automatically fetch all the
ingredients for you and add them to your shopping cart. Another handy feature would be to utilize
a mobile devices camera and Al to scan for the products date tag on the product and automatically
set it as the last use date, and then give a notification to the end user once the last use date is

coming near.

Furthermore, the same photo-detection Al feature could also be able to automatically set product
prize and calories simply by taking a photo from the product or the store shelf of the product
which has the price to automatically determine the price and summaries for the total price and
calories on the individual shopping event. Other suggested features would be the ability to change

the color theme for color blind modes and more language options other than English and Finnish.

The web application also needs a shared universal service state that is able to synchronize be-
tween various devices if linked together. This synchronization between different devices is part of
any modern web application unless there is a good reason to disallow that feature, such as secu-
rity risks and concerns. A shopping cart application, despite holding some sensitive data, does not

hold anything that sensitive to not allow for this kind of feature from being developed.
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Attachments

Attachment 1. server.js

I5 serverjs » .

require( dotenv’').config(};

require(  express-async-errors’);
express = require(’express’);
app = express();
path = require( path"};
{ logger, logEvents } = require('./src/dir
errorHandler = require("./src/directories/Ba« 1/middlew rrorHandler');
cookieParser = require(’cookie-parser'});
cors = require(’cors");
corsOptions = require(’./src/directories/Backend/config/corsOptions’);
connectDB = require{’./src/directories/Backend/config/dbConn’});
mongoose i ‘mongoose '} ;

PORT = pPOCESS.EnV.Pu1TH|| 3500;
console. log(process.env.NODE_ENV);
connectDB();

.use(logger);
.use(cors(corsOptions)};
.use{express.json());

.usef{cookieParser());

.use('/public’, express.static(path.join(__dirname, 'public')});

.use(' /", require(’./src/routes/root’));

.use( '/ » require(’./src/routes/authRoutes”));
.use(’ , require(’./src/routes/userRoutes’));
Juse( /i log", require(’./src/routes/productRoutes’));
.use( ' fhistory’, require( 1)

.use( ' fcartRow", require(’

.all{'*", (req, res)
res.status(4e4);
if (req.accepts{ html")
res.sendFile(path.join{__dirname,
else if (reqg.accepts(’'json')
res.json({ message: '484 Not Found' });
else

res.type( "txt"}.send{ 484 Not Found');
I H
app.use{errorHandler);

mongoose . connection.once( open’, [
console.log( *Connected to MongoDB');
app.listen(PORT, ()} console.log{ Server running on port ${PORT} ));

1)

mongoose.connection.on( error’, err

console. log(err);

logEvents( ${err.no}: ${err.code}\t${err.syscall}\tf{err.hostname}”, ‘mongoErrLog.log’);
I H




Attachment 2. Login controller

getAllUsers

.json({ message

it User.findone({ username }).collation(

n({ message: °
t berypt.hash
rray (r

pud
Pud, rol

t User.create

strength
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updatelser

1 id,

es.status (468) . json|

, strength

berypt.hash

.username}

© deletelser = async (reg, res) => {
req.body;
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Attachment 3. Login router

(
require(’.

.login);

t{authController.refresh);

t{authController.logout);

element=
element=

ROLES }
eTitle

rt Catalog from
t HistorywWrapper fr
App() {
useTitle

=
className=

index
path=

element=
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Attachment 5. login.js

import { useDispatch }
{ Button, Card, Form, FormLabel } fi
t { setCredentials }
t { useloginMutation }
u

useTitle f

useRef

d">Password: </Fy

] = useloginMutation();

Sign In</Butto
setErrMsg(

p

handlesubmit
vent . pre
try
n } = await login({ username, p y.unwrap()
tials 3
setUsername( "
setp; word( "

handleUserInput — tUsername (event. target
handlePudInput Password

handleToggle =
-

handleToggle

Trust This Device

backgroundInage: “url(${process.env.PUB

bac undRep
Back to Home:

Login;




