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EMERGENCY MEDICAL SERVICES PREPAREDNESS
FOR TERRORISM: A SCOPING REVIEW

Terrorism is one of the current challenges of emergency medical services (EMS) pre-
paredness. A prominent change in EMS preparedness between 2000-2020 has been a
shift from primarily preparing for chemical, biological, radiological, and nuclear (CBRN)
terrorism to preparing for terrorism carried out with more conventional means like
weapons, explosives, and vehicles.

The concept of EMS should be reformed to answer the demands of these modern-day
threats. A change to proactive measures from the prevailing reactive actions demands
a similar paradigm shift in EMS that police forces have undergone in the United States
following Columbine and in Finland following Jokela and Kauhajoki. For EMS this could
include adapting tactics and equipment that allow trained providers to operate closer
to victims in an ongoing incident.

This review examines the preparedness of prehospital first responders to the threat of
terrorism between 2000-2020 and collates best practices for the benefit of all actors
in the prehospital field. The results of this review can be utilized in the planning and

execution of pre-hospital medical response(s) at any level.

BACKGROUND

When preparing for the threats of our
modern international environment, one
of the facets of preparedness is the read-
iness to respond to terrorism. As a part of
this response, emergency medical services
(EMS) providers must integrate prepared-
ness plans in their operative processes 2.

This review aims to identify the state of pre-
hospital EMS terrorism preparedness and
collate the best practices of EMS's modern
preparedness. Modern EMS has a limited
amount of scientific research devoted to
it and thus lends itself well to scoping re-
views.

Review questions: 1. How has EMS terrorism
preparedness changed since the start of the
millennium? 2. What are the current best
practices of EMS terrorism preparedness?

METHODS

This scoping review was conducted accord-
ing to the guidance provided by JBI (before
known as: Joanna Briggs Institute) 3. The re-
view protocol was not registered.

Inclusion criteria

Inclusion and exclusion criteria were de-
veloped using the “Population, Concept,

Context (PCC)"” -model 3. EMS organisations
and providers were considered the popu-
lation, preparedness for terrorism the con-
cept, and prehospital EMS the context. On-
ly Finnish and English language publica-
tions were considered. The coverage peri-
0d is 01.01.2000-09.10.2020. More detailed
background about the criteria, search
phrases, data sources, and search strategy
can be found in the original thesis paper *.

Selection and data extraction

The selection of publications was per-
formed by a single researcher based on
the inclusion criteria. To ensure the inclu-
sion of all relevant publications, the data-
base search, selection, and data extraction
were all performed twice. Data were ex-
tracted to a table and identified by sourc-
es of evidence, their relation to the review
question, the main result(s), publication
quality characteristics, and country of pub-
lication/nationality of main author(s). The
search strategy used and the selection pro-
cess is presented in Figure 1 in accordance
with the Preferred Reporting Items for Sys-
tematic reviews and Meta-Analyses (PRIS-
MA) statement by Page et al. 5.
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PRISMA flow chart with the article search process. A “report” is defined as “a journal
article, preprint, conference abstract, study register entry, clinical study report, disser-
tation, unpublished manuscript, government report, or any other document providing
relevant information.” https://researchguides.gonzaga.edu/nurs561/

prisma, Box 9

The selection process began with the ar-
chiving of the preliminary results (n=298)
according to database, language, and in-
clusion (n=89) or exclusion (n=209). Publica-
tions were excluded at this step if they were
not relevant to the subject matter based
on their title or abstract. In addition, the-
ses, dissertations, meeting minutes and ref-
erences to other databases included in the
search were removed from the results. Dis-
qualified publications were categorised
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based on the reason for exclusion and in-
cluded in the archive to ensure reviewabil-
ity. The publications chosen for full-text re-
view were collated in a review table and
categorised by theme for archiving. A par-
allel archive dividing the final publications
into scientific and grey literature was also
formed.

The data extraction table for full-text re-
viewed publications included fields for the
publication’s details, theme, data related to


https://researchguides.gonzaga.edu/nurs561/prisma
https://researchguides.gonzaga.edu/nurs561/prisma

the review with page reference, and pos-
sible notes with page reference if applica-
ble. All data relevant to practices in the the-
matic fields were catalogued. The data ta-
ble is available from the corresponding au-
thor on reasonable request.

RESULTS

The database searches produced 2 371 re-
sults. Of these results, 298 abstracts were
read, and 89 qualified for a full text review.
Five more were removed after a full text
review. The review therefore consists of 84
publications. The total number of reviewed
publications (n=89) is higher than the se-
lected number, as one publication was an
edited volume with six suitable chapters.

Characteristics of included publications

Of the results, 21 were based on scientific
research. The remaining 63 were grey liter-
ature. The scientific research papers includ-
ed literature reviews conducted with vary-
ing methodologies in addition to interview-
and survey-research papers. The grey litera-
ture consisted mostly of professional maga-
zine articles and exercise reports.

Towards more conventional threats

In the selected publications, there were
themes that endured throughout, and ones
that evolved into something new, with
the most prominent changes seen in EMS
field tactics. A major driver of change in
most of the thematic areas was a gradual
move from chemical, biological, radiologi-
cal, and nuclear (CBRN) threats to empha-
sising more conventional threats. Between
2000 and 2020, there was very little change
in the CBRN -threat preparedness process-
es 32, and towards the end of the period
conventional threats 3% all but phased out
CBRN ones.

In emphasising conventional threats, EMS
systems have developed ways to meet these
contemporary challenges. A good exam-
ple of this is the civilian adaptation of tac-
tical combat casualty care (TCCC), tacti-
cal emergency casualty care (TECC), and
its inclusion in civilian EMS systems’ tactics
35,38,42,43,46,47,51,52,55,56_ BeIOW iS a Summary Of
the review results.

Preparedness planning

The main themes of preparedness planning
have remained relatively unchanged dur-
ing the review period. An all-hazards ap-
proach is recommended as the foundation
for preparedness planning 6812283751616 A
good plan is flexible and scalable to fit any
circumstances #*37, and should be made in
close coordination with other responding
agencies and health services in the region
8,10,13,16,23,25,37,40,41-44,5462-64_ Thage preparedness
plans should be tested both as tabletop ex-
ercises (TTX) and in practice 3375465,

As we get closer to the end of the review pe-
riod, there are calls to include arrangements
for responders’ psychological well-being in
preparedness plans 3637.606671 There are al-
so recommendations to use modern tools
such as geographic information systems
(GIS) and mathematical modelling to sup-
plement the planning process %75,

Training and education

Training and education are present
throughout the literature, and the recom-
mended topics follow the general change
in expected threat profiles outlined above
60, As with planning, training should also
serve the purpose of preparing respond-
ers for all foreseeable hazards 1. It is im-
portant to collect feedback from training
and exercises to expose any weaknesses or
points of improvement on the responder or
organisational level(s) 67677,

Towards the end of the review period,
there is an increased emphasis based on
treatment and field tactics training 3433844
47.52-545872  TCCC, TECC, Rescue Task Force,
and 3 -Echo training are presented as possi-
ble, partly supplementary concepts 34353841-
43:46,47.51,52,54-56,5870  |n addition to tactical
concepts, the standardisation of training
courses and subjects over a wider opera-
tional area is recommended to ensure the
same baseline knowledge for all respond-
ers 35677880 |t js also highly recommended to
include other regional responders in train-
ing and eXerCises 10,37,42,43,46,47,56,60,63,65,67,68,76,77.

Tactics

The most visible change in field tactics is a
shift to more dynamic mobile tactics. Coun-
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tries where first responders have more fre-
quent brushes with terrorist incidents
have been the forerunners in this process:

mainly Israel 321335772 the United States
34,38,39,42,43,46,47,52,53,58, and France 36,44,55_

The rollout of new tactical concepts mani-
fests as a shift to a more standardised ap-
proach to field tactics 3%384243.4647.525556 gnd
moving emergency medical services clos-
er to the hot zone, with a more proactive
approach to patient care 38,41,43,46,52,54,56,58,72
However, there is no universally agreed
field tactic, triage, or treatment algorithm
in the literature.

Technology

The needs and priorities of EMS technol-
ogies remain relatively unaffected. Rec-
ommendations for cameras, field telem-
etry capacities, and redundant commu-

nication devices are present throughout
33,41,45,56,60,68,72,81,82.

The most interesting finding in relation to
modern technology is the previously men-
tioned incorporation of GIS and mathemat-
ical modelling in preparedness planning
4727475 Some of these models can also be
utilised in real time to complement deci-
sion making 7.

Consumables, medications, and equipment

As can be expected, developments relating
to consumables, medications, and equip-
ment are mostly dictated by the changes
in tactics. As the review period progress-
es, tourniquets and haemostatic bandages
become more prominent 35,36,39,41-43,48,53,55,58,70’
tranexamic acid is recommended for bleed-
ing patients more frequently 35365658 and
the adjustment of response equipment is
recommended for the requirements of the
current mission 464770,

It is noteworthy that the equipment rec-
ommended for CBRN-preparedness re-
mains fairly constant during the review pe-
riod. The medications, protective equip-
ment, and other equipment utilised when
responding to these threats has seen little
to no change in the last twenty years.

Best practices

The main current best practices in terror-
ism preparedness in EMS as derived from
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the findings are as follows. An all-hazards
approach 8122837516162 should be adapted
to preparedness planning, which should
be carried out on a larger scale than lo-
Ca”y 8,10,13,16,23,25,29,37,40—44,54,62,63_ Plans Sh0u|d
be exercised to ensure a smooth response
1218,2529.4161.8385  gnd these exercises should
include other responders 10.37:42:43,46,47,56,60,63,6
567687677 Feedback is to be collected from
exercises and hard responses, and the col-
lected feedback should be utilised to de-
velop actions in the field for the better
29.56,6066,7677 To assist planning and decision
making, modern technology may be uti-
lised 47275, and the use of gamified, net-
work-, and VR-based platforms for training
and education should be considered 7%,

Tactical casualty care guidelines should be
induded more Wldely 38,42,43,46,47,51,52,55,56’ in_
cluding a change from the classic ABCDE al-
gorithm to MARCH or C-ABC 3541:43:47.58.70.81,
Moving EMS action closer to the hot zone
in close coordination with law enforcement
should be considered to expedite treat-
ment and evacuation 3841:43.46525456.58,72 " |
addition to changes in planning and tactics,
EMS should be equipped to deal with these
contemporary threats, including adequate
personal protective equipment (CBRN and
ballistic) 9212829464770 gand the mental wel-
fare of first responders should be consid-

ered in planning, during calls, and after
Ca”S 36,37,60,66-71_

An overarching finding is that EMS opera-
tions should be standardised throughout.
This includes triage, field tactics, leadership
and management systems, patient informa-
tion systems, feedback collection, and train-
ing materials.

DISCUSSION

According to the results of the review, the
challenge of terrorism by conventional
means has influenced the development of
EMS preparedness in the last twenty years.
A main finding was an overall progress to-
wards a more standardised, proactive, and
flexible response. The best practices out-
lined above may be construed as the most
important results of this review.

In our modern global world, it is not opti-
mal for all EMS systems to generate their



own plans, standards, and tactics. Any
modern organisation should be sufficient-
ly open to identify the best practices coined
by others and not be too proud to embrace
them. Management in these organisations
must have the ability to own their possi-
bly inferior prior decisions and push for
change. Modern tools can and should be
used to facilitate this change.

The basics of preparedness planning should
be similar for all EMS systems. The prepar-
edness plan cannot be too detailed with-
out risking uselessness, and should allow
some real-time modifications during a de-
veloping response situation. Triage, prehos-
pital care, determining the destination for
patients, and transporting them there re-
main the core requirements of EMS provi-
sion. As these are the core competences of
EMS in an everyday setting, incorporating
the existing communication systems, pro-
tocols, cooperative relations between pro-
viders, and the capabilities of local health
services in the plans should make manoeu-
vring within the initial chaos easier.

The similarities between the tactics em-
ployed by those EMS systems who respond
to terrorism frequently can be viewed as
an outline of the current golden standard.
It is notable that these civilian EMS tactics
follow practices derived from military med-
icine. Development-friendly leadership will
go a long way in implementing these rec-
ommendations. However, such comprehen-
sive change requires not only commitment
from organisational management, but al-
so a political impetus. The hypothetical
long-term cost-effectiveness of standard-
ised field tactics and techniques can be of-
fered as a motivator when selling the idea,
as initiating the change will require mone-
tary investment.

The aforementioned mathematical models
and GIS tools provide new dimensions to
preparedness planning, with the ability to
run simulations with local resources prior to
an actual incident. In addition, a real-time
response may benefit from these tools to es-
tablish safe zones and manage response as-
sets with up-to-date information on the in-
cident location’s changing environment, the
capabilities and capacity of local treatment
facilities, and even real-time traffic updates.

19

However, not even a working tactic can be
implemented without the right equipment.
Treatment equipment should be suitable
for special patient groups such as paediat-
ric patients, who are expected to be among
the casualties of a terror attack. Special em-
phasis should be placed on adequate and
appropriate PPE for responders, as their
safety is paramount.

A common national framework for EMS all
the way down to the tactical level could
provide synergic benefits, but would not be
a solution by itself. Educating EMS respond-
ers in tactical thinking, procuring the nec-
essary equipment, and changing the basic
working model from reactive to proactive
will require more work. It is readily appar-
ent that Finnish EMS systems are already
taking steps to adapt to these new require-
ments. An excellent example of this is the
Tactical EMS (TEMS) -model that is current-
ly nationwide, albeit with regional differ-
ences in its adaptation and use.

This crucial change is ultimately likely to fail
wherever providers are not willing to shift
their basic paradigm for field tactics from
guaranteed safety to “safe enough” with-
in the boundaries of local laws and regu-
lations. Herein lies a major hurdle: it is not
only a matter of changing how the medi-

CENTRAL POINTS

e Emergency medical services prepa-
redness has shifted towards more
flexible, proactive measures.

e Threat profiles highlight the thre-
at of conventional weapons over
chemical, biological, radiological,
or nuclear ones.

* Preparedness should be standar-
dised over geographical and ope-
rational boundaries.

e Treatment should be brought close
to the patients even in situations of
elevated threat.

e Responder safety is paramount and
should be considered already at the
planning stage.
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TIVISTELMA

Terrorismi on yksi nykyajan haasteista
ensihoidon varautumisessa. Suuri muu-
tos ensihoidon varautumisessa terroris-
miin vuosina 2000-2020 on ollut paaasi-
allisen uhkakuvan muutos CBRN-uhista
konventionaalisin asein, rajahtein ja ajo-
neuvoin toteutettuun terrorismiin.

Ensihoidon toimintakonsepti tulisi pai-
vittaa vastaamaan naita moderneja vaa-
timuksia. Siirtyminen proaktiiviseen toi-
mintaan hallitsevasta reaktiivisesta toi-
minnasta vaatii ensihoidossa vastaavaa
paradigmamuutosta, jonka poliisivoimat
ovat kayneet lapi Yhdysvalloissa Colum-
binen kouluampumisen jalkimainingeis-
sa ja Suomessa Jokelan seka Kauhajoen
vastaavien hirmutekojen jalkeen. En-
sihoidolle tdama voisi tarkoittaa sellais-
ten taktiikoiden ja varusteiden kaytoén
omaksumista, jotka mahdollistaisivat
auttajien toiminnan lahempéana avun
tarpeessa olevia my6s korkeamman uh-
kan tilanteissa.

Tama katsaus tarkastelee ensihoidon va-
rautumista terrorismiin kuluneiden kah-
denkymmenen vuoden aikana, seka pyr-

cal services think, but other responding or-
ganisations must also be willing to accept
this change and invest time and effort in
coordinating their actions with the EMS’s
new way of operating. Law enforcement
and other responding security forces will
be at the heart of that change. While keep-
ing all this in mind, it bears repeating that
the safety of responders must remain as the
foremost consideration. A responder who
becomes a casualty is in no position to help
those in need.

STRENGTHS AND LIMITATIONS
OF THE REVIEW

Non-digital publications could have provid-
ed additional information relevant to the
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kii kokoamaan parhaiksi havaitut kay-
tanteet kaikkien ensihoidon toimijoiden
hydédynnettavaksi. Katsauksen tuloksia
voidaan hyoédyntaa milla tahansa tasol-
la ensihoidon toimintaa suunniteltaessa
ja toteutettaessa.

YDINASIAT

e Ensihoidon varautumisessa on siirryt-
ty kohti joustavampia, proaktiivisia
toimintamalleja.

e Uhkaprofiileissa painotetaan konven-
tionaalisia uhkia kemikaalisten, biolo-
gisten, radiologisten ja ydinuhkien si-
jaan.

e Varautumista tulisi yhdenmukaistaa
seka standardoida maantieteellisten
ja toimijarajojen ylitse.

e Hoito tulisi pyrkia saamaan mahdolli-
simman ldhelle potilaita my6s korke-
an uhkan tilanteissa.

e Auttajien turvallisuus on ensisijaisen
tarkeaa ja siihen pitaa jo varautumis-
suunnitelmissa kiinnittdd huomiota.

review, but they were excluded to ensure
the repeatability and thus credibility of the
review. In addition, the references of the
accepted publications were not included
in the material. This was another conscious
decision to keep the amount of research
material manageable.

All the review’s steps were conducted twice
in succession before moving on to the next
step to counteract any bias or omissions re-
sulting from the review being carried out
by a single researcher. The inclusion phase
of the review was especially prone to re-
searcher-induced error(s), because the re-
view included a substantial number of pub-
lications with varying methodologies. No
ethical permissions were requested due to
the nature of the review.



CONCLUSION

For countries where EMS systems have lim-
ited experience of responding to the threat
of contemporary terrorism, it may be advis-
able to learn from systems that have had
more exposure. It can be inferred from the
literature that systems which respond to
terrorism more frequently employ widely
similar techniques and tactics. Additional-
ly, research into the best practices of emer-
gency medical care must continue to ensure
the optimal use of responders and first re-
sponse systems in exceptional circumstanc-
es.

As a final note for any reader who has not
done so, it is recommended for EMS pro-
viders at all levels to familiarise themselves
with the Hartford Consensus statements by
the American College of Surgeons % and
TECC guidelines by the Committee for Tac-
tical Emergency Casualty Care #. Even with-
out a major change in the EMS paradigm,
these resources may aid and advise re-
sponders and medical systems in how best
to respond to high-threat calls.

Artikkeli on ldpikdynyt tieteellisen ver-
taisarviointiprosessin, ldahetetty lehteen
25.3.2023 ja hyvéksytty julkaistavaksi
17.10.2023.
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