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The case company’s existing signature process follows the traditional manual signing ap-
proach, where the client signs the contract first, followed by the supplier. This method neces-
sitates both the client and the supplier to be physically present in the office, assuming that
most companies do not provide printers and scanners for home offices. While this classic
signing method may have been effective in a pre-Covid-19 world, the evolving work land-
scape calls for the implementation of new methods for daily tasks.

This thesis is a report aimed at implementing a digital signature process for agreement ap-
provals between the case company and its clients. The thesis focuses on the utilization of a
specific Digital Signature platform within the case company, and additionally introduces two
major Digital Signature platforms as per the case company's request.

The objective of the thesis was to explore various solutions for digital signature processes
and highlight the key distinctions among them. While the testing phase involved a case com-
pany, this thesis aims to provide a neutral perspective, serving as a manual or concise intro-
duction to digital signing practices.

The research method for this case is statistical analysis, data is collected in statistically valid
manners via experiments, surveys and observations. Four client representatives took part in
the surveys and provided their opinion about digital signature.
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1. Introduction

In today's increasingly digitalized and evolving world, the value of efficiency and stream-
lined processes are held in high regard. Companies strive to minimize time-consuming
and unproductive tasks, continually seeking innovative solutions to reduce such burdens.
One significant development from the past that is now gaining prominence in the world’s

digitalized landscape is the digital signature.

The thesis is based on the case company’s need to implement digital signing platform to
use with their clients. The case company was a part of a larger entity referred to as the

"parent company” which, too, will remain anonymous throughout this thesis.

This thesis aimed at implementing a digital signature process for agreement approval
between the case company and their clients. At the onset of the Covid-19 pandemic and
subsequent lockdowns, the case company no longer required signed agreements from
their clients. Instead, client offers were approved via email messages. However, as the
Covid-19 lockdowns persisted, and remote work became the norm, it became necessary

to explore alternative processes.

The case company also looked solutions outside of the parent company. The parent
company employed Adobe Sign as their chosen platform, and according to the parent
company guidelines, the case company was restricted from adopting an alternative so-

lution without substantial justification.

1.1. Business Challenge

The existing signature process is a traditional manual signing procedure, with the client
signing the contract before the supplier. This approach necessitates the physical pres-
ence of both the customer and the supplier in an office setting, given that most compa-
nies do not provide printers and scanners for home offices. While this classic signing
method may have sufficed in a pre-Covid-19 world, the evolving work dynamics in the

present require the adoption of new methods for daily tasks.
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When the signing process relies on emails and scanning attachments, companies ex-
pose themselves to the risk of misunderstandings. In the absence of a final agreement
bearing signatures, both clients and suppliers can encounter challenges where deliver-
ables and outcomes fall short of expectations. For instance, when a supplier receives a
simple email note from a client stating, "Ok, approved,” it can create a situation where
the supplier might be tempted to commence the project without an official Statement of
Work.

When multiple individuals are involved in approving work agreements, there is a risk of
misunderstanding the agreed-upon terms and conditions. If modifications to the terms
and conditions occur during agreement negotiations and are not appended to the confir-
mation response, it introduces vulnerability to the project process. This oversight may
lead to actions being taken that were not part of the agreement or result in overlooked

elements of the agreed-upon terms.

An agreement conducted solely through email may lack the robust legal protection af-
forded by a formal contract. In the event of a dispute, substantiating the terms and obli-
gations becomes challenging without a written contract. This difficulty in proving the orig-
inal agreement extends to enforcing the terms of an informal email agreement, making

it more arduous to demonstrate what was initially agreed upon in case of a disagreement.

1.2. Objective and Scope

The aim of this thesis is to propose an alternative to traditional handwritten signatures
through the use of digital signatures in agreements. Legal requirements mandate the
keeping and archiving of contracts, and at times, agreements may fail to meet quality
standards without a proper signature or a record of the agreement. By implementing a
signed digital document, all parties involved will have a clear and reliable record of what
has been agreed upon, ensuring that everyone is on the same page regarding the terms

of the agreement.

The scope of the thesis is to research different solutions for digital signature solutions
and the main differences between them. While a specific case company has been uti-

lized as a testing ground for one such solution, the overarching aim of this thesis is to
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transcend company-specific contexts. It aspires to serve as an impartial and compre-
hensive resource, accessible as both a manual and a concise introduction to digital sign-

ing, tailored for a diverse audience.

The expected outcome of this thesis is an introduction about different ways of signing an
agreement, which can help different organizations when digitalizing office routines. The
thesis provides an overview of three major electronic signing platform providers, equip-
ping readers with insights into various electronic signing practices. By offering this com-
prehensive view, the thesis aims to empower different organizations seeking to navigate

the intricate landscape of digital signatures within their unique operational contexts.

1.2. Outline of thesis report

This thesis is organized into five main sections: existing knowledge, current state analy-
sis, updated process, alternative solutions, and conclusion. Prior to the writing of the
thesis, the case company found itself in the midst of a global pandemic. With no clear
resolution in sight, a decision was made within the case company to explore a new so-
lution for agreement approval. The thesis begins with a theoretical exploration of existing

knowledge on the subject of digital signing.

The second section delves into the current state analysis, providing insights into how the
process was managed during the pandemic. The updated process is then introduced,
encompassing a testing phase. During this phase, testing was conducted jointly by the

case company and the parent company.

In the fourth section, various alternative solutions are presented, addressing the case
company's expressed preferences. The final section, the conclusion, encapsulates rec-

ommendations tailored to the case company's specific circumstances.
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2. Method and Material

The research is carried out as an implementation project, given that the author was em-
ployed at the case company when the project was planned and implemented. This em-
ployment facilitated access to testing opportunities, especially during a crucial period

when a change in the process was deemed essential.

Figure 1 outlines the research design, depicting the project's stages and the data utilized
to achieve outcomes at each step. As shown in the Figure 1, the initial phase involved a
current state analysis conducted prior to the writing process, serving as a foundational
step. To ensure the project's direction was sound and to propose alternative solutions
for supporting the integrated process's unstable usage, a literature review was under-

taken.

OBJECTIVE:

Introduce digital solutions for signing agreements

1 1 lysis:
EXIStIng slrﬂgt[);:?\:esahi(:le;::sfflscunem — Prs'lz:gﬁ Data

knowledge e SWOT-analysis

Building framework of new process

Gathering information of different ) y _ . oa
solutions to replace the current [y Comparison of different service Existing

providers
s company

Literature process

Data analysis

Tryout of
Adobe Sign Building the proposal

Testing

Testing one solution P hase of
Adobe Sign

Comparison of different service

Building and validating proposal — providers

OUTCOME:
Manual for using digital signing and recommendations

Figure 1. The Research Design
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The results of the current state analysis provided a detailed account of the process at
the inception of this thesis, including its strengths and weaknesses. This analysis gener-
ated insights into how the process could be optimally enhanced. Subsequently, the cur-
rent state analysis was followed by a literature review focused on the identified develop-

ment areas.

2.1. Data collecting

The research method for this case is statistical analysis, data is collected in statistically
valid manners via experiments, surveys and observations. Data collection types, content

and outcome are displayed on Table 1.
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Table 1. Data Plan

Data Collection Type

Processing SOW with Current process Current process steps

standard method

Processing SOW with Current process, Current process steps,
temporary method Future state Strengths and weaknesses

Improvement ideas

Introducing electronic Current process, Current process steps,
signature solution to Future state Strengths and weaknesses
customers Improvement ideas

Processing SOW with Current process, Current process steps,
Adobe Sign Future state Strengths and weaknesses

Improvement ideas

Feedback questions Future state Strengths and weaknesses

Improvement ideas

The author has personally undertaken the task of observing data for the Current State
Analysis, as this endeavor has been treated as an independent project. In addition to the
author's observations, brief interviews were conducted to gather feedback from the cus-

tomers of the case company, who constitute the other party involved in this analysis. The
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data collection type column in the report outlines the specific phases during which ex-

perimental data was collected.

The primary objective of this initiative was to foster efficiency and continuity in operations.
The initial process involving Statements of Work (SOWSs) underwent a replacement ne-
cessitated by the shift to remote work forced by the Covid-19 pandemic. Although initially
conceived as a temporary solution, this altered process has persisted for over a year.
With an eye towards digitalization, the implementation of digital signatures is outstanding
way to step forward with something that may not have been done without external force

in the near future.
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3. Digital Signing

There are two types of digital signing:

e Electronic signature

e Digital signature

“i

According to the eIDAS Regulation, an electronic signature is defined as follows: “elec-
tronic signature’ means data in electronic form which is attached to or logically associ-
ated with other data in electronic form and which is used by the signatory to sign;” (eIDAS

Article 3.10)

A digital signature refers to a mathematical and cryptographic scheme that is used to
provide concrete and practical instances of electronic signatures. The definition given by
ETSI TR 119 100 is that of 'data appended to, or a cryptographic transformation of a
data unit that allows a recipient of the data unit to prove the source and integrity of the

data unit and protect against forgery e.g. by the recipient.’ (European Commission. 2022)

Digital signatures are commonly utilized to implement electronic signatures, but it is cru-
cial to note that not all electronic signatures qualify as digital signatures. In this thesis,
the concept of digital signatures is expounded upon in this chapter. Generally, the term

"digital signature" is used as a reference to a signature created digitally.

A digital signature serves as the electronic counterpart to a handwritten signature, offer-
ing assurance that the asserted signatory has endorsed the information or agreement.
In electronic transactions, authenticating and verifying electronic data is paramount. The
use of a digital signature allows for the verification of whether the information has under-
gone any alterations since it was signed. This attribute ensures the integrity of shared
information, fostering trust and consistency among involved parties. An appropriately
implemented digital signature algorithm adheres to the standards and regulations stipu-

lated by each party and government (Gallagher, 2009).

A Digital Signature is generated through cryptographic methods, primarily aiming to es-
tablish the authenticity of the originator. The fundamental purpose is to enable the recip-

ient of a message or document to authenticate the sender. A Digital Signature is unique
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to a specific user, ensuring that a valid one can verify the origin of a message from that
user. This characteristic allows for the verification of the initiator's authenticity at any
point following the creation of digital material. Additionally, it is crucial that the initiator

cannot later deny authorship of the document (Gallagher, 2009).

A digitally signed message or document cannot be altered without invalidating the sig-
nature. This principle holds true whether the message is encrypted or not. The presence
of a valid digital signature upon receiving a message or document assures that no un-
authorized alterations occurred during transit. Many platforms allow configuration speci-
fying which data the signatory (in this case, the client) can modify. This mechanism is
mutually applied to ensure that the initiator cannot modify or alter the data after the sig-
nature is added. (Gallagher, 2009.)

Ultimately, a digital signature serves as the electronic equivalent of a handwritten signa-
ture, signifying that a message or document has been acknowledged. When someone
digitally signs a document, they are unable to later deny their association with it. This
comprehensive mechanism ensures that both the document and the identity verification
process remain secure, preventing any possibility of denial of responsibility and liability
at a later stage. For the initiator, it safeguards against repudiation of their creation, and
for the recipient, it ensures they cannot, in any way, modify the content created by the

originator. (Pooja, 2018.)

3.1. Digital Signing in theory

With digital signatures, audit trail plays a central role in providing indisputable verification
of both the originality and integrity of the document. Through this meticulous record, the
initiator of the signature invitation gains the ability to scrutinize crucial details, including
the IP addresses of the signatories and the timestamps associated with each signature.
Essentially, the audit trail acts as an invaluable footprint, offering transparency and ac-

countability throughout the signing process. (SecureKey, 2023)

A digital signature algorithm comprises two primary processes: signature generation and
signature verification. The generation process is carried out by a signatory, while the
verification process is conducted by a verifier to authenticate the signature's validity.

Every signatory possesses a unique public and private key, serving as the owner of that
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specific key pair. During the signatory's signature generation process, the private key is

employed, as illustrated in Figure 2. (Gallagher, 2009, Pooja, 2018.)

Hash 101100110101
function

Hash

Data

Encrypt hash
using signer’s
private key

P

ﬂ 101100110111

\Certificate Signature -

Y‘

Attach to
data

ol

Digitally signed data

Figure 2. Generation process of a digitally signed data. (V Skills Certified, 2022.)

The exclusive entity authorized to utilize the private key for generating digital signatures
is the owner of the key pair. To demonstrate the data's integrity, the public key is em-
ployed to decrypt the signature into a hash. The validation process involves comparing
the hash derived from the data with the hash obtained from the signature. If these two
hashes match, as illustrated in Figure 3, it confirms that the digitally signed data has
remained unaltered and is deemed valid. (Gallagher, 2009.)
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Verification process of digitally signed data. (V Skills Certified, 2022.)

The sanctioned digital signature algorithms are crafted to prevent adversaries lacking

knowledge of the signatory's private key from producing an identical signature as the

signatory on a different message. In essence, these algorithms are engineered to ensure

that signatures cannot be forged. A number of alternative terms are used in this Standard

to refer to the signatory or key pair owner. An entity that intends to generate digital sig-

natures in the future may be referred to as the intended signatory. Before confirming the

authenticity of a signed message, the individual signing it is denoted as the "claimed

signatory" until a satisfactory level of assurance is established regarding their true iden-

tity. While the public key doesn't require confidentiality, it must be preserved in terms of

integrity. The verification of a properly signed message can be performed by anyone

using the public key. (Gallagher, 2009)
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3.2. Regulations of Digital Signing

In order to verify a digital signature, the verifier shall obtain the public key of the claimed
signatory. Using the appropriate digital signature algorithm, the domain parameters, the
public key and the newly computed message digest, the received digital signature is
verified in accordance with Digital signatory standard. If the verification process fails, no
inference can be made as to whether the data is correct, only that in using the specified
public key and the specified signature format, the digital signature cannot be verified for
that data. If the verification and assurance processes are successful, the digital signature
and signed data shall be considered valid. However, if a verification or assurance pro-
cess fails, the digital signature should be considered invalid. An organization’s policy

shall govern the action to be taken for an invalid digital signature. (Gallagher, 2009)

Electronic signature is a legal concept that is defined in the eIDAS regulation. The differ-
ent levels of electronic signatures are defined in the elIDAS Regulation (EU) No
910/2014. These three levels are shown in the table 2.

Table 2.  Three levels of electronic signatures

L

Used by the signatory for signing Identity of the signatory Same features as advanced
electronic signatore

Authenticity can not be proved Modified or forgot information can  Regulated, supervised and assessed
be detected
Name at the end of an email Created with a mobile certificate of  elDAS QSCD

online banking codes

The digital signature utilized by the Digital and Population Data Services Agency is a
form of digital information employed by the signatory for the purpose of signing. This type
of signature represents the lowest level of digital signature, often known as a simple
electronic signature. In its simplest form, it might be akin to the inclusion of a name at
the end of an email. However, it is important to note that the lowest level digital signature
lacks the ability to be definitively linked to a specific individual and cannot serve as a
means of authentication. (DVV, 2022). The lowest level of digital signature has been
used by the case company since Covid19 started, which is described with more detail in

the chapter 4.2. Current approval process due to exceptional times.
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The advanced electronic signature represents the second level of digital signatures. At
this level, the signature is intricately connected to the signatory, allowing for unique iden-
tification, and the data's authenticity can be verified. The advanced electronic signature
employs a private key in its creation, ensuring the security of the document's data, and
any alterations can be detected during the verification process, as it is represented in
Figure 3. The case company aims to achieve this level with its revised approval process.
The creation of an advanced electronic signature is possible through various means,
such as a mobile certificate or online banking codes. It's essential to note that an ad-
vanced electronic signature can be regarded as a form of digital signature. (DVV, 2022).
AdobeSign will meet the level of advanced electronic signature, as it is mentioned in
chapter 7. Different solutions for digital signing. As the advanced electronic signature
has the same features as qualified electronic signature, as it is stated in the Three levels
of electronic signatures table, this will meet the quality level for the case company. The
advanced electronic signature meets the elDAS regulations at the minimum level without

the qualified electronic signature creation device (QSCD).

A qualified electronic signature refers to an advanced electronic signature generated
using an elDAS qualified certificate and a creation device, such as a card chip, recog-
nized as an elDAS qualified electronic signature creation device (QSCD). This type of
signature validates both the document's data content and the signatory's identity, akin to
the advanced electronic signature previously mentioned. Notably, the devices employed
for electronic signature creation undergo more rigorous regulation, supervision, and as-
sessment. (DVV, 2022). The case company would have been able to reach this level, as
this is stated enable by Adobe Sign Solutions, as it will be mentioned in later chapters.
Although this level of signature is the most accurate, it is considered unsuitable for the

case company's needs.

A qualified electronic signature holds legal validity and is unquestionable throughout the
entire European Union. According to the eIDAS Regulation, the legal implications of a
qualified electronic signature are required to be equivalent to those of a handwritten sig-
nature. The devices responsible for generating qualified electronic signatures, referred
to as Qualified Electronic Signature Creation Devices (QSCD), boast robust security
measures to guard against external threats. (DVV, 2022). This level of electronic signa-
ture is used for example in the medical field, and therefore can be seen as an extra

secure solution for the case company purposes.
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The primary aim of electronic trust services is to guarantee the secure utilization of elec-
tronic services. The regulations governing electronic trust services are outlined in the
European Union's elIDAS Regulation. The eIDAS Regulation oversees the following trust

services:

. certificates, validation and preservation of electronic signatures
. certificates, validation or preservation of electronic seals

° electronic time stamps

o electronic registered delivery services

° certificates for website authentication.

All the later introduced platforms for digital signatures does meet elDAS regulation. For
the case company meeting the elDAS regulation is crucial, as the business is working in

European Union region.
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4. Current State Analysis

Before the Covid-19, normal approval process for the case company was to sign every
offer document manually. Same process will apply to several other companies. This pro-
cess is presented in Figure 5, and it can be said that this normal approval chain contains

ten steps in total from the client point of view.

Clients reviews ] "
and accepts by S CllentS%rWS the

email

Offer is sent to
the Client

Client sends it
back via email

Client scans the

Company prints

the SOW and Company Company scans

the documents

annexes signature

Signed
documents back
for Client

Figure 5. The process to get signed SOW in normal conditions.

The offer is made by the responsible manager, who also sends the offer to the clients.
Before the documents are sent to the clients, the signing process took time from three
case company representatives. This step can only be done in the office, which requires
active and physical presence. In the normal state, offer documents will have two signa-
tures from two responsible managers. Due to busy meeting schedules of the managers,
sending the offers to the clients could be delayed one to two days, if the managers were
not having any breaks in their days. Third representative was responsible for getting the

signatures from the managers.

After the offer is done and sent to the clients, they have been given usually two weeks’
time to evaluate and review the offer. In some cases if there is no harmony between the
parties, the expiration date can be pushed forward. At this point, if the clients approve

the offer and are willing to start it, give notice by email. After this, they should send the
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signed contract as an approvement, but it can also take a couple of weeks or so to really
get the signed contract. Client may have different ways to internally approve the offers,
which can affect their schedules to approve the contract. It has been stated that the work
should not start before the actually signed contract but many times the contract may

come after the actual start of the Project.

When the client is ready from their part of the signing process, it is the case company’s
turn to take the same process at their end. When the contract is signed by both parties,
a so called Contract package is made by printing all of the documents including annexes
related to the offer and all of those documents are scanned again to make an all-including

pdf-file. These files will be archived physically and to cloud services.

4.1. Strengths and weaknesses

A hand written signature is known process and can be included as a main strength as
listed in Figure 7. SWOT analysis of current state. When the process and protocols are
known by everyone involved, mistakes and misunderstandings are less likely to happen.
A Hand written signature is also widely recognized as legally binding, providing a robust
foundation for the enforceability of agreements. Physically signed agreements offer tan-

gible, clear documentation that is easy to archive and reference.

When the contract and attachments are sent to the client, it is not said that the recipient
of the offer email will be the one who is responsible for signing the contract. This can be
time-consuming, involving the printing, signing, and scanning of documents, potentially
causing delays. In the clients organizations there may be also multiple managers who
each have their own responsibility areas and these responsibility areas are not neces-
sarily shared too wide outside of their organizations. This means geographical con-
straints, as signatories must be physically present or engage in shipping documents,
introducing challenges for remote or international approvals. When people are mostly
physically in the offices, it can be said that business trips will affect the responsiveness
and will slow down the process. The process may contribute to paper waste and envi-
ronmental concerns, aligning less with sustainable practices. Organizations are also tak-
ing a leap to paperless offices as it can lead to cost reductions. Businesses can save
money on paper, ink, printing equipment, storage space, and the associated administra-

tive tasks involved in managing physical documents. Efficiency and productivity can be
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listed with environmental impact. Digital documents can be accessed, shared, and pro-
cessed much more efficiently than their physical counterparts. This streamlines work-
flows, reduces delays, and enhances overall productivity. Going paperless aligns with
sustainability goals, as it reduces the need for paper production and lowers the environ-

mental impact associated with printing, transportation, and disposal of paper waste.

STRENGTHS WEAKNESSES
Legal validity Time-consuming
Tradition and familiarity Geographical constraints
Clear Documentation Environmental impact
OPPORTUNITIES THREATS
Electronic Alternatives Legislative Changes
Automation Integration Document Integrity
Enhanced Security Resistance to Change

Figure 6. SWOT analysis of current state.

One of the opportunities, also mentioned in Figure 6. SWOT analysis of current state, is
that there is electronic alternatives, which are covered in this thesis. Exploring electronic
signature solutions can streamline the process, reducing time and environmental impact.
Digital documents can be accessed from anywhere with an internet connection, facilitat-
ing remote work and collaboration among team members who are working remotely.
Integrating automated systems can enhance tracking, reminders, and document man-
agement, improving overall efficiency. Automated reminders secure the schedule of the
project, as the projects can be started as scheduled if the agreements are processed in

the given timeframe.

Digital documents can be easily searched, archived, and retrieved, saving time that
would be spent manually searching through physical files. Although the physical archive
could be needed in some cases, it is easier to search the signed document from a digital

archive. One key benefit is the security of storing in multiple locations. This not only
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mitigates the risk of data loss resulting from disasters like fire or flooding but also ensures

the availability of critical information when needed.

Moreover, digital document management systems come equipped with features de-
signed to facilitate compliance with regulatory requirements. These features include ro-
bust audit trails, version control mechanisms, and advanced security measures. The in-
tegration of these functionalities empowers organizations to maintain a meticulous rec-
ord of document activities, revisions, and access, aligning seamlessly with regulatory
standards. As technology continues to advance, the feasibility and efficiency of transi-
tioning to paperless operations become increasingly apparent. These technological ad-
vancements not only streamline workflows but also contribute to the overall sustainability

and resilience of modern businesses.

While the adoption of digital document management brings numerous advantages, chal-
lenges and considerations must be addressed to ensure the integrity and effectiveness
of the process. One notable challenge that can happen is instances where clients sign
contracts, but the documents fail to reach the organization. This poses a significant
threat, particularly during audits or compliance checks. In the absence of the signed con-
tracts, there is no clear reference point, leaving the company vulnerable to disputes and

uncertainties.

Evolving regulations on electronic signatures and increasing digitalization may impact
the acceptance and validity of manually signed agreements. The lack of a documented
path for agreements raises concerns about the potential addition or deletion of clauses
in the statement of work. Risks of document tampering or loss exist during the physical
transportation of printed agreements can be seen as a threat. Disagreements between
parties may arise due to the absence of a trail, impacting the overall credibility and trust
in the agreement process. Addressing these challenges requires a combination of tech-
nological enhancements, secure delivery methods, regular audits, and legal consultation
to ensure a seamless transition to paperless operations while maintaining the integrity

of crucial agreements.
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4.2. Current approval process due exceptional times

With the global impact of Covid-19 necessitating widespread remote work due to lock-
downs, the case company implemented a temporary solution to sustain agreement-re-
lated operations. The customary practice of sending offers to clients via email persisted,
and if accepted, clients would respond through email. Notably, in a majority of cases,
client responses were succinct, often comprising a simple "ok," signaling the acceptance
of the offer and providing the green light to commence work. This streamlined approach
became a pragmatic workaround during the challenging circumstances imposed by the

pandemic.

Recognizing the initial implementation as a temporary solution, the prolonged nature of
lockdowns prompted the need for a more sustainable method to sign agreements. De-
spite the apparent strengths of this approach, as depicted in Figure 7, the increasing
visibility of its weaknesses and potential threats necessitated a reevaluation of the pro-
cess. The case company acknowledged the need for a more robust and enduring solu-
tion to address the evolving challenges and uncertainties posed by the ongoing lockdown

conditions.

The primary distinction in the usual approval process arises from shifts in working habits,
particularly the widespread adoption of remote and home-based working hours. Given
that many companies typically do not provide printers and scanners for home use, the

traditional method of manual signing becomes nearly impractical for individuals working
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outside the office environment. The challenges posed by this change in working dynam-
ics necessitate a reevaluation and adaptation of the approval processes, prompting a

closer look at digital alternatives like electronic signatures.

STRENGHTS WEAKNESSES
Efficient Limited details
Accessibility Legal validity
Cost effective Process time
OPPORTUNITIES THREATS
Automation Security
Digital Signature Regulatory compliance
Improved communication Client verification
Figure 7. SWOT analysis of approval process due to exceptional times

The positive outcome of working from home is the standard email using and following,
because all the work is now happening through the computers. When the employees are
constantly available to approve the contract that has been send via email, approvements
can be done in a quick schedule. This process requires minimal effort and time from the
client. When the email is enough to approve the contract, it can be said that the approving
is happening a lot faster than before, when the contract was approved after the signing.
The electronic nature of the process reduces the need for physical documentation, low-

ering associated costs.

The weaknesses of the email signings is the missing documents. The case company’s
clients do not have to forward the attachments they have approved, and this risk may
lead to misunderstandings. Possible risks in these situations are for example modified
agreement if it has not followed with approval, and something has not been done due to
this misunderstanding. Also there is a risk that the original offer email has been mistyped
and does not match the contract number, and due to the approvement and agreement
will be connected wrongly. Depending on jurisdiction, an informal "Ok" may lack the legal

validity of a formal signature, raising concerns about enforceability.
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Integration with automated systems can enhance tracking and documentation, reducing
manual intervention. Implementing a more formal digital signature process can enhance
legal validity and security. Email can be seen to encourage clients to provide additional
comments or questions, fostering clearer communication and reducing potential misun-
derstandings, but as also mentioned in weaknesses, therefore this can be seen a little

bit controversial issue.

Confirming the identity of the client responding with an "Ok" may present challenges,
giving rise to concerns regarding unauthorized approvals. There is a potential scenario
where an individual from the client's site could respond to the email, indicating approval
before the authorized signatory with signature rights has reviewed the offer. This poses

a risk to the authenticity of the approval process.

Email-based approvals are vulnerable to security threats, underlining the importance of
implementing robust encryption and authentication measures. Without proper safe-
guards, unauthorized access and responses could compromise the integrity of the ap-
proval system. Moreover, the landscape of regulations governing electronic signatures
and approvals is evolving. Changes in these regulations may influence the validity and
acceptance of informal responses like the "Ok" reply. Organizations relying on such
methods should stay abreast of these regulatory shifts to ensure ongoing compliance

and the legal standing of their approval processes.

To see the clients’ opinion for implementing the new process to sign the agreements, the

following questions were asked in the client interview:

o How comfortable are you with the idea of signing contracts digitally?

. Have you signed any contracts digitally in the past? If yes, how was your
experience?

. What authentication methods do you find most secure and convenient for
digital signing?

. Are you open to using third-party authentication methods, such as banking
codes or mobile ID for added security?

. What concerns, if any, do you have about signing contracts digitally?

. Are there any specific aspects of digital signing that make you hesitant or
uncertain?

o How important is the accessibility of digital signing platforms to you?
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. What features do you consider essential for digital signing platform to be
convenient for you?

o Would you be interested in training or informational sessions on how to use
a digital signing platform?

° What challenges do you foresee in transitioning from manual signing to
digital signing?

Four representatives from the clients side participated in a survey regarding the adoption
of the digital signing process. All of these clients have previously utilized digital signing
platforms. According to their collective experience, they encountered little to no issues,

and any challenges were minor enough not to warrant significant attention.

Despite the unanimous agreement among clients that digital signatures with bank au-
thentication are the most secure, only two customers expressed willingness to use their
personal banking details for authentication in work-related scenarios. Notably, clients did
not harbor any active concerns regarding the digital signing of contracts. There was a
shared enthusiasm among them to embrace digital signing, particularly because the
Covid-19 pandemic necessitated remote work for everyone. Given the remote work sce-
nario, all clients emphasized the importance of having access to signing capabilities be-

yond the corporate network.
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5. Updated approval process

The goal of updating the contract approval process is to enhance its efficiency and sim-
plicity. In an ideal scenario, the process would involve only a few steps and be completed
within a matter of minutes. As illustrated in Figure 8, the updated process requires sig-
nificantly fewer steps compared to the manual approval method, aligning with the goal
of streamlining and expediting the overall contract approval procedure. The envisioned

outcome is a more agile and responsive system that optimizes time and resource.

Client reviews Offer documents

Offer is sent to and accepts by [N are sent to

Company

the client email

Automatic email
for Client and
Company when
signing is ready

Automatic email . .
to Client and Signature with

Company link for Adobe Sign
signing

Figure 8. The Signing Process after the update. All the manual printing and scanning can be
set aside.

The contract will continue to be presented through email, preserving the familiar method,
albeit with a digital signature feature. The offer itself will stipulate the duration within
which the client can assess and provide their acceptance. Typically, this timeframe
spans around 14 days, though variations may occur, ranging from the following day to
over a month. Prior to the conclusion of the offer period, clients have the opportunity to
designate the individual responsible for signing the Statement of Work (SOW) if they

have given their approval to the offer.

While some clients may consistently assign the same contacts for every contract, there
is also the potential for variations. Different contacts may be designated to sign contracts,
each with a specific or diverse focus area, such as distinct solution domains, ensuring

flexibility and adaptability to the unique requirements of each agreement.

5.1. Strengths and weaknesses of new process

The SWOT analysis of the new process, where the agreements are signed digitally. The
analysis delves into the multifaceted aspects of this technology, exploring its impact on
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security, efficiency, legal standing, and the broader implications for organizational work-

flows.

One of the primary strengths of employing digital signatures for agreement confirmation
lies in the heightened security and authentication they offer. This method not only en-
sures the integrity of the agreement but also provides a level of authenticity that is often
challenging to achieve with traditional, paper-based signatures. The efficiency gains de-
rived from digital signatures present another notable strength, streamlining the confirma-
tion process and reducing the time traditionally associated with physical signatures. Ad-
ditionally, the legal recognition of digital signatures in many jurisdictions strengthens their
position as a reliable and enforceable means of confirming agreements. Digital signing
allows parties to sigh documents from anywhere with an internet connection, facilitating
remote work and global collaboration, which could be considered as a huge advantage

compared to traditional manual signature.

Despite the advantages, digital signatures are not immune to challenges, as it is pre-
sented in Figure 9. Some individuals may encounter technological barriers, hindering the
seamless adoption of this method. Moreover, there may be initial implementation costs
associated with acquiring and implementing the necessary technology and conducting
requisite training. Understanding and addressing these weaknesses is crucial for the

successful incorporation of digital signatures into the agreement confirmation process.

STRENGHTS WEAKNESSES
Security and Authentication Technological Barriers
Efficiency and Speed Initial Implementation Costs

Remote Accessibility

OPPORTUNITIES THREATS
Integration with Workflow Systems Legal and Regulatory Changes
Advanced Security Features Resistance to Change

Cybersecurity Risks

Figure 9. SWOT analysis of updated process
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The integration of digital signatures into existing workflow systems presents a significant
opportunity to enhance the overall business process automation. Continuous advance-
ments in digital signature technology open avenues for the adoption of enhanced secu-
rity features, further fortifying agreements against potential threats. The opportunities
extend beyond mere confirmation, potentially influencing broader organizational effi-

ciency and technological advancement.

While digital signatures offer a secure and efficient solution, they are not without threats.
The dynamic nature of legal and regulatory landscapes poses a threat to the acceptance
and validity of digital signatures. Ongoing compliance monitoring is essential to mitigate
risks associated with potential legal changes. Resistance to change from stakeholders
accustomed to traditional methods and the inherent cybersecurity risks associated with

digital platforms also present significant threats that warrant careful consideration.

In the use of digital signing, where direct contact with other parties can be minimized,
effective communication becomes more crucial. As mentioned in the earlier chapters,
different managers may have different responsibility areas, underscoring the importance
of communication, particularly when contracts are send to the clients. This ensures that
the documents are directed to the appropriate individuals from the organization. In these
cases, miscommunication can have consequential outcomes. Sending contracts to the
wrong person might result in the signing request getting lost amidst a barrage of emails.
Some clients may be on the alert of opening unfamiliar links, especially if they are not
anticipating signing requests. This presents a risk of the contract being overlooked or not

reaching the intended signatory.

The internal transmission of information within companies is equally critical. Failure to
relay essential details internally may lead to scenarios where contracts remain unap-
proved, lacking a structured follow-up process. Therefore, establishing clear communi-
cation channels, both externally with clients and internally within the organization, is im-
perative to ensure the seamless progress of the digital signing process and mitigate po-

tential risks associated with misdirected or overlooked contracts.
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6. Testing of Updated process with Adobe Sign

Within the operational infrastructure of the case company, digital signing requests are
channeled through their proprietary service, referred as Signing solution. This dedicated
platform seamlessly integrates with Adobe Sign, serving as the conduit for the actual
signing process. To maintain confidentiality and security, the submitted contracts are
discreetly labeled as letters X, Y, Z, and Q, guarding against the disclosure of sensitive

information.

Upon client approval via email and completion of the submission form, the contract doc-
uments are forwarded to the Signing solution team. This team is responsible for upload-
ing the documents to Adobe Sign and initiating the signing requests, which are then
distributed to both the client and the case company management. Ideally, this entire

process is expected to transpire within a few days.

However, a closer examination of the submissions reveals that the process encounters
some challenges that impact its smooth progression. The time span for contracts to be
uploaded varies, ranging from one to six days. Uncovering inconsistencies in outcomes
despite identical selections in each submission raises concerns and prompts a closer

examination of the underlying issues within the digital signing workflow.

6.1. Contract X

While many contract submissions unfolded seamlessly, filled with the requisite infor-
mation and returned with the necessary signatures, a few anomalies surfaced. These
irregularities, seemingly stemming from minor time disparities between the program and

real-time events, introduced variations into an otherwise efficient process.

In one instance, an automated notification flagged that a contract still lacked the client's
signature. Surprisingly, upon inquiry, the client confirmed that they had signed the doc-
ument a few hours prior. This discrepancy prompted the Signing solution team to inves-
tigate potential technical glitches related to signatures. After a thorough examination, the

client's signature eventually registered in the system a few hours later, allowing the con-
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tract to proceed to the approval stage within the case company. This incident under-
scores the importance of promptly addressing and resolving technical issues to ensure

the fluidity of the digital signing workflow.

6.2. ContractY

The processing of Contract Y through the Signing solution service encountered a signif-
icant setback. After eight working days, the contract was unexpectedly returned to the
sender. The Signing solution team cited the reason that the case company was not rec-

ognized.

Despite efforts to clarify the situation with Signing solution, the issue persisted and could
not be rectified. Consequently, Contract Y was unable to undergo processing through
the service. In response to this hurdle, the contract was archived, accompanied by an
email message from the client explicitly expressing the intention to proceed with the work
despite the processing challenges encountered. This instance underscores the im-
portance of adaptability and contingency planning to navigate unforeseen obstacles in

the digital signing process.

6.3. Contract Z

The submission of Contract Z through the Signing solution service encountered a note-
worthy discrepancy. Following the standard procedure, the client received a notification
indicating that there was a contract requiring their signature. The client promptly

acknowledged signing it as per the agreed terms.

However, automated reminders were triggered, indicating that the client had not signed
the agreement. Upon reaching out to the client, they asserted that they had indeed
signed the contract through the program. Contrary to the client's confirmation, the signa-

tures failed to register.

This unexpected hiccup highlights the importance of real-time synchronization and com-

munication between different platforms within the digital signing process. Addressing
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such anomalies promptly is crucial to ensure the accuracy and reliability of the digital

signing workflow.

6.4. Contract Q

Contract Q served as an embodiment of various weaknesses inherent in digital signing
processes. The initiation of the contract documents took place at the beginning of the
month and was submitted to the Signing solution service. The ensuing timeline revealed

a series of challenges:

¢ Acknowledgment Delays: Seven working days transpired before the Signing solution
team confirmed receipt of the submission, leading to an initial delay in the process.

o False Notification: After an additional seven days, the Signing solution team notified
that the document had not been signed, despite the client's assertion of completing
the signing process.

¢ Client Confirmation: Seeking clarification, the client confirmed having signed the doc-
ument, introducing confusion regarding the status of the signing process.

o Delayed Update: A day after client confirmation, Signing solution belatedly updated
to reflect that the client had indeed signed the document.

¢ Unnecessary Follow-up: Subsequently, the system automatically prompted another
individual from the same client to sign the document, even though the initial signing

had been confirmed.
This intricate case emphasized the need for enhanced communication and streamlined

notification processes within digital signing platforms to minimize confusion and ensure

a more efficient workflow for all parties involved.

6.5. Feedback, setbacks and problems

After the digital signing process was implemented, feedback from the clients was gath-

ered with another survey. The survey had the following questions:

o How would you describe your overall experience with digitally signing con-
tracts?
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. On a scale of 1 to 10, how user-friendly do you find the digital signing pro-
cess?

. In comparison to the traditional manual signing process, how would you
rate the efficiency of digital signing process?

° Have you noticed a difference in the time it takes to complete the signing
process digitally?

. Do you find the digital signing platform accessible and convenient for your
needs?

° How do you feel about the notifications and reminders sent during the dig-
ital signing process?

o Have you needed to seek technical support while using the digital signing
platform?

° Are there any features or aspects of digital signing process that you think
could be improved?

The overall experience with digital signing was positive for all clients, despite encounter-
ing a few issues. The clients expressed enthusiasm for the process and expressed a
desire to use it for various types of agreements. The average score for user-friendliness
was a robust 8 in the scale 1 to 10. While the signing speed was not perceived as ex-
ceptionally fast by the clients, the digital signing process was deemed efficient enough.
Notifications were effective in reaching the clients, and the platform was easily accessi-
ble via computer. Interestingly, none of the clients attempted to use digital signing via

mobile devices.

The implementation of the Digital Signing Process was met with a mix of acceptance and
skepticism from clients. One prevalent concern among clients was whether they needed
to use their own banking IDs for signing agreements. This apprehension was effectively
addressed with Adobe Sign, which facilitated the pointing of agreements to the correct

signatory through email links, eliminating the need for banking IDs.

One client inquired whether they could initiate the signing process through their own
client-facing system, allowing them to send the signing request rather than a representa-
tive from the case company. However, the case company firmly rejected this option,
emphasizing the necessity of using the system employed by the parent company. Adopt-
ing different signing methods with various clients would have introduced complications
and undermined uniformity in the signing process.

Similarly, within the case company, the primary concern mirrored that of clients — en-

suring the safety of agreements and appendices when accessed through email links.
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7. Different solutions for digital signing
There are multiple suppliers for digital signing. Selecting a digital signing platform in-
volves careful consideration of various factors to ensure that it meets the specific needs

and requirements of the organization.

Table 3. Overview of the three solutions that are introduced in this Thesis, pricing from year
2022.

- License / user Unlimited Max. 5 license
User qty
R 6 Unlimited 240-600pcs/year Unlimited

e-signature, digital sig- Strong or light authen- Multiple levels

Adobe Sign Visma Sign

US$14.99/mol/license  25-55EUR/mo US$40/mollicense

Annual commitment Annual commitment Annual commitment

Level of Electronic
nature or combination tication

Signature

Authentication Email or/and pass- Banking ID or light au- Email or/and pass-

word authentication thentication with visi- word authentication
method

ble trail

Yes Yes Yes
Meets elDAS regula-

tion
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The most important thing to consider regarding digital signing providers, is that the plat-
form adheres to industry-standard security measures. It needs to be verified, if the plat-
form complies with relevant regulations and standards, eIDAS in Europe which is briefly
introduced in chapter Regulations of Digital Signing. The systems that are introduced in

the following chapters, all meet eIDAS regulation, as mentioned also in the table 3.

As there are different authentication options offered, the selected authentication option
needs to meet internal and external requirements, such as multi-factor authentication, to
enhance the security of the signing process. The selected platform needs to provide a
reliable method to verify the identity of signatories. The platform's capability to generate
comprehensive audit trails, documenting the entire signing process, as explained in the
chapter Digital Signing in Theory. Assess the platform's record-keeping features, includ-

ing document storage and retrieval.

It is also good to consider the scalability of the platform to accommodate the organiza-
tion's growing needs. This means if there can be users added to the platform, or if there
are any limitations to how many documents could be signed through a certain price
break. New systems also have costs to the companies when implemented and main-
tained. It is important for the companies’ that wants to implement digital signing solution
understand the pricing model of the signing platform. Different charging types can be
based by any subscription fees, transaction-based charges, combination of these two

and other additional costs could be implemented.

7.1. Adobe Sign

Adobe Sign is the program that has been adopted by the case company, but other sig-

nature platforms were also discussed before implementing it.

Adobe claims that their approach to digital signatures offers greater flexibility compared
to other signature solutions. With Acrobat Sign Solutions, a comprehensive signing pro-
cesses can be established, incorporating digital signatures, e-signatures, or a blend of
both. This flexibility enables the creation of workflows tailored to the company's specific
compliance or risk profile. Adobe is compatible with a wide range of secure signature

creation devices, including USB tokens, smart cards, and cloud-based digital certificates.
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Users have the freedom to collaborate with their preferred certificate authority or
timestamp authority, with support for numerous trusted authorities through the European
Union Trusted List (EUTL) and the Adobe Approved Trust List (AATL). The Signing so-
lution service department in the case company utilized Adobe Sign as the platform for

digital signatures, employing the e-signature method. (Adobe, 2022.)

Acrobat Sign Solutions enables organizations in the European Union to implement sig-
nature processes that adhere to the requirements of both Advanced Electronic Signa-
tures (AdES) and Qualified Electronic Signatures (QES) as outlined in the electronic

identification and trust services (eIDAS) regulation. (Adobe, 2022.)

7.2. Visma Sign

In the realm of digital signatures, Visma Sign stands out by offering heightened security
features, particularly with its emphasis on the creation of a comprehensive audit trail. As
highlighted by Visma, the utilization of a digital signature in Visma Sign is considered
more secure compared to traditional signatures, primarily due to the incorporation of this

digital trace, known as an audit trail.

In Visma Sign the signatures are compounded to the document and each page is
stamped with the information of the audit trail as well as the unique document verification

code. This code enables verification of the document afterwards. (Visma, 2022.)

With Visma Sign, the collector, the case company, is the one who determines whether
the document requires a strong or light authentication. Strong authentication uses a third
party, such as banking codes or mobile ID, to confirm the identity. In a sign document,
the names, timestamps and information on which country’s authentication method were
used in the signature event are visible. While Visma Sign advocates for the use of strong
authentication, it particularly emphasizes its significance in scenarios where the signer
is not personally known or when the signature involves a financial commitment. (Visma,
2022.)

In certain contexts, like internal processes within the case company, the stringent re-
quirements of strong authentication may not be imperative. This is where the light au-

thentication process comes into play, allowing the signer to digitally draw their signature
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in the designated field. Light authentication proves advantageous, especially when sig-
natories are situated outside the Nordic region, where the use of Nordic mobile IDs or

banking codes may not be feasible (Visma, 2022.)

Even with lightly authenticated signatures, Visma Sign ensures verifiability post-signing.
The signed document displays not only the digital signature but also provides visibility
into the printed name, email address, and IP address of the signatory, offering a com-

prehensive overview for subsequent validation. (Visma, 2022)

7.3. DocuSign

DocusSign is also one that was mentioned by the case company, when digital signatures
were mentioned first time. According to DocuSign's statistics, 82% of agreements are
successfully completed in less than a day, with almost a half of processes taking less
than 15 minutes. This not only reflects the speed and efficiency of their platform but also
translates to an average savings of $36 per agreement, as DocuSign stated. (DocuSign,
2022.)

DocuSign offers product features that claim to make documents compatible and acces-
sible. DocuSign does not limit support just for a certain type of document, and they are
listing to support almost any possible file format. The users of DocuSign can be guided
to fill out the specific fields and information by using Tags, that can be standard or cus-
tomized if needed. In the case of multiple documents, the platform allows to control the
visibility of each document, and signatories can be restricted to access individual docu-
ments. (DocuSign, 2022.)

DocusSign offers a dynamic range of options for signing documents, providing users with
flexibility in the signing process. The documents can be signed using different routing
methods, including serial, parallel, and mixed routing. In practical terms, this flexibility
allows companies to decide whether a document can be signed all at once or if it requires
signatures from each signatory one by one. This adaptability is particularly valuable
when dealing with various document signing scenarios. For organizations engaging in
high-volume communication with employees and customers, DocuSign introduces its
Bulk Send feature. This feature streamlines the process by allowing the importation of a

list of signatories. Subsequently, each recipient receives a unique copy of the document
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to sign. This approach eliminates the need for a one-by-one signing approach, enhanc-
ing efficiency in large-scale document distribution and signing processes. (DocuSign,
2022.). With the case company’s needs Bulk Send feature is not seen as necessity, as
agreements are issued per clients, but some other organization could benefit from this

feature more.

DocuSign's eSignature platform aligns with regulatory standards such as the U.S. ESIGN
Act, UETA, and the EU elDAS Regulation, ensuring a secure and legally recognized
digital signing process. DocuSign states that they automatically generate and store an
audit trail for every agreement, this serves as a detailed record, providing transparency
and accountability throughout the entire signing process. They also offer different kind

or authentication methods that can be used to prove the signatory’s identity:

° Email authentication, with this method only signatories that are invited via
email to sign the document can sign it

. Access code authentication, where sender-generated code is provided in
order to open and sign documents

° SMS Authentication, where signatory receives one-time passcode that re-
cipients need to enter in able to access the documents

. Phone Authentication, where signatory makes a phone call where they
need to enter their name and access code to review and sign documents

. Third-Party Authentication, requires additional set of third-party account
credentials from Salesforce, Google, Yahoo! Or Microsoft

. ID verification, where the photo of signatory's ID is compared and matched
against the agreement information

For added transparency and authentication, all signed DocuSign documents come with
a certificate of completion. This certificate serves as conclusive proof of the signing pro-
cess for all parties involved in the transaction. It incorporates essential information ex-
tracted from the audit trail, presenting details on who signed, timestamps indicating when
and where each signature occurred, and the finalized document itself. This ensures a

thorough and verifiable record of the entire signing journey. (DocuSign, 2022.)
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8. Conclusions and Summary

The 2019 global pandemic of Covid-19 acted as a catalyst, for most companies to con-
front their digitalization shortcomings. The following years of Covid-19 have transformed
the daily operations of the companies, including the case company. Despite occasional
improvements in the global situation, the evident shift towards a more permanent em-

brace of remote work is unmistakable.

The case company encountered similar challenges to those experienced by many other
businesses during the Covid-19 pandemic. Consequently, the thesis served as a foun-
dational resource for a report on the Digital Signing Process tailored to the specific needs
of the case company. Decisions were informed by the insights gained from the testing

phase of the Digital Signing Process.

The objective of enhancing the contract approval process was to streamline and expedite
the entire procedure. In an ideal scenario, the process would involve only a few steps,
ensuring quick completion within a matter of minutes. The contract initiation would follow
the traditional approach of being offered via email, though with a digital signature. The
offer's terms would dictate the evaluation period for the client's acceptance, typically
spanning around 14 days, although this timeframe could vary, ranging from the next day
to over a month. Prior to the offer's expiration, the client could specify the designated
signatory for the Statement of Work. While some clients might consistently use the same
contacts for each contract, there exists the possibility of different contacts signing con-

tracts related to specific or diverse solution areas.

As remote work solidifies its position as a standard practice, the challenges associated
with tethering individuals to specific times and locations become increasingly apparent.
Embracing digital solutions for signing contracts and agreements aligns with the evolving
needs of the case company in this modern work landscape. However, the test phase
highlighted certain setbacks and additional work introduced by the Signing solution ser-
vice. While the service demonstrated efficiency when it worked seamlessly, the digital
signing process's issues stemmed not from the service provider itself but from external

factors.
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Clients adopted the Digital Signing Process well, and following a trial period of a few
months, they became fluent in digitally signing agreements. Some clients even proac-
tively inquired about the option, demonstrating a high level of enthusiasm. In conclusion,
the thesis recommends that the case company should consider implementing the Digital

Signing Process.

After introducing three digital signing providers, Adobe, Visma, and DocuSign, it was
observed that there are no significant differences among these providers. Notably, in
terms of cost-effectiveness, Visma Sign appears to be the most affordable option for the
case company, offering an unlimited number of users. With Visma Sign, the collector
(the case company) has the authority to determine whether a document requires strong
or light authentication. Strong authentication involves a third party, such as banking

codes or mobile ID, to confirm the identity.

In a signed document using Visma Sign, the names, timestamps, and information re-
garding the country's authentication method used in the signature event are visible.
While Visma recommends the use of strong authentication, it is noteworthy that light
authentication is also possible. This flexibility addresses concerns raised by clients who
may be hesitant to use their private banking IDs as an authentication method in a pro-

fessional setting.

In general, this thesis introduced the concept of Digital Signing for the case company,

providing insights that can be applicable to other companies as well.
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