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Abstract 

Key objective for this research was to identify modern, current-day network monitoring tools’ capabilities, 
which are designed for industrial customers. Organizations which want to improve their cyber security ma-
turity and increase preparedness level, one development area is implementing a network monitoring sys-
tem. 
 
Research consisted of identifying and analyzing network monitoring tools, which are purpose built towards 
industrial applications. The preliminary research and suggestions directed this research towards different 
software vendors.  
 
Operational side of this research consisted of evaluating functionalities of the tools. The following function-
alities were evaluated: what kind of first impression does the tool provide, how available the tool is, how 
does the tool compare to established evaluation criteria. Based on the established evaluation criteria, a sin-
gle tool was selected and assessed in a laboratory environment with exploratory testing. 
 
The research implies that even though there are tools available to increase capability in general network 
monitoring, path to increasing it in an industrial environment is not as straightforward. The root cause is 
mainly due to tools not supporting vendor-specific industrial protocols. In addition, scarcity of available 
technical information regarding industrial environments should be taken into account. 
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Tiivistelmä 

Tutkimuksen päätavoitteena oli selvittää nykyaikaisten, teollisuuden asiakkaille suunnattujen verkkomo-
nitorointityökalujen toimintakykyä. Yritykset, jotka haluavat kehittää kyberturvallisuutensa kypsyystasoa ja 
parantaa varautumisastettansa, yksi kehityksen osa-alueista on verkkomonitorointijärjestelmän käyttöön-
otto. 
 
Tutkimus koostui verkkomonitorointityökalujen löytämisestä sekä analysoimisesta, jotka ovat tarkoitettu 
sekä suunniteltu teollisen ympäristön vaatimuksia ajatellen. Alustava selvitys ja käytännön ohjeistus antoi 
suuntaa tälle tutkimukselle eri ohjelmistotoimittajien osalta. 
 
Tutkimuksen käytännön osuus muodostui eri työkalujen kyvykkyyksien arvioinnista. Nämä kohdistuivat seu-
raaviin aihealueisiin: minkälaisen ensivaikutelman työkalu antaa, miten hyvin se on saatavilla, sekä miten 
työkalun ominaisuudet sopivat ennalta määriteltyihin arviointikriteereihin. Kriteeristön perusteella valittiin 
yksi työkalu, jota arvioitiin laboratorioympäristössä tutkivan testauksen menetelmillä. 
 
Tutkimuksesta voidaan päätellä, että vaikka on olemassa erilaisia työkaluja yleisen verkkomonitoroinnin 
kyvykkyyden kasvattamiseen, se ei ole yhtä suoraviivaista teollisessa ympäristössä. Juurisyy tähän on se, 
että työkalut eivät välttämättä tue teollisuuden laitetoimittajakohtaisia protokollia. Lisäksi on otettava 
myös huomioon teollisen ympäristön saatavilla olevan teknisen tiedon niukkuus. 
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1 Introduction 

A general rule of thumb towards Cyber Security is the principle “defense in depth.” In order to best 

secure an environment, multiple different controls needs to be implemented with different protec-

tion angles, which affect different areas on the system as a whole. (Knapp & Samani, 2013) 

Typically, an organizations’ IT assets have been the first and most visible target towards bad actors. 

Therefore, businesses have had inherent driving factors on protecting IT related assets. Unfortu-

nately, the same cannot be stated from operational technology’s point of view. Operational tech-

nology in recent years has matured to a point, in which devices in the area have become more in-

terconnected and smarter. Such things as Industrial IoT or Industry 4.0 have developed in the 

background in increasing productivity and effectiveness of production lines. However, the same ma-

turing has not applied on general outlook of OT related cyber security areas. Still, in the industry 

attitude towards OT is that the devices are not at risk and are “offline only.” (Renaud & Ophoff, 

2021) 

The lifespan of an OT device is generally extremely long compared to an IT device, and therefore it 

inherently creates risk in lifecycle management. Depending on vendor support, the device might not 

have mitigation measures available towards different cyber security threats. Replacing specific com-

ponents cannot be done unless a larger system is replaced. (Jung et al., 2023) 

This creates excessive cost on mitigation procedures and therefore usually risks related towards OT 

devices on cyber security are accepted instead of mitigated. One alternative mitigation measure for 

substantial number of devices is network monitoring. Since OT devices are becoming more inter-

connected, they have a common control plane that can be monitored. (Cheung et al., 2006)  

Typically, businesses do not have actual visibility to the OT networks themselves. The mitigation 

control focus has been on enterprise IT networks. OT devices are typically provided and configured 

by their respective vendors. Business responsible IT personnel might not even be aware of the de-

vices, networks, procedures, and responsibilities on the OT side of network. (Kapoor et al., 2023) 
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Networked OT devices communicate between each other and affect real world, based on parame-

ters received over the network. Even if an organization would have IT network monitoring in-place, 

and by extension SOC procedures in place, any OT related devices could fall outside of this monitor-

ing scope. Operational technology related alarms are generally related to the process itself and are 

generated by a production control system and directed towards on-site operators. (Chen et al., 

2022) 

Network monitoring implementation can help businesses to report on potential malicious activity 

within their environments. If unusual activity is detected that deviates from established baseline, 

an alert can be sent out to relevant responsible persons. In addition, network monitoring solution 

could be used as a type of system health monitor. As an example, it can generate events based on 

different availability metrics. In a case where a device drops out of the network, an alert can be 

generated, and the issue can be addressed accordingly. Historical usage data, trends and device 

communication patterns can also be generated from network activity. (Etalle, 2019) 

1.1 Motivation 

The topic for this research was heavily motivated by the author’s own subjective experiences from 

operating within OT technology field. An unfortunate but very real lacking attitude towards cyber 

security elements within industrial environments still persists even to this day. Since industrial en-

vironments provide critically necessary functions to societies, they present themselves as an attrac-

tive target for bad actors. This fact combined with lacking or outdated security control measures, 

the potential impact on a successful attack cannot be understated. 

This research’s aim is in the recognition of untapped potential on implementing network monitoring 

solutions to pre-existing industrial environments. While the prospect of integrating such systems 

may initially seem daunting, advancements in tool maturity have made it increasingly feasible to 

deploy robust monitoring solutions without imposing prohibitive costs or risks. 

Reflecting on these key motivations, this research endeavors to shed light on the imperative need 

for heightened cyber security measures within industrial environment, while also exploring a prac-

tical avenue for implementing a network monitoring solution. Contribution on recommendation in 

enhancing resiliency and security posture of industrial infrastructures in an increasingly digital age 
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is pivotal objective of this research, with the goal of giving guidance on increasing cyber security 

maturity level and bringing forward security knowledge. 

1.2 Research questions and objectives 

The first research question can be stated as follows: 

What tools currently exist that are viable for network monitoring in OT environments? 

The information gathered during preliminary search directed this research towards well-known soft-

ware suppliers and their software catalogs. A first-stage evaluation will be done in order to assess 

whether the tool itself is suitable for our research’s secondary and tertiary objectives. 

The secondary research question can be stated as follows: 

How does the existing tools suit specifically for OT network monitoring? 

The question focuses in on the perceived functionalities different tools have. Functionality offering 

has the potential to differentiate tools between each other. Assessment criteria will be crafted with 

different operating areas in mind. Qualitative research method will be used on publicly available 

information sources during assessment for the secondary research question. 

The tertiary research question can be stated as follows: 

Perform exploratory testing to one screened tool and verify its operational capabilities. What 

value-adding functionalities does the tool have? How does the tool improve organizations’ cyber 

security maturity? 

Evaluation criteria should include cost-benefit assessment towards the organizations which could 

benefit from integrating such tool into their environment. Depending on the maturity level of an 

organization and their processes in place, it should be reflected if an organization can benefit from 
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the tertiary research’s objective results. As an example, in the case that the tool can generate re-

ports which help in businesses-making decisions, the report’s visibility and practicality towards 

these criteria should be evaluated. 
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2 Research methodology 

2.1 Qualitative research 

Qualitative research method has been used in conducting this research due to the nature of the 

research questions (Patton, 2015). Availability of the information in which the tool evaluation has 

been based on, is qualitative in nature. In addition, it is assumed that the tool evaluation will provide 

data which could be also considered qualitative in nature. However, it should be noted that the 

comparison based on the evaluation criteria could be thought as partly quantitative. 

2.2 Initial scoping 

Preliminary research from publicly available sources have been used to gather information about 

the current state of network monitoring tools suitable for OT environments. The initial research 

implies that there exists potential candidates for network monitoring solutions, but no concrete 

evidence has been presented on how effective these kinds of tools are in tackling real-world prob-

lems. The effectiveness typically is only backed by the supplier organization’s own material and 

could be considered biased. Another variable is the possibility, that a tool has been purpose-built 

towards IT environments. In this research, even if a tool is clearly designed to be operated within IT 

environment, the tool must be evaluated from operational technology standpoint. This kind of eval-

uation can also bring forward potential incompatibilities among different business priorities be-

tween IT and OT environments. 

2.3 Exploratory research 

Qualitative comparison of the different tool vendors was based on publicly available information. 

Limiting information source to only publicly available data was done due to time and resource con-

straints. It should be acknowledged that there exists margin for error depending on the investigated 

material (Patton, 2015). Considering that the research’s information was obtained mainly on first-

hand software catalog brochures, the information obtained is potentially biased towards highlight-

ing wanted traits and not mentioning negative ones. In addition, it should be stated that due to the 

nature of software catalogs, all of the relevant information for this research might not be present 

which could have affected the end results during tool evaluation phase. On the other hand, material 
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was obtained directly from the vendor and not from a third party, which could have affected nega-

tively on the credibility of the evaluation. 

2.4 Research ethicality and reliability considerations 

This research follows JAMK University of Applied Science’s published ethical guidelines (JAMK Uni-

versity of Applied Sciences, 2018). Used sources have been cited accordingly and have been selected 

with consideration in mind, based on  “SIFT & PICK” procedure (Carey, 2023). This guideline presents 

key characteristics in which to consider when selecting credible sources for research. The approach 

is similar to a slightly older “P.R.O.V.E.N” process (Carey, 2021). 

This research conducts comparison between different potentially commercially competing prod-

ucts. It is crucial to highlight that this research is conducted with objectivity in mind without affilia-

tions to any of the identified software vendors. In addition, it should be stated that no financial 

transactions, goods, endorsements, or incentives of any kind were received from the identified ven-

dors.  Furthermore, it should be declared that no attempts were made by any of the identified ven-

dors in this research to influence the findings or end-results of this research. 

Information on which the comparison of different tools is based on, is obtained from direct source 

of the software vendor. This eliminates potential bias of a third-party skew of feature highlights. 

However, since the information is based on different commercial products, it should be noted that 

vendors typically would like to present their own product in favorable light. Therefore, any evalua-

tion criteria needs to be objectively selected. 
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3 OT enviroment in general 

3.1 Typical OT environment 

Operational technology as a concept could be described as technology affecting real world applica-

tions. As an example, a PLC could control a motor, which in turn would rotate an axle. These types 

of technologies are not typically marketed towards non-business consumers and instead marketing 

focuses on industrial clients. Operational technology is not just limited to traditional computers or 

software that runs within, but it also encompasses, for example, PLCs, protection relays, engine 

controllers, measurement devices, smart buttons or building automation systems. The concept of 

operational technology is quite wide, and it is everywhere around us. (Radvanovsky, 2013) 

It is observed that attitude and technological implementations towards Cyber Security in opera-

tional technology field is behind information technology applications. This can be observed for ex-

ample, as shared administrator accounts, lack of cryptographic implementations between end-

points and relaxed attitude towards good cyber security related best-practices. (Assenza et al., 

2020) 

As an example, operational technology can be considered to be in the following kinds of fields: 

• Buildings (building automation, e.g., air conditioning and heating) 

• Electrical grids 

• Factories 

• Logistic centers 

• Marine vessels 

• Medical field, hospitals, clinics 

• Offshore wind turbines 

• Oil drilling platforms 

• Power plants 
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3.2 Challenges in OT environments 

3.2.1 Criticality 

Operational technology assets typically run real-life value affecting processes. If this process was to 

be disrupted, direct loss of revenue and profitability can be seen (Weiss et al., 2022). Via this con-

text, the outlook to changes, modifications and updates is stricter and slower. Depending on the 

criticality of the system, one method is to perform upgrade testing. By performing this cautionary 

measure, it is verified that the intended changes can be done in a non-production environment 

successfully, and that no unintended downtime will be caused by unforeseen setbacks. (Staves et 

al., 2023) 

3.2.2 Availability 

In operational technology, another key characteristic is availability. During risk assessments, any 

availability affecting risks compared to confidentiality, usually the method which ensures availability 

better is selected. This preference can lead to prolonged periods of time between security related 

or general software lifecycle control improvements. (Garimella, 2018) 

Vendors which operate within industrial environments over extended periods of time are typically 

offering lifecycle management services (ABB Oy, 2022). With this kind of approach, the expected 

lifetime of the system is known beforehand, and it increases predictability to managing cost and 

downtime of the system. 
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4 Network monitoring 

As organizations grow, communication networks tend to grow and become more complex. Network 

administrators often fail to keep up with the growth and therefore the growth is inverse to visibility 

of the network. Operational models which have performed well on small scale networks do not scale 

well into enterprise sized networks. One solution for this is network monitoring implementation. 

Network monitoring is essentially bringing forward visibility to events happening in an organiza-

tion’s communication network. In short, monitoring enables network administrators to get a better 

overall understanding of what they are responsible of. Therefore, network monitoring can increase 

enterprises’ cyber security capability in different areas. (Weiss et al., 2022) 

4.1 Performing network monitoring 

Network monitoring is typically performed by collecting data from multiple network traffic conjunc-

tion points from multiple different devices. The data is then delivered to a central monitoring loca-

tion. The monitoring location has capability and methods for ingesting, processing, and displaying 

collected data. Various kinds of information can be deducted from network activity. This infor-

mation can then be used in pre- or post-processing tasks in security or non-security related matters. 

These tasks should be delegated. Follow ups and monitoring should have a designated named re-

sponsible person available. Reporting policies and procedures should be established in order to 

bring visibility to decision-making level, since organizational, budget-level decisions can be affected 

by conclusions based on network monitoring data. (Mukherjee, 2020) 

4.2 Value adding methodologies 

4.2.1 Visibility to the network itself 

If an organizations network grows enough, it becomes unsustainable to keep track of it manually. 

Therefore, automated tools have been developed which bring visibility to the contents of commu-

nication networks. Dashboards and user interfaces have been developed which aggregate data from 

all over the network, in order to give network administrators better general information about the 

status of the whole network. (Mukherjee, 2020) 
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4.2.2 Detecting malicious activity 

Network activity can show attempted access to malicious or otherwise undesired domain names. 

Depending on company policy, such sites can be pre-emptively blocked. For example, firewalls can 

block access to such sites and create logs if those sites are attempted to be accessed. In a modern 

environment with constantly updating access lists, suspicious machine-to-machine activity could for 

example, trigger an alert. (Mukherjee, 2020) 

4.2.3 Vulnerability and version management 

By processing network traffic data with modern tools and by collecting and evaluating metadata, 

organizational level vulnerability information can be obtained. An application can potentially an-

nounce its version number within its network traffic. This version number can then be matched 

against known public vulnerability databases, in order to obtain device specific vulnerability infor-

mation. (Mukherjee, 2020) 

4.2.4 Configuration management 

Network monitoring can also help deduct configuration errors within networks. If a networked de-

vice is seen on monitoring doing something it should not do, then deducting its location and reason 

for possible misconfiguration is made more straightforward. As an example, a type of misconfigura-

tion could be that a device is trying to reach an Internet based address for automatically updating 

its software or firmware. (Mukherjee, 2020) 

4.2.5 Asset inventory 

In addition, network monitoring can be used to gather an asset inventory list. Devices seen on the 

network can be logged, collected, recorded, and categorized by their network behavior. In addition, 

if unknown devices are seen on the network, they can be investigated further, and an evaluation 

could be made if the device is an indicator of compromise. (Mukherjee, 2020) 

4.2.6 Monitoring remote access 

A typical remote support procedure in OT environments is that a remote connection is established 

over the Internet towards OT vendor’s device. This is due to having support capability, without the 
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need of support engineer having to be physically present on-site. For example, a permanent VPN 

connection can be built into the end-customer premises. Therefore, a risk exists that this type of 

connection has not been approved or communicated for end-customers IT, or even OT department. 

Typically, this kind of scenario can become reality when a vendor offers lifecycle, support, or update 

services. Remote support does not have travel costs, and it is therefore seen generally as the more 

preferred option. In addition, response time to support is faster due to no on-site presence require-

ment by the supporting engineer. (Mukherjee, 2020) 

Network monitoring solution in an OT network can provide assurance that common agreed opera-

tional methods are being adhered to by all parties. Typical procedures could be, for example calling 

the customer first and verifying that using remote connection is approved for that specific time, or 

making sure that personnel on-site are aware that changes are being made to the system which can 

cause unintentional alarms and can therefore be ignored. Network monitoring could reveal author-

ized-but-unapproved remote connections within the network towards different devices. (Mukher-

jee, 2020) 
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5 IEC 62443 – Standard for OT enviroments 

The IEC 62443 standard has been created for the purpose of addressing industrial cyber security and 

operational technology related areas. The standard has been divided into four different sections of 

focus, from component level to organizational level, utilized by the following categories: 

• General 

• Policies & Procedures 

• System 

• Component 
 

Since the definition of operational technology is not limited to just factories or critical infrastructure, 

it is utmost essential to take cyber security into account when considering if the current objective 

belongs to realm of operational technology. The amount of interconnected operational technology 

hidden in plain sight in modern-day world can be surprising. (Franceschett et al., 2019) 

5.1 IEC 62443: 1-1 to 1-4 

The IEC 62443 1-1, 1-2, 1-3 and 1-4 addresses general terms and gives an overview of the terminol-

ogy, models, and concepts behind the standard. A reader which is not familiar with automation or 

cyber security concepts beforehand, can familiarize themselves with these sections. It brings for-

ward knowledge which is essential in understanding the concept of defense in depth. (Leander et 

al., 2019) 

5.2 IEC 62443: 2-1 to 2-5 

The “level 2” of IEC 62443 addresses cyber security requirements, methods, policies, and ways of 

working on an organizational level. These sections focus on the non-concrete and abstract line of 

policies for the executive and managerial levels since usually in most organizations that level has 

the power to address and deploy changes to operational models. (Leander et al., 2019) 



18 
 

 

5.3 IEC 62443: 3-1 to 3-3 

The “level 3” of the standard focuses on component level details. It is directed first and foremost to 

system creators and gives input on the proper way of building and securing operational technology 

networks and systems. The standard gives guidance for system builders on using already-developed 

tools on design, configuration, and integration. As an example, one target group would be system 

engineers building a new power plant project (IEC 62443-3-3:2013, 11-13). 

5.4 IEC 62443: 4-1 to 4-2 

The “level 4” of the standard is directed towards developers and gives guidance on best practices 

related to development processes. The key focus area is towards secure product development 

lifecycle and component level requirements for industrial automation cyber security elements. The 

target group for this standard is for example, software developers working with new features on an 

already existing distributed control system product. (Leander et al., 2019)  

5.5 Network layout in OT environments 

The network layout can be vastly different in industrial applications than in regular enterprise net-

works for general organizational level use. Typically, the differentiating network requirement is 

availability and in general, networks with OT devices have longer lifecycle than their IT counterparts. 

The procurement and maintenance responsibility of aforementioned OT networks can also be frag-

mented across different vendors. Distributed control systems can have their own networks supplied 

by the vendor, and its control and maintenance is potentially not transparent to the organizational 

IT level. In addition, typically any changes done to the network after commissioning could cause 

downtime in the industrial environment which could be unacceptable. For these reasons, mainte-

nance could be neglected, since the risk of old or degraded versions has been accepted in favor of 

keeping downtime to a minimum. (Leander et al., 2019) 
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5.6 Purdue model 

Current recommended network layout for industrial applications can be found within IEC 62443 3-

3 standard. The fundamental is based on “defense in depth” principle, which sets out to apply mul-

tiple defense mechanisms and controls in order to avoid a single point of failure in terms of protect-

ing an environment. 

 

Figure 1. Example of purdue model (Dolezilek et al., 2020) 

 

The general design model is that all network traffic must pass through a DMZ network which has 

control mechanisms in place. This can be, for example a virtual machine which has application layer 

controls in place, in order to disallow direct connections from upper levels to lower control levels. 

The virtual machine can for example, accept a remote connection originating from upstream and 

check for privileges according to set policies. In addition, the connection itself should not be directly 

forwarded. In practice depending on the software and use-case required, a mirror of the data from 

lower levels can reside in DMZ, which itself forwards the data to upper levels. This methodology 

removes the need for direct upstream connection to the low levels. (Santiago Robles Durazno, 2021) 
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6 Network monitoring implementation process 

6.1 Improvement on visibility 

”You cannot protect what you cannot see” (Quade, 2018). 

In security industry, the above-mentioned quote has been thought out to be one foundation of se-

curity related viewpoint. If a network-connected asset has remained undetected and therefore not 

maintained, over an extended period of time it becomes more vulnerable to exploitation. These 

kinds of devices then can be potentially used as a pivoting point in creating an attack vector towards 

more critical systems. If a potentially vulnerable device is connected to two or more networks, this 

could for example, bypass firewall controls or access networked resources which have been built 

with the assumption, that any traffic into them can be considered as trusted. (Quade, 2018) 

6.2 Iterative proof-of-value approach 

Before committing large amount of time and resources, an iterative proof-of-value approach could 

be taken about the benefits of network monitoring, with either a small-scale deployment, or in a 

non-invasive way by collecting network data from on-site locations and inserting captured data into 

a network monitoring tool. 

An organization which wants to improve its own network security posture could approach the im-

plementation in a similar way as this research demonstrates in the exploratory research chapter. 

Depending on the implementing organization’s maturity level on cyber security, the effective usage 

of conclusions, visibility, and alerts that a network monitoring tool provides, can have drastic differ-

ences in proof-of-value outcomes. If the organization does not have the capability to act on the 

provided results, the proof-of-value effectiveness can be reduced. 

6.2.1 One-time network scan 

Instead of immediately going forward with a permanent installation of network monitoring solution, 

an alternative way would be to perform one-time network scan. This can keep the initial investment 

low with minimal modifications to the existing infrastructure. Afterwards, when the network traffic 
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has been captured, the data can then be forwarded to a similar laboratory environment in order to 

evaluate different network monitoring tools for their specific requirements and devices.  

6.2.2 Permanent installation  

Permanent network monitoring solution installation to on-site locations could be performed, after 

an initial proof-of-value assessment shows indicators of value-adding functions. Therefore, making 

the installation permanent could be a natural next step. Compared to an initial assessment, a per-

manent installation would require separate hardware and licensing investment, and permanent net-

work modifications. Depending on which party is responsible for OT networks, lead time to acquire 

suitable modifications to the network could be extended. For example, in a case, where a third-

party hardware vendor has procured and commissioned an industrial network, the modifications 

and change requests must be perhaps done via the original supplier. If the responsibility areas are 

not clear, the implementation time can experience a snowball effect within a network monitoring 

implementation project. Another key obstacle could be the lack of comprehensive network dia-

grams which express different third-party device interconnectivities, and the connectivity towards 

business IT networks. 

6.3 Resource allocation 

If an organization decides to implement network monitoring solution within their network by out-

sourcing the installation and integration project, knowledge must be transferred in order to fully 

utilize all potential the solution offers. If training and knowledge-acquirement has been outsourced, 

then the implementing organization will most likely be dependent on a 3rd party provided service 

model. Therefore, it should be imperative to evaluate if resourcing and training could be allocated 

to persons within the implementing organization. 
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7 Evaluation of tool vendors 

Information gathering within this research focused on well-known software vendors’ product port-

folios. Analysis was conducted on the availability of tools suitable for OT specific network monitoring 

purposes. Criteria was established about which features are required within OT environment. As a 

precautionary measure, if multiple different tools would have similar qualities, additional evaluation 

criteria needs to be established, in order to single out one tool for exploratory laboratory testing. 

The following tools are presented, which at a first glance, fulfill criteria to be included in this re-

search. The common qualities which evaluation was based on with these tools were marketing ma-

terial and first impression. These features indicate purpose towards network monitoring, but not 

necessarily towards OT environments. The following subchapters include a brief overview of the 

selected tools. A quantitative based, established feature criteria evaluation has been conducted in 

chapter 8. 

7.1 Armis 

The tool seems to have an extensive OT and IoT device database. Connectivity to cloud seems to be 

required. The functionality of the tool seems to be more of an asset inventory and not necessarily a 

traffic analysis toolset. (Armis, 2020) 

7.2 Barracuda: CloudGen Firewall 

The tool itself seems to be firewall and enforcement type of control software. At first glance, the 

tool itself is possibly not suitable for passive or active network traffic analysis. In addition, the tool 

itself seems to have limited protocol database available. (Barracuda Networks Inc., 2023) 

7.3 Check Point 

The tool itself seems not to be suitable as a pure network analysis tool and seems to be more of a 

firewall type in nature. Therefore, the tool seems to be designed to be an enforcement control soft-

ware in nature. The tool itself seems not to have active scanning functionality built in. (Check Point 

Software Technologies Ltd, 2023) 
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7.4 Cisco: Cyber Vision 

Cisco Cyber Vision’s marketing material seems to indicate that the tool is purpose-built towards OT 

environments. However, the tool seems to require a proprietary Cisco network infrastructure to 

already be in-place. (Cisco, 2022) 

7.5 Cisco: Secure Network Analytics 

The tool seems to be purpose-built towards collecting information from existing networks devices. 

In addition, the tool seems to be built towards general IT infrastructure, and not specifically for OT 

environments. (Cisco, 2021) 

7.6 Claroty 

The tool at first glance seems promising. It seems to include the possibility to replay PCAPs into the 

software. In addition, it seems to be possible to be installed in a local virtual machine on the user’s 

premises. It seems that no mandatory cloud connectivity is required. The tool seems to be capable 

of generating current-state reports about the network status. (Claroty, 2023) 

7.7 Darktrace: Industrial Immune System 

The tool seems to rely heavily on machine learning in order to raise alerts or deviations from base-

line network traffic. Therefore, it is seeming that the tool does not have protocol analyzer per se 

and relies on long-term installations. In addition, the tool does not seem to support active scanning. 

(Darktrace, n.d.) 

7.8 Dragos 

Marketing material of the tool seems to indicate that it is designed to be integrated within OT envi-

ronments. The software itself seems to be oriented towards incident response. Software itself 

seems to be possible to be installed within a physical device or to a virtual machine. In addition, it 

seems that importing PCAPs is a possibility. (Dragos, Inc., n.d.) 
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7.9 Forescout: eyeInspect 

The tool seems to be designed with OT environments in mind. An active or passive network moni-

toring seems to be possible. (Forescout, n.d.) 

7.10 Kaspersky: Industrial Cyber Security 

The tool seems to be designed towards OT networks. Threat management seems to be done with 

real-time passive monitoring. The seems to have intrusion detection features available. (AO 

Kaspersky Lab, 2020) 

7.11 Microsoft Defender for IoT 

The tool seems to be purpose-built towards OT environments. Cloud connectivity seems to be re-

quired for an initial setup, but not mandatory for an actual deployment. Threat intelligence seems 

to be displayed within cloud environment. Air-gapped installation and local dashboard seems to be 

available. (Microsoft Corporation, n.d.) 

7.12 Nozomi Networks: Guardian 

Nozomi seems to offer Software-as-a-Service type model for organizations. The tool seems to be 

purpose built towards OT environments. Reports seem to be able to be generated and exported to 

PDFs or CSVs for better machine readability and integrations to other systems. The tool seems to 

have capability for passive monitoring on mirrored network ports. (Nozomi Networks Inc., 2020) 

7.13 Ordr  

From marketing material viewpoint, the tool seems to be focused on asset inventory and non-In-

dustrial Internet of Things. (Ordr, n.d.) 

7.14 Palo Alto Networks 

Palo Alto is typically known for their firewall products. The software seems to be general-built in its 

usage environment, and not OT-specific in nature. In addition, the software seems to be enforce-

ment type in nature. (Palo Alto Networks, 2022) 
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7.15 SCADAfence 

Scadafence’s target audience seems to be industrial environments and protecting critical infrastruc-

ture. The tool seems to have built-in risk analysis feature, which helps the user in further decision-

making processes. It seems that reports can be generated and exported for later use. In addition, it 

seems that an analysis report regarding compliance to IEC 62443 is available. Installation procedure 

seems manual in Linux environment. Cloud-based environment seems to be available. (SCADAfence, 

n.d.) 

7.16 Smokescreen: IllusionBLACK 

This tool differentiates from the rest of the offerings due to its seeming honeypot like solution. The 

core functionality seems to be presenting itself as a vulnerable device within a network, which 

would then attract potential bad actors and generate alerts if the vulnerabilities inside the honeypot 

are targeted for exploitation. No active scanning functionality seems to be presented. 

(Smokescreen, n.d.) 

7.17 Tenable OT Security 

Tenable seems to offer wide category of different toolsets for different purposes. Their offering also 

seems to include a tool for handling OT security as a whole. From publicly available material, the 

feature-set seems to offer vulnerability management, asset inventory and report generation. (Ten-

able Inc., 2022) 

7.18 Verve: Security Center 

The toolset seems to be focused on OT technology field. However, no information seemed to be 

available to the underlying technology itself which empowers the software. The concept seems to 

be advertised as Software-as-a-Service and most likely is subscription based. (Verve, 2020) 

7.19 VMware: Carbon Black 

Vmware’s offering seems to focus on endpoint protection. Therefore, it seems not to be suitable as 

a network monitoring tool. (VMware Inc, 2023) 
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8 Comparison of features between identified tools 

8.1 Evaluation criteria 

Evaluation criteria was established in order to select a tool for further exploratory testing. The func-

tionality criteria are based on real-world requirements. The information in which the evaluation 

results have been based on, is the information vendors have publicly made available. The evaluation 

takes into consideration value-adding functionalities which are key focus areas for an organization. 

The criteria are designed based on multiple different use-cases. It was established that the network 

monitoring tool would need to perform the following functions by minimum: 

Table 1. Evaluation criteria 

Criteria number Evaluation criteria 

#1 Designed for OT network environments first 

#2 Packet capture file replays (PCAP files) 

#3 Report generation 

#4 Active scanning 

 

8.2 Comparison based on criteria  

By establishing the mandatory functionalities an OT network monitoring tool should have, an eval-

uation on these functionalities can be performed. A table which consolidates the tools and function-

alities compared to evaluation criteria can then be formed. A checkmark “X” indicates that the tool 

has that specific functionality or feature. The first-stage comparison can be observed in Table 2: 
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Table 2. OT network monitoring tool functionality comparison matrix 

Tool to be evaluated #1 Designed only for 

OT networks 

#2 PCAP re-

play 

#3 Report  

generation 

#4 Active scan-

ning 

Armis X  X  

Barracuda:  

CloudGen Firewall 
    

Check Point     

Cisco: Cyber Vision X    

Cisco: Secure Network Analytics     

Claroty X X X X 

Darktrace: Industrial Immune 

System 
X    

Dragos X X   

Forescout: eyeInspect X X  X 

Kaspersky: Industrial Cyber Se-

curity 
X    

Microsoft 

Defender for IoT 
X X X X 
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Tool to be evaluated #1 Designed only for 

OT networks 

#2 PCAP re-

play 

#3 Report  

generation 

#4 Active scan-

ning 

Nozomi Networks: Guardian X X X X 

Ordr     

Palo Alto Networks     

SCADAfence X  X  

Smokescreen: 

IllusionBLACK 
    

Tenable OT Security X X X X 

Verve:  

Security Center 
X    

VMware: Carbon Black     

 

As visualization, the distribution of initial different feature requirement fulfillment can be observed 

in Figure 2.  
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Figure 2. Pie chart displaying distribution of initial evaluation criteria fullfillment 

8.3 Comparison results 

By combining the tools which fulfill all of the initial criteria, a new table can be formed which displays 

a consolidated view of the potential OT network monitoring tools. The tools which fulfill all require-

ments set in Table 1 are presented in Table 3. 

No features
37 %

1 feature
21 %

2 features
16 %

3 features
5 %

4 features
21 %

Tool feature fullfilment by evaluation criteria

No features 1 feature 2 features 3 features 4 features
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Table 3. Potential OT network monitoring tool candidates for further evaluation 

Tool #1  

Ad-hoc  

capability 

#2 

PCAP replay 

#3 

Report  

generation 

#4 

Vulnerability  

listing 

Claroty X X X X 

Microsoft 

Defender for IoT 
X X X X 

Nozomi Net-

works: Guardian 
X X X X 

Tenable OT Secu-

rity 
X X X X 

 

Due to the evaluation resulting in multiple different tools from different vendors which fulfill the 

necessary requirements, additional criteria needs to be established in order to single out one tool 

for further exploratory testing. 

8.4 Additional evaluation criteria 

Additional evaluation criteria have been designed with end-user perspective in mind. An evaluation 

should be done on the ease of information available in a scenario, where the end-user is considering 

implementing network monitoring. Therefore, additional evaluation criteria are required and can 

be observed in the following table. 
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Table 4. Additional evaluation criteria 

Criteria number Evaluation criteria 

#1 Public demo available (video or interactive website, not still images or brochures) 

#2 Private demo available upon request 

#3 Software files available for download without additional monetary or NDA commit-

ment 

 

8.5 Comparison based on additional criteria 

By applying the criteria in Table 4 to the remaining tools in Table 3, the following comparison can 

be made in Table 5: 
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Table 5. Additional comparison of network monitoring tools 

Tool #1 

Public demo available (video or 

interactive website, not still im-

ages or brochures) 

#2 Private demo avail-

able upon request 

#3 

Software files available 

for download without 

additional monetary or 

NDA commitment 

Claroty  X  

Microsoft 

Defender for 

IoT 

X X X 

Nozomi Net-

works: Guard-

ian 

X X  

Tenable OT 

Security 
 X  

 

As previously done in chapter 8.2, additional criteria can be plotted in order to visualize distribution. 
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Figure 3. Pie chart displaying distribution of additional evaluation criteria fullfillment 

8.6 Final results on comparison 

By applying multiple evaluation criteria to the tools, one tool can be singled out which fulfills all the 

requirements presented in Table 1 & Table 4. The solution that will be evaluated in a laboratory 

environment in this research is Microsoft’s Defender for IoT. 

The tiebreaker requirement “#3 Software files available for download without additional monetary 

or NDA commitment” is fulfilled by Microsoft Defender for IoT due to Microsoft Azure Dev Tools for 

Teaching program (formerly known as Microsoft Imagine). It provides JAMK University of Applied 

Sciences members a limited free access to Microsoft Azure tool offerings. It should also be noted 

that Microsoft Defender for IoT offers at the time of writing a free 60-day trial period (Microsoft 

Corporation, 2023). 

1 feature
50 %

2 features
25 %

3 features
25 %

Tool feature fullfilment by additional evaluation 
criteria

1 feature 2 features 3 features
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9 Evaluation: Microsoft Defender for IoT 

Process of elimination resulted in Microsoft’s Defender for IoT to be selected as the OT network 

monitoring tool for exploratory laboratory testing. In order to perform exploratory testing in a la-

boratory environment, real-world network traffic data capture is a prerequisite. The following chap-

ters present methodologies and tools used in capturing network traffic and the evaluation of Mi-

crosoft Defender for IoT. 

9.1 Tools on network traffic recording 

Microsoft Defender for IoT is designed to be a cloud-based application first. On-site installations 

have sensors which collect network traffic data by monitoring mirrored ports on the network and 

then the sensors forward this data to Microsoft Azure cloud environment. Alternatively, an on-site 

installation can function in standalone mode, since network monitoring tools which operate in OT 

environments, need to take air gapped networks into account. Air gapped networks, by definition 

can be large, but they are not connected to any other network in the IEC 62443’s purdue model or 

to the Internet (Microsoft Corporation, 2023). 

9.1.1 Tcpdump 

The core software in capturing network traffic data was tcpdump. It is an open-source command 

line software built for multiple platforms. Its designed purpose is to record network traffic data. 

(Sandler, 2008) 

9.1.2 Plunder bug 

The hardware which was used to capture network traffic data was the company Hak5’s commercial 

Plunder bug hardware. The network TAP plugs either in-between two devices communicating or 

into a mirrored network switch port. In both cases the device captures network data passively. The 

network tap itself is connected to a laptop via an USB-C cable. The network tap is then identified 

within the operating system as a normal Ethernet device. (Hak5 LLC, n.d.) 
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Figure 4. Plunder bug network tap device (Hak5 LLC, n.d.) 

9.1.3 Wireshark 

Wireshark is a network packet analysis tool (Wireshark, n.d.). This software was used to evaluate 

network traffic captures in the field and to evaluate, if the collected data samples were valid. The 

tool was used in giving a first-stage assessment, in order to see if the network data was viable and 

if it would be usable in the exploratory testing phase. 
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Figure 5. Screenshot about inspecting a single network packet within Wireshark 

Wireshark capability to analyze packets is demonstrated in Figure 5. It shows contents of a single 

network packet. Figure 5 displays a specific network packet containing Siemens S7 communication 

data. Conclusion can be made that the network data which has been captured is beneficial in further 

line of testing and contains traffic which could be seen in an OT network. 

9.2 Technique on network sample data collection  

Network sample data was collected via two methods. The first was by using a network port mirroring 

method. The mirroring is achieved by the network device duplicating network packets passing 

through it and sending the duplicated packets into a designated and pre-configured Ethernet port. 

The device which has been connected to the mirrored port, receives duplication of all the traversing 

packets in the network switch. (Cisco, 2023) 
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Figure 6. Port mirroring illustration in a lab enviroment network traffic capture scenario 

The secondary method involved using the Plunder bug tool. The tool is attached between two de-

vices, in this scenario, between a PLC and an engineering PC which communicate over the network. 

Plunder bug then copies any packets passing through it while remaining invisible to the devices. 

(Hak5 LLC, n.d.) 
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Figure 7. Network port passive capture illustration 

9.3 Laboratory environment setup overview for evaluation 

Laboratory test environment setup consisted of running Microsoft Defender for IoT sensor within a 

local virtual machine. Network packet captures are then replayed into the tool and output result 

will be observed. VMware Workstation 17 has been selected as the hypervisor, which has the capa-

bility of running Ubuntu 18.04 Linux virtual machines. 

9.4 Network capture locations 

Collected network traffic samples were uploaded into the tool from different types of laboratory 

setup networks and OT devices. Microsoft Defender for IoT results will be observed from this traffic. 

Network capture was performed on multiple separate networks by using tcpdump software in con-

junction with Plunder Bug device, either passively or by connecting the device into mirrored network 

switch’s Ethernet port. 

9.5 Network capture files 

The network traffic capture methods used in this research can be divided into two types. 
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Table 6. Capture methods by number 

Capture method number Capture method 

#1 Network traffic captured with passive network TAP 

#2 Network traffic captured via mirrored switch port 

 

The following Table 7 presents collected network traffic samples and their contents. The first column 

presents the number of the capture method which is displayed in Table 6. 

Table 7. Network traffic capture file matrix 

Capture 

method 

number 

Actions performed with engineering 

tool 

Filename OT devices 

#1 No actions performed. Engineering tool 

failed to detect PLC with Plunder Bug 

plugged in before Siemens engineering 

tool discovery phase. 

1_fail.pcapng PLC:  

Siemens S7-1500 
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Capture 

method 

number 

Actions performed with engineering 

tool 

Filename OT devices 

#2 No actions performed. 2_On-

lyFromPLC_to_Switc

h.pcapng 

PLC:  

Siemens S7-1500 

HMI:  

Siemens Simatic 

HMI TP700 

#1 Uploading incomplete program to PLC, 

commanding master reset to PLC’s 

CPU. 

3_KindofFail_Run-

MonitorMRES_com-

mands.pcapng 

PLC:  

Siemens S7-1500 

HMI:  

Siemens Simatic 

HMI TP700 

#1 Uploading program to PLC, monitoring 

and toggling variables, commanding 

CPU to start & stop. 

4_S7_300_traf-

fic.pcapng 

PLC:  

Siemens S7-300 

HMI:  

Siemens Simatic 

HMI TP700 

#1 Uploading program to PLC, monitoring 

and toggling variables, commanding 

CPU to start & stop.  

5_Si-

matic_HMI_TP700_C

omfort.pcapng 

PLC:  

Siemens S7-1500 

HMI:  

Siemens Simatic 

HMI 

 

During the traffic capture, a few obstacles were encountered. The procedure was not as straight-

forward as initially thought. It was discovered that the engineering tools require an initial discovery 
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and connection to the PLC before network traffic could be intercepted. The second difficulty was in 

incomplete PLC software projects available in the environment. This led to only having basic com-

mands such as, variable monitoring and program upload available in the network traffic capture 

samples. The collected traffic is assumed to be normal traffic between Siemens PLC and HMI. In 

addition, PLC software upload has been captured during the network traffic collection. 

9.6 Setting up evaluation environment 

9.6.1 Obtaining installation media 

Installation of Microsoft Defender for IoT begins by downloading an installation .iso image file dis-

tributed by Microsoft Azure. This image file contains a Linux based installer image which has been 

heavily customized by Microsoft. Access to this image requires a Microsoft Azure subscription to be 

in place. The installation guidance was followed, which is available from Microsoft’s website (Mi-

crosoft Corporation, 2023). 

 

Figure 8. Screenshot after logging into Microsoft Defender For IoT dashboard in Azure 

The overall experience has been designed to be user friendly with guidance and links to supporting 

documentation from Microsoft. The “Set up OT/ICS Security” which starts the process, includes a 

verification for subscription before granting access to any installation files or further steps. It should 
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be noted that obtaining such subscription in the viewpoint of research was not straightforward. The 

Microsoft Defender for IoT is not included in the default free-tier subscription for students and in-

stead requires a payment method to be added before access to a free 60-day trial is granted. 

 

Figure 9. Screenshot of setting up OT/ICS security in Microsoft Azure 

After subscription checks have been passed, Defender for IoT website then guides the user to either 

purchase a preconfigured appliance or as performed in this research, to download a software image 

file. As a precautionary measure, after downloading the installer, a MD5 checksum was generated 

from the downloaded file. The MD5 checksum matched between the downloaded local file and the 

checksum provided on the website.  

 

Figure 10. Screenshot about generating MD5 checksum from the downloaded file 

Powershell command “Get-FileHash .\iot-sensor_23.2.0.84583901.iso -Algorithm MD5” outputs the 

correct checksum. 
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9.6.2 Installation of Microsoft Defender for IoT 

Installation was performed into a VMware Workstation 17 virtual machine. However, Microsoft’s 

official documentation only imply support for VMware’s ESXi or Microsoft’s Hyper-V hypervisor plat-

forms (Microsoft Corporation, 2023). However, in this research VMware Workstation 17 was used 

due to technological constraints. 

 

Figure 11. Screenshot of VMware Workstation version information 

The virtual machine itself was configured with Ubuntu 18.04 template, with only a few modifications 

to the default suggested resource allocations. 

 

Figure 12. Screenshot of VMware Workstation virtual machine settings 
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The downloaded image was mounted into the virtual machine’s DVD-drive, from which the virtual 

machine could boot the Defender for IoT sensor installer. 

 

Figure 13. Screenshot of booting the installer image inside the virtual machine 

The process is fully automated, requiring little to no user interaction during the installation process. 

The virtual machine automatically asks which attached network interface should be used for man-

agement interface and which interfaces are designated for ingesting network traffic. In a similar 

fashion, manual IP-address configuration needs to be set for the management interface. 

 

Figure 14. Screenshot of selecting network management interface 
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After successful installation, the virtual machine display indicates its management IP-address, 

subnet and gateway. 

 

Figure 15. Screenshot about a successful installation login prompt 

The workflow includes a mandatory change of administrator password which is prompted after first 

successful login. This is the last step of the virtual machine installation part. Further installations and 

configurations are done via host operating system web browser on the management IP-address 

displayed on the virtual machine. In this case, the IP-address is “172.16.1.21”. 
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Figure 16. Screenshot of Microsoft Defender for IoT local login webpage 

After logging into the website with the address “172.16.1.21”, a license activation file is requested. 

The license file is obtained from Microsoft Azure website. 

 

Figure 17. Screenshot of license verification after installation 
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Securing communication channels between multiple sensors and Azure is typically done with certif-

icates. In our laboratory exploratory use-case, it was decided not to use certificates. 

 

Figure 18. Screenshot of SSL certificate options during configuration phase 
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After the installation instance has been fully completed and configured, the user is prompted view 

of the main page. 

 

Figure 19. Screenshot about the sensor main webpage 

This page should be considered to be the default starting point for any integrator when implement-

ing the tool. This also serves as the baseline dashboard layer without any alerts or configurations. 

The next steps include exploratory testing of its capabilities and what the tool has to offer. 

9.6.3 Replaying network capture files 

The Defender for IoT has the capability to replay previously captured network packets and analyze 

them as if they were part of the network installation. This is specifically useful if the environment 

has separate, air gapped networks which have been deviated out from integrating to the network 

monitoring tool. 
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Figure 20. Screenshot about Play PCAP feature 

Clicking the “Play PCAP” button opens a menu to the webpage sidebar which has the option to 

upload PCAP files with a maximum file size of 2 GB. After uploading the network samples, the PCAPs 

can be analyzed with “Play All” button. This can take surprising amount of time depending on the 

size of the network traffic capture. In this use case, it took approximately 40 minutes. It should be 

noted that virtual machine resource allocation can affect the speed of the PCAP replays. 

 

Figure 21. Screenshot of network traffic analysis in progress 

After the PCAP replay has been completed, the tool is now in a ready state for performing explora-

tory testing. This signifies that the tool has ingested network data and is in a state which would 

simulate a real-world setting. The next step in this research is to perform exploratory testing of the 

tools capabilities and evaluate value-adding functionalities. 
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9.7 Review of the tool’s features and outputs methods 

Main dashboard indicates changes from base installation state after replaying the network traffic 

capture files. This view has been designed with user accessibility in mind and to include information 

also for non-technical persons. This view also shows alerts from baseline status to users in the net-

work, which has been displayed in Figure 22. This overview allows for quick overview glance of the 

state of the environment. The view is useful for preliminary analysis. For example, in a case of a 

network failure, or in the event of a non-functional PLC. 

 

Figure 22. Screenshot of main overview page of the IoT sensor after ingesting network data 

9.7.1 Asset inventory 

The Microsoft Defender for IoT can function in a supportive asset inventory role. The discovered 

assets on the network are displayed on a separate page. 
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Figure 23. Screenshot listing seen devices on the network 

Relevant information, such as IP-address, DNS names, MAC addresses and protocols that the asset 

has used, can be observed from the presented asset list. An approximation made by the Defender 

for IoT about the device type is shown at the “Model” column. This is based on device-specific net-

work traffic metadata. 

9.7.2 Integrations to third party systems 

The tool has capability to forward its alerts to third party SOC or SIEM systems. The alerts can be 

forwarded based on the alerts severity. 

 

Figure 24. Screenshot illustrating forwarding configuration 

In addition, custom forwarding rules can be set towards third party systems based on configurable 

log levels. 
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Figure 25. Screenshot about integration of forward options to different systems 

Currently supported integrations to third-party systems suggests development weight behind the 

Defender for IoT platform. In addition, an integration to ServiceNow (an IT ticketing platform) im-

plies that the full process in addressing any security deviations has been thought out at a business 

decision-making level, instead of focusing only on technical, component-level workflows. 

9.8 Results on network traffic captures 

The findings indicate that Microsoft Defender for IoT is a capable tool in improving an organization’s 

cyber security resilience within network monitoring aspects. However, the tool is still clearly in the 

maturation phase, and all the functions were not as polished as expected. Nevertheless, the as-is 

state is sufficient in providing threat intelligence and visibility to assets. A remark however must be 

made: the tool does not provide reactive countermeasures against intrusion and is only intended to 

be a passive monitoring tool. Any reactive actions could potentially be configured by a proxy. For 

example, if a severe alert has been detected, the alert could then be forwarded to a third-party 
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system or a firewall, which in turn could perform automatic network-affecting actions based on its 

configuration. This could include for instance, shutting down Internet access at firewall level before 

the alert has been manually addressed. 
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10 Results 

10.1 Functionality areas of Microsoft Defender for IoT 

Results which were observed in this research in chapter 9 can be consolidated into the following 

Table 8. The methodologies have been separated as pages in the tool. 

Table 8. Value-adding matrix 

Area in Cyber Security Microsoft Defender 

for IoT specific area 

Value-adding methodology 

- Incident response Overview dashboard 

of current status. 

A simple “one-stop-shop” for checking 

current status of OT network. 

- Incident response 

- Disaster recovery 

Integration to third 

party monitoring solu-

tions. 

If an organization already has SOC or al-

ternative procedures established, the 

tool can then be integrated into those – 

no need to create tool-specific proce-

dure. 

- Asset inventory 

- Incident response 

- Disaster recovery 

 

Integration to Mi-

crosoft Azure. 

This integration option heavily targets 

towards using Microsoft’s cloud-based 

Defender. This allows visibility and a sin-

gle point of view of security status for IT 

and OT environments alike. 
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Area in Cyber Security Microsoft Defender 

for IoT specific area 

Value-adding methodology 

- Network security 

- Intrusion detection 

Monitoring network 

against changes to 

baseline traffic. 

Typically, an OT network is immutable, 

and no significant changes to predeter-

mined traffic baseline is observed. There-

fore, a type of whitelisting approach can 

be taken, and a baseline can be learned. 

After sufficient time, the network base-

line learning mode can be turned off and 

any network activity that deviates from 

the known baseline can be configured to 

raise an alert. 

- Asset inventory 

- Vulnerability management 

Combining and ex-

tracting asset infor-

mation seen on the 

network. 

Microsoft Defender for IoT can extract 

vital information from OT field devices, 

such as firmware versions. This infor-

mation can then further be processed 

when planning maintenance sessions 

and for example, during hardware lifecy-

cle management. Firmware versions usu-

ally have specific Common Vulnerabili-

ties and Exposures (CVEs) tied into them. 

- Attack vectors Identifying potentially 

unsafe communica-

tion pathways. 

The attack vector simulation helps to 

identify weak links with securing net-

work perimeter and additionally adding 

or modifying security controls. 
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10.2 Summary of value-adding functionalities 

A summarized conclusion can be drawn from Table 8; Microsoft Defender for IoT succeeds in im-

proving OT network cyber security resiliency within various different areas. However, there are 

some limitations which can be observed. The tool is not yet fully mature in terms of proprietary 

protocol support. Implementing or developing organization’s own protocol support is not possible 

at the time of writing. 

The amount of real-world value-adding functionality ultimately depends on the implementing or-

ganization. The tool has a good coverage on technical controls, but it does not provide a set of pre-

made procedures or guidance on integrating follow-up actions within different organizational hier-

archies. In addition, if budget or personnel resource allocations are not being made, the full poten-

tial of the tool can be left underutilized. The nonexistent entry cost with a 60-day trial period lowers 

the barrier to do exploratory testing. Comparing this to the other products on the market, Microsoft 

Defender for IoT did not require a monetary or NDA commitment before granting access to the tool. 

This was observed in Table 5 additional evaluation criteria. In a scenario where security responsible 

persons are tight on time and resources, the self-service approach to obtaining access to installation 

files can be the most enticing feature. 
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11 Conclusions 

11.1 Evaluation of research questions 

Exploratory testing produced promising results, but has the results addressed original research 

questions? 

What tools currently exist that are viable for network monitoring in OT environments? 

Current day market has tools available to address challenges in the OT network monitoring field. 

From the tools which are presented in chapter 7, a conclusion can be drawn that some of the initially 

promising tools were not in fact, network monitoring solutions. Secondary observation is that some 

of these tools were cloud-only based. When operating in OT environment, a mandatory Internet 

connectivity is not feasible for air gapped networks. These kinds of networks are not uncommon 

occurrence in OT field. As a note, all of the evaluated and available tools are commercial and require 

a license. This in turn affects the availability of information in terms of installation manuals or system 

requirements. These types of manuals would have been useful by providing a more comprehensive 

view of the tool’s technical capabilities and installation procedures. Furthermore, restricted access 

to technical material could potentially lessen interest in a specific tool. 

How does the existing tools suit specifically for OT network monitoring? 

An analysis of the identified tools was conducted in order to establish a single candidate for explor-

atory testing. Fundamental purpose was to differentiate information technology from operational 

technology tools. A key observation was that only a surprisingly small number of tools were only OT 

focused. Majority of the identified tools focused on securing business IT related areas. Furthermore, 

during evaluation, some of the tools revealed to be not intended for network monitoring applica-

tions. In a single case, this manifested as an incident response first approach with the help of AI 

powered detection methods. During research, the core functionality of AI based detection was not 

well established and perhaps this can be attested to being a corporate secret. Since this research 

focused on tools which are purely made for network monitoring, any deviating core functionalities 

were left out from further investigations. 
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Despite the narrowing sample set, a small number of tools existed which looked promising for OT 

network monitoring use-cases. Since multiple tools met the initial assessment criteria, additional 

criteria had to be established. This enabled the focus on a single tool, which could be assessed fur-

thermore. Overall, the tools which could be considered as OT network monitoring tools are consol-

idated into Table 3, since all of them met the initial assessment criteria. 

Perform exploratory testing to one screened tool and verify its operational capabilities. What 

value-adding functionalities does the tool have? How does the tool improve organizations’ cyber 

security maturity? 

As the additional evaluation criteria defined in Table 4 singled out one potential candidate over 

others, exploratory testing was performed in order to obtain first-hand knowledge about the tool. 

The areas in which the tool improves was described in chapter 10. To summarize, the Microsoft 

Defender for IoT demonstrated promising capabilities with which an organization could increase 

their own cyber security maturity without excessive investment or overhaul of their operational 

technology ecosystem. 

It should however be noted that in order to fully benefit from the tool provided functionalities, the 

information generated by the tool should be actively monitored and actions should be performed. 

The tool should be considered only a part of defense in depth strategy, and it should not be assumed 

that the OT environment is secure only by implementing a network monitoring tool. Nevertheless, 

it is a good step towards increasing cyber security maturity and gaining insight on what happens 

inside operational technology networks.  

11.2 Further improvements, research, and evaluation 

In order to fully establish the tools capabilities, the evaluation should be done in a real-world setting 

with real-world traffic outside of a laboratory environment. In addition, integration towards Mi-

crosoft organization-level tool “Microsoft Defender for Business” could be explored, in order to in-

clude alerts towards already pre-existing organizational IT workflows. 
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11.3 Afterthoughts 

In the beginning of this research journey, it was unclear how well the tools and software could be 

obtained and how viable this research provided results would eventually turn out. Since operational 

technology is an industrial field, the availability of information is scarce by default. Network data for 

testing was also hard to come by due to the nature of industrial devices. Potentially procuring equip-

ment permanently would have also been too expensive (Santiago Robles Durazno, 2021).  

In retrospect, this research has indicated surprising results about available tools. During operational 

phase of the research, many unforeseen technical obstacles were encountered in which support 

was not always available. The results indicate that even though many tools advertised themselves 

as network monitoring tools, they are not suitable for OT-specific use-cases. Careful consideration 

needs to be performed on a case-by-case basis on the required functionalities. Despite these diffi-

culties, the research questions brought forward insight into the methodology in improving network 

monitoring maturity level. I hope that this research can bring direction to individuals keen on im-

proving their own cyber security capabilities. 
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