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ABSTRACT 

Monitoring network performance in a modern hybrid environment that utilizes 

cloud computing resources together with on-premises infrastructure is crucial to 

provide quality of service for users and maintain continuous network operations 

for business-critical services. Monitoring performance in these environments 

possesses challenges due to the complexity of networks and with the large 

number of technologies involved. 

The objective of this thesis was to study how to effectively monitor network 

performance in a hybrid infrastructure, what kind of monitoring solutions existed 

in the market, and to compare their characteristics, as well as to provide aspects 

of what organizations need to consider when deploying the solutions.    

Qualitative methods were used to select the monitoring solutions for this study by 

interviewing networking and monitoring specialists from Telia Cygate Oy and 

researching the current market selection. Information about the monitoring 

technologies was gathered from the product documentation provided by the 

manufacturers. 

The study showed that monitoring performance in a hybrid infrastructure was 

possible with the presented monitoring solutions. However, each of them is best 

suited for a specific environment and the decision of which solution might be 

suitable for an organization should be based on the current and future 

technologies in use within the network. Combining cloud providers native 

monitoring tools with an external monitoring solution might provide the widest 

overall picture of network performance in a hybrid environment.  
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1 INTRODUCTION 

Modern networking environments utilize cloud computing resources together with 

on-premises infrastructure, creating a hybrid networking environment for 

organizations. Monitoring network performance in these environments is crucial 

to provide quality of service for users and maintain continuous network 

operations for business-critical services. Hybrid infrastructure, as a term is not 

defined, and it is used vaguely in different sources to describe several hybrid 

environments. In this thesis the term describes an IT networking environment that 

combines on-premises networking infrastructure with one or more cloud 

providers’ resources. 

 

Performance monitoring in a hybrid infrastructure possesses challenges due to 

the complexity of the network combining several technologies, of which many 

have native monitoring solutions without the capability of monitoring connections 

across the technologies. This leads to the main questions that this thesis aims to 

answer, how do we effectively monitor network performance in a hybrid 

infrastructure, what kind of monitoring solutions are available in the market, and 

how well do they operate, and what aspects the organizations need to consider 

when deploying the monitoring solutions.   

 

The topic for this thesis was presented by Heikki Jantunen who is working at 

Telia Cygate Oy as a senior cloud network architect, and the challenges of hybrid 

network monitoring are acknowledged within the company. My own interest in 

this topic comes from working at Telia Cygate Oy’s IT Operation Center and 

troubleshooting connectivity issues related to a wide range of network 

technologies.  

 

The scope of this study focuses on the performance monitoring of connections 

between networking devices within the hybrid infrastructure, consisting of on-

premises data center and Azure public cloud environment. The theory sections 

give background information on network monitoring, public cloud operations, and 

data center network environments as well as introduce data collection protocols 

and metrics used in performance monitoring. Monitoring techniques and 
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challenges in a hybrid infrastructure are discussed and in the last section, the 

characteristics, and capabilities from different monitoring solutions available in 

the market are reviewed and compared. Product documentation and interviews 

with monitoring specialists from Telia Cygate is used for the source of information 

about the monitoring solutions.   

 

2 NETWORK MONITORING 

Network monitoring is the practice of consistently overseeing all the network 

equipment and connections for any failures to ensure continued network 

performance. A variety of data is collected from the devices and filtered for 

analysis to identify any issues in the networks. Network monitoring can be 

categorized into availability and performance monitoring while Application 

performance monitoring (APM) focuses more on application performance and 

user experience. (Gillis & Slattery n.d.) 

 

2.1 Data collection 

Simple network management protocol (SNMP) is the most widely used 

monitoring protocol for collecting information from devices and it has been in 

active use since 1988 with widespread compatibility. SNMP software runs on the 

hardware or service being monitored and collects data to a text based MIB 

database. A centralized SNMP manager software queries the agents MIB with 

Object Identifier (OID) requests to gather specific information. There are currently 

three versions of the SNMP protocol and in most cases it functions in a 

synchronous model, where communication is initiated by the SNMP manager and 

the agent responding. (Scarpati n.d.) 

 

A more modern approach is streaming telemetry, which operates as a push-

based model. Streaming telemetry supported network devices constantly send 

system metrics to the management system, whereas SNMP polls the devices at 

certain time intervals. A push-based model is generally more efficient and 

scalable in more extensive networks without affecting the devices’ performance, 

and it allows a near real-time analysis of performance. A drawback to this 
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technology is that it is not widely supported yet, and some vendors use 

proprietary telemetry, requiring vendor’s monitoring systems for analysis. 

(Gervasi 2024.) 

 

Network flow monitoring provides more insight into traffic traversing through 

devices and networks. There are different standards and formats such as 

NetFlow, sFlow, and Internet Protocol Flow Information Export (IPFIX). Each of 

these work in a slightly different way, but all are distinct from port mirroring and 

packet capture which capture the contents of every packet that is passing. 

NetFlow is the original solution, developed by Cisco in the late 1990s, and it 

operates by capturing a set of packets from the flow of traffic that share a 

common set of characteristics such as source and destination address, port, and 

protocol type. The flow records are then exported to a flow collector and analyzed 

with a flow analyzer, these are often operating as a single entity and combined 

into a larger monitoring solution. IPFIX is very similar to NetFlow with few 

additional fields added and version nine of NetFlow was used as the basis for its 

development. It is an open standard and supported by many networking vendors 

apart from Cisco. sFlow, on other hand, captures deeper levels of information by 

randomly sampling the full packet headers and partial packet payloads. This can 

reduce CPU and bandwidth utilization on the collecting devices but may affect the 

accuracy of collected information. (Grimmick 2021.) 

 

Another means of collecting data from the network devices is to utilize the system 

logging protocol (syslog), defined by Request for Comments (RFC) 3164 

document. It allows devices to transfer event messages to a logging server, with 

defined numerical facility and severity values about the event. Facility value 

corresponds to the system of origin whereas severity values, ranging from zero to 

seven, describe the level of severity of an event, zero meaning an emergency 

where system is unusable (Lonvick 2001). 

 

Monitoring software systems can utilize Application Programming Interface (API) 

protocols in a callback method, in which web-based messages are sent to other 
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systems after an event occurs. These are called webhooks and they use HTTP 

POST messages to trigger actions on the receiving end. (Heusser 2023.) 

 

2.2 Availability monitoring 

Availability monitoring is the basic layer of network monitoring, and it refers to the 

continuous monitoring of device hardware components and interfaces. The 

simplest monitoring method is a ping tool that sends Internet Control Message 

Protocol (ICMP) echo request messages to a target IP address and gets an echo 

reply, signaling a successful connection. SNMP protocol offers much more 

information from the target devices, and it is used to track vital system metrics 

such as CPU and memory, status of the power units and fans, and device uptime 

information. It also provides interface metrics which are vital for detecting any link 

failures in a redundant networking environment.  

 

2.3 Performance monitoring 

Network performance monitoring is the process of monitoring and measuring the 

quality of service of a network. Gathered metrics can aid in troubleshooting 

connectivity issues and help to optimize the network performance. Monitoring 

tools combine various types of network data such as metrics from infrastructure 

devices, flow data, packet data, and results from synthetic tests to analyze the 

performance over time.  

 

Common performance metrics include bandwidth and utilization, which 

represents the maximum capacity of a network connection and the percentage of 

its usage at a given time, whereas throughput measures the actual amount of 

data that is or has been transferred. Packet loss, latency, and jitter metrics reveal 

insights on the performance of connections between a source and a destination. 

Latency measures delays, and it is often measured as a round trip time of packet 

travelling from source to destination and back. Packet loss refers to the number 

of packets that fail to reach the destination and jitter measures the inconsistency 

of arriving packet data or the variation in latency over time. (Kentik n.d.e.)  
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One of the most used tools for monitoring network paths is the traceroute. It was 

created in the 1980s and it uses a series of ICMP packets that are sent from 

source to destination IP address. Packets travel from router to router along the 

path with increasing Time to Live values (TTL), and each router reduces the 

value by one and replies to the source with an ICMP message TTL Exceeded 

when the value reaches zero. The first packet has a TTL value of one, so the first 

router replies, then a second packet is sent with TTL value of two and it is 

forwarded to the second router, process is repeated until the maximum number of 

hops is reached or the destination router replies. This operation reveals the 

routers along the path with round-trip times of each packet. However, latency 

values might not be accurate using ICMP since routers are prioritizing traffic and 

ICMP packets might be dropped. Firewalls may also drop ICMP packets along 

the path, but this can be avoided using TCP as the communication protocol. 

(Harris 2022.) 

 

3 HYBRID INFRASTRUCTURE 

Information technology (IT) requires infrastructure to operate, and IT 

infrastructure is simply the sum of all the necessary components, such as 

personal computers, servers, and networks that form the basis to run a 

business’s IT services (Wright 2020). There are two primary types of IT 

infrastructures, traditional and cloud. In a traditional type, the company’s 

infrastructure is located on their premises, and it is a private environment 

accessible only from the company network. (IBM n.d.a.) 

 

A cloud computing IT infrastructure can be further divided into private, public, 

hybrid, and multi-cloud solutions. A private cloud is a single tenant environment in 

which all the hardware and software resources are dedicated exclusively to, and 

accessed only, by a single customer. The environment is typically hosted from an 

on-premises data center but can also be hosted on an independent cloud 

provider’s infrastructure or built on rented infrastructure hosted from offsite data 

center by a service provider. A public cloud on the other hand is a multi-tenant 

environment where the computing resources are shared among multiple 

customers and the independent cloud service provider owns and maintains the 
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infrastructure. Access to those resources is available over the internet and they 

are provided on a subscription basis with pay-as-you-use pricing. A hybrid cloud 

combines private and public cloud environments whereas multi-cloud solution 

combines multiple independent cloud providers public cloud services. (IBM 

n.d.b.)  

 

A hybrid infrastructure is a hybrid IT environment which works at the device, 

system and application levels in different locations and platforms. Part of the 

company’s systems and applications can be in public cloud and some either in 

their own or in different vendors on-premises data centers. The hybrid 

environment consists of computation infrastructure that is located both on-

premises and public cloud and it includes the overall architecture that governs the 

traditional IT systems and platforms. (Teräväinen 2022.) 

 

3.1 Importance and benefits 

Hybrid environment responds to the growing needs of organizations to make 

more use of data, enhance the flow of information, and enables agile 

development and scalability. (Teräväinen 2022.)  

  

Benefits of opting for a hybrid infrastructure include scalability and security as 

well as ensuring business continuity and it can bring cost savings. By using public 

cloud services when demands spike, companies can seamlessly increase their 

operational capacity while having business critical data and operations running in 

their private cloud or an on-premises data center. Upgrading operational 

hardware and software is much faster in a cloud environment compared to 

traditional network infrastructure. (vmWare, n.d.) 

 

Leveraging public cloud storage options can bring operational cost savings by 

having non-mission critical operations running in a public cloud instead of a 

private cloud or in on-premises data centers. Most of the public cloud storage 

services are charged only when they are used. In Hybrid infrastructure, public 

clouds can also be used to absorb workload surges to protect private servers 
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from overloading as well as duplicating data in case of disaster or computing 

failure ensuring business continuity. (vmWare, n.d.) 

 

However, not all data can be stored in the cloud as some organizations may have 

strict policies about their data storage and access control, and some might be 

obligated by law to store their data within country limits at a certain location with 

secure access policies. The demand for enterprise and colocation owned data 

centers is increasing, based on Uptime Institute’s Global Data Center Survey 

Results from 2023 (Pärssinen 2024). 

 

3.2 Data centers and public cloud computing 

“There’s no cloud without a data center” (Sudipto 2023). A data center is a facility 

that consists of computing, storage, and networking infrastructure and a business 

relies heavily on the applications, services, and data located in the data center, 

making it a critical asset for all operations. There are many types of data centers 

and service models enterprises can choose from. Data centers can be smaller, 

completely owned and managed by an enterprise, or they can be colocation data 

centers by a third-party service provider, or they can be huge hyperscalers 

owned and managed by public cloud providers such as Amazon Web Services, 

Microsoft Azure, or Google Cloud. (Yasar 2022.) 

 

According to Yasar (2023), public cloud providers deliver service models that can 

be categorized into three main categories: Infrastructure-as-a-service (IaaS), 

Platform-as-a-service (PaaS), and Software-as-a-service (SaaS). These models 

differ in the number of services and underlying infrastructure the cloud provider 

and the customer govern. This is called a shared responsibility model (Figure 1).  
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Figure 1. Shared responsibility model (Watts & Raza, 2019) 

 

IaaS service model delivers compute, storage, and network resources on a pay-

as-you-go basis. The customer is responsible for deploying, maintaining, and 

supporting the applications while IaaS provider is responsible for maintaining the 

physical infrastructure. (Aws, n.d.a.) 

 

Public cloud providers’ data centers are located around the world and clustered 

together in geographical locations called regions. Each region contains one or 

more availability zones (AZ), and each contains one or more data centers. AZs 

are close enough to have very low latency between them, but far enough to 

reduce the likelihood of local outages or weather affecting one or more at the 

same time. (Azure n.d.) 

 

Resources in the cloud are deployed under private networks that are separate 

from those of other customers. Microsoft calls this Virtual Network (VNet) and 

Amazon Virtual Private Cloud (VPC), and both segregate the networks with 
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subnets. VPC subnets are mapped to an AZ and a subnet can belong to only one 

AZ and there can be public or private subnets. A subnet is public if it has an 

internet gateway attached to it allowing access to the internet from the deployed 

resources. VNet does not separate subnets to private and public and resources 

connected to it have access to the internet by default. (Ekezue 2017.) 

 

3.3 Data center networking  

At the core of a data center there are the servers, often called hosts and each 

consisting of one or more processors, memory, network interface and local high-

speed disk or flash for storage. These resources are then packaged into racks 

and allocated as clusters that can consist of thousands of hosts all connected 

with a high-bandwidth network. (Abts & Felderman 2012.) 

 

The data center network (DCN) interconnects all the resources, and it is like what 

the central nervous system is to a human (Abst & Felderman 2012). DCN 

consists of physical network devices such as switches, routers, load balancers, 

firewalls, and applications delivery controllers and it provides secure connections 

to the data center via internet or a network and supports virtualization (Sudipto 

2023). 

 

There are many architectural designs of data center networks and the traditional 

is a three-tier design model. It consists of three network layers: core, aggregate, 

and access. The core layer at the top connects the data center to the internet and 

routes the traffic. The aggregation layer below provides uplinks from the access 

layer switches and includes load balancers and firewalls. At the bottom layer, the 

access layer switches connect the servers to the network. The three-tier model is 

an ideal solution for north-to-south traffic but lacks fault tolerance, scalability and 

packets experience latency passing through multiple hops especially in server-to-

server communication. (Sudipto 2023.) 

  

A modern data center architectural design addresses scalability and redundancy 

limitations and increases network performance. In a Spine-leaf architecture there 

are two network layers: spine and leaf. The spine layer devices provide routing 
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and act as a core for the network while the leaf layer switches connect the 

servers and provide access to the network. In this design model, each leaf switch 

is connected to each spine switch, enabling fast server-to-server communication 

by reducing the number of hops between any server to two. (Margaret 2022.)  

 

An illustration of the two architectures can be seen in Figure 2. 

 

 

Figure 2. Three-tier and spine-leaf architectures (Margaret 2022) 

 

In a hybrid infrastructure connecting to the data centers can be established by 

using a virtual private network (VPN), direct connection, or by software-defined 

wide area network (SD-WAN). A VPN is a popular option, and it enables 

organizations to connect securely using encrypted tunnels. A site-to-site VPN 

connects branch offices to companies’ main network as well as to the cloud. 

Remote access VPN enables remote users to connect to the company network 

and access services and resources. A limitation of using VPN connections is that 

the traffic goes through the internet affecting the speed of connections and can 

cause congestion. (Vargas & Bielicki 2021.) 

 

Users can connect to the applications residing in the data centers either by using 

mobile or fixed networks. Traffic goes through packet switched network and then 

through the internet core and enters the data centers. (Pärssinen 2024.)    

 

Connecting on-premises or colocation data centers with cloud data centers can 

be established using direct physical connections on a private circuit, or virtual for 

example WAN cloud exchange (WAN-CX). Direct connections provide fast and 
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reliable communication between data centers avoiding the internet in between. 

Direct physical connections require that both the enterprise and cloud service 

provider (CSP) have their networking infrastructure in the same facility because 

network cable needs to be connected from enterprise router to CSP controlled 

router. These connections can be made in meet-me rooms provided by 

colocation data centers or by leasing ports from WAN provider. CSP’s have 

different names for direct connection services e.g. Amazon Direct Connect and 

Microsoft ExpressRoute. (Burke 2018.) 

 

VPCs can also be directly connected by using VPC peering. According to AWS, 

VPC peering connection is a connection between two VPCs, and traffic is routed 

between them using private IPv4 addresses and IPv6 addresses as if the 

instances were within the same network. Peering connections can be established 

between own account VPCs, or with a VPC in another account and they can be 

in different Regions. (Aws n.d.b.) 

 

3.4 Performance monitoring techniques 

Monitoring network performance in a hybrid infrastructure requires monitoring of 

several key components due to the scattered and complex nature of the 

networks. Connections between the core routers and switches near the servers in 

on-premises data center must be monitored as well as connections from the core 

routers to remote office networks and to cloud resources. An organization’s 

network architectures can vary between the number of services hosted in the 

cloud or on-premises environments and whether users connect through office 

networks or use VPN connections from remote locations. These variances need 

to be considered when planning an effective performance monitoring strategy 

and technologies to be used. Monitoring can be focused on a user traffic or 

connectivity between network devices or a combination of both. 

 

Performance monitoring techniques can be categorized into two main groups, 

active and passive. An active, also called synthetic monitoring, does not use real 

traffic as the source of data, instead it uses a series of network tests generated 

by monitoring probes or agents towards other probes or services. The tests can 
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simulate various types of network traffic and provide real-time insight into network 

performance. Active monitoring can be used for continuous testing and 

benchmarking network performance as well as pinpointing bottlenecks and 

troubleshooting connectivity issues. (Charest 2023.) 

 

Passive monitoring, on the other hand, captures real network traffic that passes 

through the network devices and is stored for analysis without interfering with 

network performance. Capturing traffic can be done using hardware-based 

network taps that copy all the passing traffic or enabling port mirroring on the 

monitored devices or by using flow monitoring software. Passive monitoring 

allows administrators to examine the flow of traffic and enables deep insight into 

network utilization, performance, and security. It is used for identifying long-term 

trends and historical traffic analysis, as well as revealing top talkers in the 

networks and monitoring application usage. (Charest 2023.) 

 

Path monitoring is also a form of performance monitoring, and it ensures that 

traffic is routed using optimal routes and can reveal possible hotspots and 

vulnerable bridge connections in the networks. Border gateway protocol (BGP) is 

used for routing traffic on the internet and it connects Autonomous system (AS) 

networks together on a global scale. Monitoring BGP routes provides valuable 

information on latencies between hops, detects changes in routing and ensures 

redundancy. 

 

3.5 Performance monitoring challenges 

One of biggest challenges when monitoring performance in a hybrid environment 

is the lack of visibility across technologies. Organizations may have a mix of 

monitoring technologies, one for on-premises and one or more for cloud 

environments, plus vendor specific management systems e.g., Aruba Central, 

Cisco Viptela and DNA Center which provide certain performance metrics. 

 

When a cloud environment is added to an organization’s existing on-premises 

infrastructure or vice versa, it often requires an additional monitoring technology 

to get a complete picture of network performance in the hybrid environment. 
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Traditional monitoring technologies are often designed for on-premises 

environments and are not capable of monitoring cloud native services and 

resources. Cloud resources are highly dynamic and traditional monitoring tools 

may not adapt well to the on-demand scaling. (Lamberti 2023.) 

 

A baseline of network performance must be established to set the correct 

thresholds for network tests because without it is difficult to troubleshoot 

connectivity issues and measure performance. Any added monitoring system 

must support integration with an organization’s IT Service management (ITSM) 

system to enable ticketing and responses to alerts. 

 

4 EXAMPLES OF MONITORING TECHNOLOGIES 

Some of the popular network performance monitoring tools were chosen to 

research what is possible to monitor with these tools, how and where they can be 

deployed, and what kind of monitoring techniques they use. Microsoft Azure 

monitoring section showcases Azure public cloud monitoring tools, techniques, 

and possibilities in a hybrid environment. Possible disadvantages and 

advantages as well as additional thoughts of each monitoring technology are 

discussed in the comparison and thoughts section. 

 

4.1 ScienceLogic 

ScienceLogic SL1 platform offers a scalable and secure monitoring system that 

can be deployed on-premises, in customer managed clouds, or as ScienceLogic-

managed SaaS. SL1 supports multiple separate client organizations in a single 

platform and data is fully partitioned to enable integrity. SL1 uses both agent and 

agentless data collection and serves availability, performance, events and 

configurations via SNMP, API, SSH, and Syslog to a unified operational data 

lake. Over 400 supported SL1 Powerpack monitoring solutions enable monitoring 

from e.g., major public cloud providers hybrid and multi-cloud environments, 

virtualization solutions (e.g., VMware), software defined networks, servers, and 

storage. SL1 supports integrations with several ITSM tools, providing automation 

to ticketing and troubleshooting as well as enabling bi-directional synchronization 
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of data with companies Configuration management database (CMDB). 

(ScienceLogic n.d.a.) 

 

A distributed system of the SL1 platform consists of a user interface, a database 

server, and one or more message and data collectors. These operations can be 

run from an all-in-one appliance or from dedicated nodes each performing one 

function. The distributed system can be upgraded to an extended system, which 

brings four new appliances: a compute cluster, a load balancer, a storage cluster, 

and a management node. (ScienceLogic n.d.b.) 

 

Data collectors are responsible for discovering new devices in the SL1 system 

and collecting agentless monitoring data from the devices. Message collectors 

collect SNMP, Trap messages, syslog messages, and agent-based data from 

installed managements agents. A database server is at the heart of the operation, 

and it pushes data to and from the collectors as well as processes and 

normalizes the data. It allocates tasks to the other nodes in the SL1 system, 

executes automation actions in response to events, and stores all configuration 

and policy data. The user interface can be accessed through a web browser and 

administrators as well as users can view collected data, reports, and events, 

define policies, and it provides access to the ScienceLogic API. (ScienceLogic 

n.d.b.) 

 

From a standpoint of network monitoring, SL1 supports availability and latency 

monitoring, visibility to IP networks and system vital metrics such as CPU and 

physical memory. At the discovery phase, all network interfaces are detected 

from the devices and monitoring protocols are decided. Protocols used for 

availability monitoring of hardware-based devices are ICMP, SNMP, TCP, and 

UDP and for component devices, meaning an entity that runs under the control of 

a management device, Dynamic Applications are used from the data collectors to 

poll the devices for availability at a defined frequency. Latency monitoring refers 

to the amount of time it takes for an end device to respond and allow 

communication initiated by the SL1 and it is measured in milliseconds. SL1 can 

trigger events based on the monitoring data it receives by using set threshold 
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values. The values, for example for availability monitoring with ICMP, can be set 

to a percentage value from 0 to 100, 100 percentage meaning every ICMP 

packet must go through without triggering an event. (ScienceLogic n.d.c.)   

 

SL1 extends its monitoring capabilities to a wide range of technologies with 

predefined monitoring packets, called PowerPacks. These include Dynamic 

Applications for data collection, event policies, device templates, custom reports, 

and dashboard views for system status monitoring, among others. All major 

public cloud providers are supported, and the PowerPack for Microsoft Azure 

enables monitoring for example to services such as ExpressRoute, Load 

balancer, Virtual network, and Domain name system (DNS). It is possible to 

install a collector into Azure Vnet and gather monitoring metrics with webhooks. 

(ScienceLogic n.d.d.). 

 

A graphical representation of relations between the discovered devices in SL1 is 

presented in different topology Maps. There are Layer-2 maps, discovered with 

either Cisco discovery protocol (CDP) or with Link layer discovery protocol 

(LLDP), and Layer-3 maps. These are discovered by running a traceroute to the 

end devices from the collectors, and all devices which have layer-3 collection 

enabled, are visible in the map. (ScienceLogic n.d.b.) 

 

4.2 Kentik 

Kentik is a cloud-based platform for collecting, analyzing, and visualizing health 

and performance data of organization’s networks. Data can be collected from 

both on-premises infrastructure and cloud resources, utilizing actual traffic with 

flow metrics and synthetic tests. The Kentik portal is a Web-based user interface 

for management, traffic metrics analyzing, and viewing logical and network maps. 

(Kentik n.d.a.)  

 

The main data source for Kentik metrics is the traffic flow that passes through the 

devices, such as routers, switches, and endpoints. The primary protocols in use 

are sFlow, IPFIX, and NetFlow versions nine and five. Flow metrics can be 

enriched with additional data with e.g., SNMP, BGP, and GeoIP to provide 
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interface names and descriptions, source, and destination details, as well as 

used protocols. Depending on the device, data can be collected or pushed to 

Kentik cloud storage from flow enabled devices, installed host agents or from 

locally hosted proxy agents. (Kentik n.d.a.) 

 

Supported physical devices include Cisco’s ASA, SD-WAN vEdge and Meraki, as 

well as Juniper PFE switches and Palo Alto firewalls, while host agent software 

runs only on Linux hosts (Kentik n.d.b.).   

 

Kentik enables public cloud monitoring by exporting flow logs about resources in 

the cloud from the largest providers AWS, Azure, IBM, and Google Cloud 

Platform. The resources can be a VPC, a subnet, a virtual machine (VM), or an 

interface. In Azure, flow logs are generated by network security groups (NSGs) 

and consist of a set of records about the flow of traffic that originated from or 

destined to a resource. For AWS, Kentik offers a more detailed network 

monitoring called Cloud Performance Monitor with a user interface and it enables 

Direct connect and Site-to-Site VPN service monitoring as well as guidance on 

where to place synthetic agents for network testing. (Kentik n.d.c.) 

 

Various synthetic network tests can be run with Kentik’s software agents that are 

either private agents, deployed on-premises or on cloud infrastructure, or global 

agents maintained by Kentik and deployed around the world in key Internet hub 

locations. Network tests can be agent-to-agent, agent-to-server, or autonomous 

tests based on gathered flow logs. Ping and traceroute (TCP or UDP) tests 

provide latency, jitter, and loss metrics while application and routing performance 

tests focus on HTTP, DNS, and BGP. (Kentik n.d.d.) 

 

4.3 Obkio 

Obkio is a cloud-based SaaS application for synthetic monitoring, and it utilizes 

monitoring agents for either APM or NPM. There are both hardware and software 

monitoring agents available which gather latency, jitter, and packet loss metrics 

as well as measure Voice over IP (VoIP) quality and perform on-demand or 

scheduled network tests. Agents can be installed to end-point devices, servers, 
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or close to the perimeter of the network to monitor Wide area network (WAN), or 

they can be preconfigured and installed public monitoring agents deployed in 

public cloud providers locations. Monitoring agents can monitor other network 

devices with SNMP to provide metrics such as CPU usage, interface bandwidth, 

error, and availability metrics. Traceroute and speed tests can be run between 

agents and Obkio provides various visualization graphs of these results and from 

gathered device metrics. (Obkio n.d.a.) 

 

There are currently eight public monitoring agents in Microsoft Azure located in 

four countries, hosted, and maintained by Obkio (Obkio n.d.b.). These public 

monitoring agents can monitor cloud deployed applications, services, and provide 

network metrics such as response time, throughput, latency, bandwidth 

utilization, and packet loss. It is possible to set threshold values and get alert 

notifications from triggered events through SMS, email, or by integration with an 

incident management system. (Obkio n.d.c.) 

 

4.4 ThousandEyes 

ThousandEyes is part of Cisco networking company, and it offers an agent based 

NPM and APM software delivered as a SaaS with synthetic monitoring strategy. It 

is possible to monitor BGP routing, hybrid, and multi-cloud environments of major 

cloud providers as well as on-premises key networking devices and end points. 

Internet service providers (ISP) broadband routers can also be monitored with 

ISP monitoring tool which is currently available in the USA with selected 

providers (ThousandEyes n.d.a.). Routing and network traffic path visualization 

can be observed with hop-by-hop graphical maps of both public internet and 

enterprises WAN.  

 

Cloud environment monitoring is enabled by leveraging the global network of pre-

deployed Cloud agents maintained by ThousandEyes. Microsoft Azure being the 

most covered with agents installed in 36 regions vantage points to provide loss, 

latency, and jitter metrics as well as service delivery paths. ThousandEyes is 

compliant with OpenTelemetry, Sharelinks and Terraform to assist with APM and 

triggering alerts from tests. (ThousandEyes n.d.b.) 
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End point and network device monitoring is enabled by installing Endpoint and 

Enterprise monitoring agents to end-user laptops and key network devices in the 

network. Enterprise agents can also be installed into virtual cloud environment 

VPCs and Vnets and supported deployment options are presented in Figure 3. 

 

 

Figure 3. Enterprise agent deployment options (ThousandEyes n.d.) 

 

Enterprise agents auto-discover network infrastructure with LLDP and CDP 

protocols and poll the target devices with SNMP to gather specified telemetry 

data. It is also possible to run various network tests from any endpoint or 

enterprise agent to other agents as well as to service IPs and analyze the results. 

(ThousandEyes n.d.c.) 

 

4.5 Microsoft Azure native monitoring tools 

Public cloud providers underlying network infrastructure are completely owned 

and managed by the provider, therefore there is no visibility and access into the 

actual routers and switches. Network monitoring in public cloud environments is 

enabled through various services. 

 

Azure Network Watcher provides tools to monitor, diagnose, and view metrics 

collected from Azure IaaS resources such as VMs, VNets, applications gateways, 

and load balancers. Diagnostic tools enable administrators to test next hop 

routes, verify IP flow, enable packet capture on VMs, and troubleshoot VPN 

connections. IP traffic to and from NSGs is monitored with flow logs which 

provide information on traffic levels, bandwidth, and identifies top talkers and 

undesired traffic in the networks. VNet flow logs tool is currently in a preview 

stage and will simplify log monitoring in the future by enabling log monitoring at 
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virtual networks. Traffic analytics tool is used to visualize network activity across 

the Azure subscriptions, help to optimize network deployments based on traffic 

flow patterns, as well as show open ports to the internet and pinpoint VMs that 

attempt to connect to rogue networks. (Kazwini 2023.) 

 

Azure Monitor is responsible for collecting, analyzing, and responding to 

monitoring data from cloud and on-premises environments (Figure 4). It is 

possible to collect data from applications, virtual machines, guest operating 

systems, databases, containers, and network events in combination with Network 

Watcher. (Azure monitor overview 2024.) 

 

 

Figure 4. Azure Monitor data sources (Microsoft 2024) 

 

Extending monitoring to on-premises and other clouds resources is made 

possible by enabling Microsoft Arc on target machines and installing Azure 

Monitor Agents to containers, virtual machines, or host operating systems. 

Supported systems include Windows and Linux virtual machines, workstations, 

and laptops. Agents collect syslog, performance metrics, and file-based logs from 

the host systems. (Azure Monitor Agent overview 2024.) 

 

With Azure Monitor, it is possible to monitor ExpressRoute and Direct 

ExpressRoute, collect performance, circuit, and route metrics as well as ARP and 

BGP availability. Performance metrics include throughput, dropped bits and for 

the Direct connection, physical metrics such as Rx and Tx light levels, admin 

state, and line protocol status of ports are added. (ExpressRoute monitoring, 

metrics, and alerts 2023.) 
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Connection Monitor service enables various connectivity tests between 

monitoring agents towards endpoints by using HTTP, ICMP, and TCP protocols. 

Tests can verify connectivity and availability of hosts as well as continuously 

monitor, for example ExpressRoute connections. Connection Monitor can send 

triggered alerts to Azure Monitor, which then can automatically trigger scaling on 

resources or send alerts to integrated ticketing systems with webhooks. 

(Connection monitor overview 2024.) 

 

The results of Connection Monitor tests, network topology, health, and collected 

metrics can be viewed with Azure Monitor Network Insight service. It provides a 

visual presentation of the above as well as an access to NSG flow logs, Traffic 

analytics and diagnostic tools. (Azure Network Insight overview 2023.) 

 

4.6 Ixia Hawkeye 

Hawkeye is a synthetic network and application monitoring software, and it is a 

part of Keysight’s product line (Keysight n.d.). Hawkeye is a single tenant 

environment, and the platform consists of a main server with registration and 

license servers attached, and a web-based user interface. The main server can 

be deployed on-premises, and it collects the monitoring results and metrics. 

Network and application monitoring is enabled with Ixia’s hardware probes and 

Hawkeye software agents distributed in the network or installed to the end 

devices. Network tests are configured in the main server and sent to the probes 

or agents which generate reports of the results. One to one test generates 

synthetic traffic from node to node, while continuous tests are real service tests 

where endpoints generate continuous traffic to server or network equipment and 

reports the response times. Hawkeye uses ICMP, TCP, UDP, and HTTP as well 

as real user traffic with video or voice type packets to produce performance 

metrics such as delay, loss, jitter, bandwidth, Mean Option Score (MOS), and 

throughput. Path discovery tests provide visibility into network topology from 

Hawkeye hardware end points to any remote location and they are run with TCP 

and UDP or ICMP packets. Tests are configurable to show alternative routes to 
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the destination, and results are presented as a graphical hop-by-hop map with 

added Autonomous System (AS) numbers of middle points. (Hawkeye n.d.) 

 

Hawkeye endpoints can be virtual-, hardware-, or software-based and their 

monitoring capabilities vary depending on the model (Figure 5). Endpoints are 

easy to deploy and require only IP configurations and necessary firewall 

openings for the monitoring connections.  

 

 

Figure 5. Hawkeye endpoints (Keysight n.d.) 

 

All endpoint types can perform basic network monitoring tests with TCP, UDP, 

ICMP, and web page downloads but hardware endpoints have the most tests 

available e.g., path discovery and additional real service tests. Hardware 

endpoints are designed to be inserted at key junctures in the network whereas 

virtual and software endpoints are for the servers and user workstations. Cloud 

monitoring in Figure 5 refers to a TCP ping test to any known AWS server with 

Path discovery. However, it is possible to do the basic network tests with a 

software or container endpoint located in AWS and Azure. 

 

Keysight offers additional monitoring services including hardware and virtual 

network taps, packet brokers as well as Cloudlens service for packet capture in 

the cloud. These provide 100% visibility to link traffic and enable east-to-west 

traffic monitoring without impacting network performance. IxChariot is a lighter 

weight cloud-based monitoring solution from Keysight, delivered as a SaaS from 

AWS platform. All its endpoints are software-based, and they can be installed on 

any Windows or Linux PC/server, Android or IPhone as well as on VMs and 
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Internet of things (IoT) devices. IxChariot produced tests can be viewed from 

management console in the cloud or from Hawkeye main server. 

 

4.7 Comparison of the solutions and additional thoughts 

Sciencelogic SL1 monitoring platform is an excellent tool for monitoring 

availability, vital system metrics, and processes from network devices and 

servers. It is a highly scalable multitenant environment capable of monitoring 

thousands of devices with the ability to separate the devices by organizations and 

it can be installed on-premises. PowerPacks extend the monitoring capabilities to 

other environments, and it is possible to get limited number of metrics from public 

cloud providers. Performance monitoring is limited to latency metrics between a 

collector and an endpoint, and synthetic performance tests as well as flow 

monitoring is not supported by the SL1. 

 

Kentik is a cloud-based solution, and the main data source is the flow metrics 

gathered from software agents and flow enabled network devices. Wide range of 

routers, switches, and firewalls are supported while host agents can only be 

installed to Linux hosts. Largest public cloud providers are well covered with 

public cloud agents and depending on the provider, different flow metrics can be 

gathered. AWS is the most covered with the additional monitoring of the 

DirectConnect and Site-to-Site VPNs. Kentik is a great network performance 

monitoring tool for monitoring connections between organizations key network 

devices and locations with flow metrics and synthetic tests. It is best suited for a 

hybrid infrastructure with AWS as the cloud provider and supported devices in 

use at the on-premises data center and remote offices. 

 

Obkio and all the other cloud-based solutions are easy to set up and low in 

maintenance for administrators but require tight data retention policies to avoid 

extra costs for data storage. Obkio’s wide variety of monitoring agents can be 

installed to almost any host, being a network device or a server, and agents can 

monitor surrounding devices as well. Supported synthetic tests deliver basic 

performance metrics between the agents but Obkio does not support flow 
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metrics. Public monitoring agents are distributed among the largest providers; 

however, the number of agents is currently quite low.  

 

ThousandEyes has a limited number of supported network devices for installing 

Enterprise monitoring agents, only Cisco routers and switches are supported.  

Endpoint agents can be installed to Windows and Mac operating systems while 

Linux systems are supported for server and docker agents. Public cloud 

monitoring agents are well distributed around the world and the most regions are 

covered in Azure. On top of the basic network performance metrics, it is possible 

to view graphical network path and topology maps from agent tests as well as 

monitor BGP routing. ThousandEyes is most suited for hybrid environment that 

combines on-premises Cisco’s key network devices with one or more cloud 

providers.  

 

Azure’s native monitoring tools offer the most metrics and visibility to their public 

cloud environment and services. There are many tools for network monitoring, 

and it takes a skillful administrator to use those effectively and optimally to avoid 

unnecessary costs. On-premises and other cloud environments can be monitored 

with Microsoft Arc enabled on target servers and machines. Supported operating 

systems include Linux and Windows versions. Available network performance 

metrics are very limited from target servers, and on-premises key network 

devices cannot be monitored, except ExpressRoute with the Azure Monitor tool.  

 

Hawkeye is a synthetic monitoring platform, and it can be installed to and 

managed from an on-premises environment. It offers a wide variety of network 

tests that can be run from node-to-node or from node-to-service with hardware 

and software-based monitoring probes that can be installed on most host 

systems. Synthetic tests are the most versatile with the added real user traffic 

simulations and MOS, on top of the network performance metrics. However, 

Hawkeye is a single tenant environment which means that the network tests and 

probes cannot be grouped by organizations. Hawkeye’s Path discovery test 

includes additional routes as well as AS numbers of middle points by using TCP, 

UDP, and ICMP packets instead of just ICMP. 
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Public cloud monitoring is possible by installing Hawkeye software agents to 

VMs, containers, or workstations. However, AWS’s cloud monitoring is supported 

with the additional capability to run network tests to any known AWS server from 

a probe without the need for installing an agent on the target server. Cloud 

environment and on-premises infrastructure monitoring can be further enhanced 

with the other monitoring products from Keysight. Hawkeye is well suited for 

monitoring network performance in on-premises data centers and connections to 

remote offices and cloud servers. High use of hardware probes on the other hand 

requires personnel for installation and maintenance.  

 

5 CONCLUSION 

In this thesis the main questions were how to effectively monitor network 

performance in a hybrid infrastructure, what kind of monitoring solution were 

available in the market, and how well do they operate, and what aspects the 

organizations need to consider when deploying the monitoring solutions. 

 

Based on the research in this thesis, each monitoring solution is best suited for a 

certain type of environment and might offer a wider range of monitoring options 

for specific cloud providers. The decision of which solution might be suitable is 

related to the organization’s current and future environment and which kind of 

devices and traffic needs to be monitored. It might be needed to combine Azure’s 

native monitoring tools with a performance monitoring solution to effectively 

monitor performance in a hybrid infrastructure. Monitoring solutions store 

information about the networking devices and form topology maps of the 

environments, and this aspect must be considered when deciding a deployment 

option as on-premises based solutions offer more secure access and control over 

the data.  

 

The selected monitoring products in this thesis represent a part of available 

solutions in the market and the information about each monitoring solution was 

gathered from the product documentations which might not include all the details 

about the software and how well it operates in a certain environment. Testing the 



28 
 

solutions in a real production environment would give more insight into the 

software and its features. 

 

In the beginning of this work, I had a plan to implement and test the best suited 

solution in a testing environment. However, after the research it was hard to 

decide the most suitable one since the testing environment and cases were not 

specified clearly. For future testing and research, I would suggest testing the 

different solutions in a testing environment with a specific scenario. It could be 

troubleshooting a connectivity issue or measuring connection performance e.g., 

between on-premises data center and cloud provider. These tools could also be 

used for testing or measuring network performance after configuration or 

hardware changes. 
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