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Open Radio Access Networks (Open RAN) is a new industry approach to
build mobile networks. Open RAN is driven by disaggregation, cloudification
and automation of the radio network functions and open interfaces between
disaggregated functions. Traditional approach in mobile networks has been
that single supplier provides complete radio access solution in certain area.
Open RAN approach promotes radio functions from multiple vendors to be in-

tegrated in the RAN network.

Open RAN Architecture specified by O-RAN ALLIANCE is evolving and new
functionalities and features are added in each release. The current O-RAN Ar-
chitecture however lacks any function to verify the integrity of distributed RAN

functions, which are delivered by multiple parties.

This research studies how trust and security can be enabled in cloud-native
multi-vendor Open RAN. The key concepts, semantics, and ontology related
to trust as applied in Open RAN environment are described and explained. In
addition to research, a solution based on remote attestation and trusted plat-

form modules is created and verified in an experimental laboratory setup.

The results from this project suggest that remote attestation can be used to
establish, maintain, monitor, and improve the integrity and good security pos-
ture of Open RAN network. The findings further conclude that further research
is needed to define optimal solution when connecting functionalities from dif-

ferent trust domains together.

trust, security, cloud-native, Open RAN, remote attestation, trusted platform
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Avoimen teknologian radioverkot (Engl. Open RAN) on uusi teollisuuden

lahestymistapa mobiiliverkkojen rakentamiseen. Open RAN perustuu radiover-

kon toimintojen hajauttamiseen, pilvistimiseen ja automatisointiin seka

avoimiin rajapintoihin hajautettujen toimintojen vélilla. Perinteinen I&hestymis-

tapa mobiiliverkoissa on ollut, etta yksi toimittaja tarjoaa kokonaisen radioverk-

koratkaisun tietylla alueella. Open RAN edistaa ratkaisua missa radioverkko

integroidaan usean toimittajan ratkaisuista.

O-RAN ALLIANCE:n maarittelema Open RAN -arkkitehtuuri kehittyy koko

ajan, ja uusia toiminnallisuuksia ja ominaisuuksia lisataan uusiin versioihin.

Nykyinen O-RAN arkkitehtuuri ei kuitenkaan sisalla ratkaisua milla hajautetun
monitoimittaja-radioverkon komponenttien alkupera ja eheys voitaisiin varmis-

taa.

Tama tutkimus kasittelee, miten luottamus ja tietoturva voidaan ottaa kayttoon
pilvipohjaisessa Open RAN -ympaéristossa. Luottamukseen liittyvat keskeiset
kasitteet, semantiikka ja ontologia Open RAN -ymparistéssa kuvataan ja
selitetdan. Teoreettisen tutkimuksen lisaksi esitetddn kaytannon ratkaisu
etdvarmennuksen toteuttamiseksi, joka varmennetaan kokeellisessa laborato-

rioymparistossa.

Taman projektin tulokset osoittavat, ettd etavarmennusta voidaan kayttaa
muodostamaan, yllapitAmaan, monitoroimaan ja parantamaan Open RAN -
verkon eheytta ja hyvaa tietoturvan tasoa. Tulokset osoittavat mygs, etta opti-

maalisen ratkaisun maarittamiseksi tarvitaan lisatutkimusta.

Avainsanat: luottamus, tietoturva, natiivi pilviratkaisu, avoimen teknologian radioverkot,

etdvarmennus, luotettu jarjestelmamoduli
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1 INTRODUCTION

Since the introduction of the first commercial cellular network 1979 in Japan, mo-
bile networks have evolved to become central nervous systems of modern socie-
ties. These systems connect humans, machines, and services together and their
criticality to economy and daily life of society has been recognized by govern-
ments. All critical sectors of society such as finance, energy, water, transport,
healthcare, are dependent on communications sector currently catered by 5G
system (DIGITALEUROPE 2023; Barr 2020).

It is not only the criticality of the systems, but also the new architecture and the
deployment models that set completely new challenges to end-to-end security.
The communication through mobile networks takes place between the endpoints
that are the user equipment and service residing in internet. In between there is
5G system, which can be further broken down to Core Network and Radio Ac-
cess Network parts. Figure 1 below describes the 5G system based on the new
Service Based Architecture (SBA) as defined by 3@ Generation Partnership Pro-
ject (3GPP). Core Network provides end users reliable and secure connectivity to
network with help of its key functions such as connectivity and mobility manage-
ment, authentication and authorization, subscriber management and policy man-
agement. In 3GPP defined 5G architecture, Core Network consists of services of-
fered by each Network Function (NF) over standard defined Application Program-

ming Interfaces (API).

Figure 1. 5G System based on Service Based Architecture
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Radio Access Network comprises of radio parts and connects the user devices
through the network to services in the cloud. The radio part conceptually consists
of the User Equipment (UE) and RAN functions. In 5G system the RAN function
supporting 5" generation radio technology is called a gNB, standing for 3GPP 5G

Next Generation base station.

The security approach that has been used for the previous generations purpose-
built point-to-point architecture radio networks has been considered no more valid
for the disaggregated, cloudified multi-vendor Radio Access Network (RAN),
whose attack surface is significantly expanded by completely new types of threat

models with their specific attack vectors (Liyanage et al. 2023).

Cloudification, virtualization, disaggregation, automation, and interoperability of
the radio access networks are the major themes currently driven by the industry.
O-RAN ALLIANCE was launched early 2018 to promote and work on these
themes to enable Open RAN that is interoperable and can be cloudified. In the O-
RAN Architecture, the RAN is split into Central unit (CU), Distributed Unit (DU)
and Radio Unit (RU) and interfaces are defined between those to support interop-
erability. Service Management and Orchestration (SMO) layer is designed to
manage the underlying network including the Cloud Infrastructure and Network
Functions over O2 and Ol interfaces. The actual deployments are selected
based on technical and business criteria and in real life there will be plethora of
different combinations with both cloud based and classic deployments (O-RAN
2023a).

From security point of view there are multiple new aspects to be considered. The
key problem to resolve is how to enable trust in this dynamic system with a sub-
stantial number of players and their products involved, and how to maintain it
over the lifetime of the service. The present research project studies how trust
and security can be enabled in an Open RAN architecture. The project is made
for Nokia Bell Labs research unit and its goal is to create security solutions that
can be used in practical network deployments based on cloud-native, disaggre-

gated Open RAN system.
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2 RESEARCH PROBLEM, METHODS, AND GOALS

The dynamic and complex environment of Open RAN with increased number of
stakeholders sets completely new challenges to secure the RAN. Extreme speed
and agility of the loosely coupled systems with frequent component and micro-
service updates and configuration changes requires automation and with automa-
tion also the resiliency of the system can be enhanced by using observability, an-
alytics, and controls. While this sounds ideal, it also increases the attack surface

and opens broad opportunities to attack these systems.

The essential criteria for appropriate security posture in this kind of environment
is trust. How trust can be enabled and assured in such a critical system? How to
trust that the function is the one it claims to be? How to trust that each function is
hosting and executing software that it is supposed to do? How to validate the en-
tire system stack from bottom up? How to ensure that the system has not been
intruded and tampered? How to create the Root of Trust and Chain of Trust in the

environment with multiple stakeholders?

When security of a critical system is based on concept of trust, it is essential first
to define trust and the related terms. Different standards and industry organiza-
tions are not aligned with the terminology and there are several different defini-
tions used for the trust related terms. As an example, the US National Institute of
Standards and Technology (US NIST) alone has several descriptions for the term
“trustworthiness”. In their publication “Developing Cyber-Resilient Systems” trust-

worthiness is described as:

Worthy of being trusted to fulfil whatever critical requirements may be
needed for a particular component, subsystem, system, network, ap-
plication, mission, business function, enterprise, or other entity.
(NIST SP 800-160 2021)

Their other document,” Risk Management Framework for Information Systems

and Organizations” defines it differently:
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The attribute of a person or enterprise that provides confidence to
others of the qualifications, capabilities, and reliability of that entity to
perform specific tasks and fulfil assigned responsibilities. (NIST SP
800-37 2018)

As trust is the foundation of the security in a system, this research aims to study
how trust is established. Further, it will be explained how that trust is transferred
and limited across the system (the chain of trust) and how trust is maintained
over time. Once the concept of trust is clearly defined, the focus will shift to rela-
tionships and interactions of the functions. Figure 2 below depicts a process of

how trust develops based on actions between the entities.

OBJECT MEASUREMENT CLAIM . » RESULT . »
measure attest verify decide

DECISION

trustable

trustworthy

trusted

Figure 2. Development of trust between entities (Oliver et al. 2023)

Figure above lists three different trust related adjectives: trustable, trustworthy,
and trusted. In this research work they are defined as follows:

e A trustable object is one on which attestation can be performed.

e A trustworthy object is one that can be verified. An object with a reference,
expected values which can be compared.

e A trusted object is one for which a positive decision can be made.

This model is part of ongoing ontology research and aims to be a "unifying"
model of said terminology.
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2.1 Research Problem

The research problem is to enable trust in disaggregated, cloud-native Open
RAN system and includes describing the semantics and ontologies of trust and in
parallel demonstrating a technical solution how to secure a multi-vendor Open
RAN based upon trust. The basis for the research work is the O-RAN ALLIANCE

defined architecture as illustrated in Figure 3 below.

0-RAN

01 —— 3GPF

Service Management and Orchestration \. y,
02| |o1 |o1 Al
Near-RT RIC J
E2 £2
f—— ¥2-u
0-CU-CP

O-end E2 0-CU-UP e

NG-u

Xn-c
MNG-c

Fl-u

0-DU H

Open FH CUS-plane | Open FH M-plane

O-RU )

——

Figure 3. O-RAN ALLIANCE logical architecture (adapted from O-RAN 2023a)

In addition to O-RAN Architecture, this research assumes practical deployment

scenario based on cloud-native technologies where the functions of the network
are built as scalable components or micro-services. The deployed network is not
only consisting of the network functions, but there are also applications exposed
with the information from the network that are allowed to influence the operation

of the network via declarative policies.

Research Questions

The primary goal of the work is to research how trust can be enabled in Open
RAN system. While this may sound trivial, there are aspects that must be ex-

plained and clarified. First, it needs to be defined what trust is and explain the re-
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lated semantics and ontologies. Secondly, it must be explained what Radio Ac-
cess Network (RAN) is, and specifically what is meant by Open RAN. Once the
foundation is properly laid down, concepts of trust and RAN are connected with
each other and described how trust is applied and enabled in Open RAN to en-
force security and integrity in the system to be maintained over the lifetime of a

service.

Research aim 1: Enabling Trust in Open RAN

Aligned with the primary goal of the research, the first question focuses on what

is trust in context of RAN and how trust can be enabled in Open RAN system.

Deploying cloudified, disaggregated, and Open 5G RAN network based on 3GPP
defined Service Based Architecture brings several technological changes com-
pared to previous generation point-to-point networks. From security point of view
the old perimeter-based security model is no more feasible, but instead due to
number of stakeholders and different combinations of functions, it is fair to as-
sume the attacker already inside the system. This assumption has also been
driver in US NIST defined Zero-Trust Architecture (NIST SP 800-207) where
there is no implicit trust inside the system, but instead trust is built upon valida-

tion.

Research aim 2: Requirements of trust in multi-vendor Open RAN

Considering the key characteristics of an Open RAN network, where the func-
tions of a system may come from multiple vendors, it is important to study what
the specific requirements of trust are in this scenario. Answering this ques-
tion requires to define an ontology of the trust with all the entities and their rela-
tionships and actions included. Figure 4 describes a high-level model of trust re-

lationships in an O-RAN system.
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Figure 4. Ontology of Trust in O-RAN system

Research aim 3: Drivers for trusted systems

When trust is based on validation and using measured results that can be que-
ried at any moment afterwards, the integrity of the measurement results and the
validation process must be protected. IETF Internet Security Glossary (RFC 4949
2013) describes the terms used for Internet Security and describes an estab-
lished point of trust as a source where the validation path begins. The document
further defines Trusted Computing Base as the totality of protection mechanisms
within a computer system, including hardware, firmware, and software, the com-
bination of which is responsible for enforcing a security policy. While there exist
several mechanisms to enforce security policies, the trust must be anchored in a
robust way. For Open RAN systems, based on industry view it is assumed that
trusted systems and trusted modules are critical elements in enabling the trust.
To validate this assumption, this research studies what are the drivers to use

trusted systems in cloud-native O-RAN system.
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There are few alternatives for trusted systems and based on the requirements the
best solution for the needs can be selected. Hardware Security Modules (HSM)
have been already widely deployed in the industry and many of the current
smartphones and laptops use Trusted Platform Module (TCG 2019a; TCG
2019b).

Research aim 4: Changes required in O-RAN architecture

As O-RAN ALLIANCE architecture is used as a basis in this research and as the
current architecture does not have any functionality for this area, it is likely that
there will be additions or changes in the current architecture. The last research
guestion is therefore what kind of changes need to be introduced in the cur-

rent O-RAN architecture to enable trust in different deployments.

Research Methods

Selecting a research methodology is important to plan properly as it will deter-
mine the success of the research. When considering Qualitative research and the
overall problem setting, there are several distinctions: are there singular or multi-
ple realities, is the problem unique or can it be generalized, is there are need to
follow a particular methodology of qualitative research or not. While there are dif-
ferent approaches, the common nominator is the need to provide credible and

trustworthy research results (Yin 2016).

The starting point for a qualitative research project may vary, but at least the fol-
lowing three topics must be covered: A topic, that defines what is going to be
studied, a data collection method explaining the ways how data is collected, and

sources of data defining where the data will be collected (Yin 2016).

When starting a research project, the potential ways forward may be influenced
by the past experiences or interest on the topic, which could already set the di-
rections for the work. In case there is low or no exposure to the topic, a fresh start

would become an alternative, which would allow building completely new way of
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approaching the field. For this research, the different research methodologies

presented in Figure 5 have been considered.

Used guidelines for research methodologies

Social Research Methods 4rd Edition, Bryman,A. Katri Ojasalo, Minna Koskelo and Anu K. Nousiainen.

2012. Oxford University Press. 2015. Foresight and Service Design Boosting Dynamic
Capabilitiesin Service Innovation. Laurea University of
Applied Sciences

Yin, R. K. 2016. Qualitative research from start to finish Kjvinen, 5. 2023. Integrating Innovations Into a

2" edition. New York: The Guilford Press. Company’s Strategy Through a Concept of Sustainable
Futures Business Design, Laurea University of Applied
Sciences.

Moilanen, T., Ojasalo, K., & Ritalahti, J. 2022. Methods Red Teaming Handbook 3" Edition. 2021. UK Ministry
for development work: New kinds of competenciesin  of Defense.
business operations. Helsinki. Books on demand.

Stickdorn, M. 2018. This Is service design doing. Tate, J., Happ, M. (2017). Qualitative Secondary

O'Reilly Media. Analysis: A Case Examplar. Journal of Pediatric Health
Care. Research Methods Volume 32, Issue 3. 308-
312, May 2018.

Kananen, J. 2017. Laadullinen tutkimus pro graduna ja
opinnaytetyona. lyvaskylan ammattikorkeakoulu.

Figure 5. Different research methodologies analyzed for this research.

Research design can be considered a logical blueprint for the work, and they pro-
vide logical plans what will be executed, but not the logistics that relate more to
project management aspects such as scheduling and coordination (Yin 2016).
For a study like this, it is likely that selecting a single methodology would result in
suboptimal results and that instead a set of mixed methodologies would provide
better results. As described in section 2.1, the research problem indicates that
the goal is to create a practical security solution for Open RAN environment,
which will influence the selected approach. The research will be started with a
gualitative secondary analysis (Tate et al. 2017), a phase which is a common ap-
proach to a systematic investigation where the research depends solely on exist-

ing data from appropriate and available sources.

Information gathering is a critical phase of a project and prone to many errors that
could strongly influence the research directions and results. The key criteria for
problem solving are to properly understand the problem that needs to be solved
as it will set directions to materials that need to be collected (UK Ministry of De-

fence 2021). In addition, depending on experience of the researcher, one may
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collect material from sources where they have better or previous access, such as
their own network (Yin 2016). Also known bias is goal-directed behavior, where
an individual has a strong or clear preconceived idea of what they are looking for
or expecting to happen (UK Ministry of Defense 2021). From these points of view,
the list of materials listed above is indicated to be an initial list and those may
even completely change along the progress.

The considerations above suggest that there are several unknowns in the overall
process, and both the methodologies and the used source information have un-
certainties. Following strictly and merely qualitative secondary research could
bring us answer to the research problem based on used information that was
available. But what if the information used is wrong or too narrow or completely
based on false assumptions? How to ensure that the problem solved is right
problem to solve and worth solving? Moilanen et al. (2022) have studied methods
for the development work and are discussing about research orientation highlight-
ing the need for systematic, analytic, and critical approach, where solutions and
knowledge is built on the foundation of existing knowledge. They define the re-
search-based development with the aim to solve practical problem while often
producing new knowledge and where data that is systematically collected, is criti-
cally evaluated against both practice and theory. In their defined model the re-
search-based development consists of a combination of different methods that
are used in multiple ways. The research orientation is described as organized
working where data is acquired both from research studies and practical
knowledge with analytical and critical thinking ensuring that different perspectives
are considered. The model suggested by Moilanen et al. is a P-I-E process hav-

ing the stages of Planning, Implementation and Evaluation.

Moilanen et al. (2022) also present different approaches where research can be
connected to development work. A Case Study represents more of pure re-
search, while Innovation Generation is considered pure Development. In the mid-
dle of research and development there is Constructive Research where the goal

is to solve a problem by creating a new construct. This process has six steps: 1)



20

Searching for a meaningful problem, 2) acquiring in-depth theoretical and practi-
cal knowledge, 3) planning solutions, 4) testing the functionality and showing the
viability, 5) showing the connections of the solutions to the theory and 6) examin-

ing the extent which the solution can be applied.

This Constructive Research Process has the flavors that make it relevant candi-
date process in enabling trust and security in Open RAN. In their research Moil-
anen et al also present Service Design as one of the approaches, positioning it
as pure development and having limited research focus. Stickdorn (2018) has
been strong advocate of Service Design, highlighting its great advantage to de-
crease the gap between theory and practice. In his approach, there is the double-
diamond model as illustrated in Figure 6, which presents the diverge-converge

characteristics of the model.

IDEAS. ALTERNATIVES. OPPORUNITIES

DISCOVER DEFINE DEVELOP DELIVER
TIME

Figure 6. Double diamond with divergent and convergent thinking and doing (adapted from Stick-
dorn 2018)

Double diamond methodology is designed to ensure that the researchers will
solve the right problem. It can be simplified to two main phases, first to ensure
understanding what is going to be resolved and what is the real need, and then to
create service or product that resolves the problem and provides true value. Ac-
cording to Stickdorn (2018), the four core activities of Service Design are re-
search, ideation, prototyping and implementation. In his description, the desk re-
search is preparatory research conducted as secondary research.
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The researchers widely use the diamond model, and while Stickdorn presents
double diamond, Ojasalo et al. (2015) have adapted the same diverge-converge
model but extended it to include future-oriented design aspects. Their

service innovation process grounded on foresight and service design consists of
four distinct phases: map & understand, forecast & ideate, model & evaluate, and
conceptualize and influence. The interesting future-looking characteristics in the
approach is achieved by taking the findings from the mapping and understanding
phase forward as inputs to ideation and forecasting alternative futures. From cy-
bersecurity point of view as the development of Al and Quantum technologies are
accelerating, it is essential to include future-orientation to any research and de-
sign on security of a communications system. Otherwise, one would end up de-

signing and documenting history.

The research approach designed for this research consists of mixed methodolo-
gies and adds separate phases with the methodologies that are considered best
suited for the phase. The work started with a fieldwork to interview subject matter
experts and to gather understanding for the right study questions. The overall
process consists of three distinct phases as depicted in Figure 7.

Design the right thing Design things right Disseminate

Theary
Existing Research

COsyStent ndustry need

Regulation

User Centric
Ifua't'_t*twe “S?K" = evalop| Test Iterative proceedings Delive wtend Contribute
___ hterative proceedings s - ——

) >

Requirements

Ecosystem
Practice

Discavery of the current Analysis to converge and to Exploration of aptions and Irplementation of the Walidate the concept and Contribute the concept to
state and analysis of find the aptimum salutian zlternatives cancent for evaluation create plan for harvesting the industry

existing research results the value

= Ontology of Trust inOpen = Qualitative Secondary = lungle of options and + Walue first + Targel arganizations = Anchar the solution
RAM system Analysis alternative approaches + Technical feasibility + Meeds vsValue » Seek collaboration

* Industry requirements * Walue vs Drivers vs * See what warks « Integration = Ecosystern creation? parlners
and regulations Solution « Close all the gaps Future extensians? » Extend ta create

* Drrivers far Trusted exlensions and ecosyslem
Cemputing

Figure 7. Triple diamond — research, design, disseminate. (adapted from Kivinen 2023)

Each different phase in the process has its own purpose and they all use process
considered optimum for the phase. The first phase is to ensure that the right

problem to resolve is found and in this phase the theory and connected to found
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requirements and practice. The validated results from this phase are fed as input
to next phase that aims to design the solution the right way. The focus in this
phase is value and other aspects such as technical feasibility comes after the
value. This part of the overall process will also consider future-aspects of the so-
lution. The last phase on dissemination of the results is compact and focuses to
ensure that the developed solution will have future and get traction in the indus-

try.

The process designed for this research can be also illustrated with a visualized

model inspired by research on integrating innovations through a concept of sus-
tainable futures business design (Kivinen 2023). Figure 8 highlights the motiva-
tions of separate phases of the research and the questions they will seek an-

SWers.

Trust & Security in Open RAN with Future-oriented research

What? Where ?

Trust &
Security in
Open RAN

Disseminate

tegration
Prototypes [

Problem

Figure 8. Visualization of the project (adapted from Kivinen 2023)

What should be highlighted in the process is that this is a logical model and not a
logistical model. While phases are presented to be pipelined, in real life they will
be running in overlap and there will be interactions between the phases. As an
example, the build process will start early to prepare the experimental security lab
for the extensions required by Open RAN security functions, and there may be
observations or findings that will be fed as input to the research phase. Similarly
in the closing phase of dissemination, should there be findings that would sug-
gest further iterations in the build process, those could be taken as input to few

more iterations.
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The qualitative research phase of the research aims to lay the foundation for the
work by examining and describing the trust related concepts, semantics, and on-
tologies that are relevant for the work. After that, the work focuses in studying
and defining how the trust can be enabled in the Open RAN environment. The lit-
erature studies will be conducted from the documents of the leading global indus-
try bodies in the subject area as those that are considered most relevant for this

work. Examples of those are listed in the Figure 9 below.

O-RAN ALLIANCE technical specifications and https://www.o-ran.org
reports.

Internet Engineering Task Force (IETF) RFCs and  https:/fwww.ietf.org/
internet-drafts in security

3GPP technical specifications and reports https:/mww.3gpp.org/

Trusted Computing Group Technical https:/ftrustedcomputinggroup.org/
specifications and reports

European Union Network and Information https://www.enisa.org

Security Agency (ENISA) requirements

National Institute of Standards and Technologies  https://nvipubs.nist.gov/nistpubs/
(NIST) requirements documents

Customer requirements from various operators Several sources

Figure 9. Initial list of Data sources

As trust is indicated to be the foundation for the Open RAN security, it is crucial
that the related terminology is properly explained and aligned with the industry
that any selected subject area expert would understand what is being suggested.
In this work, an analysis from the documents of the industry leading organizations
such as IETF, NIST, TCG is performed, collecting the trust related terms and
concepts, and defining how those (trust related terms) are used in this work. The
documents of those industry leading expert organizations are further used in de-
fining the technical solution for Open RAN environment. This will ensure that the

top-notch work from the industry is efficiently re-used where applicable.

The data used in this research is not limited to the above listed sources, but as
indicated in the research process description, the separate phases have interac-
tions between each other. The design phase that is intended to validate the re-

search results will hopefully provide findings and data that can be fed back to the
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gualitative research process. The progress, test results and findings from the de-
sign phase are recorded in a lab diary that is maintained from the beginning of
the design phase. The concrete results of the laboratory work will hopefully testify
that the theories and concepts presented in this work will work and that those can
be beneficially used to create secure Open RAN systems. To summarize, the re-
search phases 1 and 2 and their contents are presented in figure 10 below show-
ing the theme and its motivation as well as sources and types of material used in
the phase.

Theme Motivation Materials

Application of trust in multi-vendor, To study the requirements of the 3GPP, O-RAN ALLIANCE, IETF, IEEE,
cloud native, disaggregated Industry and to study the target TCG, ETSI, NIST, ENISA, Linux Foundation
Radio Access Networks Architecture specifications, documents and reports

Concept of Trust To define and explain the anchor IETF, TCG, NIST documents
point for security and reports, research papers

Terminology To establish the foundation IETF, TCG, NIST documents
for the whole research and reports, research papers

Theme Motivation Materials

Proof of Concept - Validationin a To validate the concept created in | TPM2.0, K35.i0, Git: NETCONF/YANG
laboratory Qualitative research phase in a Git: Attestation Server & Trust Agent,
laboratory setup Lab diary, Test Results

Figure 10. Research themes, their motivation and use of information in different phases of the
project

2.2 Research Objectives

The research is primarily a functional research development project with the goal
to define a security solution for a practical Open RAN deployment case. Before
entering deep in the solution space, the security related concepts and the termi-
nology are studied and defined. To understand the different relationships be-
tween the entities in an Open RAN network, the ontology of trust and the related
requirements on trust and security are studied and discussed in detail. This pro-
vides the necessary motivation why protecting the system with the developed so-
lution is such a necessity. Finally based on the derived requirements, a practical
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solution that enables trust and security in the complex multi-party Open RAN sys-

tem is developed and presented.

2.3 Theoretical framework

The research work will focus on studying how trust can be enabled in cloud-na-
tive Open RAN system. As trust is used as a foundation for security and while the
telecom and internet industries use trust related terms broadly and inconsistently,
it is essential to properly define and explain the related terminology and how it is
applied in Open RAN system. As an example, the term trustworthy has become
endemic in different industry and standardization forums and their proceedings.
As a result, it has received multiple different meanings. The research paper Oli-
ver et al. (2023) focuses on ontologies related to trust in Open and Cloudified
RAN environment and further explain the levels of trust, how trust is transferred in

the system and how the concept of trust can be used overall.

In Open RAN deployment the network functions are split and can be hosted in
private, public or hybrid cloud environments. Further different vendors may pro-
vide the different functions. This assumption is valid not only for the RAN and
Core network functions, but also for the management systems and the infrastruc-
ture hosting these functions. In this kind of scenario, the trust cannot be assumed
based on the location or on the vendor of the function, but moreover trust can be
only based upon validation of identity, integrity, and the trust relationships that in-

dividual elements of the system build between other elements.

US NIST has defined a concept called Zero Trust, where the defenses are moved
from a static network-based perimeters to focus on users, assets, and resources
(NIST SP 800-207 2020). In this approach there is no implicit trust assumed for
an asset based on its location or ownership, but rather there is always authenti-
cation and authorization before a session to a resource is accepted to be estab-
lished.

In an open RAN system, there are numerous functions or entities in the end-to-

end chain that must be trusted and following the principle of Zero Trust, the trust
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can be only build on validation. IETF has made efforts to standardize Remote At-
testation where series of RFCs describe the architecture and procedures that can
be used to establish trust between the endpoints. This project follows the RATS
architecture (Remote Attestation Procedures) and the roles that are used in a
system to establish trustworthiness of a remote peer. In this approach, the trust-
worthiness of a system component is based on evidence that may include system
component identity, composition of components, root(s) of trust, system compo-

nent configuration and system component integrity.

In addition to the RATS architecture, the IETF TEEP (RFC 9397 2023)

A Trusted Execution Environment Provisioning Architecture is relevant to con-
sider. This work specifies Trusted Execution Environment (TEE) as an environ-
ment that enforces that any code within the environment cannot be tampered
with, and any data used by such code cannot be read or tampered with by any

code outside the environment.

The key criteria in assessing the trustworthiness and validating the integrity of a
system (and the components of the system) is that trust is anchored somewhere
in secure way. Trusted Computing Group has been working on concepts to ena-
ble secure computing and one of their key work areas is defining standards for
hardware-based security. Trusted Platform Module (TCG 2019b) is a secure
crypto processor that has been globally adapted as an ISO/IEC 11889 standard.
It is a dedicated microcontroller that can secure hardware through integrated
cryptographic keys, and it has been already successfully used in billions of smart
phones and computers. TPM or Hardware Secure Module in general is key com-
ponent in enabling trust as it can be used to anchor the trust and to establish
Root of Trust in a system.

In this project, Remote Attestation together with Hardware System Module in an-
choring the trust will be studied. Based on the existing work in other fields of tech-
nology, it is believed that creating a Root of Trust allows enabling trust and integ-
rity of the Open RAN system through all the layers, from the HW in the bottom to

the applications on the top of the layered architecture.
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3 TRUST - THE FOUNDATION OF SECURITY

Open RAN as a new paradigm in the telco industry is interesting from the security
point of view due to multiple aspects. Combined with the parallel developments in
the virtualization and Al, both the complexity and the number of combinations in
an Open RAN system increase significantly, which results in remarkably in-
creased attack surface (Liyanage et al. 2023). Further, as the network functions
of the overall end to end solution comes from several different suppliers, the visi-
bility to the distinct functions and their details is lowered or completely absent. In
such environment, there are more unknowns and less control, which will reflect
the approach that should be used in enabling the security. Open RAN is a com-
plex system and can be approached using the principles of system theory. This
will help to understand its behavior as defining the components and their relations
helps to structure and analyze the problem objectively. The system can be de-
fined as group of interacting or interrelated elements that act according to a set of
rules to form a unified whole (Backlund 2000). When there is limited visibility to
components and their characteristics, assumptions prevail. When defining the in-
teractions between the components for purposes of security, the trust relation-
ships between the components needs also to be defined. This is where the foun-

dation of security, the trust comes into play.

The concept of trust has been broadly discussed in numerous areas of research
including moral and ethics, game theory, decision theory, systems theory, social
contract theory and global political science. It has been considered a foundation
that everything else is relying and built upon. Ancient Greek philosopher Aristotle
has already studied trust and trustworthiness. In researching how humans can
reach (ethical) happiness, Aristotle stated the role of trust as “trust is a virtue and
along with being trustworthy, it assists a person to achieve eudaimonia” (Irwin
1999). In human-to-human relationships, this can be explained, as social beings,
we value character traits such as trust, honesty, and kindness that allow us to live

well together collaboratively.
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Niklas Luhmann, a German philosopher and one of the prominent scientists in
systems theory has extensively studied trust in sociological research and his prin-
cipal work on trust “Vertrauen” presents the Luhmannian concept of trust, confi-
dence, and familiarity. Luhmann’s research connects trust with familiarity and
confidence and explains how those are related to each other (Luhmann 1968).
Familiarity, confidence, and trust are all about asserting expectations, however
they can be considered different modes, as if they were distinct types of self-as-
surance (Luhmann 1988). Familiarity is based on clear distinction between famil-
iar and unfamiliar with no need for self-reflection. Confidence relates to situations
with contingency and danger, where reflection on pre-adaptive or protective
measures is seen useful. With trust there is a clear distinction that it is about
making a conscious decision on something, and that decision always comes with
the connected risk. Risks emerge only as a component of decision and action
(Luhmann 1988). In other words, for Luhmann trust is a decision “in making a de-
cision concerning trust, we must make a distinction: to trust or not to trust” (Luh-
mann 1979).

Trust and the related terms are conventionally used in broad manner and there is
usually significant risk of misunderstanding and ambiguity involved. Therefore,
when using trust as a foundation for security, we must ensure that all the ambigu-
ity is dissolved, and that there is complete clarity what is being discussed. This
chapter aims to define the central trust related terms that are also used in this re-

search.

Generalized Trust

Generalized trust has been studied widely in various fields and it can be con-
cluded that there are plenty of variations in multiple dimensions. Already a ques-
tion whether the trust should be generalized or not is not trivial to answer. As a
result, what generalized trust means, and whether there are several types of gen-
eralized trust, remains largely unknown. On a broad level, generalized trust is

considered a general attitude towards the trustworthiness of others, thus differing
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from trust (Hardin 2002). In some definitions generalized trust is considered as
the optimism and unconditional faith people have in unknown others (Uslaner
2002). Generalized trust is too broad concept for Open RAN security and instead

something more precise must be used.

Trust

To understand the role of trust and how trust is used in different use cases,
whether it is between humans or machines, we may use a model with the interac-
tions between the entities. System theory is useful for this purpose as it is about
how parts of the system (humans or machines) interact to affect the entire sys-
tem. Infante et al (1997) define a system as hierarchical — a set of interdepend-
ent units working together to adapt to a changing environment. Complex system
has been described as one made of substantial number of parts that have many
interactions (Simon 1996). In a study related to organizational research, complex
organization has been defined as a set of interdependent parts, which together
make up a whole that is interdependent with some larger environment (Thomp-
son 1967)

Trust is considered a critical and foundational component in enabling secure in-
teractions in machine-to-machine, human-to-human and human-to-machine com-
munications. One could imagine that the meaning of trust is established and so
well-known and understood, that there is no need to define it again (Barber
1983). However, trust is a topic that has been extensively researched and has
provoked considerable interest, often with heated debate within different areas
such as psychology, political science, economics, anthropology, history, and soci-
obiology (Gambetta 1988). In research on systems theory, it has been studied
how the concept of trust would function in the context of advanced systems the-
ory and concluded “trust as a decision, the function and meaning of which is to
reduce the complexity of society” (Jalava 2005). Trust as concept is future-ori-
ented but it is built on history, as familiarity is the precondition for trust. There
cannot be future without a past (Luhmann 1979) and having a trust without prior

knowledge (or evidence), is actually not trust but pure hope.
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As concluded above, trust is to reduce complexity in systems. The levels of com-
plexity and use of trust may be different in cases between humans compared to
case between machines. It could be expected that the computers or computer
systems are less complex that humans, and therefore applying trust would be
easier. However, that is unwarranted assumption, and due to vastly different na-
ture and characteristics of humans and computers, we cannot simply apply the
concept of trust the same way to the interactions with computers as we do to the
interactions with humans (Bursell 2022). Open RAN can be considered as a com-
puter system and therefore the valid trust scenario for this case would be ma-
chine-to-machine. This assumption can be made with the caveat that there is a
human element in the trust relations of Open RAN, but that the human part is rep-
resented by the policy function(s) that can be considered as “machine,” but which

is/are acting as trust agent for the human user.

Trust has been extensively discussed in context of trust between the machine en-
tities. Yet there are aspects that are not necessatrily trivial or acknowledged even
by the experts in the industry. This can be exemplified by looking how trust has
been defined by the leading global organizations that work on security. US Na-
tional Institute of Standards and Technology (NIST) has several definitions for
trust in its different technical proceedings. Their special publication on a profile for
US Federal Key Management Systems defines trust as follows (NIST SP 800-
152 2015):

A characteristic of an entity that indicates its ability to perform certain
functions or services correctly, fairly, and impartially, along with as-

surance that the entity and its identifier are genuine.

Another special publication from NIST that addresses the Supply Chain related
risks and how those should be managed by the organizations has a different way
of describing trust (NIST SP 800-161r1 2022):
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The confidence one element has in another, that the second element

will behave as expected.

To demonstrate further that even a single organization such as NIST is not
aligned with their terminology, let us take one more definition for trust. NIST publi-
cation guiding to secure web services defines the trust as (NIST SP 800-95
2007):

The willingness to take actions expecting beneficial outcomes, based
on assertions by other parties.

The main point to observe these definitions from NIST is to highlight that even a
single organization is not internally aligned, but moreover has conceptually quite
different descriptions. The two other descriptions are both based on one party
(trustor) to expect something from the other party (trustee) while the first one ap-
proaches the concept completely differently by defining it an absolute characteris-
tic for the trustee to have an ability to behave correctly, fairly, or impartially. This
is very different from the others and deviates from the principles discussed before

for human-to-human context, which are defined as relative and not absolute.

Bursell (2022) has studied trust from different fields of research, including com-
puter systems, (trusted) computing, Socio-philosophical sciences, mathematics,
and cryptography. He has considered the vastly different definitions from the in-
dustry and academia and approached the trust from systems theory point of view.
The basis for his definition of trust is the one defined by Gambetta (1988) in his

essay on cooperative relations between humans:

Trust (or, symmetrically, distrust) is a particular level of the subjective
probability with which an agent assesses that another agent or group
of agents will perform a particular action, both before he can monitor
such action (or independently of his capacity ever to be able to moni-

tor it) and in a context in which it affects his own action.
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While Gambetta’s definition is more valid for human-to-human relations, Bursell
focuses more on machine-to-machine relationships and has simplified the defini-
tion to better suit computer systems. As clear differences in their definitions,
Bursell has defined term agent to be someone acting on behalf of other entity
while Gambetta uses it as an actor taking an active role in an interaction. The
commonality however is the one (trustor) about setting expectations on the other
(trustee) before any actions are performed, based on the information collected
beforehand. Bursell (2022) has ended with the definition that suits computer sys-

tems (and Open RAN) extremely well:

Trust is the assurance that one entity holds that another will perform

particular actions according to specific expectation.

The definition above is largely aligned with the two definitions presented before
from NIST and in its compact form is very well suited for computer systems.
There are few observations that can be made. The scope of the definition is nar-
rowed to “particular actions”. This indicates that for trust, there is always a clear
context or scope. Trust has very precise limits, and the assurance in this case is
only valid for that specific well-defined action and nothing more. Trust is also de-
fined as relative terms - one is expecting another to do something. Trust is asym-
metric — while A may expect B to perform according to specific expectations, it
does not mean anything how B expects A to behave. The last related matter is
not an observation per se, but moreover a consequence of the definition. As one
is expecting another to perform something according to specific way, the assur-
ance is built upon information collected beforehand. Outside of the actual defini-
tion for trust, it is well known that the validity of information is time-dependent and
its value decreases as time passes. This influences the assurance part of the
trust, where the assurance is based on a priori information. The context of time
needs to be considered when forming the decision on assurance. This is also

considered by Bursell in his definition and corollaries of trust.

For this project, trust and security in Open RAN, the trust definition below is fol-

lowed:
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Trust is the assurance that one entity holds that another will perform

particular actions according to specific expectation (Bursell 2022)
The other remark that should be noted in context of Open RAN is that trust is al-
ways based upon decision. To trust is a decision and the related residue risk is
accepted with the decision.

Zero Trust

As technologies related to communications infrastructure are evolving with a
speed and magnitude that are referred as revolutionary, the old security ap-
proaches have reached their boundaries. The mobile networks based on hierar-
chical point-to-point architecture, deployed as single vendor solutions have been
conventionally protected with perimeter-based security model. Considering the
advancements in technology development and the added cost driven operability
models, the current networks based on virtualization, disaggregation and multi-
vendor model are more complex in nature and have more players involved. This
results in significantly increased attack surface (Liyanage et al. 2023), that is call-

ing for new approach in security.

Zero-Trust is a security approach whose origins are debated. As a term, it was al-
ready introduced by in Stephen Marsh in his doctoral thesis on Formalizing Trust
as a Computational Concept (Marsh 1994), however with a meaning different
from what is considered for Zero-Trust as a security approach now. In his de-
scription, trust could be presented with an equation capturing the values of trust
as -1 < Tx(y) < +1, which represents the amount of trust x has in y. Zero trust is
the case where one does not have trust in another e.g. if the trustor does not
know the trustee or if the trustor is impartial with respect to the trustee. There is
plethora of different descriptions for zero-trust and as a trending term it is used

loosely and broadly within the industry.

There are also slogans used by the industry players to advertise their zero-trust

concept — “trust but verify”, “never trust, always verify

LT

, “trust is good, control is
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better” or “Assume nothing, believe no one, Check everything”. These all demon-
strate the trendiness of the zero-trust, and if we extend our research beyond
technology, we can find out that in fact zero-trust had been used also in global
politics, specifically in context of nuclear disarmament during the cold war by the
US president Ronald Reagan (Watson 2011)

US NIST has worked extensively on zero-trust and created a set of different doc-
uments on zero-trust principles, framework, and architecture. They have defined
zero-trust as an evolving set of cybersecurity paradigms that move defenses from
static, network-based perimeters to focus on users, assets, and resources (NIST
SP 800-207 2020). In the same zero trust architecture document, they also give

the following definition:

Zero trust assumes there is no implicit trust granted to assets or user
accounts based solely on their physical or network location (i.e., local
area networks versus the internet) or based on asset ownership (en-

terprise or personally owned).

While the above NIST definition is clear it is also adapted and endorsed by sev-
eral other organizations (ATIS 2023) and industry players (Ericsson 2023). As re-
lying merely on single definition may not be sufficient, NIST has issued a list of
seven basic tenets to be used to adhere with zero trust architecture (NIST SP
800-207 2020):

All data sources and computing services are considered resources.

All communication is secured regardless of network location.

Access to individual resources is granted on a per-session basis.

Access to resources is determined by dynamic policy.

The enterprise monitors and measures the integrity and security posture of
all owned and associated assets.

All resource authentication and authorization are dynamic and strictly en-
forced before access is allowed.

7. The enterprise collects information about the current state of assets, net-
work infrastructure and communications and uses it to improve its security
posture.

arwnE

o
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Zero trust approach is a concept that is widely misunderstood, and the very typi-
cal misconception has been that there is no trust in zero trust. This is not correct
as trust plays very significant role in the concept, as validation results are used to
decide if the other party is trusted or not. From terminology point of view, it would
be more appropriate to use the term “explicit trust” instead. Another issue typi-
cally overlooked or completely ignored with the zero trust is the need for continu-
ous monitoring. Setting micro-perimeters and enforcing a strong identity and ac-
cess management is not sufficient, but the resources or assets needs to be con-

tinuously monitored to ensure the integrity and security posture of the system.

Distrust

It is common belief and understanding, that distrust is equal with no trust. While
that could sound right interpretation by quick thinking, that is however not correct.
When discussing zero trust we used the mathematical notation for trusti.e. -1 <
Tx(y) < +1 (Marsh 1994), where zero trust would have value 0. Distrust would
gain value -1 and it would mean that there is an explicit, conscious decision, usu-
ally based on evidence not to trust some entity. In case of zero trust, the trust is
formed upon verification, and it may turn to be trusted or not trusted.

Trustworthiness

In human-to-human context, when using the common layman terms, a person is
considered trustworthy when there is belief that the other party is honest (with the
intentions) or able to be relied on as honest or truthful. A classic example could
be a neighbor in whose hands you would leave a spare key to your house. When
laying a foundation to security, we must be more precise with the definition of
trustworthy and trustworthiness. Gambetta (1988) has defined for a trustworthy
person, that we implicitly mean that the probability that he will perform an action
that is beneficial or at least not detrimental to us is high enough for us to consider
engaging in some form of cooperation with him. When considering trustworthi-
ness in industrial systems with computers, Connett et al. (2018) have studied the

definitions of trustworthiness from four industry perspectives: how the system is
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designed, how it behaves, how it is architected, and built and, how it may be dis-
rupted (Connett et al. 2018). In their review, from a design point of view, the trust-
worthiness has been defined as “demonstrable likelihood that the system per-
forms according to designed behavior under any set of conditions as evidenced
by characteristics.” When taking a different angle and looking the question from
the behavior point of view, one of the definitions for trustworthiness comes as:
“trust is one’s willingness to be vulnerable to another based on the confidence
that the other is benevolent, honest, open, reliable and competent”. One of the
aspects related to trustworthiness is what we expect the entity to perform, and
what we do not expect. From the zero-trust approach point of view, related to
anomalies and their detection, the trustworthiness can be stated as: “system
does what it is required despite environmental disruption, human user and opera-
tor error, and attacks by hostile parties and no other things” (Schneider et al.
1999).

As discussed, trust is the foundation of security and trustworthy systems are es-
sential to keep the digital societies running. In USA, this has been raised as a pri-
ority topic and therefore the President signed an Executive Order to Improve the
Nation’s Cybersecurity. The Executive Order frames the need for better protec-
tion with the change in the security environment and calls for actions to improve
the efforts to identify, deter, protect against, detect, and respond to these actions
and actors (E014028 2021). The EO sets requirements on trust and trustworthi-
ness in comparison to the risks by stating: “The trust we place in our digital infra-
structure should be proportional to how trustworthy and transparent that infra-

structure is and to the consequences we will incur if that trust is misplaced.”

To respond to the call made by the EO and the need to provide systems that can
be trusted, the US NIST have worked and produced a report on Engineering
Trustworthy Secure Systems. This document is truly relevant for communications
infrastructure and in addition to providing design guidelines, they also motivate
the trustworthiness and explain what it means in this context. It is delightful to ob-
serve that trustworthiness defined by NIST is built upon assurance and that they

are extremely precise in definition the conditions: “Assurance is the grounds for
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justified confidence that a claim or set of claims has been or will be achieved”
(NIST SP 800-160 2022). Further they quality the evidence and bind it to the as-
sociated risk level: “Justified confidence is derived from objective evidence that
reduces uncertainty to an acceptable level and, in doing so, reduces the associ-
ated risk” (NIST SP 800-160 2022). Their definition for the trustworthiness is
carefully considered and fits perfectly for this project.

A trustworthy entity is one for which sufficient evidence exists to sup-
port its claimed trustworthiness. Thus, trustworthiness is the demon-
strated ability and, therefore, the worthiness of an entity to be trusted
to satisfy expectations, including satisfying expectations in the face
of adversity. Since trustworthiness is something demonstrated, it is
based on evidence that supports a claim or judgment of an entity be-
ing worthy of trust (NIST SP 800-160 2022).

4 TRUST AND SECURITY IN OPEN RAN

Mobile Networks have evolved from their original introduction and the current 5%
generation networks are considered as nervous systems of the digital societies.
Their evolution has been remarkable, and it has changed the industries, busi-
nesses, and civil life of the citizens. And yet the development is accelerating as
we are in the middle of fast-paced technological innovation bringing changes that

may be revolutionary.

One of the changes that started with the 5th Generation networks has been Open
RAN - a paradigm shift in the design and operation of the networks. Open RAN
refers to the disaggregation of Radio Access Network (RAN) functions, using
open interfaces between elements, and enabled by software virtualization. This
allows implementation and deployment based on vendor-agnostic hardware and
software. Furthermore, Open RAN includes intelligence through artificial intelli-
gence / machine learning (Al/ML) to optimize the network performance and the

end user experience. The Open RAN approach has been led by an industry
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group called O-RAN ALLIANCE that was launched 2018 to promote the open-
ness, automation, intelligence, and interoperability of the networks. The driver for
the new approach has been the diversity enabled by the openness to boost for
the faster innovation and lower the total cost of ownership. Security has been one
of the initial drivers for Open RAN as western governments led by US have been
concerned about the global dominance of Chinese infrastructure vendors and
strong dependence on them. Open RAN was initiated as a vehicle to promote the

supplier diversity and to create the opportunities for the domestic vendors.

4.1 Enabling Trust step-by-step

There are several benefits associated to Open RAN and it has been also sug-
gested to be one of the building blocks for future 6G systems. As overall, there is
greater flexibility in selecting and optimizing the network components and ser-
vices. The architecture has been defined from the cloudification perspective,
which facilitates smooth transfer of the network functions into the cloud, catering
greater efficiency and scalability. The interoperability with the new interfaces and
O-RAN ALLIANCE specified profiles increases flexibility in the market and poten-
tially leads to more competition in the telecoms supply chains. The open and dis-
aggregated network architecture provides smooth transition path to 6G as it al-
lows better re-use of the multi-vendor network components, which could further

impact positively in the total cost of ownership.

While there are benefits in the Open RAN architecture, there are also several
challenges. The use of open interfaces and managing multiple vendors and their
software development lifecycle processes will pose a security challenge.

Further the overall complexity of the disaggregated cloud-native network and the
integration of different vendor components in a mix and match approach may ap-
pear significant challenge from the performance and security validation point of

view.

When considering the security of Open RAN, the architecture and how it is de-
ployed must be understood. The logical architecture that is already presented in

section 2.1 describes the network functions and the interfaces between them.
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While that is also useful, from the trust and security point of view it is essential to
see the whole picture, including the host environment where the O-RAN system
is deployed. Figure 11 below illustrates an exemplary deployment of O-RAN in

cloud-native environment.
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Figure 11. O-RAN in cloud-native deployment

Deployment according to figure 11 shows that the principles of Open RAN are in-
cluded: disaggregation, cloudification, automation and intelligence. O-RU radio
units deployed close to end users at the cell sites conventionally consist of pur-
pose-built hardware and they are connected to virtualized and cloudified network
functions over the open fronthaul interface. The virtualized part of the Open RAN
start from the distributed unit O-DU that is running the higher part of Layer 1 and
the Layer 2 processes. As these are performance critical processes, the O-DU
functions are deployed closer to the radio units e.g. at cell site datacenters. The
centralized unit O-CU is deployed at edge cloud datacenter and could be running
in public cloud. The O-CU is co-located with the distributed core network function
and the Near-real time Radio Intelligent Controller. In more centralized location at
the regional cloud there are Core Network, Network Management, and the non-

real time RIC functionalities.

The different O-RAN network functions constructed as microservices are de-
ployed in different data centers and deployed as containers in Kubernetes pods.
Kubernetes as the container management and orchestration system is the one

that makes decisions where to deploy each container. The deployment location



40

decision is based on several factors such as resource availability, workload con-
straints and affinity/anti-affinity rules. In our example open RAN deployment, the
functions with higher real time processing demands are deployed closer to the ra-
dio units (O-RU) and their deployment may be guided by setting constraints for
their desired location.

O-RAN network can be trusted only if there is trust for all the components of the
system. Considering all the different functions, components, tenants, vendors,
and suppliers, achieving complete trust becomes a challenge. To tackle the prob-
lem of complexity, a simplified step-by-step approach can be taken to examine
building the trust, starting from basic combination. In Open RAN, the network
functions are run as virtualized workloads, instantiated as containers in the target
hosts known as servers. To trust the network function, there must be trust both
on the container and on the target host (server). Using a mathematical expres-
sion, the research from Marsh (1994) who studied computational methods to for-
malize trust, can be used. He has defined several notations that can be used to
describe trust. The basic equation for a trust with a specific condition can be writ-

ten as:

T (y,a) € [-1,+1] (1)

which expresses the trust x has on y under the condition of a, receiving values
between -1 and +1.

The same equation can be also written as:

—1 <T,(ya) <1 (2)

The above equations (1) and (2) use the value range between -1 and +1, where -
1 maps to complete distrust while +1 stands for complete trust, which is also re-
ferred as blind trust. For our case to define trust on container and server, we use
binary notation O for no trust and 1 for trust. For further simplification we also re-

frain of using the condition. The equation becomes:

T, (y) € [0,1] (3)

which expresses the trust x has on y, receiving values between 0 and 1.
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When considering the first problem, trust on container and trust on server, a tradi-
tional Four Field Matrix analysis with two dimensions can be used - trust on

server and trust on container as illustrated in Figure 12.
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Figure 12. Trust combinations for the container and for the server

In the Four Field Matrix, the dimensions are server trust on x-axis and the con-

tainer trust on y-axis. This gives four different value pairs of trust:

Te=0AT,=0 (4)
expressing that there is no trust on server and no trust on container.

Ts=0 AT, =1 (5)
expressing that there is no trust on server, but that there is trust on container.
Ts=1AT;=0 (6)
expressing that there is trust on server, but that there is no trust on container.
Te=1AT, =1 (7)

expressing that there is trust on server, and that there is also trust on container.

Considering a system with considerable number of functions and trust relation-

ships, there could be different strategies in deciding whether to trust the system,
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implemented as part of the system security policies. In this example case, there
are four value pairs for trust expressed in (4), (5), (6) and (7), and there is only
one combination that has trust on both the server and the container. Conversely
this indicates that there are three pairs, where there is at least one entity with no
trust. The worst combination is the one with no trust on server nor trust on the

container. There are potential implications related to different combinations.

For a case with trust on the container, but no trust on the server one could if the
combination still could be trusted, assuming that the server is operated by a
trusted company with good reputation. Considering the potential threats exposed
by the non-trusted server, different attack vectors that are considered valid for our
target environment can be looked. MITRE Corporation is an US not-for-profit or-
ganization that is dedicated to advance the cybersecurity practices and their MI-
TRE ATT&CK framework is a knowledge base of different adversary tactics and

techniques based on observations from the real-world cases.

For the cloud-native deployment MITRE ATT&CK Matrix for Enterprise can be
used as a basis for analysis. The ATT&CK Matrix knowledge base collects 14 dif-
ferent tactics with altogether 234 different techniques assumed valid for a typical
enterprise case. The tactics included are Reconnaissance, Resource Develop-
ment, Initial Access, Execution, Persistence, Privilege Escalation, Defense Eva-
sion, Credential Access, Discovery, Lateral Movement, Collection, Command and
Control, Exfiltration, and Impact (MITRE 2024c). While the ATT&CK Matrix is ge-
neric for several cases, not all the listed techniques are valid attack vectors for a

server. However, the adversary only needs to find one way to get access.

In addition to ATT&CK framework that collects different techniques, concrete
proof points from the known cyberattacks against compromised hosts can be
considered. With a very quick search already a few cyber incidents against cloud
hosting providers can be found: Azero, CloudNordic, Tietoevry and Cognizant as
examples (Norton 2023; Cybernews 2024). There are several ways to get initial
access and to compromise the Cloud host, but typically the conventional cyber

kill chain (Hutchins et al 2011) is followed. Once there is hold on the host, there
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are several ways to attack and exploit the services hosted on the same server.
One example attack type is the Server-side request forgery (SSRF) where the lo-
cal processing may allow by-passing the protection and allow access to re-
sources normally not authorized. The reason for this could be that the protection
may be performed by another function in front of the server (PortSwigger 2024).
This would imply that there is effectively an implicit trust for the requests that

come from the local machine.

When considering the security of the containers deployed on the cloud, the M-
TRE ATT&CK Cloud and the Containers Matrixes can be used. The container
matrix has been designed from containers technology point of view and it collects
nine different tactics and 37 techniques that can be used by the adversaries (MI-
TRE 2024b). Containers themselves can be attacked and compromised several
ways and then exploited later. One significant and heavily increasing cyberattack
type is the supply chain attack. The adversary may compromise the CI/CD envi-
ronment and insert the malware in the source code repositories that are used
later when building the container images. Once the compromised container is de-
ployed and instantiated on a host that also has other containers running, the
compromised container may start its operation. After getting initial access and
foothold in the target, the other typical actions followed are lateral movement in
the system and privilege escalation. With the elevated permissions in the system,
the compromised container may then use several attack vectors, including steal-
ing the secrets, binding, and escalating the existing roles and impersonating the
existing entities in the cluster. A compromised container with the root rights may
cause severe damage to other existing services and for example cause a starva-

tion attack by consuming all the resources in the user space of the host.

The above examples of compromised host and compromised container highlight
the importance of accepting only hosts and containers for which a (knowing) trust

decision has been made.
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4.2 Trust relations in Open RAN system

Using trust of a container and trust of a server is simplified example to demon-
strate the trust relationship and how trust is built. In a full-scale Open RAN sys-
tem establishing the trust is much more complex process with a plethora of dis-
tinct functions each having different tasks and purposes. In section 3 it was dis-
cussed how trust is defined in systems theory point of view and how it can be ap-
plied in computer systems. The concept of generalized trust referring as general
attitude and unconditional faith on something was also discussed, while in case
of a complex Open RAN system one must be precise what is expected from the
other function (trustee). For example, it can be expected that the function be-
haves correctly, fairly, and impartially, along with assurance that the entity and its

identifier are genuine. Or following the definition for trust in this project:

Trust is the assurance that one entity holds that another will perform particu-

lar actions according to specific expectation.

This means that to make a trust decision, it needs to be known and defined in detail
what is expected from the function (trustee). In this context, it needs to be under-
stood what functions there are, what their roles are, how they are interacting with
other functions, and finally what are the expected behaviors. This means that trust

relationships of a system must be defined.

This can start by examining the Open RAN system from the O-RAN logical archi-

tecture presented in Figure 13.
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Figure 13. O-RAN logical architecture

O-RAN aim is to define the next generation Radio Access Networks that are open,
intelligent, virtualized, and fully interoperable. To support this, a cloud infrastructure
that can be managed and where to deploy the virtualized network functions is

needed.

O-CLOUD

The O-RAN virtualized functions are deployed on the virtualization infrastructure
and in the O-RAN architecture this function is O-CLOUD. O-CLOUD is a cloud
computing platform consisting of the physical infrastructure nodes and the support-
ing software components such as Operating system and virtualization related com-
ponents. O-CLOUD is connected to Service Management and Orchestration
(SMO) via O2 interface, which supports the management of the infrastructure itself
(O2ims) and the management of the workloads deployed in O-CLOUD (O2dms).
In building the trust relationship model the following expected functionalities related
to O-CLOUD can be considered:

e O-CLOUD exposes the O2 interface for cloud resources and workload man-
agement to the Service Management and Orchestration (SMO)

e O-CLOUD exposes Acceleration Abstraction Layer (AAL) interface for the
hosted workloads for hardware accelerator management.
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e O-CLOUD offers hosting environment for the virtualized network functions.

e O-CLOUD exposes O-CLOUD notification interface towards the hosted
workloads, for example to provide PTP synchronization information.

e O-CLOUD offers infrastructure inventory services for the SMO.

e O-CLOUD offers infrastructure monitoring services for the SMO.

e O-CLOUD offers deployment management services based on Kubernetes
for the SMO.

The bulleted list describes how O-CLOUD is expected to interact with the other
surrounding functions. The expected behavior and related transactions can be
described using the declarative programming language Prolog, which is well
suited to describe the logic in or of a system. Prolog allows to define logical rules

which can be presented as:

is_trusted(X,Y): — Function1(X), Function2(Y) (8)

expressing that Function X is trusted by Function Y

Defining the rules for the O-CLOUD related expected functionalities, the following
is obtained:

Offers_workload _mgmt (O-CLOUD, SMO) (9)

Offers_acceleration_hw_mgmt (O-CLOUD, NF) (20)
Offers_Infra_Inventory _service (O-CLOUD, SMO) (11)
Ofters_Infra_mgmt Service (O-CLOUD, SMO) (12)
Offers_hosting (0O-CLOUD, 0-DU) (13)
Ofters_hosting (O-CLOUD, O-CU-UP) (14)

Offers_hosting (0O-CLOUD, O-CU-UP) (15)
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Offers_hosting (0O-CLOUD, Near-RT RIC) (16)

Service Management and Orchestration (SMO)

The Service Management and Orchestration (SMO) is a functionality in the O-
RAN Architecture for managing the Radio Access Network domain. The SMO is
defined based on the Service Based Architecture (SBA) and the key services of
the SMO are the FCAPS management of the O-RAN Network Functions, the
RAN optimization with the Non-Real-Time Radio Intelligent Controller (Non-RT
RIC), the management of the C-CLOUD infrastructure and the orchestration of
the workloads. These services are provided through Al, O1 and O2 interfaces
between the SMO and the O-RAN Network Functions. The following expected

functionalities are related to SMO:

SMO manages O-CLOUD infrastructure resources via O2 interface.
SMO orchestrates the workloads in the O-CLOUD via O2 interface.
SMO manages the workloads in the O-CLOUD via O2 interface.

SMO manages the faults of the O-RAN Network Functions.

SMO manages the performance of the O-RAN Network Functions.
SMO manages the configuration of the O-RAN Network Functions.
SMO may manage the O-RU via FH M-plane interface in case of hybrid
management mode.

Using the programmable logic notation, the following is obtained:

Manages_cloud_infra (SMO, O-CLOUD) a7)
Orchestrates_workloads (SMO, NF) (18)
Manages_workloads (SMO, NF) (29)
Manages_faults (SMO, NF) (20)

Manages._perf (SMO, NF) (21)
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Manages_contig (SMO, NF) (22)

Manages_O-RU._in_hybrid (SMO, O-RU) (23)

Non-Real-Time RIC

The Non-Real-Time Radio Intelligent Controller is a functionality internal to the
SMO and it supports optimization of the Radio Access Networks by policy-based
guidance. It can also use AI/ML training and inference to provide the ML models
and enrichment information for the Near-RT RIC function. The non-RT RIC can
use other services offered by the SMO such as data collection or provisioning.
The non-RT RIC consists of the non-RT RIC framework that connects to Near-RT
RIC via Al interface and exposes services to rApps via R1 interface, and of the
Non-RT RIC Applications called rApps that are consuming the Non-RT RIC ser-
vices and supporting the optimization of the RAN. Non-RT RIC is managed by
SMO via unspecified interface. The following functionalities are expected for the
non-RT RIC:

e Non-RT RIC exposes RAN optimization services to rApps via R1 interface.

e Non-RT RIC uses Al interface to send RAN optimization related policies
to Near-RT RIC.

¢ Non-RT RIC may use data analytics and AlI/ML training and inference.

¢ Non-RT RIC may collect data from the O-RAN Nodes via O1 and O2 inter-
faces.

e Non-RT RIC may send enrichment information to the non-RT RIC.
e Non-RT RIC may consume services offered by the SMO.

With prolog, the following dependencies are obtained:

Ofters_RAN_opt services (non-RT, rApp) (24)

Sends_RAN_policies (Non-RT, Near-RT) (25)

Consumes_data (Non-RT, NF) (26)
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Consumes_data (Non-RT, O-CLOUD) (27)
Sends_data (Non-RT, Al/ML) (28)
Receives Al/ML_model (Non-RT, Al/ML) (29)
Sends_Al/MI_model (Non-RT, Near-RT) (30)
Is_managed (Non-RT, SMO) (31)

Near-Real-Time RIC

Near-Real-Time Radio Intelligent Controller is an O-RAN Network Function that
allows near real-time control and the optimization of the O-RAN Radio Functions.
The Near-RT RIC hosts xApps that use the E2 interface to collect information
from the O-RAN Radio Functions (E2 Nodes) and to provide controls to the O-
RAN Radio Functions. The controls provided by the Near-RT RIC are steered by
the policies received from the non-RT RIC over the Al interface. Near-RT RIC
may provide radio analytics information to the consuming function via the Y1 in-

terface. Near-RT RIC relates to the following functionalities:

Near-RT RIC hosts xApps.

Near-RT RIC exposes E2 services to xApps over Near-RT RIC API
Near-RT RIC exposes Y1 services to Y1 consumers.

Near-RT RIC receives policies from non-RT RIC via Al interface.
Near-RT RIC receives Al/ML models from the non-RT RIC
Near-RT RIC collects data from the O-RAN radio functions.
Near-RT RIC is managed by SMO over O1 interface.

Using the Prolog notations, the following is obtained:

Offers_hosting (Near-RT, xApp) (32)
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Offers_RAN_opt services (non-RT, xApp) (33)
Offers_RAN_information (Near-RT, Y1 consumer) (34)
Reveives_ RAN_policies (Near-RT, Non-RT) (35)
Receives Al/ML model (Near-RT, Non-RT) (36)
Consumes_data (Near-RT, NF) (37)
Consumes_data (Near-RT, NF) (38)
Is_managed (Non-RT, SMO) (39)
O-CU-CP

O-CU-CP is the control plane part of the O-RAN Centralized Unit (O-CU) func-
tion, whose main function is to control the PDU session and the connection be-
tween the user device and the network (3GPP TS 38.401, 13). O-CU-CP is a
logical node that is hosting the Radio Resource Control (RRC) functionality and
the control plane part of the Packet Data Convergence Protocol (PDCP) (3GPP
TS 38.401, 10). O-CU-CP is connected to the O-DU over the F1-c interface, to
the O-CU-CP via the E1 interface, to the Near-RT RIC over the E2 interface, and
it is managed by the SMO over the O1 interface. O-CU-CP is connected to other
O-CU-CP or gNB-CU over the X2-c or Xn-c interfaces, and it is connected to the

Next Generation core (NGC) over the NG-c interface.

Using the Prolog notations, following relationships are obtained:
Is_managed (0-CU-CP, SMO) (40)
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Runs_on (0-CU-CP, O-CLOUD) (41)
Sends_data (O-CU-CP, Near-RT) (42)
Receives_policies (O-CU-CP, Near-RT) (43)
Coordinates_control (O-CU-CP, O-CU-UP) (44)
Coordinates_control (O-CU-CP, O-CU-CP) (45)
Controls (O-CU-CP, O-DU) (46)
Is_Controlled (O-CU-CP, NGC) 47)
O-CU-UP

O-CU-UP is the user plane part of the O-RAN Centralized Unit (O-CU) function,
whose main function is to carry the user data through the access network (3GPP
TS 38.401, 13). It is a logical node that hosts the user plane part of the PDCP
and SDAP protocols and it is connected to a O-CU-CP over the E1 interface, to a
O-DU over the F1-u interface, to a Near-RT RIC via the E2 interface, and it is
managed by an SMO via the O1 interface. O-CU-UP is connected to a Next Gen-
eration core network over the NG-u interface and to another O-CU-UP via the Xn-

u or X2-u interfaces.

The following relationships can be derived for O-CU-UP:

Is_managed (O-CU-UP, SMO) (48)

Runs_on (0-CU-UP, O-CLOUD) (49)

Sends_data (O-CU-UP, Near-RT) (50)
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Receives_policies (O-CU-UP, Near-RT) (51)
Coordinates_control (O-CU-UP, O-CU-CP) (52)
Coordinates_control (O-CU-UP, O-CU-UP) (53)
Sends_data (O-CU-CP, 0-DU) (54)
Receives_data (0O-CU-CP, 0-DU) (55)
Receives_data (O-CU-CP, NGC) (56)
O-DU

O-DU is an O-RAN Distributed Unit function, a logical node hosting the RLC and
MAC layers as well as higher parts of the PHY layer (3GPP TS 38.401, 10). The
O-CU-CP controls the operation of the O-DU, and it receives the data from the O-
CU-UP. O-DU may receive policies from and send data to the Near-RT RIC over
the E2 interface. O-DU manages the O-RU via the Open FH M-plane and con-
trols the O-RU via the Open FH CUS-plane. The O-DU is synchronized with the
O-RU via the Open FH CUS-plane. The O-DU sends data to and receives data
from the O-RU. The O-DU is managed by the SMO via the O1 interface.

The following relationships are valid for the O-DU:

Is_managed (0-DU, SMO) (57)
Runs_on (0-DU, O-CLOUD) (58)
Receives_policies (0-DU, Near-RT) (59)

Sends_data (O-DU, Near-RT) (60)
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Is_controlled (O-DU, O-CU-CP) (61)
Sends_data (0-DU, O-CU-UP) (62)
Receives_data (0O-DU, O-CU-UP) (63)
Receives_data (0-DU, O-RU) (64)
Sends_data (0-DU, O-RU) (65)
Manages (0-DU, O-RU) (66)
Configures_Synch (0-DU, O-RU) (67)
Synchronizes (0-DU, O-RU) (68)
Controls (0-DU, O-RU) (69)
O-RU

O-RU is an O-RAN Radio Unit, which is a logical node hosting the lower PHY lay-
ers. The O-RU is managed by the O-DU over the FH M-plane interface and in hy-
brid management mode, it may be also controlled by the SMO. An O-RU receives
synchronization configuration from the O-DU or alternatively it may receive the
synchronization from the O-DU. O-RU is controlled by the O-DU and it receives
data from and transmits data to O-DU. O-RU is not typically hosted in O-CLOUD

but rather it is based on purpose-built hardware.

The following Prolog notations can be defined for the O-RU:

Is_managed (O-RU, O-DU) (70)

Is_managed (O-RU, SMO) (71)
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Runs_on (0-RU, gNB-HW) (72)
Sends_data (0O-RU, O-DU) (73)
Receives_data (O-RU, 0O-DU) (74)
Is_controlled (O-RU, O-DU) (75)
Receives_Synch_conf (O-RU, O-DU) (76)
Receives_Synch (O-RU, 0-DU) (77)

Summary on the trust relationships

By analyzing the whole O-RAN Architecture and the expected functionalities be-
tween the O-RAN Network Functions, 77 different notations are obtained. These
notations describe in detail what is expected behavior in system and between the
functions and those can be used to characterize the trust relationship between
the functions. As example, if it is stated that O-RU receives synchronization from
the O-DU, it does matter very much from system performance point of view and
even a minor deviation from expected value could cause severe degradation of
the system performance. It is essential that there is trust between the O-RU and

O-DU that O-RU can rely on signal received from the O-DU.

4.3 Trust ontologies of cloud-native Open RAN

Previous section provided detailed description of all the Open RAN functionalities
and how they are connected to different other functions. When deploying such a
system in actual target environment with the hardware and software components,
the trust relations will expand and get more complex. Therefore, when designing

a security solution for such a system, it is crucial to understand in detail how the
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different functions are connected to each other. This is where trust ontologies

come in the picture.

The purpose of a trust ontology is to illustrate the relationships of the different en-
tities in an entire system. Figure 14 presents a cloud-native Open RAN system
deployed on bare metal server.
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Figure 14. Cloud-native Open RAN running on bare metal.

The trust ontology figure illustrates distinct functions and their relationships and
for clarity and visualization purposes, the relations between the functions are ab-
stracted to a higher level and do not describe the interactions in the same de-
tailed level as in previous section. As example, the O-CU is connected_to an O-
DU that is further connected _to an O-RU. The O-CU is managed by and is send-
ing_data to an SMO. An O-CU is sending_data to and receiving_policies from a
Near-RT RIC and is deployed_as a container. The container is_based on an im-
age that is managed by a harbor used by Kubernetes. The container is run-
ning_on a host on top of Linux OS, that further runs_on a CPU that has a TPM.
The host and container are managed by Kubernetes. The host runs also other
containers representing other functions such as O-DU, Near-RT RIC et cetera,

based on images managed by Harbor used by Kubernetes. Making a similar



56

analysis for all the functions and walking through all the paths and dependencies
in the trust ontology, it can be observed that nearly all the functions are either di-
rectly or indirectly interconnected, and that there may be multiple dependencies
and interconnections between the distinct functions. From the attack surface
point of view as discussed in section 4.1, there are multiple strategies and tactics
as described in the MITRE ATT&CK matrixes that can be used in attacking the
system, each resulting in with a different threat to a security of the system. As it is
extremely difficult to analyze and compare the severity of potential future attacks
in distinct parts of the system beforehand, for simplicity any attack can be consid-
ered equally severe for the system and therefore unacceptable. This assumption
will have a major impact on the trust model as it suggests that there must be trust

for each function where there is a dependency.

Taking the O-CU again as an example, to trust the O-CU there must be trust on
the container(s) that realize the O-CU functionality as well as on the host server
where the O-CU container is being run. Using the Prolog notation, the following is

obtained:

trusted (0-CU):- trusted (container), trusted (host) (78)

However the above does not take into account all the dependencies of the O-CU
as it omits that it is managed by an SMO, receives policies from a Near-RT RIC
which receives the related policies from a Non-RT RIC, is connected to an O-DU,
is based on an image that is managed by Harbor that is controlled by Kuber-
netes, and finally it is running on Linux OS that is running on a CPU. Based on

this, the equation becomes much more complex:

trusted (0-CU):- trusted (container), trusted (Linux 0S),

trusted (CPU), trusted (image), trusted (Harbor),

trusted (Kubernetes), trusted (SMO), trusted (non-RT),

trusted Near-RT), trusted (0O-DU), trusted (O-RU) (79)
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For completeness, the same exercise should be run for the rest of the functions
as well. However, the analysis would be in all aspects like the one of O-CU and
therefore it is not repeated for the rest of the functions. Instead, the analysis con-
tinues by looking what could happen with untrusted functionality in Open RAN

system and what could be the consequences.

4.4 Vulnerabilities and threats

Adversaries are utilizing any route that gains them the access to and control of
the target system and the attacks via the system management functions are more
commonly used. Telecommunication networks are typically only accessible from
the management systems and as the human users are usually the weakest link in
cybersecurity, one of the early tasks in a Kill chain is to get the user credentials
for a system management account for example with a phishing campaign. The
SMO is the top-level system for managing the Open RAN and getting a compro-
mised SMO service account would give the adversaries an access to administer
the entire system. A compromised SMO account would equip the attacker with a
rich set of vectors to implement severe attacks and would further help in hiding
those efficiently. An O-RAN security research from Liyanage et al. (2023) indi-
cates that the security of SMO is essential for the O-RAN security and privacy
and lists several SMO related attacks both on SMO external and internal inter-
faces. This highlights that it is critical to have a trust on SMO as untrusted SMO
would mean a system whose confidentiality, integrity and availability were all un-
certain and potentially endangered.

The non-RT RIC and near-RT RIC are functionalities that provide open platform
for 3" party applications, and they are designed to enable programmability and
intelligent control of the radio access network. These 3™ party applications con-
sume services offered by the Non- and Near-RT RIC over standardized APIs.
The applications use radio network related data that is received from the O-RAN
radio functions and exposed to the applications via the APIs. AI/ML may be used
to process the data and to train different models to be further used in radio opti-

mization. The applications and the open platforms are vulnerable to diverse types
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of attacks. Based on O-RAN ALLIANCE threat modelling, there are various
threats identified for Non-RT RIC, Near-RT RIC and the related applications in-
cluding (O-RAN 2023c):

penetration to non-RT RIC to cause denial of service
tracking of user devices

data corruption or modification

theft of services, data leakage

identification or user devices

change of user device priorities (in a system)
abusing radio network information

¢ man-in-the-middle attacks

e degradation of system performance

The list above is not exhaustive and other sources collect other threats that have
been identified valid for these functionalities. Nevertheless, these examples alone
indicate that an attack to these functionalities could seriously risk the confidential-

ity, integrity, or availability of the network.

The radio functions O-CU, O-DU and O-RU are the nodes that connect the end
user devices to internet and in general they consist of the management-, control-,
user- and synchronization-planes. All these planes have their key role and any at-
tack on them cause diverse types of threats. The management-plane supports
several functionalities and getting unauthorized access and control over it could
allow passive wiretapping or denial of service type threats (O-RAN 2023c,
7.4.1.2). Also performing an unauthorized software update on O-RU over m-
plane could result in with the attacker getting full control over the O-RU (BSI
2022, p.58). An attack on synchronization plane would allow serious degradation
of the performance or even complete loss of availability as the degradation of the
timing signal accuracy would bring down the cells of the O-RUs that are depend-
ent on accurate time (O-RAN 2023c, p.34). Attack on control-plane would also
have potentially severe consequences. Gaining control over O-CU would allow
user level tracking incl. mobility and use of radio resources while control over O-
DU would allow visibility to radio configuration information and for example spoof-
ing of the c-plane messages enabling to block the user-plane traffic (O-RAN
2023c, p. 34). Finally, the control over user-plane would allow the adversary to
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wiretap user plane flow or cause denial of service type attacks. To summarize,
having the control over different interfaces of the O-RAN radio functions would

compromise the confidentiality, integrity, or availability of the network.

In a cloud-native network, the Open RAN functions and the 3" party applications
are run in a cloud host server either on bare metal or on top of hypervisor. Host
servers are typically operated in different type of data centers: cell site data cen-
ter, telco edge data center or regional data center. These data centers have dif-
ferent security classifications, but in general the access to those premises is
strictly restricted. There are however several cases of breached data centers and
compromise of the hosts. As a fresh example there was a breach in the data cen-
ter of TietoEvry in Sweden, that caused several businesses to close their online
activities across the country. When data center and the host server is compro-
mised, it may allow the attacker to perform nearly anything and impacting all the
confidentiality, integrity, and availability. Compromised host may also be hard to
detect and it is possible to hide the breach effectively. The 2015 attack to Ukrain-
ian Power Grid is excellent example of compromised host. In that case, the
BlackEnergy malware was fed via an email containing an innocent looking excel
attachment. Opening the Excel caused the office laptop to be compromised and
enabled an access inside the energy company. Since that the malware acti-
vated, connected to external command & control server, and based on received
controls, scanning first the IT network, then spreading to OT network and scan-
ning the network for the targets and finally installing the malware components to
both IT and OT system devices. The malware performed additional cleaning to al-
low efficient hiding with the low footprint before the final activation to destroy the
network after few months. (ISA 2017). This example is merely a case to demon-
strate the severity of a compromised host, where the consequences may be dis-

astrous.

Considering the cloud-native Open RAN the traditional management and orches-
tration (MANO) functionalities are taken care by Kubernetes, a system that is de-
veloped and maintained by an open-source project hosted by the Cloud-native

Computing Foundation (CNCF). Kubernetes has been also described as Linux
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kernel of distributed systems as its abstracts the underlying hardware of the
nodes to allow the workloads (containers) to be deployed and to use the shared
resources of the host. Kubernetes is a system for automating cloud deployments
and manage the containerized applications (CNCF 2024a). As Kubernetes has
been designed as a flexible system that can fit large variety of different scenarios
and deployments, the flexibility has been considered a weakness from security
point of view (OWASP 2024). When searching for the reported vulnerabilities
from the NIST national vulnerability database there are several examples that
highlight the criticality of the Kubernetes management system (NIST NVD 2024).
CVE-2023-5528 reported a case, which allowed for a user that can create pods
to be able to escalate to admin privileges on those nodes. CVE-2024-29990 re-
ports a privilege escalation case for Microsoft Azure Kubernetes Service Confi-
dential Containers with a severity score 9.0. With this exploit the attacker could

steal credentials and affect the resources (MSRC 2024).

Registry in a cloud management system is a repository that stores and manages
the container images. In addition to storing images, the registry usually also sup-
ports security related functionalities such as signing the images and scanning
them to identify any vulnerabilities. Different policies can be also used to prevent
vulnerable images from being deployed in the system. (Harbor 2024). Registry is
not free from vulnerabilities and having the images of the deployed containers, it
is interesting target for adversaries. As an example, a critical vulnerability CVE-
2019-16097 was reported, where a malicious request from the attacker allowed
to take over the registry (Unit 42 2019). CVE-2022-46463 reports a high severity
issue in access control that allowed the attackers to access Harbor registries
without authentication. These examples highlight that getting access to a registry
and having admin or system level rights can have severe consequences and criti-
cally compromise the security of a system. For this reason, the security of a reg-

istry and integrity of the images is necessary for the system.

4.5 Enabling trust with Remote Attestation

As illustrated, cloudified Open RAN systems are complex and have many stake-

holders in different areas of technology, deployment, and business ecosystems.
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Cloudified and disaggregated radio access networks are the point where telecom
and IT worlds meet and the technologies merge more towards from the IT. The
addition of artificial intelligence as a new emerging technology increases the
complexity further. The previous section presents the functionalities of cloud-na-
tive Open RAN system and demonstrates the fragility of the system with all the
vulnerabilities that are yet to be discovered in future. The examples highlight that
a threat to any part of the system may compromise any of the classic CIA-triad
confidentiality, integrity, and availability, and pose a critical risk to business or so-
ciety. This raises the importance of continuously monitoring the system and hav-
ing full understanding on the trust of the system and its components.

Cloud-native Open RAN can be modeled as a large and complex network of
computers connected to offer a service that the customers can trust being secure
and reliable. In such a system the cornerstone of security upon which everything
is built is trust. The industry has been working on concepts of confidential compu-
ting and trusted computing and defined standards, components, and technologies
to enable computing environment that can be trusted. The concept of trust was
discussed in section 3, and it was defined as “an assurance that one entity holds
that another will perform particular actions according to specific expectation.” It
was also concluded that trust is not built on empty ground, but that it is built upon
information collected beforehand. This calls for two distinct issues: to trust there
needs to be a foundation that can be always trusted, a trust anchor that is also
called as Root of Trust (RoT), and to collect information or evidence for trust deci-

sion, a reliable process that ensures the integrity of the collected evidence.

Confidential and trusted computing technologies can be used to address security
threats related to the compute infrastructure running cloudified Open RAN net-
work functions. The goal of using trusted computing is to ensure that compute in-
frastructure is in a defined and expected state and that it has not been modified
by an attacker. The goal of using confidential computing is to protect workloads
from attacks originating from a potentially malicious compute infrastructure. Con-
fidential computing technologies are especially useful in the case where the net-

work operator and the provider of the compute infrastructure (e.g., a public cloud
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service provider) are different entities and the network operator does not fully
trust the cloud infrastructure that executes the workload.

The integrity of the compute infrastructure can be ensured by taking measure-
ments of system components on each host during system boot. The actual meas-
urements can be taken by a trust agent running on the host utilizing a hardware
security function such as Trusted Platform Module (TPM). The measurement re-
sults are securely stored on the TPM where their authenticity and correctness
can be ensured by utilizing the TPM and protocols defined by the trusted compu-
ting group. The results stored can be later queried from a verification service,
which compares the measurement values against expected and known good val-
ues. The verification server can be optimally co-located with the other central
functionalities of the system, for example with the service management and or-
chestration. In case of cloud infrastructure, the verification service can be com-
bined with the cloud orchestrator such as Kubernetes. The overall knowledge and
visibility that Kubernetes has, is useful in scheduling the workloads (e.g., Open
RAN network functions) such that based on the policies, those are scheduled

only on hosts with validated measurements.

The verification service that is usually centrally located is assigned to remotely
assess the state of the computing infrastructure. For this purpose, the Remote At-
testation architecture (RATS 2023) as defined by IETF can be used (RFC 9334
2023). RATS architecture specification defines procedures for attesting and veri-
fying the systems, that they are in good state. In their definition, the “Attester” is
the peer that provides believable information about itself to the “Relying Party” to
consider whether the Attester is trustworthy. The overall process is facilitated by

“Verifier”.

When considering the targeted cloud-native Open RAN environment, there are
two domains that are logically different and may be independent — Open RAN
telco domain and cloud provider domain. This will influence where the verification
server functions, in this case Remote Attestation services, are located. Figure 15

presents two independent and new functionalities Remote Attestation SMO (RA
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SMO) and Remote Attestation Cloud (RA Cloud) co-located with a system -level
functionalities of SMO and Kubernetes, respectively.
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Figure 15. Remote Attestation services in cloud-native Open RAN

The responsibility of RA SMO is to validate the authenticity and integrity of the
Open RAN telco domain functions. Remote Attestation service performs attesta-
tion of the O-CU, O-DU, and O-RU as well as near-RT RIC and non-RT RIC that
all belong to Open RAN system and are managed by an SMO. SMO is a collec-
tion of system level functionalities tasked to manage the Open RAN network and
it is having excellent system level visibility to the functions of the network and
their configurations. The functionalities include management for the configura-
tions, faults, and performance as well as communications surveillance. As SMO
is also responsible of the SW management for the network functions, it has the
best knowledge on the desired state of the system. Co-locating RA SMO with
other SMO functionalities has benefits as it allows the RA SMO to use the ser-
vices and information from the SMO functionalities in determining that the func-
tion is in good state. Also, in case where the received results deviate from those
that were expected, it would be easier to take mitigating actions as all the policies
of the Open RAN system are managed by the SMO.
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The responsibility of RA Cloud is to validate that the underlying computing re-
sources, workloads, and images of the cloud domain are in a known good state.
Co-locating the functionality with Kubernetes is useful as it is the engine that or-
chestrates the cloud resources and workloads and coordinates the registry for the
container images. As Kubernetes is the entity that knows where each workload is
hosted, it can provide the information e.g., address of the host, that is needed to

validate the correct target host.

Open RAN networks can be deployed and operated in diverse ways based on
technical and business parameters, and there are also variations in the cloud de-
ployments. This will also influence how RA SMO and RA Cloud are deployed. In
case the Open RAN service provider uses its own cloud infrastructure and cloud
infrastructure management, the RA SMO and RA Cloud while being separate in-
dependent entities, could be easier co-located, coordinated, and integrated as
they could be in the same trust domain. In case the Open RAN service provider
uses commercial cloud service provider to host its Open RAN functionalities, the
RA Cloud function would be owned and controlled by the cloud service provider.
In this case, to determine the trust on the network functions, the verification re-
sults for the cloud part would have to be queried from the cloud service provider.
As Open RAN service provider and cloud service provider belong to different trust
domain, a separate trust relationship would have to be established. In this case
the overall attestation would become more complex as it would require defining
detailed processes, procedures, key performance indicators and service level

agreements for the information exchange between the trust domains.

4.6 Root of Trust

Cloud computing environment is a complex system consisting of network of com-
puters put together to offer computing, networking, and storage services for the
customers by the cloud service provider. Further each computer is a combination
of multiple layers of software and underneath hardware. An application that is
running on top of the stack on a computer is using services of the lower layers
where each layer is conceptually responsible for different task and communi-

cating with the layers above and below. In layer-to-layer exchange, each layer
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should be able to trust that the other layer is processing the data according to ex-
pectation or raising an error. In case of cloud computing, the layered structure of

can be illustrated with a Linux virtualization stack presented in Figure 16.
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Figure 16. Linux Virtualization stack

When deploying application on the cloud host, the application owner should be
able to trust that the underlying system is secure and that none of the layers be-
low is compromised. In the Linux virtualization stack, each layer should be able to
trust the next layer underneath, which would mean that there is chain of trust
throughout the stack. The chain of trust makes only sense if there is an entity
where the trust can be safely anchored or rooted. Considering the case of com-
puting, the hardware at the bottom of the stack is the one where software runs on
and the one that ultimately executes all the instructions of the layers above. If
there is no trust on hardware, then there can be no trust in the system at all.
(Bursell 2022, p. 107).

In a cryptographic system, Root of Trust (RoT) is a source that can always be

trusted. Figure 17 illustrates the layers from the application to the Root of Trust.
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As depicted in figure, the application trusts OS, which trusts the firmware, which
further trusts the UEFI. This effectively forms a Chain of Trust throughout the
stack from the application to the Root of Trust residing on hardware. Trusted
Computing Group has defined Trusted Computing Base (TCB) that is a collection
of system resources consisting of hardware and software that is responsible for
maintaining the security policy of a system. The TCB should be able to protect it-
self from being compromised by external systems. TPM can be used to deter-
mine if TCB has been compromised and help preventing the system from starting
if the TCB cannot be instantiated. (TCG 2016, p. 21).

In PC architecture, there is a Trusted Building Block (TBB) consisting of hardware
and software that establishes a Root of Trust for Measurement and provides con-
nectivity between TPM, Static Root of Trust for Measurement (SRTM), PC moth-
erboard, the platform reset and the TPM physical presence signal. The TBB pro-
vides functionality that permits an entity to believe in the measurements that they
describe the current state of the platform (TCG 2021, p. 14). Figure 18 below de-
scribes the general architectural components of the PC client platform and the
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role of TBB. The components within the TBB are SRTM and TPM. There is how-
ever a logical 1-to-1 relationship between the SRTM, TPM and PC motherboard
(TCG 2021, p. 13-14).
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Figure 18. PC client platform architecture and the role of TBB (adapted from TCG 2021)

4.6.1 Trusted Platform Module as Root of Trust

Trusted Platform Module (TPM) is a cryptographic solution defined by Trusted
Computing Group (TCG), which allows securely create and store cryptographic
keys, secrets, and information. It supports processes that allow to validate, that
the underlying operating system and the firmware on a host are as expected and
that they have not been tampered. TPM is typically implemented and deployed as
a separate and independent component (chip), but TPM 2.0 specification sup-
ports the processor manufacturers to embed the TPM capabilities inside their
chipsets without the need to have an external component. The TPM standard de-
fines a hardware root of trust (HRoT) which has been widely accepted more se-

cure than software-based solutions.
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TPM supports broad set of security related functionalities that can be used in var-
ious solutions based on the deployment and scenario. The functionalities offered
by TPM are (TCG 2019b):

e symmetric encryption

e random number generation

cryptographic services

protected persistent storage for small amounts of data
counters and extendible registers

protected pseudo-persistent store for keys and data
authorization methods to access protected keys and data
platform identities

signing and verifying digital signatures

certifying the properties of keys and data

attestation, i.e. supporting reporting platform state
Sealing i.e. authorize access to keys and data based on platform state.

4.6.2 Use of TPM for Open RAN

In cloud-native deployment of Open RAN, the containerized workloads are de-
ployed on cloud hosts that may be owned and managed either by the operator of
the Open RAN system or external cloud service provider. The deployment may
consist of thousands of workloads distributed in cell site, telco edge and regional
data centers as described in section 4.1. To have assurance that the system can
be trusted in such a complex scenario requires that each component of a system
can be verified and based on that trusted. Due to complexity of the overall de-
ployment, it is evident the process needs to be automated and that there is a
functionality located centrally in a system that is allocated responsibility of the

process.

Trust decision is based on evidence received from the trustee, in this case from
the functions of the Open RAN network or the components they consist of. It is
required that there is trust on whole system including all software and hardware
components. Remote attestation supported by Trusted Platform Module as pre-
sented in Figure 19. can be used to reliably verify and decide on trust of a system

and its components.
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Figure 19. Remote attestation and levels of trust (Adapted from Turcany 2021)

The remote attestation process contains five entities: Object, measurement,
claim, result and decision. The subject of the attestation is the object which needs
to be measurable (e.g. that we can take a digest of the object or its component).
The object is measured where its state is recorded and stored in a secure loca-
tion. The measurement can be attested by TPM signing the measurement, result-
ing a claim from TPM. Having the capability to attest the object and receive a re-
sponse in form of signed claim makes the object trustable. The claim is then
passed to a verifier function, which verifies the claim comparing it to expected
good values based on attestation policy. The capability to have signed results
that can be verified makes the object trustworthy. The result of verification, also
called as attestation result, is passed to relying party, which makes the final deci-
sion to trust or not trust the object based on its higher-level policies. (Oliver et al.
2023; Turcany 2021, p.32).

For Open RAN system the ability to trust the system requires, that there is capa-
bility to measure the components of a system and that evidence (measurement
results) can be queried from the system. The integrity of the results must be

maintained throughout the process. Trusted Platform Module (TPM) is originally
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designed for this purpose, and it offers the capabilities that can be used in valida-
tion of the trust in Open RAN. TPM provides three Root of Trusts that fulfill the

above requirements:

Root of Trust for Measurement (RTM),
Root of Trust for Storage (RTS), and
Root of Trust for Reporting (RTR).

Root of Trust for Measurement (RTM) and Root of Trust for Reporting (RTR) to-
gether comprise a TPM functionality of Platform Integrity Reporting. Per Trusted
Computing Group definition “A RoT that makes the initial integrity measurement
and adds it to a tamper-resistant log” (TCG 2017, p.5). RTM is critical process as
it is the first component in line of the boot process to measure the system. RTM
consists of Static Root of Trust for Measurement (SRTM) and Dynamic Root of
Trust for Measurement (DRTM). In the SRTM process, each component is meas-
ured before it is executed, effectively forming a chain of trust bottom up. The first
measurement that is forming the root of trust (RoT) is the Core Root of Trust Meas-
urement (CRTM), which measures the next component in the boot sequence. RTM
including CRTM are provided by the BIOS or UEFI provider and it needs to be an

immutable portion of the host platform initialization code.

Root of Trust for Reporting (RTR) by a definition is “A RoT that reliably provides
authenticity and non-repudiation services for the purposes of attesting to the origin
and integrity of platform characteristics (TCG 2017). Its responsibility is to reliably
report the measurements stored in the RTS and it uses a cryptographic signing key
to sign the measurements, and a digital certificate as evidence to proof that the
signing key belongs to a genuine RTR (Proudler et al. 2015, p.62). An RTR report
is usually a digitally signed digest of the contents of selected values within a TPM.
Typical values of RTR reports are evidence of a platform configuration in PCR such
as TPM Quotes or audit logs. The RTR can be identified based on Endorsement
Key (EK) that is derived from Endorsement seed of the TPM (TCG 2016).
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Root of Trust for Storage (RTS) is responsible of safely storing and protecting the
measurements of software performed by RTM or other entities. As the number of
measurements is large, the RTS stores only a cumulative digest of all measure-

ments into a Platform Configuration Registers (PCR). (Proudler et al. 2015. p.62)

463 Keys

TPM key generation produces two types of keys, ordinary keys and primary keys.
For the ordinary keys the random number generator is producing the seed for the
key computation. The resulted secret key value is stored in a shielded location.
The primary keys are derived from seed values with the approved key derivation
function (KDF). TPM uses has-based function to generate the keys with two dif-
ferent schemes defined by NIST: SP800-56A for Elliptic-curve Diffie-Hellman
keys and SP800-108 for other keys (TCG 2016, p.43).

Every TPM has a unique and non-extractable Endorsement Key (EK) that is gen-
erated at a factory with an EK certificate generated by the TPM manufacturer at
the time when TPM was produced (Risto 2023, p.18). EK is a key-pair that con-
sists of private and public parts. The private key is stored securely in TPM, and
the public part can be shared externally with other parties. TPM vendor may pro-
vision the TPM with both TPM vendor and Platform vendor Endorsement Keys to-
gether with corresponding certificates. The TPM vendor certificate asserts that
the endorsement key is resident on an authentic TPM manufactured by the TPM
vendor. The platform manufacturer certificate asserts that the key resident on
TPM is part of the platform manufacturer’s platform (Arthur et al 2015).

Attestation Keys derived from Endorsement Key are created by TPM for the pur-
pose of signing the TPM messages such as TPM Quotes, to produce evidence
that the messages are genuine and sent by the particular TPM (Proudler et al
2015, p. 101). Attestation key is restricted signing key that may only sign a digest
that has been produced by the TPM (TCG 2016).
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4.6.4 Platform Configuration Registers (PCR)

Platform Configuration Registers of TPM are registers that are used to store the
measurement results taken to monitor the host platform’s state during the system
boot process. PCR values typically represent the state of the platform, where
lower-numbered PCRs are reserved for the process of booting of the system and
higher-numbered ones used for events after the kernel has booted. These results
together identity keys they can be used to evaluate the health of the platform and
its boot sequence. The use of PCRs is architecture dependent, and their detailed
use is documented in the architecture specific guidelines. Table 1 presents the
PCR usage for x86 based UEFI platform.

Table 1. PCR usage for UEFI platform

PCR index PCR usage

0 SRTM, BIOS, Host Platform Extensions, Embedded Option ROMs
and Pl drivers

1 Host Platform Configuration

2 UEFI driver and application code

3 UEFI driver and application Configuration and Data

4 UEFI Boot Manager code (usually MBR) and Boot Attempts

5 Boot Manager Code Configuration and Data, GPT/Partition Table

6 Host Platfrom Manufacturer Specific

7 Secure Boot Policy

8-15 Defined for use by the static OS

16 Debug

23 Application Support

PCR 0 is a key register as it stores information from the early phase of the boot
process including the SRTM itself, PEI code, host platform firmware, and the
manufacturer embedded drivers. As it contains the measurement results of the
code of those components that are provided by the host platform manufacturer, it
provides a consistent view of the host platform between the boot cycles. If for any
reason a measurement to PCR 0 cannot be made, none of the other SRTM PCR
measurements can be trusted and those would be outside the chain of trust (TCG
2021, p. 38).
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The use of PCRs allows securing the integrity of the platform as the log of meas-
ured events and configuration related data of the underlying host can be stored in
these registers in hashed format. The PCR update is based on extension proce-
dure where the new value of the PCR is based on the existing PCR value and the
new data. The following exemplary procedure highlights how PCR values are ex-
tended.

The current PCR value is PCR_current_value which is to be extended with the
new_data. TPM offers different cryptographic hashing algorithms such as SHA-1,
SHA-256, SHA-384. In the extension, the concatenation of the current PCR

value and the new data are hashed, as illustrated below:

PCR_new_value = Hash (PCR_current_value || new_data) (80)

An exemplary PCR extension with SHA-256 could be presented as:

PCR_new_value = SHA256(0x123456789ABCDEF ||
0x0011223344556677) (81)

PCR_new_value = 0x3e5d18180b1d31730eb7a2caecdf
26c8ecd60b37de5455f588651bc692881be7 (82)

As the new PCR value is based on the existing PCR value and the new value,
this integrity of the host can be preserved, as the results are verifiable and can be

traced back to previous known configurations.

4.6.5 Platform Boot

Boot is a process to start up the computer from the power on, until the operating
system and the applications defined for the startup are running. There are differ-
ences in the boot process in different architectures, but on a high level they follow
similar steps before the control is handed off to operating system. After power on,
a hardware diagnostic is run after the control is handed over to platform initializa-
tion (PI) which then starts the BIOS or UEFI initialization. BIOS or UEFI initializes
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hardware and embedded devices and loads the bootloader such as GRUB or
Windows Boot Manager. Bootloader’s primary function is to load the operating
system (OS) into memory, and it starts it by loading the OS kernel. Kernel then
initializes system services and drivers required by the OS and with the user

space initialization, the OS is ready to serve.

A PC using x86 Architecture with UEFI is booted as illustrated in Figure 20.
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Figure 20. UEFI platform boot process

The above figure presents that sequence of actions for an UEFI platform boot
process and the TCG defined events that are measured are marked as e0 to e8.
The event 0 is critical as it is the first measurement action in the boot process and
made by the platform initialization code (TCG 2021).

Maintaining the integrity of boot process is critical as boot related software com-
ponents are stored in different area than OS and as those are executed before
OS has control. Therefore, it is nearly impossible for OS to detect any malware of
the underlying components. This opens an opportunity for rootkits, which are so-
phisticated and dangerous type of malware. They run in kernel model with the
same privilege as operating system and there are diverse types of rootkits that
load during different phase of a startup. These are firmware rootkits that over-
wrote the firmware, bootkits that replace the OS bootloader, kernel rootkits that
replace a portion of the OS kernel, and driver rootkits that pretend to be one of
the trusted drivers. (Microsoft 2023).
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Securing the integrity of the platform is critical and there are countermeasures
that can be used against the rootkits. These are Secure Boot, Trusted Boot and

Measured Boot, illustrated in Figure 21.
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Figure 21. Secure Boot, Trusted Boot and Measured Boot (adapted from Microsoft 2023)

There is confusion within the industry between the secure boot and measured
boot and those are often misleadingly used as interchangeable. Secure Boot is a
security standard developed by the PC industry to protect the pre-boot phase to
ensure that only bootloaders that are trusted by the manufacturer are used in the
system boot process. In Secure Boot the digital signature of the bootloader is ver-
ified, and the system boot process is only allowed in case of bootloader is
trusted. (Microsoft 2023; Kyberturvallisuuskeskus 2020). In case of Windows OS,
the trusted OS bootloader would have to be signed by Microsoft or by other ven-

dor in case explicitly approved by the user of the computer.

Trusted Boot is an extension of the Secure Boot and continues the process after
OS bootloader has been verified by the firmware. In Trusted Boot the bootloader
verifies the digital signature of the kernel before loading it to memory and once
kernel oversees the boot process, the kernel verifies the digital signatures of the
system drivers and files. If any of the drivers or files are tampered, the bootloader
refuses to load the corrupted component. The goal of Trusted Boot is to ensure
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that system boot securely and that no unauthorized or tampered code is loaded
during the boot process.

Measured Boot goes further from Trusted Boot by measuring the integrity of each
component and recording the measuring results into a secure location, a PCR in-
side a TPM. The measurements together with auditable log allow attesting the
system’s integrity by a remote validation server at any time. Based on this tracea-
ble evidence, a trusted validation server can verify the integrity of the host boot
process by comparing received values to expected “good values” and decide

whether the host can be trusted.

4.6.6 Remote Attestation

In a complex environment, with hundreds of workloads running or to be instanti-
ated on a host of disaggregated machine of data center, it is essential to know
whether the target host can be trusted. Having continuous, up to date knowledge
that all the hosts of a system have been verified to be in a good state improves
the overall security posture of the system. Conversely, if there are hosts in a sys-
tem that cannot verified to be in a good state, system policies can be defined for
example to allocate reduced privileges or take the host out of

service or trigger a process to repair the host. (RFC 9334 2023).

Remote Attestation is procedure that allows for an entity to prove its identity pro-
vide measured evidence on its configuration and state, thus making the entity
trustworthy. The goal of Remote Attestation is to prove that the host, its configu-
ration, and software running on it, are intact and what they are supposed to be.
IETF defines Remote Attestation procedure as where one peer (the “Attester”)
produces believable information about itself (“Evidence”) to enable remote peer
(the “Relying Party) to decide whether to consider the Attester a trustworthy peer
or not (RFC 9334 2023). Google defines for their cloud services that the attesta-
tion is designed to ensure that user data and jobs are only issued to machines
that are running their intended boot stack, while still allowing fleet maintenance
automation to occur at scale to remediate issues (Google Cloud 2022). One Re-

mote Attestation scenario, where a client requests information whether a device
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in a data center can be trusted from an attestation server, is presented in Figure
22.
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Figure 22. Remote Attestation procedure (adapted from Risto 2023)

In the above scenario, the attestation server requests selected PCRs from the
TPMs of the target devices. Values stored in PCRs are results of previous integ-
rity measurements, which are designed to represent the state of a system and its
hardware and software configuration. Attestation server compares the received
PCR values to known good values and based on those can decide if the target
device is trusted or not. The results are then shared with an authorized client,

who requested the attestation.

5 BUILDING OPEN RAN EXPERIMENT LABORATORY

The project includes a build-phase with the purpose to evaluate in a laboratory
experiment how trust and security can be enforced in cloud-native Open RAN.
Cloud-nativeness is widely discussed topic within the IT and Telecom industries,
but generally it means applications or services that are designed to run in cloud
environment and using cloud computing capabilities such as scalability, elasticity,
and resilience. The terms and attributes that are commonly connected to cloud-

native are microservices, containers and orchestration.

Kubernetes is an open-source system for automating deployment, scaling, and
management of containerized applications initiated by Google and currently de-
veloped by Kubernetes project of Cloud-native Computing Foundation (CNCF)
under the Linux Foundation. Kubernetes has been also called Linux kernel of
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distributed systems and it has gained de facto status within the industry as con-
tainer management platform. Figure 23 presents Kubernetes architecture and its

main functionalities.
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Figure 23. Kubernetes architecture (adapted from Killen 2018)
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Kubernetes is deploying containers in units called Pods. A Pod is the smallest
work unit in Kubernetes cluster, collection of one or more containers that share
the same namespace and volumes. The workloads instantiated as containers are
accessed via services that are offered over APIs. The containers, pods, connec-
tivity, and system services are managed by kubectl, which connects over a REST
interface to kube apiserver, which authenticates and authorizes all service re-
guests. Kubernetes cluster configuration and secrets are stored in etcd that is the
datastore of the cluster. Controller-manager monitors the cluster and initiates
control actions to ensure that cluster remains in desired state. Scheduler makes
decisions on workload placements by using parameters such as hardware re-
guirements, affinity/anti-affinity rules, labels, system load and other requirements.
Kubelet as part of the system service manages the life cycle of a pod and kube-
proxy is responsible of the network rules inside a Kubernetes node. Container
runtime engines such as Cri-o or Containerd execute and manage containers and
act as intermediary between containers and underlying Linux kernel. (Killen
2018).
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5.1 Setting up the Open RAN experiment

Project plan included a build phase to model an open RAN network to validate
the security solution. As Kubernetes is de facto cloud-native solution for manag-

ing containers, this project was also based on Kubernetes.

Open RAN networks are managed by SMO, a collection of centralized functionali-
ties responsible of management of the network functions and cloud infrastructure.
In a cloud-native deployment, Kubernetes oversees the cloud infrastructure and
workload management while SMO focuses on traditional network management.
The radio function 5G gNB is split to O-CU, O-DU and O-RU in O-RAN Architec-
ture. Therefore, in this project the Open RAN network was modelled with follow-
ing functional entities: Kubernetes (kubectl), SMO, O-CU, O-DU and O-RU. Fig-
ure 24 illustrates the experiment laboratory setup that was built to validate the
problem and to verify the feasibility of the solution.
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Figure 24. Experiment laboratory setup for cloud-native Open RAN

For Kubernetes cluster, to allow flexibility for experiment and workload place-
ments, five nodes were deployed. Each Kubernetes node was implemented with
Raspberry Pi 4 Model B 8 Gb minicomputer running Debian Linus OS. Raspberry

Pi’'s were equipped with TPM2.0 compatible trusted platform module and flashed
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with a purpose-build image containing Trust Agent functionality. Trust Agent is
an intermediary function that establishes and facilitates the communication be-
tween the TPM and Attestation Engine. For remote attestation functionality,
Jyvaskyla University’s JANE attestation Engine was selected. JANE is an open-
source project available in Gitlab (JANE 2024) and forked from former A10 Nokia
Attestation Engine. JANE implements remote attestation server functionality fol-
lowing the principles documented in IETF RATS specification. JANE attestation
server provides mechanisms to attest target devices and provide a judgement on
target’s trust, based on policies and the known good values expected for the tar-

gets.

Kubernetes nodes were setup based on realistic deployment scenario with the
exception, that normally the O-RU Radio Unit is based on specialized purpose-
built hardware rather than virtualized application instance running on cloud or
COTS server. From attestation point of view however, the O-RU as implemented
in this laboratory setup (Node: Chimpanzee) allowed attesting the integrity of the
server host the same way as it could have been attested in case of real O-RU.
For O-CU and O-DU, which implement the higher layer 1 and layer 2 functionali-
ties (O-DU) and Layer 3 functionalities (O-CU), two Kubernetes nodes (Orangu-
tan and Baboon) were allocated. SMO functionality is usually deployed in a cen-
tral location, typically regional or central cloud center, and in this setup a central
node (Clyde) was reserved for that purpose. Kubectl is considered as an inde-
pendent functionality and could be provided by cloud service provider, hence it
was deployed on its own host (kingkong). Figure 25 presents the laboratory setup

built to experiment.



Figure 25. ORAN lab setup

5.2 Setting up Raspberries

Setting up the Kubernetes cluster started with preparing the Raspberry Pi’s.
Raspberry’s OS images located on SD Card were flashed with Raspberry Imag-
ing tool (Figure 26.)

Raspberry Pi

Operating System St
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RASPBERRY Pl 08 (64-BIT) CHOOSE STORAGE

Figure 26. Flashing Raspberry OS to SD cards with Raspberry imaging tool
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Flashing process starts by defining the node name and access credentials. In this
lab experiment, the planned names for the nodes were named as kingkong,
clyde, orangutan, baboon and chimpanzee. Once nodes were named, the next
step was to setup the system clock to use external remote network time service,
and to re-boot device:

sudo apt install systemd-timesyncd,

sudo systemctl status systemd-timesyncd,

sudo timedatectl set-ntp true,

sudo reboot.

Based on recommendations for Kubernetes Linux installation, memory swap was
disabled from each node by editing the dphys-swapfile:

sudo nano /etc/dphys-swapfile

CONF-SWAPSIZE=0

<CTRL+X> and Save

Next step was to define the Linux cgroup-configuration and re-boot. Cgroups is
Linux kernel feature that allows to allocate resources use such as CPU, memory,
and I/0 among a hierarchically ordered groups of processes (Red Hat 2019, sec-
tion 1.1).

sudo nano /boot/cmdline.txt

+add to end of the line “cgroup_enable=cpuset cgroup_memory=1

cgroup_enable=memory”

<CTRL+X> Save.

sudo reboot

After these configurations, the raspberries were ready to get Kubernetes in-

stalled.

5.3 Installing Kubernetes

For Kubernetes, the full k8s solution could have been used, but its footprint is ex-

ceptionally large due to several services that were not necessary for Open RAN
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lab experiment. Instead, a lightweight Kubernetes version K3S was installed. K3s
is a highly available, certified Kubernetes distribution designed for production
workloads in unattended, resource-constrained, remote locations or inside 10T
appliances. It is packaged as a single <70MB low footprint binary that reduces
the dependencies and steps needed to install a production Kubernetes cluster.
K3s is optimized for ARM and well suited for Raspberry Pi’'s. (K3s 2024).

Installing K3s started with installing and configuring the K3s control node. A
ready-made script launched from terminal of the targeted host installed the

needed components:

curl -sfL https://get.k3s.io | sh —

This script installed the K3s service with all the needed utilities including kubectl,
crictl, ctr, k3s-killall.sh and k3s-uninstall.sh and wrote a Kubernetes configuration
(kubeconfig) file to /etc/rancher/k3s/k3s.yaml. This single-node installation on a
host “kingkong” would have already been a fully functional Kubernetes cluster, in-
cluding all the datastore, control-plane, kubelet, and container runtime compo-
nents necessary to host workload pods, but our deployment was targeted to con-

sist of five nodes.

The next step was to install and configure additional nodes. As control node with
kubectl service was already created, the consecutive nodes would be worker
nodes. K3s offers a script for installing worker nodes and adding those on exist-

ing cluster:

curl -sfL https://get.k3s.io | K3S_URL=https://myserver:6443
K3S_TOKEN=mynodetoken sh —

The needed token was obtained from the following folder of the K3s server (con-
trol node):

Ivar/lib/rancher/k3s/server/node-token



84

Once all the nodes were installed Kubernetes, the result was one control-node
and four worker nodes. Kubernetes nodes can be seen on dashboard as pre-
sented in Figure 27. Dashboard can be enabled with CLI commands by launching
a proxy server that forwards the HTTP requests to Kubernetes API server, which

can be accessed from localhost:8001 an admin token:

sudo kubectl proxy

sudo k3s kubectl -n Kubernetes-dashboard create token admin-user

el CPU Usage - Memory Usage

o

mmmmmmm

Ozt

..........

Tus  HOEOMISDIE) ADIMIBAA] 400 e 1T 3720 Siassy

Figure 27. Kubernetes dashboard showing the created nodes.

Kubernetes is based on elasticity, scalability and automation and it is inde-
pendently aiming to maintain the desired state of the cluster by dynamically scal-
ing up and down resources based on changing conditions in a system. The sys-
tem is self-healing and balancing the load natively. This means that normally the
scheduler of Kubernetes makes all the decisions where to deploy a workload,
whether to move the workload from one node to another or whether to allocate
more resources. Scheduling can be guided by setting additional constraints e.qg.
affinity, anti-affinity, compute capabilities etc rules. In this lab experiment, the Ku-

bernetes nodes were assigned with labels, which can be used to guide or “force”
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the deployment of a workload to a specific node. Below is a collection of CLI
commands that were used for labels:

sudo kubectl label clyde location=smo

sudo kubectl label chimpanzee location=ru-site

sudo kubectl pod orangutan loc=edge

sudo kubectl pod orangutan location=cu-site

sudo kubectl get nodes —show-labels

Figure 28 presents a CLI view on nodes in the Kubernetes cluster and labels as-
sociated for each of them.

B Command Prompt — m} X

: sudo kubectl get nodes --show-labels
STATUS ROLES AGE VERSION LABELS

Ready control-plane,master 10@d v1.28.5+k3sl beta.kubernetes.io/arch=armé4,beta.kubernet
es.io/instance-type=k3s,beta.kubernetes.io/os=1inux, kubernetes.io/arch=armé4,kubernetes.io/hostname=kingkong, k
ubernetes.io/os=1inux,node-role.kubernetes.io/control-plane=true,node-role.kubernetes.io/master=true,node.kube
rnetes.io/instance-type=k3s
chimpanzee Ready <none> 1eed  v1.28.8+k3sl beta.kubernetes.io/arch=armé4,beta.kubernet
es.io/instance-type=k3s,beta.kubernetes.io/os=1linux,kubernetes.ic/arch=armé4,kubernetes.io/hostname=chimpanzee
,kubernetes.io/os=1inux,location=ru-site,node.kubernetes.io/instance-type=k3s
clyde Ready <none> 1eed v1.28.8+k3sl beta.kubernetes.io/arch=armé4,beta.kubernet
es.io/instance-type=k3s,beta.kubernetes.io/os=1linux,kubernetes.io/arch=armé4,kubernetes.io/hostname=clyde, kube
rnetes.io/os=1inux, loc=center,location=smo,node.kubernetes.io/instance-type=k3s
orangutan Ready <none> 1eed v1.28.8+k3s1 beta.kubernetes.io/arch=arme4,beta.kubernet
es.io/instance-type=k3s,beta.kubernetes.io/os=1inux, kubernetes.io/arch=armé4,kubernetes.io/hostname=orangutan,
kubernetes.io/os=1inux,loc=edge,location=cu-site,node.kubernetes.io/instance-type=k3s
baboon Ready <none> 1eed v1.28.8+k3s1 beta.kubernetes.io/arch=armé4,beta.kubernet
es.io/instance-type=k3s,beta.kubernetes.io/os=1inux,kubernetes.io/arch=armé4,kubernetes.io/hostname=baboon, kub
ernetes.io/os=1inux,loc=edge,location=du-site,node.kubernetes.io/instance-type=k3s

client loop: send disconnect: Connection reset

Figure 28. Kubernetes nodes, their status, and labels

Labels associated to nodes can be used in the Kubernetes deployment YAML-
file, where attribute NodeSelector: <label_key:label_value> will instruct the Ku-
bernetes scheduler in placement of the workload. One or more labels can be as-

signed to each node.

5.4 Installing Docker registry

K3s installation is lightweight system and contains only absolutely critical ser-
vices. If there is need for additional services, those need to be installed sepa-
rately. Container registry is a service that can be used to manage and share con-
tainer images. For Kubernetes, typically used registries are Docker and Harbor
and this project implemented Docker registry.

Docker was installed from the instructions from Rancher (Rancher 2023):
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curl https://releases.rancher.com/install-docker/20.10.sh | sh

sudo docker run -d -p 5000:5000 --restart=always —name registry registry:2

Installed Docker registry was verified by building “hello-world” image that was

successfully built and stored in the registry.

5.5 Building 5G gNB image for Docker

As the scope of this project is to study security of hosts and deployed software
packages, it was not required to deploy full 5G base station in each target node.
Instead, the experiment modelled the RAN by deploying limited functionalities of

5G gNB and focused only on management plane parts.

In O-RAN architecture the RAN network functions are managed with IETF speci-
fied NETCONF/YANG protocol. (O-RAN 2023b). Figure 29 illustrates the
NETCONTF functionalities located in O-RAN Architecture.

SMO
NETCONF Client

Figure 29. NETCONF client and NETCONF servers in O-RAN Architecture.

NETCONF protocol is designed for NETwork CONFiguration and provides mech-
anisms to install, configure and delete configurations of network devices. It uses
XML (Extensible Markup Language) data encoding for the configuration data and
the protocol messages (RFC 6241 2011). NETCONF is independent of the data
modeling language and O-RAN uses YANG language for data modeling of the
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network configurations. YANG is recommended as it provides advanced features
for configuration management (RFC 7950 2016).

Kubernetes nodes in the project were based Raspberry Pi devices with Linux
Debian Bullseye distro and processors are based on arm-architecture. This
caused challenges in finding a suitable NETCONF client / server application from
open-source as majority of available projects are compatible with x64-architec-
ture. There were few candidates supporting arm, but those were relatively old
and caused additional problems when building an image. The list of dependen-
cies was extremely long, and no compatible libraries were found, especially for
crypto-related functionalities. In the end, after several trial-and-error cycles, a
Dockerfile (Appendix 1) based on Ubuntu focal base image (released Apr 2020)
required significant number of libraries and dependencies to add, but in the end

allowed successfully building an image.

Building of the image was not however the only challenge as the next one was
with Docker public and private registries. Netopeer2 image was stored on private
registry located on the same host with kubectl. When deploying the pods based
on create image, an error response ‘ImagePullError’ was received. Checking the
log information from containerd.log indicated that kubectl tried to pull the image
from public Docker registry dockerhub.io instead of private one that had been
created. Fortunately, Armv7 compatible NETCONF-YANG server/client image
was found from Docker hub and taken in use in the experiment lab.

5.6 Instantiating RAN applications

The modelled Open RAN network in the experiment consists of Service Manage-
ment and Orchestration (SMO) and a gNB disaggregated to O-RU, O-DU and O-
CU which all are cloud-natively deployed as containers. Containers are managed
by Kubernetes, which would normally make all the decisions on workload place-
ment. As the experiment has cell-site data center (Chimpanzee), edge data cen-
ters (Orangutan and Baboon) and Central date centers (Kingkong and Clyde), the
setup already suggests that RAN functions should be deployed closer to the (O-
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RU) radio site. In the lab experiment, labels were used to guide the RAN func-
tions placement to edge data centers. This was realized by added label ‘loca-
tion=edge’. Also scheduling of SMO was forced to Kubernetes node clyde with la-
bel ‘location=smo’ as the other central cloud node kingkong was reserved for ku-
bectl and good practices do not suggest deploying workloads in the same node.
With these constraints, Kubernetes did its workload scheduling as depicted in
Figure 30. As it can be seen, SMO was placed on clyde, O-RU management on

orangutan and O-CU and O-DU on baboon.
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Figure 30. RAN pods deployed at edge data centers as scheduled by Kubernetes.

What should be noted is the location of O-RU management in the edge cloud
site. As RAN functions consist of multiple different functionalities split to separate
containers and potentially deployed on different hosts, to attest a RAN function
means that all the components must be measured and attested. This may mean
attesting several hosts, as in case of O-RU in the lab experiment. The other ob-
servation is the placement of O-CU and O-RU on the same host (orangutan),
while O-DU is deployed on its own host. The learning from Kubernetes workload

placement is that scheduler has full control on resources, and it may dynamically
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make changes on workload deployments. This will also have an impact to attes-
tation, as only Kubernetes has knowledge on hosts where containers are located.

5.7 Remote Attestation

Main goal of this project is to enable trust and security in Open RAN, and re-
search done in this project suggests using remote attestation with TPMs. Attesta-
tion is a process to generate and convey claims about trustworthiness character-
istics of an entity. Claims are based on evidence including e.g. device’s identity,
provenance, software configuration, hardware composition, compliance to test
suites and supply chain trust. Remote attestation consists of several actions per-
formed by different entities. IETF remote attestation procedures defines three
main roles for attestation: the Attester, who produces believable information
about itself to enable a remote peer, the Relying Party to decide whether to con-
sider the Attester trustworthy. Remote attestation procedures are facilitated by
Verifier, who evaluates the claims provided by the Attester against reference val-
ues (known-good-values) by applying predefined set of policies. The result of the

evaluation process is the attestation result that is delivered to Relying Party.

The lab experiment decided to install Jyvaskyla University’s JANE as a remote
attestation server. JANE follows the principles of IETF RATS framework and has
similar roles implemented. It maintains the known good values about devices and
other elements and provides the attestation and validation mechanisms. JANE
provides a Graphical User Interface (Figure 31) allowing to define ‘Elements’ (e.qg.
devices) to be assessed, ‘Policies’ to use in assessment and ‘Expected Values’

(known good values).
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Policy Parameters (JSON)

Figure 31. JANE attestation server with elements, policies and rules

As it can be seen from Figure 31 the Open RAN functions are included in the Ele-
ments. Three different Policies were defined in this lab setup: Pi Node K3S con-
figuration, Pi Node Operating Environment and TPM PCR banks. Pi Node K3S
configuration measures the Kubernetes service system and configuration files,
such as k3s, k3s.service and k3s.service.env and stores the results to PCR 4 and
5. Pi Node Operating Environment measures the boot loader and kernel image
as well as system configuration related files such as config.txt and cmdline.txt
and stores the results to PCRs 0,1 and 7. Figures 32 and 33 demonstrate the

Raspberry Pi Node and K3S Policies.

Figure 32. Raspberry Pi Node Operating Environment Policy with PCR 0,1,7

Field Value

Name Pi Node K3S Configuration

Description Obtain the measurement values for the K3S system environment and configuration

ItemID ¢8a3b52f-bcB1-4711-a0a4-23965081002

Intent tpm2/quote

Parameters bank sha256
perSelection 04,5

Figure 33. Raspberry Pi K3S Configuration Policy with PCR 0,4,5
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Remote attestation server is flexible and allows users to define their own policies
based on their devices and environment. This enables to measure any host and
its critical system and configuration related files and store results in tamper-proof
Platform Configuration Registers of TPM. PCRs can be used for custom pur-
poses, but for certain specific platforms such as UEFI, their use is standardized.
The GUI of JANE allows either to attest only, which is useful for reading the
stored values, or attest and verify procedure, which compares the evidence to ex-
pected values and based on policies provides attestation results. The attestation
results can then be used to decide whether to trust an entity. Figure 34 demon-
strates attest and verify operation to Kubernetes node clyde where its K3S sys-

tem and configuration environment has been attested.
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Figure 34. Attestation results of Kubernetes node ‘clyde’ K3S environment

Attestation on K3S environment allows to verify that Kubernetes K3S image as
well as the configuration and system files are as expected. In addition to attesting
K3S environment, it is critical to also attest and verify the host operating environ-
ment. This would include measuring the key boot, system and configuration files
and kernel. Figure 35 below shows the attestation results for node clyde’s host

operating environment.
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Figure 35. Attestation results of Kubernetes node ‘clyde’ OS environment

Together these attestation results provide reliable cryptographically backed evi-
dence about state of the target host and allows the Relying Party to decide
whether to trust the host. A ‘Fail’ result in any of attested rules could trigger pre-
defined policy-based actions such as termination or isolation of the host, foren-

sics analysis, or other appropriate procedures.

As demonstrated above, remote attestation procedures together with use of TPM
allows to verify hosts and their key system and configuration related components,
and to get assurance about trust on those. As indicated in previous sections, it is
not sufficient attest and verify only the hosts, but in addition the remaining parts

that are the RAN functions and their components.

Open RAN functions O-RU, O-DU and O-CU are realized with one or more con-
tainers instantiated on host(s). To attest and verify a container, it is first neces-
sary to identify the attestable properties of a container and for that it is essential
to understand what container is and what it consists of. Container images are re-
sult of a build process and for this project also an image for NETCONF Server /
Client was built. The inputs for the build process in case of Docker Containers is
given in a Dockerfile that can be considered as blueprint of the container (Tur-
cany 2021, p. 25). Dockerfile is a text document that contains all the commands

that a user would have to execute on terminal to assemble an image (Dockerfile
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2024). Dockerfile starts with a FROM instruction followed by the identity of the
base image to be used. In our example (Appendix 1) NETCONF image was built
on ubuntu:focal. The next instructions are typically environment variables, in-
stalling tools packages and libraries, adding dependencies, and defining permis-
sions and configurations. Each instruction line executed, will add set of changes
to previous result, and the changes resulted by instruction are grouped together
as layer. This way the building continues in staged, each instruction adding its
own layer on top of the previous build stage. (Turcany 2021, p.25). Layers can be
observed from the manifest file of an image. Figure 36 provides an example of
image manifest, according to OCI specification.

{
"schemaVersion": 2,
"mediaType": "application/vnd.oci.image.manifest.v1+json",
"config": {
"mediaType": "application/vnd.oci.image.config.vl+json”,
"digest": "sha256:b5b2b2c507a0944348e0303114d8d93aaaa081732b86451d9bce1f432a537bc7",
"size": 7023
b
"layers": [
{
"mediaType": "application/vnd.oci.image.layer.vl.tar+gzip",
"digest": "sha256:9834876dcfb05cb167a5c24953eba58c4ac89b1adfs 7f28f2f9d09af107ee8f0",
"size": 32654

"mediaType": "application/vnd.oci.image.layer.vl.tar+gzip",
"digest": "sha256:3c3a4604a545¢cdc127456d94e421cd355bca5h528f4a9c¢1905b15da2ebdadcebb”,
"size": 16724

"mediaType": "application/vnd.oci.image.layer.vl.tar+gzip",
"digest": "sha256:ec4b8955958665577945c89419d1af06b5f7636b4ac3da7f12184802ad867736",
"size": 73109
}
1
"subject": {
"mediaType": "application/vnd.oci.image.manifest.vl+json",
"digest": "sha256:5b0bcabdled22e9fb1310cf6c2dec7cdef19f0ad69efalf392e94a4333501270",
"size": 7682
b
"annotations": {
"com.example.keyl": "valuel",
"com.example.key2": "value2"
}
}

Figure 36. Example Image Manifest (OCI 2024)

Manifest example above contains image configuration, three layers and image

manifest, each associated with sha-256 digest uniquely identifying the property.

In addition to manifest, the image itself can be identified by its sha-256 digest. Im-
age digest is an immutable characteristic generated during the build process and

uniquely presents the image. When pulling an image by its digest, exactly same
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image is received every time. Figure 37 presents the images and their digests of
the lab experiment.

root@kingkong:/var/lib/docker/containers# cat /var/lib/docker/image/overlay2/repositories.json
{"Repositories”:

{

"netopeer-evo2":
{"netopeer-evo2:latest":"sha256:2¢c2c721cc3397e47e15277789900011afc5adbblc64e199f5a6ad8da9e3c50e3"}
"registry":

{"registry:2":"sha256:26b82a79df1e04210278faB1c2fB386a50d5118808176a8601lacdl149afcfbfc"
"registry@sha256:d5f2fbe940fe9371b6b@26bob66ad@8d8ab7b@d56b6ee8d5c71cb9b45a374307"
"sha256:20b82a79df1e04210278fal@1c2T@386a50d5118808176a86@1lacd1l149afcfbfc"},
"sysrepo/sysrepo-netopeer2":

{"sysrepo/sysrepo-netopeer2:latest": "sha256:976d1dcf6cBcc@®31f87377c287365272b3351a45589be3771F841b2avedf230F"
"sysrepo/sysrepo-netopeer2@sha256:36ccl1d841c97f118d62f775024d60fblce210c3bcabb32135cla%e5a358alcca”
"sha256:976d1dcf6c0cc031f87377c287365272b3351a45589be3771f041b2a0odf230f"}

"ubuntu":
{"ubuntu:20.04":"sha256:f1b701af35d6@a285f85cav2ccbffl30ed7b830bd2c31661c3c80cO5cd3dagsc”,
"ubuntu:cosmic":"sha256:4170043ccad8a83f17f6486517fb7c474ead8bc1b97fble3cdd834b86ba3bae3”
"ubuntu@sha256:7d657275047118bb77b@52c4cBae43e8a289ca2879ebfa78a703c93aas8fd686¢c"
"sha256:4170043ccad8a83f17f6486517fb7c474ead8bclb97fble3cdd834b86ba3bae3”
"ubuntu@sha256:bb1c41682308d7040174d103022816d41c50d7b0c89e9d706a74b4de548636e54"
"sha256:f1b701af35d60a285f85cal2ccbff130ed7b830bd2c31661c3c86c@5cd3da89c"}

¥

root@kingkong: /var/lib/docker/containers#

Figure 37. Images and their checksums in private Docker registry

Digests associated with images can be used in attestation as they uniquely iden-
tify the image, and therefore ensuring the integrity. For container image attesta-
tion, the image and manifest contain several components, each identifiable by
their digest. As manifest describes the image and its components in detail and
each component associated with sha-256 digest, the manifest can be used in at-
testation of the container. However, as the supply-chain attacks are in heavy in-
crease, it is important to consider the integrity and security of the build environ-
ment as well. Therefore, to secure the integrity of a container, would require in-
cluding claims both on image manifest and on building environment (Turcany

2021). Figure 38 illustrates procedure for container image attestation.

. Claim Result Decision
Container R
image L]C:)_‘
Manifest > > m
Building " Build Env

Environment

Figure 38. Remote attestation for containers (adapted from Turcany 2021)
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Attestation on container instances can be already supported by certain configura-
tions such as containerd inspect. The inspected information should include the
following information: creation and starting timestamp, image reference, capabili-
ties, pid, starting command and its arguments, existing environment variable,
mounted volumes, resources limits and usage, security context, capabilities,

cgroups path (Turcany 2021).

5.8 Remote Attestation and Kubernetes

As discussed, for RAN function to be trusted, it is essential to attest and verify all
the hosts and software components related. In case of cloud-native, Kubernetes
is de facto solution to manage deploying containerized applications in target
cloud infrastructure. Kubernetes is based on elasticity and automation, and it sup-
ports e.g. self-healing, load balancing, horizontal scaling, network storage or-
chestration and automated rollouts and rollbacks. Kubernetes manages also the
life cycle of containers, and its scheduler may at any instance relocate the con-
tainer to another node. Figure 39 illustrates Kubernetes knowledge about the
node and its location in the network. Kubernetes also knows the containers

hosted by this node, but those are not visible in this figure.
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Figure 39. Kubernetes node info from dashboard
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As it can be seen from the figure, the node IP address is 192.168.0.148 while pod
has been allocated address 10.42.2.0/24. It should be noted that pod address is
meant for pod-to-pod communication within a cluster and is not visible outside.
As Kubernetes is the only entity that has information about containers, their net-
work locations and hosts they are running, it means that to attest a RAN function
either requires tight coordination with Kubernetes or alternatively, attestation
should be performed via Kubernetes. As remote attestation in Kubernetes de-
ployment can be realized multiple diverse ways, finding the optimal solution

should be researched further.

5.9 Automation by connecting attestation to kubectl

Kubernetes and JANE attestation server both offer APIs that can be used to con-
sume their services. Kubernetes cluster related management activities are per-
formed via kubectl offered by Kubernetes API server while JANE attestation
server API allows querying information, attesting devices as well as attesting and
verifying. By connecting these services together, automated scripts can be made
to verify the status of hosts and their environment and use the results of the verifi-
cation to manage Kubernetes nodes and their workload scheduling. A short ex-
periment was made with a bash script to demonstrate the feasibility of this auto-

mation. Figure 40 presents the script created.

3-7d12 - 4d5F - 5F69- 10300255 2end
B2l boll 4711 akad 2ISsnUleRe:

= X GET -k -4 ™
5 X GET -k -H
FEN" | L Lsupper: ]

#/192.168.9.217: 8528 /elevent/3ELEMENT | jq -r .nome
F7192.168.9. 217 S520/pol1cy /$RILICY | Jg -r .name)”

X POST -k -# “Contert-Type: application/ison” https://192.168.8.217:8528/session --data '{“message”:"IIZI7 test from curl®}’ | dq -r .itemid)"

*ul ment
CLATMID-“§{curl = X POST k - “Contert Type: aj

A tadd U SSESEION Y | e

ST1="§(zurl -s -X POST -k -4 "Contert-Type: ®
cur. ype:

B/ seseion ASESSION
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fson” httpe:/ /192, 168.8, 2178520/ c 1ain/BCLATMID | dq .

s % atn
s -X GET -k -H “Content-Type: spplicet

ey @ ] BA [ SATTEST? —eq 8 ];

Figure 40. Bash-script to enable automation by connecting attestation to kubectl
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The above script is using one of the Kubernetes nodes, identified by its element
number (EN), as a target. The selected Policy “K3S operating environment” is
identified with its policy number (PN). JANE attestation server requires a session
to be established for attesting and that is created first, followed by creating a
claim and receiving it. Attestation is performed for two rules, TPM2 attested val-
ues and TPM2 firmware, which check that Kubernetes environment is as ex-
pected, and that firmware returns expected value. The results attested are veri-
fied and attestation result is used to trigger kubectl node labeling action.

If attestation passes, kubectl sets a label with key:value par ‘trusted=yes’ and if it
fails, kubectl configures the node untrusted by setting the label ‘trusted=no’.
Based on these labels, Kubernetes scheduler may take further actions, for exam-
ple relocated workloads from untrusted hosts, trigger forensics and reconfigura-
tion actions, and set constraints for future workload placements that label ‘trusted’

must be ‘yes’.

6 CONCLUSIONS

As it has been outlined in this research, Open RAN together with cloudification
adds complexity and increases the attack surface of mobile network. The added
complexity increases the importance of trust and new approaches and technolo-
gies need to be taken in use. This project has discussed the concept of trust and
explained how it can be used to enhance security posture of cloud-native Open
RAN. Section 4 walks through the Open RAN network and its trust ontologies. A
step-by-step approach starting from host server and container pair, ending to full
Open RAN system is demonstrated. Key aspect is to measure the state of the as-
sets and computing environment, and based on that decide if a RAN function can
be trusted. Further the use of remote attestation together with trusted platform
module, and their key characteristics are presented. Section 5 shares the results
from experimental laboratory where the concept discussed in sections 3 and 4

are validated. The main conclusions of this project are:

e State of the assets and computing environment must be monitored
and verified.
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¢ Remote attestation together with Trusted Platform Modules enables
measuring and verifying the targets with the required integrity.

e In Open RAN system, remote attestation is recommended to be
placed in central location, e.g. to co-locate with SMO.

e Remote Attestation of Cloud-native based RAN functions requires
either tight coordination with Kubernetes or should be done via Ku-
bernetes. This should be studied further.

7 DISSEMINATION OF RESULTS

A survey on industry and key stakeholders indicates that there are various activi-
ties on supply chain security, remote attestation, and hardware-based security for
trusted computing. These activities can be explained with technological develop-
ment (cloudification, artificial intelligence etc.), tensions in global political environ-
ment and with dramatically changed security landscape. The lack of trust is com-
pensated by creating technologies that will adhere to principles of zero-trust and

allow verifying the trust state of a system.

Solutions to secure the future communications networks are required and this
project has proven that remote attestation provides solution that can be used to
cater integrity and security of Open RAN systems. Global organizations have on-
going activities that offer opportunities to contribute from this research. IETF is
working on Remote Attestation Procedures (IETF RATS) and has several activi-
ties ongoing. US NIST has done research on trusted container platforms outlining
that the most current security control implementations are not coherent and con-
sistent, and that the foundation of layered security approach is the security of
physical platform (NIST IR8320 2021). Their activities are assumed to continue,

and it is important to monitor their proceedings.
However, as this project focuses on Open RAN system and especially follows the
Architectural definitions of O-RAN ALLIANCE, it is essential to review their activi-

ties.

O-RAN ALLIANCE
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O-RAN ALLIANCE WG11 has several activities related remote attestation and

use of hardware-based root of trust. WG11 Security Requirements Specification

v.08.00 contains several references to TPMs including the above NIST IR 8320

and ETSI NFV Report on Attestation Technologies and Practices for Secure De-

ployments. This specification also lists various requirements related to root of

trust, remote attestation, or trusted platform modules. As example it lists the fol-
lowing requirements for Chain of Trust for O-Cloud (O-RAN 2023d):

The O-Cloud platform shall support a root of trust that verifies the
integrity of every relevant component in the O-Cloud platform.

It shall be possible to attest an O-RAN Application through the full
attestation chain from the hardware layer through the virtualization
layer to the O-RAN Application layer.

The chain of trust shall be built from measurements stored in a
hardware root of trust.

The chain of trust shall be built from measurements stored in a soft-
ware root of trust for scenarios where a hardware root of trust is not
feasible or available.

A remote attestation service (AS) should be supported for providing
additional benefits beside verifying O-Cloud platform integrity by
CoT. The remote AS should collect O-Cloud platform configurations
and integrity measurements from data center servers at a O-Cloud
service provider via a trust agent service running on the O-Cloud
platform servers. O-Cloud service provider is responsible for defin-
ing allowlisted trust policies. These policies should include infor-
mation and expected measurements for desired platform CoT tech-
nologies. The collected data is compared and verified against the
policies, and a report is generated to record the relevant trust infor-
mation in the AS database. The remote AS should be extended to
include O-RAN Applications integrity.

The requirements are not limited to O-Cloud, but the document also defines, that

SW packages need to be protected, including verifying the integrity of application

packages. With regards to remote attestation functionality, WG11 has already

listed potential commercially available candidate solutions and considered de-
ployment options for example within SMO (O-RAN 2023d, p. 92).

As O-RAN ALLIANCE is the organization that drives Open RAN development

and as it already has identified the importance of trust and remote attestation, it

offers excellent opportunity to contribute based on findings from this research.
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CNCF

Cloud-native Computing Foundation as part of Linux Foundation is the organiza-
tion that hosts the technical development work of Kubernetes. Kubernetes is de
facto cloud-native orchestration solution and researched and experimented also
in this project. The findings of this research backed by the experiments reveal
that Kubernetes is only entity that has visibility to workloads and their network lo-
cations. As it has been identified critical to attest all the components and host re-
lated to RAN function, the attestation must be coordinated with or performed via
Kubernetes. Adding remote attestation to cloud-native environment, would likely
have an impact on Kubernetes, and new functionalities would have to be de-
signed and contributed. A quick review on the github repository of CNCF tech-
nical advisory group on security reveals that there are no direct solutions speci-
fied, but that the problem has been identified and solutions are needed (CNCF
2024b). In their published whitepaper they have several references indicating the
need for ensuring the provenance and integrity of applications during different

phases of its life cycle:

Security concerns within this landscape are complex because of the

explicit focus on rapid development and deployment.

This complexity requires a paradigm shift to protect applications by
migrating from a purely perimeter-based approach to one where se-
curity moves closer to dynamic workloads that are identified based

on attributes and metadata (e.g. labels and tags).

Cloud-native computing is highly complex and continually evolving.
Without core components to make compute utilization occur, organi-

zations cannot ensure workloads are secure.

In order for security to span all layers of container platforms and ser-

vices, a hardware root of trust based in a Trusted Platform Module
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(TPM) or virtual TPM can be used. The chain of trust rooted in hard-
ware can be extended to the OS kernel and its components to ena-
ble cryptographic verification of trusted boot, system images, con-

tainer runtimes, and container images, and so on.

End to end attestations may be used to validate the processes used
by software creators and suppliers. These attestations should be

added to every step in the software supply chain.

A secure CI/CD system should generate SBOMs and attestations.
Attestations should include the CI step's process, environment, mate-
rials, and products. Evidence should be cryptographically verified
when possible. The software producer should use trusted documents
such as signed meta-data documents and signed payloads to verify
the authenticity and integrity of the built environment.

(CNCF 2022)

Security is high on the agenda of CNCF, and they have already identified the
problem and potential solutions. As there is need for remote attestation and root
of trust, CNCF would be ideal organization for developing the results of this pro-

ject further to realization.

OTHER BUSINESS OPPORTUNITIES

Driven by frameworks such as Zero-Trust, there is increasing demand for contin-
uous monitoring, logging, and having detailed knowledge of the state of the as-
sets and underlying compute systems. Remote attestation provides provenance
and integrity protected measurement results from the underlying hardware and its
configuration and from software assets running in cloud infrastructure. Further at-
testation can be extended to cover measurable characteristics from the build en-
vironment. In this project, remote attestation was connected to Kubernetes
scheduling, demonstrating clear benefits in secure automation. Similarly remote

attestation can be connected to other systems including the SIEM or forensics



102

services. Exploring those are topic for further research, but it is believed that
those could provide new business opportunities in the era when the trust state of

our systems needs to be continuously monitored.
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APPENDIX 1: DOCKERFILE FOR NETOPEER2

FROM ubuntu:focal as build

#In case of "is not valid yet (invalid for another"-repo terror,run this 'sudo hwclock
--hctosys' before building
ENV TZ=Europe/Helsinki
RUN In -snf /usr/share/zoneinfo/Europe/Helsinki /etc/localtime
RUN DEBIAN_FRONTEND=noninteractive apt-get update -y --allow-downgrades
--allow-remove-essential --allow-change-held-packages
RUN\
apt-get update && apt-get install -y \
# general tools
git \
vim \
curl\
gnupg \
apt-transport-https \
python3\
python3-pip wget nano bash libz-dev python cmake libmbedtls-dev gcc g++ \
libssl-dev libev-dev protobuf-c-compiler libprotobuf-c-dev libcmocka-dev \

swig libavl-dev pkg-config libpcre2-dev libffi-dev rustc libstd-rust-dev

RUN\
apt-get update && apt-get install -y \
cmake \
build-essential \
supervisor \
libpcre3-dev \
pkg-config \
libavl-dev \
libev-dev \

libprotobuf-c-dev \
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protobuf-c-compiler \

libssl-dev \

swig \

python-dev \

python3-dev \

python3-wheel \

libcurl4-openssl-dev \

libxslt-dev \

libxml2-dev \

libtool \

libtool-bin \

python-setuptools \

libreadline-dev \

python-libxml2 \

python-Ixml \

python3-Ixml \

libprotobuf-dev && \

apt-get install -y libtool libtool-bin libxml2-dev libxslt1-dev libcurl4-openssl-dev
xsltproc python-setuptools cmake zliblg-dev libssl-dev pkg-config libreadline-dev
&&\

apt-get install -y bison libboost-thread-dev libboost-thread1.67-dev autoconf
automake screen && \

apt-get install -y libffi-dev || echo 'livffi-dev does not exist'

# include the latest version of rustup in the image

RUN curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh -s -- -y

ENV PATH="/root/.cargo/bin:${PATH}"

RUN rustup install stable && rustup default stable && rustup component add

rustfmt clippy
RUN\
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pip3 install ipython ncclient

# add netconf user

RUN \
adduser --system netconf && \

echo "netconf:netconf" | chpasswd

# generate ssh keys for netconf user
RUN\
mkdir -p /home/netconf/.ssh && \
ssh-keygen -A &&\
ssh-keygen -t dsa -P " -f /home/netconf/.ssh/id_dsa && \
cat /home/netconf/.ssh/id_dsa.pub > /home/netconf/.ssh/authorized_keys

# use /opt/dev as working directory
RUN mkdir /opt/dev
WORKDIR /opt/dev

# pyang
#RUN \
# cd/opt/dev && \
git clone https://github.com/mbj4668/pyang.git && \

H

cd pyang && \
git checkout cca321efOc6ddf82c77cl2aca8301bcfdfd5b7d3 && \
python setup.py install

* O

# libssh
RUN\
cd /opt/dev && \
git clone https://git.libssh.org/projects/libssh.git libssh && \
cd libssh && \
# git checkout afa4021ded6e58da4ee4d01dbf4e503d3711d002 && \
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git checkout libssh-0.8.7 &&\
mkdir build && cd build && \
cmake .. &&\

make -j6 && \

make install && \

Idconfig

# libyang
RUN\

cd /opt/dev && \

git clone https://github.com/CESNET/libyang.git && \

cd libyang && \

git checkout 85d09f3bdf5ea0lea2e01deb384b2b0dde057e3f && \
git checkout v0.16-r3 && \

mkdir build && cd build && \

cmake .. &&\

make -j6 &&\

make install && \

Idconfig

# protobuf
#RUN \

#
#
#
#
#
#
#
#
#
#

cd /opt/dev && \

git clone https://github.com/protocolbuffers/protobuf.git && \

cd protobuf && \

#git checkout ff3891dab1b1f462d90a68666d14f57eb5fea34f && \
git submodule update --init --recursive && \

sh autogen.sh &&\

Jconfigure && \

make -j6 && \

make install && \

ldconfig
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# protobuf-c

#RUN \

cd /opt/dev && \

git clone https://github.com/protobuf-c/protobuf-c.git && \
cd protobuf-c && \

git checkout dacla65feac4ad72f612aab99f487056fbcf5cla && \
sh autogen.sh && \

.configure --disable-protoc && \

# Think in the end we did

#./configure && \

make -j6 && \

make install && \

HOHF O OHF OH OH OH OH H OH

|dconfig

# sysrepo
RUN\
cd /opt/dev && \
git clone https://github.com/sysrepo/sysrepo.git && \
cd sysrepo && \
# git checkout 724a62fa830df7fcb2736blec41b320abe5064d2 && \
git checkout v0.7.7 && \
mkdir build_python3 && \
cd build_python3 && \
cmake -DREPOSITORY_LOC=/sysrepo -DGEN_PYTHON_VERSION=3 ..
&&\
make -j6 && \
make install && \

Idconfig

# libnetconf2
RUN \
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git clone https://github.com/CESNET/libnetconf2.git && \

cd libnetconf2 && mkdir build && cd build && \

# git checkout 54balc7aldbd85f3e700c1629ced8e4b52bacdec && \
git checkout v0.12-r1 && \

cmake .. &&\

make -j6 && \

make install && \

Idconfig

# keystore
RUN\
cd /opt/dev && \
git clone https://github.com/CESNET/Netopeer2.git && \
cd Netopeer2 && \
# git checkout d3ae5423847chfc67c844ad19288744701bd47a4 && \
git checkout v0.7-rl1 && \
cd keystored && mkdir build && cd build && \
cmake .. &&\
make -j6 &&\
make install && \

Idconfig

# netopeer2
RUN\
cd /opt/dev && \
cd Netopeer2/server && mkdir build && cd build && \
#git checkout d3ae5423847chfc67c844ad19288744701bd47a4 && \
git checkout v0.7-rl &&\
cmake .. &&\
make -j6 && \
make install && \
cd ../../cli && mkdir build && cd build && \
cmake -DCMAKE_BUILD_TYPE:String="Debug" .. &&\



make &&\

make install

RUN\
apt-get clean &&\
apt-get autoclean && \

rm -fr /opt/dev
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