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Abstract

In the dynamic real of IT, cloud computing has become the cornerstone for innovation and improved operation-
al efficiency across various industries. As organizations migrate to the Public Cloud, the need for managing in-
creasingly complex infrastructures securely and efficiently had grown. This thesis delves into the deployment of
Infrastructure as Code (IaC) via Terraform, focusing on the development of a functional Landing Zone in AWS.
This tool aims to ensure a structured environment for deploying, managing, and maintaining cloud resources
while aligning with security, compliance, and governance frameworks.

This study explores the how IaC can automate the setup and management of integrations between AWS, Azure,
GitHub, and Terraform Cloud, focusing on building on top of an extremely wide and complex environment al-
ready deeply rooted in these resources. Particular attention has been paid to how Terraform can be made sim-
ple and abstracted, reducing the need for matter experts, and how CI/CD pipelines can be used to support a
living product such as the Landing Zone without needing permanent credentials.

The results highlight the role of IaC and the Landing Zone in enhancing security, efficiency, and scalability when
deploying AWS Accounts and resources. Automating cloud management via Terraform can significantly decrease
the time from ticket to deployment while reducing manual oversight and, therefore, potential errors.

The insights of this thesis aim to contribute to the ongoing conversation on the balance of complexity and effi-
ciency that IaC offsets, deepening the understanding of strategic cloud infrastructure management, and offering
a solid starting point for any enterprise looking to build a fully automated Landing Zone in AWS.

Keywords
IaC, Landing Zone, AWS, Cloud engineering, CI/CD, Terraform, Terraform Cloud




3 (33)

CONTENTS
1 INTRODUCTION ... ituiituiitieresrnsssssssssasssnssssssrasssssssasssasssasssnsssasssnsssnnssnnssenssennsesnssennsennns 5
2 AMAZON WEB SERVICES.....ccuiiitiiitiiiiiiinisssssssssssssssssssssssassssssssssssssssssssssnsssnssssnssnnssnns 6
B R TR @ e T= T 1 2= T o T 6
2.2 SECUNLY IN AWS ..o iiiiii i ee e e s e e s e e e e s s s ers s s e e e s e e er st e e e e s saeee s seeernasaenrnsssennnnnssennnnnssenns 8
2.3 AULhentiCation 1N AWS.... i ieeieieeiiieresisesssesss s as s s as s s sssssss s s s s s sbsss s s b s ss s s bbb s b sbsbnbnbbbnbnrnrnrns 11
3 TERRAFORM & TERRAFORM CLOUD ....ccuuiiiiriiiirnsiennssssnssssnssssssssssnsssssnssssnnssssnsssssnssssnnnss 16
3.1 INfraStrUCTUIE @S COUE ... uuuuuruiureiuinreeitetattteeetetaterssasssssasssssssssssssssssssssssssssssssssssssssssnsnsnsnnnsnnnnnnnnns 16
T K= 1 - | (o] 1 o DT PP P PR PU PR PRRRPRPRTRPRTTIN 16
3.3 TerrafOrmM MOGUIES. ......uueeeeeeeeeeeeeeeeeeeeeeeeeeeeesssesssesssssssnsssssssssssssssssssssssssssssssssssssssssnsnsnsnsnsnsnsnnnnns 16
3.4 Terraform in the customer’'s eNVIFONMENE .........uuiuiuieiiiiiiiiiireiererererarerer e arsrsrnrnrnens 17
3.5 TerrafOrmm ClIOUM .....eeeeeeeeeeeeeeseeeeeeeeeeesssassnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnsnsnsnsnnnnnnns 17
3.6 Terraform Cloud in the cusStomer’'s €NVIFONMENT.........uuurerererererrrerererernrnrnrnrnrnrnrnrnrsrnsnrnrnrnrsnnnnnnnns 18
4 LANDING ZONE AND CORE INFRA ....ceuitiiiiieticiresss s ss s s s s sa s s s s sa s nn s e s enn s ennnanns 20
4.1 Landing Zone repoSitory SEFUCTUME......uuuiiiiiiiciiiii s s r e s r e 20
4.2 Landing Zone Stacksets deploymeENt ... s 20
4.3 Landing Zone aCCOUNE CrEatION ... ciiiuui i e e e s e e e e s e s eane s e e eenaeaees 21
4.4 AWS ACCOUNE Preparation ......ccuuuiiiirsuiiiiii i s s s s s s s ar s s e e raee 21
4.5 Core INfrastrUCTUIE .....oovieriii e e e e e e e e s e e r e s s e s s s e e e nrnnanas 23
4.6 Core Infra repOSItOry SEIUCTUME .. ... iiiri i iecitie et e e e e e e e e e e e e e e s e e e aae s e e eena e e eeenanaanns 24
4.7 Generic Core INFrastrUCTUIE .........uueeee s nnnnnnnnnnnnnns 26
4.8 Network Hub centralised internet breakout...........ccoiiiiiiiiiiiiiii s 27
5 CONCLUSIONS .. ettt ere s e e s s e e s e e s s e s s e s s ea s e a s e e s ea s ean s e san s e nnsennsennnsennnennns 29
5.1 Practical impliCatiONS.......cooiiiiiiiii i s nenne 29
5.2 FUBUFE PIANS ...ttt s e s s e e e e s e s s s s e e r e s e e e e e e e e n e e e e e e nennn 29
5.2.1 Comprehensive Landing Zone automation — from ticket to product...........cccccvvvniiiiiiiiennnns 30
5.2.2 Automated Contacts for health notifications ..........ccceeiiiiiiii e 30

REFERENCES.... . iiiiitiiiiiiits s s s s s s aaa s s e r s s s e n e e e ee 32



LIST OF

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.
Figure 10

Figure 11.
Figure 12.
Figure 13.

Figure 14.

Figure 15.
Figure 16.

Figure 17.

Figure 18.
Figure 19.

Figure 20.
Figure 21.

Figure 22.

4 (33)

FIGURES
AWS Organization split into OUs. This structure is managed by the Landing Zone repository. ........ 7
AWS centralised CloudTrail with log storage and replication. .........ccccvvveevrriiiin e eeeens 10
Workflow of AWS Config Managed Rule (Silva & Snehal, 2020) ........ccceeiiiiiiiniiiiiinineiin e 11
AWS Identity Center (Formerly AWS Single Sign-On) with Entra ID as IdP........ccccooeviiiiiiiiiinnnnnns 12
Authentication flow for code to resources pipeling. .........ccuuviiiiiiiiiiiiiiiin e 13
Terraform Cloud workspace variables configuration. ... 14
AWS Role trust relationship configuration. .........cooooi oo 14
AWS Provider configuration in Terraform. ......ccii i e ra e 15
Integrations between GitHub, Terraform Cloud, and AWS. .........ccooiiiiiiier e 18
. Landing Zone folder structure. (FFreNd) ....coiciiuiiiiiiiin it er e e rra e 20
AWS Account YAML CONfIGUIAtiON. ...uevveeeeeeerereeernrernrnrsrennnsnnensnsnsssnsnsnnnssssssssnssnsnsssnsnsnsnsnsnsnnnnns 21
Bootstrapper Lambda design..........ooiiiiiiiiiiiiiriri 22
Actions performed by the "Boostrapper" Lambda function. .......ccccceeeeiiiiiiiiiiiiiiiiecccene e, 22

Core Infrastructure folder structure (Generated from https://tree.nathanfriend.io/, accessed

27th OF APFil 2024). ..ceeiiiiiiie e a e e e e e r 24
Core Infrastructure repository folders triggering individual workspaces in Terraform Cloud. ....... 25
Detail of multiple triggered Terraform Cloud workspaces from one PR in GitHub. ......c.......c....... 25

Sample YAML configuration for a two-tier VPC with Transit Gateway access and two Route 53
ROSEEA ZONES. ... 26

Traffic from spoke AWS accounts to the Network-Hub account. ........ccccoviiiiiiiiiiinie e, 27

Anonymised internet breakout setup in Network-Hub account, with Elastic Network Interfaces

Q8 = 70 ) P PR 28
Conceptualised future automated WOrKfIOW. ........cuuiiiiiiiiiii e 30
Current health notification delivery process showing manual database maintenance.................. 31
Automated onboarding and contacts Update. ... 31



1

5 (33)

INTRODUCTION

In the rapidly evolving landscape of digital technology, cloud computing has emerged as a pivotal
force driving innovation and efficiency across all sectors of industry. As organizations increasingly
migrate to cloud platforms, the need to manage complex infrastructures efficiently and securely has
become paramount. This has given rise to the practice of Infrastructure as Code (IaC), a critical de-
velopment in the management of scalable, reproducible, and secure IT environments. Among the
cloud services providers, Amazon Web Services (AWS) stands as the market leader, offering a di-

verse ecosystem of services.

This thesis will explore the strategy employment of Terraform as an IaC tool, focusing on creating a
functioning Landing Zone, a key concept in modern cloud architectures. A Landing Zone provides a
structured environment for deploying and managing cloud resources, all the while ensuring that the
provisioned are aligned with the organization’s security, compliance, and governance framework.
IaC will further be explored with regards to how effectively it can be leveraged to orchestrate and
automate the setup of complex integrations between multiple platforms and cloud providers in
large-scale enterprise applications. We will touch on how the solution was implemented by analysing
architecture diagrams, and proposing sample Terraform configurations, GitHub folder structures,
and continuous integration and continuous delivery/deployment (CI/CD) pipelines through Terraform
Cloud.

We will examine the role of IaC in enhancing operational efficiency, scalability, and security within
AWS cloud environments. By automating the setup and management of cloud resources through
Terraform-configured Landing Zones, organizations can rapidly deploy consistent and secure infra-
structures. These Landing Zones not only facilitate seamless scalability to accommodate growing
workloads but also enforce compliance and security standards automatically across all deployments.
This approach dramatically reduces manual oversight and potential errors, leading to more robust
and efficient cloud operations. The insights derived from this study aim to deepen the understanding
of strategic cloud infrastructure management, particularly for enterprises utilizing AWS as their pri-

mary cloud service provider.

While some elements of the Landing Zone, such as GitHub or Terraform Cloud, can be replaced with
ones of similar use and purpose, it has been designed to solve challenges in the customer’s pre-
existing environment, thus focusing heavily on managing a large number of AWS accounts via Ter-
raform and deploying resources via Terraform Cloud. The scope will thus limit itself to the custom-
er's environment, however, due to NDA limitations, we will be unable to deep dive into the actual

code that powers the various pieces of automation, thus shifting focus to a higher level of analysis.
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AMAZON WEB SERVICES

According to its website, AWS defines itself as “the world’s most comprehensive and broadly adopt-
ed cloud, offering over 200 fully featured services from data services globally” (Amazon Web
Services). While this definition is accurate, it is too broad to understand what brought about its
widespread success. AWS offers pay-as-you-go pricing, enabling small and large businesses to focus
on building instead of maintaining. AWS has an extensive global network of data centres, helping to
reduce latency, improve performance and scalability, and meet regional compliance and data resi-
dency demands. Lastly, AWS is committed to offering secure infrastructure through a broad bag of

cloud-native security tools and data encryption at rest and in transit.

On the discussion of pricing for public cloud vs on-premises, the consensus tends to favour the pub-
lic cloud for both return on investment and overall pricing. However, cloud customers must look be-
yond the price; Makhlouf (Makhlouf, 2020) finds that:

Cloud has high asset specificity due to change management costs, meta
services and business process reengineering costs, Cloud has a consid-
erable level of uncertainty asking for managing contracts, investing on
monitoring and consciously reviewing the legal compliance, and Cloud
has high transaction frequency, which compensates the needed invest-
ments triggered by uncertainty and asset specificity.

Overall, especially in the case of larger enterprises, the flexibility and the drop in hardware mainte-
nance costs prove to be cost-beneficial. Gitnux finds that “84% of companies that adopt cloud re-
duced computing costs” and “Companies using cloud computing save 20% annually on infrastruc-
ture costs” (Gitnux, 2024).

AWS Organizations

AWS Organizations is a comprehensive account management service designed to consolidate multi-
ple AWS accounts into a single organisation. This service is the starting point for any enterprise en-
gaging in a multi-account setup, offering essential benefits regarding account centralisation, consol-
idated billing, compliance, and security. Its primary function is to create a structure where several
accounts, which can be thought of as independent resource silos, are grouped together in Organiza-
tional Units (OUs). OUs function as logical subdivisions of an AWS Organization, enabling enterprises
to manage policies, access, and configurations more effectively across clusters of AWS accounts.

(Amazon Web Services).



7 (33)

AWS Organizations

Root OU
a6n

ICTOU

Management OU Identity OU Connectivity OU

&
68 g [pgl [pg) [eg B Bg g [og

Management Audit Logging  Shared Stacksets  Backup-DR 1AM Network Hub  DNS Hub Firewall
Account Prod  Services Prod Prod Manager

Audit Logging ~ Shared SecOps  Backup-DR
Test Services Test Test

Landing Zone OU
Corporate Services OU Data Platform OU Logistics OU

Prod OU Non-prod OU Prod OU Non-prod OU Prod OU Non-prod OU

Figure 1. AWS Organization split into OUs. This structure is managed by the Landing Zone reposito-
ry.

Figure 1 shows how the customer’s environment has been segmented into siloed OUs. On the top,
one can see the Information and Communications Technology (ICT) OU, a logical grouping of the
accounts containing multi-account or organization-wide tools The Cloud Platforms teams owns the
ICT OU and is responsible for the Landing Zone, Core Infrastructure, and most cloud native tools
utilise across the whole enterprise. This OU is further split into other sub-OUs, grouping accounts by
purpose. The AWS Accounts containing logs, various shared tools, backups, security operations, and
the AWS delegated administrators for AWS Stacksets are grouped under the Management OU. As of
today, the only account under the Identity OU is the Identity and Access management (IAM) ac-
count, which is responsible for Single Sign-On (SSO) authentication to the AWS console and is the
sole entry point for IAM role-based access to deployments through the pipeline in any of the other
accounts. Lastly, the Connectivity OU hold the Network Hub account, which is responsible for con-
nectivity between accounts and towards the public internet through a shared transit gateway; the
DNS hub, which holds all the Domain Name System (DNS) records and zones the organisation
needs; and the firewall manager, which holds the AWS Shield configuration. On the bottom, there is
the Landing Zone OU, a grouping of the various business units, three of which are shown as an ex-
ample, though the actual number is around ten. Each of them is managed by one or more different

teams of the customer's in-house employees.

OUs do not have any inherent property as such, they simply serve as a grouping of the accounts.

The Landing Zone OU and ICT OUs are not directly linked, but the accounts contained within are.
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Many of the accounts contained in the latter have resources shared from the centralised tools ac-
counts with AWS Resource Access Management (RAM), such as the Transit Gateway in the Network-
hub. AWS RAM can share resources with either individual accounts or entire OUs. In any large en-

terprise is it much easier to utilise the OUs to grant access to multiple AWS accounts at once.

AWS Organizations also offers a feature to consolidate billing across the entire enterprise. This sim-
plifies the view and management of spending by centralising billing and usage information into one
singular view. It enables the management of complex budgets more effectively by allowing organi-
sations to track and optimise their cloud spend across any number of accounts without needing

third-party tools. (Amazon Web Services).

2.2 Security in AWS

In the context of AWS, security is managed on two levels: within the confines of individual AWS ac-
counts and across the overarching AWS Organization. In terms of security, this thesis will focus
largely on the overarching tools. Individual accounts, generally, are handed out to development
teams, and they are responsible for securing the application’s infrastructure. AWS operates on the
shared responsibility model, meaning AWS is responsible for securing the hardware, software, net-
working, and facilities where the various services are hosted while the user is in charge of maintain-

ing, configuring, and accessing said services securely. (Amazon Web Services, 2023).

The following is a list of the significant security measures put in place in the customer’s environ-

ment:

e Service Control Policies
e AWS CloudTrail
e AWS Config

Service Control Policies (SCPs) are the foremost tool for managing security and compliance across
multiple AWS accounts; up to five may be attached to an individual AWS account, though this is
generally discouraged due to the complexity it would create on a large scale, an AWS OU, or the en-
tire AWS Organization. SCPs are JSON policies that limit what actions may be taken by whitelisting
some actions or by blacklisting others, effectively functioning as guardrails that apply to all users

and roles in scope. (Amazon Web Services).
Here are the six most common SCPs:

e Deny leave the organisation
This ensures no rogue account is allowed to leave the AWS Organization and its control.
e Deny creation of IAM Roles & Users with specific permissions.
This ensures that no user can raise their permissions above what they have been granted.
e Deny access to AWS in certain regions.
This ensures that no rogue resources are created in regions out of scope.
e Require EC2 instances to use a specific type.

This ensures that no VMs that are too big and expensive are created, e.g., in a Dev account.
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e Deny resource sharing outside of the organisation.
This ensures that no external accounts may access resources without control.

e Require certain tags on resources.
Tags are the best way to identify the purpose, source, and user of a certain resource. They
are essential in billing, management, and applying changes to these resources, and they are

often the only way to distinguish one resource of a type from another.

SCPs are crucial for adhering to the National Institute of Standards and Technology (NIST) Cyberse-
curity Framework 2.0 (National Institute of Standards and Technology, 2024), specifically its core
components of access control, data protection, incident response, and continuous monitoring and
improvement. By implementing strict guardrails on user actions and permissions, SCPs ensure com-
pliance by consistently applying security controls across all AWS accounts. These policies can restrict
unauthorized access and actions and bolster data security by limiting where data can be stored and
ensuring its protection. Additionally, SCPs support effective incident response by preserving critical
settings and enhance ongoing security measures through enforced policy compliance. This proactive
approach to managing access and permissions is in line with the protective and preventive measures

advocated by NIST Cybersecurity Framework 2.0.

AWS CloudTrail plays a vital role in security and compliance monitoring across an organisation’s
AWS accounts. Centralising CloudTrail logs across multiple accounts in AWS Organizations simplifies
management, enhances security, and supports the creation of a complete and compliant audit trail.
When logs are centralised, CloudTrail consolidates the visibility of all user activities, API usage, and
system actions across the entire organisation, enabling rapid response to incidents and anomalous

behaviours.

Following the centralisation of logs, it naturally follows to create backups of such crucial data in a
separate, secure account. This practice safeguards the logs from accidental or malicious deletion
and ensures they are available for forensic purposes in case of a security breach. Backup accounts
and the logs’ storage mediums should always be configured with strict access controls, minimising
the risk of unauthorised access and the alteration of log data. Logs are typically grouped into a
cloud object storage, encrypted server-side, and accessible only with read-only permissions. Most
often, in AWS, the storage medium of choice is an AWS Simple Storage System (S3) bucket, as

shown in green in Figure 2.
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Figure 2. AWS centralised CloudTrail with log storage and replication.

Figure 2 illustrates a sample AWS CloudTrail log management system, showing the integration and
centralisation of logging mechanisms across multiple AWS accounts. At the bottom of the diagram,
four generic AWS accounts, which could easily be any other number, are configured to generate and
manage their CloudTrail logs. On the top, the diagram presents the two specialised AWS accounts
taking part in this integration. On the top left, the centralised AWS CloudTrail account is tasked with
aggregating the logs from all four accounts below. It acts as a centralised repository where all logs
are pushed to a designated S3 bucket. On the top right, the audit logging account holds a replicated

version of the S3 bucket from the centralised CloudTrail account.

AWS Config is another powerful tool in AWS Organizations that enhances security by providing a de-
tailed view of the configurations of AWS resources existing in the enterprise. By continuously moni-
toring and recording configurations their configurations, AWS Config can identify resources that are
not compliant with the organisation’s settings. If misconfigured resources or unauthorised changes
are detected, the tool can send a notification to the designated users or trigger a previously set-up

automatic remediation.
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Figure 3. Workflow of AWS Config Managed Rule (Silva & Snehal, 2020).

Figure 3 shows various AWS services, shown in the cloud, are having their configurations checked
by AWS Config, which then stores these records into an S3 bucket. AWS Config measures these rec-
ords against rules, a rule is a set of instructions to which a resource configuration must adhere, and,
if configured, takes automated action to remediate deviations. If, for example, an S3 bucket had a
policy allowing non encrypted data to be stored within, AWS Config would automatically update it to

prevent unencrypted data to be stored there.

2.3 Authentication in AWS

When establishing authentication in AWS, it is essential to distinguish between machine users and
human users. In both cases, assigning a specific Identity and Access Management (IAM) role based
on the principle of least privilege remains a recommended practice. By limiting permissions only to
the required resources, this method ensures that no unauthorised actions may be taken, thus mini-
mising security risks and improving control over the factor of human error. IAM Authentication can
be through IAM Users, IAM Roles, or a combination of the two; users have a pair of permanent cre-
dentials used to access the AWS API and AWS console, while roles provide only temporary creden-
tials, usually lasting up to 12 hours. The former should only be used in specific use cases where a

role would not be a suitable solution.

Human users utilise the IAM Identity Center, an AWS native tool that grants SSO permission to any-
one with credentials. This service uses IAM roles behind the scenes, authenticated through an Iden-

tity Provider, in the customer’s case, Azure Entra ID.
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Figure 4. AWS Identity Center (Formerly AWS Single Sign-On) with Entra ID as IdP.

In Figure 4, the flow of access is visible: a human user will access the AWS Identity Center login
page, which usually has a customised URL, they will be redirected to authenticate against the organ-
isation’s Azure Entra ID, then, based on which group their Entra user belongs to, temporary creden-
tials will be granted to the pre-configured AWS Accounts or resources. This eases IAM management
by centralising permissions for human users at one single point. It ensures no permanent creden-
tials are stored in AWS, as it is seamlessly integrated with Azure Entra ID with SAML 2.0.

A custom-built solution has been developed for machine users; it involves integrations between
AWS, the public cloud of choice, GitHub, the version control system (VCS) and automation medium,

and Terraform Cloud, the pipeline for major resource deployments.
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Figure 5. Authentication flow for code to resources pipeline.

As shown in Figure 5, the authentication flow for pipelines begins from a GitHub repository; in the
example, one can see the core-infra repository, which is triggered by a human user pushing code
and opening a pull request (PR). A PR opening will trigger the webhook between GitHub and Ter-
raform Cloud; said webhook works on a payload delivery basis, meaning specific configured actions
will trigger the linked Terraform Cloud workspaces and initiate a plan. The Terraform Cloud plans
require being authenticated against AWS to check the status of existing resources, resolve interde-
pendencies, and create new resources. As shown in the diagram, this authentication is done through
OpenID Connect (OIDC). The Terraform Cloud workspace holds an AWS role Amazon Resource
Name (ARN), stored in a variable available at the environment level, and a Boolean value instructing

it to proceed with OIDC authentication, as shown in Figure 5.
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Workspace variables (2)

Variables defined within a workspace always overwrite variables from variable sets that have the same type and the same key. Learn more about
variable set precedence (§

Key Value Category
TFC_AWS_PROVIDER_AUTH true env ee
TFC_AWS_RUN_ROLE_ARN arn:awsiiam:012345678910:role/terraform-cloud env ees

Figure 6. Terraform Cloud workspace variables configuration.

Permissions Trust relationships Tags Access Advisor Revoke sessions

Trusted entities

Entities that can assume this role under specified conditions.

1~
2 L "Version": "2012-10-17",

3x "Statement”: [

4-

5 "Effect”: "Allow",

6~ "Principal™: {

7 "Federated”: "arn:aws:iam::@12345678910:0idc-provider/app.terraform.io”

8 5

9 "Action": "sts:AssumeRoleWithWebIdentity",
1o~ "Condition™: {
Al "Stringlike": {
12 "app.terraform.io:aud": "aws.workload.identity",
13 "app.terraform.io:sub”: "organization:tfc-org-name:project:project-name:workspace:workspace-name:run_phase:*"
14 }
15 }
16 }
17 ]
18 }

Figure 7. AWS Role trust relationship configuration.

For the TFC workspace to be able to authenticate, AWS needs to be configured correctly. Following
the instructions by HashiCorp, the company behind Terraform (TF) and Terraform Cloud, the next
step is to create an OIDC provider in AWS (HashiCorp). According to the definition on AWS’ docu-
mentation page (Amazon Web Services):

IAM OIDC identity providers are entities in IAM that describe an external

identity provider (IdP) service that supports the OpenlD Connect (OIDC)

standard, such as Google or Salesforce. You use an IAM OIDC identity

provider when you want to establish trust between an OIDC-compatible
IdP and your AWS account.

Once the provider has been configured, the AWS role should be granted a Trust relationship policy
akin to the one in Figure 6, where the "Federated” value, on line 7, should be one’s OIDC provider’s
ARN, and the “sub” value, on line 13, should have its value adapted to one’s Terraform Cloud organ-
isation. The created AWS role should follow best practices and have as few permissions as possible.
Ideally, it should only be able to assume another role in the account designated for resource de-

ployment.

Once all the above has been configured correctly, upon a triggered run, the Terraform Cloud work-
space will assume the created AWS role in the target account, in the customer’s case, the IAM ac-

count, as shown in Figure 4. Lastly, Terraform, meaning the codebase, should be configured to do


http://openid.net/connect/
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one more hop via AWS Assume Role at the provider declaration level, as shown in the Figure 8.

provider "aws" {

region = var.region

assume_role {
role_arn "arn:aws:iam::10987654321@:role/terraform-cloud”
session_name "TerraformCloud"

Figure 8. AWS Provider configuration in Terraform.

This final piece of code is essential in that it allows the customer’s organisation to more closely fol-
low the principle of least privilege, ensuring that authentication has a single point of access, the IAM
account, inside of which the first assumed role has no permissions to modify resources or configura-
tions while retaining a certain degree of flexibility in the target account. Multiple provider declara-
tions are possible in the same codebase, but the reason this hop is possible is thanks to the Ter-
raform Cloud workspace assuming the first role while being initialised and the second role while

planning.
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TERRAFORM & TERRAFORM CLOUD

Infrastructure as code

Historically, IT infrastructure was managed manually, and system administrators physically set up
hardware and managed and maintained software. This process was time-consuming and, most im-
portantly, prone to human error, thus leading to inconsistent configurations and hard-to-identify er-
rors. As the complexity of systems grew, particularly with the virtualisation of cloud computing, new
issues started arising, first among them “configuration drift”, where different environments became
dissimilar over time despite having been supposedly configured in the same way, leading to the
well-known “it works on my machine” syndrome. Scripting was the first solution, and while a great
fit at the time, it had its limitations, often being environment-specific and requiring significant

maintenance.

IaC is a refined form of scripting where a standardised language, code, is used to deploy the same
exact infrastructure to multiple environments. Since it is, as mentioned, code, there are two main
ways to approach the problem: imperative and declarative. The former provides the computer with
explicit instructions on how to perform a task, while the latter abstracts the instruction by focusing

on the outcome rather than the procedure.

Terraform

Terraform, a coding language defined in terms of a syntax called HCL (HashiCorp), is part of the de-
clarative family. Developed by HashiCorp, it is one of the most prominent IaC tools available. Its
success is primarily due to its ability to describe the desired end state of infrastructure through
code, meaning that the user does not need to know how the resources are provisioned, only the de-
sired end result. Behind the scenes, Terraform builds a "resource dependency graph” (HashiCorp),
which lets Terraform know what the best order of operations is to ensure all interdependencies are

considered.

Terraform was born open source and has thus cultivated a strong community that contributes to its
development and constant improvement. Thanks to this, the provider ecosystem has broadened,
and Terraform supports a vast number of clouds, such as AWS, Azure, Google Cloud, and Alibaba
Cloud; it also supports several platforms, such as GitHub, Terraform Cloud, Kubernetes, Helm, and
many more. Any number of the above-mentioned can be used simultaneously, making it an excel-
lent tool in multi-cloud environments. One might also develop their own custom-made provider and

manage any resource through Terraform.

Terraform Modules

In Terraform and Infrastructure as Code (IaC) approaches, modularity and reusability are key prin-
ciples that significantly enhance consistency and simplify maintenance. By employing modular de-
signs, Terraform allows developers to create reusable components, known as modules, that can be

deployed across different environments. This practice ensures uniform configurations, further pre-
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venting the inconsistencies and drifts caused by many different configurations and streamlines the
maintenance process. When updates or changes are required, modifying a single module can prop-

agate these changes across all deployments where the module is utilized.

In our case, the customer has an ever-growing list of maintained modules, the majority of which are
developed, maintained, and updated by the Cloud Platform team. It is worth noting that the Landing

Zone codebase is also a module.

3.4 Terraform in the customer’s environment

While several Infrastructure as Code (IaC) tools are available native to public clouds—such as AWS's
SDK and CloudFormation and Azure's Bicep—the customer elected to standardise nearly every piece
of infrastructure through Terraform. This choice centres Terraform as the primary source of truth
across multiple platforms, including GitHub, AWS, Azure, Entra ID, and Terraform Cloud. Native
tools like AWS’s SDK and CloudFormation, or Azure’s Bicep, were found to be too limiting and added
unnecessary complexity to an already challenging environment by creating the need to adopt, learn,
and become proficient in multiple tools. Terraform was run through a simple wrapper service
through GitHub before moving to Terraform Cloud as a pipeline, so the company has a history of

use, further solidifying it as the go-to tool.

3.5 Terraform Cloud

Terraform Cloud is a managed service offered by HashiCorp designed to promote efficient and se-
cure infrastructure management. It stands out in the world of infrastructure as a code (IaC) tool.
This service eliminates a significant portion of the operational overhead generated by manually run
Terraform by maintaining the infrastructure necessary for state management and resource deploy-
ments. One of the critical advantages of Terraform Cloud is its enhanced collaboration features. The
platform is specifically designed to support team-based workflows, providing a secure and consistent
environment where users can collaborate on infrastructure projects. Terraform Cloud further en-
hances ease of use by natively supporting stare-sharing between workspaces, thus enabling modu-
lar infrastructure setups where outputs from one workspace can be used as inputs in another. This

capability promotes simple dependency management and reusability across projects.

Security is another critical aspect of Terraform Cloud, with integrated features that include strong
access controls, secret management, a private data registry, and Sentinel. These capabilities enable
users to define precise access permissions and securely store sensitive information such as API keys
or passwords. Moreover, Terraform Cloud trivialises remote operations by executing plans and ap-
plying them in a consistent remote environment. This approach ensures that Terraform executions
do not depend on individual user environments, leading to more predictable outcomes and nullifying

the common problem of inconsistencies between local and shared environments.
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Scalability is yet another significant benefit of Terraform Cloud. The platform is designed to scale ef-
fortlessly with the needs of a business, accommodating everything from small teams new to infra-
structure automation to large enterprises managing complex multi-cloud environments. The limita-
tions imposed on the previously utilised self-hosted Terraform wrapper were major factors in the
customer's switch to Terraform Cloud. The ECS cluster would often run out of memory and crash
when over-utilised, and it was not suitable to handle an ever-growing enterprise with tens of con-
current run requests. Terraform Cloud seamlessly integrates with GitHub, automating the process of
triggering Terraform runs based on VCS events. This integration is pivotal in enhancing continuous

integration/continuous deployment (CI/CD) workflows.

Terraform Cloud in the customer’s environment

As touched on above, Terraform Cloud has cemented itself as an essential tool for the customer. As
shown in the Figure 9, most of its pipelines are run and maintained by Terraform Cloud workspaces

arranged in three organisations.

GitHub Enterprise ~~’ [Teqraform Cloud

~ Enterprise
GitHub Organization 1

) . Terraform Cloud Organization Core
Generic AWS TFC Org 1 )

Account codebase

___Codebase

r

TFC Org 1 manager TFC Org 2 manager

| E AWS Cloud

Y Y
Tekraform Cloud | | Terraform Cloud

codebase

GitHub Org 1 ‘

Generic TF Module""q‘

GitHub Organization 2 L

GitHubOrg2 | TFC Org 2 |/ Organization 1 Organization 2
codebase ™ Codebase / @
N ||' ..'-'. | I'I Geneﬂn A\IVS L 4+ m
Generic AWS | ; | N
|G TF Modul .
Account codebase | | enene ° “ek | l Account workspace

AWS Organization 2

Generic AWS

= Account workspace |\ GitHub Org 2
.\\ [ WDrKSpE\Ce AWS Cloud
A X . GitHub Org 1 Y
I ™ I .
i workspace ~

ooo

AWS Organization 1

Figure 9. Integrations between GitHub, Terraform Cloud, and AWS.

Figure 9 is another detail of the bigger picture, presented in chunks to ease comprehension. The
GitHub enterprise is visible on the left, holding two organisations, each responsible for one of the
customer’s semi-independent divisions. Each organisation stores the codebase for its configuration,
the corresponding Terraform Cloud organisation’s configuration, and all AWS accounts in its division.
Configurations for GitHub and Terraform Cloud include users, groups/teams, permissions, reposito-

ries/workspace, and access and permissions to the aforementioned. The codebase for the AWS ac-



19 (33)

counts includes every resource deployed in said account; the customer is very keen on maintaining
Terraform and IaC as the single source of truth.

Terraform Cloud workspaces are grouped by project, logical groupings based on development
teams, business divisions, or purpose. Access to Terraform Cloud follows the industry standard of
least privilege, ensuring no team has access to another team’s workspaces, thus reducing the
amount of affected resources, applications, and systems, commonly known as “blast radius”, and
improving security. Human access to Terraform Cloud is credential-less SSO backed by Azure Entra
ID as the IdP.
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LANDING ZONE AND CORE INFRA

The term “Landing Zone” has two meanings: it encompasses all the overarching tools used to man-
age, secure, and maintain the AWS organisation and surrounding infrastructure, but it also refers to
the GitHub repository responsible for the creation and management of AWS accounts, AWS Organi-
sational Units, and AWS Stacksets. This section will discuss the operational procedures and various

automations in more detail.

Landing Zone repository structure

nw

Figure 10 shows how the Landing Zone repository structure is separated into four folders: “ac-

counts”, responsible for the YAML configuration of all AWS accounts existing in the organisation,
“organizational_units”, holding the configuration of the AWS organisation and Ous; and “stackfiles”
and “stacksets”, respectively containing the AWS CloudFormation configuration files, and the YAML

configuration for their deployment.
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Figure 10. Landing Zone folder structure (Friend).

Landing Zone Stacksets deployment

AWS Stacksets is a powerful feature within AWS CloudFormation that enables the deployment of
stacks across multiple accounts in a single operation. When paired with AWS Organisation, it be-
comes an invaluable tool. Whenever a new account joins an OU targeted by a Stackset, either by
being created or added, the stacks attached to that OU cascade automatically and are deployed in
the account. This is pivotal because it allows greenfield environments with pre-configured resources
such as IAM roles for CI/CD pipelines, Defender for Cloud configurations, and more. The IAM For

example, the IAM roles in the generic AWS accounts in Figure 3ated by a Stackset.
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4.3 Landing Zone account creation

The Terraform codebase takes the YAML configuration files as inputs, renders them usable objects,
and performs the designated operations based on the Landing Zone module. The configuration for
AWS OUs is not particularly interesting since it is a simple single-file YAML configuration; the AWS

account YAML, on the other hand, is more interesting, with it being a more complex object.

super-service:
serviceName: super-service
global_tags:
all_accounts_tag: tag_value
another_one: another_one
environments:
prod:
parent_ou_name: best-ou
tags:
account_specific_tag: tag_value
another_acc_tag_key: another_acc_tag_value
test:
parent_ou_name: best-ou-test
tags:
account_specific_tag: tag_value_but_test
another_acc_tag_key: another_acc_tag_value

Figure 11. AWS Account YAML Configuration.

Figure 11 shows the YAML configuration for an AWS account. This example file will add two brand
new accounts to the AWS OUs specified, in this example, “best-ou” for prod and “best-ou-test” for
test. The account names are generated by combining the “serviceName” and the environment, en-
suring uniqueness and ease of identification. The file also specifies a list of tags to be given to the
individual account, some of which are common to both, listed under “global_tags”, while others are
unique to each account, specified at the environment level under “tags”.
Any number of configuration files and folders can exist in the top-level “accounts” folder. The Land-
ing Zone will be able to process them regardless. The customer’s environment currently holds over

600 managed accounts.

4.4 AWS Account preparation

After an AWS Account has been created, some settings and options that AWS Stacksets cannot con-
figure need to be added to maintain compliance with the industry’s best practices. Such changes are
managed by the “bootstrapper” AWS Lambda automation. This Lambda resides in the Management

account and utilises an AWS IAM role to perform the necessary actions.
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Figure 12. Bootstrapper Lambda design.

Figure 12 shows the execution flow of the automation. Every hour, an AWS EventBridge rule will
trigger, prompting the “Account Scanner” Lambda to check for newly joined accounts; if any are
found, they are added to a DynamoDB table and marked as not yet fully configured and ready to
use -boostrapped- and the next Lambda, the “Queue Manager” will be triggered. The “Queue Man-
ager” will check against the DynamoDB table to see if any accounts should be bootstrapped. Should
any be detected, information concerning them is sent in a JSON payload to a Simple Queue Service
(SNS) Queue. New messages in the SNS queue trigger the final Lambda, the “Boostrapper”. This fi-
nal piece of automation will perform the list of actions in Figure 13 and, upon successful completion,

will mark them as “done” in the DynamoDB table. A DynamoDB table entry with all actions per-

Queue

=)

Bootstrapper

formed is considered bootstrapped and will no longer be picked up by the first Lambda.

3. aws_account_bootstrapper »

This Lambda function does the bootstrapping by conducting the following steps:

1. Setting the account's IAM password policy (The policy parameters are stored in the SSM Parameter Store on
the management account under /organizations/password-policy )

. Setting the account's alias name

. Setting ECS resource ARN format

N oo wN

Figure 13. Actions performed by the "Boostrapper" Lambda function.

. Deleting all Default VPCs in all regions
. Setting up and configuring AWS Config

. Configuring AWS Shield Advanced parameters for the new account

. Checking Enterprise Support Plan (creating support ticket if needed to enroll the account)
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The Terraform code responsible for provisioning the resources outlined is maintained in the "Core-
infra" repository and deployed through Terraform Cloud. Conversely, the code for the Lambda func-
tions is managed and deployed via a GitHub Action from a distinct repository hamed "app-lambda-
bootstrapper". This deliberate segregation of infrastructure and application code minimises the im-
pact of potential errors—commonly referred to as reducing the "blast radius". This separation is sig-
nificant because, typically, development teams tend not to be well-versed in infrastructure man-
agement. By maintaining this separation, the organisation ensures that changes in application code
do not inadvertently affect the underlying infrastructure, enhancing overall system stability and se-

curity.

4.5 Core Infrastructure

By “Core Infrastructure,” we mean the standard set of resources that most developers will request
upon account creation. Since these are closely related to the overarching structure discussed thus
far, the platform team is responsible for management, configuration, deployment, and maintenance.

The available AWS resources included in the package are as follows:

e Virtual Private Network (VPC)

e Multi-tiered subnets following the data segregation standards.

e Access to the public internet or VPCs in other accounts through the shared Transit Gateway.
e DNS Zone delegations in Route 53.

e Shared DNS resolvers.

e AWS Key Management Service (KMS) keys.

e OIDC roles for application deployments through GitHub Actions.

e Ad-hoc resources that fall outside of the development teams’ responsibilities.
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4.6  Core Infra repository structure

The folder structure of the core infrastructure repository is different from most others, featuring a

many subfolders, each of which is linked to a Terraform Cloud workspace.
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Figure 14. Core Infrastructure folder structure (Friend).

As shown in Figure 14, each account is structured with its own folder containing Terraform code and
YAML configuration files. Unlike the Landing Zone's configuration, this repository uses a webhook
that triggers different workspaces based on the path of the file edited. This design allows changes
to specific folders to trigger plans in corresponding Terraform Cloud workspaces (Figure 15 & Figure
16), affecting different Terraform states. This approach centralises the codebase while siloing re-
sources to isolate the impact of changes and enhance security management. This also takes care of
the diverging environments (Infrastructure as code) by having the same code deployed in each ap-
plication environment with, if needed, different parameters configured in the YAML files.
The ICT folder represents a particular group of accounts that contains the AWS resources for de-
ploying and using the overarching tools mentioned thus far. The generic “business-unit” folders con-

tain standard core infrastructure, as described earlier.
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Figure 16. Detail of multiple triggered Terraform Cloud workspaces from one PR in GitHub.
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4.7 Generic core infrastructure

Continuing with the practice of having human-readable configuration files in YAML, the module is
designed to take a complex yet structured object as input (Figure 17) and, based on it, create the

necessary resources.

service_name: super-service
route53_hosted_zones:
- prod
- super-prod
networks:
vpc:
tags:
yaml: 1isCool
cidr_block: 10.1.2.0/22
enable_dns_hostnames: true
enable_dns_support: true
internet_gateway: true
tgw:
transit_gateway_environment: super-prod
transit_gateway_add_routes: true
subnets:
public:
is_public: true
cidr_blocks:
a: 10.1.2.0/26
b: 10.1.2.64/26
c: 10.1.2.128/26
private-t1:
tgw_access: true
cidr_blocks:
a: 10.1.3.0/25
b: 10.1.3.128/25
c: 10.1.4.0/25

Figure 17. Sample YAML configuration for a two-tier VPC with Transit Gateway access and two
Route 53 hosted zones.

The code is designed to be dynamic and flexible enough to be identical in each deployment, with

the sole differences being in the YAML configuration files, such as the one in Figure 17.



27 (33)

4.8 Network Hub centralised internet breakout

In large enterprises, the management of operational expenses is crucial as costs can quickly rack
up. Previously, the client maintained three Network Address Translation (NAT) gateways, one per
availability zone, in each account that required access to the public internet. This arrangement was
extremely expensive, with potential cost savings of tens of thousands of dollars per month. Thus, a
revised infrastructure solution was developed. The new setup involves using a shared transit gate-

way (TGW) that routes traffic to the internet, with a next-generation firewall positioned in front of it.

AWS Account

Network Hub Account
Amazon VPC

Traffic

Transit Gateway

/’

¢ Attachment
AR peoint AWS Transit
Gateway
Traffic Transit Gateway
C’\ Attachment

Amazon VPC

Figure 18. Traffic from spoke AWS accounts to the Network-Hub account.

Figure 18 shows how any number of AWS accounts, two shown, can send their traffic to the shared
TGW via Transit gateway attachments. A TGW attachment is a handshake between the TGW and

the VPC, allowing the latter to send traffic to the former.
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Figure 19. Anonymised internet breakout setup in Network-Hub account, with Elastic Network Inter-
faces (ENI) shown.

The traffic flow was updated so that all outbound traffic is flowing through an AWS Transit Gateway
(TGW). The TGW is shared to each account that needs it through AWS RAM, thus allowing them to
send traffic to it. Once traffic has reached the TGW it is redirected to the TGW Subnets in the Net-
work Hub account, as shown in Figure 18, from there it finds a route to the Firewall Subnets where
a Next Generation Firewall (NGFW) inspects it and, if approved, sends it to the Public Subnets, from

which it is able to reach the public internet through the Internet Gateway.

This solution significantly reduces costs because both AWS NAT gateways and Transit Gateways
(TGWs) charge based on uptime and data usage. Sharing one TGW across multiple accounts is far
cheaper than using three NAT gateways per account, especially since the volume of traffic remained
consistent and its costs are the same whether you use NATs or a TGW. This setup also improved
security with the NGFW'’s stateful packet inspection, integrated intrusion prevention, application

awareness and control, and threat intelligence (Cisco).
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CONCLUSIONS

Practical implications

The exploration of infrastructure as code in this thesis underlines its transformative impact on mod-
ern cloud infrastructure management and deployment. By automating and templating the provision-
ing of resources, IaC introduces significant enhancements in efficiency, consistency, reliability, and
agility. Fully building a Landing Zone through IaC has drastically reduced the time frame between
ticket and development, allowing what once took days to be carried out in minutes. Such speed is

sure to accelerate development cycles and support dynamically changing business needs.

From a security perspective, controlling all infrastructure through peer-reviewed code reduces the
risk associated with human error, malicious actors, and environmental drift. It also integrates essen-
tial compliance and security measures by embedding best practices and policies into tangible code.
The ability to version control and effortlessly audit configurations strengthens governance and com-
pliance and ensures consistent and repeatable deployments of identical infrastructure, thus becom-

ing an essential pillar in disaster recovery operations and security.

The scalability facilitated by IaC, and particularly by a multi-cloud enabled tool such as Terraform,
proves to be invaluable for any organisation looking to expand their infrastructure seamlessly across

multiple platforms and environments without excessive overhead.

Ease of maintenance and deployment, however, come at a price: development, added technical
complexity and specialised personnel costs. While IaC is a fantastic tool, it is an additional tool for a
professional to learn and familiarize themselves with. Proper development of new features takes
time since it should be carefully thought out and planned. It is also worth noting that interfacing
with a third-party tool, instead of the target cloud directly, can, occasionally, cause some errors and

frustrations.

Overall, this thesis finds that the benefits far outweigh the drawbacks of Terraform as an IaC tool.
Expertise and careful development are a small price to pay for the automation, scalability, and multi-
cloud compatibility that Terraform provides, particularly in large enterprises where complexity would

be far worse without an IaC tool.

Future plans

It is crucial to understand that the IT landscape is constantly evolving, and it is essential to stay up
to date with the latest technological advancements. For this reason, the tools mentioned earlier
should be considered "living tools," as they are extensively used and updated to keep pace with the
ever-changing environment. Weekly discussions are held with the customer on what to tackle next

in the challenge to stay one step ahead of the curve.
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5.2.1 Comprehensive Landing Zone automation — from ticket to product

Before the introduction of the Landing Zone, the customer’s account creation process was done
through “click-ops,” a humorous term referring to doing everything by hand, clicking buttons and
filling boxes. This alone was a significant undertaking, and the expected timeframe was several
business days. After that, more custom-made scripts had to be used, and, finally, a poorly templat-
ed Terraform code was manually applied. This did the job, but it was inefficient and prone to human
errors. I have personally witnessed and corrected several, and it was expensive. The modern solu-
tion of the Landing Zone readies an account and the needed environments in, at most, six simple

steps:

- Account creation + automated Lambda configuration.
- Entra ID groups creation (if required).

- Terraform Cloud workspaces creation.

- GitHub repository creation.

- Core Infra deployment.

- AWS SSO Assignment creation.

While this is already a significant achievement, and it reduced the estimated timeframe to an hour
or two, our goal is to reduce the number of steps to one: reviewing and approving the ticket request
(Figure 20).
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Figure 20. Conceptualised future automated workflow.

5.2.2 Automated Contacts for health notifications

Up until six months ago, Stacksets were used to deploy an AWS Simple Notification Service (SNS)
topic connected to AWS EventBridge configured to send out a notification whenever a new AWS
health notification was issued. The “governance” account functions now as the delegated adminis-
trator for health notifications, meaning they are already centralised and funnelled into one account.
A similar AWS EventBridge to SNS topic configuration has been set up there, pushing notifications to
an internal tool. This tool is configured with a database of relevant contacts to receive the necessary

information to remediate the matter at hand, whenever necessary (Figure 21).
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Figure 21. Current health notification delivery process showing manual database maintenance.

Manual work is required to onboard newly created accounts onto the tool and to update the data-
base when the responsible people change. Ideally, this should be removed; there should be one
centralised place where account information is stored: AWS Account tags. These are managed in the
Landing Zone, so one could implement automation to trigger a Lambda to update the database up-

on the account tags changing (Figure 22). This could be further automated by having the “Boot-
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strapper” Lambda (Figure 12) also be able to trigger it.
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Figure 22. Automated onboarding and contacts update.
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