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Abstract

This Bachelor’s thesis was made for the automation department at VEO Oy. VEO Oy is an
engineering company that focuses on the energy sector offering automation solutions to its
customers with renewability in mind.

The purpose of the thesis is to look into whether data streaming from a PLC to a PostgreSQL
database is possible and to make a base setup to use for new projects. The research explores if real-
time data streaming to PostgreSQL is a viable option for historical archiving with a timestamp and
to send alarms to a Scada system if data acquisition is stopped or interrupted.

The theoretical part includes how data acquiring is done and includes extensive information on data
acquiring software, how a PLC works, virtual machines, SCADA systems, and Windows Server 2022.

The empirical part shows a test environment using the knowledge from the theoretical part. It
examines how to set up and make a working solution for data streaming.

The results of the thesis show a working solution for data streaming from a PLC to a PostgreSQL
database with a base setup.
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Tiivistelma

Tama kandidaatintyd tehtiin VEO Oy:n automaatio-osastolle. VEO Oy on energia-alaan keskittynyt
insin6oritoimisto, joka tarjoaa asiakkailleen automaatioratkaisuja uusiutuvuuden huomioiden.

Opinnaytetyon tarkoituksena on tutkia, onko tiedon suoratoisto PLC:sta PostgreSQL-tietokantaan
mahdollista ja voidaanko perusasetusta kadyttaa uusissa projekteissa. Tutkimuksessa selvitetaan,
onko reaaliaikainen tiedonsiirto PostgreSQL-tietokantaan kayttokelpoinen vaihtoehto
historiallisten tietojen arkistoimiseksi aikaleimalla ja halytysten lahettamiseksi Scada-
jarjestelmaan, jos tiedonkeruu pysahtyy tai keskeytyy.

Teoriaosuus kasittaa, miten tiedonkeruu tapahtuu, ja se sisaltdaa runsaasti tietoa
tiedonkeruuohjelmistoista, PLC:n toiminnasta, virtuaalikoneista, SCADA-jarjestelmistad ja Windows
Server 2022:sta.

Empiirisessa osassa esitelldaan testiymparisto, jossa kdytetdan teoriaosuuden tietoja. Siina
tarkastellaan, miten tiedonsiirtoa varten perustetaan ja tehdaan toimiva ratkaisu.

Opinndytetyon tulokset osoittavat toimivan ratkaisun tiedonsiirtoon PLC:std PostgreSQL-
tietokantaan perusasetuksilla.

Kieli: englanti
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Abstrakt

Detta examensarbete gjordes for automationsavdelningen pa VEO Oy. VEO Oy ar ett
ingenjorsforetag som fokuserar pa energisektorn och erbjuder automationslésningar till sina
kunder med fornybarhet i atanke.

Syftet med examensarbetet var att undersdka om datastromning fran en PLC till en PostgreSQL-
databas ar mojlig och att skapa en basinstallation att anvanda for nya projekt. Uppgiften var att
undersoka om datastromning i realtid till PostgreSQL ar ett genomforbart alternativ for historisk
arkivering med en tidsstampel och for att skicka larm till ett Scada-system om datainsamlingen
stoppas eller avbryts.

Den teoretiska delen handlar om hur datainsamling gar till och innehaller omfattande information
om programvara fér datainsamling, hur en PLC fungerar, virtuella maskiner, Scada-system och
Windows server 2022.

Den empiriska delen visar en testmiljo med hjalp av kunskaperna fran den teoretiska delen. Den
undersdker hur man satter upp och skapar en fungerande |6sning for datastromning.

Resultaten av examensarbetet visar en fungerande |6sning for datastromning fran en PLC till en
PostgreSQL-databas med en basinstallation.
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1 Introduction

This thesis is made on behalf of VEO Oy. The task was to make a virtual server that could
acquire signals from a PLC and store them in a PostgreSQL database using ibaPDA software.

This is done so that in future projects the server can be easily deployed.

1.1 Background

This thesis is done for the automation department of VEO to create a preconfigured virtual

machine to easily deploy the machine into future projects.

It gets more and more important to save and monitor signals from PLCs and other
controllers. This virtual machine can monitor signals from PLCs and save them to a
PostgreSQL database with SNMP monitoring to ensure that all data is continuously
monitored. This is important as Fingrid demands that power plants can save certain data
for up to 14 days from when it was outputted from the PLC. To make a machine that can
save data from PLCs you need to find an operating system, data-acquiring software, and
database that can do this. In this case, Windows Server 2022, ibaPDA, and PostgreSQL were

chosen.

1.2 About VEO Oy

VEO Oy is a company in Vasa specializing in the energy sector and offers automation
solutions. VEO has offices in Finland, Sweden, Norway, and Great Britain. More than 50%
of its revenue comes from renewable energy. VEO has over 500 employees and had 121

million euros of turnover in 2021. (Veo, 2023)

1.3 Delimitations

The thesis only tests the data streaming with simulated data from a PLC and not from an
actual project. The test setup has virtual machines, PLC, and SCADA computers on the same
network and it is not tested if signal acquisition is possible from an outside network. The

network is behind a firewall but attacks from inside the network are not tested.



1.4 Purpose

The purpose is to create a virtual machine that has all the software installed and
preconfigured as a base. So when a new project comes the system engineer does not have to

install everything and configure everything from scratch.

2 Theory

This chapter has essential information and theory about data acquisition, basic PLC
functions, PostgreSQL, VMware workstation, Windows Server 2022, WinCC OA, and Task
scheduler. Having knowledge of these systems is important when making a base project

containing all these components.

2.1 Overall picture of an automation system

An automation system usually consists of a PLC controlling and monitoring sensors and
actuators it does this via in and output modules sending and monitoring voltage and
amperage. The PLC communicates with field devices such as other PLCs and frequency
converters via profinet or other communication protocols. A Scada system which is the
supervision and control system communicates via profinet or other communication protocols
to PLCs and other field devices but Scada also communicates with servers such as data
acquisition servers or historical archiving servers and manufacturing execution systems. In
this case, a data acquisition server will be created, which will be communicated with by the
SCADA system via SNMP or OPC UA, and the server will be communicated with by the
PLC via Profinet.
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Figure 1 Automation Overview

Here is an example of an automation system at the top is the SCADA system then there is
the data acquisition server below is the PLC at the bottom is where the sensors and actuators

are.

2.2 Data acquisition

Data acquisition theory involves the principles and techniques used to capture and store data
from various sources in this case a Siemens plc. When acquiring data from a PLC there are
some specific techniques used. A data acquisition system is a system containing
measurement devices, sensors, computer, and data acquisition software. A data acquisition
system is used for acquiring, visualizing, and storing data. To do this you need to understand
the system you are working on. There are several types of acquisition systems from a basic
single measurement device to big 1000 signal systems. A data acquisition system can
monitor multiple different signals inputting and outputting voltage, current, frequency,

angle, and digital in and outputs. (Smith, 2024)
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2.2.1 Purpose of Data Acquisition

The primary purpose of acquisition systems is to acquire and store data but also to provide
real-time visualization. They also give historical data for analytics and reports. Customers
usually have some requirements for the seller about data storing, real-time visualization, data

analysis, and reporting. (Smith, 2024)

2.2.2 Importance of Data Acquisition Systems

Data acquisition systems are important when you want to minimize downtime in a system
and historical data is important. Before data acquisition was available it was harder to find

faults which increased downtime in a system (Smith, 2024)

2.2.3 Basic types of data acquisition systems

There are many different types of data acquisition systems handheld, portable, modular, and

rack mountable. Here a modular system is used to connect to the PLC. (Smith, 2024)



2.3 To successfully acquire data from a plc

It is important to know how a PLC is set up. Input-output modules PLCs interface with the
system through input and output modules these modules convert signals from sensors and
actuators into digital data it can process. Having knowledge of these modules is important
for effective data acquisition. Data addressing PLC programs access the data from the input
and output modules via data addresses. Understanding data addresses and what data type
they are is important to import the right data. Data processing PLC programs can perform
various processing on the data such as scaling, arithmetic operations, and logical operations.
Knowing how this works and when to acquire the signals is crucial to get the right data.
Communication protocols PLCs use different protocols profinet, Modbus, etc knowing what

protocol is used is important to get the right data.

:
z

.
“
B
g
[
.

Figure 3 Siemens output module

2.4 Basic PLC functions

Programmable logic controllers (PLCs) serve as the backbone of modern industrial
automation providing a robust platform for controlling and monitoring automation
processes. Understanding how a PLC works and its basic functions is necessary to make a

good data acquisition system. (Polycase, 2021)
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2.4.1 Inputscan

To get input data from sensors and switches the controller monitors and scans the input

modules in real time to update the program accordingly. (Polycase, 2021)

2.4.2 Program execution

After the controller has read the input data it runs the user-made program made from
different programming languages such as ladder, function blocks, and structured text. This
dictates what the PLC will do with the information and determine the appropriate actions to

be taken. (Polycase, 2021)

2.4.3 Output update

Following the program execution, the PLC updates the output modules which control relays,
actuators, etc in accordance with the results from the program evaluation. Effecting changes

that align with the program. (Polycase, 2021)



2.4.4 Continuous scan cycle

The repetitive nature of PLC operation is embodied in the scan cycle where the PLC repeats
the cycle of input scanning program execution and output updating. This seamless cycle
ensures real-time monitoring and control. Making the PLC safe and cost-efficient in

industrial environments. (Polycase, 2021)

2.4.5 Data storage

A PLC usually has an internal memory to store the user-made program and input and output
status and other critical information to maintain system operation. The data storage

capability ensures the controller can start up quickly after a power outage. (Polycase, 2021)

2.4.6 Communication capabilities

Most PLCs can communicate with other devices such as human-machine interface (HMI),
supervisory control data acquisition (SCADA) systems, other PLCs, and other smart devices.

Usually via a connection bus such as Profinet, Modbus, etc. (Polycase, 2021)

2.4.7 Ladder

Ladder is a programming language often used in PLCs the name ladder originates from the
visual representation of the programming language which in the early days looked like a
ladder. Ladder is made of different rungs which are horizontal lines connected to
instructions. For inputs some contacts are connected to tags from sensors and actuators the
contacts are usually normally open (NO) or normally closed (NC). For outputs, there are
coils that are connected to tags from outputs such as relays. These coils are activated when
all contacts and statements are true in a rung. There are several logical functions in ladder
such as AND, OR, and NOT, as well as arithmetic functions and support for function blocks.

Overall ladder is an easy-to-understand-programming-language. (Polycase, 2021)



2.5 ibaPDA

ibaPDA (intelligent basic data acquisition) is a comprehensive software designed for real-
time data acquisition it is commonly used in process industries like energy, utilities and
more. The program offers good characteristics such as real-time data acquisition down to
Ims sampling timebase from various PLCs and SCADA systems including Siemens.
ibaPDA also has a customizable interface to easily select which signal to show and
dashboards enabling users to visualize specific data. It has comprehensive data analysis tools
to make analytics from real-time data such as charts, graphs trends, etc making it easy to
understand the data. ibaPDA has good historical data storage options like select data signals
to store or store the entire project to either a data file or database with many data streaming
options such as Azure, Microsoft SQL, Postgresql, Saphana, and many more. ibaPDA has
alarm and event management built-in with both internal and external alarms to minimize
downtime. It has support for OPC UA and SNMP to make alarms to SCADA systems.
Integration ibaPDA is designed to seamlessly integrate with existing or new systems with
support to most of the industrial communication protocols such as Profinet, Modbus,
ethercat, and many more it also has easy scalability for up to unlimited signal acquisition.

Overall ibaPDA is a good and flexible data acquisition solution for small and big projects.

(ibapda, u.d.)



Figure S ibaPDA

2.6 PostgreSQL

PostgreSQL is a powerful open-source object-relational database system that uses and
extends the SQL language. Combined with many features to safely store data. PostgreSQL
dates back to 1986 when it was a project made at the University of California at Berkeley
and has over 35 years of development. PostgreSQL has a strong reputation for its proven
architecture. PostgreSQL runs on all major operating systems and has been ACID-compliant

since 2001 and has many popular add-ons. (About postgreSQL, 2023)
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Postgre SQL

Figure 6 PostgreSQL logo

2.6.1 Why use PostgreSQL

PostgreSQL comes with many powerful features to help developers build stable databases
and protect data. PostgreSQL is open source and free to use no matter how big or small of a
project. PostgreSQL is highly customizable to build custom functions and custom data types.
PostgreSQL tries to conform with the SQL standard and only differs where conformance
could lead to poor architectural decisions as of September 2023 it conforms to 170 of the

179 mandatory features. (About postgreSQL, 2023)

2.6.2 Reliability and stability

PostgreSQL is known for its reliability and stability making it a suitable database where no
data loss is critical. It has a robust reputation and has been proven in production

environments across a wide range of industries. (About postgreSQL, 2023)

2.6.3 Data types and data integrity

PostgreSQL supports a wide range of data types and the ability to make user-defined data
types the built-in data types.

e Primitives integer, numeric, string, Boolean

e Structured date/time, array, range/multirange, UUID

e Document JSON/JSONB, XML, key-value(Hstore)
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e Geometry point, line, circle, polygon
e (Customizations composite, custom types
Data integrity

e UNIQUE, NOT NULL

e PRIMARY keys

e Foreign keys

e Exclusion constraints

e Explicit locks, advisory locks (About postgreSQL, 2023)

2.6.4 Performance

While performance can vary depending on the configuration and hardware PostgreSQL is
generally known for delivering good performance especially when optimized right. (About

postgreSQL, 2023)

2.6.5 PGAdmin

PGAdmin is an open-source administration and development platform for PostgreSQL
databases. It has a graphical interface for users to manage and develop their PostgreSQL
database effectively. The graphical interface is easy to use and offers an easy view of the
whole database. It can also manage multiple databases from one PGadmin client. It also has
a powerful SQL query tool to execute queries to the PostgreSQL database and provides
syntax marking code completion. PGadmin has a good data viewing and editing program
built in to see tables and their contents and edit data. The program has a monitoring tool to
see how many queries and data in incoming to the database. It is easy to backup and restore
databases either full or partial or to backup them on a schedule. User management is easy to
do with PGadmin to create modify or delete users. PGadmin is easy to customize with many

add-ons available for free. (About postgreSQL, 2023)
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2.7 VMware workstation

VMware Workstation is a virtualization software developed by VMware Inc. It runs on
Windows or Linux and is the industry standard for desktop hypervisors. It has the capability
to run multiple VMs on the same host computer. With its virtualization technology it can
create multiple virtual machines and each VM behaves like a separate computer with its own
CPU, RAM, and network interface. VMware workstation takes advantage of hardware-
assisted features in modern CPUs. It has built-in vSphere and ESXi support to easily connect
to a remote vSphere environment to quickly manage and deploy virtual machines. VMware
workstation also has good cloning capabilities essential for making a virtual base server to
quickly configure and deploy in new projects. It is good for making test environments
because you can make an isolated environment and put all test equipment in that
environment to make the test like it is in a real end project. VMware Workstation is also
heavily integrated into other products making it easy to work between many different
VMware products for seamless integration. By creating the virtual server with VMware
Workstation, the needed resources can be easily allocated to the server, and there will still
be resources available to allocate to more resource-intensive drawing programs. (Wmware,

2024)

VMWAR!

WORKSTATION

1/

Figure 7 VMware workstation pro logo
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2.8 Windows Server 2022

Windows Server 2022 is the latest version of Microsoft’s server operating system it was
released in August 2021. Windows Server 2022 is designed to provide a platform to manage
and host server-based applications. Windows servers also have advanced security features
essential for making a secure server for storing data in a PostgreSQL database. Windows
server also has support for hybrid cloud into Microsoft Azure. Windows Server 2022 can be
run as a virtual machine or a standalone computer. The server is being used as a virtual
machine. The system has good container improvements from previous versions making it
good for future improvements reducing disk size and better compatibility with Kubernetes
orchestration. Overall Windows Server 2022 provides a robust platform for hosting
PostgreSQL and ibaPDA with the security performance and management capabilities for

industrial workloads in virtualized environments. (investing in your success with Windows

Server, 2022)

== Microsoft

Windows Server
2022
Standard

Figure 8 Windows Server 2022

2.9 Siemens TIA portal

Siemens TIA Portal (Totally integrated automation) is a software used for engineering,
programming, and commissioning for Siemens automation products. It is a central integrated
engineering framework for various Siemens devices such as PLCs, HMIs, drives, and other
industrial components. Here are some aspects of Siemens TIA. (Totally integrated

automation portal, 2023)
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2.9.1 Integrated automation and support for multiple devices

Tia portal provides a large platform where users can configure and program the whole
automation system if all products are from Siemens. It allows users to configure all
automation components from a single program reducing complexity for engineers and taking
away the need to have installed many different automation programs. The multiple-device
support also supports older devices so you can easily integrate new and old products in a

system making it easier to upgrade systems. (Totally integrated automation portal, 2023)

2.9.2 Graphical programming

TIA has support for graphical programming for PLCs such as ladder, functions block
diagrams, and structured text. This simplifies the programming coding process making it

good to make a test environment. (Totally integrated automation portal, 2023)

2.9.3 Simulation and Testing

TIA provides simulation tools to allow engineers to efficiently test their programs and
compile programs. It allows you to virtually simulate the program so you will not need the
input and output modules to test. This is needed as only a test CPU is available, rather than

a whole PLC rack with input and output modules. (Totally integrated automation portal,

2023)

2.9.4 Diagnostics and monitoring

In TIA built-in tools can be utilized to help monitor your program and have real-time
monitoring of certain inputs or blocks. This helps to see if ibaPDA gets the right data and to
see if the right data gets sent to the database. (Totally integrated automation portal, 2023)
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2.9.5 Scalability

TIA Portal is very scalable allowing users to adapt to various automation projects of different

sizes and complexity. (Totally integrated automation portal, 2023)

2.9.6 Overall

Siemens TIA Portal is perfect to use as a test CPU with its easy-to-make projects and
monitoring tools. This is essential when testing data streaming with quick changes. (Totally

integrated automation portal, 2023)

Figure 9 Siemens TIA portal

2.10 SNMP

SNMP stands for simple network management protocol and is an application layer defined
by an internet architecture board made to exchange handling info between network devices.
SNMP is one of the biggest protocols to manage and supervise network elements. An SNMP
client-server architecture has 3 components: an SNMP manager, SNMP agent, and a MIB
(management information base). The SNMP manager acts as the client, the agent acts as the
server and the MIB acts as a database when the manager asks the agent a question the agent
uses the MIB to answer. SNMP is so popular that most network devices come pre-bundled
with agents to use the protocol. ibaPDA comes with an SNMP agent to use with different
tags. The IsMeasuring tag is used to ensure that data is sent to the database. MIBs can be

created for any network device for example video cameras, ibaPDA or industrial equipment.
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SNMP is called simple because of the uncomplicated nature of the protocol. SNMP can issue
read or write commands and even reset passwords. Here SNMP only reads commands

overall SNMP is a good choice when you want to ensure a device works. (Scarpati, u.d.)

(SNMP guide, u.d.)

SNMP configuration

SNMP Agents
SNMP
Manager
7 Router
SNMP
o —

Wik

Server

5€

Multilayer switch

Figure 10- SNMP configuration

2.11 OPC UA

OPC UA stands for OPC unified architecture and is a machine-to-machine communication
protocol. OPC UA is a secure and reliable data exchange between industrial devices. OPC
UA is supported by a lot of suppliers and vendors which makes it easy to use between
different devices. OPC UA has a lot of security implementation. It provides encryption and
authentication to ensure confidentiality and integrity. It is highly scalable from a single
signal from a device to many signals. OPC UA is utilized to send data to WINCC OA if
ibaPDA is streaming data to the PostgreSQL database this is good because OPC UA has
mechanisms to ensure the data is transmitted accurately and efficiently to WinCC OA. OPC

UA is a good communication protocol to use between industrial devices. It is used to make
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sure data is sent to the database and the operator can see it in the SCADA system. (Unified

architecture, u.d.)

::'; ¥ O | N VA
emerson. | O Qg B M
I L
Cloud ey Historian
Applications HITACHI

H

Allen-Bradley

.
|\ —

OPC UA Universal Server

YOKOGAWA

Rockwell A\ Bk 2
Automation FRIp»
S7 MQTT Modbus DNP3 SNMP OPC UA BACnet

Figure 11- OPC UA

2.12 WinCC OA

WinCC OA is the abbreviation for SIMATIC WinCC Open Architecture. It’s a SCADA
software package designed for use in automation technology. The main application area is
the operation and control of technical plants. This application in addition to presenting
current process states can also send conditions and commands to the control equipment.
WinCC OA also has historical archiving to store what the system has done. WinCC OA is
modularly built so you can choose what functions you use. WinCC OA is used to see if
ibaPDA is sending data to the PostgreSQL database and if there is no data being sent an
alarm will come active for the operator to see. Because it is an open architecture different
manufacturers can make their product work with it. Overall WinCC OA is a good SCADA

system that many engineering firms use to make their SCADA systems. (Architecture, u.d.)
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Figure 12 The role of WINCC OA in an automation system

2.13 Task Scheduler

Task Scheduler is a built-in program in Windows Server 2022 that enables you to
automatically perform routine tasks such as a data deletion bat file run every day. It does this
via triggers the developer chooses and performs the task when the trigger is met such as run
a task once every day at 12.00. Task scheduler is used by system administrators to make a
program run when certain conditions are met without user interaction. (Task scheduler for

developer, 2023)

3 Methods and approaches

To test if data streaming is possible a test setup is made to test all the different things that

are required to work. first Windows server was installed using VMware Workstation, and
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ibaPDA and PostgreSQL were installed on it. Then a different virtual machine is installed
with Siemens TIA installed. A Siemens 1517 PLC is used to make a test program. Last a
virtual machine with WinCC OA will have a simple program to test if data is being sent to
the database. After everything is installed ibaPDA 1is set up with a connection to the PLC to
record signals from the PLC and send them to the PostgreSQL database. ibaPDA will also
be connected to the WinCC OA virtual machine and send data to it via OPC UA and SNMP.

3.1 Test setup

Three virtual machines are being created using VMware Workstation one with Windows
Server 2022 installed, ibaPDA, and PostgreSQL another with Siemens TIA and the last one
with WinCC OA. A Siemens S7-1500 1517 PNDP PLC is being used for testing purposes.

All virtual machines and the PLC will be connected to the same network via a switch.

SWITCH
WINDOWS SIEMENS WINCC
SERVER PLC OA

Figure 13 Connection diagram

3.2 Installing Windows Server 2022

Installing Windows Server 2022 with VMware Workstation is straightforward. The ISO file
was used, prompting VMware to initiate the easy install process automatically. Windows
Server 2022 Standard Edition was selected, and a username and password were provided.

Then, the location for the virtual machine installation was chosen, and the process was
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finalized by clicking "Finish". Windows installation was automatically carried out by

VMware.

New Virtual Machine Wizard X
PN XL Rchme Y New Virtual Machine Wizard X
Guest Operating System Installation

A virtual machine is lie a physical computer; it needs an operating Easy Install Information

system. How will you install the guest operating system? This is used to install Windows Server 2022,
Install from:
Windows product key
nstaller disc
No drives avaﬁk
Version of Windows to install
Windows Server 2022 Standard ¥

Personalize Windows

Full name: | veoadmin |

‘ \Users\nikolaiba\Downloads\en-us_windows_server ‘ Browse...

[ Windows Server 2022 detected.
This operating system will use Easy Install. (What's this?)

(O 1 wil install the operating system later, Confirm: |........ |
The virtual machine will be created with a blank hard disk.

Password: [ | (optional)

[JLog on automatically (requires a password)

Help <Back Cancel
- e <ot o
New Virtual Machine Wizard X
New Virtual Machine Wizard X Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Windows
Name the Virtual Machine Server 2022 and then YMware Tools.

What name would you like to use for this virtual machine? The virtual machine will be created with the following settings:

o i Name: Windows Server 2022 iba and postgres ~
Location: D:\virtual machines
Version: Workstation 17.5.x

Operating System: Windows Server 2022

Location:
[ D2\Wirtual machines Browse... Hard Disk: 60 GB, Spit
The default location can be changed at Edit > Preferences, Memory: 8192m8
Network Adapter: NAT
Other Devices: 2 CPU cores, CD/DVD, USB Controler, Sound Card v

Customize Hardware,

Power on this virtual machine after creation

< Back Finish Cancel

<sac o

Figure 14 VMware install diagram

3.2.1 Installing ibaPDA

Then ibaPDA is installed with an install file I transferred over to the virtual machine.
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@ ibaPDA v8.3.0 Setup
Please wait while ibaPDA v8.3.0 is being installed.

Extract: ibaloConfig.dll

21

Extract:
Extract:
Output folder: C:\Program Files (x86)\jba\baPDA\Client
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:

libcrypto-1_1-x64.dl... 100%
libssl-1_1-x64.dll... 100%

ibaRuntime.x86.dll... 100%
ibaRuntime.x64.dll... 100%
GenuineChannels.dll... 100%

Zyan.SafeDeserializationHelpers.dll... 100%

ibaExpressions.dll... 100%
ibaPdaPlugininterface.dl... 100%
ibaloConfig.dll

< Back Next > Cancel

Figure 15 Install progress

After ibaPDA was installed, the network settings were configured to ensure it is within the

same network as the other devices. The PLC's IP address is 10.10.10.81. The server's IP

address was set to 10.10.10.20 by accessing the network adapter settings, specifically by

navigating to "Change adapter settings" and selecting "Internet Protocol Version 4

(TCP/IPv4)", then specifying to "Use the following IP address".
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Organize v Disable this network device

Ethernet0.
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@ iba AG ibaFOB-D Network Interface
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¥l . Intemet Protocol Version 4 (TCP/IPv4)

[ s, Microsoft Network Adapter Mutiplexor Protocol
¥l s Microsoft LLDP Protocol Driver

2. Intemet Protocol Version 6 (TCP/IPv6)
< >

Descrit

2it Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides icatic

across diverse interconnected networks.

OK Cand

Windows Firewall

Network reset

1 [[ED Event Log |53 Watch window | Digtaldsplays |

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
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for the appropriate IP settings.

(O Obtain an IP address automatically

(@ Use the following IP address:
IP address:
Subnet mask:

Default gateway:
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Preferred DNS server:

Alternate DNS server:

[validate settings upon exit

to ask your network administrator

10 .10 .10 .2

-1

L. 1
-1

o[ el [

Figure 16 IP configuration settings

22



23
3.2.2 PostgreSQL installation

The PostgreSQL installation file was transferred to the virtual machine. Subsequently, the

installation wizard was navigated through to set up PostgreSQL.

¥ Setup = X
¥ Setup = x
— N ﬁ
— L =
Select the components you want to install; dear the components you do not want to install, Click Next when
you are ready to continue.
[ PostgreSOL Server Click on & component to get a detailed description Please provide 3 password for the database superuser (postares),
4] pghdmin 4 pessword  |sesesess

[ Stack Builder

[ Command Line Tools Retype password | sesseses

<Back Next > Cancel

<Back Next > Cancel

~

# Setup — ® % Setup " x
Port w Advanced Options w
Please select the port number the server should listen on. el i docan o be tised By e e Gabalsase st
Port 5432 Locale |[Default locale] hd

=

<Back Next > Cancel <Back | | Next> || Cancel

Figure 17 PostgreSQL wizard

PGAdmin, the PostgreSQL management software, was started, and verification was

conducted to ensure that everything was functioning properly.

3.2.3 Installing Siemens TIA portal and WinCC OA

The Siemens TIA virtual machine was created by copying a pre-made virtual machine with
TIA version 16 installed on VMware Workstation. Similarly, for the WinCC OA virtual
machine, a pre-made virtual machine with WinCC OA installed was copied. Subsequently,
the IP addresses for both computers were configured to be within the same network as all

the other devices, as illustrated in Figure 15.



3.2.4 Setting up PLC and switch

The switch and PLC setup involved connecting the switch to a power outlet and the PLC to
another power outlet. A memory card was inserted into the PLC. Subsequently, the PLC was

connected to the switch, and all virtual machines were also connected to the switch, ensuring

that they are interconnected with each other as depicted In Figure 12.

3.3 PLC test program

The test program was created using the machine equipped with TIA Portal. A new program
was initiated, and an S7-1500 1517 PNDP CPU was added. In the CPU properties, the IP
address was configured to 10.10.10.81. Additionally, PUT/GET communication was

enabled under Connection Mechanisms to facilitate communication between ibaPDA and

the PLC.
J General || 10 tags || System constants || Texts
b Display |—

Multilingual support
Time of day
* Protection & Security

Access level

Connection mechanisms

J General || 10 tags |

|| Texts |

@ Permit access with PUTIGET communication from remote partner

w General |l

Project information |
Catalog information
Identification & Mainten...
Checksums

w PROFINET interface [X1]

General

Ethernet addresses

i

Figure 18 Communication settings for PLC

Tags were created to be utilized and recorded for ibaPDA. Within the PLC tags, 3 digital

inputs and outputs, as well as 3 analog outputs, were generated. Boolean data types were

@ SetIP address in the project

IPaddress: |10 .10 .10 .81 |

Subnet mask: i 255 255 .255 0 |
D Use rauter

O IP address is setdirectly at the device

employed for the digital tags, while real data types were used for the analog tags.
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Default tag table

Name Data type Address Retain  Acces.. Writa... Visib
1 4 inputl Bool %10.0 W W ]
2 4@ input2 Bool %l0.1 W > [v
3 @ input3 Bool %10.2 > > 7]
4 @ outputl Bool %Q0.3 > > ]
5 4@ outpur2 Bool %Q0.4 > > ]
6 @ output3 Bool %Q0.5 > > ]
7 goui | analog1 Real %MDO = = ]
8 80 | analog2 Real %MD4 8 @ E

Figure 19 Tag table

A Function Block was incorporated using ladder as the programming language, consisting
of 4 networks. In the first 3 networks, a normally open contact and output were included.
The tags previously created were connected, such that input 1 and output 1 were linked in

network 1, and the same configuration was applied to networks 2 and 3.

In network 4, 2 move instructions were added, with 50.1 and 49.9 designated to move into

analog 1 and analog 2, respectively.



Figure 20 PLC network layout

3 ouTt “analog2”

¥  Network 1:
%0.0 %Q0 .3
“input1® “outputl®
11 [\
| LI | AY 7
¥  Network 2
%01 %Q0.4
“input2* “output2®
11 [\
| LI | 1 7
¥  Network 3
H0.2 9%Q0.5
“input3® “output3®
11 [\
| 1 AY 7
¥  Network 4:
MOVE MOVE
EN — EN — e
50.1 IN MD4 IN DO

3 OUT1 — "analog1®

The function block was subsequently integrated into the main block to activate

functionality.
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¥ Block title: “Main Program Sweep (Cycle)*

v Network 1:

%DB1
*Block_1_DB"
& B1
"Block_1"

—EN ENO

Figure 21 Main network

3.4 Configuring IBA settings

To configure ibaPDA, the program was initiated and the PLC intended for monitoring was
incorporated. The address book was then imported, connections to the database and SCADA

system were set up, and charts were incorporated to visualize the values retrieved from the
PLCs.

3.4.1 Add PLC and import address book

To establish a connection between ibaPDA and a Siemens PLC, the PLC program was
exported to the virtual machine where ibaPDA is installed. This facilitated the creation of an

address book within ibaPDA, enabling the linking of Siemens tags to its internal tags.
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Subsequently, the I/O manager was accessed, and an S7-Xplorer was added to the connection

tab, configured with the PLC's IP address.

]
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2 I Bachmann-Yplorer
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Figure 22 PLC connection
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To create an address book the "Create Address Book" option is selected, and then browse to

the location where the PLC program was imported. The .ap16 file is added, and ibaPDA

automatically creates the address book.

1D B | Layout1
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PDEEBEEODE-

Data store 1 .

e

)
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il Click to add module .. - General | ¥ Connection |\ Anslog | Il Digtal | Diagnostics
(-nss ABB-Xplorer = |
b Cick to add modde .. Connectionmode: | TCP/IP v|  Comectiontype: [PGconne
T e - =
Bt il Address: 10.10.1081 Rack: b E
=@ B&R-Xplorer [ Activate S7routing =
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File name: [ibatest3.ap16 | Is7projects v e 0

Figure 23 Address book
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3.4.2 Configuring in and Outputs

Inputs and outputs are configured by navigating to the analog and digital tab, where the tags
to be monitored are added. It is ensured that they are the correct operand and datatype, and

then "Apply" is pressed.

S7 symbol browser 4 C X
S7CPU: PLC_1
57 symbol: [TAGS\Tags Defaut tag table \input1 ]

Ll e s

S7 comment: 57 Symbol $7 Operand
| — I

' 0B | @ Tags | O Search
G Dea agtable )

»

00000000000 0000000000000 2

>

@) analog1 MDO
Q) analog2 MD4
Q) analogd MD8
a
Q input2 0.1
@ input3 102
3 output] 103
€ output2 04
@ output3 105
3 Tagtable_1

[ Show only allowed operands

Signal name 57 symbol v ! 1 v
Sonalconment 1: 57 conment v TR o) e — =
Signal comment 2: Do not change v Update address book Cancel

Figure 24 Adding digital connections

Now, the signals from the ibaPDA signal tree are added from the upper left corner to the
trend graph to observe the output provided by the PLC. The trend graphs are customizable,

set so that all analog signals are in one chart, with all inputs and outputs in separate charts.

|| Trend graph 1| 4bx

D@y =L HRA-E-

s o1 (49.4000)
— o1 tog 2 (50.900)

0.5: Defauitag table'output3

[0.0] Defauit ta tabletinputt (1)
-E 10.1] Default g tableinaut2 (0)
10.2] Defaut tag tableauta (1)

0.3] Detauit tag tableautput] (1)

TR e )
{0.5] Defout ey tableloutput3 (1)

121608 12:18:10 121815 121820 121825 121830 12:15:35 121840

Figure 25- ibaPDA trend graph

Here, what the PLC is outputting in real time can be clearly observed, and specific data can

be viewed by zooming in and out.
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3.4.3 Connection from ibaPDA to database

To establish the connection for data streaming, the first step is to create a database in
PGadmin. PGadmin is started, logged in, and a new database named ibatestl is created by
right-clicking and selecting "Create Database." The database can be created either via the

user interface or through an SQL statement.

== Create - Database < X

General Definition Security Parameters Advanced SQL

1 CREATE DATABASE ibatestl
2 WITH
3 OWNER = postgres
I a ENCODING = 'UTF8'
5 LOCALE_PROVIDER = 'libc'
6 CONNECTION LIMIT = -1
7 IS_TEMPLATE = False;

0 0 X Close | £) Reset

Figure 26 SQL statement

After the database is created, I return to ibaPDA and navigate to the /O manager. In the
output tab, an SQL database module is added, and "Create Database Connection" is clicked.
The database connection data, including the connection name (localhost as ibaPDA since
PGadmin is installed on the same computer), server address, username, password, and

database name ibatest] is entered.
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i Click to add module ..

s Click to add module ...

4

SQL command (1)

VQGeneraI 2 sQL Command 'G‘Buffep
SQL statement

Database: [ B Create database connection... v[

et Parameters in the SQL statement

Test connection X SQL parameter ibaPDA signal Test value

0 Successfully connected to SQL database (16.1)

N

I W PostgreSQL ]

@localhost
localhost 5432
postgres esscesee
ibatest1

—

ﬁll|llllllllllllllllIllllllll
0 8 16 24 2 40 48 56 649 Aeply e

Figure 27 ibaPDA PostgreSQL connection

3.4.4 Connection from ibaPDA to WinCC OA SNMP

To connect ibaPDA to WinCC OA, the WinCC OA server is started, ensuring it is on the

same network as all the other components. Then, in the ibaPDA I/O manager, the general

tab is accessed, and the SNMP server is enabled.
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- iba I/0 Manager u] X
DPOEECUIC-TEH GBIEE
Inputs | Outputs | Groups | General | | SNMP server
£ Settings
"\ Signal names Configuration | Objects | Diagnostics
[l Address books
i(E] Cettfiicates [ Enabled Pot: (1611 [2]
@ Time synd\m@zaﬂon [ Statt acquisttion even i the SNMP server fails to start
@) Module overview
; 9 Knowhow protection SNMP V1/V2c security
Y8 Watchdog Community string: public
(@ Remote configuration A .
: ;O:d r:feve""on SNMP V3 securty
L Interfaces Authentication: MD5 v User name: _publnc Password: sessee
LR Bowor: [Mane v|  Evnptenber
b 99;, Muttistation
=85 Servers
28§ OPC server Text encoding: 1252 - Westem European (Windows) 7
- % OPC UA server
-

IEC 61850 server

Figure 28 SNMP enabled

The community string, username, and password are noted. Then, in the objects tab, the

IsMeasuring tag is located.



Configuration | Objects | Diagnostics |

1 You do not have an ibaPDA SNMP server+ license. You are not allowed to select cu:
= objects without a checkbox in the tree will be available in the SNMP server.

Object settings
] Publish all signals
Object description: | Comment 1 v

-0 1.36.1.4.1.45120
@ 0. Library
=-F 1.ibaPDA
&-F3 0. General
=63 1. Product
B 5 1. Acquisition
OS] ocosin |
{7 2. DisabledSignals
----- () 3. StatReason
»»»»»» +-{) 4. RunTime
i[5 2. Data stores
E] £ 3. Modules
4_Clients
B 5. Configuration

OID: 1.3.6.1.4.1.45120.1.1.1.1 MIB Name:

Figure 29 SNMP IsMeasuring tag
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The OID string is noted. Then, the WinCC OA server is started, and a new project is created.

Finally, the drivers are started.
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a8 WinCC OA 3.19: Console - test1 = O X
= Al
le | 2| &8 @ ® ®
— Project
test1 v/ |8 | =
— Manager (Process Monitor: Monitoring project)

St Description No Options Start time ®
Process Monitor 1 2024.02.28 13:13:¢
Database Manager 0 2024.02.28 13:16:]
Archive Manager 0 -num0 2024.02.28 13:16:
Archive Manager 1 -num1 2024.02.28 13:16:]
Archive Manager 2 -num?2 2024.02.28 13:16:
Archive Manager 3 -num3 2024.02.28 13:16:] |+
Archive Manager 4 -num4 2024.02.28 13:16:
Archive Manager 5 -num5 2024.02.28 13:16:]
Event Manager 0 2024.02.28 13:16:
Multiplexing Proxy 1 2024.02.28 13:16:]
Control Manager 1 -f pvss_scripts.lst 2024.02.28 13:16:
Simulation Driver 1 =]
User Interface 1 -m gedi 2024.02.28 13:16:]
OPC UA Client 1 -num1 2024.02.28 13:16:4 e
SNMP Manager 2 -num?2 2024.02.28 13:16:4
SNMP LiveAgent 2 -num2 2024.02.28 13:16:

N
X

Figure 30 WinCC OA drivers

The features can be utilized only if the OPC UA client, SNMP manager, and SNMP live
agent are ensured to be running. Then, system management -> drivers -> SNMP agents is
navigated to, and SNMP version V1, the ibaPDA server IP, and the password in the read

community are entered.
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>, SNMP-Agent configuration (System1 - test1; #1) — X
—Agent/Entity
_2_SNMPAgent_1 v Create
Description: | 2_SNMPAgent_1 Remove

—Common settings

SNMP version: | V1 v | Driver number: 2 = Agentld: 1 =
Configuration:  [] Redundant Agent/Entity Switch on: connTimeout, bad read/write req
Timeout [1/100s] |100 :J Retries 1 15

1. Agent/Entity

IP address Port
110.10.10.20 | 1611 |
Read Community Write Community
|..... l I l

State: First agent/entity connected 1. Agent: Connected 2. Agent:
v ——

{Connection state

Figure 31 WinCC OA to ibaPDA connection with SNMP

After all the data has been entered correctly, the connection state is checked, confirming it
as "connected." Then, in the Para tab, a pre-made parameter for SNMP, such as
ExampleDP INT, is selected. A PowerConfig is created using a fixed address. Next, in the
" address" field, the OID noted from ibaPDA before is added.
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22 Para_15: Datapoint parameterization (System1 - testl; #1) — X
Module Panel Scale Help

EXENE S

—Filter op

0y + Q W@ Q 1:1 [ngieh, Usen st V]

[ Iherral datapeiuts g Periphery - SNMP DPE: | System1:_mp_ExampleDP_Int. v|

[ Ignore case

h

Driver N

DP fitter: | | —AgentiD—OID Subind
b8 [aeremm i = b
> Bey _mp_ExampleDP_Bit "
> [01] ExampleDP_AlertHdI1 —Type of
> [o1] ExampleDP_AlertHdI2 linteger32 vl
v test1
_original —Directi Receive mode— —Poll group.
% i O Output O Unsolicited Itest3 v]
common
T ® Input O Single query
[=] _distrib Poll groups
[=] _lock O In/Out @ Polling
> =i ExampleDP_DDE "
> =i ExampleDP_Float —Agent version
v =i ExampleDP_Int @® SNMP V1/V2 agent
v e _mp_ExampleDP_int O SNMP V3 entity
_original

[35] _address e

[%] _common

[%] _distrib

= i
> w:i ExampleDP_Text S .
> =i} ibaopcuatest1 v

Figure 32 SNMP OID connection

Here, the OID string is set, along with the data direction as input and the SNMP version,
which is V1, and "OK" is pressed. Then, in the Panels objects section, a new screen is
created, and a rectangle is added. The initialize wizard for the rectangle is selected, and

"Change Color" is chosen.

roject View 8 X Property Editor 8
» |_ v| standard | Extended
Name 1 0 Last| |Property Value
> @ 39 Neme RECTANGLE2
v test! Typename
> @ Scripts SerialNr 2 —
> Wiy Libraries Background... (255,255,255 Select the attributes of the graphical object you wish
@ Message Catalogs DashBacks: to modify.
Foreground.
2 : Z“'r > Hover Back.
7 Srigpation > Hover Fore, Display value
B Datapoint Lists Border (|
& Pictures Filing | .. | [ Change color
O Color Databases > Refpoint  [200,110] [ Change visibility
v [ Panels ~ Position 1200,110) i :
vim rosjzc\s 2024 x 200 [ Activate object
>, NewfFilepnl 2024 y 10 [ Scale object
v Size 121,51 O Rotate object
Event Script -
h
Initialize ~script defined- LS Pt
Acknowledge
Clicked Select if the object is to be marked with color *_invalid™
DoubleClicked in case of an invalid value.
DragDrop
DragEnter [ Evaluate invalid bit System1:_mp_ExampleDP_Int. v
Dragstart T o
KeyboardFocusin
KeyboardFocus...
LangChanged
MouseOver
MousePressed
MouseReleased
RightMousePre...
F 5| | SelectionChang..

Figure 33 SNMP rectangle wizard



) Dialog (System! - test1; #1)

Initialize / Change colors

Do you wish to change the foreground and/or background color?

[ Foreground color (border, text)
[4 Background color (filling, text background)

Set foreground and background colors to same color

Do you wish to change the object’s color depending on
a datapoint element’s value or on the status of an alert handling ?

Foreground Background
Val @® Val
Alert handling O Alert handling

Next > Cancel |

Figure 34 SNMP rectangle wizard

) Dialog (System1 - test1; 1)

Initialization / change color / background
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DP value

” online.._value

I L

= AESbgAcknowled v | O

Value Color

:|o
White v 19

Dunkelgrau v )

Co!or Backgound
Datapoint element:
15 | System1:_mp_ExampleDP_int
Current value: Unit: Type:
b :
Operatur
o -
Ewﬂl to
Else
Else v
Else

< Br_k Next > Cancel Ok

Background color and value dependence are selected, followed by choosing the datapoint

element and selecting the SNMP tag created in the Para settings. The colors are adjusted

such that when the value from the tag is 1, it appears green, and when it's 2, it appears white.

This setup ensures that when ibaPDA is measuring data, it appears green, and when it's off,

it appears white. With SNMP connected, the next step is to connect OPC UA.
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ibaPDA connection to WinCC OA OPC UA

In the ibaPDA I/O manager, the general tab is accessed, and under the OPC UA server

section, it is enabled. A new certificate is created.



VOEBREAIB-O

Inputs | Outputs | Groups | General | 4 b
£} Settings
"\, Signal names
i Address books
Certificates
@ Time synchronization
©) Module overview
- 9 Knowhow protection
¥S Watchdog
(& Remote configuration
2% Stop prevention
@8 Boards
B9 Interfaces
5 Intermupt info
i Muttistation
25 Servers
98§ OPC server
& OPC UA server
o s SNMP server
IEC 61850 server

Figure 35 OPC UA certificate
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OPC UA server

Configuration | Tags Diagnostics

[~ Enabled
[[] Start acquisition even if the OPC UA serverfails to start
Server certificate &3 Create new certificate
Parameters
Generate a new certificate X
[ Name: lbaP DA@WIN-RA5GKTU1GGP] |
i Application URI: | |
Lifetime: 120 2 months
[ Agorithm: SHA256 v
Private key password:
[
: | ok || Cancel -

A password is set for the certificate, and security policies are disabled while anonymous

logon is enabled. The URI string is copied.

OPC UA server

Configuration | Tags | Diagnostics |
[ Enabled

[ Start acquisttion even if the OPC UA server fails to start

Server certfficate

ibaPDA@WIN-R45GKTU1GQP (2/28/2034) v

Parameters
] Minimum publishing interval:

>

50 :

Logon policies

M Anonymous

[ usemame
Password

[] Cetificate

Security policies

{4 None

[] Basic128Rsa15

[] Basic256

[] Basic2565ha256

ms

[ Aes128-Sha256-RsaOaep
[[] Aes256-Sha256-RsaPss

Figure 36 ibaPDA OPC UA settings

Endpoints
IP address/hostname Port URI +
# winr45gktulggp -
&y
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Next, in the tags section, the Measuring tag is found in the Acquisition table, and the node

ID is noted.

OPC UA server

Configurati |Ta¢|[iagnosﬁ<=|

Tag settings
[ Publish all signals

1 You do not have an ibaPDA OPC UA server+ license. You are not allowed to select custom OPC UA tags. Only the tags without a checkbox in the
= tree will be available in the OPC UA server.

Tag description: | Comment 1 v

P+ | X By (B | B

=~ baPDA

- Title

-~ Version
@ Licensing
=+ Acquisition

- Clients
i) Data stores

5[] Modules

[ra B W e W)

1 Configuration

b Writable tags

) Measuringess
+-{) Disabled signals
() Statt reason

Figure 37 OPC UA Measuring tag

.................. v

>
[-3= 0. S7-Xplorer

The WinCC OA server is started, and then in the system management, the driver OPC and
OPC UA client are accessed.

© _SysMgm_; System management (System! - test!; #1)

System Management > Driver OPC

o

O B[R

OPC ASE Chent OPC ABE Server ORC Driver OPC UA Clent OPC UA

Ceraficates

Figure 38 OPC UA client

OB B

OPC UA A OPC UA Local OPC UA Server OPC MDA Clent
severty Dacovery Servers

A new client is added, and the correct information is entered.



>, WinCC_OA(1): OPCUA client configuration (System1 - test1; #1) — O X
—Connection
test1 ‘4 { Remove } | Create ’

Device Description: |_test1. |

— Settings

Reconnect Timer: [s] Driver number: 1 =

Connection m

— Server

M Active URL/URI: |opc.tcp://win-rd5gktu1gqp:48080/ | [j

—Authentication

‘Anonymous ™ \

— Security
[None V! \None V‘ | l

—Redundant Server
OActive  URLURI: [opc tepi/ | [

—Commands ( Subscriptions

[ Manage

\ Browse J IGeneraI QueryJ

— Status OPC UA Server 1

WINCCOA1
State Connected State

Server Running Server

— Status OPC UA Server 2

WINCCOA1
State |Not connected State

Server Server

[ Help \ | OK H Apply [ Cancel J

Figure 39 OPC UA WinCC OA connection settings
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Here, the URI copied from the ibaPDA server is set, and authentication is configured as

anonymous with security set to none. After pressing "apply," the connection is established,

and the server is running. Next, in the Para section, a pre-made parameter is used, such as

ExampleDP Bit. A new PowerConfig is added with a fixed periphery OPC UA periphery

address, and the node ID from the Measuring tag from ibaPDA is copied.
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]E Para_17: Datapoint parameterization (System1 - test1; #1)

Module Panel Scale Help
EXYNESEE B |y + Q aQ Q 11 e usienvsu ]

—Filter options:

[J Internal datapoints

mp_ExampleDP__Bit

[ Ignore case

7 Insert multiple PowerConfigs ... (System1 - test1; #1) - X =
DP filter: I e
- —Please select config(s) i
: - ::ﬁgg;_ [ Archive settings
> wit BIT_CONDITION L1 Atert handiing
> COl_JNTER SUB /| Periphery address (OPCUA Periphery Address)
X COUNTER1 [J Command conversion
X DRIVE1 [J Message conversion
S DRIVE? [ Default value
X . E 16DP BarTeend [J Datapoint function
=i Example arTren :
- WinCC OAval
v = ExampleDP_Bit 0 Sr:'oothing value range
v & r.-__']“p—E,x,amrl e O User value range
r:;] _o;lgma [ Authorization
== SEens [ Description, unit, (format)
=] _common General
[=] distrib
- DPT.PC -
[%] _lock =

ExampleDP_AlertH
ExampleDP_AlertH
test1

: ExamoleDP DDE

I v v v

Figure 40 PowerConfig for OPC UA

Then, in the address section, the node ID from ibaPDA is set in the item section.
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22 Para_133: Datapoint parameterization (System1 - testl; £1) o X
Module Panel Scale Help
= >R OoEE ™|y v o+ At @ @ 1:1 [engish, US [en_Us.utfs]
—Filter op
[ Internal datapoints .
B & Periphery - OPCUA DPE: System1:_mp_ExampleDP_Bit. v
O th S =
gnore case
DP filter [ ‘ —Peripheral add Variant: Driver number—
Server: [tagt] @® Node ID r -
=i ANALOGT A Srver: [ieet O Browse Path :
=:1 ANALOG2
=z BIT_CONDITION Subscr: | [...] ] Method
=:: COUNTER_SUB
=:: COUNTER1 Item: @=215=P:0m ] Get item Range:[:|
=:: DRIVE1
= DRIVE2 _Type of transfi
=4 ExampleDP_BérTrend boolean v [J Old/new comparison [ Historical
v =i ExampleDP_Bit
v _mp_;xempleDP_Blt —Direction Receive mode Poll group.
[=] _original
[%] address O Output Unsolicited toet3 =
= :common @® Input @ Polling
[%] _distrib O In/Out O Single query Poll groups
[%] _lock Alarm
test1
=:i ExampleDP_DDE
=1} ExampleDP_Float .
= ExampleDP_lnt Help Address active OK Apply Cancel
-t ‘:vamnlnl'\D_TnvO

Figure 41 Periphery address

Then, a new datapoint is created in ExampleDP_bit named test1, with the same address set
as in the Figure 41 address. Next, in the screen created earlier, a new rectangle is made, and
the initialize wizard is accessed with the same settings as in Figure 33 set to change the
background color. When selecting the datapoint element, test1 is selected, and the colors are

set so it appears white when it's 0 and green when the tag is green.
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. Dialog (System1 - test1; #1) X
Initialization / change color / background
Color: Background DP value
Datapoint element:
IEI System1:test1. :_online.._value
Current value: Unit: Type:
TRUE bool v
Value Color
0 <

White v
STD_tendency_ec v

9]

Figure 42 OPC UA rectangle wizard

Now, there is a screen with two rectangles, one with a connection to ibaPDA via OPC UA

and the other with an SNMP connection. A text box is placed on top of each rectangle for

identification, one indicating the connection to OPC UA and the other to SNMP.

Figure 43 WinCC OA screen



44

3.5 PostgreSQL configuration

The database has already been created, and now a table needs to be created to stream data
into it. For each signal to be stored, one column will be created, along with a timestamp
column. With 9 signals in total, there will be 10 columns. The data types set will be "real"
for the analog signals, "INT" for the digital signals, and "CURRENT TIMESTAMP" for the

timestamp column. The query tool in PGadmin will be utilized for this purpose.

¢  postgres/postgres@PostgreSQL 16 v =

g v /Yy Y v Nolmt « ® »v 0 O v %

Query Query History Va
1 CREATE TABLE datastreaml (

2 analogl REAL,

3 analog2 REAL,

- analog3 REAL,

5 inputl INT,

6 input2 INT,

7 input3 INT,

8 outputl INT,

9 output2 INT,

10 output3 INT,

11 tsl TIMESTAMP DEFAULT CURRENT_TIMESTAMP
12 );

13

Figure 44 Database creation

The "CREATE TABLE" command was utilized to create a table named "datastream1" with
10 columns. Now, a value of 1 will be added in all columns except in the "ts1" column,

where the current timestamp will be inserted.

Query Query History ’n(

1 INSERT INTO datastreaml (analogl, analog2, analog3, inputl, input2, input3, outputl, output2,
2 VALUES (1, 1, 1,1, 1, 1, 1, 1, 1, CURRENT_TIMESTAMP);
3|

Figure 45 Data insert
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The start data was set to indicate when the data was first inserted into the database.

Data Output Messages Notifications e

= RvOve 88|~

analog1 analog2 analog3 inputl input2 input3 outputl output2 output3 ts1
real o real = real = integer Bl integer a integer = integer a integer = integer a timestamp w
1 1 1 1 1 1 1 1 1 1 2024-02-221

Figure 46 Data output in datastream1

To stream data into the new table, ibaPDA is configured with an SQL statement. In the
ibaPDA I/O manager, the SQL command is accessed, and the database to which a connection

has been established is selected. The signals to be stored are then inserted using an SQL

statement.
3~ iba I/0 Manager (m] X
g
VOEBEEEIE-
Inputs | Outputs | Groups | General \dl SQL command (1)
& ibaNet-E
i Click to add module .. P General | ¥ SQL Command -8 Buffer
[=}-ass ABB-Xplorer SQL statement
8 Click to add module ...
=@ Email Database: [#P @locahost (0 M
8 Click to add module ... ot L, =
-0 ibaCapture SQL Parameters in the SQL statement
ﬁ Click to add module . . . il i
985 Ore insert into datastream1 (analogl, analog2, SQLparameter  ibaPDA signal
T 1 analog3, inputl, input2, input3, outputl, output2, analog1 "\, 0:0: Default tag table\analog1
8 Click to add module ... 82, np P P P P
& n S7-Xplorer analog2 "\ 0:1: Default tag table\analog2
2= S7-Xplorer (0) o2
é;pore;d " analog3 0:2: Default tag table\analog3
ick to add module .. 2
g input1 I 0.0: Default tag table\nput1
=B SQL database CURRENT_TIMESTAM = i
PY'SaL command (1) input: 0.1: Default tag table\nput2
8 Click to add module .. input3 I 0.2: Defauilt tag table\input3
& @l TwinCAT-Xplorer output1 Il 0.3: Defaut tag table'output1
fnm il::e? add modue ... output2 1T 0.4: Defaut tag table\output2

I T 0.5: Defauit tag tableloutputs_+ J

Test statement

ﬁlllllII|III|I1I|III|II1|III]
0 8 16 24 32 40 48 56 649 -

Figure 47 Data stream SQL statement

On the left tab, the SQL statement is located, while on the right tab, there is data linking
between the PLC tags and the data being sent into the database. "Insert into" is used to send

data to "datastream1" and link the columns with the PLC tags. The update time in the general
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tab is changed to 10ms so that the SQL statement will run every 10ms, resulting in the current

state of the signals being stored in the database every 10ms.

@ T e T R B o ® imeer @ iveer B icger @ ger B tmestamy
17 494 50.9 0 1 0 1 1 0 1 2024-02-2
18 494 50.9 0 1 0 1 1 0 1 2024-02-2
19 494 50.9 0 1 0 1 1 0 1 2024-02-2
20 494 50.9 0 1 0 1 1 0 1 2024-02-2
21 494 50.9 0 1 0 1 1 0 1 2024-02-2
22 494 50.9 0 1 0 1 1 0 1 2024-02-2
23 494 50.9 0 1 0 1 1 0 1  2024-02-2
24 494 50.9 0 1 0 1 1 0 1@2
25 494 50.9 0 1 0 1 1 0 1 2024-02-2

Figure 48 Data from datastream1

When the contents of "datastream1" are checked, it is observed that the same data as the PLC

gives out is received, along with the correct timestamp.

3.6 Data deletion

A bat file was created with instructions to connect to "ibatestl" and delete data from

"datastream1" where it is 2 weeks or older. Subsequently, a task was added to the task

scheduler to ensure that the bat file runs once a day.

”‘ pg_data_delete - Notepad

File Edit Format View Help
(@echo off

set PGPASSWORD=-pegig
"C:\Program Files\PostgreSQL\16\pgAdmin 4\runtime\psql.exe" -U postgres -d ibatestl -c "DELETE FROM datastreaml WHERE ts1 < NOW() - INTERVAL ‘2 weeks';"

Figure 49 Data deletion

The script connects to the database via psql, a program supplied with PGadmin capable of
executing SQL statements. Subsequently, "DELETE FROM" is utilized to remove all data

older than 2 weeks.



Figure 50 Task scheduler setup

Create Basic Task Wizard x
5| Create a Basic Task
Create a Basic Task Use this wizard to quickly schedule a common task. For mare advanced options o settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Name: dataDeleation_2weeks
Finkdy Description:
Create Basic Task Wizard
3| Starta Program
Create 2 Basic Task
Trigger Program/script:
Daity CAU: Desktop\pg bat | [ Browse...
Action
Start a Program Add arguments (optional): |
Finish Startin (optional): |
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Create Basic Task Wizard

@] sk Tiigger

Create a Basic Task

When do you want the task to start?

® Daily
Action =
Finish 0 Weeky
© Monthly
O Onetime
(O When the computer starts
© When |l log on

©) When a specific event is logged

[ Active Tasks

Active tasks are tasks that are currently enabled and have not expired.

Summary: 69 total

Task Name

datadelation_Jweeks

USO_UxBroker
AikCertEnrollTask
appuriverifierinstall

<

Next Run Time Triggers Location

2/29/2024 10:49:20 AM At 10:49 AM every day \

2/29/2024 8:31:30 PM Muitiple triggers defined  \Microsoft\Windows\U...
Custom Trigger \Microseft\Windows\Ce...

Custom Trigger \Microsoft\Windows\A... <

>

Here, the task scheduler is configured to run the bat file once every day. This ensures that

all data older than 2 weeks is deleted.

3.7 Testing

After everything was set up, the system was tested. The Siemens TIA virtual machine was

accessed, and the PLC program previously created was downloaded to the PLC. Digital input

2 was modified to activate, resulting in digital input and output 1 and 3 being set to 0, while

digital input and output 2 were set to 1. For the analog signals, 50.9 was input into analog2,

and 49.4 was

input into analogl.
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¥  Network 2
%01 %Q0 .4
“input2* “output2”
1 | {
‘ | I | \ 7
¥  Network 3
%0 .2 % Q0.5
“input3* “output3®
‘ b b 4 pemee
¥  Network4: .
MOVE MOVE
EN — EN EN — ENO[—
50.1 — 49.4 —
N 50.1 IN 494
WMD4 MDO
3% OUT1— "analog2” 3 OUT1—"analog1”

Figure 51 PLC program with online modification

Data acquisition in ibaPDA is now initiated. In the trend graphs previously created, the PLC
values should be visible, with inputs and outputs 1 and 3 set to 0, input and output 2 set to

1, and the analog values set to 40.4 and 50.9.
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| Trend graph 1 |
OO =L LAl--
X

— [0:0] Default tag tabletanalog1 (49.400)
— [0:1] Default tag tablelanalog2 (50.900)

x|
[0.0] Default tag tablelinput1 (0)
[0.1] Default tag tablelinput2 (1)
[0.2] Default tag tablelinput3 (0)

x|
[0.3] Default tag table\output1 (0)
[0.4) Default tag table\output2 (1)
[0.5] Default tag table\output3 (0)

12:27:16 12:27:20 12:27:25

Figure 52 ibaPDA trend graph

In the ibaPDA trend graph, it is observed that the same values are received as set in the PLC.
When input 1 and output 1 are changed to 1, it is immediately noticed that ibaPDA updates

the value for input and output 1.
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[0.0] Default tag tabletinput! (1)
[0.1] Default tag tabletinput2 (1)
[0.2] Default tag tablelinput3 (0)

[0.3] Default tag tableloutputt (1)
[0.4] Default tag tableloutput2 (1)
[0.5] Default tag tableloutput3 (0)

12:35:30 12:35:35
Figure 53 ibaPDA trend graph with updated PLC output
It is now confirmed that data acquisition from the PLC to the ibaPDA server is functional.
The next step involves checking if data streaming to the PostgreSQL database works.

PGadmin is accessed, and the ibatest] database along with the datastream] table is located.

The query tool is utilized to display the 100 last rows of data in datastream].

Query  Query History

1 SELECT =

2 FROM datastreaml
3 ORDER BY tsl DESC
4 LIMIT 100;

5

Figure 54 Query to show 100 last rows
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R T W [ B B | e | g B | Ve

1 49.4 50.9 0 1 1 0
2 494 50.9 0 1 1 0
3 494 50.9 0 1 1 0
4 494 509 0 1 1 0
5 49.4 50.9 0 1 1 0
6 49.4 50.9 0 1 1 0
7 49.4 50.9 0 1 1 0
8 494 509 0 1 1 0
9 494 50.9 0 1 1 0
10 494 50.9 0 1 1 0

Total rows: 100 of 100  Query complete 00:00:00.844

Figure 55 datastream1 data

ol
1 1
1 1
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1 1
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ts1
timestamp without time zone

2024-02-29 12:39:08.216895
2024-02-29 12:39:08.216579
2024-02-29 12:39:08.215903
2024-02-29 12:39:08.215548
2024-02-29 12:39:08.214997
2024-02-29 12:39:08.21441
2024-02-29 12:39:08.165602
2024-02-29 12:39:08.165276
2024-02-29 12:39:08.16474
2024-02-29 12:39:08.1643

output3
integer

o 0 0 0 0 0 0 0o oo

Upon inspection, it is observed that the same values as those present in the PLC and ibaPDA,

with correct timestamps, are displayed, affirming the functionality of data streaming.

Subsequently, the functionality of WinCC OA in showing if data acquisition is active is

checked. Accessing the WinCC OA virtual machine, the program and drivers are initiated.

Within the panel created, the Quicktest module is utilized to simulate a SCADA program. If

the rectangles function as expected, they should be green, indicating that data acquisition is

active.
5 OuickT - ‘ g8 WinCC OA 3.19: Console - test1 — m] X
& Q (S bje ewFile.pn N -
i (Bl Scibe ik Gle | p|&|®& @ ® ®
KR EEsEE O+ o - Project :
testl v H 8=
opc ua — Manager (Process Monitor: project)
Ancn snmp St Description No Options Start time >)
Process Monitor 1 2024.02.29 09:28:
Database Manager 0 2024.02.29 12:42: ()
Archive Manager 0 -num0 2024.02.29 12:42::
Archive Manager 1 -num1 2024.02.29 12:42:¢
Archive Manager 2 -num 2 2024.02.29 12:42::
Archive Manager 3 -num3 2024.02.29 12:42:4 1
Archive Manager 4 -num4 2024.02.29 12:42::
Archive Manager 5 -numS 2024.02.29 12:42: |
Event Manager 0 2024.02.29 12:42:
Multiplexing Proxy 1 2024.02.29 12:42:{
Control Manager 1 -f pvss_scripts.lst 2024.02.29 12:42: )
Simulation Driver 1 =]
User Interface 1 -m gedi 2024.02.29 12:42:!
OPC UA Client 1 -num1 2024.02.29 12:53:] |
2 -num2 2024.02.29 12:53:
2 -num2 2024.02.29 12:53:

Figure 56 WinCC OA Quicktest module online test

It is observed that both the OPC UA and SNMP rectangles are green, indicating that both

OPC UA and SNMP communication are operational, and data acquisition is active. Upon

stopping the data acquisition, the rectangles turn white.

Ln5
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Test_: objects\NewFile.pnl (System1... — X

EXYESERD B v + >

Lga WinCC OA 3.19: Console - test1 — a
Gle|o|a|& @ ®
— Project

test1 -] 18] [8]

aaaaa snmp

Figure 57 Wince OA with data acquisition stopped

— Manager (Process Monitor: Monitoring project)

St Description

Process Monitor
Database Manager
Archive Manager
Archive Manager
Archive Manager
Archive Manager
Archive Manager
Archive Manager
Event Manager
Multiplexing Proxy
Control Manager
Simulation Driver
User Interface

SNMP LiveAgent

=
o

Options

-num 0
-num 1
-num 2
-num 3
-num 4
-num 5

-f pvss_scripts.lst

-m gedi
-num 1
-num 2
-num 2

NN OB WN-OO

Start time

2024.02.29 09:28:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:
2024.02.29 12:42:

2024.02.29 12:42:
2024.02.29 12:53:
2024.02.29 12:53:
2024.02.29 12:53:

All interconnected functions have been thoroughly checked—from PLC to ibaPDA, ibaPDA

to PostgreSQL, and WinCC OA—and all are operational. Finally, the functionality of data

deletion is verified. Initially, the first 100 rows of data in datastream1 are displayed using an

SQL statement. It is noted that the first data was inserted 1 day ago. Therefore, the bat file

i1s modified to delete all data older than 1 day.

Query  Query History

SELECT =*

FROM datastreaml
ORDER BY tsl
LIMIT 100;

wmiob WN

Data Output Messages Notifications
= BRvBve 8|8 |~

analog1 analog2 analog3 input1 input2 input3
real 8 real 8 real 8 integer 8 integer 8 integer

1 494 50.9 0 0 0

Figure 58 datastream1 100 first rows

a output1 a output2 a output3 a ts1

0

integer integer
0

0

integer timestamp without time zone

0 2024-02-28 10:34:38.708975
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7| pg_data_delete - Notepad

File Edit Format View Help
@echo off

set PGPASSWORD

"C:\Program Files\PostgreSQL\16\pgAdmin 4\runtime\psql.exe" -U postgres -d ibatestl -c "DELETE FROM datastreaml WHERE tsl < NOW() - INTERVAL '1 day';"

Figure 59 Modified bat file

The task is run using task scheduler, and the SQL statement is executed again.

@ Task Scheduler
File Action View Help

< 25 HE

@Tﬁsl;-Sc:;j:I: (ll.ocLa.L) Name Status Triggers Ne
> Lo Tasl eduler Library . —
e datadelation.._ Ready At10:49 AM every day -
(® MicrosoftEd... Ready Multiple triggers defined 3N
(® MicrosoftEd... Ready At 9:29 AM every day - After triggered, repeat « End of 1day. 2/2
Disable
Export...
Properties
Delete
Figure 60 Task scheduler
1 SELECT =*
2 FROM datastreaml
3 ORDER BY tsl
4 LIMIT 100;
5
Data Output Messages Notifications
S| BvOve 8|2~
analog1 analog2 analog3 input1 input2 input3 output1 output2 output3 ts1
real 8 real B real é integer 8 integer a integer © integer = integer 8 integer 8 timestampwithout!imezonee
1 494 50.9 0 0 0 0 0 0 0 2024-02-28 13:21:43.671364

Figure 61 SQL statement

Upon running the statement again, it is observed that the data has been successfully deleted.

All functions have now been tested and confirmed to be operational.
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4 Discussion and result

The result of this thesis is a working solution for a data acquisition system to acquire and
store signals from a PLC to a PostgreSQL database. The testing was made in a test
environment with virtual machines and a physical switch and PLC. When looking at the
efficiency and data integrity there was no data loss when testing and all signals were
correctly stored in the database this shows that ibaPDA and PostgreSQL are a stable choice
when selecting software to store and acquire data. Because ibaPDA can acquire signals from
every 1ms it can accurately get high-frequency signals and store them. Windows Server 2022
run on VMware’s virtualization platform is easy to set up and have a minimal downtime
making it good when downtime is crucial. WinCC OA is a complex SCADA system that
can handle and manage a whole system when making the connections from ibaPDA it was
able to handle both connections from SNMP and OPC UA and worked as programmed this

is crucial because the operator needs to know if data acquisition is lost it can start it again.

The challenges were understanding new programs and software and getting them to work
together. The PLC program I made was quite simple but fulfilled its purpose to send signals
to ibaPDA. ibaPDA is a program I had to learn to use and configure. It has good
characteristics and is powerful when making a program it can send data to multiple systems
while it is acquiring signals sending data to the database and WinCC OA with both SNMP
and OPC UA. Getting SNMP and OPC UA to work in WinCC OA was a new experience as
I have not used WinCC OA and getting it to work was a challenge as it is quite complex but
this ensures that once the connections are made they a reliable. PostgreSQL was a new
database program I had not used but it’s working a lot like Microsoft SQL and the queries

were the same making it easy to make and set up.

With my findings I think VEO can implement and use my solution when selling new

projects.

Because buyers want to have data acquisition built in their projects to make historical data

and easily find faults and patterns in their systems.

Further improvements would be to make the solution as a container in a docker environment

to make it more scalable and for even faster deployment.
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As it is now the system | made can handle large amounts of data as ibaPDA can acquire up

to unlimited of signals only being hold back by the CPU in the server.

The server could also be pre-configured with routing for network connectivity. There could
also be made a script to automatically create a SQL statement for all new signals to stream

into the database.

Overall, I think the thesis was a success. I tested everything, and it worked and all
requirements were met. The system can easily be used in a new project and minimal
configuration is needed. The system is going to be used in upcoming projects which is a
good sign that I made a good base system. I learnt a lot when making this thesis how to use
multiple virtual machines and servers in a project and how a Scada system controls a system
and mostly why data acquisition is important and how to acquire signals and smartly store
them. I would recommend using ibaPDA and PostgreSQL when choosing to do a data

acquisition system.
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