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Research data platform is a data transfer pipeline, a transboundary service in central of
the Wireless Communications and Cybersecurity research group’s project organization.
Development of the data platform have objectives related to the development of the
platform itself as a product. However, there are other objectives too, including
educational, exploratory, and innovational. Because of this, the platform is under
continuous development process and in the center of the deployment process of the
platform are service architecture and development environment, including installing,

configuring, and launching the data pipeline service.

Deployment process with modular components provide multiple benefits for those
working with platform. The process itself is easy, clear, static, and structured, every time
the same, if needed. Modular components are flexible and reusable, with different cases
of the deployment, whether there is a need for monolith structure or independent
service to launch locally for testing purposes. Modularity provides benefits even further,

right up to service productization, if desired.

This thesis is accomplished as a professional article, because of the partial recognition of

studies and competence.
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Tietoalustan automatisoitu kayttoonotto hyodyntaa
modulaarista komponenttirakennetta

- asiantuntija-artikkeli

Wireless Communications and Cybesecurity -tutkimusryhma on kehittanyt osana
tutkimushanketoimintaansa tietoalustan datan siirtoa varten. Hanketoiminnan vuoksi
tietoalustalla on tuotekehityksen lisdaksi koulutukseen, tutkimukseen ja innovointiin
liittyvia tavoitteita, jotka ndkyvat myos kdyttéonoton prosessisen kehityksessa.
Testausvaiheessa kdyttdonoton prosessiin on sisdllytetty palvelun arkkitehtuuri ja
kehitysymparistd sisdltden asennukseen, konfigurointiin ja kdynnistykseen liittyvat

vaiheet.

Modulaarinen komponenttirakenne tarjoaa monenlaisia hyotyja tietoalustan parissa
tyoskenteleville. Prosessi itse on helppo, selked, staattinen ja strukturoitu, tarpeen
vaatiessa joka kayttokerralla tdysin samanlainen. Modulaariset komponentit ovat
joustavia ja uudelleenkaytettdvia, mahdollistaen erilaisten yhdistelmien kdyttéénoton
kdyttajan tarpeiden mukaan. Modulaarisuus tarjoaa mahdollisuuksia myds jatkoon, aina

kdyttéonoton prosessin tuotteistamiseen (palvellullistaminen) asti.
Tama tyo on toteutettu osittaisen hyvaksiluvun prosessin vuoksi asiantuntija-artikkelina.

Asiasanat:

Kayttoonotto, modulaarinen komponentti, tietoalusta
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1 Introduction

Deployment might sound simple, easy, and fast phase where system, service, software,
server, functionality or any other set or part of the software infrastructure is prepared to
be used. And simple it is, at least when the environment is static and stable in terms of
straightforward development process, where aim is to proceed from plan to finished
product.

However, projects that have other objectives, for example educational, exploratory, or
innovational beside the development process, might face difficulties during deployment
of unfinished, experimental, or floating parts of the infrastructure. To ease the usage of
every part of the infrastructure in every phase of development process and lifecycle by
anyone in interaction, there is an active testing process in progress where reusable and
compatible components are used to construct modules for automated deployment
process.

This thesis is accomplished as a professional article for the Wireless Communications and
Cybersecurity research group because of the partial recognition of studies and

competence.
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2 Research data platform

Wireless Communication and Cybersecurity research group’s one area of expertise is in
maritime environments, with technologies and digitalization related to automated and
autonomous maritime surface vessels and relative aspects and subdivisions [1]. Projects
have covered a wide range of activities related to maritime testbeds and test
environments for digital infrastructures [1] and one subdivision to work with has been
developing research data platform, a data transfer and storing pipeline as transboundary
service (Figure 1.) in central of the research group’s project organization [2].

Data collection WP1: Maritime
/ logistics and
manufacturing

Sensor platform
integrations,
WP6: Smart Cybersecurity
Connectivity testing

—

Decision making

Peak data, 3D dat

User input

WP6: Open data and

agreements

WP4: Data platform
and Al test facility

Q Simulator Data

Measured Data, _
WP5: Visualizations Decision making, WP3: Simulators and

and user interfaces cybersecurity testing digital twin design

Figure 1. Work packages related to each other in ARPA project [2].

Origin of the research data platform is in the ARPA project, where core functions of the
service were defined and developed in the years 2020 — 2023 [3]. After that, the
development of the data platform has been implemented to research group’s projects
that exploit the features of the data platform. Data pipeline in platform includes

receiving, handling, storing, and restoring the data.

Key features in the platform from the deployment point of view are the service
architecture, development environment including core team with permanent workers of
the project, subcontractors, and temporary workforce. Although deployment is quite
often part of DevOps processes [4], and at least in theory, it usually includes planning
and some kind of continuous CI/CD -pipeline [5, 6], in the end, it is a process where
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servers, systems, services, applications, or codes go through pre-defined rules in certain
order to install, configurate, and launch whatever deployable system component [7]. At
this point automated deployment in the platform refers to installing, configuring, and
launching the data pipeline service itself, not everyday development work based on
coding.
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3 Distributed service structure enables modularity in

deployment

Architecture of the research data platform is constructed based on multiple services.
These individually and independently working services are connected to each other via
a message broker forming a seamless pipeline of data flow both in and out of the
platform. Services forming the pipeline in the platform are hosted on several different
virtual machines.

At this point, there are already seven (7) machines on the server side where each has a
single service built and running. These services are responsible for pre-defined areas and
functionalities of the data platform’s features, each own one, and are a minimum viable
architecture that supports the core actions of the platform in a way it is designed to
(Figure 2).

B
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Figure 2. Architecture of the Research Data Platform.

Constructing each of these services requires setting up a proper virtual machine with
necessary resources, installing needed applications and configuring supporting
software’s, dependencies, and service itself and of course, launching the service. In
addition, some services require configuring, setting up, and launching custom utilities,
scheduled tasks, and reoccurring jobs too.

Software projects come fast into situations, where manual deployment becomes too

heavy and unnecessary challenging: the more there are elements to consider and
dependencies affecting each other, the more demanding and time consuming the work
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becomes. An appropriately functioning deployment process requires competence,
knowledge, and understanding not only for service itself, but also for example a version
compatibility and dependency management. Seamless workflow is not obvious, but
rather an area of expertise to combine single working units to one functioning entity. [8,
9]

Research data platform has grown over the years of development process (Figure 3.) and
preparing it for the usage requires a lot of resources that should be used efficiently.
Continuing development and possible future scaling of the services will also multiply
work that is needed to complete the deployment process every time it is done.
Distribution of the services simplifies the deployment process in the platform by limiting
the amount of interacting parts in the environment the service is functioning. Carefully
completed preparations straightforward the processes and are prerequisite for stable
ground deployment can be built on.

5 setup_rdp.sh [} 14.07 KiB Re

1 t1/bin/bash

2

3 # This bash script is to setup and confic rch data platform service
4 # automatically to one machine. If platfc 1re Se

5 # to run in multiple devices, please run separate bash scripts individually
6 # 1in specific device

7

8 # checks if there is python3 installed

9 # and installs if not

10

11 if ! hash python3 ; then

12 echo "python3 required, installing..."

13 sudo apt install python3

14

15 elif ! hash python3 ; then

16 sudo apt install git gcc make

17 git clone https://github.com/python/cpython

18 cd cpython

513 EnvironmentFile=$HomePath/env_var.sh
514 User=$SystemdServiceUser

515 Group=$SystemdServiceGroup

516 Type=simple

517

518 [Installl]

519 WantedBy=multi-user.target

520 " > $SystemdServicePath/pulsar_data_request_listener.service
521

522 sleep 2

523

524 sudo systemctl daemon-reload

525 sudo systemctl start pulsar_data_request_listener.service
526 e e A R

Figure 3. Example of deploying platform as monolith service, notice line amount of the

script.
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10

Service structure is quite complex with multiple different services to handle and there is
always the possibility of further complexity with growing number of new services and
servers when developing and scaling the platform for future needs. Automation enables
the uniformity and predictability to the deployment that both exploits the carefully
defined and prepared process and reduces expensive and unnecessary resource usage
and overlapping and repetitive actions and work duties.
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4 Deployment process follows structure constructed from

modular components

Every phase of deployment has been constructed to its own module which can be used
together to build components for the deployment process. Single module is the smallest
part of the process and usually contains only one deployable activity (Figure 4). Single
component is constructed based on modules needed to define, configure, set up, install,
and launch one service of the platform to the proper environment. Most modules run
their functionalities fully or at least mainly automatedly after user interference or
programmatic triggers, but few of the modules require manual input from the user.

sudo apt update

INSTALL_APT_PACKAGES="python3-pip git net-tools curl"
for i in $INSTALL_APT_PACKAGES; do

sudo apt-get install -y $i
done

INSTALL_PYTHON_LIBRARIES="pulsar-client paho-mqtt config Flask"

for x in $INSTALL_PYTHON_LIBRARIES; do
| yes | pip install $x
done

Figure 4. Example of dependencies -module from for storage handler service.

Deployment of the research data platform is enabled to be automated using two
different tools: bash script (Figure 5) and Docker containers (Figure 6). Every service has
its own deployment component with both tools but in addition, there is also a bash
deployment component for installing the platform as a monolith service to one machine.
All deployment alternatives use the same prerequisites and dependencies insofar as
they are not service specific. Main difference between containers and bash scripts is the
way services are executed and managed inside the deployable environment. Containers
launch and maintain services itself, while bash scripts relay operating system’s systemd
service files when launching and managing services.
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#!bin/bash

# Data source gateway deployment

sh ./python_installation.sh

source ./dsg_setup_conf.cfg

1
2
3
4
5
6
7
8
9

sh ./dsg_dependencies.sh

R
R o

sh ./dsg_systemd.sh

=
N

Figure 5. Example of a bash deployment file from data source gateway service.

FROM ubuntu:22.04
ENV DEBIAN_FRONTEND=noninteractive

RUN mkdir /rdp
WORKDIR /rdp

RUN DEBIAN_FRONTEND=noninteractive && TZ=Europe/Helsinki && apt update && apt -y install tzdata
RUN apt update && apt install sudo

W oo N, WN R

o
)

ADD . .

[
w N

RUN bash dsg_dependencies.sh
RUN chmod 777 start_services.sh

(R
o u »

ENTRYPOINT ["/bin/bash", "-c", "source RDPvenv/bin/activate && ./start_services.sh"]
Figure 6. Example of a Docker file from data source gateway service.

Requirements vary also between third party applications and customized (self-written)
services. Configurations, utilities and other possible supportive applications and services
are service specific too and require separate consideration in the deployment process.
Despite of these service specific details, the main process in automated deployment
follows a consistent format and therefore enables different phases of the process to be
used simultaneously in different deployment cases.
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5 Compile, prepare, deploy! Deployment in action

Although automated deployment is the main point of this article, in the case of the
research data platform, the deployment process actually starts much earlier. When
started from scratch, there needs to be machines to prepare and set up before any codes
or programs can be executed. In addition to machines to host, the platform also needs
an environment for where to run the deployment processes. These phases are not
included in the automated deployment process of the platform itself, but process
description contains literal instructions about the environment, computational resources
and other prerequisites needed in order to run the services properly.

These first steps are done manually beforehand and after that, the deployment process
of the service itself starts by preparing a proper environment. In Docker, this means
launching the correct operating system first, and then preparing proper baseline
installations that are called requirements in the data platforms deployment process.
With bash installation, the environment is already prepared when setting up the
machine(s) for the service and deployment starts with installing the needed
requirements.

Requirements include installing correct programming language and runtime
environment and for bash installations, also virtual environment to restrict and control
service dependencies. At this step, also the possible and/or necessary users, groups,
roles, and privileges are defined and created to be used by the service. When starting
the deployment process, the user should first define and manually set the proper
configurations for the service to predefined configuration files (Figure 7.).

# Location to the systemd service directory
SystemdServicePath="/1ib/systemd/system"

# Configurations for service files owner privileges
SystemdChownUser=""
SystemdChownGroup=""

# Path to python3 and directory where script files are for service ExecStart and
WorkingDir configuration

PythonPath="/usr/bin/python3"

ScriptsPath="~/research_platform/tsirp"

# Configurations for service user and group
SystemdServiceUser=""
SystemdServiceGroup=""

Figure 7. Example of a configuration file.

These simple text files contain local configuration parameters that vary based on for
example use case and location of the service. Files have identical structure where every
needed configuration is defined with key-value -pairs and these configurations are used
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for example defining user credentials, necessary connection parameters (for example ip
addresses and port numbers), and microservice identification for authorization and
authentication purposes (for example credentials to create tokens).

Dependencies refer to both apt and pip packages required for the service to run properly.
Administrators guarantee full and complete service functionality based on predefined
conditions and therefore versions of the used packages are also defined carefully.
Version upgrades are, of course, possible to be done by user, but it is important to notice
that newest versions might have dependencies that are not included in version as it is
currently in production.

Some services have custom utilities and other service-related tasks that need to be
prepared and deployed too. These utilities have been written to own individual bash files
that contain commands to prepare, install, construct, implement, and launch the task.
Most of these tasks have a recurring nature and the script also contains commands to
schedule utility tasks correctly. These files can be used both by container deployment
and bash deployment.

Finally, the deployment process has a phase for service to be used as a part of the
research data platform pipeline. In Dockerfiles, this executable command is set to
ENTRYPOINT instructions for the service to be launched. In bash installation, all service
components that construct the certain service, have been written to operational systems
system software that executes the proper command(s) for launching the service.
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6 Benefits of the modularity in deployment process

Deployment based on modular components sounds great when it is written down here
like this with all the good assumptions brought up. But does it actually work as well in
practice as in paper? Being now in test use at the platform, there are of course questions
related to its functioning that can not yet be answered. But based on usage this far, there
are already multiple factors that advocate continuing to test and develop work still
further.

Of course, one main advantage is easy, clear, static, and structured deployment. When
necessary, the deployment process is always exactly the same and duplicable as it is. This
is crucial especially in a production environment, when service is dependent on a certain
environment, applications, third party services, installations, configurations, and specific
versions.

The dysfunctional parts of the services and single service can be built repeatedly time
after time and just like they were originally, without the need to spend resources to
construct the instructions for the deployment process again every time. This is of course,
a benefit of the deployment process even without modularity. The extra layer modular
components provide to the deployment is a much easier and better management of sub-
services and -processes whenever there is no need to start everything from a clean slate.
Deployment process consists of the latest information about apt and pip packages with
appropriate version information included.

Files related to deployment and installation process are part of software repository
which means that it is included to the software’s version control automatically (Figure
8.). This ensures the process is always combined to the latest version of the service in
production. Administrators and developers have, of course, the responsibility to up to
date both the service and the process simultaneously, but here documentation have an
important role, but also the habit to do so and understanding about the critical part
deployment and installation has in services’ overall architecture.

dsg_dependencies.sh Added flaask_cors as new dependency for data source gat... 1 month ago

5 dsg_setup_conf.txt Added Dockerfile, dependency installation script and conf, ... 6 months ago

Figure 8. Example of deployable modules in GitLab version control.

Development work of the data platform is divided into a few different sub-divisions in
work tasks and turnover of the developers is quite high, at least outside the core team
of expertise. For example, there are hundreds if not thousands of hours of development
work done for the platform annually by students. These mutually beneficial co-
operations are usually limited in terms of time and that’s why assignments are usually
quite strict, concerning specific parts of the service and/or specific functionality.
Independent service structure makes it possible to use only those services that are
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crucial when developing that certain assignment. Especially with temporary or part-time
workforce it is important that everyone can get started with the work itself without the
need to worry about how to get everything running at first.

When deployment is fast and easy, precious resources are not wasted on understanding
the whole architecture, structure, and concept of the research data platform at once,
but one part at a time. Modularity in deployment also reduces need for resources, when
development work is done locally, because there is no need for installing and deploying
the whole platform to a local machine, only those parts and services that are needed to
complete certain assignments. With this, it is possible to significantly reduce the amount
of information at a time, focus on essentialities of certain tasks and increase the
knowledge in a controlled manner. Familiarization to the parts included in deployment
will happen during work to the extent that it is necessary in everyone's individual
situation.
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7 Continuous development of the deployment process

Like said above, the automated deployment process based on modular components is
under constant development, just like the service(s) to which it applies. However, that is
not all development work related to it. The process itself is under continuous
development and there are objectives to improve it still further.

The further platform as a service is proceeding and the more it grows within, the more
there are requirements related to the deployment. Process itself needs resources, both
computational and human and the wider it gets, the more resources it will use. Updating
and maintaining the process takes its own share of the work. There are expectations for
the deployment process to give more to the project than it takes, and one way to
increase the efficiency is to modify the use cases of the automated deployment further.

At least in theory, modularity of the deployment allows usage in as many ways as there
are single components to use either separately or in various combinations. Of course,
every customization demands manual intervention from user at least with
configurations, but technically different parts of the platform can be put into service
anywhere. For example, parts of the service can be installed and launched to be used in
local machines of research groups test vessel eM/S Salama [10, 11], that is used to collect
maritime data. With that, some of the pipeline processes could be used instantly at the
time data is collected in the environment collection is done because there is not yet a
possibility to transfer the data over the network.

One possible direction for the development work and goal for the process could be
service productization. With bash deployment, it is already possible to write modules to
accept user inputs and, in that way, to be more self-directive and user friendly. This
requires more work from developers to the background of the process, but it might
fasten and simplify the use and the process itself significantly. There are a lot of third-
party tools to be used for the deployment process already, so the direction of the
deployment might be reasoned in the future.
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