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Research data pla-orm is a data transfer pipeline, a transboundary service in central of 

the Wireless Communica:ons and Cybersecurity research group’s project organiza:on.  

Development of the data pla-orm have objec:ves related to the development of the 
pla-orm itself as a product. However, there are other objec:ves too, including 

educa:onal, exploratory, and innova:onal. Because of this, the pla-orm is under 

con:nuous development process and in the center of the deployment process of the 
pla-orm are service architecture and development environment, including installing, 
configuring, and launching the data pipeline service.  

 

Deployment process with modular components provide mul:ple benefits for those 
working with pla-orm. The process itself is easy, clear, sta:c, and structured, every :me 

the same, if needed. Modular components are flexible and reusable, with different cases 

of the deployment, whether there is a need for monolith structure or independent 
service to launch locally for tes:ng purposes. Modularity provides benefits even further, 

right up to service produc:za:on, if desired. 

 
This thesis is accomplished as a professional ar:cle, because of the par:al recogni:on of 

studies and competence. 
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Tietoalustan automatisoitu käyttöönotto hyödyntää 
modulaarista komponenttirakennetta 

- asiantuntija-artikkeli 

Wireless Communica:ons and Cybesecurity -tutkimusryhmä on kehiOänyt osana 
tutkimushanketoimintaansa :etoalustan datan siirtoa varten. Hanketoiminnan vuoksi 

:etoalustalla on tuotekehityksen lisäksi koulutukseen, tutkimukseen ja innovoin:in 

liiOyviä tavoiOeita, jotka näkyvät myös käyOöönoton prosessisen kehityksessä. 
Testausvaiheessa käyOöönoton prosessiin on sisällyteOy palvelun arkkitehtuuri ja 

kehitysympäristö sisältäen asennukseen, konfiguroin:in ja käynnistykseen liiOyvät 
vaiheet.  
 

Modulaarinen komponenQrakenne tarjoaa monenlaisia hyötyjä :etoalustan parissa 

työskenteleville. Prosessi itse on helppo, selkeä, staaQnen ja strukturoitu, tarpeen 

vaa:essa joka käyOökerralla täysin samanlainen. Modulaariset komponen:t ovat 

joustavia ja uudelleenkäyteOäviä, mahdollistaen erilaisten yhdistelmien käyOöönoton 

käyOäjän tarpeiden mukaan. Modulaarisuus tarjoaa mahdollisuuksia myös jatkoon, aina 

käyOöönoton prosessin tuoOeistamiseen (palvellullistaminen) as:.  

 

Tämä työ on toteuteOu osiOaisen hyväksiluvun prosessin vuoksi asiantun:ja-ar:kkelina. 
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1 Introduc1on 

Deployment might sound simple, easy, and fast phase where system, service, soZware, 
server, func:onality or any other set or part of the soZware infrastructure is prepared to 
be used. And simple it is, at least when the environment is sta:c and stable in terms of 
straigh-orward development process, where aim is to proceed from plan to finished 
product.  
 
However, projects that have other objec:ves, for example educa:onal, exploratory, or 
innova:onal beside the development process, might face difficul:es during deployment 
of unfinished, experimental, or floa:ng parts of the infrastructure. To ease the usage of 
every part of the infrastructure in every phase of development process and lifecycle by 
anyone in interac:on, there is an ac:ve tes:ng process in progress where reusable and 
compa:ble components are used to construct modules for automated deployment 
process. 
 
This thesis is accomplished as a professional ar:cle for the Wireless Communica:ons and 
Cybersecurity research group because of the par:al recogni:on of studies and 

competence. 
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2 Research data pla8orm 

Wireless Communica:on and Cybersecurity research group’s one area of exper:se is in 
mari:me environments, with technologies and digitaliza:on related to automated and 
autonomous mari:me surface vessels and rela:ve aspects and subdivisions [1]. Projects 
have covered a wide range of ac:vi:es related to mari:me testbeds and test 
environments for digital infrastructures [1] and one subdivision to work with has been 
developing research data pla-orm, a data transfer and storing pipeline as transboundary 
service (Figure 1.)  in central of the research group’s project organiza:on [2].  
 
 

Figure 1. Work packages related to each other in ARPA project [2]. 

Origin of the research data pla-orm is in the ARPA project, where core func:ons of the 

service were defined and developed in the years 2020 – 2023 [3]. AZer that, the 

development of the data pla-orm has been implemented to research group’s projects 
that exploit the features of the data pla-orm. Data pipeline in pla-orm includes 

receiving, handling, storing, and restoring the data. 

Key features in the pla-orm from the deployment point of view are the service 
architecture, development environment including core team with permanent workers of 
the project, subcontractors, and temporary workforce. Although deployment is quite 
oZen part of DevOps processes [4], and at least in theory, it usually includes planning 
and some kind of con:nuous CI/CD -pipeline [5, 6], in the end, it is a process where 
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servers, systems, services, applica:ons, or codes go through pre-defined rules in certain 
order to install, configurate, and launch whatever deployable system component [7]. At 
this point automated deployment in the pla-orm refers to installing, configuring, and 
launching the data pipeline service itself, not everyday development work based on 
coding. 
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3 Distributed service structure enables modularity in 

deployment 

Architecture of the research data pla-orm is constructed based on mul:ple services. 
These individually and independently working services are connected to each other via 
a message broker forming a seamless pipeline of data flow both in and out of the 
pla-orm. Services forming the pipeline in the pla-orm are hosted on several different 
virtual machines.  
 
At this point, there are already seven (7) machines on the server side where each has a 
single service built and running. These services are responsible for pre-defined areas and 
func:onali:es of the data pla-orm’s features, each own one, and are a minimum viable 
architecture that supports the core ac:ons of the pla-orm in a way it is designed to 
(Figure 2).  
 

 
Figure 2. Architecture of the Research Data Pla-orm. 

 
Construc:ng each of these services requires seQng up a proper virtual machine with 
necessary resources, installing needed applica:ons and configuring suppor:ng 
soZware’s, dependencies, and service itself and of course, launching the service. In 
addi:on, some services require configuring, seQng up, and launching custom u:li:es, 
scheduled tasks, and reoccurring jobs too.  
 
SoZware projects come fast into situa:ons, where manual deployment becomes too 
heavy and unnecessary challenging: the more there are elements to consider and 
dependencies affec:ng each other, the more demanding and :me consuming the work 
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becomes. An appropriately func:oning deployment process requires competence, 
knowledge, and understanding not only for service itself, but also for example a version 
compa:bility and dependency management. Seamless workflow is not obvious, but 
rather an area of exper:se to combine single working units to one func:oning en:ty. [8, 
9] 
 
Research data pla-orm has grown over the years of development process (Figure 3.) and 
preparing it for the usage requires a lot of resources that should be used efficiently. 
Con:nuing development and possible future scaling of the services will also mul:ply 
work that is needed to complete the deployment process every :me it is done. 
Distribu:on of the services simplifies the deployment process in the pla-orm by limi:ng 
the amount of interac:ng parts in the environment the service is func:oning. Carefully 
completed prepara:ons straigh-orward the processes and are prerequisite for stable 
ground deployment can be built on. 
 

Figure 3. Example of deploying pla-orm as monolith service, no:ce line amount of the 

script. 
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Service structure is quite complex with mul:ple different services to handle and there is 
always the possibility of further complexity with growing number of new services and 
servers when developing and scaling the pla-orm for future needs. Automa:on enables 
the uniformity and predictability to the deployment that both exploits the carefully 
defined and prepared process and reduces expensive and unnecessary resource usage 
and overlapping and repe::ve ac:ons and work du:es. 
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4 Deployment process follows structure constructed from 

modular components 

Every phase of deployment has been constructed to its own module which can be used 
together to build components for the deployment process. Single module is the smallest 
part of the process and usually contains only one deployable ac:vity (Figure 4). Single 
component is constructed based on modules needed to define, configure, set up, install, 
and launch one service of the pla-orm to the proper environment. Most modules run 
their func:onali:es fully or at least mainly automatedly aZer user interference or 
programma:c triggers, but few of the modules require manual input from the user. 
 

                    
Figure 4. Example of dependencies -module from for storage handler service. 

Deployment of the research data pla-orm is enabled to be automated using two 
different tools: bash script (Figure 5) and Docker containers (Figure 6). Every service has 
its own deployment component with both tools but in addi:on, there is also a bash 
deployment component for installing the pla-orm as a monolith service to one machine.  
All deployment alterna:ves use the same prerequisites and dependencies insofar as 
they are not service specific. Main difference between containers and bash scripts is the 
way services are executed and managed inside the deployable environment. Containers 
launch and maintain services itself, while bash scripts relay opera:ng system’s systemd 
service files when launching and managing services.  
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Figure 5. Example of a bash deployment file from data source gateway service. 

 
Figure 6. Example of a Docker file from data source gateway service. 

Requirements vary also between third party applica:ons and customized (self-wriOen) 
services. Configura:ons, u:li:es and other possible suppor:ve applica:ons and services 
are service specific too and require separate considera:on in the deployment process. 
Despite of these service specific details, the main process in automated deployment 
follows a consistent format and therefore enables different phases of the process to be 
used simultaneously in different deployment cases. 
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5 Compile, prepare, deploy! Deployment in ac1on 

Although automated deployment is the main point of this ar:cle, in the case of the 
research data pla-orm, the deployment process actually starts much earlier. When 
started from scratch, there needs to be machines to prepare and set up before any codes 
or programs can be executed. In addi:on to machines to host, the pla-orm also needs 
an environment for where to run the deployment processes. These phases are not 
included in the automated deployment process of the pla-orm itself, but process 
descrip:on contains literal instruc:ons about the environment, computa:onal resources 
and other prerequisites needed in order to run the services properly.  
 
These first steps are done manually beforehand and aZer that, the deployment process 
of the service itself starts by preparing a proper environment. In Docker, this means 
launching the correct opera:ng system first, and then preparing proper baseline 
installa:ons that are called requirements in the data pla-orms deployment process. 
With bash installa:on, the environment is already prepared when seQng up the 
machine(s) for the service and deployment starts with installing the needed 
requirements. 
 
Requirements include installing correct programming language and run:me 
environment and for bash installa:ons, also virtual environment to restrict and control 
service dependencies. At this step, also the possible and/or necessary users, groups, 
roles, and privileges are defined and created to be used by the service. When star:ng 
the deployment process, the user should first define and manually set the proper 
configura:ons for the service to predefined configura:on files (Figure 7.).  
 

 
Figure 7. Example of a configura:on file.  

These simple text files contain local configura:on parameters that vary based on for 
example use case and loca:on of the service. Files have iden:cal structure where every 
needed configura:on is defined with key-value -pairs and these configura:ons are used 
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for example defining user creden:als, necessary connec:on parameters (for example ip 
addresses and port numbers), and microservice iden:fica:on for authoriza:on and 
authen:ca:on purposes (for example creden:als to create tokens).  
 
Dependencies refer to both apt and pip packages required for the service to run properly. 
Administrators guarantee full and complete service func:onality based on predefined 
condi:ons and therefore versions of the used packages are also defined carefully. 
Version upgrades are, of course, possible to be done by user, but it is important to no:ce 
that newest versions might have dependencies that are not included in version as it is 
currently in produc:on.  
 
Some services have custom u:li:es and other service-related tasks that need to be 
prepared and deployed too. These u:li:es have been wriOen to own individual bash files 
that contain commands to prepare, install, construct, implement, and launch the task. 
Most of these tasks have a recurring nature and the script also contains commands to 
schedule u:lity tasks correctly. These files can be used both by container deployment 
and bash deployment. 
 
Finally, the deployment process has a phase for service to be used as a part of the 
research data pla-orm pipeline. In Dockerfiles, this executable command is set to 
ENTRYPOINT instruc:ons for the service to be launched. In bash installa:on, all service 
components that construct the certain service, have been wriOen to opera:onal systems 
system soZware that executes the proper command(s) for launching the service.  
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6 Benefits of the modularity in deployment process 

Deployment based on modular components sounds great when it is wriOen down here 
like this with all the good assump:ons brought up. But does it actually work as well in 
prac:ce as in paper? Being now in test use at the pla-orm, there are of course ques:ons 
related to its func:oning that can not yet be answered. But based on usage this far, there 
are already mul:ple factors that advocate con:nuing to test and develop work s:ll 
further. 
 
Of course, one main advantage is easy, clear, sta:c, and structured deployment. When 
necessary, the deployment process is always exactly the same and duplicable as it is. This 
is crucial especially in a produc:on environment, when service is dependent on a certain 
environment, applica:ons, third party services, installa:ons, configura:ons, and specific 
versions.  
 
The dysfunc:onal parts of the services and single service can be built repeatedly :me 
aZer :me and just like they were originally, without the need to spend resources to 
construct the instruc:ons for the deployment process again every :me. This is of course, 
a benefit of the deployment process even without modularity. The extra layer modular 
components provide to the deployment is a much easier and beOer management of sub-
services and -processes whenever there is no need to start everything from a clean slate.  
Deployment process consists of the latest informa:on about apt and pip packages with 
appropriate version informa:on included.  
 
Files related to deployment and installa:on process are part of soZware repository 
which means that it is included to the soZware’s version control automa:cally (Figure 
8.). This ensures the process is always combined to the latest version of the service in 
produc:on. Administrators and developers have, of course, the responsibility to up to 
date both the service and the process simultaneously, but here documenta:on have an 
important role, but also the habit to do so and understanding about the cri:cal part 
deployment and installa:on has in services’ overall architecture. 
 

 
Figure 8. Example of deployable modules in GitLab version control. 

Development work of the data pla-orm is divided into a few different sub-divisions in 
work tasks and turnover of the developers is quite high, at least outside the core team 
of exper:se. For example, there are hundreds if not thousands of hours of development 
work done for the pla-orm annually by students. These mutually beneficial co-
opera:ons are usually limited in terms of :me and that’s why assignments are usually 
quite strict, concerning specific parts of the service and/or specific func:onality. 
Independent service structure makes it possible to use only those services that are 
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crucial when developing that certain assignment. Especially with temporary or part-:me 
workforce it is important that everyone can get started with the work itself without the 
need to worry about how to get everything running at first.  
 
When deployment is fast and easy, precious resources are not wasted on understanding 
the whole architecture, structure, and concept of the research data pla-orm at once, 
but one part at a :me. Modularity in deployment also reduces need for resources, when 
development work is done locally, because there is no need for installing and deploying 
the whole pla-orm to a local machine, only those parts and services that are needed to 
complete certain assignments. With this, it is possible to significantly reduce the amount 
of informa:on at a :me, focus on essen:ali:es of certain tasks and increase the 
knowledge in a controlled manner. Familiariza:on to the parts included in deployment 
will happen during work to the extent that it is necessary in everyone's individual 
situa:on.  
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7 Con1nuous development of the deployment process 

Like said above, the automated deployment process based on modular components is 
under constant development, just like the service(s) to which it applies. However, that is 
not all development work related to it. The process itself is under con:nuous 
development and there are objec:ves to improve it s:ll further.  
 
The further pla-orm as a service is proceeding and the more it grows within, the more 
there are requirements related to the deployment. Process itself needs resources, both 
computa:onal and human and the wider it gets, the more resources it will use. Upda:ng 
and maintaining the process takes its own share of the work. There are expecta:ons for 
the deployment process to give more to the project than it takes, and one way to 
increase the efficiency is to modify the use cases of the automated deployment further.  
 
At least in theory, modularity of the deployment allows usage in as many ways as there 
are single components to use either separately or in various combina:ons. Of course, 
every customiza:on demands manual interven:on from user at least with 
configura:ons, but technically different parts of the pla-orm can be put into service 
anywhere. For example, parts of the service can be installed and launched to be used in 
local machines of research groups test vessel eM/S Salama [10, 11], that is used to collect 
mari:me data. With that, some of the pipeline processes could be used instantly at the 
:me data is collected in the environment collec:on is done because there is not yet a 
possibility to transfer the data over the network. 
 
One possible direc:on for the development work and goal for the process could be 
service produc:za:on. With bash deployment, it is already possible to write modules to 
accept user inputs and, in that way, to be more self-direc:ve and user friendly. This 
requires more work from developers to the background of the process, but it might 
fasten and simplify the use and the process itself significantly. There are a lot of third-
party tools to be used for the deployment process already, so the direc:on of the 
deployment might be reasoned in the future. 
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