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Abstract

In modern software development, and IT industry in general, the need for information security assurance is
increasing by the day. ISO 27001 is well known and the current de facto information security standard and
getting certified has many benefits from minimizing the risk of information security incidents to increasing
customer trust and sales. The thesis sought to answer the question of how a small to medium sized soft-
ware company can prepare their DevOps functions for ISO 27001 certification.

The thesis was split into three parts and sub questions. First ISO 27001 standard’s Annex A was reviewed,
and controls related to DevOps were identified and listed followed by a literary review of different online
sources to find the best practices and recommendations related to these ISO 27001 controls to answer the
sub questions of how a company’s current situation can be mapped out and what kind of best practices
should be in place to become certified. The last sub question was how to implement the recommendations
and thus the last part is a practical section of making the improvements. All of these findings were applied
at the same time to Company X, a medium-sized software company, and their environment was used in the
last part as an example on the parts where publishing was possible. The actions made in Company X are in-
cluded in appendixes that were made confidential.

The result was a theoretical and in-practice step-by-step guide for DevOps teams in small to medium soft-
ware businesses on how to improve their security posture following ISO 27001 best practices whether the
goal is to become certified or just doing things in a more secure way. However, the thesis did not become a
complete guide as some bigger topics, like creating continuity plans, had to be left out due to the size of the
task and/or because they required company-wide decision making. In addition to the actual guide, it was
found out how much becoming certified or compliant with any information security framework is a team
effort of the whole company, not just technical staff, and that management blessing is crucial for success.
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1 Software industry, DevOps and the need for information security
certification

In the software industry DevOps, Development and Operations, serves as the collaboration of de-
velopment team and operations (platform) team. Lately, an added term of Security has been im-
plemented to create DevSecOps, the part of the software development process taking care that
the code and the produced products are secure for the customers and end users. Since the con-
cept of DevSecOps is so new, first mentioned in the early 2010’s (Duc, 2023), there are still a lot of
things to define, best practices to create and not all companies have a clear picture what it is and

how it can be utilized in their development processes.

As the demand for security gets more and more common in the cyberthreat-ridden world, soft-
ware companies are wondering how to improve it in their operations. One good, even recom-
mended, option is to rely on a framework or a standard and I1SO 27001, the world’s best known
cyber security standard according to International Organization for Standardization (I1SO) (ISO/IEC

27001, n.d.), is the most common solution. In the present thesis version ISO 27001:2023 is used.

There are many reasons for an organization to become ISO 27001 certified. In addition to wanting
to operate more securely, one is that it provides existing and potential customers and collabora-
tors reassurance that the company is doing something right regarding information and cyber secu-
rity and they can be trusted with services and data. One other reason is to increase business op-
portunities that would otherwise be unreachable, as many companies in for example central
Europe do not want to even deal with software vendors that are not certified. Without the certifi-
cation business expanding plans might come to a halt, which speaks for the importance of it. Also,
European Union is becoming more and more demanding concerning information security in com-
panies, and the new NIS 2 directive coming into effect in Fall 2024 overlaps in many parts with ISO

27001.

Despite I1ISO 27001 being so popular and studies having been done on how to generally implement
it on SMEs (e.g. Valdevit et al. 2009; Ramadhan & Rose 2022), the problem is that there are not
many free or easily available guides online on how to make the actual practical improvements to a
corporate environment in accordance with the standard’s controls. However, lots of good advice

and guidance is behind expensive consultation contracts.



The present thesis gives small to medium software businesses comprehensive guidelines how to
prepare their development environment for ISO 27001 using the current best practices of the
DevSecOps field. Although 1SO 27001 is a standard for Information Security Management System
(ISMS), and thus, it covers a large part of any company’s IT and data management environment,
this thesis will be limited only to parts that relate to DevOps and development infrastructure, also

leaving out anything directly related to the actual code itself.

2 Research design and thesis structure

2.1 Research problem and research questions

Getting ISO 27001 certification is not a quick or easy task. It may not be obvious to a company
what kind of things even affect DevSecOps, and online guides only barely scratch the surface of
the topic, telling the reader to buy consultation to get more detailed help. It is true that in many
cases there are not one-size-fits-all solutions. Every company’s situation is different, and the
amount and type of work depend heavily on the maturity of the IT and development environment.
The difference in circumstances is, however, where the best practices come in, as in the end using
them is what any security-minded company should aim to do. However, especially small to me-

dium businesses are left to struggle as they often have less resources than bigger enterprises.

To help SMBs improve their security posture, the main research question of the thesis is How to
make a small to medium sized software company's DevOps compliant to ISO 27001 using industry

best practices? The thesis is divided into three parts or sub questions:

1) How to map out the current situation of DevOps regarding ISO 27001 requirements in a
small-to-medium sized software company?

2) What best practices or recommendations can be found in previous research or industry-
related literature about DevSecOps and compliance to any quality frameworks, especially
ISO 270017

3) How to implement ISO 27001 related DevSecOps improvements in accordance with the
previously found best practices/recommendations?



2.2 Thesis structure

The thesis has seven chapters. The first is introduction to the topic and the second is describes the
background of the research, like research questions, methods and the goal. Chapter three explains

the theory of basic concepts needed to understand the topic.

Main work is split to three chapters based on the research questions: chapter 4 /SO 27001 and
DevOps controls contains the review on ISO 27001 standard itself to find the controls related to
DevOps. Chapter 5 ISO 27001 and DevOps best practices is the main research part where best
practices for these controls are investigated and selected and chapter 6 Examples of applying I1SO
27001 requirements has practical applications for them. Lastly there is chapter 7 The outcome for

conclusions and discussion on the thesis.

2.3 Previous research and the goal of the thesis

Previous research on the exact same topic of DevSecOps and ISO 27001 is scarce. There are arti-
cles and theses on either only the development of DevSecOps and/or compliance or ISO 27001 im-
plementations, but not all at the same time. This industry also relies heavily on peer guides, of
which most can be found online using search engines for example, but the information is scattered
all over smaller articles, videos and blog posts on one small topic at the time and finding a compre-

hensive step-by-step guide is difficult.

Thus, the goal of the thesis is to create a comprehensive step-by-step guide for small to medium
sized software businesses in how to find and make the necessary DevSecOps improvements to be-
come ISO 27001 compliant. The solution is divided into three parts based on the research sub
guestions: In first part the parts and controls of ISO 27001 standard related to DevSecOps are
picked out and mapped to parts of the company’s development infrastructure while assessing
them. In the second part the industry best practices considering the ISO 27001 controls, that have
been defined in part one, are examined and introduced. In the last part, concrete examples of how

to make the improvements, are given.

In the big picture, the findings of the present thesis should be useful to any SME software business

looking to get ISO 27001 compliant or certified. At the same time, they provide real-life concrete



examples of the improvements using Company X’s environment, or a plan for needed changes that
should be done later on. Also, because Company X's infrastructure is completely cloud-based, the

scope of the thesis does not cover the security of on-premises equipment.

2.4 Research methods

The thesis consists of three parts. The first two are research based on literary reviews of ISO 27001
itself and various online sources found using Google search, Google Scholar and Janet Finna data-
bases. The third part is a practical application of the best practices that have been found during

the research.

In the first part, addressing the research question how to map out the current situation of DevOps
regarding ISO 27001 requirements in a small-to-medium sized software company, 1SO 27001
standard is reviewed, the parts that are related to DevSecOps are picked out, and cross-referenced
to Company X's systems and documentation to get a picture of the current situation. Key person-

nel of the development team are given questions for information gathering purposes.

For the second part, addressing the research question what best practices or recommendations
can be found in previous research or industry-related literature about DevSecOps and compliance
to any quality frameworks, especially ISO 27001, there is a literary review on the most recent arti-
cles related to DevSecOps implementations and compliance frameworks, focusing on online re-
sources. A literary review is necessary to gather knowledge about industry best practices and how
others have implemented solutions and solved issues within this topic. The research will be nar-
rowed down to contain only subjects that are related to the topics that have been discovered in

part one.

In the third part, addressing the research question how to implement ISO 27001 related
DevSecOps improvements in accordance with the previously found best practices/recommenda-
tions, the findings of parts one and two are cross-referenced and used to make improvements or
give recommendations to improve the current situation. This last part is research-based develop-

ment work, including practical implementations for Company X. The documentation for this work



is included as classified attachments to the thesis, as it contains business secrets and security solu-
tions that cannot be publicly disclosed. However, the public version has generalized suggestions

on the topics.

2.5 Background of Company X

Company X is a Finnish small-to-medium sized software company that employs around 20 people.
Its main business is its own SaaS (Software as a Service) product, but they also do some develop-
ment projects for different customers. There are multiple development teams that have central-
ized DevOps and IT infrastructure people. Currently the company is operating mainly in Finland
but is looking for opportunities to expand to central Europe, especially Germany, and thus, it is

planning to become ISO 27001 certified.

3 Basic concepts

3.1 Software Development

Software Development is an area of Information Technology (IT) that uses code languages to pro-
duce software of different kind to end users. There are multiple types of software, and for exam-
ple IBM categorizes them as system, programming, application or embedded software (What Is
Software Development?, n.d.). Software can be either open-source, that is, created by a person or
a community and distributed freely, or commercial, where the software is protected, licensed and
sold to the end users as a product or as a service (Difference between Open Source Software and

Commercial Software, 2020).

Software development is a process. There are multiple methodologies and ways to do things, but
every software project should go through the Software Development Life Cycle (SDLC): first the
software needs to be planned and designed, then the code itself is implemented and it goes
through testing to make sure it is viable and functions as intended (What Is Software Develop-
ment?, 2023). After the code has passed the tests, it will be deployed, and the end users then get
to access the software. Afterwards everything should be documented, and the process will be re-

peated if new features are introduced, or problems are being fixed.



There are also other aspects in doing software development, like the platform, automation tools,
technologies etc., of which many are in the realm of DevOps, Development and Operations, which
is explained in detail in chapter 2.2. The thesis is done from the perspective of a commercial appli-

cation software producing small-to-medium business.

3.2 DevOps and DevSecOps

DevSecOps is a relatively new term and field of the IT industry. It is a shortened version of Devel-
opment, Security and Operations and is used to describe the process of those three IT teams or
functions working together in creating secure software (What Is DevSecOps?, n.d.-a). The basis is
in DevOps, but lately the industry and software companies have become more aware of the secu-
rity requirements due to the amount of cybercrime and tightening regulations, and thus have
been investing in security personnel and resources to aid their development process. Traditionally,
security has been almost like an afterthought and only applied at the end of the development, if at
all, but DevSecOps is making security an equal part of creating software, integrated into the pro-

cesses.

The purpose of DevOps is to make software development faster, easier and to produce higher
quality products compared to old methods, where development team worked separately from op-
erations and security (What Is DevOps?, n.d.). It relies heavily on automation of processes and is
also a cultural change to increase collaboration between the teams. Some key concepts are con-
tainers, microservices, agile, Continuous Integration (Cl) and Continuous Delivery (CD) that all im-
prove the development process. As speed is a great factor in modern software development, and
DevOps was developed also to reduce the time it takes for software to be released, adding secu-
rity should not ever slow down the process, but the opposite (What Is DevSecOps?, n.d.-b). Thus,
adding security to DevOps is also based on finding the correct tools, like adding Static Application
Security Testing (SAST) to find problems in the code itself and Dynamic Application Security Test-

ing (DAST) to test vulnerabilities as a penetration tester from the outside.
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3.3 1SO 27001

When talking about requirements, the ISO 27001 standard has so far been the de facto IT security
management framework for companies as it outlines best practices for managing information and
cyber security in companies of all sizes (Kosling, 2024). It is widely known and increasingly de-
manded after by customers of software companies, especially bigger corporations and when mak-
ing business in central Europe for example. Many companies use it as an internal framework to im-
prove their security, but if ISO 27001 certified, a business will have something to show their clients

as a proof of their compliance and commitment to security, which will be a sales advantage.

ISO 27001 is actually a standard for Information Security Management System (ISMS), which

means it covers a wide range of different areas of information security in a company and focuses
on giving guidelines on all the aspects that together form an ISMS. It covers all three components
of people, policies, and technical implementations and follows the three principles of information

security: confidentiality, integrity and availability (ISO/IEC 27001, n.d.).

The standard has an annex, that consists of controls (safeguards), that introduce recommended
countermeasures to different cyber and information security risks in four groups: organizational,
people, physical and technological (Martin, 2023). However, these controls are in the form of gen-
eral best practices and there are no actual concrete suggestions how to implement them. This
leaves it up to the companies to decide how to make the implementations, for example to decide
on the use of different products or architectures, as long as they comply with the guidelines de-

scribed in the controls.

ISO 27001 is widely used as a guideline only in companies for best practices in Information Secu-
rity, but becoming actually certified gives the company the permission to advertise being ISO
27001 certified and the use of the ISO logo (ISO/IEC 27001, n.d.). The certification process consists
of two rounds of audits by official third-party accreditors, where the ISMS and its actual imple-
mentations are verified along with, for example, on-site visits and employee interviews to make
sure the policies are actually in use. The certification is valid for three years and that period in-
cludes annual audits to check that the ISMS is being taken care of even in the meantime (ISO
27001 Certification Simplified | ISMS.Online, n.d.). As the certification process becomes more ex-

pensive the more auditors have to work, a company should prepare their ISMS with great care and
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have the budget for not only for internal work of putting the ISMS together, but also for these au-

dits.

Getting ISO 27001 compliant or certified can also help with becoming compliant with for example
EU regulations and directives like GDPR or NIS2. Becoming ISO 27001 certified is of course com-
pletely voluntary, though beneficial, but these regulations are not for any company operating in
the EU area. For example, NIS2 directive and ISO 27001 both aim to improve cyber security in busi-
nesses, but the directive actually gives only high-level demands, like the need to have business
continuity plan, but without any concrete instructions how to do that. ISO 27001 fills in with many
of these kinds of demands by giving a list of actual controls to implement. However, they are not
the same thing and implementing ISO 27001 does not completely fulfill the requirements for NIS2
and vice versa (Tschirpig, n.d.)Same goes for ISO 27001 and GDPR, as they also aim for different
things the other being an ISMS standard and the other a directive on how to treat personal data in

the EU area, but ISO 27001 can give some tools towards becoming GDPR compliant (DPM, 2021).

3.4 Compliance in software development and DevOps

According to Ramaj and colleagues (2022), when thinking about compliance in software develop-
ment and DevOps, there are multiple components to consider: first, the requirements and the tar-
get state need to be known, and employees need to be made aware of them and trained. Then,
when implementing, it should be done via Compliance as Code solutions and automation tools,
and it is important that the use of these solutions and tools have the support of the management.
Lastly, compliance should be validated by testing, continuously monitored and in the end, as-
sessed, for example by a third-party audit or by getting an actual certification. Abrahams and
Langerman (2018) list the aspects of being successful in making DevOps and DevSecOps processes
compliant as competent employees, use of automated tools for both validation and testing and

that the teams collaborate well.

In the present thesis compliance is looked at from the perspective of being ISO 27001 compliant
on the parts that are directly related to DevOps and DevSecOps, which might include both tech-
nical controls and changes in processes or culture, while keeping in mind that the end goal is ac-

tual certification audit. ISO 27001 also offers the possibility to rule out parts that do not consider a
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business for some reason and if such controls arise, there will be no practical implementation for

them as the practical examples will be from the viewpoint of Company X.

4 1SO 27001 and DevOps controls

4.1 Controls related to DevOps

As mentioned in chapter 3.3 ISO 27001, ISO 27001 standard has an annex, Annex A, that is a list of
best practices called controls that define what kind of actual measures the company must take in
order to become compliant. The controls are divided into four groups: organizational, people,
physical and technological (Martin, 2023). Organizational controls include things that the company
needs to apply as organization-wide policies, like access control and different security related re-
sponsibilities. People controls list matters related to employment, for example rules regarding re-
mote working and non-disclosure agreements. Physical controls refer to actual physical entities
and their security, like who can enter the office and how the equipment there should be secured.
Finally, there are technological controls, meaning the actual technology related safeguards like

backups and logging.

Physical controls are out of the scope of the thesis as Company X’s infrastructure is completely in
the cloud, as was mentioned in chapter 2.2 The goal of the thesis, but other groups are inspected
and related controls picked from them. Also, as organizational and people controls consist of com-
pany-wide policies, controls that are too high-level for the scope of the thesis have been excluded,

even though they might be applicable to some parts of DevOps also.

4.1.1 Organizational controls

Organizational controls give guidelines for good management and company policies, and it is the
first part of ISO 27001 Annex A. First things on the list to relate to DevOps are control 5.9, Inven-
tory of information and other associated assets, where it says that “An inventory of information
and other associated assets, including owners, shall be developed and maintained” along with
5.10 Acceptable use of information and other associated assets (ISO 27001:2023, 16). This is a
good starting point, as all the assets related to the development process should be listed along

with the responsible people and how to handle them properly.
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Controls 5.15-5.18 discuss access control and rights, identity management and authentication pro-
cesses. In technical controls there are suggestions for the actual system solutions for them, but in
organizational perspective it means setting or making sure that appropriate policies are in place to
protect data from unauthorized access. Referring to the asset listing mentioned above, there
should be guidelines regarding who can access those assets and with what level of permissions

(IS0 27001:2023, 17).

Controls 5.19-5.20 and 5.22-5.23 talk about supplier and cloud service security, so third party se-
curity is definitely one area to cover (ISO 27001:2023, 17). As Company X has all of their assets and
development processes in cloud systems and it deals with subcontractors, it needs to be made
sure that these third parties handle Company X and their customers’ according to information se-
curity laws and best practices, there is a valid agreement between the parties and that infor-
mation is not transferred to any other third parties without consent, as also required by GDPR (Ir-

win, 2021).

Going down the list of organizational controls, 5.28-5.29 cover service disruption situations saying
that the organization should have processes for collecting evidence and maintaining information
security during distress (ISO 27001:2023, 18). In practice this would mean that there should be
plans for how to provide services in case of problems arising within the development infrastruc-

ture. This is especially crucial for a software company as their business depends on it.

There is some more overlapping with GDPR in controls 5.33 and 5.34, Protection of records and
Privacy and protection of personal identifiable information (Pll). These controls define that data
should be protected against “loss, destruction, falsification, unauthorized access and unauthorized
release” and that data that contains information from which people can be identified, should be
handled accordingly (1ISO 27001:2023, 18). It should be made sure that these principles are consid-

ered during the development process.

Lastly, controls 5.36 and 5.37 mention that compliance with these rules should be reviewed regu-
larly and that information processing guidelines should be documented (ISO 27001:2023, 18). It

would be good that both of these controls were made part of the development process.
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4.1.2 People controls

People controls define how to deal with the employees of the organization so that it improves in-
formation security. As mentioned in chapter 4.1 Controls related to DevOps, many of these relate
to employment terms and are thus out of scope for this thesis, but there are some things that
should be considered. Control 6.3 says that employees should be trained on information security
rules and policies according to their role in the company, so when the organizational controls are
in place, employees working in DevOps should be given education on these policies and their re-

sponsibilities related to the development environment and infrastructure (1ISO 27001:2023, 19).

Remote working is acknowledged in control 6.9, saying that “security measures shall be imple-
mented when personnel are working remotely to protect information accessed, processed or
stored outside the organization’s premises”. As remote working is very much part of modern
working culture in IT, it should be made sure that employees dealing with DevOps have a secure
access to the systems and are trained to handle information securely when not in the office (ISO

27001:2023, 19).

4.1.3 Technological controls

The list of technological controls in Annex A starts with controls 8.2 and 8.3, which are about privi-
leged access rights and information access restriction saying that “the allocation and use of privi-
leged access rights shall be restricted and managed” (1ISO 27001:2023, 20) along with same for in-
formation. They are followed by 8.4 and 8.5 defining access management for source code and
development tools and how access management should be paired with secure authentication (1SO
27001:2023, 20). Combining these, it means that access to the development environment and in-
frastructure should be carefully thought of, planned, and implemented with the current industry

best practices.

Next up are controls 8.6 Capacity management and 8.8 Management of technical vulnerabilities.
Capacity management means that the capacity of resources shall be monitored and adjusted ap-
propriately, and technical vulnerabilities management says to keep up to date with what kind of
threats arise against the company’s resources and infrastructure and plan mitigations. Along with

control 8.9 Configuration management, which is about planning, documenting, and maintaining



15

configurations in the infrastructure, they are in the very core of operations part of DevOps, taking

care of the systems so that services are running without disruptions (ISO 27001:2023, 21).

Controls 8.10-8.13 are once more overlapping with GDPR and define that there need to be policies
and technical solutions for deleting, masking, backing up and preventing a leakage of information.
Also, information processing services should be redundant enough that the information should be
available according to any requirements (ISO 27001:2023, 21). In a software company loss or una-

vailability of customer data is a disaster, but these can also be applied to for example code.

In addition, controls 8.15 and 8.16 say that there should be logging and monitoring systems in
place and that someone is actually actively following them for anomalies and problems. A minor
detail is also 8.17 Clock synchronization, which defines that all system clocks are to be synchro-
nized with appropriate time sources (ISO 27001:2023, 21). Nowadays most systems use common
NTP (Network Time Protocol) servers, so they are in sync properly, but this is something that still

needs to be checked and confirmed.

In Annex A controls 8.24-8.31 all are related to software development processes. 8.24 talks about
the secure use of cryptography, 8.25-8.28 are about secure principles in coding, architecture, ap-
plications, and development life cycle, 8.29 says that there should be security testing in place, 8.30
tells to keep an eye on outsourced development and 8.31 commands to separate development,
testing and production environments (ISO 27001:2023, 22). Basically, this is a chunk of controls to

make developing as secure as possible.

Lastly, there are the controls of 8.32 Change management, 8.33 Test information, and 8.34 Protec-
tion of information systems during audit testing. These are making sure that changes to systems
are planned and implemented according to that plan, that test information is chosen and used
carefully and that any possible audits will not disturb the services unnecessarily (ISO 27001:2023,
22).

4.2 List of tasks based on related controls

Based on the ISO 27001 Annex A controls mentioned in chapter 4.1 Controls related to DevOps, a

checklist of tasks has been derived and split into Table 1 Organizational tasks, Table 2 People
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tasks, and Table 3 Technological tasks. The list consist of control name and number, target docu-

ment, system or part of infrastructure and task(s) to be performed based on the control require-

ments. Actual suggestions for improvements and their implementations will be given in chapters 5

ISO 27001 and DevOps best practices and 6 Applying ISO 27001 requirements to production. Lifecy-

cle in the present case means creation, changing, reviewing, maintaining, and removing of an en-

tity mentioned in the list.

Table 1. Organizational tasks.

Company
documenta-

tion

Company
documenta-

tion

Company
documenta-

tion

Company
documenta-

tion

Company
documenta-

tion

Make an inventory of all material and non-
material assets concerning DevOps.

Define owners for each asset and assert
responsible person for keeping the inven-
tory up to date.

Create rules of proper handling for each
asset

Create a policy for accessing information

Create a policy for identity management in
the company

Create a policy for authentication infor-
mation like passwords etc.

(Table 1 continues)



Table 1 (continued)

Table 2. People tasks.

Company
documenta-

tion

Company
documenta-

tion

Company
documenta-

tion

Company
documenta-

tion

Company
documenta-

tion

Company
documenta-
tion, em-

ployees

Create a policy for lifecycle of access rights
in systems according to the access control

policy

Make an inventory of all the suppliers re-
garding DevOps and risks associated with
them.

Make an inventory of cloud services that
are being used.

Create processes for cloud service life cy-
cle from entering to exit.

Create a policy for providing services dur-
ing disruptions

Make an inventory of all personal identifia-
ble information that is being handled dur-
ing development process or when provid-
ing services.

Create a policy for protecting this infor-
mation.

Create a policy for training development
personnel in security matters related to
their role.

Give out training defined in the policy and
review its effectiveness.

17



Company
documenta-
tion, sys-

tems
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Create a policy for secure remote working
for development team.

Review current processes and cross-refer-
ence with the policy. Make any changes
needed.



Table 3. Technological tasks.

All systems

All systems and

documentation

Development

environments

All systems

Platform

All systems

All systems

All systems

All systems
with sensitive

information

19

Make sure that administrative rights to
systems are accounted for and moni-
tored.

Make sure that all information is behind
access control and that people have ac-
cess only to information required by their
role.

Make sure that development environ-

ments are restricted by access control

and that only necessary people can ac-
cess them.

Make sure that authentication methods
use best practices and are secure.

Plan and implement resource monitoring
and scalability so that services are not
disrupted.

Make sure that all software in the com-
pany is accounted for and there are pro-
cesses for detecting and mitigating vul-
nerabilities.

When developing software, create pro-
cesses for vulnerability management like
patching and testing.

Implement a process for configuration
lifecycles in all systems and services

Implement a process for destruction of
unneeded information.

Make sure that measures are taken
against data leakage in systems that con-
tain sensitive information

(Table 3 continues)



Table 3 (continued)

All systems and

documentation

All systems

All systems

All systems

All systems

Development

environments

Provided ser-

vices

Provided ser-

vices

Development

environments

Development

environments

Subcontractors

20

Create and implement a backup policy
for all systems and information

Create and implement a logging policy on
all systems

Create and implement a policy for moni-
toring different systems for problems and
a process for handling them.

Make sure that all systems are getting
their time settings from appropriate
sources

Create and implement rules for lifecycle
of cryptographic elements

Create and implement policies for secure
software using industry best practices

Make sure that applications have security
requirements in place.

Make sure that provided services are de-
signed and engineered using well-known
security principles.

Make sure that developers follow the
principles of secure coding and industry
best practices.

Create and implement processes for se-
curity testing in the development lifecy-
cle.

Make sure that responsibilities are de-
fined, and an eye is kept on subcontrac-
tor activities.

(Table 3 continues)



Table 3 (continued)

Development

environments

All systems

Development

environments

Provided ser-

vices

4.3 Current situation in Company X

21

Make sure that development environ-
ments are separated into these different
sections.

Create and implement policies for
changes in systems

Make sure that test information is se-
lected and handled properly.

Make sure that possible audits are
planned beforehand and effects to ser-
vice level are known.

An assessment of the current situation regarding these action points has been conducted in Com-

pany X and collected into Appendix 1 Current situation in Company X (secret). Due to the assess-

ment including confidential information about information systems security and company trade

secrets, the appendix has been made secret on the basis of section 24(7, 17) of the Act on the

Openness of Government Activities (621/1999).

The assessment was formed by interviewing Company X's key people from their development

team. The interviewees were given open questions on how they felt each control was handled in

their team and answers were then combined to form a situational picture and organized into a

control-by-control table to be used when planning the improvements in chapter 6.
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5 1SO 27001 and DevOps best practices

After finding the controls relevant to DevOps from ISO 27001 Annex A presented in chapter 4 ISO
27001 and DevOps controls, implementation phase is prepared for by taking a look at best prac-
tices for each control. These recommendations below are gathered by combining different online
sources and used when making the actual improvements in chapter 6 Examples of applying I1SO

27001 requirements.

5.1 Organizational controls best practices
5.1.1 Asset protection

Control 5.9 says that there should be an inventory of information assets (ISO 27001:2023, 16). The
purpose of this would be to systematically identify and protect the assets as it would be challeng-
ing to protect something the company does not know about (ISO 27001:2022 Annex A Control
5.9—What’s New?, n.d.). Assets for DevOps could be for example virtual machines, development
environment, source code, custom solutions, and physical storages. Basically, becoming compliant
with control 5.9 requires documentation work of tangible and non-tangible assets, for which ISO
27001 does not define the presentation form, so companies are free to choose anything from Ex-
cel sheets to ISMS building software. Furthermore, the control does not define the level of detail
for each asset, but for example Barker (2022) recommends at least some classification and loca-
tion of the asset to be written down. As how to do the asset listing in practice, Kosutic (n.d.) sug-
gests some good old legwork, asking around and talking to department leads about what they use

in their work.

Control 5.9. also defines that the assets should have an owner and that the register should be
maintained, that is, kept up to date (ISO 27001:2023, 16), so owner information should be listed
along with each asset. According to Barker (2022) an asset owner is responsible for protecting,
proper handling and maintaining the asset in the register and the owner can be a person or a

group, but of course assigning them for a person or a role brings extra accountability.

As DevOps assets have been identified and listed after control 5.9, control 5.10 requires also ac-

ceptable use to be defined for them to protect the assets from misuse, unauthorized access, and
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destruction. The company is expected to have a policy in place that covers acceptable and unac-
ceptable use of assets and make sure that both internal and external workers are aware of the pol-
icy and consequences for noncompliance (ISO 27001:2022 Annex A Control 5.10—What’s New?,
n.d.). The policy should consider things like usage according to laws and requirements, ethical and
unethical use, information security concerns, use for personal purposes, and means for reporting

issues (5.10 Acceptable Use of Information and Other Associated Assets for ISO 27002, n.d.).

5.1.2 Managing access to systems and data

Control 5.15 tells the company to set up access control for information “based on business and in-
formation security requirements” (1ISO 27001:2023, 17). This, again, requires a policy for accessing
different systems and data. When creating a policy, a company should consider things like who
needs access to said data or system, how to implement the controls and how to review the policy
and access in a changing corporate environment so that it stays up to date. Good guidelines to fol-
low would be the principles of Need to Know, Need to Use and Least Privilege, giving employees
access only to things they need for performing their jobs, most commonly defined by their role.

(Barker, 2023a.)

Identity management as control 5.16 means the handling of different user accounts, human and
non-human, in different parts of a company’s infrastructure and systems. It touches the subjects
of creating them, managing their authentication and access levels, and removing them when no
longer needed and the company policy should include processes and guidelines for these topics.
As with access control, identities should also be regularly reviewed to ensure validity. (West, n.d.-
a.) As development environments might have multiple different systems and entities accessing
them, identity management protocols should be applied to prevent data and systems from rogue

access.

Control 5.17 Authentication information defines that there should be a process for managing said
information and that employees need to be trained for handling them appropriately (ISO
27001:2023, 17). In practice this means password policies: what is a secure enough password, how
to deliver them to users, changing default passwords, rotating passwords regularly and conse-

guences for misusing the passwords or when an employee goes against the policies and causes
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harm. The policies can also be applied to other authentication methods, like cryptography and

MFA devices. (ISO 27001:2022 Annex A Control 5.17—What’s New?, n.d.)

Access rights touches the same topic as control 5.15 Access control but is a supplementary control
to it. As control 5.15 talks about rules and policies for accessing information and assets, control
5.18 makes a point for keeping the actual technical restrictions in systems up to date, making sure
that each individual’s access is actually compliant to the access policy. Best practice for this would
be to create a process for granting and removing access rights and how to review the rights regu-

larly. (West, n.d.-f.)

5.1.3 Security of third parties

Control 5.19 considers relationships with suppliers and their security. As suppliers may have access
to important data and systems, it is important to define the rules for them also. Essentially, sup-
plier security comes down to creating a good policy regarding their involvement, in this thesis’
case in development processes, acknowledging the risks and making sure that agreements are in
place and reviewed periodically, supplier actions are monitored and supplier employees trained to
comply with the rules and policies (ISO 27001:2022 Annex A Control 5.19—What’s New?, n.d.). A
company should also have a register of the suppliers along with their details like contact infor-

mation (West, n.d.-g).

For control 5.23 a company needs to set “processes for acquisition, use, management and exit
from cloud services” (1ISO 27001:2023, 17). In practice, for acquisition this means creating policies
for choosing a cloud vendor, considering for example things like compliance with security require-
ments and risks associated with the vendor. For use and management, the already established
company policies of access control, identity management, authentication information etc. need to
be applied and the cloud service monitored for risks and threats. A company needs an exit policy

as well for how to transfer or delete the data and access. (Mckillop, 2024.)

5.1.4 Information security during disruption

As software companies are in many cases service providers, control 5.29 is crucial for their survival

as it basically requires the company to have a business continuity and disaster recovery plans and
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processes, which should also be tested regularly (Barker, 2023b). In DevOps this is especially im-
portant if a service or services are the company’s main product. A good disaster recovery plan
should include things like goals for restoration (Recovery Time Objective and Recovery Point Ob-
jective, how fast the recovery should be complete and how much data can be lost because of an
incident), who is involved in the process, list of related assets and their details, description of back-
ups and their processes, important contact details, and finally step-by-step guides of how to get
systems running or recovered using the resources described in the plan (What Is a Disaster Recov-

ery Plan? Definition and Related FAQs | Druva, n.d.).

5.2 People controls best practices

After defining and implementing the policies mentioned in chapter 5.2 Organizational controls
best practices, people control 6.3 defines that the employees should be trained to be aware of and
follow the policies. According to West (n.d.) it is recommended to create a training program,
where employees have clear roles and responsibilities, are trained continuously and regularly and
are given examples of common errors in human security or real-life security cases. The program
could consist for example of awareness campaigns, emails, and information through other chan-
nels as the company seems fit. All in all, it should be encaging and regularly reviewed to ensure ef-

fectiveness. (West, n.d.-h.)

In modern software companies remote working is a routine nowadays and according to control 6.7
it should also be secured by applying security measures when people are working outside the of-
fice (ISO 27001:2023, 19). Securing remote working should include creating a policy making use of
the previous policies of access rights, authentication information etc., training the users and put-
ting related technical safeguards in place. (Barker, 2023c.) In DevOps it would be beneficial to also
map out all the systems that need access through office VPN versus cloud services that are ac-

cessed over the Internet, for example.
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5.3 Technical controls best practices
5.3.1 Technical access management

Privileged access rights mean that a user or an entity has access and authorization to do certain
things in systems that normal users may not, quite often meaning system administrators or simi-
lar. As privileged access in the wrong hands can be very destructive, the use of it needs to be
planned carefully. Some best practices would be to separate privileged (administrator) accounts
from user accounts by creating separate, but personal, administrative account for those who need
them, reviewing the existence of said accounts and their need regularly and to make sure that the
actions of these accounts are monitored and audited. (8.2 Privileged Access Rights for ISO 27002,
n.d.)

Control 8.3 is complementary to organizational controls of 5.15 Access control and 5.18 Access
rights. There should be access control and rights policies in place, so compliance with control 8.3
means implementing the technical safeguards to follow those policies. Good practices would be
centralized user management, requiring secure authentication methods, making sure that employ-
ees, third parties and anonymous users have access only to the parts of information they are

meant to and that there are no information leaks. (West, n.d.-l.)

Annex A defines that “read and write access to source code, development tools and software li-
braries shall be appropriately managed” (ISO 27001:2023, 20). In practice this could be done by
once again utilizing access control to code and development tools, making sure that source code is
stored in a place where access control can be applied and keeping an audit trail of handling it (ISO

27001:2022 Annex A Control 8.4—What’s New?, n.d.)

For control 8.5, a company should implement appropriate authentication methods for accessing
any information. At least multi-factor authentication is highly recommended, but other technolo-
gies like Single Sign-On and biometric authentication can be considered (West, n.d.-i). Also, when
developing software, the authentication process to the developed application needs to follow best
practices, for example by applying methods against brute force attacks, making sure that authenti-
cation cannot be bypassed and passwords are never stored or transferred in plain text and keep-

ing a log of successful and unsuccessful login attempts (Barker, 2023d).
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5.3.2 Maintaining the platform

Capacity management in ISO 27001 context means that company resources should be monitored
and adjusted so that business continuity will not be an issue. Resources in a software company
could be virtual machines or servers and their related specifications like available memory, CPU
and storage base, employees handling different roles and the amount of traffic a system, service
or a database can withhold. Best ways to deal with these is to monitor business-critical services
and resources for their capacity and take appropriate action when needed, making capacity plans
and forecasts, and possibly applying technical solutions like automatic scaling or load balancers.

(Barker, 2023e.)

For vulnerability management, a company should utilize the asset list and have a list of software at
hand. There should be a vulnerability plan for the assets, which includes for example how vulnera-
bilities are found, how to mitigate, who is responsible for actions and what are the risks with each
piece of software (Barker, 2023f). For software development this means additional measures of
deciding how to find vulnerabilities, like opening a bug-bounty program or doing vulnerability
scanning and penetration testing, putting patching procedures in place and keeping track of third-

party libraries (ISO 27001:2022 Annex A Control 8.8—What’s New?, n.d.).

Configurations can be found in systems, hardware devices, databases etc. that all should be inven-
toried in the asset listing. For control 8.9 compliance, a company should have processes for config-
uration lifecycle, meaning planning, testing, and implementing them, decide how to monitor and
manage changes and have configurations backed up and test restoring them regularly. (Divya,

2023.)

If and when a company or their systems will be the target of an audit, protecting the said system
during the procedures is required by control 8.34. To prevent any security issues or data leaks suc-
cessfully, the audit should be planned carefully, audit procedures and scope defined beforehand,
auditors should have access based on Zero Trust and Least Privilege principles, secure connections
to the auditable system should be established and information security best practices like backups

should be in place (West, n.d.-k).



28

5.3.3 Protecting information

Personal Identifiable Information (PIl) means any information that a person can be identified from,
for example name, contact information, date of birth etc. To comply with this control, a company
should have a process for securing Pll both technically and operationally (ISO 27001:2022 Annex A
Control 5.34—What’s New?, n.d.). In DevOps this means making sure that if Pll is being handled as
a part of providing a service for example, it is only handled by people that are required to by their

role and there are technical solutions for protecting it.

Control 8.10 requires a company to delete information when it is no longer needed. To do that, a
company needs to be aware of the data they collect, where it is stored and what requirements

does the data have, so an information asset list will be used here. After the facts have been gath-
ered, a policy containing deletion measures, like how it will be done and at what intervals, should

be established. (Morrison, 2023.)

To take measures against data leaks, a company must first know what and where their data is and
set appropriate classification and risk analysis for it and then policies for acceptable use and trans-
fer, access control for each set of data and reporting and auditing, can be set. Technical measures
include encryption, access control actions and possibly a Data Loss Prevention (DLP) system. Em-

ployees need also to be trained for correct use of data. (West, n.d.-b.)

Using the list of assets, a company should come up with backup policies for the information and

systems. The policies should contain clauses for what data will be backed up and how often, where
the backups will be stored, who is responsible for doing the backups and what is the restoring pro-
cess, and technical issues like encryption and use of backup systems would also need to be consid-

ered. Finally, testing the backing up and restoring process regularly is necessary. (West, n.d.-c.)

Use of cryptography, most commonly encryption keys, should be planned and rules set for it.
These rules should include things like what kind of data will be protected by cryptography, how
and by whom the keys will be generated, how they will be securely transferred and what algo-
rithms and protocols will be used, although the standard AES and RSA are recommended. There

should also be monitoring for the use of these keys in place. (Dange, 2024.)
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5.3.4 Monitoring the infrastructure

To comply with Logging control, a company should have logs of systems, network, or data access
and access attempts, especially for privileged (admin) users, any changes, alerts or errors in critical
systems and any attempts to shut down or bypass security controls (Doumenc, 2024). These logs
should be stored securely, protected so that they cannot be tampered with or deleted, and ana-
lyzed regularly so a centralized log management with tight access control, limited privileges and
preferably automated anomaly detection is recommended. Also, because in any ICT infrastructure
the amount of log data is enormous, logging should be planned so that only important information

from important systems is logged, and retention policies are set accordingly. (Segovia, 2015.)

Similar to control 8.15 Logging, actions like access and its attempts, changes and traffic in net-
works, systems and applications should be monitored for anomalies and threats and action taken
when met with such issues (ISO 27001:2023, 21). The recommended way is to use an automated
monitoring tool with alert capabilities and have a plan for how to mitigate those alerts. As with
logging, because of the huge amount of information created every day in systems and network,

the scope of monitoring and retention policies should also be considered. (Morrison, 2023.)

Annex A states that “the clocks of information processing systems used by the organization shall be
synchronized to approved time sources” (1SO 27001:2023, 21). To comply, all systems should use
some kind of trusted source, for example a time server, and secure network protocol for it, like
NTP over Secure Socket Layer (NTPS), for their clocks. It would be good to have a backup time
source and time monitoring implemented in the network and systems as well to prevent time

asynchronization due to time server failure or a malicious actor. (West, n.d.-d.)

5.3.5 Secure software development

Control 8.25 requires a company to set rules for secure software development. It means that in all
aspects of the development process, security should be considered starting from planning a secure
architecture considering security requirements and different threat scenarios, using principles
from agile development like test-driven development and peer reviews, creating proper documen-
tation, using trusted and up-to-date development tools, third-party libraries and vulnerability

scanners, and training the developers in security (llona, 2023).
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In Annex A control 8.26 says that “information security requirements shall be identified, specified
and approved when developing or acquiring applications” (1SO 27001:2023, 22). Simply, this
means that an application should have security rules in place, and they should be followed. Things
to consider would be for example authentication methods, access control, how to validate input to
protect the application or system from for example injection attacks, how to protect the data from
malicious actors and how to manage sessions, but depending on the application there could be
other specifications as well, that should be documented and applied (Application Security with ISO

27001, n.d.).

Control 8.27 requires a company to apply the principles of secure software architecture and engi-
neering to the systems or applications they are developing and the development process. These
principles could be things like Zero Trust, Secure by Design, Defense in Depth, Least Privilege, and
other well-known best practices in software architecture design. The applied principles and their
practical implementations should also be documented. (ISO 27001 Annex A 8.27 Secure Systems

Architecture and Engineering Principles, 2024.)

Secure coding control requests secure coding principles to be applied when developing software,
for example using the principle of Code Minification and Obfuscation, avoiding shortcuts when de-
veloping, using automated tools for code reviews and scanning, monitoring third-party component
security and avoiding vulnerable ones, and logging and auditing coding actions (Application Secu-
rity with ISO 27001, n.d.). Control 8.29, again, is for applying security testing to the development
process. The testing itself, coverage and the testing environment should be planned and set up
carefully, include things like vulnerability and penetration testing, and have objectives and mitiga-
tion plans. The use of automated tools and third-party security testers should also be considered.

(West, n.d.-i.)

If a company uses outsourced development or developers, their actions should be steered, moni-
tored, and reviewed, meaning that there should be a contract between the company and the sub-
contractor defining rules, responsibilities, licensing etc. and having regular audits or otherwise
keeping up-to-date with what they are doing (Barker, 2024.) Furthermore, control 8.31 is quite

self-explanatory: for security reasons development, testing and production environments should
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always be kept separate and have also separate access control and other necessary security poli-
cies (West, n.d.-e). Also, sensitive data should not exist in other environments than production

(Barker, 2024b).

In Annex A control 8.32 is defined with a sentence “changes to information processing facilities
and information systems shall be subject to change management procedures” (1SO 27001:2023,
22). A company should have change management process in place and all changes in ICT should
also be submitted to it. A change management process could include things like defining the
change and estimating the impact of it, deciding who is responsible for the change, how will it be
carried out, how it will be communicated to employees and if training is needed, and assessing the

end result of the change afterwards (Khan, 2024).

Control 8.33 sets requirements for test data to be “appropriately selected, protected and man-
aged” (1ISO 27001:2023, 22). Best practices would be not to use any sensitive information or at
least do data masking, have similar access control to test data as for production data, preferably

not use real data at all, using the data only for testing, and deleting it afterwards (Barker, 2024c).

6 Examples of applying ISO 27001 requirements

In this chapter practical implementations of the controls mentioned in previous chapters are intro-
duced using Company X as an example. Company X uses an ISMS called Cyberday from Agendium
Ltd for ISO 27001 documentation, so it will be used wherever applicable. Improvements made for
Company X during this thesis will be documented in Appendix 2 Improvements made in Company
X, which will be made secret on the same basis as Appendix 1 Current situation in Company X, sec-
tion 24(7, 17) of the Act on the Openness of Government Activities (621/1999) due to confidential
information regarding the business and ICT systems. Some controls mentioned in previous chap-
ters have been excluded from this chapter due to the amount of workload required to comply
with them being out of scope for this thesis, for example creating a whole business continuity

plan, and will be touched upon in chapter 8.4 Future research/development work.
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6.1 Asset protection

For controls 5.9 Inventory of information and other associated assets an asset list should be cre-
ated. As mentioned in chapter 5.1.1 the exact form is not defined in the standard, so a decision
should be made about in what form the list should be and where it will be stored. Also, the details
of said list should be defined to suit the company but should include at least owner information

for each asset.

In Cyberday control 5.9 has been divided into different tasks separated by what kind of asset is in
guestion, for example systems, data stores and datasets, and each include information like who is
responsible for the asset, how is it maintained, where is it located, how the access control is done
and how is it connected to other systems or assets. An example of one asset (system) can be seen
in Figure 1. Example of a system asset. A company can choose to use this kind of ISMS system or

just make sure that the assets are listed with similar information somewhere else.
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01 Who's responsible for the data system? « Completed
Purpose of the data system: Centralized storage for Source code version management.
Connected units (optional): Production, Security & IT Edit
02 How is the system developed and maintained? o Completed
Are you responsible for development and
Yes

maintenance yourself?: m
1 p SRS B =t B cren ™\ .
Link system providers: Atlassian Corporation Plc e 2/3 C) Edit
Link a software {optional}: Atlassian Bitbucket Edit
03 Where is the data system located? » Completed
() Hosting type (optional): Public cloud Edit
(% System's location: Trusted international organization Edit
Specifications of trusted organizations: Atlassian
04 How are system permissions managed? » Completed
(@ Multi-factor authentication (MFA) status: Enforced Edit
Connected access roles: Developer (M Edit

System / software administrator 0/3 CD

Trainees 3 '\"B'
Connected authentication methods: Personal ID account (e.g google, AD) oamm—— 2/2 @' Edit

Figure 1. Example of a system asset.

A company should have a written policy available for the employees to get familiar with and sign
acceptance of to avoid legal battles of responsibility in cases of neglect or abuse of information

and/or systems. The policy should include at least the things listed in chapter 5.1.2 5.10 Accepta-
ble use of information and other associated assets but tailored to be compliant with whatever re-

sponsibilities and regulations the company is subject to. One way to do this is include the policy in
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employment contract, but it can for example be a separate document or a part of an ISMS, like in
Figure 2. Example of an acceptable use guideline below, but as long as it is easily available to the
employees and there is a register of reading and accepting it any form can do. It should also be

part of the cyber security training program in the company.

In Figure 2. Example of an acceptable use guideline there is an example of an admin view of one
guideline in Cyberday ISMS, a part of the whole policy, regarding general rules for treating per-
sonal data in data systems. As it can be seen, the rules are listed in easily readable format and
there is a gauge to see how many employees out of everyone has accepted the guideline in the
system. Guidelines of different topics have been combined into an acceptable use guidebook for

employees to easily go through and accept them all.

02 General rules for treating personal data in data systems

Guideline Training content Review cycle Log and comments & Show for all employees

When accessing personal data contained in data systems, | obey the following rules: Employee acceptance:
o

+ | use information only for the purpose for which it is intended 4/33 accepted
¢ | use only information that is mine, publicly available, or | have been deliberately given an access to
» | do not add new personal data fields to services without thought and notifying of others

¢ | do not download data from data systems to local disks without good reason and without deleting them
as soon as possible library

Figure 2. Example of an acceptable use guideline

6.2 Managing access to systems and data

As covered in previous chapters, managing access is a big part of ISO 27001 and the organizational
part covers four controls: 5.15 Access control, 5.16 Identity management, 5.17 Authentication in-
formation and 5.18 Access rights. As all of these are closely tied together and even overlapping in

some parts, it makes sense to deal with them all as one unit of access management.

Whatever policy a company chooses to use for access control considering their situation, responsi-
bilities and legal obligations, it must be documented in written form somewhere. For example, if

choosing a role-based access model, the roles should be defined and documented along with the
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actual policy, which should touch topics like how access to systems or data is granted and by
whom, how and when changes are done and how accessing is monitored to prevent misuse. When
thinking about the policy, the access control principles a company is aiming to use should also be
documented. An example of this kind of documentation can be seen in Figure 3. Access control
tasks. below. After writing the policy down, it is also important to let the employees know about

it, especially if there has been non beforehand.

Task name Assurance info

S Defining and documenting access
(ML) 9 access roles
& roles

== . . . Access management and password
- Need to know -principle in access B8] g ind p

(m) policy
= management Last updated 20.3.2023
= . Access management and password
N Implementing formal access control Bt
(ML) policy

= processes Last updated 20.3.2023

Figure 3. Access control tasks.

Identity management essentially revolves around how an individual is identified in systems to en-
sure accountability and a company should have a policy for this, which covers things like how they
are granted access or having their access revoked, like can be seen in Figure 4. Identity manage-

ment policies. It should also mention if identities can be shared or transferred and how those pro-

cesses are handled.
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Task name Assurance info

Process for granting access rights at  The s
2

*) the start of employment \

relationships the employee at the beginning of the

= Process for removing hardware and
( JP/‘I access rights at termination of
- employment relationship

5 /';\ Avoiding and documenting shared
+ {269
= user accounts

Figure 4. Identity management policies.

A policy should be written down also for authentication, including what methods to use, what is
an acceptable password, if employees should use certain password manager and so on. Some ex-
amples of what kind of rules to include can be seen in Figure 5. Authentication information poli-

cies.
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Task name

Defining and documenting accepted
authentication methods

Personnel guidelines for safe data
system and authentication info
usage

Use and evaluation of password
management system

Managing shared user credential
through password management
system

Credentials are not transmitted via
email

Secure setting and distribution of
temporary login information

Figure 5. Authentication information policies.

Lastly in access management, policies for access rights should be defined. They are much about
keeping access to systems and data up to date, so policies should include topics like how the rights
are reviewed and how changes are addressed. Examples of policy topics are in Figure 6. Examples

of access rights policies. below.
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Task name

Regular reviewing of data system
access rights

Instructions for reporting changes
affecting access rights

Review of access right for changed
employee roles

Arranging training and guidance
during orientation (or before
granting access rights)

Identification and management of
shadow IT

Restriction of access rights at high
risk times of employment

Figure 6. Examples of access rights policies.

6.3 Security of third parties

When dealing with third parties, like suppliers, partners and service providers, a set of rules and

agreements should always be in place to define acceptable use of the company assets. Also, GDPR
has requirements for use and privacy of third parties that need to be addressed in any privacy pol-
icy. As most companies do have these kinds of relationships with other companies, creating a pol-

icy addressing security concerns is needed.

A company should be aware of who their suppliers are, what kind of assets they have access to or
what data they process, how suppliers are chosen and what should be included in the agreements.
This requires creating and maintaining a supplier list and related policies. A list of example topics

in a policy can be seen in Figure 7. Examples of supplier policy topics.
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Task name

Data processing partner listing and
owner assignment

Criteria for high priority partners

Defining supplier types that can
access confidential data

Data processing agreement analysis
for most important system providers

Figure 7. Examples of supplier policy topics.

A cloud service security policy should have clear rules on for example how vendors are selected,

how the lifecycle (acquiring, using and exiting a service) should be handled, what kind of things are

to be present in terms or description of the service, which party (provider or the customer) is re-

sponsible for which security topics, like backups or authentication methods, what kind of support

is to be expected and what to do if there are incidents or vulnerabilities. Figure 8. Examples of

cloud security policy rules. shows an example.

1. Process description Supporting

When acquiring cloud services, the principles in ISO 9000 must be followed: cloud services are purchased from well-known vendors with
support available and preferably within Finland or EU.

When creating user accounts, the principles of access management are to be applied: give access and especially admin rights only to
employees who need it for their work, accounts must be personal and MFA must be used whenever possible

The service must address security and privacy topics on their website, for example by having a Trust Center, Privacy Policy for the service, list
of possible certifications or recommendations etc. The service must also not have had major security breaches as of late.

When purchasing a cloud service, exit strategy and options must be one factor to consider: how easy or difficult would it be to change the
provider of the service? Also consider if it's necessary to purchase a yearly licenses instead of monthly ones, as getting rid of those in hairy
situations is impossible.

Before acquiring a service, the responsibilities of the provider and us as the customer should be clear at least on topics like backups, support,
vulnerability management and updates.

Figure 8. Examples of cloud security policy rules.
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6.4 Employee related policies

Employee training might consist of for example some documentation that employees need to read
and verify their understanding and willingness to comply with the rules, or regular workshops,
presentations etc. that should be logged (time and who has participated), effectiveness measured
by maybe some pop quizzes or questionnaires and employee feedback asked. There should also be
role or department related training, as the cyber security environment and challenges are differ-
ent for different employees. Combining these into a continuous or periodic training program and

documenting aforementioned points will help becoming compliant with ISO 27001.

An example training program could include general and role-based information security training
with signed document of receiving the training and committing to the policies when onboarding
an employee, yearly renewal of such training with a final test and a signature and monthly security
presentations for different departments or the whole staff about different topics along with a

feedback survey at the end.

To secure remote working, the employees should have clear guidelines as to what is acceptable
and what is not and how they are expected to protect their work. One obvious solution is the in-
troduction of a VPN service, but the staff also need training, devices suited for mobile work (like
laptops and mobile phones with Mobile Device Management solutions) and policies regarding for
example when (following regular worktimes or working when suits them), where (is working from
public places or from abroad allowed, what is required of the location) and on what they may
work when remote (if there are services or data they should and can only access from the office).
There is an example of general remote working policy in Figure 9. Example of a general remote

working policy.
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1. Process description Supporting a

Remote work may only be performed in rooms where eavesdropping is not possible

Remote work must be agreed in advance (e.g. on a one-off basis or in an employment contract with flexible work arrangements) or remote work
must be requested by the employer

The employee must ensure the required security for remote work equipment (e.g. backup, malware protection, firewall, encryption, updates)

IT & Security needs to be informed of any intentions of working from abroad and the destination must be accepted beforehand. The company
follows traveling bulletins from Finnish Ministry of Foreign Affairs.

Locations suitable for teleworking and the necessary security are instructed in the guidelines attached to the task. Acceptance of guidelines is
automatically monitored using the Teams application.

Task owner processes comments related to the guidelines and adds and updates the guidelines when needed.

Figure 9. Example of a general remote working policy.

6.5 Technical access management

Technical access management takes the policies that have been defined in the organizational con-
trols and applies them to systems and data by actual technical means. This requires actual handi-
work and system knowledge utilizing also the asset and/or system listing done during previous

steps.

First the company would need to create a policy for privileged (administrator) rights, containing
rules for who can have admin access, how the permissions are granted, how they are reviewed,
what kind of authentication methods are appropriate etc. An example of a privileged access policy

can be seen in Figure 10. Example of a privileged access policy.
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1. Process description supporting ) %)

IT & Security is to have admin access to all IT systems in the company.

Additional privileged access to systems is granted by IT & Security, decided case-by-case on need-to-have
basis.

Administrative accounts to critical systems can't be the same than regular user accounts. Strong passwords
and MFA is absolutely required.

Common use privileged accounts are prohibited.
Admin logins should be monitored with notifications, if a system has that kind of features.

Admin access to systems is reviewed regularly and when a person with admin access is leaving the
company. Unneeded privileged rights will be removed.

Figure 10. Example of a privileged access policy.

The best way to approach cleaning up privileged (administrator) rights is to go through them sys-
tem-by-system seeing what is the current situation, revoking access from users that do not need it
anymore, deciding which of the existing users need which level of permissions (if the system al-
lows different levels), replacing general admin accounts with personal ones, seeing if all the privi-
leged accounts are appropriately protected with passwords and MFA if possible and if it would be
possible to monitor admin access and actions in the system by for example utilizing Syslog or noti-
fication features. Critical systems should be recognized, and it would be best practice to have sep-

arate administrative user accounts for those, in case of regular user account gets compromised.

Apart from systems, information also needs protecting. As discussed in previous chapters, infor-
mation should be restricted to only those who actually need it to perform their job or role. Role-
based access is a good policy also here, but for sensitive information even stricter access rights
might be appropriate. Using the asset listing to define where data is located and applying technical
access control is a good way to go about this. In addition, a company should consider taking a Data
Loss Prevention (DLP) system into use to overview the use of data and notifying data security per-

sonnel of any suspicious situations.

Like other data, access to code should also be limited on need-to-know basis. In many companies
code is stored in some kind of management system, like GitHub, Bitbucket etc., which have built-in

access control options, like making user groups or giving repository access to people one-by-one. A
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good practice is to implement role-based access here as well and create for example different
groups for people who work on different projects, separate one for trainees with even more lim-
ited access and maybe there is a need for separate DevOps access as well. Wherever the code is,

compliance to ISO 27001 requires that it is not openly available to everyone needlessly.

As with privileged access rights, all systems should be reviewed and checked if the authentication
methods and options are following the company’s authentication policy, like using centralized au-
thentication or enforcing MFA wherever possible. Special attention should be paid to critical sys-
tems. Many systems also have other authentication options available, like logging successful and

unsuccessful attempts, what kind of MFA is accepted etc., which are also worth defining.

6.6 Maintaining the platform

Whether the company has their IT platform on-premises, fully in cloud or any mix of the two, ISO
27001 has rules regarding maintaining it and preparing for problems. No matter what kind of serv-
ers a company has or where they are located, if there is anything of importance running on them,
their capacity should be automatically monitored. In public cloud services there are built-in op-
tions with notification possibilities, but private cloud or on-premises servers might require buying
or building a separate monitoring system, using service providers like Datadog, Zabbix etc. DevOps
team should apply monitors for resource (CPU, RAM, disk capacity etc.) usage, set appropriate
thresholds and make the system notify key people either directly with email, SMS or such, or alert
the whole team via instant messaging services. This is especially important, if the company has SLA

responsibilities or is providing critical services.

When thinking about the process for managing technical vulnerabilities in the systems the com-
pany uses or develops, they need to consider things like how vulnerabilities are discovered (what
are valid information sources, if automated tools could be used, is there manual work involved
etc.), what is the process for addressing and fixing the discovered vulnerabilities, how patches and
updates are tested and distributed and how the process is monitored and improved whenever
necessary. In Figure 11. Example of a process addressing discovered vulnerabilities. there is an ex-

ample of a vulnerability treatment process.



44

1. Process description supporting ) (%)

When a technical vulnerability is detected, either through automated tools or manual discovery, the following
process is followed:

» Automated tools always check the software code for technical vulnerabilities before releases to
production environment, and vulnerabilities are addressed before the process is resumed

e The person locating the vulnerability immediately informs the entire team in Teams and if needed, a
Jira ticket is created.

« The team determines the severity of the vulnerability (Critical, High, Medium, Low)

« Appropriate team member(s) examines the vulnerability in more detail with an appropriate schedule
according to priority, after which the necessary actions, other participants and the schedule for
resolving the vulnerability are determined

» The team decides whether to continue processing as a security breach (more urgently) or under
general change management

« Vulnerabilities in critical systems are always at least high level and need to be addressed immediately.

Figure 11. Example of a process addressing discovered vulnerabilities.

Additionally, in a company that develops their own software, there are also questions of how to
handle issues within their own products. It is recommended to implement automatic tools for
code review, vulnerability scanning and penetration testing, but the customers and/or the public
should also have a channel to report any problems, as they could be a valuable asset as well. Pop-

ular scanning software are for example OWASP Zap, Burp Suite, Nessus and OpenVAS.

As configurations have the power to make or break a system, there should be processes and tech-
nical solutions to keep track of all the changes made. A good configuration policy defines who is
responsible for changes, how and when they should be made, what is the testing protocol, how
logging is to be done and that is the backup process. An example of a policy can be seen in Figure
12. Example of a configuration management policy. Also, if there is lots of repetitive configuration
work, like on servers, a baseline template should be considered. Technical measures could be for
example automating configuration backups, enabling changelog or audit trail and their notifica-

tions and setting up testing environments.
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1. Process description supporting ) (%)

« All configs should be backed up, if possible, and the process preferably automated. Backups should
be encrypted and stored on a medium that's not affected directly by the system being backed up.

 When doing changes, the impact of the change needs to be evaluated beforehand. With possibly
breaking changes, the system needs to be backed up before and the change made at a time when
possible downtime causes minimal damage. Changes visible to users should always be announced
beforehand.

» Changes need to be tested in a separate test environment or on an entity that's not crucial for daily
operations before applied to production or all entities.

» Service provider and/or industry best practices are to be used in all configurations.

« System owners can be found in Cyberday and backup processes and configs are on their
responsibility.

e Changelogs should be enabled wherever possible and checked regularly for abnormalities, if
automated notifications aren't available.

Figure 12. Example of a configuration management policy.

Sometimes companies face audits as customer requests or in order to gain a certain certification,
for example. It is important to have ground rules for these situations to prevent any unplanned
disruptions or damage to the systems. An example of a policy regarding audits can be seen in Fig-

ure 13. Example of an audit policy.
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Advance planning and agreement: The organization has ensured that reviews and other verification actions targeting data
systems are planned in advance and agreed upon with the appropriate testers and management. This careful planning aims to
minimize the impact on operational processes.

Approval of inspection requests: The organization has established a protocol where inspection requests are approved by the
appropriate responsible person, ensuring that all verification actions are authorized.

Scope agreement and monitoring: The scope of technical tests has been agreed upon in advance, and their implementation is
regularly monitored. This ensures that the tests are conducted within the predefined boundaries and meet the objectives
without causing unnecessary disruptions.

Read-only or experienced administration: The organization has restricted tests to read-only use as far as possible. When
higher-level access is required, the tests are conducted only by experienced system administrators. This measure minimizes
the risk of data corruption or unauthorized changes.

Security requirements for access devices: The organization has ensured that any devices requiring access to systems for
verification actions meet the necessary security requirements in advance. This precaution helps protect the systems from
potential threats.

Off -hours testing for critical systems: The organization has scheduled tests that may affect the availability of important
systems to be performed outside office hours, reducing the impact on business operations.

Logging of actions and access rights: The actions taken during inspections and the access rights granted for these activities
are thoroughly recorded in a log. This logging provides an audit trail and ensures accountability and transparency in the
verification process.

Figure 13. Example of an audit policy.

6.7 Protecting information

In many companies the information in their systems is an irreplaceable asset and information se-
curity is a big part of ISO 27001 as well. Protecting information is also present in many legal obliga-
tions, customer contracts and industry frameworks, so giving it the attention it deserves is in the
best interests of any business and should include clear policies on handling it as well as ensuring

there are technical controls in place to prevent any malicious or accidental misuse.

Personal identifiable information requires special care. Policies for protecting Pll can include things
like appointing a Data Protection Officer (DPO) if required, keeping a list of data sets including PlII,
giving Pll handling guidelines to employees and having procedures for data breaches and requests.
List of Pll protection related tasks in Cyberday can be seen in Figure 14. List of Cyberday tasks re-
lated to PIl., which covers many of these topics. Also, in Figure 15. Example of Pll related employee
guideline. there is an example of one guideline that employees must read and agree with to be

compliant with the company’s information security policy.



Task name

Appointment, tasks and position of
a Data Protection Officer (DPO)

Documentation of personal data
processing purposes for data stores

Management and documentation of
data breaches

Personnel guidelines for safe
processing of personal and
confidential data

Privacy notices -report publishing
and maintenance

Process for receiving and handling
data subject requests

Figure 14. List of Cyberday tasks related to PII.

03 General rules for treating personal data in data systems

Guideline Training content Review cycle Log and comments

When accessing personal data contained in data systems, | obey the following rules:
» | use information only for the purpose for which it is intended
¢ | use only information that is mine, publicly available, or | have been deliberately given an access to
« | do not add new personal data fields to services without thought and notifying of others

¢ | do not download data from data systems to local disks without good reason and without deleting them
as soon as possible

Figure 15. Example of Pll related employee guideline.
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Part of information security is also destroying information when it is no longer needed and doing it
securely in a way that leaves evidence of deletion. All data assets should have clear rules docu-
mented on when information is deleted or if it should be archived and for how long, for example if
customer data of a system is removed upon end of a contract or if it will be stored for some fixed
period until final deletion. As each asset should have an owner, this would fall on their responsibil-
ity to make sure that data is handled properly at the end of its life. After GDPR storing personal in-

formation forever is no longer an option for anyone.

Factors, like how secure a deletion is needed, should also be considered and written down in data
deletion policy. In cloud services data is often deleted permanently after service provider backup
period is over, but on physical devices there might be a need to overwrite the drive or even de-
stroy it physically. Whatever the method, there should be a possibility to offer some proof of dele-

tion, as this might be asked by a customer or other data subject.

Any data leakage nowadays is not only an information security issue, but also a PR disaster and
can damage the company’s reputation for years to come. Thus, investing in preventing such issues
is indefinitely cheaper and easier. Once information assets are recognized, they should be given
different classifications depending on their confidentiality, which is a feature in many data storing
services, and rules set who can handle which levels of classified information and in which systems
said data should be located and where it should not be stored in any situation. A company should
also make sure that data is actually stored only where the policies allow and that it is either moved
or removed, if located elsewhere and that employees are trained in these rules. An actual Data
Loss Prevention system (DLP) would also bring extra layer of security for information as it makes

the monitoring of use of classified information automatic.

One layer of information protection is backing it up and when creating a backup strategy using for
example the best practices mentioned in chapter 5.3.10 8.13 Information backup, it would be
good to check the systems to see what kind of options they have for backups. On-premises ser-
vices usually have wider possibilities than for example SaaS services, which might have none in
their user interface because the service provider is doing it for their customers. Critical systems
should have multiple backup mediums in different places, like a cloud version and offline, physical

copies encrypted properly and stored securely.
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Also to prevent data leaks and system break-ins, critical information like passwords or confidential
files should always be encrypted when stored and in transit. This can be done by either encrypting
the whole medium the data is on, like laptops, USB sticks etc., or encrypting just the files or data
by using for example an encryption software like VeraCrypt. Operating systems like Windows and
Mac OS have built-in encryption features (BitLocker and FileVault) that can be enforced on com-
pany devices to prevent information security issues if the device gets stolen or lost and they are
easy to use. Also, it is highly recommended to use a trusted, company-wide password manager
like Bitwarden or KeePass that encrypts the passwords as opposed to employees storing them on

post-it notes or unsecure files.

When choosing encryption methods, the criticality of information should be considered. AES-256
and SHA-256 hashing algorithm are commonly used and secure, but depending on the information
a company might want to use even more complex algorithms. One should also be careful where to
store the encryption keys, as losing them might lead to loss of that data and implement access
control on who is allowed to use the keys. Documenting policies and training employees in the use
of cryptography and the risks related to unencrypted mediums and data is also needed. One ex-
ample of a policy regarding encryption of portable media can be seen in Figure 16. Example of an

encryption policy.

1. Process description 4 Suggestions available Supporting

Full disk encryption on removable media: When transferring confidential data through removable media, the
organization has applied full disk encryption to secure the information effectively.

Strict usage guidelines: The organization has formulated strict guidelines for when and how removable
media can be used for the transfer of confidential information.

User-awareness programs: The organization has conducted training and awareness programs to educate
employees about the risks and best practices associated with the use of removable media.

Destruction of used removable media: The organization follows a robust process for the destruction or
secure wiping of used removable media to prevent any possible data leakage.

Figure 16. Example of an encryption policy.
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6.8 Monitoring the infrastructure

There is no protecting the infrastructure from problems and threats if the personnel responsible
for it are not aware of what is happening inside and on the outside of it. Administrators of the sys-
tems should set up measures to follow events, get notified about anomalies and see that there are

no blind spots using for example logs and different monitoring services and dashboards.

For effective logging, systems that the company manages or develops by itself should be identified
and logging details reviewed and documented, including information like what is being logged,
what is the rotation period and how the logs are analyzed, and fine-tuned based on the results and
company needs or requirements. One good solution is to forward all logs to a centralized log
server or Security Information and Event Management (SIEM) software, that can be self-main-
tained or SaaS in the cloud, as long as it is separate from other systems to prevent data loss in case
something happens to the original systems. For example, ElasticSearch, Graylog and Microsoft
Sentinel are well-known solutions. As manual log reviewing and analyzing is not very efficient, a
company should utilize automatic log analyzing and alerting tools of their chosen solution. As logs
are very valuable information in problem situations or during incidents and even legally, they
should also be protected properly. In Figure 17. Example of a log protection policy. there are some

simple rules to follow.

1. Process description ( supporting ) G

Logs are only available to employees that need them and there is access control in place.

Log capacity is monitored so that there is enough storage space to store all relevant logs for a sensible
amount of time.

Logs should always be backed up outside the system to a separate medium to prevent loss of data.

Figure 17. Example of a log protection policy.

Similar to logs, when planning a monitoring strategy, a company should identify the systems and
networks they are responsible for monitoring by themselves (as opposed to a service provider)
and establish a baseline for them, meaning what kind of activities are to be expected. For exam-

ple, if company has no business outside Finland and there are no possibilities for remote work
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from abroad, there should be no logins to systems from other countries and such attempts should
be marked as anomalies. There should also be a clear flow of information documented so that em-
ployees know who to contact in case suspicious activity is detected. One example can be seen in

Figure 18. Example of communication protocol in case of anomalies.

1. Process description Supporting

IT & Security should be notified immediately about anomalies in systems or the network and they in turn should notify system
owners or service provider, if needed, and investigate the issue. Medium can be MS Teams, phone call or SMS or even
Whatsapp. If anomaly is identified as a security incident, incident managing protocol is applied.

Figure 18. Example of communication protocol in case of anomalies.

Use of a centralized monitoring system is highly recommended, as it gathers all the information in
one place and makes it easier for administrators to keep track of what is happening in the whole
company. For example, public cloud services like MS Azure or Amazon Web Services have compre-
hensive built-in monitoring solutions, but there are plenty of separate, dedicated monitoring ser-

vices with wide alerting capabilities, like Datadog or Zabbix.

To keep logs and monitoring accurate and easy to use, time should be synchronized across all sys-
tems by configuring them to use a trusted Network Time Protocol (NTP) source, if such configura-
tion option is available. For example, Microsoft and Google have their own public NTP servers that
anyone can use and for Linux servers there are services like ntpd and chrony that can be installed

and used, instead of setting time manually.

6.9 Secure software development

In case a company is making their own software, there are additional controls and security matters
to consider making the code and processes as secure as possible. This includes implementing tech-
nical systems like different code reviewing or vulnerability scanning tools, but also knowledge of
secure software architectures and design. As creating a full guide on secure development is out of

the scope of the thesis, the focus is on documentation work.
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It would be a good practice to document the rules regarding secure development. This policy
should include topics like what are the security requirements for each project, what is required of
the development environment or what tools should be used, what are the skills required of the
developers, how development pipeline works and what security measures are taken within it, how
the integrity of the code is verified and so on. Each company should take a deep dive into their de-
velopment process and write down a baseline for how everything is done and if there are any
weaknesses to improve. The employee or team responsible for security in development should
also be identified or named and they should be familiar with the best security practices of the in-

dustry.

Whether developing their own applications or purchasing software, a company should be aware of
and document what kind of security measures are required of them, as the security of making
software for military purposes differs strongly from making games, for example. The requirements
can be given by for example the law, a customer or a security framework the company is using,
but it should also include risk evaluation results. The criticality of the system or project can also be
a factor, as a low-priority system might not need as tight security rules as a system critical to the

company.

In order to implement security measures in practice, the developers should be aware of the best
practices in secure architecture and development operations, which means training the develop-
ing teams in security. Security should be tightly integrated into development processes and secu-
rity specialists utilized when needed. Detailed development security documentation includes the
principles which are used when making system designs, be it something completely new or

changes to the existing ones.

The documentation should also include clear rules for actually writing and publishing code. Good
points to address are testing, reviewing and publishing processes, how possible vulnerabilities are
identified and fixed, how source code is accessed and managed, how the development work (in-
ternal or using outsourced resources) is monitored and what are the definitions of done for a de-

velopment task.



53

One important aspect of security in software development is the separation of different environ-
ments (development, testing and production) and protecting any crucial data from crossing over
from production to the other two environments as it is a best practice that production data is not
used in testing at all, or is used anonymized and only for a limited access and time period. Rules
for using these separate environments and how test data should be protected and treated should

be added to the documentation.

The last thing is to document the processes for change management, meaning how new features
or improvements are planned, accepted and implemented, if the users need updates to documen-
tation or special training, what risks are associated with the changes and what to do if the changes

need to be reverted or the system needs to be restored in some other way.

7 The outcome

7.1 The conclusion of the research

The goal of the thesis was to answer the question How to make a small to medium sized software
company's DevOps compliant to ISO 27001 using industry best practices, divided into three sub

questions:

1) How to map out the current situation of DevOps regarding ISO 27001 requirements in a
small-to-medium sized software company?

2) What best practices or recommendations can be found in previous research or industry-
related literature about DevSecOps and compliance to any quality frameworks, especially
ISO 27001

3) How to implement ISO 27001 related DevSecOps improvements in accordance with the
previously found best practices/recommendations?

Overall, the research question was answered, and the thesis forms a guide for small to medium
sized software businesses in how to become compliant with or to prepare for ISO 27001 certifica-
tion. The first sub question of How to map out the current situation of DevOps regarding ISO 27001
requirements in a small-to-medium sized software company? is addressed in chapters 4 ISO 27001

and DevOps controls and 5 ISO 27001 and DevOps best practices where there are lists of the things
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DevOps departments should pay attention to and baselines for comparing the companies’ current

situation to get a picture of their starting point.

The answer to the second sub question What best practices or recommendations can be found in
previous research or industry-related literature about DevSecOps and compliance to any quality
frameworks, especially ISO 270017 is presented also in chapter 5 ISO 27001 and DevOps best prac-
tices where a literary review is conducted on multiple online resources to find the industry recom-
mendations for each control. Lastly, chapter 6 Examples of applying ISO 27001 requirements offers
an answer to the last question of How to implement ISO 27001 related DevSecOps improvements
in accordance with the previously found best practices/recommendations? using Company X as an

example.

7.2 Discussion on the results

While the thesis is comprehensive, it is not a complete guide to ISO 27001. Some bigger topics had
to be left out due to their size making them out of scope of the thesis. On the other hand, those
tasks cannot be done by DevOps department alone and require management involvement. The
thesis was done by one person with help from a DevOps and developer team and thus proving
that the improvements are doable by a small team in any software development company looking

to improve their security posture, not just for ISO 27001 but also for NIS2 for example.

As mentioned in the introductory chapter 1 Software industry, DevOps and the need for infor-
mation security certification, there indeed were not that many different online guides in English or
Finnish to give comprehensive explanations for what is required for each control and so the best
practices had to be put together from small pieces of information on multiple different ISO 27001
instruction sites. Having to put together a jigsaw puzzle in that way and using so many different
sources improved the trustworthiness and genericity of the recommendations. However, finding
some more actual research-based articles would have added to the theory part of the thesis, as

now it relies heavily on short blog posts and online articles.

What came as a surprise was the time and involvement from others that was actually required to
make the improvements described in the thesis, as most software companies work in teams and

typically one person cannot do all of this alone. One recommendation for companies considering
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making the effort of security improvements is that they need to be sure that they actually have
the time and resources to do so, as depending on their current maturity level, the changes can
take months and input from multiple people and teams. One more thing that was learned during
the practical part of the thesis was that anyone working on the improvements also needs to con-
sider transition and training periods, since for example other employees and customers need to
know beforehand and be trained to do things differently than before, which will delay the
changes, even if the technical details would be easy and quick to implement. Management in-
volvement and approval was emphasized many times when making the literary review and it is in-
deed crucial that the company really wishes to make these improvements and thinks of them as
something truly valuable, as opposed to something nice to have that employees can look into
whenever they have the time. Lack of management blessing and thus lack of resources will kill this

kind of project very quickly as money and employee time are in that case directed in other places.

It is also a shame of how much of the practical content had to be made secret, as there would
have been many helpful details there, but when dealing with topics so sensitive as cyber security,
it has to be done and is understandable. The practical part also relies heavily on Cyberday ISMS
that Company X uses and is thus not as generalized that maybe would be optimal, but on the
other hand it is a very good example of using an ISMS and how much it can help with the work in-

cluded in becoming compliant with security frameworks.

Alas, as with all technical documentation in IT, the thesis will become obsolete as technology
moves forward, the 1ISO 27001 standard itself is updated and new best practices are defined, but
for now it fulfills its goal of being a low threshold starting point of improving security in small to
medium software businesses. As ISO 27001 holds many good security practices in general, the the-
sis is also general enough to be used as an information security improvements guide even without
planning to become certified. It has also been put into bite size pieces following the controls of An-

nex A, making it easier to do the changes one step at a time following a logical flow.
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7.3 Ethics and reliability of the research

Ethics of the research were carefully considered when planning the research and especially the
documentation part, as one part of the thesis revolves around Company X’s cyber security
measures, politics and business secrets. Anything related to those kinds of sensitive topics were
added to secret attachments, made confidential for five years and parts that were used in the pub-
lic documentation, for example screenshots, were carefully checked to see that they do not acci-
dentally reveal sensitive information. The thesis also includes data and information gathered from
Company X key employees, to whom their part in the research was explained and a signed consent
form was collected, and their identities covered for security purposes, as for example it would be
easier to use spearhead phishing attacks when you know who are responsible for which solutions
in a company. The thesis was also checked for open-source intelligence opportunities by Company
X representative during client review. The plan for gathering and storing information was followed
during the thesis. To increase trustworthiness, information was gathered from multiple sources
that are completely external to Company X and the thesis itself. Also, the ISMS used has no other

relations with Company X or their employees than being a service provider.

7.4 Future development

As mentioned in the previous chapter, the thesis is not a complete guide as some bigger topics had
to be left out. One suggestion is to continue with these topics (for example the aforementioned
continuity plan) from the viewpoint of a small to medium software business. Another interesting
aspect of becoming compliant with frameworks or getting certification is how much effort is
needed from the whole company, especially management, and not only the technical people
working on the concrete improvements. It would be beneficial to look into what are the prerequi-
sites on succeeding on this kind of project and how to prepare management and the whole staff so
that the chances of going through with the project are maximized and what is actually needed
from and for each team not directly related to technical aspects (like management, HR, marketing
etc.) to be motivated and able to cooperate. Shortly put, the human factor in the certification pro-

cess is worth further research. Future improvement suggestions for Company X are in a separate



attachment Future improvements suggestions for Company X (secret), which is also made confi-
dential on the basis of section 24(7, 17) of the Act on the Openness of Government Activities

(621/1999) due to having detailed information about the company’s security systems.
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