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Nykyisessa toimintamallissa Wartsilan henkildstén on matkustettava asiakkaiden
luo asentamaan ja konfiguroimaan virtuaaliymparistot manuaalisesti. Tama pro-
sessi on kallis ja aikaa vieva. Taman tyon tavoitteena on kehittda automatisoitu
kayttoonottojarjestelma, joka voidaan suorittaa etdna ilman fyysista ldsndoloa.
Taman avulla voidaan vahentda kustannuksia ja nopeuttaa kdyttéonottoa.

Tyon teoreettinen viitekehys perustuu infrastruktuurin automaation ja konfigu-
raationhallintaan hyodyntden Debiania, Windows Remote Managementia, Ansi-
blea, Semaphore Ul:ta ja Microsoft Deployment Toolkitid. Keskeisia kasitteita ovat
infrastruktuurin automaatio, konfiguraationhallinta, pilviymparistdjen provisiointi
ja Windows-virtuaalikoneiden kayttéonotto. Tutkimusmenetelmana kaytettiin toi-
mintatutkimusta. Tutkimusaineisto koostuu jarjestelman lokitiedostoista, kayt-
toonottotuloksista ja asiantuntijoiden palautteesta.

Ty0 osoittaa, ettd automatisoitu kayttoonotto voi merkittavasti vahentaa manu-
aalisen tyon tarvetta ja virheiden maardaa. Opinnaytetyd mahdollistaa jarjestel-
mien nopeamman ja selkedmman provisioinnin seka helpottaa yllapitoa. Johto-
paatoksena voidaan todeta, ettd infrastruktuurin automaatio parantaa kayttoon-
oton tehokkuutta ja vahentaa operatiivisia kustannuksia merkittavasti

Avainsanat  provisiointi, konfiguraationhallinta, Ansible, virtuaaliymparisto,
Semaphore Ul, infrastruktuuri
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In the current operational model, Wartsila personnel must travel to customer sites
to install and configure virtual environments manually. This process is costly and
time-consuming. The aim of this thesis is to develop an automated deployment
process that can be executed remotely without physical presence, reducing costs
and accelerating deployment.

The theoretical framework of the study is based on infrastructure automation and
configuration management, utilizing Debian, WinRM, Ansible, Semaphore Ul, and
Microsoft Deployment Toolkit. Key concepts include infrastructure automation,
configuration management, cloud environment provisioning, and the Windows
virtual machine deployment. The research method applied is action research. The
research data consists of system log files, deployment results, and expert feed-
back.

The study demonstrates that automated deployment can significantly reduce the
need for manual work and the number of errors. The thesis enables faster and
more structured provisioning of systems and facilitates maintenance. The conclu-
sion is that infrastructure automation improves deployment efficiency and signif-
icantly reduces operational costs.
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TERMS AND ABBREVIATIONS

AD: Active Directory. A directory service in Windows environments used to man-
age users, groups, and devices.

API: Application Programming Interface. It is a programming interface.

Ansible Playbook: A script that contains processes related to setting up a com-
puter.

Bitbucket: A version control software where virtual machine playbooks, scripts,
and configurations are stored.

FAT: Factory Acceptance Test. A factory test used to verify that the tested prod-
uct meets the documented requirements and specifications.

GPO: Group Policy Object. A group policy used in Windows environments.

Hardening: The process of securing a system by reducing vulnerabilities, imple-
menting security configurations, and enforcing strict access controls.

ISO: An ISO file that contains the installation files for an operating system.
MDT: Microsoft Deployment Toolkit, a deployment tool for Windows machines.

Provisioning: The process of setting up a system or virtual machine with neces-
sary configurations before deployment

Repository: An archive in a version control system

Rest API: A specific APl model. It includes standard HTTP requests such as GET,
POST, PUT, and DELETE.

Ul: User Interface.

VM: Virtual Machine. An isolated operating system that can be run locally or in a
cloud environment.

WinRM: Windows Remote Management. A tool that allows remote commands
to be executed on a Windows machine.



1 INTRODUCTION

Wartsila has teams that prepare the sWOIS application for power plants on the
customer’s premises. The application is developed by Wartsila and includes,
among other things, a management system, device integration, data storage, re-
mote access to the power plant, and reporting. sWOIS is a Windows-based appli-
cation that runs in a complex environment, requiring specific system configura-
tions for deployment. Setting up this environment has traditionally been auto-
mated using Microsoft Deployment Toolkit (MDT). However, this method requires
expert supervision and can take several days to establish a fully functional deploy-

ment.

The purpose of this thesis is to build a Debian-based virtual machine that hosts
Ansible and Semaphore Ul to improve and automate the deployment process. This
system will be used to remotely configure and prepare existing Windows machines
for sWOIS installation, reducing manual work and speeding up deployment. While
Ansible provides an efficient way to manage configurations remotely, MDT will still
be used for the initial steps, such as operating system installation and base config-
uration, since Ansible requires an existing OS to operate. Once the base setup is
completed, all additional configurations, role assignments, and deployments can

be fully automated using Ansible and Semaphore Ul.

With Semaphore Ul, experts can manage servers through a graphical interface,
simplifying system maintenance and making the onboarding of new machines sig-
nificantly easier. The automation framework ensures that deployments are con-
sistent, repeatable, and less prone to human error. This thesis is particularly im-
portant for Wartsild’s energy business, as it optimizes expert time and reduces the
need for on-site installations at customer locations. The automation process leads

to cost savings and increased efficiency, benefiting both Wartsila and its customer.



2 CURRENT STATE AND DEVELOPMENT REQUIREMENTS

2.1 Current Operating Model and Its Challenges

In the current operating model, it is necessary to travel to client sites to install and
configure virtual environments manually. This process is time-consuming and
costly, as the installations require physical presence. This results in travel expenses

and a loss of productive work hours

The installation process involves transferring .iso files created by MDT from Azure
to the client's environment. This means that each .iso file must be copied individ-
ually whenever new updates are released. Since the installation must be per-
formed by one machine at a time, this significantly increases the workload and

makes system updates and maintenance cumbersome and time-consuming.

The lack of remote management means that potential issues often require physi-
cal presence, which can delay troubleshooting and corrective actions. This may
cause production interruptions and increase operational costs. These challenges
highlight the need to develop a comprehensive automated deployment system

that enables remote management and reduces manual work.

2.2 Automation Objectives and Requirement Specification

For the project, a requirement specification was carefully defined in collaboration
with the team. The requirement specification and priorities have been docu-

mented accordingly (Table 1).

Priority Levels:

1 = Mandatory

2 = Essential but not critical

3= Optional



Table 1. Requirement Specification

Requirement

Priority

Details

User Interface

SemaphoreUl  (open

source)

Windows ja  Linux

Playbooks

Playbook versions for
existing virtual ma-

chines

Documentation

User manuals

Version Control

A ready version control
environment for the

project

Logging and Reporting

Semaphore Ul includes
its own logging, so no
separate logging is re-

quired




3 SOFTWARE AND AUTOMATION TOOLS USED

3.1 Ansible

Ansible is an open-source automation and configuration management tool used
for infrastructure management, software installation, and system configuration
automation (Red Hat, 2025). Ansible was acquired by Red Hat in 2015 and has
been maintained by Red Hat ever since (Wikipedia, n.d.). It enables system man-
agement without requiring additional agent software, as it uses an agentless ar-
chitecture and connects Linux systems through SSH and to Windows systems
through WinRM (Red Hat, 2025). This means that target machines do not need
separate installation software; it is sufficient that Ansible is installed on the host

machine.

Its key components include the inventory, modules, and the control machine, from
which commands are executed. The inventory defines the target devices to be
managed, modules perform individual tasks, and the control machine is the sys-
tem where Ansible is installed and from which commands are executed (Red Hat,

2025).

Hyper-V

Manager

Ansible Host

Figure 1. Ansible Example



Ansible uses YAML-formatted Playbooks to define tasks and system configura-
tions. A single playbook can contain multiple tasks or even all configurations for a
server. However, for clarity and easier updates, it is better to create multiple

smaller playbooks.

fic Folders to Target Machine
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Figure 2. Playbook Example

In the playbook example, the roles are as follows:

e hosts specifies the target where the tasks will be executed. In this case, the
machines in the "windows" group.

e tasks contains a list of tasks to be executed sequentially. In the example,
there are two tasks.

e modules define what the task does. In the example, the win_copy module

is used to copy files.

Ansible is designed to be idempotent, which means it does not make unneces-
sary changes if the system is already in the desired state (Red Hat, 2025). This
feature distinguishes Ansible from many other automation tools and makes it a
particularly reliable and efficient solution for infrastructure management. Idem-
potency means that the same command can be executed multiple times without

changing the system unnecessarily if it is already in the correct state.



When this playbook is executed for the first time, Ansible creates the directory. If
the playbook is executed again, Ansible first checks if the directory already exists,
and if it does, nothing is changed. The execution has three possible statuses: ok,
changed, and failed. Ok means the system was already in the desired state, and
no changes were made. Changed indicates that Ansible made a change, and Failed

means that something went wrong.

Another essential feature of Ansible is the inventory, which defines the devices
managed by Ansible. It can include IP addresses, hostnames, group classifications,

and other settings, such as login credentials and ports.

[windows ]
192.168.1.160
ansible user=user
ansible password=password

ansible connection=winrm
ansible_winrm_transport=basic
ansible port=5985

Figure 3. Ansible Inventory Example

In the inventory example, roles are as follows:

e [windows] is the group name under which machines belonging to this
group are defined.

e 192.168.1.100 is the IP address of the managed target machine.

e ansible_user is the username used by Ansible to log in.

e ansible_password is the password for the username.

e ansible_connection specifies the method used to establish the connection;
in this case, WinRM, because the target machine is Windows.

e ansible_winrm_transport specifies which authentication method is used
to establish a WinRM connection.

e ansible_port specifies the port Ansible uses to connect to the target ma-

chine.



3.2 Semaphore Ul

Semaphore Ul is an open-source user interface designed to simplify the manage-
ment of DevOps tools such as Ansible, Terraform, and OpenTofu (Semaphore Ul,
2025a). It allows users to execute Ansible playbooks, Terraform configurations,
and Bash or PowerShell scripts through a web-based interface without needing to

use the command line.

<« C QO D localhost:3000/project/1/history

TestProject1 v Dashboard

owner

Dashboard ACTIVITY SETTINGS RUNNERS

Task Templates VERSION STATUS

Schedule =

Inventory

Variable Groups

Key Store

Repositories

Integrations

Team

Figure 4. Semaphore Ul Dashboard

One of Semaphore Ul's greatest advantages is its ease of use compared to other
CI/CD solutions like Jenkins or GitLab CI/CD. Unlike these tools, Semaphore Ul is
primarily designed for infrastructure automation and does not require complex
configurations. This makes it a lighter and faster-to-deploy alternative (Semaphore

Ul, 2025a)

Semaphore Ul operates as a server-based system with a REST API, enabling users
to execute commands and manage various automation processes. While the in-
terface runs in a web browser, all background operations are based on API calls
(Semaphore Ul, 2025b). The architecture of Semaphore Ul consists of the follow-

ing components:



e Frontend: A user interface that allows users to launch tasks, review exe-
cuted processes and monitor the server's status.

e Backend: An APl-based system that processes commands received from
the frontend. It also integrates with tools such as Ansible, Terraform, and
others.

o Database: Semaphore Ul supports PostgreSQL, MySQL, and DoltDB data-

bases.

Through API calls, users can add and manage users, initiate and monitor playbook
executions, view task logs, configure new target systems, and define connection
details. Semaphore's API library provides a wide range of functionalities and ena-
bles integrations with other systems without requiring manual use of the Ul (Sem-

aphore Ul, 2025b).

3.3 MDT

Microsoft Deployment Toolkit (MDT) is a deployment tool developed by Microsoft
that enables automated provisioning of Windows operating systems and applica-
tions (Microsoft, 2025a). It allows the controlled and efficient deployment of
workstations and servers, reducing the need for manual work and speeding up the
process. MDT supports installations in both physical and virtual environments and
can be used independently or in conjunction with other Microsoft management

tools (Wikipedia, n.d.).

MDT utilizes so-called task sequences, which systematically define and execute
the various steps of the deployment process. These can include disk partitioning,
operating system installation, adding drivers and applications, and final system

configuration (Microsoft, 2025a).

With MDT, the deployment process can be automated so that no manual inter-
vention is required during the installation. This is particularly useful in large envi-

ronments where multiple servers are deployed simultaneously.



MDT consists of several key components, listed below, that enable the automated

deployment of operating systems and applications.

e Deployment Workbench serves as MDT’s graphical interface, where con-
figurations are managed and the deployment process is controlled.

e Task Sequences define the various steps of the deployment process and
automate tasks, enabling systematic and managed installations.

e Boot Images include Windows PE boot images, which allow computers to
boot and begin the operating system installation without requiring physical
installation media.

e Application Deployment allows applications to be installed alongside the
operating system installation, enabling automatic inclusion of company-re-
quired software without manual effort.

e Driver Management ensures the automatic handling of drivers, adding the
necessary hardware-specific drivers during installation. This simplifies sys-
tem deployment across different hardware configurations (Microsoft,

2025b).

3.4 WinRM

Windows Remote Management (WinRM) is a protocol developed by Microsoft
that enables the remote management and configuration of Windows-based sys-
tems (Microsoft, 2025b). It is based on the WS-Management protocol, which ad-
heres to the Web Services for Management standard. WinRM allows commands
to be executed remotely, enabling system administrators to manage servers with-
out physical access to the target systems. This makes it a crucial technology in au-
tomated system management, especially in environments that utilize PowerShell-

based administration and configuration (Ansible Documentation, 2025).



WinRM facilitates the sending and receiving of management commands, which
can be used for tasks such as running PowerShell scripts, modifying system set-
tings, and performing remote administration. The protocol allows for system con-
figuration, application installation, and checking the system's status without re-
quiring local login to the managed server. This makes it an effective tool for man-
aging large Windows environments where automated configuration and remote

management are essential (Microsoft, 2025b).

WinRM supports multiple authentication methods, such as Kerberos, NTLM, and
Basic Authentication, ensuring secure system access and control (Ansible Docu-
mentation, 2025). Communication can be conducted over HTTP or HTTPS, with
enhanced security provided by Transport Layer Security (TLS) encryption to pre-
vent unauthorized data interception. This makes WinRM a secure method for re-
motely managing Windows environments, particularly when connections traverse

public networks (Microsoft. 2025b).



4 PROIJECT IMPLEMENTATION

The implementation of the project was divided into five main phases: Initial Setup,
Tool Selection, Environment Preparation, Playbook Configuration, and Testing.
Each phase represents a key area of the project and ensures its systematic pro-

gression without significant setbacks. Figure 5 illustrates the content and main

tasks of each phase, which supported the achievement of the project goals.

Initial Setup

Tool
Selection

Environment
Preparation

Playbook
Configuration

Testing

The current operating
model doesn't support
efficient scalablity

MDT is included but
in a smaller role

Semaphore Ul was
installed using
Docker, including all
required packages

Required tasks were
reviewed from the
MDT Task Sequence

Testing was
performed iteratively
during playbook
development

Requirement
specification

Ansible was chosen

to allow management

of both Windows and
Linux servers

Users and database
were defined in the
Semaphore Ul
environment

Tasks were divided
into smaller sections,
and playbooks were

created based on
them

Integration testing

Semaphore Ul was
chosen because it is
easy to use

5SH key and Git
repository were
configured

WinRM is common
and works well with
Ansible

Inventory was defined

Figure 5. Project Stages

WinRM was
configured on the
target machine

4.1 Environment Setup and Requirements

The implementation of the project began with defining the environment require-
ments and preparing the necessary technical resources. The current operating
model had several challenges, such as the need for physical presence, time-con-
suming manual setup processes, and complex maintenance procedures. To ad-

dress these issues, an automated system was developed to enable more efficient

deployment and remote management.
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(Git)

Figure 6 illustrates a simplified structure of the environment. In a real environ-

Figure 6. Simple figure of the environment

ment, there could be additional virtual machines, but this project focuses on the

following four components: CWS911, CWL901, CWR905, and Semaphore Ul host.

e CWS911 acts as the platform where all virtual machines are located and
managed. This virtual machine is not part of the project's modifications but
serves as the foundation for the environment.

e CWR905 is a Windows-based Domain Controller responsible for server
management. Its configuration is automated using Semaphore Ul and An-
sible playbooks.

e (CWL901 is a Linux-based (Debian) virtual machine. The configuration of
CWL901 is also managed using Semaphore Ul and playbooks.

e Semaphore Ul Host is a Linux-based (Debian) virtual machine. This environ-
ment is the foundation of the project. It provides a graphical interface for
managing and executing playbooks.

e MDT Host was used to create the entire virtual machine. Now, it is respon-
sible only for creating the base environment, which is copied to Azure and

used for initializing virtual machines.



e Bitbucket (Git) serves as the version control system where playbooks and
other configuration files are stored. This enables collaboration within the

team and ensures that all changes are documented and easily recoverable.

4.2 Deployment of Semaphore Ul

The deployment process began with setting up the Semaphore Ul host machine.
Semaphore Ul was chosen for its ability to manage Ansible playbooks through a
graphical interface, simplifying server management tasks. The installation of Sem-
aphore Ul was performed using Docker Compose, ensuring a consistent and

straightforward deployment process.
The following steps were taken to set up Semaphore Ul:

1. Preparing the Host Environment
The host machine, running a Debian-based operating system, was up-
dated, and Docker Compose was installed to enable containerized deploy-
ment. This ensured that Semaphore and its dependencies could be man-
aged easily. The installation was completed using the command:

sudo apt install -y docker-compose

Figure 7. Installing Docker Compose

2. Creating the Docker Compose Configuration
A docker-compose.yml file was created to define the configuration for
Semaphore and its required database (MySQL). The playbook for this in-
stallation could be found on the semaphore Ul installation site (Semaphore
Installation, 2025). The file includes details such as environment variables,

database credentials, and exposed ports.



Figure 8. docker-compose.yml file

Launching the Semaphore Environment

Once the docker-compose.yml file was in place, Docker Compose was used
to launch both Semaphore and MySQL services. This was achieved by nav-
igating to the directory where the docker-compose.yml file was stored and

running the following command:

sudo docker-compose up -d

Figure 9. Command for launching the Ul and database services

This command started the services in the background, exposing Sema-
phore Ul on port 3000 for access through a web browser.

Accessing and Configuring Semaphore

After launching the services, Semaphore Ul was accessed via a browser at
“http://host-machine-ip:3000” or “http://localhost:3000. During the initial
setup, an admin account was created using the credentials specified in
the docker-compose.yml file. So, the credentials for logging in here are:
“admin@localhost” and “changeme”. The database was also configured at

this stage to store project data, playbooks, and inventory details.



© | @ Dashboard - Semaphore % | (D Problem loadingpage * +
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SEMAPHORE
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Figure 10. Semaphore Login page
4.3 WinRM Connectivity

To enable Ansible to communicate with the CWR905 target machine, WinRM
(Windows Remote Management) was configured on the target machine. This
setup involved enabling the WinRM service, modifying connection settings and

validating the configuration through Ansible in Figure 23.

The WinRM service was first enabled on the Windows target machine using Pow-
ershell. The command in figure 11 ensured that the service was active and listen-
ing. This command automatically created a listener and adjusted the necessary
settings. The “-force” flag bypassed confirmation prompts to streamline the pro-

cess.

winrm quickconfig -force

Figure 11. Enabling the WinRM service

To support Ansible’s WinRM connection requirements, the following configura-

tions were applied:



e Basic Authentication enabled to allow Ansible to authenticate with the tar-
get machine.
e Unencrypted Traffic is permitted for testing purposes, as HTTPS was not

configured.

Set-Item -Path WSMan:\localhost\Service\Auth\Basic -Value $true

Figure 12. Enable Basic Authentication

Set-Item -Path WSMan:\localhost\Service\AllowUnencrypted -Value $true

Figure 13. Enable Unencrypted traffic

To ensure that the target machine could accept incoming requests on port 5985,
a new firewall rule was added as shown in Figure 14. This rule allowed HTTP traffic

for WinRM across all network profiles: public, private and domain.

New-NetFirewallRule -Name "WinRM HTTP" -DisplayName "WinRM HTTP" -Protocol TCP -lLocalPort 5985 -Action Allow -Profile Any

Figure 14. Configuring firewall

4.4 Configuring Semaphore Ul

After deploying Semaphore Ul, the next phase involved configuring the environ-
ment to enable effective management of automation tasks. This configuration fo-
cused on defining the inventory of target machines, integrating SSH keys for se-
cure communication, and linking a Git repository for managing playbooks and con-
figuration files. These steps were essential to prepare Semaphore Ul for its role as

the central automation tool.

To enable secure repository access, an SSH key was added to Semaphore Ul. The
process included: Generating an SSH key pair on the host machine, adding the pri-
vate key to Semaphore Ul under the Access Key section and copying the public key
to the authorized SSH keys of the remote Git repository under the Access Man-

agement SSH Keys section.



ssh-keygen -t rsa -b 2848 -f ~/_.ssh/semaphore_id rsa

Figure 15. Command to make the SSH key pair

As soon as the key pair is made, we can copy the public to the target machine. This

enables us later to run playbooks on the CWL901.

ssh-copy-id -i ~/.ssh/semaphore_repo_rsa.pub HIAG192.168.18.181

Figure 16. Copying the public to the CWL901

& | @ Dashboard - Semaphore % | (D Problem loadingpage x  +

« (] QO O localhost

TestProject1 Key Store

Edit Key
% Dashboard

Inventory
Variable Groups
Key Store
Repositories

Integrations

n Team

Figure 17. Figure of adding the private SSH key

Under the Key Store tab, it is required to add a key name and to copy the private

SSH key to the text box.
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Figure 18. Linking the public SSH key to the Bitbucket repository

For Linux servers such as CWL901, SSH was used as the communication protocol.
The configuration steps are like those of Windows. The Windows inventory was
configured separately to include Windows servers, such as CWR905. These servers
use WinRM for communication. The inventory specified: IP address or hostname,

WinRM usernames and passwords and connection details for WinRM.

[windows]
192.168.16. 184
ansible user=HJA
ansible password=pswd

ansible connection=winrm
ansible winrm_transport=basic
ansible port=5985

Figure 19. Inventory for CWR905

[linux]
192.168.186.181
ansible user=wois

ansible become password=pswd
ansible_ssh_private key file=/home/wois/.ssh/semaphore_repo_rsa

Figure 20. Inventory for CWL901
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Figure 21: Adding the CWR905 Inventory

To centralize playbooks and configuration files, a Git repository was linked to Sem-
aphore Ul under the Repositories section. The required information is the branch
where the playbooks are located and the Access key. The same access key is used

in this example. The repository link can be obtained from the Git.

&« C QO D localhost:3000/; t
TestProject] ~ Repositories
Dashboard

Task Templates

ule Edit Repository

Iy Infra as code

Variable Groups

Integrations

N Team

Figure 22. Adding the git repository



4.5 Playbook Development and Testing

The playbook development process focused on creating modular, efficient, and
reusable Ansible playbooks. These playbooks were primarily designed to auto-
mate system configurations and script execution on both Windows and Linux ma-

chines. The playbooks were developed iteratively to ensure accuracy and reliabil-

ity.

To manage the complexity of automation tasks, the playbooks were divided into
smaller, logical chunks. Each playbook focused on a specific task or group of tasks,
such as system validation, script execution, or software installation. This modular
approach provided the following advantages: Easier debugging and testing, reus-
ability across different machines and environments, reduced risk of errors by iso-
lating tasks in separate files. For example, in this environment there’s a validation
playbook that checks the system compatibility such as memory and processor

speed requirements. This can be used multiple times on different machines.

To test connectivity and basic functionality, the following simple playbook was cre-

ated and tested in Figure 23 on the CWR905 Windows-virtual machine.

B8 = @ Al b

G

B R S S
Lo I = T W R - S W N B R v ]

Figure 23. Test playbook



The playbook in Figure 23 verifies that WinRM connections are configured cor-
rectly and that the basic commands could be executed remotely on the target ma-
chine. The most important part about the playbooks was making sure they are
correctly spaced. For that use online yaml-file validators. They check that the yaml-

files are correctly written (YAML Checker, 2025).

After adding the test playbook into the repository, we must make a new task tem-
plate in Semaphore Ul. It requires a name for the template, the path in the repos-
itory to the playbook and its name, the inventory we created earlier and the re-

pository as well.

After creating the task template, we can run the task. Semaphore Ul will display
what is happening during the run step-by-step. In Figure 25 it shows a successful
“Test playbook Windows” run. On the bottom there is a recap which will indicate

what it did during the run.

@ HNew template "Ansible Playbook’'

& Add variable

+ At arg

D"

+ Add Wault

Figure 24. Making a task template for the test playbook
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Figure 25. Running the test playbook

Semaphore Ul provides an intuitive way to manage tasks and track playbook exe-

cutions. Task runs are displayed sequentially, and views can be created to organize

tasks by computer or function. For example, a "Test Cases" view was created to

group all test-related tasks. Under it the test playbook was run twice. The playbook

path was wrong the first time which caused the failed run, but after resolving the

issue, the second run was successful as shown in Figure 26.

Task Templates
ALL R C'WiL 1 l"
MAME VERSION LAST TASK
-~ D
TASK ID VERSION E USER
admin

adrmin

Figure 26. Semaphore Test Cases view

2 minutes ago (14:52)

4 minutas ago (14:50)




The full list of the playbooks that are going to be deployed to the CWR905 are
shown below in Figure 27. The files are in a bitbucket repository that is linked to
the Semaphore Ul. These playbooks cover key automation tasks, such as system
validation, application setup and configuration management, ensuring the
CWR905 virtual machine is fully prepared for production. The playbooks for
CWR905 are in the CWR905playbooks/ directory, while the playbooks for CWL901
are stored in the CWL901playbooks/ directory.

cwr905ADInstallation.yml
owr905ADmanagement.yml
owr905CommonSettings.yml
cwr9050DnsSettings.yml
cwr905FinalTasks.yml
cwr905GPOManagement.yml
cwr905InstallApplications.yml
cowr905InstallCMgrTools.yml
cowr905NetworkSettings.yml
owr905PostModification.yml

cwr905ScriptCopy.yml

0 00 0o Q0o oo oo

cowr905U_Manager.yml

Figure 27. CWR905 Playbooks

The playbooks developed for the CWR905 machine utilized both Ansible modules
and raw PowerShell commands to achieve automation. Tasks requiring a system
reboot, such as Active Directory installation, leveraged Ansible’s win_reboot mod-
ule. This module ensured that reboots were handled cleanly, allowing playbooks
to pause and resume automatically after the system came back online. An example

of its usage is shown below in Figure 28.



ation

S installation.”

Figure 28. Example of the win_reboot module

For other configurations, the win_shell module was used to execute PowerShell

scripts for tasks not supported by Ansible’s built-in modules.

1e: Execute Custom Script
ell:

PowerShell.exe -File "C:\\Scripts\\( .ps1”

Figure 29. Example of win_shell module usage



5 RESULTS AND ANALYSIS

5.1 Success of Deployment

The deployment process was successfully completed, achieving the primary goal
of automating the configuration of the CWR905 and CWL901 machines. The play-
books developed for this project, executed through Semaphore Ul, performed all

tasks accurately and consistently, reducing the need for manual intervention.

Task Templates

TEST CASES ra

VERSION STATUS LAST TASK
- @ Success

@ Success

@ Success

@ Success

9 Success

9 Success

9 Success

° Success

° Success

° Success

Figure 30. All playbooks run successfully for CWR905

Figure 30 shows the successful execution of all playbooks for the CWR905 machine
in Semaphore Ul. The logs confirm that each task was completed as expected. The
playbooks were rigorously tested to ensure that each task was executed as in-

tended with logs confirming successful completion.
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Figure 31. CWR905 Server Manager changes

As part of the deployment process, the CWR905 machine was configured to in-
clude roles such as Active Directory Domain Services (AD DS), File and Storage Ser-
vices, and Hyper-V, as shown in Figure 31. These roles were installed and config-
ured through the developed playbooks, which ensured consistency and accuracy
without requiring manual intervention. In addition to the roles shown in Figure 30,
critical tasks such as configuring group policies, setting up user accounts and en-
suring network configurations were automated through playbooks. These steps

further validated the robustness of the deployment process.

Task Templates

»

/

VERSION STATUS LAST TASK

Figure 32. All playbooks run successfully for CWL901



Figure 32 shows that Semaphore Ul successfully executed both playbooks. The De-
ploy Cloud-Init playbook made the user on CWL901 a sudoer and retrieved the
user-data.yml file from Bitbucket and applied it to the target machine. The Hard-
ening playbooks added security features such as audit rules and system configura-

tions.

Figure 33. Successful hardening on CWL901

_IH

In Figure 33 we use the command “sudo auditctl -I” to check the rules that we
added for the hardening. The playbook managed to add the security features

needed to the target machine.

5.2 Impact of Automation on Efficiency

The automation process significantly improved the efficiency of system configura-
tions by streamlining and accelerating tasks that were previously manual. Play-
books ensured consistency and minimized variability, resulting in faster deploy-

ments and more reliable configurations.



Tasks were completed in under 30 minutes per machine using automation. This
marked a significant improvement over the one to two hours typically required for
manual configurations. By automating tasks, multiple machines could be config-

ured in parallel, further reducing total deployment time.

Automation ensured that all configurations followed predefined workflows, elim-
inating inconsistencies caused by human error. The modular structure of play-
books ensured repeatability, allowing identical configurations to be applied to dif-

ferent machines without requiring additional adjustments.

By automating critical tasks, such as testing connectivity, applying security config-
urations, and managing reboots, the automation framework minimizes manual er-
rors. Logs generated by Semaphore Ul provided real-time feedback, allowing im-

mediate detection and resolution of issues during playbook execution.

5.3 Challenges and Issues in Developing Solutions

The implementation of automation using Ansible, Semaphore Ul, and WinRM in-
troduced several technical challenges that required extensive troubleshooting and
iterative refinements. These challenges ranged from connectivity issues and con-
figuration inconsistencies to software installation constraints and YAML syntax er-

rors.

One of the most persistent challenges encountered during the deployment pro-
cess was network connectivity between the Semaphore host and the target Win-
dows machine (CWR905). Multiple instances of connection failures were ob-
served, often caused by incorrect routing table configurations and firewall re-
strictions. After machine reboots, static routes would frequently be lost, requiring
reconfiguration. Additionally, Windows Defender Firewall and UFW on Debian oc-
casionally blocked communication over WinRM ports 5985 and 5986, necessitat-

ing repeated rule adjustments to ensure uninterrupted connections.



Another major challenge was configuring WinRM to allow Ansible to communicate
with the target system reliably. While WinRM is a fundamental requirement for
managing Windows hosts with Ansible, several issues arose throughout the imple-
mentation. The listener configurations would often reset after reboots, requiring
re-execution of the winrm quickconfig command to restore connectivity. Further-
more, enabling Basic Authentication and unencrypted traffic was necessary for the
connection to function correctly. Connection timeouts were another recurring is-
sue, requiring fine-tuning of Ansible’s default timeout settings to accommodate

the WinRM response delays.

In addition to connectivity and configuration challenges, YAML formatting errors
caused frequent disruptions in playbook execution. YAML’s strict indentation rules
led to syntax errors that prevented certain tasks from being executed correctly.
Furthermore, misconfigured inventory definitions occasionally caused playbooks
to fail due to incorrect target group mappings. The task execution order also posed
a challenge, as some configurations relied on dependencies that were not yet in-
stalled. Without proper sequencing, some playbooks executed tasks prematurely,

leading to failures that required manual intervention.

Software installation constraints also played a significant role in shaping the auto-
mation process. The target machines lacked direct internet access, which meant
that all necessary software, scripts, and configuration files had to be pre-down-
loaded and staged in external repositories, such as Azure Blob Storage, Bitbucket,
or MDT. This limitation was one of the main reasons why MDT was retained in the
automation workflow instead of being fully replaced. Preloading dependencies
and ensuring that installation scripts were executed in the correct sequence was

essential to avoid incomplete or failed deployments.

Another issue encountered during implementation was the intermittent failure of
the Semaphore Ul service. When the host machine entered the sleep mode or was
powered off, Semaphore Ul sometimes appeared to be running but was unrespon-

sive. In these cases, verifying its actual status using “sudo docker ps” confirmed



that the service was inactive despite showing as active, which required restarting
the service. First, it should be shut down with: “sudo docker-compose down” and
after it is shut down, it must be started again with: “sudo docker-compose up -d”.

Once restarted, logging back into the Ul via port 3000 restored normal operation.

Throughout the development process, these challenges required continuous trou-
bleshooting, iterative playbook refinements, and improved system documenta-
tion. Network reliability, secure WinRM configurations, YAML validation, and soft-
ware installation sequencing were all key focus areas that needed repeated testing
and adjustments. Despite these challenges, automation ultimately provided a scal-
able, repeatable, and efficient deployment framework, significantly reducing man-

ual intervention while maintaining system consistency.



6 CONCLUSIONS AND FUTURE DEVELOPMENT

6.1 Key Findings

The automation framework developed in this project successfully streamlined the
configuration of both Windows and Linux-based machines, reducing deployment
time and ensuring repeatability. The integration of Ansible playbooks with Sema-
phore Ul provided a structured and scalable solution for managing deployments
across different operating systems. The results demonstrated that manual config-
uration processes can be largely replaced by automation, significantly improving

efficiency, consistency, and long-term maintainability.

A key finding was that a modular approach to automation significantly improves
adaptability across different system types. By structuring playbooks into distinct
tasks, configurations could be applied consistently to both Windows (CWR905)
and Linux (CWL901) machines. This approach not only minimized human error but
also improved the adaptability of playbooks, making them easier to troubleshoot

and reuse in different environments.

The project also highlighted the differences in automating Windows vs. Linux en-
vironments. WinRM posed a significant challenge for Windows automation, re-
quiring additional configuration steps such as enabling Basic Authentication and
adjusting firewall rules. In contrast, Linux-based automation via SSH was more
straightforward, requiring fewer connectivity adjustments. This comparison rein-
forced the importance of understanding the nuances of each platform when de-

signing automation workflows.



Another key takeaway was that MDT remains necessary for initial system provi-
sioning in Windows environments. While Ansible and Semaphore Ul effectively
automated post-installation tasks, MDT played a critical role in preparing Windows
machines before Ansible could take over. In contrast, Linux deployments bene-
fited from a more direct Ansible approach, as SSH-based automation allowed for

end-to-end configuration without additional provisioning tools.

6.2 System Expansion Possibilities

The automation framework developed in this project can be expanded in multiple
ways to further improve system management, scalability, and efficiency. While the
current implementation covers the configuration of Windows (CWR905) and Linux
(CWL901) machines, several opportunities exist to enhance automation coverage

and performance.

One key area for expansion is extending automation to additional machines and
roles. The current setup is designed for configuring a limited number of servers,
but the same framework could be applied to other infrastructure components.
The sWOIS environment consists of multiple interconnected machines, yet auto-
mation has so far only been implemented for the domain controller (CWR905) and
a logging machine (CWL901). Expanding automation to application servers and
backup systems would enhance deployment consistency, ensuring a more unified

and scalable infrastructure management approach.

Another potential improvement involves enhancing the complexity of the play-
books to include additional automation tasks. The current playbooks primarily fo-
cus on system configuration and role installation but expanding them to automate
software deployment and patch management would ensure that all systems re-
main updated without manual intervention. Additionally, integrating advanced se-

curity configurations, such as compliance hardening and access control policies,



would strengthen the security of the infrastructure. Real-time monitoring and log-
ging could also be incorporated to provide continuous visibility into system health

and performance, reducing the need for manual diagnostics.

To further improve the security of automation, integrating additional tools and
technologies should be considered. One key enhancement would be enabling
HTTPS for WinRM instead of HTTP, which would increase security while maintain-
ing remote management capabilities. This adjustment would mitigate potential
vulnerabilities associated with unencrypted communication while ensuring that

automation remains effective.

As the automation framework scales, performance considerations must also be
addressed. Automating a larger number of machines simultaneously may intro-
duce challenges related to execution time delays, increased resource allocation in
Semaphore Ul when running multiple concurrent tasks, and higher network traffic
due to parallel playbook executions. Optimizing Semaphore Ul to handle a higher
volume of simultaneous executions or implementing a dedicated Ansible control
node would significantly enhance both performance and scalability. Ensuring that
automation workflows remain efficient under heavier loads will be crucial as the

framework expands.

6.3 Recommendations for Future Development

Although the automation framework developed in this project successfully
streamlined system configuration and deployment, several areas can be improved
to enhance security, efficiency, and scalability. Future development should focus
on strengthening security measures and expanding automation to cover the entire
sWOIS environment, ensuring that all necessary components are included in the

deployment process.

Beyond connection security, access control within Semaphore Ul also requires im-

provement. At present, the Semaphore Ul environment has only a single Admin



user, which presents a security risk if credentials are compromised. Implementing
role-based access control would allow for more granular permission management,
restricting automation execution to specific users or teams based on their access
level. Further security hardening, such as firewall rule adjustments and automated
auditing of executed tasks, could also enhance the resilience of the automation

framework.

Lastly, future development should include comprehensive documentation and
training to ensure that the automation framework can be easily maintained and
expanded. While the current implementation provides a strong foundation, addi-
tional documentation detailing troubleshooting steps, configuration best prac-
tices, and security guidelines would improve long-term usability. Providing train-
ing sessions for system administrators would also help ensure the efficient adop-

tion of automation workflows across different teams.



7 SUMMARY

This thesis explored the implementation of an automation framework using Ansi-
ble, Semaphore Ul, and WinRM to streamline system deployment. The automa-
tion process significantly reduced configuration time, ensured consistency, and

minimized manual effort across both Windows and Linux environments.

The project demonstrated that modular automation improves flexibility and relia-
bility. Ansible playbooks provided reusable configurations, while Semaphore Ul
enabled centralized management of automation tasks. Although Linux automation
via SSH was straightforward, Windows automation required additional configura-
tions, particularly for WinRM authentication and firewall adjustments. Despite

these challenges, automation was a success and reduced human intervention.

Security remains an area for improvement. Future iterations should implement
HTTPS-based WinRM and role-based access control in Semaphore Ul to enhance
security. Additionally, expanding automation to application servers and other in-

frastructure components would further improve efficiency.

Overall, this project confirmed that automation enhances IT infrastructure man-
agement by reducing errors, improving scalability, and ensuring repeatability.
With continued improvements, the framework can evolve into a fully secure and

comprehensive automation solution.
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