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This thesis explores the impact of privacy laws on everyday digital life in Switzerland from a so-
cial perspective, with a particular focus on the relationship between digital rights, public aware-
ness, and personal empowerment. In a society where digital interactions are omnipresent and 
data collection is increasingly pervasive, understanding the societal role and reception of pri-
vacy regulations such as the Swiss Federal Act on Data Protection (FADP) and the European 
GDPR is more important than ever. 

The aim of this research is to assess how individuals perceive, understand, and interact with pri-
vacy laws, and to identify whether these laws effectively support digital sovereignty at both gov-
ernmental and personal levels. The study also investigates the extent to which the general pop-
ulation feels equipped to exercise control over their digital presence and data. 

The theoretical framework introduces the core concepts of privacy, data protection, digital liter-
acy, trust in digital systems, and digital sovereignty. These notions are contextualized within cur-
rent literature and examined through a socio-technical lens, with references to scholars such as 
Zuboff and Fratini, who highlight the growing tension between individual autonomy and corpo-
rate or governmental data control. 

In the empirical part, the author combines a quantitative survey targeting the general population 
with a qualitative interview conducted with a cybersecurity expert in the financial sector. The 
survey investigates levels of awareness, behavior, and attitudes related to privacy rights and 
digital sovereignty, while the expert interview provides insights into the practical challenges and 
ethical considerations of implementing data protection in a heavily regulated industry. 

The results indicate a significant gap between legal provisions and public understanding. While 
privacy is widely valued in theory, there is limited practical engagement with legal rights and dig-
ital tools. Trust in institutions and major tech platforms is fragile, and many respondents express 
the need for clearer information and more accessible means to protect their data. 

Based on these findings, the thesis proposes several improvements: integrating digital rights 
into education, simplifying access to data rights, promoting privacy-friendly alternatives, and fos-
tering collaboration between public institutions, academia, and civil society. These suggestions 
are aimed at reducing the disconnect between regulation and lived experience, and at strength-
ening both individual and collective digital sovereignty. 

The reliability and validity of the research are considered through its methodological design and 
mixed-methods approach. The study contributes to the broader discourse on digital citizenship 
by highlighting the importance of social understanding and engagement in the successful imple-
mentation of privacy legislation. 
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1 Introduction 

1.1 Background 

Even before what we could call the digital age, privacy as always been a foundational democratic 

principle, putting forward the freedom and trust that should be the most basic right in any society. 

Nowadays, the technologic advancements gave those concepts even more importance. This raises 

questions about the collection, storage, and use of personal data. For that reason, governments 

and organizations are slowly trying to push forward legal and societal changes to further protect 

people while seeking a balance between technological innovation and the protection of individual 

rights. 

However, privacy laws are among the most intricate fields of modern legislation. The constant evo-

lution of technology forces a rapid pace of changes. While trying to protect individuals from the 

misuse of their personal data, lawmakers must understand and assess the threat of new technolo-

gies on an almost daily basis. Unfortunately, their complexity often makes them difficult for the gen-

eral population to fully understand, leaving a significant gap between legislative intent and societal 

understanding. 

Switzerland is a unique country in Europe. Its position at the crossroads of national sovereignty 

and international cooperation makes it an interesting case study for exploring the impact of data 

protection laws. The FADP, the Swiss Federal Act on Data Protection, which was recently revised 

in 2023 to work in tandem with the GDPR, European Union’s General Data Protection Regulation, 

aims to protect personal and sensitive data while ensuring transparency and accountability. These 

laws are aimed at companies and public institutions but have a major impact on the lives of citizens 

by shaping their interactions with technology and their perceptions of privacy. 

The general public’s lack of awareness or understanding of these laws poses a significant chal-

lenge. For many, privacy laws are abstract, perceived as dense legal texts that feel disconnected 

from their everyday realities. This lack of knowledge limits individuals’ ability to exercise their 

rights, protect their data, and engage critically with digital services. Furthermore, misconceptions or 

lack of understanding can lead to mistrust in institutions and uncertainty about the effectiveness of 

such regulations. 
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This disconnection between the complexity of privacy laws and the population’s understanding of 

them underscores the need for a social study that investigates their tangible impact on daily life. 

Despite their significance, the social impact of privacy laws remains underexplored. While legal 
and technical analyses have been proliferating for the last few years, there is a lack of research ex-

amining how these regulations affect the behaviors, attitudes, and daily experiences of ordinary in-

dividuals. 

1.2 Research Question, Objective & Investigative Questions 

As explained previously, the lack of awareness among the general population makes it difficult for 
lawmakers and experts in the field to enforce data protection. This means that an individual under-

standing of their rights is necessary for people to be truly protected. The overall goal of this thesis 

is to investigate the social impact and awareness of privacy laws. This study will focus mostly on 

the FADP, the Swiss Federal Data Protection Act, which works in tandem with the GDPR, the Eu-

ropean Union's General Data Protection Regulation. By examining the practical implications of 

these laws, the thesis aims to bridge the gap between legislative intent and societal understanding. 

RQ: What is the societal impact of privacy laws like the FADP and GDPR on individuals in Switzer-

land? 

RO: The research aims to analyze the impact of privacy laws on the daily lives of Swiss citizens, 

focusing on their understanding, attitudes, and behaviors toward digital privacy, while exploring 

ways to bridge the knowledge gap. 

IQ1: How does the public perceive and interact with privacy laws in Switzerland? 

IQ2: What societal impacts do privacy laws have on citizens’ daily lives and their trust in institu-
tions? 

IQ3: How can the complexity of privacy laws be better communicated and simplified for the general 
public? 

1.2.1 Overlay Matrix 
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Table 1. Matrix Overlay 

Investigative 
Question 

Theorical Frame-
work 

Research Meth-
ods 

Interview / Sur-
vey Question 

Results 

IQ1. How does 
the public per-
ceive and inter-
act with privacy 
laws in Switzer-
land? 

GDPR, FADP 
and Their Public 
Understanding 
Society and Pri-
vacy in the Digi-
tal Era 

Digital literacy in 

Switzerland 

Survey 
Expert interviews  

Survey: Q5, Q7 
Interviews: Q4-
Q8 

Insights into the 
public’s under-
standing, mis-
conceptions, and 
engagement with 
privacy laws. 

IQ2. What socie-
tal impacts do 
privacy laws 
have on citizens’ 
daily lives and 
their trust in insti-
tutions? 

GDPR, FADP 
and Their Public 
Understanding 
Trust in Digital 
Systems 

Survey 
Expert interviews 

Survey : Q6, Q8, 
Q9, Q11, Q12, 
Q13, Q14 
Interviews: Q3-
Q6, Q9-Q13 

Observations on 
behavioral 
changes, trust in 
digital systems, 
and privacy laws’ 
effect on institu-
tions and individ-
uals. 

IQ3. How can the 
complexity of pri-
vacy laws be bet-
ter communi-
cated and simpli-
fied for the gen-
eral public? 

GDPR, FADP 
and Their Public 
Understanding 
Privacy As a 
Right 

Digital literacy in 
Switzerland 

Expert interviews 
Analysis based 
on the survey 
and the inter-
views 

Survey: Q15 
Interviews: Q14, 
Q15 

Recommenda-
tions for improv-
ing public aware-
ness and acces-
sibility of privacy 
laws. 

IQ4. How do pri-
vacy laws influ-
ence individuals’ 
digital sover-
eignty and em-
powerment in 
Switzerland? 

Digital Sover-
eignty 

Digital literacy in 

Switzerland 

Expert interviews 
Survey 

Survey: Q10, 
Q13 

Better under-
standing of what 
is digital sover-
eignty its current 
state and ways 
to attain it fully. 
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1.3 Scope and limitations 

This scope will be limited geographically to Switzerland but will use some insights from the rest of 
Europe as needed. Also, because most of the studies found in the social field are from around the 

world, and especially the United States of America, those will be used to draw comparisons. 

For the purpose of a precise explanations of the complex concepts behind the thesis, the theoreti-
cal framework will not be limited geographically as it will make the research available sparse. 

The empirical study is based on the data collected from Swiss citizens and two experts working in 

Switzerland. The survey will be sent to a broader range of people (students, professionals from 

various fields, old and/or young people). 

While laws will be analyzed for the purpose of the thesis, the focus will be on the societal impact of 

those and not the intricacies of lawmaking and international law. 

For that reason, this thesis will only recommend and propose changes in the social aspects. It will 

not attempt to invent or change laws. 
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2 Theoretical framework 

2.1 Key concepts 

2.1.1 Privacy 

Privacy is by no means a new concern. It can be easy to associate it with technologies, but the 

concept itself, while slightly changed in practice overtime, predates the digital era and is relevant in 

both analog and digital contexts. An important text published in the Harvard Law Review in 1890 

by Samuel D. Warren and Louis D. Brandeis, gives us some historical insight: In it, the authors em-

phasized the need for legal protections to safeguard what Judge Cooley described as the right "to 

be let alone.". This quote shows that even in the late 19th century, freedom and privacy were inti-

mately linked. The text also highlights two concepts: the circulation of photographs and the intru-

sion of journalism into private life. Issues that are still relevant and important today. Another inter-

esting fact of this review is the emphasis placed on the damage to mental health caused by a 

breach of privacy, a concern that resonates even more profoundly in the digital age. (Warren S. D. & 

Brandeis L. D., 1890). 

But what is privacy It is difficult to define, because there are many definitions of it, and these defini-

tions are even changing over time. Also, different cultures have different views on the subject. For 

the sake of this thesis, here is a simple definition that should be able to unite all the others: “privacy 

is one's ability to control information about oneself “(Bélanger F & Crossler R. E. 2011). 

The impact digitalization has on privacy can be defined by what Floridi refers to as “Ontological 

friction”, which, simplified, means how easily the information is transmitted in a set location (“region 

of the infosphere”). To help with understanding of this concept, they draw a comparison with a 

house inhabited by 4 students, informational privacy is limited (or not) by the thickness of the walls 

and the will to privacy of the different roommates (e.g. open or closed doors, time spent together). 

(Floridi 2005) 

2.1.2 Data Protection 

Data protection refers to the mechanisms, policies, and laws created to protect personal infor-

mation in an increasingly data-driven society. In today's interconnected world, almost every online 
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interaction contributes to a digital profile that captures a wide range of personal details, from social 

media activity and browsing history to online purchases and search behavior. 

This aggregation of individual digital footprints, when structured in machine-readable formats and 
collected at scale, becomes what is commonly referred to as "Big Data”. What distinguishes big 

data from massive data sets are the 3Vs: Volume, refers to the size or amount of data being gener-

ated and stored, often measured in terabytes or petabytes, Velocity, describes the speed at which 

data is created, collected, and processed in real time or near real time and Variety which indicates 

the different forms of data, such as structured (e.g., databases), semi-structured (e.g., XML, 

JSON), and unstructured (e.g., videos/photos, social media posts). There are many uses for it, 

such as tracking and monitoring individuals, targeted marketing and/or research. Effective privacy 

mechanisms are critical to mitigating the risks inherent to Big Data by protecting against unauthor-

ized access, data breaches, and exploitation of sensitive information. (Andrew J. & Baker M. 2021) 

In Switzerland, data protection is governed by the FADP, which was created based on the Euro-

pean Union's GDPR. These laws define what is considered a lawful use of private and sensitive 

data, such as respect for individual rights, data protection, company transparency, risk mitigation, 

and crisis resolution (e.g., after a data breach). Another important component is the introduction of 

the DPO. The Data Protection Officer is a position in a company that oversees the use of data. 

While it is not mandatory for small businesses to have a DPO, large users of personal data, public 

bodies and authorities, and those using sensitive data could be fined if a DPO is not appointed. 

(Regulation (EU) 2016/679) 

2.1.3 Digital Literacy 

Digital literacy is the knowledge of digital tools. It is ability to find, use, communicate, and critically 

evaluate information. For any kind of knowledge, it is difficult to assess an individual’s level of un-

derstanding. However, with the fast evolution of technologies, it is clear how important digital liter-

acy is. This means that society needs to be able to close the gap of knowledge between certain 

demographic groups. For example, each new generation grows alongside more complicated tech-

nologies of the digital age, while the oldest are left to understand it on their own. This does not 

mean that the youngest people are digitally literate, as it can be particularly difficult for children to 
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distinguish between a safe and a risky situation online. In addition, they are more likely to take in 

as factual what is fun rather than what is true. (Livingstone 2014) 

2.1.4 Trust in Digital Systems 

Trust is a complicated notion to explain as it involves human emotions as well as complex frame-

works. For the purpose of the following explanation, here is a definition coined by Duranti and Rog-

ers: “Trust has been defined in many ways, but at its core it involves acting without the knowledge 

needed to act” (Duranti & Rogers 2012). 

In digital systems, trust is an important component of data protection. A good example of this is Mi-
crosoft Windows, when someone downloads a software from the web, multiple mechanisms are 

working together to protect the user. First the legal framework limits what you can or cannot find on 

the internet, but it lacks in control as it is hard to monitor everything. Then there is the Microsoft 

trust system, which verify the author and integrity of the file, and forces you to manually validate 

the execution of the program. Finally, the antivirus protects you from potential cyberthreats that 

could have passed the first filters. (Microsoft 2024). 

The main problem with systems purely based on digital trust is how it can be bypassed. For the 

case of Windows, there are many cases of hacking and obfuscation. (Graeber s.a.). In “A Survey 

of Trust Management Systems for Online Social Communities Trust Modeling, Trust Inference and 

Attacks” Ruan Y. and Durresi A. analyze trust in a less technical way by investigating online social 

communities. In their paper, we understand better how different communities are interconnected 

and how trust inside of those groups can be breached (Ruan & Durresi 2016). 

To conclude, trust in digital systems can be viewed in two main ways: Socially and Technologically. 

This means that digital consumers need to be wary of people as well as technologies which makes 

it hard to trust anything online. This also means a need for better rights and transparency as the 

GDPR and FADP try to realize. (Williams, Hassandoust & Zhang 2020) 
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2.1.5 Digital Sovereignty and Governance 

Sovereignty is a confusing term, even in academic circles, but the consensus is the close link be-
tween sovereignty and authority (Philpott 1995). As Philpott cites Robert Wolff, authority is “the 

right to command and correlatively, the right to be obeyed” (Wolff 1970). 

Among academics there are many perspectives of what digital sovereignty is, but this concept will 
be deepened later in the thesis. For a good fundamental definition Falkner, Heidebrecht, Obendiek 

and Seidl write in their paper “Digital sovereignty” – Rhetoric and reality” (Falkner, Heidebrecht, 

Obendiek, Seidl 2024): 

The core of digital sovereignty stipulates the need for control of the digital on the physical 
layer (resources, infrastructures, devices), the code layer (standards, rules, design) and the 
information layer (content, data) (Chander A., Sun H., 2021; Floridi, 2020; Sheikh, 2022). 

Academics have used different terms to demonstrate different viewpoints, such as data sover-

eignty, technological sovereignty cyberspace sovereignty, but no consensus has truly been found. 

(Couture & Toupin 2019).  

2.2 Privacy As a Right 

To understand privacy as a fundamental right, we will draw insights from the historical, philosophi-

cal, sociological and juridical fields. This will help better understand how those rights were shaped 

to become what they are now in the digital age. 

First, what is a fundamental right and how does it differ from human rights. The difference lies in 

their universality. While a fundamental right is generally defined by a country’s constitution and pro-

tected by said country’s legal system, human rights are inherent to every human being. No matter 

where they live, where they were born, or what makes them who they are. In that regard, funda-

mental rights could be considered a culturally specific extension of human rights. (European union 

agency for fundamental rights 2013) 

The United Nations protect privacy in the Universal Declaration of Human rights article 14, written 

in 1948: “No one shall be subjected to arbitrary interference with his privacy, family, home or corre-

spondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection 
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of the law against such interference or attacks.” (United Nations 1948). As said previously this pre-

dates the digital age and does not answer how it is protected nowadays. 

What makes privacy a right? To answer this question, I would like to go away from a legal perspec-
tive and try to better understand this concept. In “On Human Dignity as a Foundation for the Right 

to Privacy”, Floridi picks up the term human dignity from the GDPR and asks a similar question to 

mine. In their work, she argues that privacy should be protected as a part of self and not as a prop-

erty: “’my’ in ‘my data’ is not the same ‘my’ as in ‘my car’, it is the same ‘my’ as in ‘my hand’, be-

cause personal information plays a constitutive role of who I am and can become.”. (Floridi 2016). 

From this perspective, data protection becomes inseparable from the protection of personal iden-

tity, autonomy, and human dignity. It reframes privacy not as a transactional asset to be managed 

or traded, but as a vital element of personhood. Therefore, defending privacy is not simply about 

regulating access to information. It is about safeguarding the conditions for individual flourishing, 

agency, and self-realization in a digital society. 

2.3 GDPR, FADP and Their Public Understanding 

In 2016, the General Data Protection Regulation (GDPR) was introduced to enhance the protection 

of EU citizens' personal data, applying to organizations both within and outside the European Un-

ion. Due to the complexity of the regulation and the broader subject of data protection, compliance, 

which became mandatory in 2018, can be particularly challenging for small and medium-sized en-

terprises. This section aims to unpack this complexity from both the organizational and individual 

perspectives. While the Swiss Federal Act on Data Protection (FADP) introduced its updated com-

pliance requirements more recently, in 2023, the primary focus here will remain on the GDPR, as 

the FADP closely aligns with it in structure and intent. Notable differences, particularly regarding 

terminology and fine structures, will still be highlighted where relevant. 

First, let’s explain what the GDPR is about. Personal data is any information that could be identi-

fied, while sensitive data is data that should not be disclosed (e.g. Religion, health, etc.). The regu-

lation tries to protect those based on seven principles summarized in the gdpr.eu website from arti-

cle 5.1-2 of the GDPR: “ 

- Lawfulness, fairness and transparency: Processing must be lawful, fair, and transparent to 

the data subject. 



10 

 

 

 

 
- Purpose limitation: You must process data for the legitimate purposes specified explicitly to 

the data subject when you collected it. 

- Data minimization: You should collect and process only as much data as absolutely neces-

sary for the purposes specified. 

- Accuracy: You must keep personal data accurate and up to date. 

- Storage limitation: You may only store personally identifying data for as long as necessary 

for the specified purpose. 

- Integrity and confidentiality: Processing must be done in such a way as to ensure appropri-

ate security, integrity, and confidentiality (e.g. by using encryption). 

- Accountability: The data controller is responsible for being able to demonstrate GDPR com-

pliance with all of these principles.”  

(gdpr.eu) 

Technological means of protection are not defined by the GDPR but impose appropriate measures. 

This means that any failure to respect the above principles would be contrary to the regulation. If 

everything is respected a data breach is not necessarily unlawful but must be publicly informed in 

less than 72 hours.  

Privacy by design means that data protection measures must be integrated into the development 

of systems and services from the outset, rather than being added later. Privacy by default ensures 

that personal data is automatically protected in any system or service without requiring the user to 

act. In practice, this means that only the minimum necessary data should be collected and pro-

cessed by default settings. A common example is newsletter subscriptions: under GDPR-compliant 

design, the “subscribe to newsletter” checkbox must be left unchecked unless the user actively 

opts in. The same principle applies to the use of cookies, where non-essential cookies (e.g., for 

marketing or tracking) must not be enabled unless the user gives explicit consent. 

To help institutional compliance, the EU provided some important tools. First, the introduction of 

the Data Protection Officer (DPO) role as we briefly talked about earlier. This new position gives 

company professional insight on how it should treat data in a legal and ethical manner. While the 

organization stays liable for any breach of the law, the DPO is a real asset to any trustworthy 
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company (European Data Protection Supervisor 2025). The FADP also introduce the PFPDT 

which is close to a DPO’s function but at a cantonal level. 

Finally, in both the FAPD and GDPR, data can be stored and transferred only to appropriate coun-
tries, the US being one of the unauthorized places. There was an agreement between the US and 

the EU called privacy shield and before that safe harbor. Both those were invalidated by Schrems 

II and Schrems lawsuits. Those lawsuits highlighted grave problems related to data protection in 

the US. (Tracol 2020) 

2.4 Technological Ways of Protecting Data 

In Swiss law, there are 8 typical infractions that should be known and monitored to better protect 
data. Translated from Dessislava 2023 Haute école de Gestion de Genève (HESGE) course : 

- Personal data theft 

- Undue access to a computer system 

- Provision of information enabling unauthorized access to a computer system 

- Deterioration of data 

- Provision of information enabling the deterioration of data 

- Fraudulent use of a computer system 

- Fraudulent obtaining of a service 

- Identity theft  

(Dessislava 2023) 

These typical infractions give insight on the potential breaches but not on the actual protection. 

Combined with the seven principles highlighted in the GDPR, cybersecurity can help mitigate 

threats to data privacy. Institutions rely on a range of technological and organizational solutions to 

protect data against cyber threats, unauthorized access, and breaches. Among these, crypto-

graphic techniques, blockchain technology, privacy by design principles, and regulatory frame-

works such as GDPR and ISO 27001 play key roles in mitigating risks and ensuring compliance. 

Cryptography serves as a foundational technology for data security, using encryption to protect in-

formation both in transit and at rest. Strong cryptographic methods, including advanced encryption 

standard (AES) and homomorphic encryption, ensure confidentiality while allowing secure 
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computations on encrypted data (Rawat, Doku & Garuba 2021). Hashing functions, digital signa-

tures, and public-key infrastructures (PKI) strengthen authentication, authorization and data integ-

rity, preventing unauthorized modifications (Rawat et Al. 2022). However, by themselves those 

technologies, as any other, can be bypassed. For example, digital signatures can be obfuscated by 

either technological means (Graeber s.a.) or human failures, as in the MSI key leak in 2023 

(Goodin May 2023) 

Artificial intelligence and machine learning enhance data protection by enabling predictive threat 

detection and anomaly detection. These technologies process enormous amounts of data in real-

time, identifying changes from normal behavior and signaling potential cybersecurity threats. AI-

driven intrusion detection systems (IDS) and security information and event management (SIEM) 

tools integrate big data analytics to analyze security logs and mitigate attacks efficiently (Rawat, 

Doku & Garuba 2021). However, adversarial machine learning presents a new risk, as cybercrimi-

nals started exploiting AI weaknesses to evade detection, necessitating ongoing research into AI 

security mechanisms (Rawat et Al. 2022). This demonstrate again that no technologies are safe 

from threats. Also, a less documented ethical and legal problem is the infringement to privacy and 

copyrights in the training of efficient AI models. (Lucchi 2024) 

In addition to the above, blockchain technology, while new, offers an interesting layer of security 

through decentralization and cryptographic validation. Distributed ledger technology (DLT) ensures 

data integrity by recording transactions in immutable, tamper-proof blocks. This approach reduces 

reliance on centralized authorities, mitigating risks associated with single points of failure. Smart 

contracts further enhance security by automating rule-based transactions, reducing human inter-

vention and associated vulnerabilities. However, blockchain-based systems must navigate regula-

tory challenges, particularly in complying with privacy regulations such as GDPR’s right to erasure, 

which conflicts with blockchain’s immutable nature (Rawat et Al. 2022). 

The concept of Privacy by Design emphasizes integrating data protection measures into the devel-

opment process of software and digital services. Rather than treating privacy as an afterthought, it 

ensures that security principles such as data minimization, user control, and transparency are em-

bedded from the outset (Rubinstein & Good 2013). By implementing mechanisms such as default 

encryption, fine-grained access controls, and transparent data processing policies, organizations 
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can proactively safeguard user privacy. Worryingly, business incentives often compete with privacy 

concerns, requiring regulatory intervention to enforce compliance and accountability. 

Regulatory frameworks such as GDPR and ISO 27001 provide legal and organizational guidelines 
for data protection. GDPR enforces strict controls over data collection, processing, and storage, 

emphasizing user consent and data subject rights. Organizations must conduct Data Protection Im-

pact Assessments (DPIAs) to identify risks and implement appropriate safeguards. ISO 27001 

complements GDPR by offering a structured approach to cybersecurity, incorporating risk manage-

ment, incident response, and encryption protocols. (Rawat et Al. 2022) 

The rapid expansion of IoT networks presents new challenges for data protection. IoT devices gen-

erate vast amounts of sensitive data, often with limited built-in security measures. As a result, IoT 

security relies on intrusion detection systems, anomaly-based monitoring, and automated threat 

response mechanisms. Big data analytics enhances IoT security by aggregating and analyzing 

data streams in real-time to identify suspicious activities (Rawat, Doku & Garuba 2021). 

The GDPR itself encapsulates several key provisions that underscore the importance of technical 

and organizational measures in protecting personal data. Among these are the rights granted to 

individuals, such as access, rectification, and erasure of their data, which place significant respon-

sibilities on data controllers and processors. The regulation mandates that organizations implement 

appropriate technical protection (including encryption and blockchain where applicable) and main-

tain robust internal processes (e.g., the appointment of a DPO) to ensure compliance. This regula-

tory framework not only enforces high standards for data protection but also incentivizes continu-

ous innovation in technological defenses (Regulation (EU) 2016/679). 

2.5 Digital literacy in Switzerland 

As mentioned in the key concepts, digital literacy is not only about understanding and using digital 

tools, but also about having the critical thinking skills needed to navigate the digital infosphere. 

This means that children need to be educated as early as possible to ensure that they are mature 

enough to grow up safe. (Livingstone 2014)  



14 

 

 

 

 

In Switzerland, education is separated by language, which are French, German and Italian. Each 

of the 26 cantons must follow federal guidelines but are free to decide on the specifics of their edu-

cation. (Swiss Confederation s.a.) 

In the last 20 years, the growing importance of digital media has forced education professionals to 

improve Digital Media Learning (DML) in children's education. (CIIP s.a.) By comparing the curric-

ula in the three main Swiss languages, we should be able to gain a better understanding of how 

digital literacy is defined, taught and assessed in Switzerland.  

First, in the three curricula, DML is divided into 2 main disciplines, Information Technology and Me-

dia. The Italian curriculum has the most comprehensive yet simple definition: "To use digital tech-

nologies and media critically, creatively and consciously in order to actively create, learn and par-

ticipate in society". (Translated from Piano di studio della scuola dell’obbligo) 

For that purpose, the 3 study plans mention dividing in practical and theoretical education to help 

children develop critical thinking and ease of use at the same time. The French study plan explains 

this well by mentioning: 

“Education to digital, by digital […]: 

- The first enables students to develop a digital culture needed to understand a society 

where digital technology has become essential and to enroll in it as an active, creative and 

responsible citizen. 

- The second offers multiple opportunities for students to understand disciplinary learning 

through activities, materials and tools tailored to their educational needs.” (Translated from 

CIIP) 

2.6 Digital Sovereignty 

Digital sovereignty is mostly about control over digital infrastructures and data within the digital 

world. In recent years, both government and individuals have been trying to assert their digital sov-

ereignty to fight against the increasing influences of multinational corporations and foreign govern-

ments. (Couture and Toupin 2019) This can be demonstrated, for example, by the US will to ban 

TikTok. (Clausius 2022) 
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2.6.1 Personal Sovereignty 

At an individual level, digital sovereignty is the ability of users to control their personal data, make 
informed decisions about their digital interactions, and resist surveillance capitalism. (Zuboff 2019, 

Andrew & Baker 2021) Nowadays, big data allows corporations and governments to identify and 

profile individuals while influencing their online or even offline behavior. This highlights how crucial 

digital literacy is for personal digital sovereignty. 

All of the different aspects we mentioned before, be it regulations (GDPR, FADP or others), digital 

literacy, and data protection technologies are necessary to empower the population in a growingly 

obscure digital space. (Sonnenberg & Hoffmann 2022, Farias-Gaytan Aguaded and Ramirez-

Montoya 2023, Mehrnezhad Van Der Merwe and Catt 2024) 

However, those measures do not totally erase the challenges that individuals have to face to en-

sure their sovereignty. Most digital services will have to trade between privacy for convenience, 

while legal and practical complexity of policies grows the gap even more. (Obar J.A. & Oeldorf-

Hirsch 2020, Custers 2022)  

2.6.2 Governmental sovereignty  

Governmental sovereignty suggests that a state has the ability to regulate, secure and control digi-

tal infrastructures, data flows and digital policies within its realm. Many states seek to develop self-

sufficient digital infrastructures to reduce dependence on foreign technologies and services to pre-

vent data exploitation by external actors. As advocated by Macron (2017) and outlined by Falkner 

“sovereign Europe which would ‘lead rather than undergo the digital transformation’ by promoting 

its model within globalization, a model combining innovation and regulation” (Falkner et al. 2024). 

In the case of the European Union, the GDPR serves as an effort to claim regulatory power over 

data by implementing strict regulations on entities in its jurisdiction (Andrew & Baker 2021) and 

thus claims a form of sovereignty framed by Flonk, Jachtenfuchs and Obendiek as “Public order”, 

opposed to “Free access” in regards to governmental digital sovereignty. We will explain to these 

two framings later in this thesis. Similarly, Switzerland has strengthened its digital sovereignty 

through strict data protection regulations and a push for national cloud infrastructure to reduce reli-

ance on non-European tech giants. However, Flonk, Jachtenfuchs and Obendiek argue that 
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regulatory efforts like the EU’s digital sovereignty initiatives often conflict with global internet gov-

ernance principles. This is shown by some states using the term digital sovereignty to restrict free-

dom of speech. (Falkner et al. 2024; Flonk, Jachtenfuchs & Obendiek 2024) 

Switzerland used an interesting approach to assert its digital sovereignty. By localizing data, the 

federal government states that it is a cybersecurity necessity, yet the geopolitical use of this ap-

proach seems evident, (Fratini & Musiani 2024) asking important questions on cross-border collab-

oration and national surveillance and how to achieve a compromise between international innova-

tion and national sovereignty. 

Blockchain technologies could be an engaging alternative to current infrastructures by providing 

decentralized but transparent control over data and transaction. However, as discussed by aca-

demics, while this technology could improve transparency, accountability and self-governance, it 

renders difficult the implementation of norms and regulations by governments. (Al-Saqaf & Seidler 

2017, Batubara, Ubacht & Janssen 2018) 

2.6.3 Intersectional conflicts in sovereignty 

Governmental and personal digital sovereignty are deeply intertwined. Governments have been 

trying to implement policies to protect their citizen’s digital right, as shown by the GDPR and FADP, 

but this could lead to excessive control and surveillance (Hofmann 2024). Fratini and Musiani 

demonstrate this balance by separating governmental sovereignty in two frames, “Free access” 

and “Public order”. (Fratini & Musiani 2024) 

 

Table 2. Frames about content control. 

Frame Problem Definition Prescriptions 

Free Ac-
cess 

the restriction of free access to con-
tent is a threat to liberal democracy 

Self-regulatory solutions, empowerment of in-
dividuals or specific groups, such as parents, 
with limited state intervention 

Public 
Order 

the public order and the public inter-
est are under threat from internal 
and/or external forces 

comprehensive public regulatory interven-
tions to strengthen public control 
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Again, Flonk, Jachtenfuchs and Obendiek warn that certain sovereignty measures, such as in-

creased content control on the internet, risk infringing upon digital freedoms and individual auton-

omy. (Flonk et al. 2024) 

Zuboff in The Age of Surveillance Capitalism argues that the erosion of digital sovereignty at the 

individual level is largely driven by corporate exploitation of personal data. She highlights how tech 

giants create predictive models of user behavior, effectively stripping individuals of autonomy over 

their digital identities. This commodification of personal data means that digital sovereignty is not 

only about national policies but also about resisting corporate surveillance and data extraction 

practices. The increasing integration of digital technologies into daily life has made it nearly impos-

sible for individuals to completely opt out of data collection, further diminishing personal sover-

eignty. (Zuboff 2019) 

The discussion of digital sovereignty is further complicated by transnational data flows and geopo-

litical dynamics. Countries must navigate between regulatory autonomy and participation in global 

digital governance frameworks (Kuner 2017). For example, the Schrems II decision by the Euro-

pean Court of Justice challenged the adequacy of US data protection standards, reshaping how 

data transfers between jurisdictions are regulated (Cate, Kuner, Lynskey, Millard & Svantesson 

2017). 

2.7 Society and Privacy in the Digital Era 

Despite the growing significance of privacy in the digital age, research on the social impacts of its 

protection remains notably sparse. Existing studies tend to focus on highly specific contexts rather 

than providing a general examination of privacy issues. For instance, research on privacy concerns 

in the context of second-hand buying has shown certain consumer behaviors and attitudes and the 

gaps between the law and its knowledge by the population (Salehzadeh et al. 2024). Similarly, 

studies focused on the healthcare sector have revealed challenges in protecting patient data, high-

lighting both the potential for breaches and the necessity for absolute confidentiality (Bühler et al. 

2024; Pletscher, Mändil & Glinz 2022). These investigations, while valuable in their respective do-

mains, underscore a critical gap: the lack of integrated research that synthesizes findings across 

diverse contexts to form a comprehensive understanding of public perceptions and the societal im-

plications of privacy laws. 
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In 2018, Obar and Oeldorf-Hirsch conducted an interesting research on how the population inter-

acts with Terms of Services and Privacy Policies. In their study, they compare the gap between 

self-reported surveys and the actual facts of those interactions. To get factual data, they created a 

fake social media website and told participants that the goal of the study was simply to give feed-

back on it. In the Terms of Service, they added clauses that should be unagreeable if read. How-

ever, 97% accepted the Privacy Policy and 93% the Terms of Service. While the whole thing 

should have taken around 45 minutes to read, the study reports an average of 125 seconds spent 

reading both texts. Clickwraps, generally the popup that allows you to simply click I accept the 

terms of service, can be considered a major factor to facilitate the obscurantism around those legal 

texts, as the study shows that 74% of participants used them to accept the privacy policy. Unfortu-

nately, the GDPR suggest that it is still an accepted practice. (Obar & Oeldorf-Hirsch 2020) 

An additional area that warrants further exploration is the emerging field of FemTech—technolo-

gies dedicated to women’s health. FemTech applications and devices collect extensive amounts of 

sensitive data, ranging from menstrual cycle tracking to fertility monitoring. The dual-use nature of 

such data, where it holds promise for personalized healthcare but also presents significant risks if 

misappropriated, has become a focal point for recent scholarly attention (Hofmann 2024; 

Mehrnezhad, Van Der Merwe & Catt 2024). These studies suggest that while FemTech can em-

power female users by providing critical health insights, it also exposes them to potential abuse if 

robust privacy safeguards are not enforced. Consequently, the intersection of FemTech and pri-

vacy laws represents a frontier in privacy research that is both underexplored and highly conse-

quential. 
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3 Empirical Research 

3.1 Research Approach 

This study employs a mixed-methods approach; by combining qualitative interviews with profes-

sionals and quantitative survey data, the thesis aims to provide a comprehensive understanding on 

how privacy laws and digital sovereignty impacts the Swiss population. The quantitative survey 

aims to capture broad trends and a rather general perception, while the qualitative interview pro-

vides a deeper insight of the topic and an expert viewpoint.  

By that combination, the study aims to bridge the gap between technical knowledge (interview) and 

statistical data (survey), offering a more comprehensive and richer perspective on the subject. 

3.2 Quantitative Research 

The survey was designed to gain a better comprehension on the Swiss population awareness, be-

havior and attitudes toward privacy and its legal aspect, digital sovereignty and trust in digital infra-

structures. It consists of 15 questions that could be divided in 5 sections: 

- Demographics: Age, gender, education level, and occupation to contextualize responses. 

- Awareness: Understanding and/or knowledge of the GDPR and FADP and individual rights 

in digital systems. 

- Behavior: Use of privacy related tools, reading privacy policies, and data protection habits. 

- Trust in institutions: Confidence in governmental and corporate data protection efforts. 

- Digital Sovereignty Perspective: Opinions on personal control over data, national data 

policies, and potential improvements to privacy protections. 

The survey was distributed through my own contacts, while making sure different demographics 

were represented. The survey was sent to social studies students in parallel to Business students 

and IT students. It was also sent to a broader range of professionals from different fields and ages. 

In conducting the survey for this thesis, no personally identifiable information was collected beyond 

general demographic data such as age, gender, and occupation. These demographic questions 

were included solely for analytical purposes to identify patterns within different respondent groups. 

All responses remain anonymous, and no data can be traced back to individual participants. The 
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survey was designed and administered in accordance with the principles of the General Data Pro-

tection Regulation (GDPR), ensuring transparency, data minimization, and the protection of re-

spondent rights. Participation was voluntary, and all respondents were informed about the purpose 

of the research and their right to withdraw at any time. The collected data is stored securely and 

will be deleted upon the completion of the thesis project. Throughout the process, care has been 

taken to respect privacy and ensure that ethical standards of research and data handling are up-

held. 

3.3 Qualitative research 

To complement the quantitative research, which is the main research method of this thesis, I con-

ducted an Interview with two experts working in the data privacy field in Switzerland. 

The interview followed an open-ended format, allowing respondents to elaborate on: 

-     Their understanding and experience with data protection laws. 

-     The perceived effectiveness of regulations like the FADP and GDPR. 

-     Personal and institutional barriers to digital sovereignty. 

-     Recommendations for improving privacy awareness and policy implementation. 

The interview was conducted via Microsoft Teams, recorded, transcribed, and subsequently ana-

lyzed by comparing its content with the findings from both the theoretical framework and the survey 

results. While the interview primarily serves as a qualitative research method aimed at deepening 

the understanding of the quantitative findings, it also provided valuable insights that may have ret-

rospectively influenced the refinement of the theoretical framework. 
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4 Analysis 

The survey, named Navigating Digital Autonomy: Trust, Privacy, and Sovereignty in a Connected 

Society, was filled by 107 respondents. The demographics are as follows: 

 

Figure 1. Age population 

As we can see, the age range is skewed toward 18 to 24 years old and lacks people in the 25 to 44 

years old demographic. This said, the sample size is sufficient to get a good idea of the difference 

between the younger and the older generation while having enough respondents in between to 

give a better perspective on the results. 
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Figure 2. Gender 

Unfortunately, the survey may be lacking a non-binary representation, but the male/female 

populations are quite even. 
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Figure 3. Education

 

Figure 4. Occupation 

In terms of education and occupation, the main fields are well represented. This should help us 

gain a better comprehension on the topic from most perspectives (different stages of life, lifestyle, 

etc.) 

4.1 Descriptive Results 

First, let’s go through every question’s data in their most basic form. 
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Table 3. Are you familiar with the Federal Act on Data Protection (FADP) and the General 
Regulation on Data Protection (GDPR) 

Min value Max value Average Median Sum Standard Deviation 

0,0 10,0 5,6 6,0 410,0 3,0 

88 people answered to that question, a value range of 0 to 10 and a standard deviation of 3 shows 

a wide array of different answers. While an average of 5.9 and a median of 6.0 seems to indicate 

that most people at least know of the FADP and GDPR. 

 

Figure 5. Do you ever read privacy policies before using an online service? 

Here we see that only 1 of the 107 respondents always reads the privacy policies, while the other 

answers are relatively even. More than third (38%) only rarely read them and respectively 31% and 

30% read them sometimes or never. The survey only shows what the respondents say and as 

Obar and Oeldorf-Hirsch demonstrate in “The biggest lie on the Internet: ignoring the privacy 

policies and terms of service policies of social networking services”, the reality is often very 

different than what people may admit on that subject. (Obar and Oeldorf-Hirsch 2020) 

Table 4. How well do you understand your digital rights under privacy laws? 

Min value Max value Average Median Sum Standard Deviation 

0,0 10,0 4,7 5,0 359,0 2,6 
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Again we see a range between 0 and 10, although in this case 96 people responded. The average 

(4.7) and the median (5.0) are quite close with a standard deviation of 2.7. 

 

Figure 6. Have you ever changed your online behavior due to privacy concerns? 

Out of the 107 respondents, a majority of people (55%) indicate having changed their behavior, 

while the rest have either made no change or at least tried (respectively 23% and 22%). 

 

Figure 7. Which of the following privacy-enhancing tools do you use regularly? (Multiple choices) 

Here the 107 respondents have selected 169 answers which means in average a respondent 

selected 1.58 answers. We can see that the choices correspond to the popularity of the tools, 

VPNs with 49%, ad blocking with 34% and encrypted messaging with 30%. Then 23% people used 

none of these and the less known anonymous browsers with 19%. Only 6 people indicate using 

other non-mentioned tools. 
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Figure 8. How much control do you feel you have over your personal data online? 

Out of the 107 respondents a notable majority (69%) indicate having very little control over their 

personal data while only 2 of them consider having full control. Some control has been selected by 

22% of the users and no control 11%. 

Table 5. Do you trust the government to protect your digital privacy? 

Min value Max value Average Median Sum Standard Deviation 

0,0 10,0 4,8 5,0 354,0 2,5 

Here the scale is very similar to the previous 2. A range of 0 to 10, an average of 4.8 and a median 

of 5.0 with a standard deviation of 2.6 indicate, again, a wide range of different answers skewed 

toward the middle. For this question, 88 people responded. 

Table 6. Do you trust large technology companies (Google, Meta, Amazon, etc.) to handle your 

personal data responsibly? 

Min value Max value Average Median Sum Standard Deviation 

0,0 8,0 3,1 2,0 196,0 2,3 

Here we also have a range from 0 to 10, however the average (3.2) and the median (2.0) are way 

lower than the other scale questions. This shows a lower perceived trust of private companies 

compared to governments. A standard deviation of 2.5 combined to the range also shows a rather 

high difference of answers between the 78 respondents. 
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Table 7. Do you think Switzerland should take stronger measures to protect digital sovereignty 

(e.g., developing national cloud services, reducing dependence on foreign tech companies)? 

Min value Max value Average Median Sum Standard Deviation 

0,0 10,0 7,4 8,0 625,0 2,3 

For this question, the range is again between 0 to 10 with a similar standard deviation (2.4). An 

average of 7.3 and a median of 8 shows that most people out of the 102 respondents strongly 

agree with stronger measures. 

Table 8. In your opinion, does the Swiss government guarantee the protection of your private data? 

Min value Max value Average Median Sum Standard Deviation 

0,0 10,0 4,6 5,0 395,0 2,1 

Again the range goes from 0 to 10 with a standard deviation of 2.2. The average of 4.6 and the 

median of 5 seems to indicate that the 101 respondents are in between.  

 

Figure 9. What would encourage you to take more control over your digital privacy? (Multiple 

choices) 
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Here, a 106 people answered with a total of 224 selected choices. This means that in average 

each respondent selected 2.11 answers. User-friendly tools come first with 71%, then better public 

awareness campaigns with 49%, stronger legal protections with 42% and financial incentives at 

31%. Finally, 13% indicated not seeing privacy as a major issue and 5 people selected other. 

4.2 Comparisons and Correlations 

To be able to understand different groups of people, I decided to choose 3 comparison axes. The 
first is a simple age comparison: 

 

Figure 10. Age groups 

The choice was made to take into account people that generally grew up with internet and 

technologies as we know them today against people that did not exactly. This will help to see in 

practice the differences in digital literacy among different generations. While 35 to 44 year olds are 

mostly familiar with technologies, the fast pace of change and the difference between early 2000 

technology and 2020 justifies this choice.  

The second axis is educational: 
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Figure 11. Education comparison 

Professions with academic backgrounds and students speak for themselves, practicals are the 

people with a practical education and professionals with specific educations are those that did not 

go through the two majors education path in Switzerland. With this, we should be able to get a 

glimpse into digital literacy in the Swiss education system. 

Finally a gender comparison will help us get an idea of the major differences of interactions in the 

digital sphere. 

4.2.1 Age comparison 

First let’s consider the demographical differences among age groups. 
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Figure 12. What is your gender? 

Here we see that the younger generation has an almost even amount of men and women while the 

older generation is mostly men (69%). 
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Figure 13. What is your highest level of education? 

As expected, the younger generation is comprised of a majority of high school diplomas (58%) with 

20% of bachelor degree’s and a small percentage is distributed among the other categories.  

The older generation is a bit more distributed. The highest percentages is the Federal Certificate 

with 31% and apprenticeship’s with 25%. 
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Figure 14. What is your primary occupation? 

The last graph translates well into this one. We see that a vast majority of the younger generation 

(76%) are students. While the older generation is comprised of 67% of full-time employees. 

Table 9. Are you familiar with the Federal Act on Data Protection (FADP) and the General 

Regulation on Data Protection (GDPR) 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard Devia-

tion 

younger genera-
tion 43 0,0 10,0 4,3 4,0 183,0 2,8 

older generation 45 0,0 10,0 7,4 8,0 332,0 2,3 

The difference between the two group is vast. The younger generation seems to be significantly 
less familiar with legislation the older one. This is shown by an average of 4.3 and a median of 4.0 

against 7.4 and 8.0. The question that is raised is if  that can be explained by the fact that those 

legislation protects everyone but is enforced mostly at a business/company level rather than at a 
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personal level. This would mean that professional, which the older generation is mostly made of, 

are more confronted to the FADP and GDPR and would explain the statistical differences in 

knowledge of those. 

 

Figure 15. Do you ever read privacy policies before using an online service? 

Here we see a tendency of the older adults to read the policies more than the younger population. 

40% of the Senior respondents say the read them sometimes against only 24% for the Youngest’s. 

While the difference is less notable, 42% against 33% for rarely and 34% against 25% for never 

confirms this tendency. 

Table 10. How well do you understand your digital rights under privacy laws? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard Devia-

tion 

younger genera-
tion 50 0,0 8,0 3,8 3,0 188,0 2,5 

older generation 46 0,0 10,0 5,7 6,0 261,0 2,5 

This table is closely linked to Table 3. As the older generation is more familiar with legislation, it is 

expected that they also understand their digital rights better than the younger one. As you can see 

the junior respondents has an average of 3.8 and a median of 3 with a maximum value of 8, while 
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the older population has an average of 5.7 and a median of 6 against a maximum value of 10. This 

shows again a clear gap in knowledge between the two populations. 

 

Figure 16. Have you ever changed your online behavior due to privacy concerns? 

In this figure, we can see that older generation tends to change their behavior more than their 

younger homonyms with 62% of yes against 49%. 

The difference here cannot be explained by legislative knowledge but may be by digital literacy. 
We can link this to section 2.1.3 of this thesis that explains, using Sonia’s Livingstone’s work, that 

while growing with technologies, children or even young adults, may not be able to fully realize the 

risk in the digital world. (Livingstone 2014) 
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Figure 17. Which of the following privacy-enhancing tools do you use regularly? (Select all that 

apply) 

We can see here some differences in the use of privacy-enhancing tools amongst the two groups 

the older generation seems to use encrypted messaging apps (33%) and neither of these (33%) 

more than the younger generation (24% and 15%). While the junior respondents indicate using 

browser extensions (39%) and anonymous browsers (24%) more than their seniors (27% and 

13%). It is also important to note that the younger population selected more answers with 92 total 

answers against 77 for their senior. This could indicate that they use more tools in general. 
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Figure 18. How much control do you feel you have over your personal data online? 

Here the graph shows a small difference in the perceived control of data online. A big majority of 

the younger generation indicate feeling very little control (69%) while the older generation is at 

58%.  

Table 11. Do you trust the government to protect your digital privacy? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard Devia-

tion 

younger genera-
tion 50 0,0 10,0 4,6 5,0 229,0 2,6 

older generation 38 1,0 10,0 5,0 5,0 189,0 2,6 

Governmental trust is very similar in the two groups. That said the statistics seems to indicate little 

bit more trust of the older generation with a minimum value of 1.0 and an average 0.4 higher than 

their juniors. 

Table 12. Do you trust large technology companies (Google, Meta, Amazon, etc.) to handle your 

personal data responsibly? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard Devia-

tion 
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younger genera-
tion 42 0,0 8,0 2,9 2,0 123,0 2,3 

older generation 36 0,0 10,0 3,4 2,5 123,0 2,7 

While similar, trust toward companies shows a noticeable gap between generations. This is 

demonstrated by a 2.0 difference in max value and a 0.5 in both average and mean values. The 

lower standard deviation seems to confirm a lower trust of the younger generation towards han-

dling of data from big companies. 

Table 13. Do you think Switzerland should take stronger measures to protect digital sovereignty 

(e.g., developing national cloud services, reducing dependence on foreign tech companies)? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard Devia-

tion 

younger genera-
tion 55 0,0 10,0 6,9 7,0 379,0 2,4 

older generation 47 1,0 10,0 7,8 8,0 368,0 2,4 

Junior respondents seem to impose less responsibility on the Swiss government to protect digital 

sovereignty. This could be explained by the lesser trust hence the 0.9 and 1.0 lower average and 

median respectively. 

Table 14. In your opinion, does the Swiss government guarantee the protection of your private 

data? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard Devia-

tion 

younger genera-
tion 55 0,0 10,0 4,5 5,0 249,0 2,1 

older generation 46 0,0 10,0 4,8 5,0 220,0 2,4 

Here the values are almost the same except for a 0.3 lower deviation and average for the younger 

generation. 
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Figure 19. What would encourage you to take more control over your digital privacy? (Select all 

that apply) 

The major difference shown is this graph is that 53% of the older generations encourage legal 

protections against 34% of their juniors, while 54% of the younger generation encourage better 

public awareness campaigns against 43% of their seniors.  

4.2.2 Educational comparison 

In this section, the population vary significatively in size. Especially the professional with specific 

education group which is comprised of less than 10 respondents. For that reason, I will only men-

tion major differences and ignore the professional with specific education group except for some 

comparisons.  
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Table 15. Are you familiar with the Federal Act on Data Protection (FADP) and the General 
Regulation on Data Protection (GDPR) 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard De-

viation 

professionals with academic 
background 19 1,0 10,0 6,7 7,0 127,0 2,7 

practicals 32 0,0 10,0 7,1 8,0 227,0 2,6 

professionals with specific 
education 4 6,0 7,0 6,5 6,5 26,0 0,6 

students 30 0,0 10,0 3,9 3,0 117,0 3,0 
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While most groups have relatively similar results, we see a far lower average and median in stu-

dent’s data. This can be linked to the age comparison as we know that most of the student pool are 

aged between 18 and 24. 

 

 

Figure 20. Do you ever read privacy policies before using an online service? 

This graph shows that only 1 practical respondent answered always. Most of the students an-

swered rarely (47%) then never (36%) and sometimes (17%). Practicals answered sometimes 

(46%) then rarely (31%) and never (20%). 
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Table 16. How well do you understand your digital rights under privacy laws? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard De-

viation 

professionals with academic 
background 19 0,0 10,0 5,5 5,0 104,0 2,6 

practicals 33 0,0 10,0 5,2 5,0 173,0 2,5 

professionals with specific 
education 6 2,0 6,0 4,2 4,5 25,0 2,0 

students 35 0,0 8,0 3,7 3,0 128,0 2,7 

This, as it was for other comparisons, is related to legislative knowledge. Here we see again a 

lower average, max value and median in the student population. 

 

Figure 21. Have you ever changed your online behavior due to privacy concerns? 

This graph shows that most groups answered mostly yes, and most notably the practicals with a 
69%. This said, professionals answered (both 33%) no more than practicals and students. The 
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results for the “I tried but was not able to” option are very similar except for professionals with 

academic backgrounds with a 33%. 
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Figure 22. Which of the following privacy-enhancing tools do you use regularly? (Select all that 

apply) 
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Here we see different percentages but similar trends among groups. The notable differences is that 

students indicates using browser extensions and anonymous browsing more than the others. They 

also selected 40.3% of the total answers against 33.6% for practicals and 20.1% for professionals 

with academic background. 

 

Figure 23. How much control do you feel you have over your personal data online? 

We see again very similar trends, except for the professionals with academic whom only 10% 
answered “Some control” but answered “Very little control” more than the rest (71%). 
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Table 17. Do you trust the government to protect your digital privacy? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard De-

viation 

professionals with academic 
background 15 0,0 10,0 4,9 5,0 74,0 2,6 

practicals 28 1,0 10,0 4,6 4,5 128,0 2,3 

professionals with specific 
education 3 1,0 2,0 1,3 1,0 4,0 0,6 

students 39 0,0 10,0 4,9 5,0 191,0 2,7 

 

Table 18. Do you trust large technology companies (Google, Meta, Amazon, etc.) to handle your 

personal data responsibly? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard De-

viation 

professionals with academic 
background 14 0,0 8,0 2,4 2,0 33,0 2,4 

practicals 25 1,0 10,0 3,8 3,0 95,0 2,8 

professionals with specific 
education 4 0,0 2,0 1,3 1,5 5,0 1,0 

students 32 0,0 8,0 3,0 2,5 97,0 2,3 

 

Table 19. Do you think Switzerland should take stronger measures to protect digital sovereignty 
(e.g., developing national cloud services, reducing dependence on foreign tech companies)? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard De-

viation 

professionals with academic 
background 21 3,0 10,0 8,6 10,0 180,0 2,1 

practicals 32 1,0 10,0 7,3 8,0 233,0 2,6 

professionals with specific 
education 6 5,0 10,0 8,7 10,0 52,0 2,2 

students 40 0,0 10,0 6,6 6,0 263,0 2,3 
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There is similarities with the age comparison in this graph. We see again that students, who are 

mostly between 18 and 24 years old, have a lower average (6.6) and median (6.0) than the other 

groups. 

Table 20. In your opinion, does the Swiss government guarantee the protection of your private 

data? 

 n Min 
value 

Max 
value 

Aver-
age 

Me-
dian Sum Standard De-

viation 

professionals with academic 
background 20 0,0 8,0 4,1 5,0 81,0 2,1 

practicals 32 0,0 10,0 5,0 5,0 159,0 2,5 

professionals with specific 
education 6 1,0 5,0 3,8 4,0 23,0 1,5 

students 40 0,0 10,0 4,8 5,0 191,0 2,1 

The results are once again very similar, but we can see a lower max value (8.0) and average (4.1) 

amongst professionals with academic background than the rest. 
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Figure 24. What would encourage you to take more control over your digital privacy? (Select all 

that apply) 
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In this final graph, we are seeing similar trends again. Although it is interesting to note that 

professionals with academic background have lower percentages in most options apart from the 

“other” one. That said they also have by far the lowest total answers with 38 while practicals have 

78 and students 91. 

4.2.3 Gender comparison 

Unfortunately, the non-binary representation is only 1 percent so I decided to remove it from the 
comparison. Also, most of the data results are very similar between men and women. For that 

reason we will focus only on statistical differences. 

 

Figure 25. What Is your age? (Men – Women) 

For the rest of this analysis, it is important to note that a majority of the female population (53%) is 

between 18 and 24 years old.  
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Table 21. Are you familiar with the Federal Act on Data Protection (FADP) and the General 

Regulation on Data Protection (GDPR) 

 n Min value Max value Average Median Sum Standard Deviation 

men 49 0,0 10,0 6,4 7,0 313,0 2,9 

women 38 0,0 10,0 5,3 5,0 202,0 2,9 

The difference in familiarity with the FADP and GDPR between men and women is vast. A 1.1 

difference in average and a 2.0 difference in the median indicate a lower familiarity of women. This 

explains and translates well into the next table. 

Table 22. How well do you understand your digital rights under privacy laws? 

 n Min value Max value Average Median Sum Standard Deviation 

men 56 0,0 10,0 5,1 5,0 288,0 2,6 

women 39 0,0 8,0 4,1 4,0 161,0 2,6 

Here we can see a similar difference from the previous statistic. 

 

Figure 26. Have you ever changed your online behavior due to privacy concerns? 

While a similar percentage indicate having changed their behavior, the graph shows that more 
women said trying but not be able to (27%) when men said they did not change anything (28%). 
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Figure 27. Which of the following privacy-enhancing tools do you use regularly? (Select all that 

apply) 

This graph demonstrate that mean seems to use more tools than women. This is shown by a total 

of selected answers of 103 for men and 65 for women and by the fact that 7% more women than 

men have selected none of these. 
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Figure 28. How much control do you feel you have over your personal data online? 

Here a vast majority of women (78%) indicated having very little control over their personal data 

online and only 16% of them said having some control. 56% of men selected very little control 

while 26% of them indicated having some control. This could mean that women tend to feel less 

control online but this can be counter argumentized by the fact that 16% of men said having no 

control while only 4.4% of women said the same. 

Table 23. Do you trust the government to protect your digital privacy? 

 n Min value Max value Average Median Sum Standard Deviation 

men 52 0,0 10,0 5,3 5,0 273,0 2,8 

women 36 1,0 9,0 4,0 4,0 145,0 2,1 

 

Table 24. Do you trust large technology companies (Google, Meta, Amazon, etc.) to handle your 
personal data responsibly? 

 n Min value Max value Average Median Sum Standard Deviation 

men 48 0,0 10,0 3,3 2,0 158,0 2,8 

women 30 0,0 7,0 2,9 2,0 88,0 2,0 
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Both table 17 and 18 shows a similar thing. Trust among women be it for companies or 

governments tends to be lower. The max value, average and median tend to confirm this 

hypothesis. The lower standard deviation than in men’s response also indicates a general lower 

sentiment and less differences in women’s answers. 
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5 Discussion 

The final chapter aims to conclude the work done throughout the thesis by reflecting on the key 

findings of both the quantitative and qualitative research and connecting them to the theoretical 

framework. Finally, I will offer proposals for improvements in the field of digital privacy awareness 

and sovereignty in Switzerland. 

5.1 Interview summary and conclusion 

The expert interview was conducted with an Information Security Officer at Bâloise Group, a major 

actor in the financial and insurance sector operating across Switzerland, Germany, Belgium, and 

Luxembourg. The conversation provided critical insights into the practical implementation of 

privacy laws, the challenges tied to compliance, and the broader societal implications of data 

governance in highly regulated industries. 

5.1.1 Privacy Laws and the Financial Sector 

In the financial world, data is treated as highly sensitive and its protection is paramount. According 

to the participant, privacy laws such as the GDPR and the Swiss Federal Act on Data Protection 

(FADP) are deeply embedded into the company’s operations, particularly because of parallel 

regulatory frameworks like FINMA and the upcoming European DORA regulation. The expert 

emphasized that handling customer data involves a high degree of responsibility: “We have been 

trusted by our customers to keep their data,” they stated. Compliance is not merely a legal 

requirement, but also a matter of reputation and trust. The legal provisions are made operational 

through technical implementations such as system access controls, data classification, and strict 

data deletion protocols once a customer relationship ends. (Walz M. 14 February 2025) 

5.1.2 Effectiveness and Enforcement 

Despite the centrality of these laws in the financial sector, the expert pointed out that enforcement 

mechanisms often lack consistency. While the potential for heavy penalties under GDPR (up to 4% 

of a company’s global turnover) serves as a deterrent, actual audits or enforcement actions are 

rare. Most companies comply out of precaution rather than pressure. In practice, enforcement is 

largely reactive, taking place only after complaints or breaches have occurred. This reactive nature 
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raises questions about the overall efficiency and reach of current privacy frameworks. (Walz 14 

February 2025) 

5.1.3 Implementation Challenges 

From a technical perspective, one of the most complex aspects of data protection is identifying the 

full scope of systems in which personal data is stored. This includes both primary operational 

systems and more obscure data sources like logs and backups. The expert noted that data 

deletion, especially across backups and redundant systems, remains a persistent technical and 

legal challenge. Furthermore, issues of data localization arise, particularly in relation to cloud 

services. The company follows strict internal policies that prevent data storage in regions deemed 

insecure, such as the United States or parts of Asia, highlighting a desire to maintain data 

sovereignty within politically and legally aligned jurisdictions. (Walz 14 February 2025) 

5.1.4 Public Awareness and the “Privacy Paradox” 

The expert expressed concern over the general public’s lack of awareness regarding the extent to 

which their data is harvested and shared. While laws exist to protect individuals, the public often 

doesn’t realize how extensively their behavior is tracked, especially through smartphones and 

social media. Many people justify their indifference with the argument that they “have nothing to 

hide,” which, according to the participant, ignores the deeper implications of data commodification. 

This contradiction between expressed concern and actual behavior, often called the “privacy 

paradox” (Gerber, Gerber & Volkamer 2018), was repeatedly emphasized. (Walz 14 February 

2025) 

5.1.5 The Importance of Digital Literacy 

A major theme throughout the interview was the critical role of digital literacy. The expert described 

it as “the only way to go,” suggesting that long-term change in behavior and awareness must begin 

through education, especially at a young age. Adults, they argued, often lack the time or resources 

to fully grasp the implications of digital surveillance.. (Walz 14 February 2025) 
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5.1.6 Trust, Social Media, and Digital Sovereignty 

Another pressing issue raised was the public’s relationship with digital platforms, particularly those 
that dominate the communication ecosystem. The expert lamented that trust in these platforms is 

largely misplaced and that alternatives, particularly those offering strong privacy guarantees, are 

either inaccessible or unknown to the general public. Social media was described as a powerful 

force that can shape public opinion and behavior, often invisibly. The control exercised by a 

handful of private actors over public discourse and data infrastructures, they suggested, presents a 

significant threat to both individual and national sovereignty. (Walz 14 February 2025) 

5.1.7 Artificial Intelligence and the Future of Regulation 

Looking to the future, the expert expressed concern over the role of artificial intelligence in data 

governance. They raised questions around bias, transparency, and accountability, asking, “Who 

controls the AI? What bias does it have?” As AI systems become more deeply embedded in 

everyday services, the risks of centralizing power over personal data are increasing. This leads to 

a growing need for robust and independent governance mechanisms, as well as the development 

of European or Swiss alternatives to current tech monopolies. (Walz 14 February 2025) 

5.1.8 Recommendations and Outlook 

In closing, the expert recommended that future research and policymaking prioritize digital 

education and accessibility, emphasizing the need for public empowerment through knowledge. 

They also suggested interviewing educators to explore how digital literacy can be better integrated 

into curricula and emphasized the importance of legal clarity for citizens. For the broader structural 

challenges, they advocated for breaking monopolies and encouraging decentralized, privacy-

respecting platforms as essential steps toward meaningful digital sovereignty. 

This interview underscored the complex and layered reality of data protection in practice. It 

revealed a gap between the legal frameworks in place and the public’s ability to act within them. 

Furthermore, it highlighted the pressing need to approach privacy not just as a regulatory issue, 

but as a deeply social and cultural one, where literacy, trust, and empowerment are just as critical 

as technical compliance. 
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5.2 Survey results 

The survey confirmed several trends observed in the interviews. A majority of respondents were 
aware of the GDPR and FADP but only a minority felt confident in their understanding or 

application. The level of digital literacy and data protection practices correlated strongly with 

education level and age group, with younger respondents (digital natives) showing more comfort 

with privacy tools, yet not necessarily more legal awareness. 

Trust levels were notably low regarding tech corporations, and moderately low for government 

institutions. Interestingly, a significant portion of participants supported stronger national measures 

to protect digital sovereignty, including local cloud infrastructure and stricter data handling 

standards for foreign companies. 

The data also illustrated that while individuals often claim to value privacy, this is not always 

reflected in behavior, a phenomenon sometimes referred to as the privacy paradox. For example, 

only 1 of the 107 respondents answered that they always read the privacy policies. Not reading 

terms of services as well as privacy policies means consenting to anything. The famous 

Facebook/Cambridge Analytica case of 2018 highlights this perfectly (Granville March 2018) 

5.3 Improvements proposal 

Based on the empirical findings, the following improvements are proposed: 

- Clearer and more accessible communication of privacy laws: Although legal frame-

works like the GDPR and FADP exist to safeguard individuals' rights, the interview and sur-

vey data reveal a significant gap between these protections and public understanding. 

Many participants expressed uncertainty about their rights or struggled to navigate dense 

legal language. To address this, privacy laws need to be communicated in plain, accessible 

language. Public institutions could launch educational campaigns via civic platforms, social 

media, public transport, and digital services to raise awareness. Schools, libraries, and mu-

nicipalities can play a key role in making privacy information a part of everyday civic dis-

course. The goal is to demystify data protection and transform it from a niche legal topic 

into a widely understood social right. 
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- Integration of digital rights education into digital literacy curricula: The interview with 

the information security officer strongly emphasized that literacy is key to sovereignty in the 

digital age. Survey results also showed that many individuals lacked the knowledge or con-

fidence to act even when aware of their rights. As such, digital literacy education must in-

clude modules on privacy, data protection, and personal data management. This could be 

integrated into school curricula, lifelong learning programs, or vocational training. More than 

theory, these programs should offer practical exercises: understanding cookies, adjusting 

app permissions, recognizing dark patterns, and using privacy-enhancing tools (e.g., VPNs, 

encrypted messaging). Empowering citizens with digital rights knowledge strengthens indi-

vidual agency and closes the gap between law and lived experience. 
- User-friendly tools and interfaces: Even when people are aware of their data rights, the 

process of acting on them. For example, requesting access, correction, or deletion of per-

sonal data can be intimidating or overly complex. From the empirical findings, it is clear that 

ease of access is crucial. Companies and institutions should be encouraged or required to 

implement user-friendly dashboards that allow individuals to manage their data transpar-

ently. These tools should be available in multiple languages, accessible across devices, 

and built with inclusivity in mind (e.g., for elderly users or those with disabilities). Automated 

processes (e.g., one-click data deletion) and clear documentation can further lower the 

threshold for action. 

- Policy-level incentives for transparent platforms: Participants in both survey and inter-

views expressed distrust in large tech platforms, while acknowledging their dominance. 

This suggests a market imbalance that favors convenience over privacy. To counter this, 

governments and regulatory bodies should introduce incentives (e.g. financial, infrastruc-

tural, or reputational) for services that prioritize user privacy. For example, Swiss-based 

cloud providers or decentralized applications that meet strict transparency and security 

standards could receive public funding, procurement preference, or certification marks. 

Such policies not only encourage the growth of ethical alternatives, but also challenge mo-

nopolies that erode both personal and national digital sovereignty. 

- Collaboration between civil society, academia, and policymakers: A recurring theme in 

the interview was the need for cross-sectoral dialogue. Privacy and digital sovereignty are 

not challenges that can be solved by governments or companies alone. Civil society 
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organizations often work on the frontlines of privacy education and digital rights advocacy, 

while academics bring rigorous analysis and long-term thinking. Policymakers benefit from 

these perspectives to craft responsive and inclusive legislation. Creating collaborative 

frameworks, such as advisory councils, participatory governance platforms, or co-creation 

labs, can ensure that privacy policies are informed by real-world experience and that digital 

governance remains democratic and transparent. 

5.4 Theoretical framework conclusions 

This thesis built its analysis on five key concepts: privacy, data protection, digital literacy, trust in 

digital systems, and digital sovereignty. The empirical data confirms the strong interconnectedness 

between these concepts. Privacy and data protection are essential components of digital auton-

omy; however, without adequate digital literacy, these rights often remain theoretical and un-

derused. Furthermore, trust in digital systems is increasingly undermined by the opacity of data 

policies and the overwhelming dominance of foreign digital service providers, highlighting the ur-

gent need for coherent and transparent national digital strategies. The concept of digital sover-

eignty, while often discussed in geopolitical terms, must also be understood on a personal level. 

Individuals require both the knowledge and the tools to reclaim control over their digital identities 

(Zuboff 2019; Fratini et al. 2024). Ultimately, the findings of this thesis suggest that achieving digi-

tal sovereignty is not merely a question of state infrastructure or regulation, but a broader, collec-

tive social process grounded in education, empowerment, and critical engagement with technol-

ogy. 

5.5 Conclusion 

This study explored how privacy laws and the broader concept of digital sovereignty are 

experienced by individuals in Switzerland. By combining quantitative and qualitative methods, it 

has shown that although regulatory frameworks exist to protect data, the social effectiveness of 

these laws depends on awareness, accessibility, and trust. 

A clear gap exists between legal provisions and lived experience. Bridging this gap will require 

efforts not only from policymakers and technologists but also from educators, civil society, and 
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citizens themselves. In a time of growing datafication, digital rights must be reimagined not just as 

protections, but as instruments of empowerment and self-determination. 

This thesis contributes to that re-imagination by centering the human dimension of digital 
sovereignty, one that is grounded in awareness, participation, and collective responsibility. 
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Appendix 2. Interview questions 

Introduction 

1. Can you share a brief overview of your professional background and your experience with 

data protection, privacy and their legislation (e.g., FADP, GDPR)? 

2. Given your experience with [specific industry or sector], how have privacy laws impacted 

your work and the industry as a whole? 

3. In your opinion, what is the primary role of privacy laws in today’s digital landscape? 

4. Understanding and Implementation 

5. How do you assess the effectiveness of laws such as FADP or GDPR in protecting individ-

uals' data, privacy and fostering trust in the digital ecosystem? 

6. What do you see as the most significant challenges in implementing and enforcing these 

laws, both from a technical and a societal perspective? 

7. In your experience, how well do organizations comply with FADP/GDPR regulations? What 

factors contribute to non-compliance, and what are the consequences of these failures? 

Public Awareness and Education 

1. From your perspective, how well-informed is the general public about their rights under pri-

vacy laws? Do you feel people are generally aware of the data they are sharing and how it 

is being used? 
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2. What are the most common misconceptions people have about privacy regulations, and 

how do these misconceptions impact their online behavior? 

3. In your opinion, what are the barriers preventing people from understanding or engaging 

with these laws? Are these barriers primarily educational, technological, or socio-economic 

in nature? 

Social and Technological Impacts 

1. If people are aware of those laws, and considering their level of understanding, how do they 

influence societal trust in digital technologies and institutions (eg. Doing your taxes online, 

web shopping, social media etc.) 

2. And in general, do you think people are concerned with their privacy at work and/or in their 

daily lives? How do these concerns manifest, and what impact do they have on your per-

sonal and professional life? 

3. Have you observed any significant behavior changes in individuals or organizations due to 

privacy regulations (and your work as DPO)? How have these changes impacted the way 

you interact with technology and the digital world? 

4. What are the implications of privacy laws on technological innovation? Do they encourage 

ethical and responsible development or do they hinder technological progress? 

5. Improvement and Future Directions 

6. What steps could be taken to make privacy laws more accessible and understandable to 

the public? How can we empower individuals to make informed choices about their data? 

7. How can governments or organizations improve the implementation and communication of 

these laws? 

8. Are there emerging trends or technologies that you believe will shape the future of privacy 

legislation? How can we ensure that these laws remain relevant and effective in a rapidly 

evolving technological landscape?  

Conclusion 

1. What are the most pressing privacy challenges facing society today, and how can we ad-

dress them? What are your hopes and concerns for the future of data protection in the digi-

tal age? 
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2. Do you have recommendations for additional resources or individuals who could provide 

valuable insights for this study, such as academics, researchers, or industry leaders work-

ing in the field of privacy and data protection? 

 


