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Cybersecurity has become a critical concern for individuals and society as a whole in today's
constantly changing digital environment. As cyber threats grow in complexity and frequency,
users are often the weakest link in the security chain.

This thesis explores the landscape of personal cybersecurity, examining current risks, com-
mon user behaviours, and available protective technologies. Emphasis is placed on the lay-
ered security approach known as "Defense in Depth," highlighting models such as the Cy-
bersecurity Armadillo, which frames personal security through concentric layers—from end-
point and network protection to cloud services and governmental oversight.

The study investigates the roles and responsibilities of key stakeholders, including Internet
Service Providers, device manufacturers, and software developers, in creating a safer inter-
net experience. The thesis concludes by arguing that sustainable cybersecurity requires a
shift toward system-level responsibility, which reduces the burden on end users while provid-
ing them more secure tools and environments.

Keywords Internet, IT cyber security

£
-

/ ngfkr}opolia

University of Applied Sciences



Contents
Preface
Abstract

Table of Contents

Abbreviations/Acronyms

1 Introduction

2 Cyber Safety

2.1
2.2

2.3

Defense in Depth

Common Cyber Security Layers
2.2.1 Mission Critical Assets
2.2.2 Data Security

2.2.3 Application

2.2.4 Endpoint Security

2.2.5 Network Security

2.2.6 Perimeter Security

2.2.7 The Human Layer
Defence in Depth Summary

3 User Centric Model

4  Cyber Security Armadillo

4.1
4.2
4.3
4.4

4.5

Cyber Security Armadillo: Endpoint Security

Cyber Security Armadillo: Network Security

Cyber Security Armadillo: Cloud Security and Digital Footprints
Cyber Security Armadillo: Operators and Governments

4.4.1 Government’s Role in Cybersecurity

4.4.2 Role of Internet Operators in Cybersecurity

Cyber Security Armadillo Model Summary

5 Conclusions / Summary

References

10
13
15
17
18
19
22

24

27

27
32
35
37
37
42
47

50

53

A=

V(4

7
Metropolia

University of Applied Sciences



Abbreviations/Acronyms

2FA = Two-Factor Authentication

ABAC = Attribute-Based Access Control

AES = Advanced Encryption Standard

BYOD = Bring Your Own Device

DiD = Defense in Depth

DLP = Data Loss Prevention

DNS =

DoS = Denial of Service

DRP = Disaster Recovery Plan

EDR = Endpoint Detection and Response

EPP = Endpoint Protection Platforms

GDPR = General Data Protection Regulation
HIPAA = Health Insurance Portability and Accountability Act
IAM = Identity and Access Management

IDPS = Intrusion Detection and Prevention Systems
IDS = Intrusion detection systems

IOT = Internet of Things

IPS = intrusion prevention systems

MDT = Mobile Threat Defense

MFA = Multi-Factor Authentication

OS = Operating Systems

PoLP = Principle of Least Privilege

PSK = Pre-Shared Key

RBAC = Role-Based Access Control

RPO = Recovery Point Objectives

RTO = Recovery Time Objectives

SAE = Simultaneous Authentication of Equals

SEM = Security Event Management

SIEM = Security Information and Event Management
SIM = Security Information Management

SSDLC = Secure Software Development Life Cycle
SOC = Security Operations Center

VLAN = Virtual Local Area Networks

VPN = Virtual Private Network

y =
25—

/ MESit”;opolia

University of Applied Sciences



1 (54)

1 Introduction

Cybersecurity refers to the practice of protecting computers, networks, and sensitive in-
formation from unauthorized access, theft, damage, or other malicious activity. As tech-
nology continues to evolve, so does the importance of cybersecurity as cyber threats

become more sophisticated and widespread.

One of the main reasons cybersecurity is so important is because of the increase of
digital information. Data is becoming one of the most valuable assets of businesses and
organizations, and it is imperative to protect it from cyberattacks. Cyber threats come in

many forms, including viruses, malware, phishing scams and cyber espionage.

Another reason cybersecurity is so important is that it helps preserve privacy. In today's
digital age, personal information is often stored on computer systems, and cybersecurity
measures help keep that information confidential and protected from hackers.

Cybersecurity involves several components, including technology, processes and peo-
ple. Using up-to-date software and hardware to protect against cyber threats is critical.
It is also necessary to establish cybersecurity protocols and policies to prevent cyberat-
tacks. Finally, educating employees and individuals about cybersecurity best practices

can reduce the likelihood of successful attacks.

In summary, cybersecurity is an important measure for any organization or individual
using digital technologies. With the increase in digital information and cyber threats, it is
imperative to protect sensitive data and maintain privacy. By implementing cybersecurity
measures, organizations and individuals can reduce the risk of cyberattacks and ensure

the safety of their digital assets.

The purpose of this thesis is to investigate the effective implementation of corporate cy-
bersecurity protocols for home users, while also considering the perspective that users
are at the centre of protection irrespective of corporate aspects. As more individuals
work remotely and rely on digital technologies for both personal and professional tasks,
there is a growing need to adapt corporate cybersecurity practices to the home environ-
ment. This research aims to explore strategies for translating and implementing corpo-

rate cybersecurity rules and policies in a manner that is accessible, practical, and tailored
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to the needs of home users. By examining the challenges and opportunities associated
with extending corporate cybersecurity measures to home environments, this thesis
seeks to provide insights and recommendations for enhancing cybersecurity practices

among individuals outside the traditional corporate network.

To address the problem of implementing corporate cybersecurity rules for home users,
the following approach was taken: a comprehensive review of existing literature was
conducted to understand current practices and challenges in corporate cybersecurity.
Case studies of organizations that have successfully implemented cybersecurity
measures for remote workers were analyzed to identify best practices and lessons
learned. Surveys and interviews were conducted with cybersecurity experts, corporate
IT professionals, and home users to gather insights into effective cybersecurity practices

and user behaviours.

The scope of the study is focused on providing practical recommendations for home
users to enhance their cybersecurity posture, drawing upon insights from corporate cy-
bersecurity practices. While it does not cover all aspects of cybersecurity, it aims to ad-
dress the specific challenges faced by individuals working from home and provide ac-
tionable guidance for mitigating risks.

This thesis has been divided into five sections. The first section introduces the
problem, outlines the research objectives, and explains the significance of the
study. It sets the foundation for understanding the importance of cyber safety and
the need for a user-centric approach to enhancing security.

The second section focuses on cyber safety, providing an overview of the current
landscape of cyber threats and the challenges individuals and organizations face
in maintaining security. It explores the evolving nature of cyberattacks and the
increasing complexity of defending against them.

The third section presents the User-Centric Model (as a alternative Defence in
Depth model). This model highlights the crucial role of end-users within the se-
curity framework, placing them at the core and building multiple layers of defense
around them to minimize vulnerabilities. The model is designed to empower users

with knowledge and tools to identify and mitigate potential threats.
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The fourth section introduces the concept of the Cyber Security Armadillo, which
serves as a metaphor for a robust and adaptable security framework. Inspired by
the natural defense mechanisms of an armadillo, this approach emphasizes flex-

ibility, resilience, and proactive threat detection.

The fifth section summarizes the key findings of the study and reflects on the
implications of adopting a user-centric and layered defense model. It highlights
how the proposed framework can enhance overall cyber resilience and reduce
the impact of cyber threats. A conclusion that synthesizes the main insights from
the research. It underscores the importance of continuous improvement in cyber
safety strategies and suggests directions for future research and development in

the field of cybersecurity.
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2 Cyber Safety

Cyber safety, also known as online security or internet security, refers to the practice of
protecting oneself and others from potential risks and threats in the digital world. It en-
compasses a set of measures and precautions that individuals, organizations, and com-
munities can take to protect their online activities, personal information, and digital de-
vices from various forms of cyber threats, including cyberbullying, identity theft, hacking,

phishing, malware, and other cybercrimes.

Cyber safety pays close attention to one's online behavior and takes steps to minimize
risks and protect oneself from potential harm. This includes understanding how to use
technology safely, practicing good digital hygiene (viruses), being cautious about sharing
personal information online, using strong and unique passwords, keeping software and
devices up-to-date with the latest security patches, being vigilant against phishing and
scam attempts, and being aware of the potential consequences of online activities.

In today's digital age, Internet safety has become a critical aspect of responsible online
behaviour. Given our increasing reliance on the Internet for communication, information
exchange, and financial transactions, it is imperative that we proactively protect our-

selves from potential risk and harm.

Cyber security layers are a way to process and handle defense strategy of our virtual
environment. Multiple layers of protection implemented in a computer system or network
to protect against various cyber threats such as malware, hacker attacks, data breaches,
and other cyber-attacks. These layers work together to create a layered defense mech-
anism that helps mitigate risk and protect the confidentiality, integrity and availability of

digital assets.

Cyber threats are constantly evolving, and a single security measure may not be enough
to prevent all types of attacks. By implementing multiple layers of security, organizations
and societies can develop a multi-layered defense strategy that increases complexity for

attackers and improves the overall security posture.

In today's cybersecurity landscape, multiple layers of security are essential to provide a
comprehensive protection against a wide range of threats, increase resilience, ensure
secure access, protect sensitive data, and enable timely detection and response to se-

curity incidents. These layers work together to create a robust and multi-layered defense
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mechanism that helps organizations and average users mitigate risk and protect their

systems, networks and data from cyber threats.

From a cybersecurity perspective, a more detailed view of the different levels of cyber-

security is presented in the following sections.

2.1 Defense in Depth

Cybersecurity layers refer to the implementation of multiple security measures in a sys-
tem or network to create a strong defense against cyber threats. These layers can in-
clude defense-in-depth strategies, redundancy and resiliency measures, multi-factor au-
thentication, encryption, security monitoring, and incident response processes.

Each layer provides additional protection and helps mitigate different types of risks such
as unauthorized access, data breaches, system outages and other cyberattacks. By us-
ing multiple layers of security, organizations can create a comprehensive and robust
cybersecurity structure that improves their overall security and minimizes the risk of suc-

cessful cyberattacks.

There are several models of cybersecurity layers, but a commonly used framework is the
Defense in Depth (DiD) model [1]. This model assumes that there should be multiple
layers of security controls, each providing a different level of protection to mitigate the
risk of a cyberattack. Here are the typical layers of the DiD model: Physical Security,
Perimeter Security, Network Security, Host Security, Application Security, Data Security,

Monitoring and Response.

Data Defenses

Application Defenses

Host Defenses

Network Defenses

Perimeter Defenses

Physical Security

Policies, Procedures, and Awareness
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Kuvio 1. Defence in Depth model. [6]

Defense in Depth (DID) is a cybersecurity strategy that incorporates multiple layers of
security controls to protect computer systems and networks from attack. The model as-
sumes that no single security measure is perfect and therefore a combination of

measures is required to provide comprehensive protection.

Each level of the Defense in Depth model should have its own set of controls that should
be designed to work together. In addition, the model should be constantly reviewed and

updated to adapt to changing security threats.

The first line of defense in a DID strategy is usually perimeter defence. This includes
digital measures such as firewalls and intrusion detection systems. The goal of perimeter
security is to prevent unauthorized access to a network. Additionally, physical security
measures are frequently incorporated into perimeter defense strategies. These
measures may include secured entry points with locked doors, surveillance cameras for

monitoring, and considerations for the physical location of assets or facilities.

The next level is network security, which includes measures to protect against threats
that have penetrated the perimeter. This could include network segmentation to prevent
lateral movement within the network and monitoring and anomaly detection tools to iden-

tify suspicious network activity.

Host security involves protecting individual devices such as computers and mobile de-
vices, which is the next level of security. This can include antivirus software, device en-
cryption and secure configuration. Endpoint security is particularly important given the
rise of remote working, which have greatly expanded the number of potential entry points

for attackers.

Application security involves securing individual software applications. This includes se-
cure coding practices to prevent common vulnerabilities such as buffer overflows or SQL

injection, and regular patches and updates to address known vulnerabilities.

Data defence as an Identity and Access Management (IAM) is also an important part of
a DiD strategy. This involves ensuring that only authorized individuals have access to
the network and that they can only access the resources required for their role. IAM

measures can include strong authentication procedures such as two-factor
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authentication, as well as regular auditing of access rights. The "Data" layer focuses
specifically on safeguarding sensitive information from unauthorized access, manipula-
tion, or disclosure. Data encryption involves converting plaintext data into ciphertext us-
ing cryptographic algorithms, rendering it unreadable to anyone without the appropriate
decryption key. By encrypting data, organizations can ensure that even if unauthorized
individuals gain access to the data, they cannot understand or exploit it without the de-

cryption key.

Encrypting data adds an extra layer of security, especially when data is transmitted over
networks or stored on devices susceptible to theft or unauthorized access. In addition to
these layers, a good DiD strategy also includes business continuity and disaster recovery
measures in the event of a successful attack. This could include regular data backups,

incident response plans, and crisis communication plans.

DiD also requires regular monitoring and auditing to ensure that all layers of defense are
functioning as intended and to identify potential areas for improvement. Given the rapidly
evolving nature of cyber threats, a DiD strategy must be dynamic and adaptable, able to
respond to new challenges as they arise.

While DID is an effective strategy for mitigating cyber threats, it is not a panacea. No
strategy can guarantee 100% security. Defense in Depth represents an approach to cy-
bersecurity that is comprehensive, multi-faceted, and adaptable. It recognizes the com-
plexity of the cyber threat landscape and the importance of defense on multiple fronts.
By integrating a range of strategies and techniques, DIiD offers a robust and resilient

response to the challenges of cybersecurity.

2.2 Common Cyber Security Layers

Using the same principle as DiD, one gets a slightly different structure, if one puts the
most important functions in the center of the model. This slightly different model is the
Common Cybersecurity Layers model [4]. It is a set of standard security measures that
are commonly used in the industry to protect against cyber threats. One of the most
important parts of this model is the identification and protection of mission-critical re-

sources.

Business-critical assets are the most important components of a company's infrastruc-

ture and are essential to the effective operation of the business. These assets may
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include sensitive data, intellectual property, financial information, or other information

that is critical to the operation of the business.

The Common Cybersecurity 7 Layers model emphasizes the importance of identifying
these assets and implementing specific security measures to protect them. For example,
access controls and encryption can be used to ensure that only authorized personnel
have access to these assets. Firewalls and intrusion detection systems can be used to

monitor and prevent unauthorized access attempts.

Protecting mission-critical assets is important because they are often the target of
cyberattacks. Cybercriminals attempt to steal, manipulate or destroy these assets to
achieve their malicious goals. A successful attack on mission-critical assets can result in
significant financial losses, damage to the company's reputation, and disruption of oper-

ations.

Therefore, the Common Cybersecurity Layers model recognizes the importance of iden-
tifying and protecting mission-critical assets as a critical part of any organization's cyber-
security strategy. By prioritizing the protection of these assets, organizations can reduce
the risk of cyberattacks and mitigate the impact of successful attacks.

THE 7 LAYERS OF CYBERSECURITY

THE HUMAN LAYER
PERIMETER SECURITY
NETWORK SECURITY

ENDPOINT SECURITY

DATA SECURITY

Kuvio 2. The Common Cybersecurity 7 Layers model. [4]
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The Common Cybersecurity 7 Layers model refers to the categorization of security
measures and protocols that operate at different levels of a network architecture to pro-

tect against cyber threats.

There are different orders, but the purpose and operation of the model remain the same.

Following sections take a close look at each level.

2.2.1 Mission Critical Assets

Mission-critical cybersecurity assets are the most important and sensitive elements of an
organization's digital infrastructure that are critical to its operation and success. These
assets are typically identified as the most valuable, sensitive, or critical to the organiza-
tion's mission, and their protection is paramount to ensuring business continuity, data

integrity, and operational efficiency.

Mission-critical assets can include various components of an organization's infrastruc-
ture IT, such as servers, databases, applications, network devices, intellectual property,
customer data, financial data and other sensitive information. These assets can be on-
premise or in the cloud and are critical to the company's day-to-day operations, revenue

generation, customer trust and competitive advantage.

Protecting mission-critical assets is an essential component of cybersecurity due to the
increasing sophistication and frequency of cyber threats. Cyber attackers constantly tar-
get companies' valuable assets to gain unauthorized access, steal sensitive data, disrupt
business operations, or cause financial or reputational damage. A successful attack on
mission-critical assets can have serious consequences, such as financial losses, legal

liabilities, brand damage, and loss of customer trust.

Organizations must implement robust cybersecurity measures to protect their mission-
critical assets. This may include implementing layered defenses such as firewalls, intru-
sion detection and prevention systems, endpoint protection, access controls, encryption
and continuous monitoring. In addition, organizations should have contingency plans and
backup and recovery strategies in place to quickly detect, respond to and recover from

cyberattacks targeting mission-critical assets.
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“Mission Critical Assets”- layer usually have an actual physical location, such as servers,
cloud services, open terminals, etc, one can call them a physical layer of data. Protecting
the physical layer from a cybersecurity perspective is critical to protecting the integrity,

availability, and confidentiality of a system's data and communications.

One can improve security by restricting physical access to critical infrastructure such as
data centers, communications rooms, and network closets to authorized personnel only.
Implement strong access control mechanisms, such as biometric authentication, smart

cards, and access protocols to prevent unauthorized access.

Implement video surveillance, motion sensors, and other monitoring techniques to im-
mediately detect and respond to physical security breaches. Monitoring physical access
points, equipment rooms, and other critical areas in real time to detect and respond to

unauthorized activity is also important.

2.2.2 Data Security

Data security is an important layer of cybersecurity that focuses on protecting data from
unauthorized access, damage, theft, or loss. It involves implementing a combination of
technical, organizational, and procedural measures to protect sensitive information,
whether it is stored, transmitted, or processed. Data security is important to organiza-
tions, governments, and individuals because it helps ensure the confidentiality, integrity,

and availability of data.

The classification and management of data allow organizations to implement appropriate
security measures and access controls in accordance with their sensitivity and value. By
implementing a well-structured framework to classify and manage sensitive data, organ-
izations can minimize the risk of unauthorized access and data breaches by ensuring

that sensitive data is appropriately protected.

In organizations, all data access is governed by access control. Access control mecha-
nisms regulate who may access, modify, or delete data. These include user authentica-
tion, passwords, biometric authentication or multi-factor authentication and authorization,

and role-based or attribute-based access control.
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A password is the most common method of user authentication. Users create a unique
combination of characters, numbers, and symbols that must be entered in correctly in
order to gain access to a system. However, the reliance on passwords alone can pose
a risk due to weak or reused passwords, phishing attacks, or brute-force attacks. To
increase security, it is important to encourage users to create strong, complex passwords

and to change them regularly.

The process of biometric authentication verifies a user's identity based on unique physi-
cal characteristics, such as fingerprints, facial recognition, or iris scanning. This method
offers a greater level of security, as biometric data is more difficult to replicate or steal
than a password. However, biometric authentication can be subject to false positives or
negatives and raise privacy concerns, since biometric data can potentially be misused if
not properly stored.

With multi-factor authentication (MFA), two or more different authentication methods are
combined, substantially enhancing security by requiring multiple layers of verification. A
user may use a password as a factor, something they possess (e.g., a mobile device or
a hardware token), or something they are (e.g., biometric information).

Authorization as a role-based access control system (RBAC) assigns access rights
based on roles within an organization instead of individual users. The roles are accom-
panied by a set of permissions which define the actions that can be taken on specific
resources. By modifying roles instead of updating individual user accounts, RBAC sim-

plifies access control management.

Authorization as an attribute-based access control policy (ABAC) defines access control
policies based on the attributes associated with users, resources, and the environment.
These attributes may include factors such as job titles, locations, or times of the day. As
policies can be easily modified to meet changing organizational needs, ABAC provides

an approach to access control that is more dynamic and granular.

Encryption of data is an important aspect of cybersecurity. It provides a solid layer of
protection to safeguard sensitive information from unauthorized access and potential
cyber threats. It involves converting plaintext data into a complex, unreadable format
(ciphertext) using sophisticated algorithms and encryption keys. The encryption process

ensures that the data remains secure, as it can only be accessed by those who have the
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appropriate decryption key to convert it back to its original form. Data breaches and
cyber-attacks have become increasingly common in the digital age, making data encryp-
tion a necessity for businesses, governments, and individuals. Data that is encrypted can
be protected, kept private, and the organization can adhere to regulatory requirements,
such as the General Data Protection Regulation (GDPR) and the Health Insurance Port-
ability and Accountability Act (HIPAA) [3]. There are various techniques of encryption
available, such as symmetric key algorithms (e.g., Advanced Encryption Standard
(AES)) and asymmetric key algorithms (e.g., RSA) [3]. Asymmetric key encryption uses
a public key for encryption and a private key for decryption, while symmetric key encryp-
tion uses the same key for encryption and decryption. There are advantages and disad-
vantages to each method, and the choice is dictated by the organization's or individual's
specific security needs and resources. As opposed to asymmetric key algorithms, sym-
metric key algorithms are faster and easier to implement, but they require that both par-
ties share a secret key. While asymmetric key algorithms are slower and more complex,
they do not require a shared secret key, which makes them more secure. Symmetric key
algorithms are also susceptible to brute force attacks, whereas asymmetric key algo-

rithms are more resilient to such attacks.

Additionally, end-to-end encryption has become increasingly popular in communication
platforms, providing privacy by ensuring that only the sender and recipient can access
the message content. The encryption of data is a crucial component of cybersecurity, as
it prevents unauthorized access to sensitive information, helps maintain privacy, as well

as enables compliance with regulations.

Data backup and recovery is a crucial aspect of information security and risk manage-
ment to ensure the continuity of business when data is lost, a system fails, or natural
disasters occur. Developing a disaster backup and recovery strategy requires two key
components: regular backups of critical data and a comprehensive disaster recovery

plan.

By regularly backing up critical data, an up-to-date copy of essential information is readily
available in case of data loss, corruption, or system failures. A variety of backup tech-
nigues can be performed, depending on the organization's needs and resources, includ-
ing full backups, incremental backups, and differential backups. In order to protect
backup data from potential onsite disasters, it is necessary to store it offsite or in a secure

cloud environment.

£
-

/ nggf;opolia

University of Applied Sciences



13 (54)

A disaster recovery plan (DRP) outlines the necessary steps and procedures to follow in
the event of a data loss, system failure, or other disruption. Prioritizing critical systems
and processes during recovery and defining recovery personnel's roles and responsibil-
ities. To minimize downtime and data loss, one needs to define recovery time objectives
(RTOs) and recovery point objectives (RPOs). One should also implement alternative
communication channels, temporary work locations, or remote work capabilities to main-
tain business operations during recovery. Making sure the plan remains effective and

adapts to changing business needs must be followed.

2.2.3 Application

The application layer is critical to the overall security of an organization because it serves
as the primary interface between users and their digital assets. This layer includes web
applications, mobile applications, and desktop applications that users use to interact with
underlying systems, networks, and databases. Consequently, the application layer be-
comes a prime target for cybercriminals who exploit vulnerabilities in applications to gain

unauthorized access to sensitive data, disrupt operations, or compromise systems.

The particular challenges faced by the application layer can be attributed to its high level
of visibility and accessibility. Cyber attackers often exploit software vulnerabilities, unsafe
coding practices, and poor access control measures to gain unauthorized access to ap-
plications. In addition, the application layer is also vulnerable to social engineering at-
tacks such as phishing and spear phishing campaigns that exploit human error and psy-
chological manipulation to trick users into divulging sensitive information or installing

malware.

To mitigate these risks and to ensure robust application-level security, organizations
must take many steps and investments. One of many is secure software development
practices, such as the Secure Software Development Life Cycle (SSDLC) [7], which fo-
cuses on integrating security measures throughout the software development process.
This approach emphasizes regular security testing, code reviews and vulnerability as-
sessments to identify and address potential security vulnerabilities in applications before

they can be exploited.
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Organizations need to continuously monitor their application environments to identify and
respond to potential security incidents in a timely manner. This can be achieved by using
security information and event management (SIEM) tools and establishing a dedicated
security operations center (SOC) that continuously analyzes application logs and net-

work traffic for potential threats [8].

By adopting secure software development practices, implementing strong access control
measures, promoting security awareness among employees, and continuously monitor-
ing application environments, organizations can effectively protect their digital assets

and reduce the likelihood of successful cyberattacks.

Identify and document security requirements may include legal and regulatory require-
ments, data privacy considerations, and specific security features such as encryption or

two-factor authentication.

Determining the security architecture is necessary. Threat modelling is often performed
to identify potential security risks so that mitigations can be incorporated into the design.
Developers write the software, adhering to secure coding guidelines to avoid common
vulnerabilities such as buffer overflows or injection attacks. Static code analysis tools are
often used to automatically detect potential security problems [9]. Software is tested for
functionality and security. This often includes both dynamic analysis (such as penetration
testing or fuzz testing) and code reviews. Software is deployed in a secure environment

with appropriate access controls, monitoring and logging capabilities.

Regular updates and patches are applied to the software to address new threats. Inci-
dents are responded to and lessons learned are incorporated into future development.

The SSDLC aims to identify and mitigate security issues early, as they are usually
cheaper and easier to fix. It also aims to develop software that is secure by design, rather
than relying on additional security measures or patches. The SSDLC is therefore a key

component of a proactive, preventive approach to software security.

Security Information and Event Management (SIEM) is a type of software solution that
provides a holistic view of an organization's information security. SIEM systems collect,

analyze and present information from various sources in IT infrastructure.
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SIEM solutions combine two product categories: SIM and SEM. Security Information
Management (SIM) are designed for long-term storage, analysis and reporting of log
data and Security Event Management (SEM) focus on real-time monitoring, event corre-

lation and incident response.

SIEM software collects data from multiple sources in a IT environment, including network
devices, servers, domain controllers and more. This can include logs, events and other
data. As data comes in different formats, the SIEM solution normalizes this data to make
it easier to analyze. The SIEM software analyzes the data for abnormal activities that
could indicate a security threat. It uses predefined correlation rules, as well as machine
learning and statistical analysis, to identify patterns of activity that could indicate an at-
tack, security breach, or unauthorized access. When the SIEM system identifies a po-
tential security issue, it sends an alert with detailed information about the activity to se-
curity analysts in an organization. SIEM solutions provide dashboards for security teams
to monitor events and alerts in real time. They also have capabilities for generating de-
tailed reports on security-related incidents and events. When a security incident occurs,
historical data stored by the SIEM can be used to investigate how the breach occurred,
what the attacker did, and how to prevent similar attacks in the future.

SIEM systems are thus important tools in the arsenal of security teams, helping them to
detect, prevent and respond more effectively to security incidents. They also help with
compliance reporting and incident investigation, making them invaluable in the modern

cybersecurity landscape.

2.2.4 Endpoint Security

Endpoint security, also known as endpoint protection, is a critical aspect of enterprise
cybersecurity strategies. It refers to the approach to protecting an enterprise network
accessed through remote devices such as desktops, laptops, servers and mobile de-
vices. Any device that connects to the network is a potential entry point for security
threats. Therefore, endpoint security is designed to protect these access points from

risky activities or malicious attacks.

Endpoint security has evolved significantly over the years. The focus is no longer on
protecting individual devices, but on a holistic approach that emphasizes network-wide

security [10]. This shift has been driven primarily by changing ways of working, including
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increased remote working, the use of personal devices for work purposes (also known

as Bring Your Own Device, or BYOD), and the growing popularity of cloud services.

At its core, endpoint security aims to protect any endpoint that connects to a network
from potential threats. These endpoints include laptops, desktops, cell phones, tablets,
servers and even Internet of Things (loT) devices. Each of these devices represents a
potential entry point that can be exploited by malicious actors to gain access to the net-
work. Endpoint security solutions include several key components in order to prevent

such an event from occurring.

Endpoint Protection Platforms (EPP) are comprehensive security solutions that include
a variety of protection features such as antivirus, anti-malware, data encryption, personal
firewalls, intrusion detection and more [11]. While traditional EPP solutions were focused
on on-premises network security, the rapid adoption of cloud computing has led to the
development of cloud-based EPP solutions. These offer a number of advantages, such
as scalability, easier management, and real-time updates.

Endpoint Detection and Response (EDR) solutions continuously monitor endpoints for
signs of cyber threats [11]. EDR is a newer component of EPPs, providing increased
visibility into endpoint data and potential security threats. EDR capabilities enable the
monitoring and recording of endpoint and network events, and storing the information in
a centralized database where further analysis, detection, investigation, reporting, and

alerting take place.

Mobile Threat Defense (MTD) is a security solution designed to protect enterprise net-
works and data from a variety of threats, vulnerabilities, and risky behaviors that can

occur on employees' mobile devices. [12]

Data loss prevention (DLP) solutions are designed to prevent unauthorized users to send
sensitive data outside the network [13]. These solutions work by identifying, monitoring,
and protecting data in use, in transit, and when it is stored on desktops, laptops, phones,
and tablets. Organizations can effectively control and monitor the flow of data, ensuring

that it remains secure and is only accessed by authorized individuals.
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Patch management: this includes managing updates or patches to software applications.
Regular updates and patches of software are important to protect against vulnerabilities

that could be exploited by hackers.

Device Control: This protects the system by restricting access to external devices, such

as USB drives, that could potentially contain malicious software.

Application control/whitelisting: this involves restricting the applications that can run on
a system by allowing only approved or whitelisted applications. This can prevent malware

and other unauthorized software executed.

Endpoint protection therefore plays an important role in the overall cyber defense strat-
egy by providing security at the device level, reducing the risk of threats entering the
network through vulnerable devices.

2.2.5 Network Security

Network security refers to the practices and policies designed to protect the integrity,
confidentiality, and accessibility of computer networks and data [14]. Given the increas-
ing scale and sophistication of cyber threats, a robust network security system has be-

come essential for any organization, regardless of size or industry.

Network security operates on multiple levels, using a combination of hardware and soft-
ware solutions to protect the network and its traffic. It involves a set of rules and config-
urations designed to protect the integrity, confidentiality, and accessibility of computer
networks and data, using both hardware and software technologies.

By implementing a range of strategies and techniques during the design phase, cyber-
secure design aims to limit the potential damage and lateral movement within a network

in the event of a security breach.

The segmentation of a network is one of the key strategies, as it involves splitting the
network into smaller, isolated segments [15]. Each segment is secure with its own set of
controls and operates independently. As a result, an attacker who gains access to one

segment is restricted to that area and cannot easily move to other parts of the network.
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Segmentation can be achieved through various means, including Virtual Local Area Net-

works (VLANS), subnetting, or firewalling [16].

Another important strategy is the principle of least privilege (PoLP), which ensures that
users, systems and applications have only the minimum access rights required to per-
form their functions [17]. By limiting access rights, the potential damage of a security
breach can be significantly reduced. For example, if a user's account is compromised,

the attacker can only access the data and systems that the user is authorized to access.

Adding access controls to a secure network design is also important. They manage the
access rights of individuals and what they can do once inside the network. Authentication
of users includes verifying their identities and authorizing them to access specific re-

sources in accordance with their responsibilities and roles.

Regular audits and penetration testing are critical to maintain the security of the network.
These practices help to identify potential vulnerabilities and evaluate the effectiveness
of existing security measures. Intrusion detection systems (IDS) and intrusion prevention
systems (IPS) are used to monitor network traffic and identify suspicious activity [18].
These systems can detect potential security threats and take action to prevent them from

spreading through the network.

Network security design involves a holistic approach that aims not only to prevent
breaches, but also to limit the potential damage if a breach does occur. It is about creat-
ing a network that is not only secure, but also resilient and adaptable to the ever-evolving

cyber threats.

2.2.6 Perimeter Security

The first line of defense in a layered cybersecurity approach is perimeter security. As a
barrier, it protects internal networks and sensitive data from external threats and acts as
a barrier to external threats. Its goal is to prevent unauthorized access to the network,
detect intrusion attempts, and provide a response mechanism when a threat is detected.
A perimeter must be defined before it can be secured. An important aspect of defining a
network perimeter is to identify all points of entry. There are several types of connections
one can use to connect to the network, including internet connections, remote access

points, wireless access points, and physical connections, such as USB ports.
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Additionally, this applies to any device that is permitted to connect to the network, includ-

ing employee laptops, smartphones, and third-party devices.

In order to monitor and control these entry points, security measures can be implemented
to the defined entry points. Firewalls, intrusion detection and prevention systems, secure
gateways, and network access control systems may be used to do so. By controlling
access and monitoring for malicious activity, each of these components contributes to

secure the perimeter.

However, today, the process of defining a network perimeter has become increasingly
difficult. Taking into account cloud computing, mobile computing, and the Internet of
Things (IoT), the traditional concept of a well-defined, rigid perimeter around a network
has become less common. Due to this change, the cybersecurity industry is moving to-
ward models such as Zero Trust, which assume that no device or user is implicitly
trusted, inside or outside the perimeter [19]. In these modern approaches, the focus is
more on securing individual resources rather than a defined perimeter. This involves
stronger identity verification, granular access controls, and continuous monitoring and

assessment of network activity.

Perimeter security has evolved into perimeterless security. As a result of a perimeterless
security model, the primary focus has shifted away from defending a single perimeter
and has moved toward protecting data spread throughout the network, devices, and
cloud. By assuming breaches can and will occur, this model emphasizes limiting the
damage they can cause and detecting breaches as quickly as possible rather than fo-

cusing solely on preventing them.

2.2.7 The Human Layer

People are often referred to as the weakest link in security, as reiterated in cybersecurity
circles. Although firewalls, encryption systems, and intrusion detection systems are often
highly sophisticated, human behavior often decides between a secure operation and a
major data breach. Understanding and addressing the human component of cybersecu-
rity is not only advisable, but it is essential to create a cybersecurity framework that is

effective.
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A human layer in cybersecurity refers to the individuals who interact with systems and
networks under protection. As the first line of defense against potential threats, this layer
also represents the greatest vulnerability in any cybersecurity strategy because it is sim-

ultaneously the most significant.

Threats to the human layer are frequently categorized into two main categories: insider
threats and social engineering [21]. An insider threat is a threat that occurs when an
individual within the organization acts negligently or maliciously. In contrast, social engi-
neering attacks, such as phishing, baiting, and pretexting, utilize human psychology to
manipulate individuals into divulging confidential information, thus breaching security

protocols.

Insider threats are a significant cybersecurity concern since they involve individuals
within an organization who have legitimate access to data and systems. Employees,
contractors, or partners with access rights to the organization's network, applications,
and databases can pose threats, either maliciously or unintentionally, which result from
activities that violate an organization's cybersecurity policies.

Individuals with an intent to harm the organization are responsible for malicious insider
threats. In addition to stealing sensitive data for personal gain, malicious insiders may
perform sabotage to disrupt operations, or damage the organization's reputation by com-
mitting sabotage. In addition to exfiltrating trade secrets, deliberately introducing mal-
ware into the system, or deleting critical data, motivations may range from financial gain
to disgruntlement or revenge. An 'Unintentional Insider Threat' occurs when an individual
unknowingly compromises security through their actions. It may include falling victim to
phishing attacks, misconfiguring security settings, using weak passwords, or unintention-
ally sharing sensitive information. Although there is no malicious intent, the damage

caused by such actions can be just as significant.

In contrast to other forms of cyberattacks, social engineering attacks directly target the
human layer of cybersecurity and exploit human psychology to gain access to sensitive
information or systems. Social engineering attacks are based on tricking individuals into
breaking normal security protocols rather than exploiting software or hardware vulnera-
bilities. Some types of social engineering attacks include Phishing, Pretexting, Baiting,
Quid Pro Quo Attacks and Piggybacking [22]. All those deceptive tactics used by cyber-

criminals to exploit individuals and gain unauthorized access to sensitive information or
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systems. When cybercriminals obtain information or gain unauthorized access, they may
use that information for various purposes, including identity theft, financial fraud, unau-
thorized transactions, espionage, data breaches, malware dissemination, or even the
sale of the information on the dark web, perpetuating their malicious activities and caus-

ing harm to individuals, businesses, and organizations.

The first and most important aspect of addressing these challenges is the creation of a
robust cybersecurity culture through employee awareness programs and training. Ad-
dressing these challenges necessitates a multifaceted approach that goes beyond tradi-
tional technical solutions. The training programs should not only provide a general un-
derstanding of potential threats and how to mitigate them, but they should also motivate

each individual to take an active role in maintaining security as well.

In addition, organizations should create comprehensive security policies that outline how
sensitive information should be handled and outline the procedures to follow in case of
a security incident, defining acceptable and unacceptable behavior. All staff members
should be informed of these policies on a regular basis.

To effectively manage the human layer, it is also necessary to focus on insider threats.
This can be addressed through the implementation of strict access controls, which en-
sure that individuals have access to only the data required to perform their duties. Fur-
thermore, robust user activity monitoring can assist in identifying and mitigating potential

threats as a result of identifying abnormal or suspicious behavior.

Humans are not only responsible for identifying threats and vulnerabilities, but they are
also the most powerful resource for enhancing cybersecurity. They are responsible for
establishing, implementing, and managing security technologies. It is their skills,

knowledge, and creativity which are driving the ever-evolving field of cybersecurity.

A key component of empowering the human layer is investing in continuous education
and skill development. The promotion of cybersecurity certifications and the provision of
opportunities for employees to learn about the latest trends and threats can help an or-

ganization enhance its cybersecurity posture.

An effective cybersecurity strategy relies heavily on the human layer. An effective human

layer strategy includes the establishment of a culture of security, the implementation of
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clear security policies, the proactive management of insider threats, and the empowering
of individuals through continuous education. Organizations can strengthen their cyber-
security frameworks by focusing on the human layer, which enables them to adapt to the

constantly changing threat landscape in a way that is resilient.

2.3 Defence in Depth Summary

To conclude, cyber security on the business side may be summed up as the result of
many factors, no single security measure is able to limit or, more importantly, make safety
available critical information whenever it is needed. Several tactics, techniques, and
strategies are required to achieve complete cybersecurity in business. It is important to
understand that no one measure can provide a comprehensive level of protection.

The following are some basic principles that should be reviewed.

Risk Management - The cornerstone of a comprehensive cybersecurity strategy is risk
management. It involves identifying potential threats to your organization and assessing
their impact on your business. Upon identification of these threats, you develop strate-
gies for managing them, which may involve transferring the risk to another party, avoiding
the risk, reducing its negative effect or probability, or even accepting some or all of the

risks' actual or potential consequences.

Security Architecture and Design - Designing secure network infrastructure and systems
involves incorporating features such as firewall configuration, secure server design, se-
cure coding practices, and implementing secure communication protocols into network

infrastructure and systems.

Security Awareness Training - The weakest link in security is usually a person, rather
than a piece of software or hardware. Phishing attacks, in which the attacker tricks the
user into disclosing sensitive information, can be particularly damaging. Employees can

be taught to recognize and avoid these attacks through regular training.

Data Protection - There are many aspects of data protection that must be considered,
including techniques such as encryption, which encrypts data into a format that cannot
be decrypted without a decryption key. Access controls are also crucial, where certain

information is only accessible to authorized users.
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Patch Management - Managing patches is an important aspect of software security. Up-
dates, or patches, are issued regularly by software developers to correct security vulner-
abilities. It is imperative to apply patches as soon as possible to prevent attackers from

exploiting these flaws.

Regular Audits and Assessments - It is important to conduct regular audits and assess-
ments of your system to identify any weaknesses or areas that need to be improved.
This may also include penetration testing, where, to identify any security vulnerabilities,

cybersecurity professionals attempt to breach your system.

Vendor Management - You should ensure vendors follow good security practices as well.

A breach in one of your vendors' systems may result in a breach in your own.

Intrusion Detection and Prevention Systems (IDPS) - A system for detection and preven-
tion of intrusions (IDPS) monitors network traffic and can detect potential attacks. When
an attack is detected, the system can take measures to prevent or mitigate the attack.

Security Policies - A security policy is a set of rules and procedures that everyone in a
company should follow to ensure that their data is safe. These rules may include pass-
word complexity requirements, procedures for handling sensitive information, and poli-

cies for the use of company-owned devices.

Following table explains different techniques involved in layers in terms of Cyber Security

data protection.

Implementing multiple layers of cybersecurity measures can provide a defense-in-depth
strategy that makes it more difficult for cybercriminals to penetrate a system or network
and reduce the risk of a successful cyberattack. It is important to regularly update and
monitor these layers to keep up with evolving cyber threats and ensure the continued
security of your digital assets.
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3 User Centric Model

Cyber threats are prevalent and evolving in a digitally connected world, making individ-
uals' involvement in cybersecurity increasingly crucial. Users are the first line of defense
against cyber-attacks. By understanding the importance of cybersecurity and implement-
ing best practices, individuals can significantly contribute to protecting their personal in-

formation, privacy, and overall digital well-being by implementing best practices.

Effective cybersecurity relies on user awareness. By providing information about com-
mon cyber threats, including phishing, malware, social engineering, and identity theft,
individuals are able to identify potential risks and take preventative measures to minimize
them. Disseminating information about emerging threats and best practices can be facil-
itated by awareness campaigns, workshops, and online resources.

Users must understand the importance of strong and unique passwords, regularly up-
dating software and applications, enabling two-factor authentication, and exercising cau-
tion when sharing personal information online. They should also learn to identify suspi-
cious emails, websites, and messages so that they may avoid becoming victims of scams
or malicious activities. Individuals should take responsibility for their own security by
adopting safe digital practices. Regularly backing up data, employing robust security
software, and keeping systems up to date are vital steps in protecting against malware
and data loss. Users should exercise caution while downloading files, clicking on links,

or accessing unknown websites.

It's crucial to uphold responsible online behaviors. Users must exercise caution when
sharing personal information on social media platforms, refraining from oversharing de-
tails that could be exploited by cybercriminals. Practicing good digital hygiene further
enhances protection. This includes logging out of accounts after each use, steering clear
of public Wi-Fi networks for sensitive transactions, and leveraging encrypted communi-
cation channels. Additionally, users should hone critical thinking skills to assess the reli-
ability of online information. By exercising skepticism and verifying the authenticity of

sources, individuals can steer clear of falling prey to misinformation or online scams.

The user-centric approach emphasizes the importance of collaboration and knowledge
sharing within communities. The user can exchange information, share experiences, and

learn from experts by participating in online forums, cybersecurity communities, and
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social media groups. Users can benefit from engaging in discussions regarding emerging

threats, software vulnerabilities, and best practices.

Additionally, users should notify appropriate authorities or organizations as soon as pos-
sible about suspicious activities, phishing attempts, and security breaches. Users who
report such incidents to appropriate authorities or organizations contribute to the collec-
tive effort of identifying and mitigating cyber threats, ultimately resulting in a safer digital

ecosystem.

In order to remain vigilant and adaptive to cyber threats, users should prioritize constant
learning and staying up to date on the latest cybersecurity trends, attack vectors, and
protective measures. You can get valuable insights and updates by subscribing to cy-
bersecurity newsletters, following reputable blogs, and attending webinars or confer-

ences.

By fostering user awareness, promoting education, and encouraging proactive engage-
ment, individuals can significantly contribute to the collective defense against cyber
threats. Empowered users who adopt responsible digital practices, collaborate with oth-
ers, and continuously learn and adapt can create a more secure digital environment. The
user-centric model recognizes that cybersecurity is a shared responsibility, where every
individual has the power to make a positive impact and safeguard their own digital well-

being and that of the broader community.

User as a critical asset: one of the key reasons for the importance of users is their ability
to act as the first line of defense against cyber threats. Even though organizations and
service providers employ various security measures, users are often the ones who detect
the initial signs of a breach. It is important for users to be cautious when receiving unex-
pected requests for personal information, and to examine suspicious emails, check for
anomalies in website addresses, and to be alert to suspicious website addresses. As
long as users remain vigilant and informed, they can prevent the success of phishing
attacks, protecting their own data and alerting others to emerging threats. In many cases,
users are the weakest link in cybersecurity, so as an alternative perspective, they should
be considered as a critical asset, and the rest of the cybersecurity layers should be de-
signed to protect them. Under this perspective, cyber security is viewed as a more hu-
man-centered issue rather than just a matter of technology. Given the complexities of

human behavior, it's imperative to devise a solution framework that seamlessly
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integrates both human nature and technical safeguards.. A guideline surrounded by ar-
mor of technical solutions. Cybersecurity becomes more human-centered, highlighting
the need to integrate human nature and technical protections to create a robust defense
system against cyber threats. Human nature is complex, and it plays a crucial role in the
field of cybersecurity. Understanding the psychology, motivations, tendencies, and vul-

nerabilities of individuals is a key aspect of developing effective cybersecurity strategies.
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4 Cyber Security Armadillo

Similar to the Defense-in-Depth (DiD) model, this thesis operates on the principle of pro-
tecting a core by employing layers of defense. In this context, the "core" pertains to the
user. Within the realm of cybersecurity, the concept of "Armadillo Belts" draws parallels
to the layers or protective shells found in armadillos. It symbolizes the array of defense
mechanisms and security measures individuals should adopt to fortify their cybersecu-
rity. These belts of security help fortify the core.

Each "Armadillo Belt" symbolizes a distinct layer of defense, with its unique set of secu-
rity protocols and strategies. Here are layers to consider:

- Endpoint Security: Devices and there’s OS and applications

- Network Security: user friendly network and safety parameters.

- Cloud Security and Digital Footprints: Investigating Digital Identity and Footprints.

- Operator and Government: Accountability for User Security

4.1 Cyber Security Armadillo: Endpoint Security

In the term "Endpoint security," although we find the word "end”, but for users, their jour-
ney into the digital realm often starts at this endpoint, what is a computer or another
digital device. That digital device must be the first line of defense, ensuring safety while
remaining user-friendly. It should be fortified against attacks, yet provide seamless ac-

cess to all its features.

A wide array of endpoint devices can be categorized into three main groups: user’'s com-
puters, user’s mobile devices, and user’s 10T devices. User's computers typically include
desktops, laptops, and workstations, serving as primary tools for various tasks such as
work, entertainment, and communication. User's mobile devices encompass
smartphones and tablets, offering mobility and flexibility for accessing information, appli-
cations, and services on the go. User’s loT devices represent a diverse range of inter-
connected gadgets and sensors, including smart home appliances, wearable devices,
and industrial sensors, facilitating automation, monitoring, and control in various environ-
ments. Each group presents unique security challenges and considerations, emphasiz-
ing the importance of robust endpoint security measures to safeguard against evolving

cyber threats and vulnerabilities.
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Upon closer examination of the user’'s computer group, it becomes evident that the de-
marcation between desktop and laptop computers has diminished significantly in con-
temporary contexts. Moreover, considering the portability aspect of laptops, it can be

revied as a mobile device.

Mobile devices include a diverse range of portable electronic gadgets designed to facili-
tate communication, productivity, entertainment, and various other functions while on the
move. Here are some common types of mobile devices: Smartphones, Tablets, Laptops,

Smartphones, Wearable Devices and Gaming Device.

Many of them are handheld devices that combine the functionality of a mobile phone with
advanced computing capabilities. They typically feature touchscreen interfaces, internet
connectivity, cameras, and support for a wide range of applications (apps) for tasks such

as email, web browsing, social media, and multimedia consumption.

The fundamental principle of an endpoint device is its composition, which typically in-
cludes hardware components, an operating system, and specific applications tailored to

fulfill certain functions or requirements.

While hardware itself is not directly involved in cybersecurity, it's the various communi-

cation ports and techniques like WiFi and Bluetooth that introduce vulnerabilities.

Ensuring the safety of your endpoint device is crucial, requiring various proactive
measures. This thesis aims to recognize the user as a critical asset and explores meth-
ods to enhance endpoint security even without direct user involvement. One key aspect
is to regularly maintain endpoint updates, a fundamental step in mitigating vulnerabilities

and strengthening overall security posture.

Consistently updating your endpoint is among the most effective measures one can take.
This extends to one’s security software. By ensuring one has the latest OS and software
version, one equips her or his device with optimal protection. Endpoint device is not only
a computer, there is an OS update in every smart device such as phones, tablets, smart-

TV and many I0T-devices.

Software’s and Aps updates are as much important, cause often come with enhanced

security features and bug fixes. These updates are designed to address not only known
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vulnerabilities but also emerging threats. They can include improvements in firewall set-

tings, intrusion detection, and malware scanning, among other security enhancements.

Beyond security benefits, updates can also lead to improved device performance. Up-
dates may optimize resource usage, enhance compatibility with other software and de-
vices, and provide new features that can boost productivity and overall user experience.
Running outdated software and operating systems can lead to compatibility issues with
newer applications and services. Staying up to date ensures that one’s endpoint devices
remain compatible with the latest software and online services, reducing disruptions and

potential security risks.

Automatic updates ensure that security patches are applied as soon as they are re-
leased. Users don't need to manually search for updates and install them, which can be
a cumbersome and error-prone process. Often the update process is pending cause the
user won't apply the update, for example- in a smart phone, or as a "Restart pending"
notifications are typically issued by operating systems or software after installing updates
that require a system or device restart to take effect fully. Those small actions can be
forgotten by users for weeks or more and can be a cause a security break.

It is imperative for software and OS developers to continually improve the update mech-
anisms, ensuring that updates are seamlessly applied. Users should be encouraged and
guided, if necessary, to adhere to update provisions, prioritizing their device's security

and performance.

There's a distinct difference between updating apps and operating systems (OS) on
one’s phone. While apps typically require updating to access their latest features and
security enhancements, OS updates often involve more significant changes and may

require user approval.

Keeping your mobile apps up to date is essential for enjoying their full functionality and
security benefits. Mobile app updates typically include bug fixes, performance improve-

ments, and exciting new features that enhance your overall user experience.

When it comes to your phone's operating system (OS) updates, the process may involve
user approval. These OS updates often bring fundamental changes to the core software

that powers your device, including system-level improvements, security patches, and
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new functionalities. Given the significance of OS updates, users are usually given the

option to review and approve them.

The process of asking for user approval before installing an operating system (OS) up-
date is designed to respect the user's autonomy and ensure they have control over their

device. Security updates are often handled differently to prioritize device security.

The results of a small-scale survey conducted at work and among friends were surpris-
ing: In 100% of mobile devices was selected automatic updates, but only 75% of them
was up to date. Same state in apps, several of them still in use with older version.

The primary reason for the lack of updates in mobile devices often stems from technical
issues, such as insufficient storage space or incompatibility with certain applications due
to the current operating system version. The reasons remain much the same as they
were 20 years ago, there's ample opportunity for manufacturers to pioneer better solu-
tions to enhance device and app compatibility.

In laptop and desktop computers, despite the announcement, many updates remain in
the queue on the computer. Regardless of automatic updates, many updates were not
implemented, cause finishing of updates needed to restart the endpoint device. The up-
date will initiate once you restart your computer, but before, all important security
patches, performance improvements, and bug fixes to ensure your system remains se-

cure and efficient, will be unavailable.

Another important cornerstone in the defense against cyber threats, evolving to address
a wide spectrum of malicious software (malware) including viruses, worms, trojans, ran-

somware, and spyware, is antivirus software.

As cyberattacks become more sophisticated and frequent, there is a compelling argu-
ment for operating systems (OSs) developers to integrate antivirus software directly into
their products. In this way, users will be able to enhance their security posture, simplify
their protection mechanisms, and be able to combat a wider variety of cyber threats with

a more cohesive defense.

One of the primary reasons OS developers should include antivirus software is to en-
hance user security. Users often lack the expertise to choose and configure the right

antivirus solutions. By integrating antivirus software into the OS, developers ensure that
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every device has a baseline level of protection from the moment it is turned on. This built-
in security can help detect and neutralize threats such as malware, ransomware, and
phishing attacks before they cause significant damage. In addition, integrated antivirus
solutions can be optimized so that they work seamlessly with the operating system, thus
ensuring better performance and fewer conflicts when compared with third-party solu-

tions.

To enhance cybersecurity for users, it is logical and necessary to integrate antivirus soft-
ware into operating systems. Providing a baseline level of protection, simplifying user
experience, and enabling an integrated and effective security strategy are all advantages
of the system. In light of the continuing evolution of cyber threats, OS developers should
embed robust antivirus solutions into their products in order to ensure user security. This
proactive measure can significantly reduce the risk of cyberattacks, safeguarding both
individual users and the broader digital ecosystem.

In conclusion, endpoint security, ensuring that user devices are automatically updated
and equipped with essential software and applications is paramount. Automatic updates
play a crucial role in maintaining device integrity and security, addressing vulnerabilities
as soon as they are discovered. This proactive approach minimizes the risk of exploita-
tion by cyber threats, ensuring that security patches and updates are promptly applied

without requiring user intervention.

Incorporating critical security software, such as antivirus programs and firewalls, directly
into the operating system further enhances protection. By embedding these tools, OS
developers can provide a seamless and robust defence mechanism that works out-of-
the-box, eliminating the need for users to manually select, install, and configure their
security solutions. This not only simplifies the user experience but also ensures that all
devices maintain a consistent level of protection against malware, phishing, and other

cyber threats.

The combination of automatic updates and integrated security applications ensures that
devices remain protected with the latest defences. This reduces the likelihood of suc-
cessful cyberattacks and enhancing overall cybersecurity resilience. This strategy is es-
sential for safeguarding individual users and the broader digital ecosystem in an increas-

ingly interconnected world.
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4.2 Cyber Security Armadillo: Network Security

As users increasingly rely on home networks and public Wi-Fi for daily activities, includ-
ing online banking and remote work, understanding and implementing robust network

security measures has never been more critical.

Network security is important for several reasons. First and foremost, it protects sensitive
information from intercepting or accessing by unauthorized parties. This includes per-
sonal data, financial details, and private communications. Additionally, a secure network
prevents unauthorized users from exploiting network resources or launching attacks from

within the network. This includes malware distribution or denial-of-service attacks (DoS).

Users' networks can be divided into two categories: their own network (at home) and all
other networks they use on a daily basis. The main component of a home network is the
router or modem. Home router security often goes overlooked despite being a critical
component of protecting personal networks from cyber threats. Since routers serve as
the link between a home's internal network and the external internet, they are prime tar-
gets for cybercriminals. Ensuring robust security measures are in place for home routers
is essential for safeguarding sensitive information and maintaining overall network integ-

rity.

One of the most crucial steps in securing a home router is changing the default login
credentials. Manufacturers often ship routers with generic usernames and passwords,
which are widely known and can be easily exploited by attackers. Users should create
strong, unique passwords that combine letters, numbers, and special characters. This

simple action can significantly reduce the risk of unauthorized access.

Maintaining router security requires regular firmware updates. Manufacturers release up-
dates to patch vulnerabilities, fix bugs, and enhance functionality. Users should regularly
check for and apply firmware updates to ensure their routers are protected against the
latest threats. Modern routers offer automatic update features, which simplify this pro-

cess and ensure timely protection.

A remote management feature allows users to access their routers from an external net-

work. However, this feature can be exploited by attackers if it is not properly protected.

£
-

/ ngfkr}opolia

University of Applied Sciences



33 (54)

In general, remote management should be disabled unless absolutely necessary and

protected by strong authentication methods.

The majority of routers are equipped with wireless network capability. There is no doubt
that wireless networks are among the least secure networks at home. One of the most
effective ways to enhance Wi-Fi security is by enabling Wi-Fi Protected Access 3
(WPAZ3). The latest and most advanced security protocol for wireless networks, providing
several significant benefits over its predecessors, WPA2 and WPA. It implements
stronger encryption algorithms that make it harder for hackers to decrypt data transmitted
over the network. In WPA3-Enterprise mode, 192-bit encryption is employed to ensure

the security of data transmitted over the network.

WPAZ3 includes a feature called Simultaneous Authentication of Equals (SAE), which
replaces the Pre-Shared Key (PSK) method used in WPA2. SAE provides more robust
protection against brute-force attacks by requiring a new key exchange each time a de-
vice joins the network, making it harder for attackers to guess the password.

By enabling forward secrecy, WPA3 ensures that if an attacker is able to capture and
decrypt current session data, previous sessions remain secure. This feature is especially

useful when protecting long-term privacy.

The introduction of Wi-Fi Easy Connect in WPAS, simplifies the process of connecting
Internet of Things (loT) devices to a network. At the same time, it enhances the security

of smart home devices, which often lack adequate security measures.

Protecting your home's Wi-Fi network is essential to ensure one’s personal data remains
secure and private. While WPA3 provides enhanced security features, even without it,
one can significantly improve your network’s security by implementing these best prac-
tices. By changing default settings, enabling strong WPA2 encryption, using robust pass-
words, keeping firmware up-to-date, and segmenting one’s network, one can take effec-

tive steps to protect your network.

The other issue is open public networks. The convenience of open networks—public
Wi-Fi available in cafes, airports, hotels, and other public spaces—cannot be overstated.
These networks offer easy access to the internet on the go, enabling us to stay con-

nected virtually anywhere. However, the convenience of open networks comes with
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significant security risks. As a private individual, it is crucial to understand these risks

and adopt strategies to use open networks safely.

The nature of open networks makes them incapable of providing robust security controls.
As opposed to private networks, which typically require passwords and use encryption
to protect data, open networks are often unprotected. Cybercriminals exploit vulnerabili-

ties and intercept data by taking advantage of this lack of security.

One of the primary risks associated with open networks is the potential for data intercep-
tion. Without encryption, any data transmitted over an open network—such as login cre-
dentials, financial information, and personal messages—can be easily intercepted by
malicious actors. This can lead to identity theft, financial loss, and unauthorized access

to personal accounts.

Another risk is the possibility of connecting to rogue hotspots. Cybercriminals can set up
fake Wi-Fi networks with names similar to legitimate ones, tricking users into connecting.
Once connected, these rogue hotspots can capture all data transmitted by the user, fur-
ther compromising their security. And many others such as malware distribution, session
hijacking, phishing attacks and Man-in-the-Middle attacks, when cybercriminals can in-
sert themselves between the user and the Wi-Fi connection, intercepting and potentially

altering communications and data transfers.

In order to avoid all of this risks, there are a number of security strategies that can be

implemented.

Use a Virtual Private Network (VPN), A VPN encrypts your internet connection, making
it difficult for cybercriminals to intercept your data. By routing your traffic through a secure
server, a VPN provides a layer of privacy and security, even on unsecured networks.
Always use a reputable VPN service, and ensure it is activated whenever you connect

to an open network.

Ensure that websites you visit use HTTPS, which encrypts data between your browser
and the website. Many browsers now flag HTTP sites as insecure, helping users to avoid
them. Use browser extensions that force HTTPS connections whenever possible, adding

an extra layer of security.

£
-

/ ngfkr}opolia

University of Applied Sciences



35 (54)

Avoid conducting sensitive transactions, such as online banking or shopping, when con-
nected to an open network. If one must perform these tasks, use a VPN or wait until one
is on a secured, private network. Be cautious about entering personal information, such

as passwords and credit card details, while connected to public Wi-Fi.

As a conclusion, it is important to remember that any public network poses a potential
security risk, even if it is password-protected or requires authentication. Password pro-
tection and authentication can offer a false sense of security, as these measures may
not be sufficient to deter sophisticated attackers. Therefore, it is imperative to exercise
caution and employ additional security practices, such as using a Virtual Private Network
(VPN) and avoiding the transmission of sensitive information while connected to public

networks.

4.3 Cyber Security Armadillo: Cloud Security and Digital Footprints

Digital footprints are the trails one leaves behind when one uses the Internet. It consists
of a wide range of information that can be traced back to the user, both actively and
passively collected, reflecting one’s online activities, preferences, and behaviours. Un-
derstanding and managing one’s digital footprint is essential for maintaining privacy and

security in the digital age.

Digital footprints can be categorized into two types: active and passive. Active Digital
Footprints are the data traces that individuals intentionally leave behind. This includes
social media posts, online reviews, emails, and any other information willingly shared on
the internet. For instance, when one updates his status on Facebook, tweet, or write a
blog post, one is actively contributing to his digital footprint. Passive Digital Footprints,
on the other hand, are the data collected without the user's explicit consent. This includes
browsing history, cookies, and location data. Websites and apps often track user activi-
ties to understand behaviour patterns, which can be used for targeted advertising or im-

proving user experience.

One of the most immediate and critical implications of digital footprints is the threat to
privacy. The extensive data collected through online interactions can reveal intimate de-
tails about an individual's habits, preferences, and daily activities. This data, often ag-
gregated and analyzed by various entities, can lead to a comprehensive profile that ex-

poses sensitive aspects of one’s life. Obtaining unauthorized access to this data by
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cybercriminals, corporations, or even government agencies can pose significant risks to
the privacy of all individuals. Individuals' personal information may be sold to third parties
without their consent, resulting in unwanted solicitations and a general erosion of their
privacy. Cybercriminals can exploit detailed digital footprints to orchestrate sophisticated
attacks, such as identity theft, phishing scams, and social engineering attacks. By piecing
together information from various online sources, attackers can create convincing and
personalized schemes to deceive individuals and gain access to sensitive information.
Additionally, data such as passwords, financial details, and social security numbers, if

intercepted or improperly secured, can lead to significant financial and personal harm.

Digital footprints also have a profound impact on an individual's personal and profes-
sional reputation. Information shared online can be permanent and far-reaching. Em-
ployers, educational institutions, and other organizations often conduct online searches
to learn more about individuals. Inappropriate or controversial content from the past can
resurface, affecting job prospects, academic opportunities, and personal relationships.
Even seemingly harmless posts can be misconstrued or taken out of context, leading to
unintended consequences. Managing one's digital footprint is thus essential to maintain-
ing a positive reputation and avoiding potential fallout from past online activities.

Digital footprints are a goldmine for advertisers and corporations. Companies use the
data collected from online activities to build detailed consumer profiles, allowing for highly
targeted advertising. While this can enhance the user experience by delivering relevant
ads and personalized content, it also raises significant ethical and privacy concerns. The
extent of surveillance and data collection practices by corporations can feel intrusive and
may lead to a sense of constant monitoring. Moreover, consumer profiling can perpetu-
ate biases and inequalities, as algorithms may reinforce existing prejudices based on the

data they analyze.

The most straightforward method of protecting oneself and managing one’s digital foot-
print is to regularly search one’s name on search engines to see what information is
publicly accessible. This can help one to identify and address any unwanted information.
Check the privacy settings on social media accounts and limit the amount of personal
information visible to the public. Remove any old or unnecessary posts, photos, and
comments. Make a list of all online accounts one has created over the years, including
old email addresses, social media profiles, and subscriptions. For accounts one no

longer uses, go through the process of deactivating or deleting them. This reduces the
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number of platforms where one’s personal data is stored and minimizes potential vulner-

abilities.

In additional to that periodically change passwords and avoid reusing the same password
across multiple sites. Ensure that all accounts have strong, unigue passwords to reduce
the risk of password-related breaches. Add an extra layer of security by enabling 2FA on
all accounts, requiring a second form of verification beyond just a password. Prefer au-

thenticator apps over SMS-based 2FA for better security, as SMS can be intercepted.

4.4  Cyber Security Armadillo: Operators and Governments

Individuals must take precautions to protect themselves online, but the responsibility of
maintaining a secure digital environment extends far beyond their control. Governments
and Internet Service Providers (ISPs) both play an important role in safeguarding the
internet by enforcing regulations and implementing protective measures. Governments
establish cybersecurity laws, national defence strategies, and public awareness cam-
paigns, while ISPs provide secure network infrastructure, threat detection systems, and
user protection services. Together, these entities form the backbone of a safer digital
space, ensuring that internet users can navigate the online world with greater confidence

and security.

4.4.1 Government’s Role in Cybersecurity

Governments worldwide have recognized cybersecurity as a national security concern
and have implemented various measures to protect internet users. These efforts encom-
pass regulatory frameworks, awareness campaigns, national cybersecurity strategies,
and public-private collaborations. Governments establish cybersecurity laws and regula-

tory frameworks to ensure a standardized level of security across industries.

The General Data Protection Regulation (GDPR), which came into effect on May 25,
2018, is one of the most comprehensive data protection laws in the world. It was intro-
duced by the European Union (EU) to strengthen individuals’ rights regarding their per-
sonal data while imposing strict obligations on businesses that handle such information.
While the regulation primarily aims to enhance privacy, it has also significantly trans-

formed the way businesses approach cybersecurity. GDPR has forced organizations to
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adopt stricter security measures, implement new policies, and change their approach to

data processing, ultimately making the digital landscape safer for users.

One of the most profound impacts of GDPR on businesses is the requirement to enhance
data security. Organizations are now mandated to implement strong technical and or-
ganizational measures to protect personal data from unauthorized access, loss, or
breach. This has led to increased investment in cybersecurity infrastructure, including
encryption, anonymization, and secure storage solutions. Companies that previously ne-
glected data protection have had to upgrade their systems, hire cybersecurity experts,

and adopt best practices to comply with GDPR.

Furthermore, businesses must conduct regular risk assessments to identify vulnerabili-
ties in their data processing activities. This proactive approach ensures that companies
remain aware of potential security threats and take preventive measures to mitigate
them. As a result, GDPR has not only improved security for personal data but also raised
overall cybersecurity standards in businesses across different industries.

Before GDPR, many businesses were not legally required to disclose data breaches,
leading to situations where users remained unaware that their personal data had been
compromised. GDPR introduced a strict 72-hour data breach notification requirement,
compelling organizations to report significant breaches to the relevant Data Protection

Authority (DPA) and, in some cases, to affected individuals.

This obligation has encouraged businesses to develop clear incident response plans to
handle data breaches swiftly and efficiently. Many companies have invested in real-time
threat detection and monitoring systems to identify breaches as soon as they occur, min-
imizing potential damage. The transparency enforced by GDPR has also improved con-
sumer trust, as individuals are now promptly informed about any security risks related to

their data.

GDPR emphasizes the principle of Privacy by Design and Default, meaning that organi-
zations must incorporate privacy considerations into their systems and services from the
outset rather than as an afterthought. Businesses must ensure that only necessary data

is collected, that it is processed securely, and that default settings prioritize user privacy.
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This shift has had a significant impact on how companies develop software, design web-
sites, and handle customer information. Organizations must now conduct Data Protec-
tion Impact Assessments (DPIAs) for high-risk data processing activities, ensuring that
potential risks to users’ privacy are identified and mitigated before new technologies or
services are deployed. This approach has made privacy and security an integral part of

business operations, rather than optional add-ons.

GDPR has placed a strong emphasis on accountability, requiring organizations to docu-
ment their data processing activities, demonstrate compliance, and be prepared to justify
their decisions regarding data security. Businesses must now keep detailed records of
how they collect, store, and process personal data. They must also be transparent about
their data practices, providing users with clear information on their rights and how their

information is being used.

This focus on accountability has significantly improved consumer trust. Users are now
more aware of their data rights and can exercise greater control over their personal in-
formation, such as requesting data deletion under the "Right to be Forgotten". Compa-
nies that prioritize data protection benefit from enhanced brand reputation and customer
loyalty, as consumers are more likely to engage with businesses that respect their pri-

vacy.

One of the most impactful aspects of GDPR is its strict enforcement and heavy penalties
for non-compliance. Organizations that fail to meet GDPR requirements can face fines
of up to €20 million or 4% of their global annual revenue, whichever is higher. Several
high-profile companies, including Google and British Airways, have been fined millions

of euros for failing to comply with GDPR regulations.

These financial consequences have acted as a strong deterrent, compelling businesses
to take cybersecurity and data protection seriously. Companies are now investing in com-
pliance programs, training employees on data security best practices, and continuously

improving their security measures to avoid regulatory scrutiny and potential fines.

Although GDPR is an EU regulation, its impact extends far beyond Europe. Any company
that handles the personal data of EU citizens, regardless of where it is based, must com-

ply with GDPR. This has led many multinational corporations to adopt GDPR-level
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security practices worldwide, rather than implementing different standards for different

regions.

Additionally, GDPR has inspired similar privacy regulations in other countries, such as
the California Consumer Privacy Act (CCPA) in the United States and Brazil's General
Data Protection Law (LGPD). The global adoption of GDPR-like principles has helped
create a more consistent approach to data protection, making the internet a safer place

for users worldwide.

To combat criminal activities and cyber threats, governments have established special-
ized law enforcement units and response teams dedicated to investigating cybercrimes,
dismantling cybercriminal organizations, and mitigating the impact of cyberattacks.
Agencies such as the FBI’s Cyber Crime Division, Europol’'s European Cybercrime Cen-
tre (EC3), and Interpol’s Cybercrime Unit play a crucial role in international cybercrime
enforcement. Additionally, Computer Emergency Response Teams (CERTS) operate at
national and regional levels, providing rapid responses to cyber incidents. This essay
explores the importance of cybercrime law enforcement, the role of response teams, and

the challenges they face in ensuring cybersecurity.

Law enforcement agencies worldwide have established specialized units to tackle the
increasing threat of cybercrime. These agencies focus on investigating cyber threats,
arresting cybercriminals, preventing cyberattacks, and promoting international coopera-

tion to combat digital crime on a global scale.

Within the European Union (EU), Europol’s European Cybercrime Centre (EC3) plays a
key role in combating transnational cybercrime. EC3 was established in 2013 to support
EU member states in addressing cyber threats, particularly in the areas of online fraud,

child exploitation, and critical infrastructure attacks.

EC3 works closely with law enforcement agencies across Europe, providing operational
support, intelligence analysis, and cybersecurity training. The center has led high-profile
cybercrime operations, such as takedowns of dark web marketplaces where illegal ac-
tivities like drug trafficking, weapons sales, and financial fraud occur. One such example
is the dismantling of AlphaBay and Hansa Market, two of the largest dark web platforms

for illicit transactions.
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While law enforcement agencies focus on investigating and prosecuting cybercriminals,
Computer Emergency Response Teams (CERTS) specialize in incident response and
cyber risk mitigation. CERTs operate at national, regional, and organizational levels,
helping governments, businesses, and individuals respond to cyber threats effectively.
CERTSs continuously analyse cyber threats, tracking new attack techniques and vulner-
abilities. In the event of a cyberattack, CERTs provide immediate assistance to contain
the damage, recover affected systems, and prevent further breaches. As part of their
security assessments, CERTSs identify vulnerabilities in critical systems and patch them
before cybercriminals could exploit them. Individuals and organizations are educated on
best practices for cybersecurity through the CERT program, reducing the likelihood of

security breaches as a result of human error.

Despite the efforts of law enforcement agencies and CERTSs, combating cybercrime pre-
sents several challenges. Cybercriminals often operate across international borders,
making it difficult for law enforcement agencies to track and prosecute them. Differences
in legal frameworks and law enforcement capabilities create obstacles in pursuing cy-
bercriminals worldwide. Cybercriminals continuously develop new attack methods, mak-
ing it challenging for law enforcement and CERTSs to stay ahead. Advanced tactics like
ransomware-as-a-service (RaaS), deepfake technology, and artificial intelligence (Al)-
driven cyberattacks require constant adaptation. Cybercriminals leverage tools such as
VPNSs, the dark web, and cryptocurrency to conceal their identities, making it difficult for
law enforcement to trace and apprehend them. Many governments, especially in devel-
oping countries, lack the resources and expertise needed to effectively combat cyber
threats. Cybersecurity funding and training for law enforcement agencies remain a sig-
nificant challenge. Striking a balance between law enforcement surveillance and individ-
ual privacy rights is a major challenge. Overly invasive cybersecurity measures could

violate privacy laws, leading to legal and ethical debates.

To strengthen global efforts against cybercrime, law enforcement agencies and CERTs
must adapt to new technologies and enhance international cooperation. Future develop-
ments in cybercrime enforcement may include Atrtificial Intelligence and Machine Learn-
ing. Al-driven cybersecurity solutions can help detect cyber threats in real time, automate
security responses, and identify malicious activities more efficiently. Greater collabora-
tion between governments, private companies, and cybersecurity firms can improve in-

telligence-sharing and threat mitigation strategies. Governments should invest in training
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cybersecurity professionals to strengthen national defences and equip law enforcement

agencies with skilled personnel.

4.4.2 Role of Internet Operators in Cybersecurity

Telecommunications companies and internet operators—including Internet Service Pro-
viders (ISPs), backbone providers, and network infrastructure companies—hold a par-
ticularly critical position, as the primary gateways to the internet. Their role in cyberse-
curity is preventing, detecting, and mitigating cyber threats that could harm end-users.
Internet operators are responsible for maintaining and protecting network infrastructure,
which includes routers, switches, data centers, and cables that carry data across the
globe. Operators secure network infrastructure by deploying advanced technologies.
Firewalls and IDS to monitor and block malicious traffic. DDoS Mitigation Services to
prevent large-scale cyberattacks from disrupting services. End-to-End Encryption to
safeguard data integrity and confidentiality. Leading ISPs implement Domain Name Sys-
tem (DNS) filtering, which blocks access to known malicious websites, protecting users
from phishing scams and malware infections. As the service that translates domain
names into IP addresses, DNS is frequently targeted by attackers. ISPs can protect
against threats such as DNS hijacking, cache poisoning, or domain-based malware by
implementing DNSSEC (Domain Name System Security Extensions) and maintaining

secure, redundant DNS servers.

Moreover, operators can offer DNS filtering services to block access to harmful websites.
These filters can be updated regularly based on intelligence from cybersecurity organi-

zations, preventing users from visiting phishing sites or downloading malicious software.

ISPs can detect suspicious or malicious traffic passing through their networks. By using
technologies such as Deep Packet Inspection (DPI), anomaly detection systems, and
firewall rules, they can block harmful data packets, as a Known phishing sites, Malware
distribution channels, Botnet command-and-control communications, Spam and scam-

related domains.

For example, some ISPs proactively blacklist IP addresses and domains associated with
cyberattacks and update these lists continuously using real-time threat intelligence feeds

from cybersecurity partners.
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Many ISPs have started offering value-added security services to home users, busi-
nesses, and organizations, such as Anti-virus and anti-malware suites bundled with in-
ternet packages, Parental control tools to protect children online, Secure DNS services
that prevent access to harmful websites, Firewall and router configuration support for
home networks, 10T device monitoring tools to detect compromised smart devices.

These services help reduce cyber risks for customers who may lack the technical

knowledge to secure their own systems.

ISPs often identify infected or compromised user devices through traffic patterns—such
as unusual connections to known botnet servers or rapid spam activity from a home
connection. When detected, ISPs notify the customer that their device is likely infected,
provide tools or guidance to clean the device, throttle or temporarily suspend infected
traffic to prevent wider harm. This role in incident response helps limit the spread of
cyberattacks and educates users at the same time.

ISPs also play a role in enabling modern secure internet protocols, such as IPv6, which
has stronger security features compared to IPv4. HTTPS (SSL/TLS) encryption support
and enforcement, DNS over HTTPS (DoH) and DNS over TLS (DoT) for encrypted DNS
queries.By adopting and promoting these protocols, ISPs help build a safer internet ar-
chitecture. To enhance user security, operators provide: Two-Factor Authentication
(2FA) and Multi-Factor Authentication (MFA) mechanisms. Secure Wi-Fi Protocols to
prevent unauthorized access to networks. Spam and Phishing Protection through ad-

vanced email filtering techniques.

Major ISPs, such as Elisa or AT&T, integrate these security measures into their services
to ensure that users have a safer online experience. From a service architecture per-
spective, ISPs integrate Security as a Service (SECaaS) offerings into consumer and
enterprise packages, providing cloud-based antivirus, endpoint detection and response
(EDR), and web filtering tools. These services are centrally managed and maintained,
reducing the operational security burden on users while increasing overall network hy-

giene.

Additionally, ISPs maintain close collaboration with national cybersecurity centers, Com-
puter Emergency Response Teams (CERTS), and global threat intelligence networks to
dynamically update their security policies and blocklists. This ensures rapid response to

emerging threats, such as zero-day vulnerabilities or large-scale phishing campaigns.
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By embedding security into the infrastructure, ISPs act as critical control points in the
internet supply chain. Their integrated approach not only protects subscribers but also
contributes to the systemic resilience of the internet. In doing so, providers like Elisa and
AT&T are not merely conduits of connectivity, but active participants in the global cyber-

security ecosystem.

One of the most impactful forms of collaboration is between ISPs and cloud service pro-
viders like Google and Microsoft. These tech giants operate some of the most advanced
threat intelligence platforms in the world, leveraging machine learning and Al to monitor
trillions of signals daily across their ecosystems. Through partnerships, ISPs gain access
to curated threat intelligence feeds, indicators of compromise (IOCs), and automated
response mechanisms that help identify and neutralize threats before they can propa-
gate through ISP networks.

For instance, collaborations with Microsoft's Defender Threat Intelligence platform allow
ISPs to integrate real-time information on phishing domains, malware signatures, and
attack infrastructure directly into their DNS and routing layers. Similarly, Google’s Safe
Browsing APl and Chronicle Security Platform provide ISPs with automated threat de-
tection and anomaly reporting mechanisms that can be embedded into customer-facing

services such as secure DNS resolvers or edge firewalls.

Beyond large cloud providers, ISPs also partner with dedicated cybersecurity firms—
such as Palo Alto Networks, Fortinet, Check Point, and CrowdStrike—to implement scal-
able security solutions at both the infrastructure and user levels. These partnerships en-
able ISPs to offer Security-as-a-Service (SECaaS) products to consumers and enter-
prises, including firewalls, endpoint protection, DDoS mitigation, and behavioral analytics
tools. The integration of third-party solutions also enhances ISPs’ ability to deploy Zero
Trust Network Access (ZTNA) models and Software-Defined Perimeters (SDP), which

are essential in today’s hybrid and remote-first environments.

ISPs working with global cybersecurity companies can more efficiently isolate compro-
mised nodes, reroute traffic, or issue global blocklists in the event of a cyberattack. These
collaborations often extend to cybersecurity R&D, where ISPs contribute anonymized
network data to help refine threat detection algorithms, while benefiting from early access

to new technologies and threat indicators. In some cases, joint task forces and public-
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private partnerships are formed to address large-scale threats, such as ransomware
campaigns or state-sponsored cyber operations, enhancing not only the security of ISP

networks but the broader internet infrastructure.

Many ISPs provide cybersecurity solutions directly to their customers, with one of the
most critical offerings being automated security updates, which are used to patch vulner-
abilities in network devices efficiently and proactively. Traditionally, patch management
for network infrastructure has been manual, time-consuming, and often inconsistent—
particularly in large or distributed environments. Devices in remote locations, user
homes, or unmanaged segments of the network may remain unpatched for months or
even years, posing significant security risks. Automated update systems address this
issue by enabling centralized, policy-driven, and timely deployment of firmware and soft-
ware updates across the network.

Automated security updates are particularly vital for ISPs and enterprise network opera-
tors, who manage thousands or millions of devices. Leveraging technologies such as
TR-069 (CWMP) or Zero-Touch Provisioning (ZTP), ISPs can remotely push security
patches to customer devices like modems and gateways without requiring user interven-
tion. This not only improves security but also enhances customer experience by reducing
downtime and support costs. This service ensure that non-technical users benefit from

enhanced cybersecurity without requiring extensive expertise.

Future efforts of ISP should focus on three particularly promising avenues for future ad-
vancement include enhancing Al-driven cybersecurity solutions for real-time threat de-
tection, expanding global cybersecurity partnerships to address transnational cyber-
crime, and improving digital literacy programs to ensure that every internet user is

equipped with foundational security knowledge.

Artificial Intelligence (Al) is rapidly becoming a cornerstone of modern cybersecurity sys-
tems. With the ability to analyse massive volumes of data at machine speed, Al enables
the detection of sophisticated and previously unknown threats in real time. Techniques
such as anomaly detection, behavioural analysis, and deep learning allow Al to identify
patterns that deviate from normal activity, flagging potential threats with high precision.

Improving these solutions requires continued research into explainable Al (XAl), adver-
sarial robustness, and automated response systems. Real-time detection is only effec-

tive when it is paired with immediate and intelligent mitigation mechanisms. Security
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Information and Event Management (SIEM) platforms and Extended Detection and Re-
sponse (XDR) tools are evolving to incorporate Al modules that not only detect anoma-
lies but also recommend or implement remediation steps autonomously. Integration of
Al with zero-trust architectures and threat intelligence feeds can create a more dynamic
and context-aware security posture, enabling proactive defence strategies that evolve

alongside attacker tactics.

The future of cybersecurity depends on a holistic and forward-thinking approach. En-
hancing Al-driven security solutions will allow us to detect and respond to threats in real
time, reducing the window of opportunity for attackers. Expanding global partnerships is
crucial for tracking and dismantling transnational cybercrime networks, while improving
digital literacy ensures that every internet user becomes a part of the security ecosystem.
By investing in these three pillars—technology, collaboration, and education—we can
build a safer, more resilient digital world.

As cyber threats become increasingly complex and persistent, it is evident that greater
responsibility for cybersecurity must shift from the average user to the infrastructure pro-
viders. While end-user education and awareness remain important, expecting all individ-
uals to continuously manage updates, detect threats, and follow best practices is neither
realistic nor sustainable in the long term. Instead, ISPs are in a stronger position to pro-
vide security at scale, embedding protections directly into the network layer and deliver-

ing automated, seamless defence mechanisms to their customers.

Automated solutions can significantly reduce user exposure to risk without requiring
manual intervention. By designing cybersecurity systems that operate “behind the
scenes,” ISPs can ensure a higher baseline of protection for all users, including those

who lack technical knowledge or resources.

Shifting more cybersecurity responsibility to ISPs is both a practical and strategic move.
It enables the centralization of threat intelligence, faster patch deployment, and more
consistent application of security policies. In doing so, ISPs become not just connectivity
providers, but essential defenders in the digital ecosystem. This model promotes a more
resilient internet, where users are protected by design, rather than by constant vigilance.
The role of operators and governments in cybersecurity is indispensable. Governments
provide the legal framework, public awareness, and enforcement mechanisms neces-

sary to establish a secure digital environment. Meanwhile, internet operators implement
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technological safeguards, threat intelligence, and consumer protection measures to re-
duce cyber risks. Strengthening collaboration between these entities and promoting pro-

active cybersecurity strategies will be essential in ensuring a safer internet for all users.

4.5 Cyber Security Armadillo Model Summary

The Cybersecurity Armadillo Model introduces a multi-layered defense architecture that
places the user at the core of a structured and resilient protection system. Inspired by
the natural defense mechanism of an armadillo—whose segmented armor provides
overlapping protection—this model visualizes cybersecurity as a series of concentric,
interdependent layers. Each ring represents a distinct aspect of digital defense, designed
to shield the user from an evolving landscape of cyber threats. Rather than relying on a
single security point, the model emphasizes defense in depth, where multiple barriers

work in harmony to reduce vulnerabilities and enhance overall resilience.

At the heart of the model lies the user and the layer closest to them is Endpoint Security.
This ring is responsible for directly protecting the devices individuals interact with—Ilap-
tops, smartphones, tablets, and 10T devices. Core components of endpoint protection
include anti-virus and anti-malware software, local firewalls, multi-factor authentication
(MFA), automatic software updates, and disk encryption. These tools aim to prevent un-
authorized access, detect malicious software, and secure sensitive information stored

on the device.

Given that endpoints are often the first targets of cyberattacks—through phishing emails,
compromised downloads, or drive-by malware—it is essential that this layer is robust
and user-friendly. Automated update systems and pre-configured security defaults can
significantly improve protection without requiring constant user intervention. In many

ways, endpoint security forms the personal shield of the digital user.

Surrounding the endpoint layer is Network Security, which focuses on safeguarding data
as it moves across local and wide-area networks. This includes both home and corporate
networks, where cyber threats can infiltrate through unsecured connections or vulnerable
devices. Key technologies in this layer include secure Wi-Fi configurations, intrusion de-
tection and prevention systems (IDPS), virtual private networks (VPNs), DNS filtering,

and encrypted communication protocols such as HTTPS and TLS.
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ISPs also play a pivotal role in network security, offering features like malware blocking,
traffic analysis, and mitigation of Distributed Denial of Service (DDoS) attacks. By ac-
tively monitoring network traffic for anomalies and enforcing security policies at the infra-
structure level, this layer helps intercept malicious activity before it can reach the user's

endpoint. This proactive defence greatly reduces the overall attack surface.

The third ring, Cloud Security, addresses the increasing reliance on cloud-based ser-
vices for storage, computing, communication, and collaboration. As users entrust more
of their personal and professional data to platforms like Google Drive, Microsoft 365, and
various SaaS applications, it becomes essential to ensure that this data is adequately

protected—even when it's no longer stored locally.

Cloud security measures include strong access controls, identity and access manage-
ment (IAM), data encryption at rest and in transit, secure APIs, and constant monitoring
for unauthorized access or misuse. Cloud providers must adhere to rigorous security
standards such as ISO/IEC 27001 or SOC 2, and users should be encouraged to enable
features like MFA for cloud accounts. While the cloud offers scalability and convenience,
it also requires a shared responsibility model—where providers secure the infrastructure,

and users secure their access to it.

The outermost layer consists of Operators and Government Entities, who establish the
overarching infrastructure and policies required for a secure digital ecosystem. This in-
cludes Internet Service Providers (ISPs), telecommunications companies, regulatory
agencies, and cybersecurity task forces. Their responsibilities span from implementing
automatic firmware updates on routers and public infrastructure, to monitoring large-
scale threats, coordinating responses to cyber incidents, and enforcing legal frameworks

for data protection and cybercrime.

National Computer Emergency Response Teams (CERTS), government cybersecurity
centers, and international organizations (such as ENISA or NATO CCDCOE) play a cru-
cial role in coordinating cross-border efforts, issuing threat advisories, and responding to
major attacks. Their presence reinforces the model’s principle of collective defense,
where large institutions bear a significant portion of the security burden—reducing the

need for individual users to be constantly vigilant.
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The Armadillo Model champions a shared responsibility framework, where each ring sup-
ports the next, and no single layer is expected to stand alone. It recognizes that users
cannot and should not be the sole defenders of their digital lives. Instead, a resilient
cybersecurity model must include intelligent automation, institutional support, and lay-

ered safeguards that operate seamlessly and transparently.

By placing the user at the center but surrounding them with increasingly robust and scal-
able protections, the Cybersecurity Armadillo Model offers a vision of a safer digital en-
vironment—one in which people can interact with technology confidently and securely,

without being overwhelmed by its complexity.
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5 Conclusions / Summary

Even the most advanced cybersecurity systems can be compromised by human behav-
ior. Users are not perfect—many struggles with weak passwords, ignore software up-
dates, or fall victim to social engineering tactics. These are not necessarily signs of neg-
ligence, but rather reflections of the complexity and demands of modern digital life. De-
spite growing awareness and the availability of security tools, expecting every individual
to consistently follow best practices is unrealistic.

This reality underscores the need for a cybersecurity system that does not rely solely on
perfect user behavior. Instead, we must design smarter, more automated protections
that work in the background—allowing users to remain safe without needing to be con-
stantly alert or technically skilled. While user education and awareness remain important,
the ultimate goal should be to build systems that reduce the burden on the individual and
provide strong, seamless security by default. Creating an internet where users can en-
gage without constant worry is key to a safer and more inclusive digital future. To achieve
this vision, major players such as ISPs, device manufacturers, and OS- developers must

take greater responsibility in building a secure digital environment by design.

ISPs are in a unique position to provide security at scale. As the gateway between users
and the broader internet, they have the power to implement protective measures that
reduce the risk of threats before they ever reach a user’s device. This includes features
such as automatic firmware updates on routers, DNS-based filtering to block malicious
websites, DDoS protection, and intrusion detection systems. By embedding these ser-
vices directly into the network infrastructure, ISPs can deliver “invisible” security—pro-
tection that does not require user action or understanding. Additionally, ISPs can con-
tribute to cybersecurity by participating in threat intelligence sharing and collaborating
with national security organizations. They can also support users through clear commu-
nication, customer education, and easy-to-use security tools. Ultimately, shifting more
cybersecurity responsibilities to ISPs reduces the pressure on individuals, making the

online experience safer for all.

Device manufacturers also play a critical role in building a safer internet. Many cyberat-
tacks exploit vulnerabilities in hardware or default configurations that leave devices ex-
posed. To minimize these risks, manufacturers must prioritize security from the earliest

stages of product development. This includes secure boot mechanisms, strong
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encryption of user data, secure element chips, and hardware-level protection against
tampering and exploitation. Companies should ship devices with secure default settings,
enable automatic updates by default, and minimize unnecessary permissions or pre-in-
stalled software that could be exploited. Transparency around security practices and
providing long-term support for updates are essential, especially in the case of Internet
of Things (loT) devices, which often remain in use for many years. When devices are
built with security in mind, users can benefit from robust protection without needing deep

technical knowledge.

Operating system developers—such as Microsoft, Apple, and Google—have already
made major strides in improving cybersecurity over the last decade. Modern OS plat-
forms now include built-in firewalls, sandboxing of apps, biometric authentication, and
regular security patching. As cyber threats evolve, OS developers must continue advanc-
ing toward systems that anticipate risk and reduce human error. Key improvements in-
clude smarter security defaults, machine learning-based threat detection, and tighter in-
tegration between hardware and software security layers. For example, features like
Windows Defender, Apple’s Gatekeeper and Lockdown Mode, and Google Play Protect
provide real-time protection and automated threat response. In addition, OS developers
should continue to prioritize user privacy and security in the design of their permission
systems and app store policies, ensuring that only trusted software can access sensitive
data or critical system functions. By creating intuitive, well-guarded digital environments,
OS developers help protect users who may not even be aware of the risks they face—

further supporting the goal of a worry-free internet experience.

Through stronger ISP-level protections, safer devices, and smarter operating systems,
we can move toward a digital future that is not only more secure, but also more inclu-
sive—where everyone, regardless of age, ability, or technical skill, can benefit from the
internet without fear. This future is both possible and necessary, and it begins with a

commitment to security by design at every level of the digital ecosystem.

Another critical consideration in the cybersecurity domain is the delicate balance be-
tween protecting security and preserving user privacy. Governments and organizations
often deploy surveillance tools and data monitoring systems to identify and prevent cyber
threats. While these measures can be effective in early detection and response, they
also raise ethical and legal concerns regarding individual privacy and data protection.

The debate intensifies in contexts such as national security, law enforcement, and
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pandemic-related contact tracing, where the trade-offs between privacy and public safety
are contentious. Building trust with users requires transparency, clear regulations, and
the implementation of privacy-preserving technologies such as differential privacy, zero-

knowledge proofs, and end-to-end encryption.

Creating an internet where users can engage without constant worry is not only a tech-
nical challenge, but a societal one. It requires a shift in perspective—from blaming users
for security lapses to building systems that protect users by default. While cybersecurity
awareness and digital literacy remain important, the ultimate responsibility must lie with

the institutions that control the infrastructure, hardware, and platforms we rely on daily.
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