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1 Introduction 

The rapid development of cloud computing has transformed the design and deployment of 

modern software systems. One of the most popular concepts emerging with this transition 

is the microservices architecture. Microservices split an application into a set of inde-

pendently running services. By creating loosely coupled services, microservices have suc-

cessfully shown significant scalability and performance gains for large enterprises such as 

LinkedIn (Mauro 2015) and Netflix (Ihde & Parikh 2015). However, microservices also in-

troduce complexities in service orchestration and deployment. Therefore, developers must 

rigorously assess the benefits and trade-offs of microservices in an application. 

Initiated by Peikko company as a long-term project, the Precast Wall Designer web appli-

cation follows a microservices-based approach. The frontend and backend of the applica-

tion are managed and deployed independently by two separate teams of students. This 

distributed architecture ensures better scalability and loose dependencies for future up-

dates or development. However, as the codebase and the business logic scale, the micro-

services become overly complicated for students to develop further or maintain. Because 

of that, the system design must adhere to the microservices architecture while sustaining 

the ease of development and the efficiency in heavy computational processing. 

Serverless computing has emerged as a practical solution to address this challenge. In 

particular, Function-as-a-Service (FaaS) like Azure Functions allows developers to offload 

intensive computing tasks from a server. As a result, instead of splitting into more services, 

a backend within a microservices architecture can delegate computing logic to serverless 

functions. This approach helps keep the backend focused on handling core application logic 

while executing computations within scalable serverless functions. 

While existing literature on serverless computing primarily focuses on fully serverless archi-

tectures or migration to microservices, there is very limited research on partial architecture 

using serverless computing. Collaborating with Peikko company, this study addresses this 

gap by presenting a practical approach to integrating serverless Azure Functions into a 

backend within a microservices ecosystem of the Peikko Precast Wall Designer web appli-

cation. Based on the Design Science (DSR) methodology, the research evaluates the ef-

fectiveness of the proposed partially serverless backend architecture. 

The Design Science Research (DSR) methodology was selected due to its alignment with 

the practical and solution-oriented focus of this thesis. DSR is particularly effective for re-

search aimed at creating and evaluating artifacts that address specific problems within in-

formation science. In this case, the research focuses on designing and implementing a par-

tial architecture that uses backend and serverless functions to enhance the performance, 
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scalability, and maintainability of the overall microservices architecture. Apart from building 

the solution, it is crucial to evaluate its effectiveness through feedback from industry experts 

and performance testing after deployment. By following the DSR iterative structure for de-

velopment and validation, the thesis can ensure that the proposed solution is both practi-

cally and theoretically relevant. Ultimately, the contribution of this thesis is an architectural 

artifact that includes a backend service as an entry point for requests and serverless ser-

vices to efficiently handle the actual computational tasks within the overall microservices 

structure of the application. 
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2 Background 

2.1 Software architectures patterns 

Understanding software architecture is essential to comprehend how to integrate serverless 

functions because it defines the structure and principles of an application. According to Da-

vid Garlan (2000, 91–101), a well-designed architecture can guarantee that a system meets 

requirements in performance, reliability, portability, scalability, and interoperability. Mono-

lithic architecture and microservices architecture are the two most popular architectural de-

sign patterns in web development. Figure 1 shows the difference between monolithic and 

microservice architectures. While both have distinct advantages and trade-offs, the archi-

tectural choice heavily relies on the project requirements and team maturity. This section 

introduces and evaluates the pros and cons of two architectures. 

 

Figure 1. Monolithic and microservice architectures (Paakkunainen 2019) 

2.1.1 Monolithic architecture 

Monolithic architecture, also known as layered architecture or n-tier architecture, is the most 

well-known architecture pattern. It is a software model with a single codebase that performs 

several business tasks (Powell & Smalley 2019). This single codebase has many layers 

with smaller components. Moreover, each layer serves a particular task within the applica-

tion. In the n-tier architecture, the number of layers can vary. More complex business appli-

cations may introduce additional layers to split the application into even smaller units of 

concern. 

A three-tier architecture, a form of n-tier architecture, organizes the application into 3 layers: 

presentation, business, and data layers, as shown in Figure 2. Every layer serves a specific 

purpose and depends on the one below it to support the clear separation of concerns and 

prevent circular dependencies. At the top, the presentation layer forwards user requests to 
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the business layer and shows processed responses through a graphical user interface 

(GUI). As the core of the entire application, the business layer orchestrates the request 

flows between the presentation layer and the data layer. This layer rules how data is pro-

cessed and how services coordinate. Some of the components of this layer are services, 

controllers, and domain models. Lastly, at the bottom, the data layer is responsible for stor-

ing and accessing data. This layer ensures data integrity and provides an interface for the 

business layer to perform CRUD (Create, Read, Update, Delete) operations in the data-

base. 

 

Figure 2. Three-tier architecture pattern 

Simplicity is the most notable advantage of monolithic architecture. This architecture sim-

plifies development, testing, deploying, and scaling processes when the codebase size re-

mains relatively small (Richardson 2017). A common practice that reinforces this simplicity 

is the monolithic repository (monorepo), where the entire application's codebase sits in a 

single repository. A survey conducted among Google engineers has shown a preference 

for monolithic repositories because of codebase visibility and simplified dependency man-

agement (Jaspan et al. 2018, 225-234). In terms of visibility, developers who have access 

to the repository can view, search, and modify the code. Also, the availability of source code 

within a monolithic repository assists maintainers with testing and evaluating the perfor-

mance of changes before committing (Potvin & Levenberg 2016, 78-87). 
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However, monolithic architecture and monolithic repositories are distinct concepts. While 

the development of monolithic applications uses monolithic repositories, it is not a require-

ment. Based on the project needs, a monolithic architecture can also adopt multiple repos-

itories, which is referred to as polyrepo. The use of a monolithic repository is more favored 

because it aligns with the centralized nature of monolithic applications, making it easy to 

develop and maintain. 

The drawback of monolithic architecture only starts appearing in later development and 

maintenance cycles. As the system evolves and expands, the codebase grows huge and 

becomes more challenging to change or maintain (Thones et al. 2015). This problem is 

usually related to tightly coupled dependencies where different parts of the application form 

a chain of references. Changes in one place can result in conflicts in other places because 

there are a lot of references to it. Over time, it becomes increasingly difficult to introduce 

new features or refactor existing ones without causing disruptions. Moreover, as the mon-

olithic application encapsulates several services, new features or modifications to a service 

can lead to the redeployment of the entire application (Villamizar et al. 2015, 583–590). 

2.1.2 Microservices 

Microservices are architecture designs that organizes an application as several small, inde-

pendent services executing in its process and communicating through protocols such as 

HTTP APIs (Lewis & Fowler 2014). In contrast to monolithic architectures, microservices 

decompose complex applications into smaller services focusing on specific business capa-

bilities. 

Figure 3 exemplifies a system that uses microservices. The architecture consists of a 

frontend service that interacts with multiple backend services, each responsible for distinct 

business logic. These backend services exchange information through APIs and store data 

in either SQL or NoSQL databases. This separation of concerns ensures independence 

and flexibility in selecting the most suitable technologies and databases for different service 

needs. 
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Figure 3. Microservices architecture pattern 

One of the most persuasive reasons for adopting microservices is the ease of development. 

Due to the nature of independent services in microservices, modifications to one service 

are unlikely to impact others (Richards 2015, 34-35). This independence also enhances 

technology flexibility and heterogeneity. For instance, microservices allow backend services 

to use C# instead of making an application rely solely on JavaScript frameworks and librar-

ies. 

Additionally, microservices reduce the deployment risks. When implemented correctly, fail-

ures in one service exert minimal impact on the operation of others. This feature solves a 

major problem with monolithic systems. In monoliths, a modification necessitates the rede-

ployment of the entire application, complicating development, testing, and deployment 

(Dragoni et al. 2017). 

Microservices also offer greater scalability. Horizontal scaling in microservices only repli-

cates the necessary services across multiple instances. While a monolithic system imposes 

the scaling of the entire system, microservices allow a particular service to scale inde-

pendently (Newman 2021). Consequently, microservices can avoid disruption and resource 

deficiency when scaling less-demanding services. 

Despite its advantages, the microservices approach is not a panacea. The independence 

in microservices presents complexity in effectively designing and managing the system. 

Defining service boundaries is a key challenge in microservices design, as the separation 

of business capabilities is often ambiguous (Soldani et al. 2018, 215–232). Therefore, a 
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poorly designed system can negatively affect the basic principles of low coupling and ser-

vice cohesion, as defined by Yourdon and Constantine (1979). In regard to management, 

efficiently managing a microservices-based system mandates considerable expertise in dis-

tributed system development and DevOps (Baškarada et al. 20-18, 428–436). 

Another issue with microservices is the communication mechanism. Inter-process commu-

nication in microservices introduces significant overhead compared to in-process commu-

nication within monolithic architectures (Newman 2021). This overhead happens because 

services within microservices architecture communicate over the network, leading to addi-

tional steps like data serialization, transmission, and deserialization. 

2.2 Virtualization 

It is crucial to understand virtualization as it is a core technology in cloud computing. Virtu-

alization implies the abstraction of some physical components into a logical entity (Portnoy, 

2012). In other words, virtualization abstracts and splits physical hardware components like 

processors, memory, and storage in a single computer into multiple virtual machines (IBM, 

2023). Hypervisor plays an integral role in this capability. 

As shown in Figure 4, a single operating system controls all hardware resources in a tradi-

tional architecture. However, there is a special software layer known as a hypervisor or 

virtual machine monitor (VMM) in a virtual architecture. The hypervisor makes it possible to 

execute several guest operating systems and software applications on a physical computer 

(Susnjara & Smalley 2024a). There are two types of hypervisors. Type 1 or bare-metal 

hypervisors run directly on the physical hardware, while Type 2 or hosted hypervisors run 

on top of a host operating system. Type 1 hypervisors generally offer better performance 

because there is no underlying operating system. 
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Figure 4. Traditional architecture and virtual architecture 

Virtualization ensures workload isolation since all applications are contained in their own 

virtual machines. This isolation leads to better reliability because a software failure in one 

virtual machine does not affect other running virtual machines. Moreover, virtualization can 

lower the overall costs of data centers by combining the workloads of unutilized servers 

onto a single physical server. (Uhlig et al. 2005, 48-56.) 

2.3 Cloud computing 

According to The National Institute of Standards and Technology (NIST), cloud computing 

is a model that allows access to a shared collection of configurable computing resources, 

such as networks, servers, storage, applications, and services. Users can set up and re-

lease these resources quickly with little management or interaction with the service provider. 

(Mell & Grance 2011.) 

The most significant advantage of cloud computing is its cost-effectiveness. The usage-

based pricing model in cloud computing enables enterprises to reduce capital expenditure. 

This model allows businesses to pay only for consumption and scale their resources or 

services to fit the demand. Consequently, businesses can minimize the cost of operation 

and do not need to worry about unexpected spikes in demanded services. (Grossman 2009, 

23-27.) 
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2.3.1 Cloud service models 

There are three primary cloud computing service models: Infrastructure as a Service (IaaS), 

Platform as a Service (PaaS), and Software as a Service (SaaS). Due to the emergence of 

serverless computing, Functions as a Service (FaaS) is available as another service model 

option. FaaS focuses on executing individual, event-driven functions without managing in-

frastructure. This serverless model will be discussed further in the Serverless computing 

section. Figure 5 illustrates how infrastructure management responsibilities are distributed 

between customers and cloud providers across these models. Each model offers varying 

levels of control, flexibility, and management. 

 

Figure 5. Traditional architecture and virtual architecture 

Infrastructure as a service (IaaS) is a type of cloud computing model that supplies on-de-

mand IT infrastructure services such as servers, virtual machines (VMs), computation, net-

work, and storage to users on a pay-as-you-go over the internet (Susnjara & Smalley 

2024b). This model gives users greater control over the infrastructure compared to the other 

previously introduced cloud models. With more flexibility and control, the need to maintain 

the infrastructure also increases. While cloud providers maintain the physical infrastructure, 

users are accountable for configuring, updating, deploying, and scaling the applications. 

Major providers of IaaS include Amazon Elastic Compute Cloud, Microsoft Azure Virtual 

Machines, and Google Compute Engine. 

Platform as a service (PaaS) models provide a computing platform and solution stacks that 

enable users to deploy applications without the cost and complexity of managing the under-

lying hardware and software infrastructure (Chang et al. 2010, 55-56). This model allows 
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developers to focus on coding and deployment since it abstracts maintenance and admin-

istrative tasks. Google App Engine, Microsoft Azure App Services, and AWS Elastic Bean-

stalk are some of the most notable PaaS choices. 

Software as a Service (SaaS) delivers software applications over the internet through a 

subscription-based approach. Having the highest level of abstraction, SaaS entitles users 

to access the application without managing the underlying infrastructure. The multi-tenant 

architecture in this model lets users share the same hosted environment while maintaining 

data security. SaaS offers a host of advantages, including cost efficiency, scalability, and 

accessibility from any location with the internet. Common SaaS applications consist of 

Gmail, Salesforce, and Microsoft 365. (Goode 2021.) 

2.3.2 Serverless computing 

A decade after Armbrust et al. (2009) defined and anticipated the evolution of cloud com-

puting, Jonas et al. (2019) extended this perspective in A Berkeley View on Serverless 

Computing, predicting serverless computing as the dominant cloud computing paradigm. 

Their paper describes serverless computing as a cloud model where developers focus on 

writing code and delegate all server provisioning and administrative responsibilities to the 

cloud provider. According to their definition, a service is considered serverless if it automat-

ically scales without explicit provisioning and is invoiced according to consumption. Server-

less computing includes Function as a Service (FaaS) and Backend as a Service (BaaS): 

• FaaS delivers the computing resources required to execute application logic in re-

action to requests. As a core component of serverless computing, FaaS enables 

developers to write lightweight, independent, event-driven, and stateless functions. 

These functions are typically executed in response to predefined events, such as 

HTTP requests. FaaS functions are usually short-lived and can be written in any 

programming language supported by the platform. However, they usually suffer from 

cold start issues, causing a significant impact on latency. (Shahrad et al. 2019; 

Google.) 

•  BaaS implies external backend services that offer an API to replace specific func-

tionalities within an application. These services can scale automatically and execute 

transparently, making them appear to be serverless to users. Authentication ser-

vices, database administration solutions, and push notifications are examples of 

BaaS. (CNCF 2018; Google.) 

Serverless computing brings a wide range of benefits. Firstly, it emphasizes functional-level 

programming. In serverless computing, developers shift their focus towards developing and 
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deploying functions to serverless platforms without complicated environment configura-

tions. Cloud providers save those functions and their runtime, prepare a running environ-

ment called a sandbox, and set up an application-specific environment so that the functions 

can execute efficiently when triggered. Secondly, serverless computing enables automatic 

scaling in accordance with demand. For example, AWS can automatically scale up its in-

frastructure to handle a high volume of Lambda function requests by running as many con-

current execution environment instances as needed (Brisals & Hedger 2024). Thirdly, the 

consumption-based pricing plan in serverless computing transitions computing costs from 

capital expenditures to operational expenditures. This model eliminates the cost of idle ser-

vices and the need to rent and pay for memory resources on standby continuously. (Li et 

al. 2022; Li et al. 2023, 1522–1539; Wen et al. 2023.) 

Startup latency, especially cold start, is a serious challenge in serverless computing. It de-

notes the delay between a function's invocation and its execution, caused by the need to 

initialize an isolated environment or sandbox. Cold starts occur when no preinitialized envi-

ronment is available, leading to longer delays, whereas warm starts reuse existing environ-

ments for faster execution. Figure 6 displays many steps contributing to the latency of func-

tion invocation. (Li et al. 2023, 1522–1539) 

 

Figure 6. Function invocation latency for cold and warm starts— the first and second re-
quests have cold starts, while the third request incurs a warm start (Brisals & Hedger 
2024) 
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3 Implementation 

3.1 Project introduction 

The Precast Wall Designer application project was developed for Peikko Group Corpora-

tion. Peikko is a global supplier of innovative structural solutions for the precast and cast-

in-place concrete industry. Founded in 1965, Peikko is a Finnish family-owned company 

operating in over 30 countries with approximately 2000 professionals. The company pro-

vides innovative, high-quality, and sustainable solutions that improve construction pro-

cesses. The company also develops several tools for structural designers, including tech-

nical documents, connection design software, components for building information man-

agement, and modelling of structures. 

The entire development project is being carried out by two student groups from LAB Uni-

versity of Applied Sciences and Salpaus Vocational School under the guidance of Peikko 

specialists and academic professors. The objective of the project is to replace the legacy 

desktop application called Peikko Ties with a web-based application called Precast Wall 

Designer. The new application enables structural designers to design and configure the 

connectors and layout of precast walls using Peikko construction products via the web in-

terface. The shift to a web application includes designing a new system, updating formulas, 

and improving the user interface. This project will take around two to three years, and this 

thesis addresses the first phase. At this stage, the architectural decisions are critical be-

cause they provide the foundation for the future development, maintainability, and scalabil-

ity of the application. 

3.2 Design requirements and goals 

Setting a balance between scientific goals and actual deliverability was the first requirement 

for the Precast Wall Designer project. This criterion was important for the long-term vision 

and educational context of the project because it ensured the system was approachable for 

students. Because the company put practicality first, they required the design of the project 

to be simple and extensible so that students could easily grasp the underlying concepts and 

contribute to further development. Secondly, the system design was required to be robust 

to facilitate future expansion and maintenance. Due to the long-term plan, early architectural 

decisions must establish clear responsibilities and organize the codebase and services ef-

fectively. Ultimately, the system must utilize Microsoft technologies, comprising C#, 

ASP.NET Core, Azure Cloud services, and Azure DevOps to guarantee interoperability with 

an internal ecosystem of Peikko. Upon completion, the application will be delegated to 

Peikko’s internal development teams to integrate into their infrastructure for integration into 

their overall service infrastructure. 
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Based on these requirements, the following design goals were defined for the implementa-

tion. Firstly, the entire system architecture adopted microservices that originally consisted 

of frontend and backend services. This separation allowed LAB University and Salpaus 

Vocational School to develop and deploy independently. In this setup, the backend acts as 

a microservice within the overall microservices architecture. Instead of further decomposing 

the backend into smaller services, the Clean Architecture principles were implemented to 

establish clear responsibilities and maintain well-organized dependencies. Additionally, 

serverless Azure Functions were implemented to handle computational tasks. Integrating 

Azure Functions into the backend simplifies the backend logic and improves maintainability 

because the formulas are expected to change throughout the lifespan of the project. This 

integration needs other Azure services to operate reliably. Those services include Cosmos 

DB for storing computing results and Azure Service Bus for reliable messaging between the 

backend and the serverless functions. As the system adopted serverless functions, the mi-

croservices eventually encompassed frontend, backend, and a computing service based on 

Azure Functions. 

3.3 System architecture overview 

3.3.1 System design overview 

The system architecture of the Precast Wall Designer application adheres to the REST ar-

chitectural style, which was introduced by Roy Thomas Fielding (2000) in his PhD disserta-

tion. REST (Representational State Transfer) is a widely adopted architectural standard for 

designing scalable, maintainable, and interoperable web applications. It is based on six key 

principles: client-server separation, statelessness, cacheability, uniform interface, layered 

system, and optional code-on-demand. The current implementation of the system adheres 

to most of these constraints. While cacheability is not yet implemented, it is planned for the 

next phase of the project, where the frontend will store frequently accessed construction 

product information to reduce backend requests. The code-on-demand constraint is ex-

cluded because it is irrelevant to the nature of the system. 

The backend exposes its functionalities through RESTful API endpoints with the “/api” prefix 

to separate it from the frontend. The API design uses plural nouns instead of verbs to em-

phasize resources rather than actions. Moreover, standard HTTP methods are used to ex-

press the intended operations on the resources. These methods include GET for retrieving 

data, POST for submitting new computation requests, and PATCH for partially updating the 

status of a computation. Currently, the backend provides three API endpoints related to the 

computation of the precast wall loads: 
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• The POST /api/computations/loads endpoint allows the frontend to submit 

information about the layers in the precast wall for computing. The request body 

contains essential information regarding the internal, insulated, and external layers, 

formatted as a JSON object. After receiving the request, the backend validates the 

provided information, creates a computation record in the NoSQL database, and 

sends a computing request message to the Azure Service Bus. Finally, it returns the 

ID of the created computation record in the response. 

• The PATCH /api/computations/loads endpoint is reserved for server-to-

server communication between the backend and an external Azure Function re-

sponsible for executing the computations. After completing the calculation, the Az-

ure Function calls this endpoint to update the computation value and status in the 

database. Since it partially updates an existing resource, the PATH method is used 

instead of PUT, which implies full replacement. 

• The GET /api/computations/loads/{id} endpoint enables the frontend to 

periodically poll this endpoint using the previously returned ID of the computation. 

This endpoint returns the payload containing the result value and the status of the 

computation with the given ID. 

Figure 7 summarizes the communication process between the frontend and backend. First 

of all, the frontend sends a POST request that includes information about the wall layers to 

the computation endpoint of the backend. After receiving the POST request with a JSON 

payload, the backend processes the information and prepares the computation before re-

turning its ID to the frontend. However, the backend does not perform the actual computa-

tion. The details of how the backend incorporates with other Azure services to handle the 

computation will be discussed later in this section. Finally, the frontend periodically sends 

GET requests containing the computation ID to retrieve the result and status of the compu-

tation. 
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Figure 7. Overview of frontend and backend communication via RESTful API 

After clarifying the communication between the frontend and backend, it is important to ex-

plain how the backend interacts with Azure services to perform computations. Figure 8 ex-

plains the entire workflow of handling a computation that begins when the frontend sends a 

POST request to the /api/computations/loads/ endpoint. After receiving the POST 

request, the backend validates the JSON object containing the input data. Upon successful 

validation, the backend creates a new computation record in the Cosmos DB with a unique 

ID, empty value, and a status of processing. Consecutively, the backend sends a mes-

sage to the Azure Service Bus queue, including the computation ID and the serialized JSON 

input data as a string. When a new message arrives in the queue, it triggers the Azure 

Functions to start up. After the initialization, the Azure Function instance retrieves the mes-

sage, performs the load computation based on the wall layer specifications in the message, 

and prepares the result. Lastly, the Azure Function instance sends a PATCH request to the 

/api/computations/loads endpoint of the backend to update the computation record 

with the calculated value and mark its status as finished. 
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Figure 8. Interaction between the backend and Azure services to handle computations 

Another important design consideration is the input validation before sending the message 

to the queue. If a POST request fails validation, the system immediately returns an error 

response without instantiating the Azure Function. Therefore, input validation in the first 

place can help avoid unnecessary execution costs from Azure Function. Consequently, the 

validation process must rigorously validate that the computation input data is valid and fea-

sible for calculation. However, this approach introduces a duplication issue in the business 

logic between the backend and the Azure Functions. Some changes to the computation 

rules may require updates in both components. Additionally, the POST /api/computa-

tions/loads endpoint implements a rate limiter to protect the backend from potential 

overload during high traffic. 

3.3.2 Architectural decision justification 

To ensure reliable and scalable computation handling, the backend and the serverless func-

tions follow the Competing Consumers pattern recommended by Microsoft, which utilizes 

Azure Service Bus and Azure Functions. Instead of invoking the Azure Function directly, 

the backend sends a computation request as a message to the Azure Service Bus queue. 

Azure Functions then listen for new messages, create new instances, and process them 

asynchronously. To the architecture of the entire system, this approach decouples the 

backend and creates a new serverless computing microservice. According to Microsoft, the 

Competing Consumers pattern is effective when the volume of work is variable, when tasks 

can be processed independently and in parallel, and when the system must ensure high 

availability and resilience to task failure. 
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Figure 9 illustrates the Competing Consumers approach. It is important to note that the 

Competing Consumers pattern is different from the Publish/Subscribe (Pub/Sub) pattern. In 

the Competing Consumers model, each message is processed by exactly one consumer, 

which is an instance of the Azure Function in this case. In contrast, the Pub/Sub model 

would deliver the same message to all subscribers. By applying the Competing Consumers 

pattern, each queue is reserved for a specific domain of computation, ensuring that each 

task is processed once by the appropriate service (Microsoft.) 

 

Figure 9. Competing Consumers pattern (Microsoft) 

The Competing Consumers pattern offers several benefits. Firstly, the message queue acts 

as a buffer between the backend and the computing service, allowing the system to handle 

sudden spikes in workload without overwhelming the consumer services. This buffering 

minimizes the impact on the availability and responsiveness of both the backend and Azure 

Functions. Secondly, reliability is improved because messages are not lost if a consumer 

fails. Any working service instance can process a failed message because the message 

does not go to a specific instance. Instead, any healthy instance can process the message. 

Finally, this approach offers scalability. The automatic scaling configuration in Azure Func-

tions allows dynamic scaling of instances based on the volume of messages. (Microsoft.) 

After completing the computation, the Azure Function instance does not directly update a 

record inside the database. Instead, it sends a PATCH request to the /api/computa-

tions/loads endpoint exposed by the backend. This approach ensures that all interac-

tions with the database are centralized through the backend service to preserve data integ-

rity. By enforcing a single access point for database access, the backend can apply valida-

tion, logging, and security rules before committing changes to the database. 

In the Peikko Precast Wall Designer application, computation results are generated on‐

demand using serverless functions. During the computation process, the frontend continu-

ously polls for the results. When the frontend retrieves the completed result, that particular 

result is rarely accessed again. This data usage pattern requires a data storage solution 
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with flexible schema support to accommodate changing result formats, as well as low la-

tency and high throughput for read operations during polling. Additionally, it requires auto-

matic scaling to minimize provisioning and high availability to ensure uninterrupted service. 

Azure Cosmos DB was selected because it met these requirements better than the previ-

ously planned SQL Server. Another reason for selecting Cosmos DB is the ease of setup, 

which is ideal for the early development of the Peikko Precast Wall Designer web applica-

tion. By reducing the infrastructure setup effort, developers can focus on developing the 

core business logic, which is the main objective at this phase. 

Lastly, the backend and the Azure Functions use Azure Key Vault to securely store the 

application secrets, configurations, and connection strings to other Azure services. In de-

velopment environments, these values are often stored in local files such as .env or 

appsettings.json. Although these files are convenient for local development and test-

ing, they can lead to security risks if used in a production environment. Consequently, Azure 

Key Vault can help hold sensitive data to guarantee that connection strings and secrets are 

neither hardcoded nor revealed in the source code. 

3.4 Backend architecture 

To achieve a robust, maintainable, and testable backend, the Precast Wall Designer service 

adopts a tailored variant of Clean Architecture, originally proposed by Robert C. Martin. The 

Clean Architecture builds on earlier architectures, such as Hexagonal Architecture by 

Alistair Cockburn (2005) and Onion Architecture by Jeffrey Palermo (2008). Those archi-

tectures share the same objective of separation of concerns achieved by dividing the appli-

cation into layers. Clean Architecture organizes these layers into concentric circles, as de-

picted in Figure 10. According to Robert C. Martin (2012), the Dependency Rule is the over-

riding rule in the Clean Architecture where all source code dependencies must point inward, 

and no code in an inner layer may depend on code in an outer layer. 
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Figure 10. The original Clean Architecture (Robert C. Martin 2012) 

As depicted in Figure 11, the Peikko Precast Wall application has 4 layers, including Do-

main, Application, Infrastructure, and API layers. The Application layer replaces the original 

Use Cases layer, which mediates the flow of data to and from the entities in the Domain 

layer. Moreover, the API layer is the entry point for incoming requests, tackling HTTP con-

cerns like routing, controllers, rate limiters, middleware, and the entire application configu-

ration. This customization preserves the core intent of Clean Architecture while tailoring the 

architecture to fit the ASP.NET Core development environment. To make the proper refer-

ence chain illustrated as arrows in Figure 11, the backend architecture uses Dependency 

Injection configuration with these layers via functions like AddDomain, AddApplication, 

and AddInfrastructure. For example, the API layer must call the AddApplication 

and AddInfrastructure functions to register the business orchestrating services from 

the Application layer, as well as the external and persistence services from the Infrastruc-

ture layer. 
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Figure 11. Backend architecture of Peikko Precast Wall Designer application using Clean 
Architecture. The arrows represent the references from one layer to another 

The innermost Domain layer contains pure domain entities and core business logic, includ-

ing classes, enumerations, interfaces, and domain functions. This layer should be designed 

to operate without any dependencies on external layers or frameworks. For that reason, 

changes in this layer must be driven by business rules rather than technical concerns. The 

Domain layer exposes a function for dependency injection called AddDomain for the Appli-

cation layer. Additionally, it defines interfaces that represent Infrastructure services, such 

as repositories for data access or message brokers for message queues. These interfaces 

are implemented in the Infrastructure layer and injected into the Application layer. This prac-

tice ensures that higher layers can perform external operations without knowing about the 

implementation. 

The Application layer contains business use cases, including services, commands, and 

queries. It defines the operations that can be performed and implemented using the domain 

entities from the Domain layer and external services from the Infrastructure layer. This layer 

solely depends on the Domain layer and uses Infrastructure interfaces defined in the Do-

main layer. Moreover, the Application layer is also responsible for mapping the payload 

received from the API layer to domain objects or entities. For dependency injection, it pro-

vides a function named AddApplication for the API layer. 

The Infrastructure layer provides implementations for the interfaces defined in the Domain 

layer. This layer includes services such as databases, logging, message brokers, or third-
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party services. To securely retrieve sensitive configuring information such as connection 

strings, the API layer must call the AddKeyVault function from the Infrastructure layer. 

This function establishes a connection to the remote Azure Key Vault using the provided 

credentials and allows the backend to read the secrets stored in the vault. For dependency 

injection, the Infrastructure layer provides a function named AddInfrastructure that is 

invoked by the API layer. It is crucial that the API layer calls the AddKeyVault function 

before the AddInfrastructure function because the latter depends on information re-

trieved from the Azure Key Vault to initialize its services, like databases and message bro-

kers. 

Finally, the outermost API layer serves as the main entry point for incoming HTTP requests. 

In terms of web development using C#, this layer or project is the only web project using 

the ASP.NET Core framework. It uses the controller-based approach to handle routing and 

organize the endpoints. This layer delegates tasks to the Application layer and returns the 

appropriate response as well as the status code to clients. Additionally, it includes the 

appsettings.json file for environment configurations and the Program.cs file, which 

acts as a startup file for the entire backend project. The API layer also implements a rate 

limiter to protect the system from excessive requesting attempts. 

3.5 Integrating serverless functions 

In the implementation, serverless functions are organized as a standalone .NET Core pro-

ject and maintained in a separate repository. This separation is advantageous due to easy 

development and maintenance, particularly when updating formulas or adding new compu-

tation logic. This means new developers or maintainers can focus on the function level as 

each function performs a particular task with minimal complexity. Furthermore, changes can 

be made directly to this serverless function project without introducing complexity or risk to 

the backend. 

Figure 12 shows a function that uses a queue trigger to listen to messages from an Azure 

Service Bus queue in the Peikko Precast Wall application. The RunLayerLoadComputing 

function computes the loads of the precast wall. The first parameter of the function is the 

queue trigger named ServiceBusTrigger, which includes the other 2 parameters. The 

first parameter is the QueueName, which refers to the specific Azure Service Bus queue the 

function listens to and involves if there is an incoming message. The second AzureServ-

iceBusConnection parameter is a connection string for accessing the Service Bus. Both 

the QueueName and AzureServiceBusConnection are securely stored in Azure Key 

Vault and retrieved at runtime to adhere to the security practices used in the backend. 
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Figure 12. Azure Function prototype using Service Bus queue trigger 

One challenge with this separation is the duplication of business logic in the Azure Function 

project and the backend. For instance, there is a Layers class in the domain layer of the 

backend, which includes Layer and Hole classes to represent three layers and one hole in 

the middle of the precast wall. These classes exist in both the computation in the Azure 

Functions and the backend validation. As a result, any modifications made to these classes 

require developers to update both code bases to ensure synchronization. 

3.6 Deployment and CI/CD 

The deployment of both the backend and Azure Functions is automated using Continuous 

Integration and Continuous Deployment (CI/CD) pipelines configured in YAML files. These 

YAML configurations are used in Azure DevOps to set up pipelines that build, test, and 

deploy the code when changes are committed to the main branch. The system uses Azure 

App Service to host the backend and Azure Functions for serverless operations.  

Figure 13 demonstrates how to configure Azure Key Vault secrets for deployment from the 

Azure Portal. Both Azure Web App and Azure Functions share a similar Azure Portal inter-

face for setting up the connection strings for Azure Key Vault. To begin, developers need 

to navigate to the Environment variables tab from the left panel and then click on the Con-

nection strings section. Click the Add button to open a side panel where developers can fill 

in the Name, Value, and Type fields. 
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Figure 13. Configuring Azure Key Vault Connection Strings via the Azure Portal interface 

In order for a configured secret from Azure Key Vault to work properly, the Value field within 

the connection string configuration must adhere to a syntax defined by Azure. The correct 

structure for retrieving the name of the queue is formatted as follows: 

@Microsoft.KeyVault(VaultName=KeyVaultName;SecretName=QueueName) 

In this syntax, VaultName refers to the actual name of the Azure Key Vault that contains 

the secret, while SecretName represents the name of the secret to be retrieved. Without 

this step, the deployed source code may face issues, as it will not be able to resolve the 

secrets from Azure Key Vault, resulting in a null value. 
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4 Evaluation 

The backend system architecture and its integration with Azure Functions were reviewed 

and approved by specialists from Peikko company. The architectural decisions, which in-

cluded the use of clean architecture, overall system design, and serverless computing, re-

ceived positive feedback. The specialists confirmed that the implemented design met both 

technical and business requirements. Additionally, the company appreciated the frequent 

inquiries made during the implementation process to ensure that the system design and 

technical choices aligned with their requirements and were feasible for implementation 

within three months. 

As part of the thesis work, an independent evaluation of the performance of the designed 

computing workflow was conducted using the k6 tool with Grafana Cloud for metric visuali-

zation. Figure 14 illustrates the configuration for load testing. These tools were inde-

pendently evaluated during the project to assess their suitability to the system, capabilities, 

and potential value for the project in the future. 

Figure 14 illustrates the configuration used during the performance evaluation. The test 

included four stages, simulating a gradual increase in user load: five virtual users for one 

minute, then ten, fifteen, and twenty users for one minute each. Additionally, the Stockholm 

region was defined as the nearest server to the deployed application services for testing. 

Several custom performance thresholds were defined to ensure the system met quality 

standards. These thresholds, specified in Figure 14, included the 95th percentile latency for 

POST and GET requests, making up to the overall response time of less than 3 seconds. 

In this setting, the 95th percentile refers to the latency value below which 95% of requests 

fall. Moreover, the test set a success rate of more than ninety-nine percent, representing 

the number of successful requests. 
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Figure 14. Load testing configuration 

Figure 15 displays the results of the performance testing, where each predefined number 

of virtual users (VUs) repeatedly executed an iterative cycle of sending a POST request 

followed by polling with GET requests. A five-second delay between iterations caused fluc-

tuations in the request rate line. At the beginning of the test, a noticeable spike in response 

time occurred due to the cold starts of Azure Functions. These cold starts happened be-

cause the Azure Functions are using the Flex Consumption plan with Always On mode 

turned off. Apart from this initial latency, the response time remained efficient and stable 

despite the gradually increasing user load. 
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Figure 15. Results of load testing for the computational workflow, including a POST request 
and polling GET requests 

Despite the decent implementation and validation, the project still has some limitations. The 

first challenge is the initial learning curve for student developers in adopting C# program-

ming language, ASP.NET Core framework, and understanding the Clean Architecture pat-

tern. While the learning curve of these technologies was manageable, it got significantly 

harder in the implementation. As the Peikko Precast Wall application emphasizes compu-

tational logic rather than database querying, some common design principles used in Clean 

Architecture, like Command Query Responsibility Segregation (CQRS) and adapters, were 

intentionally omitted to avoid overengineering practice. Furthermore, the separation be-

tween the backend and the serverless computing layer introduced some duplication of busi-

ness logic. This duplication can increase maintenance complexity over time. These 

tradeoffs were made to meet project deadlines and deliver a working product to the com-

pany. However, they also highlight opportunities for future improvement and optimization. 
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5 Summary 

This thesis examined the design and implementation of a cloud-based backend system for 

the Precast Wall Designer application from Peikko company. The primary goal was to build 

a scalable, efficient, and maintainable backend architecture using Microsoft technologies, 

focusing on the use of serverless Azure Functions to offload computational tasks. 

The backend and serverless functions operate as a microservice within the microservices 

architecture of the application. They were developed using the ASP.NET Core framework, 

following the Clean Architecture principles. To ensure reliability and scalability, the system 

implemented the Competing Consumers pattern using the backend, the Azure Functions, 

and a message queue. In this pattern, the backend acts as a publisher of computational 

requests to Azure Service, while the Azure Functions serve as the consumers of these 

requests. While the backend acts as the entry point for computation requests, Azure Func-

tions performs the actual computations. This system design enhances clear separation of 

concerns, maintainability, and stability under high user load. Moreover, it is easier for in-

coming developers or maintainers to the project to update or add formulas because the 

backend and the Azure Functions code are located in two different repositories. 

In addition to the feedback received from the Peikko company, this thesis carried out an 

independent evaluation of the system's performance. Commonly used tools, including k6 

for setting up the tests and Grafana Cloud for visualizing metrics, were explored to assess 

their suitability and potential for use in the future. These tools excelled in visualizing and 

analyzing how the system performed under increasing user load. The tests simulated mul-

tiple stages of gradually increasing virtual user traffic. Each user repeated a computation 

cycle involving a POST request to submit the input data and repeatedly called GET requests 

to retrieve results until the result was ready or the status was aborted. The results indicated 

that the backend handled increased load well with a high success rate and acceptable re-

sponse times. 

Despite these promising outcomes, there are several limitations and opportunities for future 

work to consider. The use of serverless Azure Functions is currently causing cold start la-

tency, affecting the response time for the first few requests. Turning the Always On mode 

in the Azure Functions could be explored to avoid this issue. Furthermore, the backend 

needs more testing and enhanced security policies because this phase of the project fo-

cuses on development. Lastly, it is crucial to integrate the frontend with the existing backend 

system and to evaluate an effective deployment scheme after the integration. 
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