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The thesis aims to explore the synergy between technology and human and the interaction
between them in order to enhance cybersecurity within organizations. Commissioned by the
Information Technology (IT) department of one of the leading construction companies in
Finland, the study focuses on user-centered security, behavior analytics, real-time threat
management and technology-supported training with the goal to minimize vulnerabilities and
improve organizational overall security posture.

The thesis is made as a development task and it aims to provide ways to gain benefits on
interfaces that facilitate detection automation, implementing behavior analytics powered by
artificial intelligence and machine learning and how to deploy comprehensive training
modules to prepare employees against cyber threats. These goals aim to reduce the potential
for human errors in daily security processes and improve the efficiency of threat detection
and response.

The theoretical framework is built upon a review of academic literature, cybersecurity
standards, industry reports and case studies from reputable sources such as the European
Union Agency for Cybersecurity (ENISA). This foundation supports the exploration of user-
centric security design principles, behavioral analytics methodologies, automation capabilities
and effective training strategies. The thesis employs a qualitative approach for analyses and
data collection involves interviews with the client's cybersecurity personnel. With these
methodologies a well-rounded understanding of real life challenges that organizations usually
face will be achived.

The key findings of the thesis show that Al-driven behavior analytics can significantly improve
detection capabilities by identifying anomalies from normal user behavior patterns.
Automation tools can effectively reduce the manual workload that is associated with
maintaining cybersecurity defenses, therefore allowing for more efficient allocation of
resources. Real-time threat management systems can provide important insights through data
analytics for the information that is used by human when making rapid decisions during threat
scenarios. Interactive training exercises are proven to be in a key role when increasing
employee awareness and preparedness against emerging cyber threats. The analysis of the
results obtained by this thesis indicate, that with integrating advanced technologies alongside
with human factors can improve organizational cybersecurity significantly by enabling rapid
threat detection and automated proactive response mechanisms. The need for careful
consideration of privacy concerns, legal constraints and ethical implications associated with
surveillance technologies is also highlighted in the findings. The thesis concludes with
recommendations on how to balance the benefits of different technological innovations and
also introduces the potential risks alongside it. It suggests adopting adaptive learning systems
that evolve alongside emerging threats and emphasizes the importance of continuous user
education as a vital component in battling social engineering attacks.

In this report, organization’s internal Generative Al tool has been used to edit and improve
the language and fluency of the text.

Keywords: Cybersecurity, Training solutions, Technology-Human interaction, Behavior analyt-
ics, Real-time threat management
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1 Abbrevations

e AD - Active Directory

« Al - Artificial Intelligence

* AR - Augmented Reality

e BU - Business Unit

» CASB - Cloud Access Security Broker

« CIA - Confidentiality, Integrity, Availability

 EDR - Endpoint Detection & Response

 ENISA - European Union Agency for Cybersecurity

e EU - European Union

» GDPR - General Data Protection Regulation

e IP - Internet Protocol

« ISO - International Organization for Standardization

« IT - Information Technology

» LDAP - Lightweight Directory Access Protocol

« Malware - Malicious Software

» MDCA - Microsoft Defender for Cloud Applications

* ML - Machine Learning

« NIST - National Institute of Standards and Technology

e OCI - Oracle Cloud Infrastructure

e OTP - One-Time Password

» PCI DSS - Payment Card Industry Data Security Standard

« PHI - Protected Health Information



« Pl - Personally Identifiable Information

» PPP - Public-Private-Partnership

« Shadow IT - Use of IT-related hardware or software unknown to IT department

 SIEM - Security Information and Event Management

» SOAR - Security Orchestration, Automation and Response

» SOC - Security Operations Center

« SSO - Single Sign-On

» UBA - User Behavior Analytics

» UEBA - User and Entity Behavior Analytics

» VR - Virtual Reality

» XDR - Extended Detection and Response



2 Introduction

This chapter introduces the client company, background of the thesis and used research
methodologies. It also sheds light on the problems that the thesis aims to solve and aims to

give a clear picture of the starting point for the research.

2.1 Client introduction

The client of the thesis will remain anonymous due to the sensitivity of the thesis. Client is a
leading global project developer and construction company, that has deep expertise in con-
structing infrastructure, commercial property development, residential developments and un-
dertaking Public-Private-Partnerships (PPPs). It has established operations throughout the
Nordic region, Europe and North America since its establishment. The client’s portfolio is var-
ied and includes developing intricate infrastructure projects like tunnels, roads and bridges.
In commercial property development, they lead in developing and building office buildings
and retail outlets that enhance urban areas. In Finland, the client company is one of the mar-

ket leaders in construction.

The client’s IT management plays a significant role in facilitating the global construction and
project development operations of the company. The IT services include infrastructure ser-
vices, application development, cybersecurity and end-user services. The IT department
wishes to maximize the potential of technology by realizing efficiency, collaboration and in-
novation. Operations are supported by a strong IT infrastructure that includes data centers,
cloud computing, network management systems and hardware provisioning. Cybersecurity is a
top priority for the client company. The IT department is strict in protecting data and systems
from any potential threats. There is 24/7 cybersecurity user support available through a dedi-

cated service desk that assists the employees with cyber-related issues and incidents.

In Finland, the IT administration of the client follows their global strategy but also addresses
local requirements. These consist of locally tailored infrastructures following national stand-
ards, software adapted for use scenarios in a local context, adherence to data protection reg-
ulations such as General Data Protection Regulation (GDPR) and Finnish-specific cyber secu-
rity policies. Finnish support services guarantee effective co-operation among personnel. By
utilizing the latest technologies and following global and local best practices, their goal is to

outperform their rivals in providing first-class results to customers.

2.2 Thesis’ background

As cyberattacks keep growing in sophistication, organizations are realizing the need to pro-
tect their information and resources with all the latest solutions (Splunk 2024a, 4). This thesis

explores the best practical ways to achieve this using technology as an enabler rather than



autonomous system, that only overlooks the processes. Faster deployment of technology in
business has great advantages but on the other hand it gives more exposure to cyberattacks.
Most organizations across the globe find cybersecurity a constant challenge. The intersection
of human and technology poses serious implications for companies across all sectors, which is
the subject of this thesis. The study contributes to the existing knowledge on the subject by

investigating how technological solutions can aid humans in cybersecurity.

The thesis will analyze and essentially discuss multiple technological solutions that can help
in assisting users’ daily complex security processes, especially the ones where the potential
for human errors is high. This includes developing user-friendly interfaces and building auto-
mated features that can reportedly detect security threats and minimize user-created
threats. Behavior analytics is an integral part, as its function is to locate any abnormalities
that may be present within an organization’s infrastructure. Through the eyes of artificial in-
telligence and behavior analysis software, one can apply unusual events such as mass dele-
tions or unauthorized access attempts that are automatically classified as flagged events that
must be reviewed for further potential threats and dealt with before they evolve into real in-
cidents. The interaction between human and technology is the key to threat management. A
better insight can be provided by analyzing real-time data in order to make an informed deci-
sion in threat scenarios. Gaining access to all the threat intelligence enhances decision mak-
ing regarding the mitigation of potential security threats and therefore enabling quick and ef-

fective action.
2.3  Research methodology

To ensure a well-rounded understanding, the research methodology was structured using
qualitative approach. This included literature review, interviews and document analysis to
fully explore the role and possibilities of technology in cybersecurity, and to establish the

theoretical framework for the thesis.
2.3.1 Data collection

A comprehensive collection and analysis of data from various sources will be carried out for
this thesis. To examine the correlations between technology and human in cybersecurity, it is
important to draw upon multiple types of data that provide both theoretical insights and
practical examples. The primary sources of data for this thesis include academic journals and
publications, whitepapers, vendor and industry reports, cybersecurity news and blogs, inter-
views and reports. Academic publications and journals are an important resource when ac-
quiring information on the latest theories, models and empirical findings regarding cybersecu-
rity. Peer-reviewed articles provide intel on analysis done by experts in the cybersecurity

field and therefore make a good foundation for the theoretical framework.



Official reports and whitepapers by institutions like the National Institute of Standards and
Technology (NIST), European Union Agency for Cybersecurity (ENISA), and International Or-
ganization for Standardization (ISO) are recognized as authoritative sources of best practices
in cybersecurity. These reports usually offer holistic frameworks, standards and protocols that
organizations should implement into their processes. Reports published by leading cybersecu-
rity vendors such as Verizon and IBM Security Services provide insight into current emerging
threat trends, statistics and technological advancements within industry. These reports often
include case studies with expert opinions which can help contextualize findings. Conducting
interviews within the client’s cybersecurity branch helps collect data directly from the practi-
tioner, which is essential for understanding real life challenges and experiences the organiza-
tion has faced. They also provide a clear understanding of the client organization's current
situation. By integrating insights from these different sources, this thesis will present a com-
prehensive and balanced analysis of the intersection of technology and humans in organiza-
tional defense. The aim is not only to enlighten the theoretical discussion around the topic,
but also implement these practices in real-world situations, making the recommendations

feasible and actionable.
2.3.2 Data Analysis

Methods based on qualitative analyses will be employed, since the aim is to gain knowledge
about concepts, but also to share information as to whether and how these solutions work to
boost cybersecurity practices at organizations. This will involve in-depth examination of vari-
ous sources of information related to user-centered security design, behavior analytics, auto-
mation tools, real-time threat management and training solutions. The key questions to be
answered in this thesis are:
1. How can technological solutions be designed to support users’ daily activities while
minimizing human errors?
2. How can Al-driven behavior analytics detect anomalies from normal behavior?
3. What role do automation tools play in reducing the manual workload associated with
maintaining cybersecurity defenses?
4. How does real-time data and analytics provided by technology enhance decision mak-
ing in threat management?
5. How do interactive security exercises prepare staff members to defend against cyber

threats?

3 Theory base

This theory base will introduce what the term and practice of cybersecurity is. It will also

cover the theory behind behavioral analytics, real-time data, digital tools in training and
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legislation and ethical perspectives. These are concepts that require some level of under-
standing in order to fully understand what the thesis explores and what the recommendations

and conclusion offers.
3.1 Basic concepts of cybersecurity

Cybersecurity is a term used to describe the actions done to protect systems, networks and
programs against computer attacks. These cyberattacks are typically made to steal, alter or
delete confidential data, extort money or create havoc on the usual operation of businesses.
As the world becomes increasingly digital every day, cybersecurity becomes even more im-
portant. One basic element of cybersecurity is realizing that there are two kinds of compa-
nies: those that know they are hacked and those that do not. There are reports of companies,
whether big or small being hacked almost daily (Ozkaya 2019, 109). This is the reality which

highlights the need for strong cybersecurity practices.

20 19.23

Mumiberof cybemitch

Fuk
=
[:
[
L
=
[r:

FLiED £l Flurd £U0d3

2016

Figure 1: Annual number of attacks (Statista 2025)

Cybersecurity is vital because it protects all forms of data from theft and sabotage. Such
forms of data are usually sensitive in nature, and they can consist of Personally Identifiable
Information (PIl), Protected Health Information (PHI), intellectual property or government
and industry information systems. No organization can protect themselves against data
breaches without a comprehensive cybersecurity strategy, and the lack of it can make them a
simple target for cybercriminals. The need for new cybersecurity professionals is real and ed-

ucation programs have identified this. In his "Cybersecurity: The Beginner's Guide," Erdal
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Ozkaya (2019) highlights the reality that anyone who desires to remake themselves as a cy-
bersecurity master should observe that cybersecurity is required. Ozkaya summarizes the jus-
tifications for the establishment of the field with the way that progress in machine learning
and artificial intelligence is colliding with existing security software as base pillars. Cyberse-
curity is a dynamic field that requires continuous learning and adaptation to understand new
threats and technologies. Through networking, mentorship and studies individuals can gain
the skills and knowledge needed to properly assist in protecting virtual spaces from cyberat-
tacks. (Ozkaya, 2019, 202.) Experts in cyber protection must be aware of the attackers' mind-
set and this calls for research on their behavior and thinking, to understand what encourages
hackers and how they approach things (Ozkaya 2019, 83). Cybersecurity is a domain that de-
mands ongoing learning and updating based on the emerging threats and technology. This in-
cludes knowledge of the countermeasures as well as the attack methodologies used by the at-
tackers. The practitioners can acquire the knowledge and skills necessary to excel in safe-

guarding digital platforms against cyber-attacks through mentorship and networking.
3.2 Behavioral analytics in cybersecurity

Behavioral analytics represent a proactive shift in the way that it aims to detect threats by
identifying deviations from normal behavior in user and system activities (Kosinski 2024). The
main idea is that even well-camouflaged malicious actions can stand out as statistically anom-
alous, given that baseline behaviors are well understood (Wickramasinghe 2023). The first
step in behavioral analytics is to create a behavioral baseline. This works as an understanding
of what constitutes as normal for the user, device or application. Behavioral baseline is devel-
oped by continuous monitoring and historic data analysis, enabling systems to establish indi-
vidualized behavior profiles. Once these baselines are established, behavioral analytics tools
detect anomalies that deviate from these norms. Traditional behavior monitoring can be ex-
panded with User and Entity Behavior Analytics (UEBA) to not only include individual users but
also entities such as servers, endpoints or applications. UEBA uses various sources for data
and applies machine learning to model and analyze behavior (Securonix 2024). UEBA brings a
broader scope for behavioral analytics and improves the detection of low-and-slow attacks

and lateral movement, which often are missed by signature-based systems.

UEBA/UBA Data Sources
c O = 13 ica) < ()
a2 E {2 =] @ &
Identity Logs Device Logs DNS Logs Application Logs Database Logs MNetwork Logs

Figure 2: UEBA/UBA Data Sources (Wickramasinghe 2023)
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There are technologies that enable us to perform behavior analytics. Key enablers are Artifi-
cial Intelligence (Al) and Machine Learning (ML). With these two, automated learning can be
facilitated from vast amounts of behavioral data to detect even subtle anomalies (Wick-
ramasinghe 2023). These models can be trained to classify behavior as harmful or risky or
even predict potential threats before they happen, giving major advantage over rule-based
detection (Sharma, Thakur & Tiwari 2024, 21). Real-time analysis is usually integrated with
behavioral analytics, and this allows organizations to respond to threats as they happen,
therefore minimizing the exposure window and allowing for faster containment procedures
(ENISA 2022).

Even though behavioral analysis is a great tool for organizations to increase their security

readiness, it also comes with its challenges. False positives, where an event or behavior is in-
correctly flagged as malicious can often lead to alert fatigue, where analysts receive massive
amounts of alerts, which are not real. Monitoring must also comply with privacy laws such as
GDPR to ensure anonymization and transparency in policies (ENISA 2022). The deployment of
effective behavioral analytics also requires significant computational thinking and a vast data

infrastructure, which is not only expensive, but also takes its toll on the planet.
3.3 Real-time data in decision-making

Real-time data is something that allows organizations to detect and act on threats as they un-
fold and therefore minimize damage and response time. This capability also addresses one of
the most critical cybersecurity vulnerability, which is human error. Time is a critical factor
when it comes to cybersecurity and real-time data helps organizations to mitigate threats at
machine speed, rather than human speed. With the real-time data collected organizations
have a continuous visibility of their security posture. Without such data they are forced to

work in the dark relying only on possibly outdated or incomplete information.

Benefits of Real-Time Data

= B> =

Proactive Greater Reduced Cost
Approach Visibility Downtime Savings

Figure 3: Real-time Data Benefits (Watts 2023)
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The ability to make rapid decisions doesn’t depend solely on data availability, but also on
contextual understanding. Real-time information is enriched with user identity, asset critical-
ity, historical baselines and threat intelligence, creating the context required for confident
decision-making (Tounsi, Rais 2018). Technologies like Microsoft Sentinel and Defender for
Endpoint leverage behavioral analytics to score risks as they unfold. For example, if a user
logs in from a new country, accesses SharePoint and downloads an unusual number of files,
the system can automatically flag and restrict access based on predefined sets of rules (Mi-
crosoft 2024h). With this technology, real-time data doesn’t just inform about events, but it

also enables a decision to be executed instantly, often also without human intervention.

Fast decisions are not always accurate or right ones, especially if made with haste and under
pressure. One of the key advantages of real-time data systems brings some relief to this.
Their ability to reduce the cognitive loads on people analyzing the data allows them to act
faster and with more confidence (Edwards, Fox, Hamby, Makinson & Snyder 2013, 7). Instead
of manually correlating the logs and hunting for context, they receive enriched alerts and vis-
ual clues. It is also important to realize that security concerns should not be isolated in their
own categories, since they affect other aspects of business, such as business continuity, cus-
tomer trust and compliance. With real-time data this information trade-off can be made more
seamless. For example, Data Driven Business Continuity where if a real-time alert of ransom-
ware behavior triggers, it immediately starts containment protocols while simultaneously

alerts the business continuity teams to shift operations (CLDigital 2024).

A concrete example of real-time decision support is found in Microsoft Sentinel’s fusion de-
tection rules. These rules automatically correlate information from different sources, like Az-
ure Active Directory (Azure AD) sign-ins, Defender alerts and third-party threat intel, to cre-
ate a coherent picture of multi-stage attacks (Microsoft 2024i). These correlated incidents are
prioritized and sent directly to analysts, cutting through noise and reducing decision time
from hours to minutes. Microsoft Defender for Cloud Apps analyzes live session data to block
downloads or prompt for reauthentication when anomalous behavior is detected during an ac-
tive user session (Microsoft 2024c). These are decisions made in the background, taken in mil-

liseconds which are based entirely on real-time input.
3.4 Digital tools in cybersecurity training

Cybersecurity training is essential for strengthening organizational resilience against cyber
threats, given that human error remains a major factor in security breaches. Digital training
tools enhance employees’ ability to recognize and respond properly to threats such as phish-
ing, social engineering and malware attacks (McDonough 2023, 182). It also helps foster a cul-
ture of security awareness which is critical for continuous organizational protection. An exam-

ple of an awareness campaign can be a simulation phishing training sent directly to users’
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email. Effective training incorporates psychological principles such as motivation, feedback

loops and cognitive load management to enhance learning outcomes.

There are four key dimensions when planning an effective technology supported training pro-
gram: accessibility, engagement, personalization and integration (Teachflow 2023). Accessi-
bility is that users are able to enter these training regardless of what time of the day it is or
where they are positioned. Engagement is one of the key components for getting the work-
force to onboard awareness trainings. One way to increase engagement is to give immediate
feedback during digital exercises to encourage positive security behaviors on users. Personali-
zation is important for getting the most out of these exercises. One shoe does not fit all, and
people come from different starting points. Some users need more advanced trainings to keep
them motivated and some might lose interest if the topic is too hard to understand. These
systems need to be integrated with others, for example Outlook. Users are more prone to flag

an email as harmful, if the report button is integrated to the software already.

3.5 Legislation and ethical perspectives

Cyber law contains a broad scope of legal matters closely related to the use of technology in-
cluding but not limited to intellectual property and privacy and even data protection. Prop-
erty laws deal with assets which an individual or corporation gets as a consequence of crea-
tive labor. Protection of intellectual property is becoming more and more important when it
comes to cybersecurity, as the consequences of a cyberattack may be unlawful appropriation

or even theft of highly sensitive proprietary information (Brathwraite 2019, 5-7).

GDPR is perhaps the most well-known cyber-related law. It is one of if not most contributing
laws that define our modern-day notion of cybersecurity. In the implementation of this Euro-
pean Union provided law, all entities within the scope of European Union or handling data of
EU citizens are legally bound to adhere. Privacy and data protection are a priority area for
Europe. The policy of the EU is based upon the premise that human beings are the actual pro-
prietors of their data. The GDPR does this by putting the individual into the driver's seat with
their data and putting strong obligations upon the organizations for protecting the data. They
vary from the need for transparency through accountability and data protection against hack-
ing into one's data. (Sharma 2020, 45-48.) Ensuring you are only capturing what is required is
a key factor and another is the environment. One could end up with vast datastores of data

that you don't need and that also may have an impact on the planet. (Interview 1 2025.)

Ethics have a critical function within cybersecurity as they work as guidelines on what is

wrong and what is right. Ethical principles include Confidentiality, data Integrity, and data
Availability (CIA) and also protection of privacy rights and protection of stakeholders' trust.
Ethical principles promoting cybersecurity’s best practices are centered around protection

against misuse and abuse of sensitive data. Bulk data surveillance involves monitoring bulk
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amounts of data with the intention of identifying potential breaches. This practice may raise
the level of protection of an individual by identifying abnormal patterns early enough, but it
also has some inherent questions regarding confidentiality and privacy. One of the mecha-
nisms that are employed against the consequences brought about by such problems is the use
of encryption. It means intercepted data while surveillance is ongoing will not be useful un-
less a decryption key is made available. (Bossomaier & Miller 2024, 86-87.) Organizations
should monitor only what they must and nothing more, also what is monitored and reasons for
monitoring are to be made clear through company policy and understood by employees (Inter-
view 1 2025). Cybersecurity regulations ensure organizations adopt enough data protection
with respect for individual privacy rights. Moral obligations compel organizations towards ac-
countability while dealing with sensitive data. Knowledge about the regulatory context such
as the GDPR and following the ethical guidelines helps organizations navigate the challenging

environment of cybersecurity.

4  Utilizing technology on behavioral analytics

Behavioral analytics in cybersecurity is an expansive field with which organizations attempt to
increase their level of security. It focuses on the monitoring, understanding and predicting
human activities by utilizing advanced technologies such as Artificial Intelligence (Al) and Ma-
chine Learning (ML), which have greatly impacted the use of behavioral analytics. These tech-
nologies add effectiveness to the detection of anomalies, automating the response and han-
dling threats. (Ashton 2024, 46-47). Ensuring compliance with regulations such as GDPR while
leveraging the capabilities of behavioral analysis is one of the major challenges to overcome
(Interview 1 2025).

Behavioral analytics can be implemented as an extra security layer. A good example of this
implementation was done by Visa, who faced significant challenges in securing online transac-
tions against advanced fraud techniques (Digitaldefynd 2025). Social engineering attacks were
used to exploit human psychology in order to deceive individuals into revealing confidential
information, while credential snuffing was involved to steal credentials to gain unauthorized
access. These methods are often sophisticated enough to bypass traditional authentication
systems and therefore put users and their transactions at risk. Visa implemented a real-time
behavioral biometrics system that scrutinizes user behavior patterns such as typing speed,
mouse movements and device interactions. (Digitaldefynd 2025.) This technology enhances
security by verifying users’ identities based on their unique behavioral traits. By integrating
this with an already existing security framework, the system adds a layer of protection for
online transactions. With these integrations in place, behavioral biometrics start to operate
by continuously monitoring user interactions with their devices during transaction processes.

Machine learning algorithms then analyze this data to create detailed profiles of normal user
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behavior. When a transaction happens, the system compares the current behavior on the
transaction to the established user profile and any deviations from the normal are flagged as
potential fraud attempts, triggering additional verification steps or blocking the transaction
altogether. (Digitaldefynd 2025.)

Threat Intelligence Lifecycle

Planning & Feedback Collection

Collect high-quality threat intelligence
that feeds Al/ML model training

Use detections and customer
feedback to tailor future collection
efforts

Threat
Intelligence

Disseminate & Deploy Structure & Enrichment

Parse, normalize, and enrich raw data through
Al/ML-based information extraction and detection

Personalize detections to each
customer's threat profile and reduce
time to detection

Analysis

Help analysts prioritize and process vast amounts of
information through scoring and summarization

Figure 4: Al-driven Threat Intelligence Lifecycle (Cybersecurity News Everyday 2023)
4.1  Artificial Intelligence and Machine Learning

Artificial intelligence and machine learning are at the center of advancement in cybersecurity
behavioral analytics. Al is used to refer to the simulation of human intelligence by machines
and specifically computer programs (Manda 2021, 7). Machine learning on the other hand is a
branch of Al that allows for the learning and improvement capabilities for systems through
experience. This can happen with or without the need for explicit programming. Both tech-
nologies do play an important role when it comes to cybersecurity due to their ability for ena-
bling the automation of detection processes, the capacity to analyze large sets of information
and the possibility to identify unusual patterns that can indicate potential security breaches.
(Manda 2021, 15.)

Al-based detection systems can handle vast amounts of information at speeds greater than
human analysts can accomplish, therefore making it possible to analyze and react to it in
real-time (Bertino 2023, 79). This will speed up data-led threat and risk assessment (Interview
1 2025). For example, deep learning-based algorithms are used to analyze network traffic in-

formation to identify anomalies which flags as an attempt of intrusion (Ashton 2024, 40).
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Machine learning-based models are trained in historical information to identify patterns with
malicious activity. It is possible for such models to continue learning new information, there-

fore improving by themselves with each passing moment (Bertino 2023, 18).

Anomaly detection is one of the main uses of Al and ML in the field of cybersecurity behav-
ioral analytics. By constantly monitoring user activities and system performance, anomaly de-
tection systems can discover deviations from known patterns that could indicate unauthorized
access or other security breaches. Anomaly detection systems use statistical methods in com-
bination with machine learning algorithms to separate normal behaviors from unusual behav-
iors, thereby enabling early intervention before any possible damage occurs. (Ashton 2024 46-
47.) Artificial intelligence has the ability to upgrade the automation of recurring processes
like patching and monitoring vulnerabilities. Automated programs reduce the burden for IT
professionals by having computer programs patched for security, therefore removing the on-
going need for human involvement (Bertino 2023, 79). This not only makes processes more ef-
ficient, but it also reduces the potential for human error that often contributes to cybersecu-

rity breaches.

ARTIFICIAL INTELLIGENCE

A technique which enables machines
to mimic human behaviour

Artificial Intelligence

MACHINE LEARNING

Subset of Al technique which use
statistical methods to enable machines
to improve with experience

DEEP LEARNING

Subset of ML which make the
computation of multi-layer neural
network feasible

Figure 5: Al vs ML vs Deep Learning (Edureka 2025)
4.2  Mass deletions and transfers

Mass deletion and mass transfers refer to massive efforts to delete or transfer information in
an organization's network. Example cases where these can happen:
e Insider threats
o Employees with administrative rights initiate a mass wipeout or transfer of
critical data repositories
e Account compromise
o Threat actor gains access to privileged account and begins exporting or eras-

ing sensitive data
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e Ransomware or malware
o Malicious code deletes or encrypts masses of data, often targeting backups
and archives
e Wrong automation
o Poorly scripted automation accidentally overwrites or removes large volumes
of data
e Accidental deletion
o An employee accidentally deletes large volumes of data
e Unauthorized downloading of data

o An employee is leaving the company and takes large sets of data with them

Such actions can be signals for security breaches, especially if they are unexpected or unre-
lated to legitimate activities. Behavior analytics, if founded on artificial intelligence and ma-
chine learning can hold the potential to pick up on such anomalies through the observation of
information flow patterns and the identification of unusual activities (Ashton 2024, 55). For
example, machine learning programs have the potential to be trained to recognize normal
patterns of information transmission within an organization. Any unusual information trans-
fers or delete activities that deviate from the normal patterns can produce alarms for closer
investigation. Such programs can predict potential security weaknesses even before they are
triggered through the monitoring of past records related to mass transfers and deletion. (Ash-
ton 2024, 56.)

Al-based behavioral analytic tools have the ability to auto-classify identified events, including
mass deletions or attempted unauthorized accesses (Ashton 2024, 55). This feature allows se-
curity teams to prioritize response activities in proportion to the level of risk presented by
the threat. Automated processes can be used to implement instant actions like quarantining
compromised machines or reverting unauthorized changes, to minimize potential harm (Bin-
nar, Bhirud & Kazi 2024). The use of real-time threat management tools greatly enhances the
processes used to make decisions during security breaches. They provide large amounts of in-
formation about what is occurring in the network at any specific moment, making it easier to
identify and counter the attacks (Sarker, 2022, 16). Being able to identify the deletion or

transfer quickly reduces the amount of time the attacker has to perform these actions.
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Figure 6: How Threat Intelligence Tools Enhance Security Measures (SecurelLayer7 2024)

The integration of technology in behavioral analytics greatly improves an organization’s ability
to identify and respond to security breaches. Artificial intelligence and machine learning play
a central role in automating the process of threat discovery, user behavior analysis and rou-
tine cybersecurity operations (Sarker 2022, 18). By using advanced algorithms to track large
data deletions and transfers, organizations can identify potential breaches at their initial
stages and take proactive steps to protect their networks (Sarker 2022, 3). The continuous
evolution of these technologies guarantee that cybersecurity defense systems continue to

work effectively despite the constantly changing threat actors.
4.3  Utilizing Security Information and Event Management (SIEM)

There are tools which can be used for detection and response to mass deletions and transfers.
Microsoft Sentinel has a machine learning engine which detects the subtle and not-so subtle
indicators of mass data operations. By leveraging information from Microsoft 365, Azure ser-
vices and other possible hybrid sources, Sentinel can provide early warning signs and auto-
mate defensive actions (Microsoft 2024a). One program that integrates natively with Microsoft
Sentinel’s SIEM platform is Microsoft Defender for Cloud Applications (MDCA). It provides visi-
bility, analytics and control across sanctioned and unsanctioned cloud services, while enabling
organizations to discover shadow IT usage, monitor user behavior across apps like Microsoft
365, Google Workspace, Box, Dropbox, and Salesforce and apply real-time controls to govern
risky activity. It functions as a Cloud Access Security Broker (CASB) to detect risky application
behavior and anomalous data exfiltration. MDCA is designed to enforce security policies on
data traversing the cloud while addressing regulatory and compliance mandates (Microsoft
2024b).
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One of MDCA’s major strengths is its ability to detect abnormal user behavior and mass activ-
ity patterns such as when a user downloads thousands of files within a short period of time or
uploads sensitive content to personal cloud storage. These patterns are often early indicators
of data exfiltration, insider threat or misuse of credentials following a compromise. At the
core of MDCA is UEBA, which uses machine learning to establish activity baselines for every
user. These baselines are derived from typical login times, geographies, device types and
data interaction patterns. Once a baseline is established, MDCA can detect anomalies that de-
viate significantly from expected user behavior. For example, if a user typically accesses
fewer than 50 files per day and suddenly downloads 2000 files from OneDrive outside working
hours using a previously unseen Internet Protocol (IP) address, MDCA generates a high-severity
alert. (Microsoft, 2024c.) MDCA also uses anomaly detection policies that identify risky behav-
ior without requiring administrators to define thresholds for them manually. These Al-driven
policies detect threats such as impossible travel for example if a login from Finland and Japan
happens within five minutes apart for the same user or an unusual administrator activity or
abnormal sharing patterns is detected. MDCA can trigger an alert in these cases and option-
ally even block a transfer in real time using Conditional Access App Control for example if a
user attempts to upload sensitive data to an unsanctioned or high-risk app, such as personal
Dropbox. This is a functionality that is particularly handy in industries subject to strict data
sovereignty and compliance requirements. (Microsoft 2024d.) MDCA can also be integrated
with firewall logs and endpoint telemetry to discover shadow IT applications and assess their

security posture over known risk criteria.
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5  Utilizing real-time data in decision making

Throughout its history, cybersecurity has mostly been reactive by relying on periodic assess-
ments, incident responses after breach detections and retrospective data analysis (ENISA
2022, 89). With the threat landscape evolving all the time in its complexity and speed, real-
time data utilization has become a cornerstone for proactive cybersecurity decision-making.
By leveraging technology to process real-time information, organizations can not only en-
hance their threat detection and response but also significantly alleviate human error, which
unfortunately remains to be one of the most persistent and damaging vulnerability in cyberse-
curity (Truitte 2019).

Real-time data in cybersecurity refers to the continuous collection and analysis of information

from various sources. According to Proofpoint 2025, These sources can be:
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o Network traffic
o The flow of data packets across a computer network, encompassing all com-
munications between devices, systems and services
e User activity
o The recorded actions or behaviors of users interacting with systems, such as
logins, file access or command executions
e Endpoint telemetry
o Data collected from end-user devices (laptops, servers, mobile phones) that
provides insight into system health, configurations and security-related events
e Cloud applications
o Software services hosted in the cloud (Microsoft 365, Salesforce etc.) that us-
ers access over the internet
e Threat intelligence feeds
o Continuously updated streams of data containing indicators of compromise,

tactics and techniques used by cyber threat actors

Organizations can gain the ability to detect anomalies, misconfigurations, breaches and in-
sider threats with minimal delay by analyzing this data as it is generated (Wilson 2025). Many
modern platforms such as SIEM, Extended Detection and Response (XDR) and UEBA already
utilize real-time processing to dynamically assess risks and automate decision making, there-
fore creating a continuously updating security posture. By combining conditional access poli-
cies in Azure AD with Defender technologies, real-time decisions based on live conditions such
as device health, location, user risk score and app behavior can be efficiently reinforced (Mi-
crosoft 2024e). So, if a user attempts to access sensitive data from an unknown device, ac-

cess can be automatically blocked or require additional authentication.
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Figure 8: Why Prefer UEBA (Sharma, Thakur & Tiwari 2024)
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5.1 Humane errors and alleviation benefits

Despite the many advances in cybersecurity technologies, human errors remain one of the
leading causes of cyber breaches. The 2024 Cost of a Data Breach report by IBM shows

that human errors were the cause of about 22% of the breaches examined (IBM 2024). These
errors can range from simple mistakes made, such as clicking on phishing links to even more
complex issues like misconfiguration of security settings. Real-time data and analytics have a
critical role in mitigating these errors by providing timely and actionable insights into what is
happening, where it is happening and why. Real-time data provides organizations with the ca-
pacity to detect threats and anomalies almost in real time. SIEM system collects and analyzes
log data from various sources in real-time and flags abnormal behaviors such as mass file
downloads, unusual logins or privilege escalation attempts. This feature allows the secu-

rity team to identify threats and act instantaneously. This rapid detection reduces the win-
dow of opportunity for attackers and also minimizes the impact of human errors. (Dahj 2022,
368-369.) Instead of relying on human vigilance and manual interventions, the system auto-
matically identifies and alerts suspicious activities to the attention of the security team in
real times or even automatically blocks these actions (Microsoft 2024c). Machine learning al-
gorithms are also able to scrutinize user behavioral patterns to identify deviations that indi-
cate malicious activities. Predictive models are able to provide proactive notifications to

the security team about impending threats, which allows them to act ahead of an occur-
rence leading to an error and therefore act preventatively. Through ongoing data analysis,
these systems become increasingly accurate with the passage of time and reduce the likeli-

hood of incidences of human errors (Bellis & Roytman 2023, 38).

Using orchestration tools like Microsoft Sentinel's Logic Apps, organizations can trigger auto-
mated workflows when specific alerts are detected. For example, if real-time data indicates
that a user’s credentials were leaked, a playbook can automatically:

o Disable the user account

¢ Invalidate sessions

e Notify the security team

e Launch a password reset workflow
This proactive real-time response is powerful in alleviating the risk that human administrator
may overlook, especially under pressure or outside normal office hours. (Microsoft 2024f.) Im-
plementing real-time data utilization technologies to address human errors has several signifi-
cant benefits. Some of these benefits are:

e Faster detection and response

o Real-time analysis shrinks the time to detect and contain incidents from days

or even weeks, to minutes or hours
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e Reduced operational stress
o Automating decision-making reduces cognitive overload on security teams, al-
lowing them to focus on strategic initiatives rather than chasing alerts manu-
ally
e Consistency and objectivity
o Machines apply policies and detection rules just as instructed, avoiding sub-
jective human judgment errors under stress or fatigue
e Stronger compliance
o Real-time monitoring and enforcement help maintain continuous compliance
with standards like ISO 27001, GDPR and PCI DSS
e Improved security culture
o By embedding security controls into workflows, users are protected by design,

rather than relying solely on training and voluntary adherence

While real-time technologies do offer us some clear advantages, they also require careful
planning. There are scenarios that must be taken into consideration. False positives can over-
whelm security teams if detection rules are too sensitive, over automation can cause legiti-
mate actions to be blocked and privacy concerns arise when monitoring employee behavior
extensively. Policies require transparency and ethical governance and the best way to suc-
cessfully implement a real-time cybersecurity strategy is balance automation with human su-
pervision (CyberRiskinsight 2025).

5.2 Information created by data analytics on threat mitigation

Data analytics provide valuable information to organizations that can be utilized when en-
hancing threat mitigation strategies. By processing massive amounts of data from various dif-
ferent sources, these analytic tools can uncover hidden patterns and correlations that might
not be apparent when looked at through manual analysis. By integrating relevant cyber threat
intelligence into other business operations, organizations are able to gain understanding to a
much wider context of threats they might be facing. This integration enables companies to
perform prioritization of threats based on their potential impact on business, allocate and di-
verse resources effectively and to develop precise targeted mitigation strategies. (Dahj 2022,
366-367). Real-time data analytics is also very useful in facilitating proactive threat modeling
(Dahj 2022, 368). By simulating various different attack scenarios and analyzing their poten-
tial impact, organizations can prepare for multiple different types of cyber incidents. Threat
modeling helps organizations in identifying their critical assets, understanding different vul-
nerabilities and implementing appropriate countermeasures for them. This proactive model-
ing has the capacity to significantly enhance an organization’s readiness and tolerance when
it comes to handling threats. One practical use of this approach can be seen in predictive vul-

nerability management. Predictive models assess the likelihood of most known vulnerabilities
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based on historical data collected and current threat intelligence. With these predictions se-
curity teams are able to prioritize patching efforts and more effectively focus on vulnerabili-

ties that pose the greatest risk on business (Bellis & Roytman 2023, 38).

SIEM systems are great tools when it comes to real-time incident response and digital foren-
sics. They serve as central monitoring platforms that gather information across networks to
identify threats and security incidents. Traditionally, SIEM has been acting passively, but
modern applications and changing threat landscape demand that these systems take an active
role. This is achieved by integrating SIEM with digital forensic platforms to provide richer tac-
tical information in real-time. This integration can enhance the speed and accuracy of threat
detection and response by automating the collection of digital evidence at critical moments,
and therefore essentially transforming SIEM into a proactive tool in cybersecurity defense.
(Ozkaya 2019, 120-121.) In the interview 1 (2025) clients’ head of cybersecurity engineering
and operations confirmed this by saying that the SIEM tooling helps to analyze significant vol-
umes of data, which in turn helps to identify and prioritize security events that humans need
to investigate further. The interviewee also pointed out that it would be ideal to remove hu-
man interaction until it is absolutely required. Automation should be introduced where tasks
are repetitive and where humans are most likely to induce error. Anywhere where human in-
teraction exists there is a possibility for a humane error. Sometimes volume of work, alert fa-

tigue or other distractions can lead to errors. (Interview 1, 2025.)

Security Orchestration, Automation and Response (SOAR) platforms complement SIEM by auto-
mating and orchestrating different security operations. The automation aspect of it reduces
human intervention in routine tasks, therefore allowing cybersecurity teams to shift their fo-
cus to more complex decision-making processes (Splunk 2024b, 3-4). SOAR can increase effi-
ciency when handling threats through its automated workflows. SOAR's ability to integrate
various security tools and automate responses to different incidents enables organizations to
respond more swiftly and accurately to cyber threats while at all times maintaining a high
level of collaboration among security teams (Ozkaya 2019, 121). Incorporating these technol-
ogies into the organizational framework not only enhances operational efficiency but also
supports strategic decision making through detailed threat intelligence reports. Endpoint De-
tection and Response (EDR) technology provides both proactive and reactive actions and this
is deeply integrated with the SIEM and SOAR capabilities. Much of these workloads are already
automated leaving the human analyst to focus on more specialist items. (Interview 1 2025.)
These technologies provide a more collaborative environment where human interaction is en-
hanced by technology-driven information and therefore allowing for more informed decisions

to be made and proactive threat mitigation strategies to be developed.
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Figure 9: What is SOAR (Softprom 2021)
5.3 Case examples of rapid decisions in threat situations

An alleged breach involving Oracle recently came into light and was fully catalogued by many
cybersecurity forums, such as Cloudsek. Initial reports suggested that a threat actor using the
alias "rose87168" claimed to have accessed Oracle's legacy cloud infrastructure, specifically
targeting Single-Sign-On (SSO) and Lightweight Directory Access Protocol (LDAP) systems. This
breach reportedly started in January 2025 but was publicly acknowledged around March and
April 2025. The initial entry point to the systems appeared to have been through two obsolete
servers that were no longer part of Oracle’s cloud infrastructure. There have been claims cir-
culating that about six million Oracle customer records have been up for sale on Breach-
Forums. Oracle has dismissed these allegations with a statement that its Oracle Cloud systems
were not compromised, and the incident did not affect customer data or cloud services. Ora-
cle has emphasized that their current cloud infrastructure OCI did not experience any security
breach. (Cloudsek 2025.) This case was also noticed in the client company and interviewee
used it as an example of real-time monitoring successfully mitigating threats. Real-time intel-
ligence provided us with insight and allowed us to make a decision around what action we
needed to take as a precaution weeks before Oracle had even acknowledged a breach (Inter-
view 1 2025).

Digitaldefynd has collected multiple case examples of security breaches and best-case prac-
tices on their site and one of them is about Palo Alto Networks. They struggled to manage the
massive amounts of security data generated by their clients’ networks and therefore tradi-

tional security methods, which relied heavily on manual analysis and signature-based
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detection started to prove inadequate against the advanced persistent threats and sophisti-
cated malware that circulate through networks nowadays. These outdated methods used
were very time and resource consuming and often also failed to detect subtle indicators of
compromise due to human errors, leaving some networks vulnerable to attacks. The sheer
volume of data alone made it difficult for security teams to identify and respond to threats in
a timely manner. (Digitadefynd 2025.) To address these challenges, Palo Alto Networks intro-
duced an Al-powered security platform that uses machine learning algorithms to analyze their
extensive network data. This advanced system has the ability to automate threat detection
by identifying patterns that show indications of cyber threats. These machine learning models
which are trained in handling large datasets allow the recognition of anomalies and even pre-
diction of potential attacks with fairly high accuracy. The Al-powered platform continuously
monitors network traffic and automatically flags suspicious activities for further investigation
to be done by human analysts. By automating the detection process itself, the system reduces
the time that is required to identify and eventually respond to threats. This enhances the
overall efficiency of security operations and with the platform evolving over time and learn-
ing from new data to adapt to new emerging threats, it remains effective against the continu-

ously changing cyber threat landscape. (Digitadefynd 2025.)

Traditional Security Operations Centers (SOC) often find themselves struggling to manage
risks effectively. One example of this case was made by Sony who, with its different business
units in various industries such as electronics, entertainment and financial services, faced sig-
nificant security challenges. The huge amount of digital assets and technology infrastructure
they have requires robust protection against a wide range of cyber threats. Traditional SOCs,
which relied heavily on manual processes and reactive measures, were insufficient to manage
the complexity and scale of these risks. (Digitaldefynd 2025.) The need for a more effective
approach became clear as cyber threats continued to evolve and grow in sophistication and
complexity. Sony enhanced its security operations by implementing an Al-driven SOC. This
leverages machine learning and artificial intelligence to monitor, analyze and handle threats
in real-time. The Al-driven SOC automatically detects patterns with indications of cyber
threats and initiates responses to potential security incidents without human intervention.
The implementation involves continuous monitoring of network traffic, user behavior and sys-
tem activities across Sony's digital landscape. Machine learning algorithms then analyze this
data to identify anomalies and predict possible potential attacks. If a threat is detected, the
system can automatically trigger predefined response protocols, such as isolating affected
systems, blocking malicious traffic or alerting security personnel for further investigation.
(Digitaldefynd 2025.)
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10 of the biggest data breaches in history
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Figure 10: 10 of the Biggest Data Breaches in History (Kerner 2025)

6  Technology supported training solutions

The world is now at the peak of the digitalization age and cybersecurity is becoming a press-
ing issue for even more organizations worldwide. Technology-enhanced training solutions and
awareness programs are starting to become standardized for many organizations. On average
companies spend 3.5 million dollars annually on cybersecurity programs, which is a massive
20% increase when compared to the year 2020 (Security Innovation 2023). Organization lead-
ership plays a crucial role in shaping their culture of cybersecurity awareness. By leading by
example and emphasizing the importance of cybersecurity as a shared responsibility, leaders
can foster a culture of open dialogue and information sharing among the workforce (Abra-
hams, Farayola, Kaggwa, Uwaoma, Hassan & Dawodu 2024, 107). There are many advantages
to technology-enabled training solutions compared to traditional education, which usually
consists of outdated or irrelevant information. These advantages include, but are not limited
to scalability, accessibility and efficiency that training solutions can gain. With the support of
technology, training can be spread across the whole workforce, ensuring all employees pos-
sess the knowledge and skills required to identify cyber threats. Interactive and engaging
training has the capacity to improve levels of learning in the actual environment, which ulti-
mately leads to strengthening the security overall posture of the whole organization (McDo-
naugh 2023 182).
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As cyber threats grow in complexity, employee awareness and readiness have become essen-
tial layers of defense. Human factors, such as lack of awareness, poor security practices and
tendency to social engineering contribute to a significant portion, roughly 60% of cybersecu-
rity incidents (Verizon 2025). Traditional training methods such as annual e-learning courses
are no longer sufficient on their own. In order to address this gap in knowledge, organizations
are increasingly leveraging technology-supported training solutions for their dynamic, scalable

and interactive education methods.
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Figure 11: Report of breaches 2024 vs 2025 (Verizon 2025, 2)
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6.1 Employee awareness opportunities on a big scale

One of the key aspects of technology-supported training solutions is its ability to raise cyber-
security awareness on a large scale. Employee awareness programs are critical in fostering a
culture of security within an organization. By using digital platforms, companies can effi-
ciently distribute information and training materials to a large audience. One of the primary
challenges of cybersecurity training is to ensure consistent awareness without over exhausting
internal resources. Digital transformation has paved the way for advanced training tools that
can reach employees regardless of their geographical location or work schedule. Online
courses, recorded webinars and e-learning modules offer flexible learning opportunities that
can be accessed at any time and place, making it easier for employees to fit training into
their schedules. Cyber threats are constantly evolving and as the client company’s head of
cyber engineering and operations said in the interview, updating content is required to help
users understand how threats may be present, and how to respond to these threats (Interview
12025).

Employee engagement goes beyond just participation as it involves cultivating a mindset of
vigilance and proactive involvement in cybersecurity efforts. Understanding psychological as-
pects such as motivation and behavioral triggers is important in tailoring programs that reso-
nate with diverse workforce demographics (Abrahams etc. 2024, 103). These tools also make
use of multimedia capabilities such as videos, animations and interactive quizzes to make the
lessons more understandable and enhance the learning (McDonough 2023, 182). Gamification
in cybersecurity is a good case point of utilizing the technology that is already available.
Gamified modules make learning an engaging process, where employees receive points,
badges and rewards for completing exercises and challenges in cybersecurity. This not only
makes the method fun but also promotes ongoing participation and improvement. (Gao, Is-
lam, Khando & Salman 2021, 10.) These technologies also support individualized learning ex-
periences with adaptive learning systems that have the capability to customize training con-
tent in accordance with a person’s job role in the company, past knowledge and experience
and test scores. One size does not fit to all, and therefore different approaches are needed
(Interview 1 2025). With data analysis, organizations can measure and track the success of
their awareness programs. This happens through the monitoring of course completion per-
centages, quiz scores and participation levels. Businesses are able to determine the areas

where further training is necessary and make the required changes to their programs.
6.2 Interactive cybersecurity exercises

Interactive cybersecurity exercises are an essential part of technology-supported training so-
lutions. These exercises provide employees with hands-on experience in dealing with cyber

threats, therefore allowing them to apply theoretical knowledge in practical scenarios.
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Sessions promote a deeper understanding of cybersecurity principles and enhance the learn-
ing of critical information (Abrahams etc. 2024, 106). One effective method is the use of sim-
ulated cyberattacks. Simulation exercises create realistic scenarios where employees must
identify and respond to various types of cyber threats such as phishing attacks, malware in-
fections or network breaches (Nizich 2023, 139). These simulations help build confidence and
competence among the workforce in handling real-world incidents. Another innovative and
not so used approach is the integration of AR and VR in cybersecurity training. These are not
so commonly used, due to the costs and difficult build-up. AR and VR technologies immerse
users in lifelike environments where they can interact with digital elements as if they were
real. (Yildirim 2025, 11-12). For example, a VR headsets can simulate a SOC environment, al-
lowing trainees to experience the dynamic nature of threat monitoring and incident handling

response firsthand.

Chked

Figure 12: Trend of Phishing simulation report rate (Verizon 2025, 49)

Collaborative exercises encourage teamwork and communication among employees from dif-
ferent departments. Cybersecurity is not solely the responsibility of IT personnel, but it re-
quires a collective effort from all organization members. Collaborative exercises simulate
scenarios where cross-functional teams must work together to resolve security issues.
(McDonough 2023, 134.) To maximize the benefits of interactive exercises, organizations
should ensure that training activities are regularly updated to reflect the current threat land-
scapes. Many companies use known real threat actors that have happened to them or other
organizations. It is important to establish metrics to assess and monitor the effectiveness and
impact of cybersecurity awareness program, for example through reduced phishing click rates
or increased incident reporting. Continuous improvement can be facilitated by gathering

feedback from participants through periodic surveys, focus group discussions and analysis of
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incident reports. (Abrahams etc. 2024, 109). Improvements made based on feedback from
participants can enhance the relevance and effectiveness of these exercises (Doucet, Giamos
& Léger 2024, 195). Recognizing the dynamic nature of the cybersecurity landscape requires
adjusting training content and methodologies to address new and evolving cyber threats
(Abrahams etc. 2024, 107). For instance, Microsoft Defender for Office 365 integrates phish-
ing simulation capabilities, allowing security teams to create realistic attack scenarios to test
employee behavior under pressure. After participation, employees receive immediate feed-

back explaining what they missed, reinforcing learning through experience. (Microsoft 2024g).
6.3  Case study: Hoxhunt and Metacompliance

Softwares like Hoxhunt and Metacompliance have significantly advanced training solution ini-
tiatives by integrating various educational methodologies tailored to engage employees effec-
tively and foster a cybersecurity-conscious culture. The client of the thesis uses these training
tools to enhance their employees cybersecurity skills and preparedness. Hoxhunt is an inter-
active training program that focuses specifically on recognizing and reporting phishing at-
tacks. At the client's organization the primary purpose of Hoxhunt is to improve its employees
ability to identify and respond appropriately to phishing attempts, which are common organi-
zational cyber threats. One of the key features of Hoxhunt is its simulated phishing attacks,
where employees regularly receive simulated phishing emails that mimic real-world threats
(Hoxhunt 2024a). This helps them to practice safe responses and learn to identify suspicious
messages. Each successful identification is rewarded with points and prizes that aim to in-
crease motivation and engagement for the users in the training process. Hoxhunt also offers
personalized training modules tailored to the employee's role within the organization (Hox-
hunt 2024a). For example, IT department employees receive more in-depth simulations on
technical security measures, while other staff are targeted with more general practices. This
personalized approach ensures that each employee receives relevant and necessary training.
Hoxhunt was taken into use in the Finnish Business Unit (BU) of the client company in March
2022. It was after one particular cyberattack that had effects on the clients’ operations as
well. Even though the attack was targeted to a geographically wide area and progressed rap-
idly the client company was able to shut it down in their end quickly. Their years-long global
cybersecurity collaboration bore fruit, allowing them to work with other client business units
to identify the threats promptly and prevent their spread effectively. (Client 2022). Over
forty client employees worldwide worked for more than a week to prevent the spread of dam-
age and repair the damage done, which was significant, but also an educational experience.
They had a unique opportunity to test their cybersecurity readiness level and management
measures in practice. We can be pleased that the cybersecurity protections we have built
over several years served their purpose and provided us with the right kind of protection (Cli-
ent 2022).
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Figure 13: Phishing attack reported (Cybercrime Information Center 2024)

Metacompliance is another essential virtual training tool that is used by the client organiza-
tion. It focuses more broadly on organizational security culture and compliance matters. Met-
acompliance provides a comprehensive range of training materials and interactive courses
covering topics such as GDPR compliance, security policies and risk management. At the cli-
ent's organization, Metacompliance is used on phishing trainings that is sent wider than just
one Business Unit (BU). Training programs include interactive modules where employees can
test their knowledge and receive immediate feedback on their performance. Videos, practical
exercises and quizzes are part of this diverse training process. Metacompliance also supports
internal communication between teams and individuals regarding security issues within the
organization. It offers tools for creating awareness campaigns that can spread information
about best security practices throughout the organization. These campaigns can effectively
inform employees about new emerging threats, upcoming updates and best-known practices.
(Metacompliance 2024). Metacompliance also allows data integration to be done to PowerBlI,
so that the management and IT department can view the results in simpler form and plan the

next steps accordingly.
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Figure 14: Phishing email trend after OpenAl introduced (SOCRadar 2024)

Virtual training tools such as Hoxhunt and Metacompliance have been deeply integrated into
the client's cybersecurity strategy. These tools provide the client with the means to educate
employees on recognizing cyber threats, adhering to security standards and how to operate
safely in a digital environment. Through these tools, the client has the ability to enhance
their employees' readiness to face cyber threats and maintain a high level of security through-
out the organization. Virtual training tools should not be viewed only as mere technical aids
but also as a strategic investments in the overall security of the company. Their usage pro-

motes continuous learning and adaptability in an ever-changing cybersecurity landscape.

7  Results

The goal was to investigate the co-operation between technology and human, and their roles
in organizational cybersecurity, with the focus on how technological solutions can support and
enhance human efforts to protect digital assets. The research was conducted as an improve-
ment study for a leading global construction firm’s cybersecurity department. Data for the
study was gathered through interviews, academic literature, industry blogs and reports. The
key findings highlight the critical roles played by Al-driven behavior analytics, automation via
SIEM and SOAR platforms, real-time data utilization and technology-enhanced training in
strengthening cybersecurity defenses while addressing associated challenges and proposing

mitigations.
7.1  Key findings on behavioral analysis

One of the most significant findings of the thesis is the efficiency of Al-powered behavior ana-

lytics in detecting anomalies that deviate from established behavior baselines. This study
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shows that the most powerful way for this is to leverage machine learning algorithm systems
like User and Entity Behavior Analytics (UEBA) to monitor suspicious patterns such as mass de-
letions or unauthorized access attempts and other user activities continuously across multiple
environments, which would include cloud services, endpoints and network traffic. The Al-
driven models do not only detect known threat signatures but also uncover other threats by
learning normal behavioral profiles and flagging deviations in near real-time. The integration
of Al into behavior analytics would reduce the likelihood of human error in identifying threats
and relieves security analysts from shifting through large volumes of benign alerts and enables
prioritization of high-risk incidents for faster investigation and remediation. Challenges such
as false positives require ongoing calibration and contextual awareness to maintain trust in
automated detections. Nonetheless, this technology has the ability to significantly enhance
situational awareness, for example within Security Operations Centers (SOCs) empowering hu-

man analysts with actionable intelligence.

Automation tools embedded within Security information and Event Management (SIEM) sys-
tems and Security Orchestration, Automation and Response (SOAR) platforms play a crucial
role in alleviating the manual workload traditionally done by security teams. Technologies
such as Microsoft Sentinel can enable orchestration of security workflows where alerts gener-
ated by SIEM are automatically triaged, correlated and responded by predefined workflows. It
also has the capacity to trigger actions like account disabling, password resets or blocking ma-
licious IP addresses without immediate human intervention. This automation facilitates faster
incident response times and more logic in enforcing security policies. By automating repeti-
tive tasks, these tools allow time and focus for human experts on complex threat hunting and
strategic security planning. SOAR platforms promote collaboration by integrating diverse se-
curity tools into unified dashboards and this can also enhance operational efficiency. Main-
taining an appropriate balance between automated responses and human oversight is crucial

to avoid unintended consequences or overlooking nuanced threats.

7.2  Key findings on utilizing real-time data

There is a clear importance found in real-time data analytics in supporting effective decision-
making during security incidents. Modern cybersecurity platforms are able to draw infor-
mation from endpoints, network devices, cloud applications and external threat intelligence
feeds to provide a comprehensive view of the threat landscape. This continuous data stream
of information provided can enable rapid identification of different attack vectors and sup-
port proactive defense strategies. Technologies such as Microsoft Sentinel’s advanced fusion
detection rules can scan through diverse data points to detect attacks that might otherwise
evade monitoring. The enriched contextual information it can produce has the ability to re-

duce cognitive load on security teams by surfacing only prioritized alerts with detailed
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insights. Real-time analytics can empower organizations to make data-driven decisions

quickly, while minimizing potential damage from breaches or disruptions.

7.3 Key findings on technology driven cybersecurity training

Technology incorporated training solutions have proven essential in preparing employees to
recognize and respond to cyber threats effectively. Interactive platforms like Hoxhunt and
Metacompliance provide engaging training experiences through simulated phishing campaigns,
gamified learning modules and personalized content tailored to different roles within the or-
ganization. The use of adaptive learning technologies can ensure that training remains rele-
vant by evolving alongside emerging threat scenarios. Such training initiatives not only raise
awareness but also build resilience against social engineering attacks which are one of the
leading causes of cybersecurity breaches. Feedback mechanisms embedded within these plat-
forms facilitate continuous improvement by tracking user progress and identifying areas that
require more education. Technology enhanced training fosters a security-conscious culture

that supports overall organizational protection.

7.4  Suggested mitigations

The research was conducted as an improvement study and mitigations work as suggestions for
best use practices for medium and large organizations. To create a well-balanced and resili-
ent defense against evolving cyber threats and to harness advanced technology while preserv-
ing ethical standards and empowering human operators, there are several steps for organiza-
tions to take. First is to establish clear governance and privacy frameworks. Organizations
should develop comprehensive governance policies that define the scope and purpose of cy-
bersecurity monitoring, and this should be done with as much transparency as possible. These
developed policies must comply with data privacy laws such as GDPR, in order to ensure that
only necessary data is collected and monitored. These policies and what is being monitored
and why should also be clearly communicated to employees to build trust and maintain ethi-
cal standards. Incorporating ethical principles such as confidentiality, data integrity and
availability into organizational culture is essential for this. Regular audits and accountability
mechanisms should be introduced within the framework to ensure compliance and ethical

data handling.

Deploying Al and ML based behavior analytics can significantly enhance anomaly detection by
establishing dynamic behavioral baselines tailored to individual users, devices and systems.
These models do require constant refinement and improvement to reduce false positives that
cause alert fatigue through feedback and analyst inputs. Organizations should combine auto-
mated detection with human oversight to validate suspicious activities before escalating
them. Investment in sufficient computational infrastructure is necessary to support the high

demands of continuous real-time behavioral analytics.
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Automation tools such as SIEM and SOAR platforms should be carefully integrated into existing
cybersecurity ecosystems through phased deployment plans that prioritize interoperability
and minimal disruption. Automated workflows can handle routine tasks like disabling compro-
mised accounts or invalidate sessions based on predefined triggers, thereby accelerating re-
sponse times and reducing manual errors. Organizations must avoid over-automation by de-
signing systems that allow human intervention when complex judgment or contextual under-
standing is required. The establishment of clear escalation workflows ensures that critical in-
cidents receive the appropriate level of expert attention, while routine alerts are efficiently
managed. While automation increases efficiency, it cannot fully replace human expertise in
cybersecurity decision-making. Organizations should foster a collaborative environment where
cybersecurity personnel work alongside automated systems, receiving enriched alerts with
contextual insights that aid faster and more confident decisions. Ongoing training programs
must equip staff with skills to interpret Al-driven analytics and understand automation limits.
Organizations should also implement protocols for regular review of automated actions to de-

tect potential errors or gaps in coverage, maintaining a safety net through human judgment.

Cybersecurity awareness programs should leverage technology-enabled platforms that offer
interactive, engaging training tailored to different employee roles and skill levels. Solutions
like simulated phishing campaigns create realistic scenarios allowing employees to practice
threat recognition safely, while gamification elements increase motivation and retention of
knowledge. To remain relevant and effective, training content must be continually updated
based on emerging threats, incident reports and participant feedback. Leadership endorse-
ment is crucial to reinforce the importance of cybersecurity practices organization wide. Met-
rics such as reduced phishing click rates and improved reporting of suspicious activity help

measure program success and inform ongoing improvements.

8  Conclusion

The results of the thesis highlight that by combining advanced technological solutions along-
side with human factors, organizations can improve their overall cybersecurity posture. Al-
driven behavior analytics can add anomaly detection capabilities and automation via
SIEM/SOAR platforms have the ability to reduce manual workloads and accelerate response
times. Real-time data analytics can give more insight into informed decision-making and tech-
nology-supported awareness training has the capability to elevate staff readiness against
cyber threats. It should be noted that the implementation of these measures must be care-
fully balanced against issues such as privacy concerns, legal constraints, system complexity

and the need for human expertise.
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Without this balance in place these actions may have the potential to do more harm than
good. Organizations that embrace this synergy between technology and human may achieve
more effective defense mechanisms that are capable of adapting to dynamic cyber threat en-

vironments.

Technological solutions that are designed for supporting users’ daily activities should be made
with user-centric designs that focus on simplicity, usability and automation. By creating intui-
tive interfaces for the users and integrating automated threat detection and response fea-
tures in them, these solutions will reduce the cognitive load that will be presented on users
and therefore help to prevent them from making mistakes such as misconfigurations or acting
unsafe. Automation tools embedded in platforms like Microsoft Sentinel can automate routine
security tasks such as alert triage and account management and this will minimize human in-
tervention and errors related to it. Supportive training modules that educate users about

common threats and safer practices would further help reduce errors.

In order for Al-driven behavior analytics to be able to detect anomalies, a behavioral baseline
for users, devices or applications must be established. This can be done by continuous moni-
toring and historical data analysis. After the baseline is established machine learning models
then analyze current behavior against these to identify deviations that indicate of potential
threats. Technologies such as User and Entity Behavior Analytics (UEBA) can extend this by
withdrawing data from multiple sources such as users, servers and endpoints and by applying
sophisticated algorithms to detect subtle or rare anomalies like lateral movement or low-and-
slow attacks that traditional signature-based systems might miss. With real-time behavioral
analysis organizations can respond to detected anomalies quickly and minimize the exposure

windows.

Manual workload can be significantly reduced by automating repetitive tasks within cyberse-
curity orchestration workflows. SIEM and SOAR platforms do this by automatically creating
and handling alerts, correlating incidents across multiple data sources and executing prede-
fined workflows such as disabling accounts or resetting passwords. With these tools this can
be without requiring constant human intervention, which on the other hand reduces alert fa-
tigue among analysts and frees them to focus on more complex investigations and strategy
development. Automation also can streamline incident response time and ensure consistent

enforcement of different security policies.

The integration of real-time data and analytics can empower organizations to respond more
faster and more accurately to emerging cyber threats. This is achieved with the systems de-
livering constant, up-to-date visibility into organization’s security environment. Real-time

data and analytics collect information from several sources such as network flows, endpoint

activities, cloud usage and external threat intelligence. With this data security systems can
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construct a detailed, contextual picture of ongoing incidents. Advanced detection mecha-
nisms like Microsoft Sentinel’s fusion rules have the ability to synthesize this data to uncover
even sophisticated multi-phase attacks quickly. The insight given by real-time data does not
only accelerate the identification of critical threats but also gives support to security teams
by filtering out the extra noise, thereby enabling them to focus on high-priority issues and

make better informed mitigation decisions that limit potential harm.

Interactive security exercises serve as practical training tools that can engage employees in
different simulated cyberattack scenarios, therefore allowing them to actively apply their
own prior knowledge in detecting and responding to threats. Phishing simulations, game-like
challenges and role-specific adaptive learning modules offered through platforms like Hox-
hunt and Metacompliance help implement a critical view on cyber-related matters in an en-
gaging manner. These programs can provide immediate feedback on users performance and
help participants recognize vulnerabilities in their own understanding or internet behavior.
This approach on awareness education cultivates heightened awareness and proactive secu-
rity habits among the workforce, which in exchange bolsters the organization’s cyber defense

by reducing the risk posed by human-related vulnerabilities.
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