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This thesis investigates the implementation of a cloud-native, open-
source infrastructure stack deployed on a bare-metal Kubernetes clus-
ter. The study addresses the need for scalable, resilient, and observa-
ble platforms capable of supporting complex data and application 
workflows without relying on proprietary or cloud-hosted services. 

The theoretical framework is based on principles of distributed sys-
tems, declarative infrastructure management, and automation. Em-
phasis is placed on Infrastructure as Code, templating, and declarative 
configuration to ensure reproducibility and maintainability of system 
components. The research draws from best practices in DevOps and 
Site Reliability Engineering (SRE), with a focus on fault tolerance, 
eventual consistency, and modular service design. 

The results show that a fully open-source stack can be integrated into 
a coherent platform supporting storage, authentication, monitoring, 
logging, and metadata governance. While not aiming to compare di-
rectly with managed cloud services, the implementation demonstrates 
that open infrastructure is viable for complex workflows in controlled 
environments. Its successful orchestration highlights the practical and 
cost-efficient benefits of using open-source tools to build customizable, 
maintainable systems on bare-metal hardware. 
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1 INTRODUCTION 

1.1 Motivation 

In today’s data-centric technological environment, data science teams 

depend heavily on scalable and flexible infrastructure to conduct mean-

ingful research, manage metadata, and store large volumes of data, in-

cluding image and video materials. Building and maintaining such infra-

structure manually is often labor-intensive, error-prone, and inefficient. 

The emergence of modern DevOps practices, containerization, and in-

frastructure-as-code tools has transformed the way complex environ-

ments are provisioned and maintained. With technologies like Kuber-

netes and Ansible, it is now possible to automate the setup of distributed 

systems, dynamically allocate storage, and configure internal and exter-

nal traffic routing with minimal manual intervention.  

Additionally, the growing ecosystem of open-source tools—such as 

Longhorn, MetalLB, and DataHub—provides powerful building blocks for 

creating tailored, production-like environments even in testing scenar-

ios. This thesis is motivated by the need to create a reproducible, mod-

ular, and extensible test environment specifically designed for data sci-

ence workflows. By integrating key services such as object storage, log-

ging, metrics collection, and metadata analysis tools, the infrastructure 

aims to significantly reduce the time required to deploy and manage 

essential services, while increasing observability and scalability. 

1.2 Scope 

This thesis focuses on the design and implementation of an infrastruc-

ture platform to support the needs of a data science team. The solution 

leverages infrastructure-as-code, container orchestration, and modern 

DevOps practices to deploy and manage essential services, such as 
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metadata platforms, observability stacks, and storage systems within a 

Kubernetes cluster. On the infrastructure engineering side, the thesis 

includes analysis and planning of key components, such as dynamic 

storage provisioning, internal and external traffic routing, user authen-

tication through SSO, and integration of metadata analysis tools.  

These components are deployed with the goal of building a modular, 

scalable, and maintainable architecture that meets the operational de-

mands of data-driven workflows. The DevOps aspect involves evaluating 

and configuring orchestration technologies (primarily Kubernetes), pro-

visioning automation tools like Ansible, and integrating supporting ser-

vices such as Longhorn, MetalLB, and DataHub. Additionally, the thesis 

covers the setup of monitoring and logging tools—including Prometheus, 

Grafana, FluentBit, Kafka, and MinIO—ensuring observability, backup 

support, and reliable data handling withing the system. 

1.3 Objectives and Company-Specific Requirements 

This thesis was made in collaboration with Ilim Group. The company 

specializes in the pulp and paper industry, leveraging AI to automate 

warehouse and logistics operations. The company employs 17,000 peo-

ple and is the largest pulp and paper enterprise in Russia. Ilim Group 

ranks third in Europe and tenth in the world in terms of pulp production 

volume. It produces 75% of all market pulp in Russia, 20% of the coun-

try’s cardboard, and 10% of its paper. Ilim is well-known not only in 

Russia — the company is among the top 10 most in-demand pulp pro-

ducers in China. 

The primary objective of this thesis is to design and implement a fully 

automated, open-source test infrastructure for deploying and managing 

services used by a data science team. The infrastructure should support 

core services, such as metadata management, monitoring, logging, and 

object storage, while ensuring flexibility, scalability, and maintainability. 

A key requirement from the company is that the entire solution must be 
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based on open-source and cloud-native technologies. Due to cost con-

straints and security policies, the infrastructure must run entirely on 

bare-metal servers in an isolated environment, without reliance on com-

mercial cloud platforms or paid third-party services.  

The solution must include the deployment of a Kubernetes cluster using 

Ansible and integrate supporting tools such as Longhorn for persistent 

storage provisioning, MetalLB for load balancing in bare-metal environ-

ments, and DataHub for metadata visualization. Additionally, the system 

must provide logging and monitoring capabilities through tools like Flu-

entBit, FluentD, Kafka, Prometheus, and Grafana. The object storage for 

backup and research data must be handled via MinIO. By meeting these 

goals, the project aims to deliver a reliable and reusable environment 

for experimentation, service testing, and data analysis workflows—

aligned with the company’s operational limitations and technical aspira-

tions. 
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2 CONTAINERIZATION FUNDAMENTALS 

In today’s cloud-native world, containerization has become a popular 

and efficient alternative to traditional virtualization. This section explains 

the basic ideas behind containerization, how it differs from virtual ma-

chines, and why it is now the preferred way to deploy and scale modern 

applications. 

2.1 Virtual Machines vs. Containers: An Architectural Perspec-

tive 

In modern computing, both virtual machines (VMs) and containers serve 

the purpose of resource isolation and application deployment. However, 

they differ significantly in architecture, performance, and operational 

complexity. A virtual machine emulates an entire physical computer sys-

tem, including its own operating system kernel. VMs run on a hypervi-

sor—a software layer that enables multiple operating systems to run 

concurrently on a single physical machine. The hypervisor can be of two 

types: Type 1 (bare-metal), which runs directly on hardware (e.g., 

VMware ESXi), and Type 2 (hosted), which runs on a host operating 

system (e.g., VirtualBox) (Canonical Ltd, January 18, 2023).  

Each VM includes a full guest operating system, virtualized hardware 

(CPU, memory, storage), application code and dependencies. While VMs 

offer strong isolation and are ideal for legacy applications or multi-tenant 

infrastructure, they are resource-intensive. Each VM consumes signifi-

cant system resources due to its independent OS instance and overhead 

introduced by the hypervisor (Canonical Ltd, January 18, 2023). 
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Figure 1. Virtualization vs Containerization (ByteByteGo, 2022) 

 

In contrast, as shown on the Figure 1, containers share the host oper-

ating system’s kernel and isolate applications at the process level, rather 

than at the hardware emulation level. Containers do not require a hy-

pervisor or a separate guest OS, making them much lighter and faster 

to start than VMs (Canonical Ltd., January 18, 2023). Containers achieve 

isolation and resource control through two primary Linux kernel fea-

tures:  namespaces (Docker Inc, n.d.) and cgroups (Datadog, May 23, 

2023). 

Containers represent a resource-efficient paradigm for application de-

ployment, wherein each application operates within its own isolated en-

vironment along with all necessary dependencies. This model eliminates 

the potential for dependency conflicts and ensures consistent behavior 

across different computing environments. In contrast to virtual ma-

chines—which are typically more resource-intensive and often host mul-

tiple applications—containers leverage lightweight abstraction and 

shared operating system kernels. This distinction makes containers par-
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ticularly well-suited for microservice-based architectures, where modu-

larity, reproducibility, and scalability are critical to system reliability and 

maintainability. 

2.2 Container Orchestration Systems 

In modern computing environments, applications are often composed of 

numerous loosely coupled services, each packaged within its own con-

tainer. Managing these containers manually becomes impractical at 

scale, especially in dynamic cloud-native architectures. Container or-

chestration refers to the automation of deploying, managing, scaling, 

and networking containers throughout their entire lifecycle, enabling 

consistent software deployment across various environments and at 

scale (RedHat, March 21, 2025). 

Orchestration systems, such as Kubernetes, Docker Swarm, and Apache 

Mesos, provide mechanisms to maintain the desired state of applications 

by handling container scheduling, load balancing, health monitoring, 

rolling updates, and resource allocation automatically. These systems 

continuously monitor application performance and can reschedule con-

tainers in the event of node failures, ensuring fault tolerance and high 

availability. Moreover, they facilitate service discovery and network 

management by abstracting complex infrastructure interactions, allow-

ing developers to focus on application logic rather than underlying de-

ployment details (RedHat, March 21, 2025). As a result, container or-

chestration is a critical component in the implementation of scalable, 

resilient, and portable microservice architectures. 
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3 KUBERNETES FUNDAMENTALS 

The following chapter provides an overview of the main Kubernetes con-

cepts, the understanding of which is essential for the design of the sys-

tem and technologies used in this work. Kubernetes (k8s) is a powerful 

open-source platform originally developed by Google. Its history is 

rooted in Google’s internal system called Borg, which had been used for 

managing large-scale containerized applications for over a decade. 

Drawing on this experience, Google introduced Kubernetes in 2014 as a 

more accessible and extensible system for container orchestration. In 

2015, Kubernetes was donated to the newly formed Cloud Native Com-

puting Foundation (CNCF), a part of the Linux Foundation. This move 

helped promote community-driven development and adoption across 

the tech industry. Since its release, Kubernetes has rapidly become the 

de facto standard for managing containerized workloads and services. It 

has been embraced by major cloud providers and enterprises due to its 

flexibility, scalability, and strong ecosystem of tools and extensions. 

The k8s architecture is based on a cluster model consisting of control 

plane components (Master Nodes) and Worker Nodes. Together, these 

components ensure the system is highly available, fault-tolerant, and 

scalable. Each worker node is a physical or virtual machine tasked with 

running containerized applications, while the Control Plane handles 

scheduling and orchestration. The Control Plane can be deployed on a 

dedicated host or run alongside worker node components on the same 

machine. (CNCF, October 20, 2024) 

3.1 Cluster Architecture 

3.1.1 Master Node (Control Plane) 
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The master node is responsible for the global decisions about the cluster 

(e.g., scheduling), detecting and responding to cluster events, and ex-

posing the Kubernetes API. Its core components are explained next.  

The architecture of Kubernetes cluster is shown on the Figure 2. API 

Server is a central interface for all communication with the cluster that 

handles RESTful API requests from users, tools, and internal compo-

nents. (CNCF, 2024) Etcd: A lightweight, distributed key-value store 

that holds the entire cluster state. It is the source of truth for configu-

ration, metadata, and cluster status. Scheduler assigns newly created 

Pods to suitable worker nodes based on resource requirements, con-

straints, affinity/anti-affinity rules, and other scheduling policies. Con-

troller Manager runs a set of controllers that continuously monitor the 

cluster state and attempt to maintain the desired configuration. (e.g., 

Deployment Controller, Node Controller, Job Controller). Cloud Control-

ler Manager (optional) is used in cloud environments to manage cloud-

specific logic. On bare-metal, this component is usually not used or re-

placed by third-party integrations. (CNCF, October 20, 2024) 

  

Figure 2. Cluster Architecture (CNCF, 2024) 
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3.1.2 Worker Node 

In Kubernetes architecture, a worker node is a fundamental unit respon-

sible for running application workloads in the form of containerized pro-

cesses. Each node can be a physical machine or a virtual machine within 

a cluster and operates under the management of the control plane. 

While the control plane makes global decisions regarding the cluster 

(such as scheduling and scaling), it is the worker nodes that execute the 

tasks. These nodes host the necessary components to manage the exe-

cution environment, enforce cluster policies, and ensure application 

availability. A standard Kubernetes worker node contains three key com-

ponents that enable it to fulfill its role: the kubelet, the container 

runtime, and kube-proxy (CNCF, October 20, 2024). 

The kubelet is an agent that acts as the primary communication inter-

face between the control plane and the node. It receives Pod specifica-

tions from the control plane and ensures that the containers defined 

within those Pods are running and healthy. It also collects and reports 

the status of Pods and the node back to the control plane. The container 

runtime is the software responsible for pulling container images and 

managing the lifecycle of containers. Kubernetes supports several 

runtimes that implement its Container Runtime Interface (CRI), includ-

ing containerd, CRI-O, and previously Docker. The kube-proxy is the 

network component that maintains network rules and routes traffic to 

the appropriate Pods and services. It enables seamless communication 

between Pods within and across nodes, ensuring proper service discov-

ery and load balancing (CNCF, October 20, 2024). 

Worker nodes are often grouped together to form a scalable and resilient 

cluster. The orchestration layer ensures that workloads are distributed 

efficiently across these nodes, taking into account resource availability, 
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node health, and application requirements. In the event of a failure, 

Kubernetes can automatically reschedule workloads to healthy nodes, 

thereby promoting high availability. By abstracting the complexity of 

underlying infrastructure, worker nodes in Kubernetes provide the exe-

cution environment necessary for running modern, microservices-based 

applications. This abstraction allows developers to focus on defining ap-

plication behavior while Kubernetes handles the orchestration and 

runtime management across a distributed cluster of nodes. 

3.2 Key Concepts 

To manage containers efficiently across a cluster, Kubernetes introduces 

several key building blocks. These components help define, scale, and 

organize workloads in a consistent and automated way. In the scope of 

this thesis, it is important to understand these basic concepts, as Ku-

bernetes serves as the primary infrastructure environment for the ser-

vices being deployed. This section introduces the most essential con-

cepts which together form the foundation of Kubernetes. 

3.2.1 Pods, Replica Sets, Deployments, Namespaces, Selectors 

Kubernetes provides a declarative and highly automated model for man-

aging containerized applications at scale. Among its core abstractions—

Pods, ReplicaSets, Deployments, and Namespaces—lies an essential 

mechanism known as selectors, which enable dynamic and hierarchical 

control over these objects. Together, these components constitute the 

operational logic of Kubernetes clusters. 
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Figure 3. Pod internals 

A Pod (see Figure 3) is the smallest and most basic deployable object in 

Kubernetes. It encapsulates one or more tightly coupled containers that 

share a network namespace and can mount shared storage volumes. All 

containers in a Pod are scheduled on the same node and can communi-

cate via localhost. Pods are ephemeral by design and are generally not 

created directly by users in production settings; instead, their lifecycle 

is managed by higher-level controllers such as ReplicaSets and Deploy-

ments. Pods expose metadata—specifically, labels—that make them ad-

dressable and manageable by these controllers. (CNCF,  April 7, 2024) 
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Figure 4. ReplicaSet 

A ReplicaSet (see Figure 4) ensures that a specific number of Pod repli-

cas are running concurrently. It continuously monitors the actual state 

of a set of Pods and adjusts it to meet the declared desired state. A key 

mechanism enabling this control is the label selector. A ReplicaSet iden-

tifies and manages Pods based on a label query, ensuring it only targets 

Pods that match certain criteria. This decoupling between controller and 

resource allows the system to scale, update, or delete Pods in a flexible 

and modular way. Without selectors, such fine-grained, dynamic asso-

ciation between Pods and their controllers would be impractical. (CNCF, 

April 15, 2025) 
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Figure 5. Deployment 

A Deployment (see Figure 5) builds on the capabilities of ReplicaSets by 

introducing declarative management for application lifecycle events such 

as rolling updates, scaling, and rollback. The Deployment controller itself 

does not interact directly with Pods; instead, it manages ReplicaSets, 

which in turn manage Pods. Selectors play a critical role here as well: 

each Deployment specifies a selector to determine which ReplicaSets—

and ultimately which Pods—it governs. This hierarchical chaining of se-

lectors ensures a clean separation of responsibilities and enables auto-

mated orchestration of highly available applications across the cluster. 

(CNCF, March 27, 2025) 
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Figure 6. Namespaces 

Namespaces (see Figure 6) provide a means to divide cluster resources 

between multiple users or teams, supporting multi-tenancy, resource 

quotas, and access control. Namespaces do not inherently restrict con-

troller relationships, but selectors can be scoped to a namespace, ena-

bling precise governance over which resources are managed by which 

controllers within a defined boundary. (CNCF, September 3, 2024) 

Label selectors are fundamental to the Kubernetes control model. They 

are used to associate a controller—such as a ReplicaSet or Deployment—

with the specific set of objects it should manage. This indirect relation-

ship, mediated by metadata (labels), enables high modularity and loose 

coupling. (CNCF, July 30, 2024) 

For instance, a ReplicaSet uses a selector to target all Pods with a certain 

label, ensuring that the right number of replicas are maintained. A De-

ployment uses a selector to manage the appropriate ReplicaSet(s), es-

pecially during rolling updates or rollbacks. Other resources, such as 

Services, also use selectors to determine which Pods they should route 
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traffic to. Selectors support two types of matching: equality-based (e.g., 

app=nginx) and set-based (e.g., env in (prod, staging)), which provide 

expressive power to manage complex application topologies. Without 

selectors, Kubernetes would lack a mechanism to dynamically bind re-

sources to controllers, and the declarative model would not scale effec-

tively. 

3.3 Kubernetes Networking 

3.3.1 ClusterIP, NodePort, Ingress, Ingress Controller, Load-

Balancer 

A Service in Kubernetes is an abstraction that defines a logical set of 

Pods and a policy by which to access them (see Figure 7), typically via 

a stable network endpoint. While Pods are ephemeral and can change 

IP addresses upon restart, Services ensure consistent communication 

by automatically routing requests to healthy Pods using selectors and 

labels. Services support different types such as ClusterIP, NodePort, 

LoadBalancer, and ExternalName, enabling internal and external access 

to applications deployed in the cluster. 

 

Figure 7. Label-Selector based trafic routing 
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The Kubernetes networking stack facilitates communication between in-

ternal components and external clients through a layered approach. The 

principal constructs at the core of this architecture are: ClusterIP, No-

dePort, Ingress, Ingress Controller, and LoadBalancer. These abstrac-

tions collectively enable the exposure, routing, and load balancing of 

applications both within and outside the cluster. 

ClusterIP (see figure 8) is the Foundation of Internal Communication 

ClusterIP is the default service type in Kubernetes and represents the 

most basic level of service exposure. When a service is defined as Clus-

terIP, it receives a virtual IP address that is routable only within the 

cluster network. This allows workloads, such as pods in different 

namespaces or deployments, to communicate securely and efficiently 

without being accessible from the external network. This abstraction is 

essential for maintaining encapsulation and internal microservice com-

munication patterns. The internal DNS system in Kubernetes resolves 

service names to their ClusterIP, enabling simple and stable service dis-

covery mechanisms. 

 

Figure 8. ClusterIP 
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Figure 9. NodePort 

While ClusterIP is sufficient for intra-cluster communication, applications 

often require exposure to external clients—for instance, for develop-

ment, monitoring, or direct access to services. The NodePort service 

type (see figure 9) allows external access by opening a fixed TCP/UDP 

port on each node in the cluster. Incoming requests to this port on any 

node are forwarded to the corresponding service. However, NodePort is 

limited in terms of scalability and flexibility. It is bound to a specific port 

range (usually 30000–32767), and traffic distribution is rudimentary 

compared to more advanced load-balancing solutions. Therefore, while 

useful in certain cases, it is typically considered a low-level mechanism 

for exposing services. (CNCF, September 18, 2024) 
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Figure 10. Ingress (CNCF, 2024) 

The LoadBalancer service type (see figure 10) enhances Kubernetes 

ability to expose services externally by provisioning a cloud provider’s 

native load balancer to route traffic to the service. This is accomplished 

via integration with the Kubernetes cloud controller manager. The Load-

Balancer service automatically assigns a stable external IP address and 

routes traffic to the underlying pods. The cloud provider decides how it 

is load balanced. (CNCF, September 18, 2024) 

Although LoadBalancer and NodePort provide basic service exposure, 

more complex routing requirements—such as domain-based routing, 

TLS termination, or multi-path dispatch—require the use of Ingress (see 

figure 10). The Ingress resource is a high-level abstraction that defines 

a set of rules for HTTP(S) traffic routing to multiple services based on 

hostnames and paths. This allows administrators and developers to ex-

pose many services through a single external endpoint, centralizing traf-

fic control and reducing the number of required external load balancers. 

The power of Ingress lies in its declarative model, allowing infrastruc-

ture-as-code approaches to managing HTTP traffic. However, the In-

gress object itself does not perform any networking function; rather, it 

acts as a contract to be implemented by an Ingress Controller. (CNCF, 

September 18, 2024) 

An Ingress Controller is a runtime component that interprets and en-

forces the rules declared in Ingress resources. Common Ingress Con-

trollers include NGINX, Traefik, and HAProxy, each capable of handling 
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request routing, TLS termination, request filtering, and more. The de-

coupling of the declarative interface (Ingress) from its implementation 

(Ingress Controller) enables flexibility and customization. Different con-

trollers can be deployed to meet different performance, feature, or com-

pliance requirements. The design also supports pluggability: organiza-

tions can implement custom controllers or choose open-source ones that 

align with their architectural and operational priorities. (CNCF, Septem-

ber 18, 2024) 

3.4 Configuration and Secret Management 

Kubernetes provides several ways to manage configuration data — 

through environment variables, ConfigMaps, and Secrets. Secrets and 

ConfigMaps are stored in etcd and transmitted to Pods over a network 

connection, both of which are secured by the Kubernetes API server (see 

Figure 11). Kubernetes also supports encryption at rest for Secret data, 

adding an extra layer of security. 

 

Figure 11. ConfigMaps and Secrets 
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3.4.1 ConfigMaps 

A ConfigMap is a Kubernetes API resource designed to store non-sensi-

tive configuration data as key-value pairs. This data can be injected into 

Pods in various ways, including as environment variables, command-line 

arguments, or mounted as files within a volume. The primary purpose 

of a ConfigMap is to separate configuration details from the application’s 

container image, promoting greater portability and flexibility across dif-

ferent environments.  

This design supports easier updates and deployments without the need 

to rebuild container images for environment-specific settings. It is im-

portant to note that ConfigMaps are not intended for sensitive infor-

mation, as they do not offer encryption or secrecy. For storing confiden-

tial data, Kubernetes provides the Secret resource, or one may employ 

external tools that offer enhanced security and encryption mechanisms. 

(CNCF, June 16, 2021) 

3.4.2 Secrets 

A Secret in Kubernetes is a specialized resource designed to securely 

store sensitive information, such as passwords, tokens, or cryptographic 

keys. By using Secrets, confidential data can be managed separately 

from Pod specifications or container images, thereby reducing the risk 

of accidental exposure within application code or deployment files. Since 

Secrets are created independently from the Pods that consume them, 

the likelihood of leaking sensitive information during routine opera-

tions—such as creating, inspecting, or modifying Pods—is minimized. 

Furthermore, Kubernetes and cluster applications can enforce additional 

security measures, such as avoiding persistent storage of secret data. 

While Secrets and ConfigMaps are functionally similar in that they both 

store key-value pairs and provide configuration data to applications, Se-

crets are specifically intended for confidential content and are handled 

with greater care to maintain data privacy and integrity. It is important 
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to note that Secrets, by default, are stored in plaintext within the API 

server’s backing datastore, etcd. This means that anyone with direct 

access to etcd or with sufficient API permissions can view or alter these 

Secrets. Moreover, any user authorized to create Pods in a namespace 

can potentially gain access to all Secrets in that namespace, either di-

rectly or through indirect means such as creating a Deployment that 

mounts the Secret. (CNCF, June 16, 2021) 

3.5 Kubernetes Storage 

The key concepts related to storage in Kubernetes are PVs, PVCs, CSI 

and StorageClass. To manage persistent storage, Kubernetes introduces 

the Persistent Volume (PV) and Persistent Volume Claim (PVC) abstrac-

tions. A Persistent Volume (PV) represents a piece of storage in the clus-

ter that has been provisioned by an administrator or dynamically provi-

sioned using a StorageClass. A Persistent Volume Claim (PVC) is a re-

quest for storage by a user, which specifies the desired capacity and 

access mode. This decoupling of storage provisioning from storage con-

sumption facilitates greater flexibility and portability across environ-

ments. (CNCF, March 25, 2025) 

 

Figure 12. Dynamic storage provisioning with Longhorn 

The StorageClass resource defines the provisioner, parameters, and re-

claim policy for dynamic volume provisioning (see figure 12). It acts as 
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a template for creating PVs automatically when PVCs are issued. In this 

work, Longhorn is employed as the storage provider. Longhorn is a 

cloud-native, distributed block storage system built specifically for Ku-

bernetes. It integrates seamlessly via the Container Storage Interface 

(CSI), a standard designed to enable portable and extensible volume 

drivers across different orchestrators and storage backends. Container 

Storage Interface enables third-party storage vendors to develop 

plugins without requiring changes to the core Kubernetes codebase. 

CSI-compliant drivers, such as Longhorn, manage the lifecycle of vol-

umes—provisioning, attachment, detachment, and deletion—using 

standardized APIs. (CNCF, March 25, 2025) 

3.6 Key Scheduling Concepts 

In Kubernetes, taints and tolerations is a core mechanism for control 

over the placement of workloads across a cluster. Conceptually, they 

implement a negative scheduling constraint, allowing cluster operators 

to restrict certain nodes from accepting arbitrary workloads unless ex-

plicitly permitted. A taint is a property assigned to a node, signaling that 

the node is reserved for specific workloads and should repel all pods by 

default. This repulsion is realized through the use of a key-value pair 

and an associated effect (NoSchedule, PreferNoSchedule, or NoExe-

cute). For example, a node tainted with key=dedicated, value=infra, ef-

fect=NoSchedule will reject all pods unless they carry a corresponding 

toleration. A toleration, by contrast, is applied to a pod. It acts as a 

declarative allowance, signaling that the pod is capable of “tolerating” 

the taint and is thus eligible for scheduling onto nodes bearing that spe-

cific taint. Importantly, tolerations do not guarantee scheduling onto a 

tainted node; rather, they enable the scheduler to consider the node as 

a viable candidate. This taint–toleration model supports a variety of op-

erational goals:  
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•Isolation of infrastructure components (e.g., system daemons, logging 

agents) on dedicated nodes.  

•Enforcement of resource guarantees by repelling best-effort workloads.  

•Implementation of eviction policies via the NoExecute effect, ensuring 

that tainted nodes are cleared of incompatible workloads dynamically.  

As part of Kubernetes extensible scheduling architecture, taints and tol-

erations operate at the filtering stage of the scheduler. Nodes whose 

taints are not tolerated by a pod are excluded from consideration, thus 

influencing the set of candidate nodes without dictating a final schedul-

ing decision. In conclusion, taints and tolerations form a declarative, 

node-centric scheduling primitive that balances flexibility and control. 

They enable administrators to enforce policy-driven workload place-

ment, ensuring that node resources are allocated according to organi-

zational or infrastructural constraints, while preserving Kubernetes’ gen-

eral-purpose scheduling behavior. (CNCF, February 18, 2025) 

3.7 Operators, CRDs 

A Kubernetes Operator is a method for packaging, deploying, and man-

aging Kubernetes-native applications. These applications not only run 

on Kubernetes but are also managed using the Kubernetes API and 

standard tooling such as kubectl (command line tool for communication 

with cluster). An Operator functions as an application-specific controller 

that extends the Kubernetes API to automate the creation, configura-

tion, and lifecycle management of complex applications. Unlike basic 

controllers, Operators embed domain-specific logic to carry out tasks 

that would otherwise require manual intervention by a human operator. 

In Kubernetes, controllers are responsible for maintaining the desired 

state of the cluster by constantly comparing it to the actual state and 

taking corrective action when discrepancies arise. An Operator is a cus-

tom controller that leverages Custom Resources (CRs) to manage the 
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lifecycle of an application and its components. Users define high-level 

configurations in CRs, and the Operator interprets these directives, 

translating them into low-level operations based on best practices in its 

codebase. (RedHat, May 11, 2022) 

Custom Resource Definitions (CRDs) allows cluster administrators to de-

fine new resource types beyond Kubernetes built-in objects (like Pods, 

Services, etc.). Once registered, these custom resources can be manip-

ulated via kubectl, API requests, or Helm—just like native objects. 

(CNCF, October 31, 2024) For example, a PostgreSQL Operator may 

introduce a PostgresCluster resource, which simplifies the creation, 

backup, and scaling of PostgreSQL databases. 
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4 LOAD BALANCERS 

Load balancing is a fundamental component in the design of scalable 

and highly available systems. It refers to the process of distributing in-

coming network traffic across a pool of backend servers or services to 

optimize resource use, maximize throughput, reduce response time, and 

ensure fault tolerance. As systems grow in complexity and scale, manual 

routing of requests becomes infeasible; automated load balancing is 

therefore essential. Motivation and Use Cases Without load balancing, 

systems are prone to bottlenecks and single points of failure.  

4.1 Load Balancing Overview 

A well-designed load balancer ensures that not a single backend instance 

is overwhelmed, enables horizontal scaling of services, provides redun-

dancy and failover support, enables blue-green and canary deployments 

through routing policies. In Kubernetes, load balancing is particularly 

important for exposing services to external clients, distributing traffic 

among pods, and integrating with infrastructure-level networking com-

ponents. 

Different algorithms are used depending on the performance goals and 

characteristics of the backend services: Round Robin distributes re-

quests evenly across the pool in a circular order. It is simple and state-

less, but not optimal for uneven workloads. Least Connections sends 

traffic to the server with the fewest active connections. IP Hashing 

routes requests based on a hash of the client IP, maintaining session 

stickiness. Random selects a backend at random. Weighted Round 

Robin/Least Connections accounts for differing server capacities by as-

signing weights. These algorithms may be implemented at Layer 4 

(transport) or Layer 7 (application), depending on the load balancer’s 

capabilities. 
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4.2 MetalLB 

In bare-metal environments, where no cloud provider is available to au-

tomatically provision load balancers, Kubernetes supports alternative 

solutions. These include MetalLB, an open-source load balancer imple-

mentation for bare-metal clusters that assigns IPs via Layer 2 (ARP) or 

Layer 3 (BGP) routing. (MetalLB, n.d.) Such solutions bridge the gap 

between cloud-native service types and on-premise infrastructure, ena-

bling the use of LoadBalancer semantics even without cloud-native APIs.  

MetalLB consists of two core components: a controller and a speaker. 

The controller is a Kubernetes controller that integrates with the Kuber-

netes API server. It monitors Service resources and assigns IP addresses 

from a pre-configured address pool. The speaker is wokrload that runs 

on each node and is responsible for advertising the assigned IPs via 

network protocols such as ARP (Layer 2) or BGP (Layer 3). (MetalLB, 

n.d.) 

In Layer 2 Mode (ARP-based advertisement) MetalLB uses ARP (for IPv4) 

or NDP (for IPv6) to advertise a virtual IP address from one node at a 

time. Only a single node “claims” the IP by responding to ARP requests 

on the local network. If the node holding the IP fails or becomes un-

ready, MetalLB withdraws the advertisement and another node takes 

over. This process ensures high availability via fast failover, typically 

within a few seconds. Since only one node owns the IP at any given 

time, all external traffic flows through that node. MetalLB in Layer 2 

mode does not provide external load balancing across multiple nodes. 

Thus, Layer 2 mode guarantees availability but not load distribution at 

the ingress point. Regardless of how traffic enters the cluster, kube-

proxy handles service-level balancing internally. It maintains ip-

tables/ipvs rules to distribute traffic from a Service to its backing pods, 

across all nodes. Even if external traffic enters through a single ingress 

node, kube-proxy may forward requests to backend pods running on 

other nodes. (MetalLB, n.d.) 
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In BGP mode, MetalLB speaks the Border Gateway Protocol with up-

stream routers or switches. Multiple nodes can simultaneously advertise 

the same IP address, and if the upstream network supports ECMP 

(Equal-Cost Multi-Path routing), it can distribute traffic among them. 

BGP inherently handles path withdrawals, so failover is also fast and 

reliable. BGP enables true load balancing of incoming traffic across all 

advertising nodes, assuming appropriate ECMP configuration in the net-

work infrastructure. (MetalLB, n.d.) 

In the context of a small-scale, internal Kubernetes deployment, the use 

of MetalLB in Layer 2 mode represents an efficient approach to providing 

LoadBalancer services in bare-metal environments. This operational 

mode leverages standard Ethernet protocols (ARP for IPv4, NDP for 

IPv6) to advertise service IPs directly on the local subnet, thereby elim-

inating the need for complex external routing infrastructure or BGP con-

figuration. Layer 2 mode exhibits several properties that make it well-

suited for internal services in constrained or isolated environments. 

First, its simplicity and low operational overhead reduce the burden on 

cluster administrators, making it an accessible solution for teams with-

out deep networking expertise. Second, failover is effectively managed 

through MetalLB’s speaker election mechanism, ensuring high availabil-

ity without requiring additional hardware or protocols. While Layer 2 

mode inherently lacks load distribution across multiple ingress nodes, 

Kubernetes internal mechanisms such as kube-proxy help mitigate sin-

gle-node saturation by redistributing traffic at the pod level once it en-

ters the cluster.  
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5 MONITORING 

Monitoring is a process of gathering, analyzing, summarizing, and visu-

alizing real-time quantitative metrics from a system—such as the num-

ber and types of queries, error rates, response times, and server up-

times (Beyer et al., 2016). Monitoring serves several essential purposes 

in system management. It enables the analysis of long-term trends—

such as tracking database growth or user engagement metrics—and 

supports comparisons over time or between experimental configura-

tions. For instance, engineers might evaluate the performance of differ-

ent database technologies or measure the impact of adding cache nodes 

on response times. Dashboards, typically incorporating key performance 

metrics like the “four golden signals” (latency, traffic, errors, and satu-

ration), offer a visual summary of system health. Additionally, monitor-

ing facilitates ad hoc investigations, helping teams correlate issues like 

sudden latency increases with other system events. Beyond technical 

diagnostics, monitoring can support business analytics and security in-

vestigations. (Beyer et al., 2016). 

5.1 Metrics 

Metrics are quantitative measurements used to observe and evaluate 

the performance and health of systems. In the context of distributed 

applications and infrastructure, metrics provide insights into aspects 

such as resource usage, request latency, error rates, and throughput. 

They form the foundation for effective monitoring, alerting, and capacity 

planning. By continuously collecting and analyzing metrics, system op-

erators can detect issues early, improve reliability, and optimize system 

behavior. For example, a web server may expose metrics such as re-

quest latency or request count, while a database may track active con-

nections or query execution times. These metrics help identify and di-

agnose performance issues—if a web application becomes slow under 
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heavy load, analyzing request count metrics can reveal bottlenecks, 

guiding actions such as scaling the number of instances. 

In our system Prometheus was used for metrics collection and Grafana 

for visualization using dashboards. Prometheus is an open-source sys-

tems monitoring and alerting toolkit originally developed by 

SoundCloud. It collects and stores metrics as time series data—each 

data point includes a timestamp and optional key-value pairs known as 

labels, which enable a rich, multi-dimensional data model. Prometheus 

provides a powerful query language, PromQL, that allows users to ag-

gregate and analyze these metrics flexibly. It operates without reliance 

on distributed storage; each Prometheus server is a self-contained unit. 

Metrics are typically scraped (pulled) over HTTP from instrumented tar-

gets, though pushing is also possible via the PushGateway. Targets can 

be registered either statically or discovered automatically using service 

discovery mechanisms. Prometheus integrates easily with visualization 

tools, offering multiple options for graphing and dashboarding. (Prome-

theus, n.d.) 

Grafana Open-Source Software (OSS) is a powerful observability plat-

form that enables users to query, visualize, alert on, and explore met-

rics, logs, and traces from diverse data sources. Through its extensive 

plugin architecture, Grafana supports integrations with time-series da-

tabases such as Prometheus and CloudWatch, logging systems like Loki 

and Elasticsearch, and relational or NoSQL databases including Post-

greSQL. By leveraging these data sources, Grafana OSS facilitates the 

construction of live dashboards, offering insightful and interactive visu-

alizations to support monitoring, troubleshooting, and decision-making 

in real time. (Grafana Labs, n.d.) 



37 

 

5.2 Logging 

Logging is a foundational component of software systems, enabling de-

velopers, operators, and analysts to observe and interpret system be-

havior over time. Logs offer a chronological trace of events, including 

errors, warnings, and informational messages generated during applica-

tion execution. They serve as critical tools for debugging, performance 

analysis, security auditing, and maintaining system reliability. In the 

context of complex, distributed architectures, comprehensive logging is 

indispensable for diagnosing faults, identifying anomalies, and support-

ing operational transparency. 

The logging pipeline (see Figure 13) demonstrates a modular approach 

to centralized log collection in a Kubernetes environment. Each service 

running in the cluster produces logs, which are collected locally by light-

weight Fluent Bit agents. These agents are deployed on each node and 

are responsible for forwarding the logs to a central Fluentd instance. 

Fluentd acts as an aggregator and processor, where logs can be filtered, 

parsed, and enriched before being routed to the backend. (CNCF, May 

29, 2025) The processed logs are then sent to Loki, a log aggregation 

system designed by Grafana Labs. Loki indexes and stores the logs, 

making them searchable and ready for visualization and analysis 

through Grafana dashboards. This workflow ensures reliable, structured, 

and resource-efficient log management across the entire system. 

 

Figure 13. Logging workflow 
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6 AUTOMATION AND TEMPLATING 

As infrastructure grows in complexity, manual management becomes 

unsustainable and difficult to reproduce. Automation tools address these 

challenges by enabling repeatable, consistent, and scalable workflows 

for configuring systems and deploying applications. In Kubernetes envi-

ronments, tools like Ansible and Helm make it possible to automate eve-

rything from cluster setup to application deployment, bringing structure 

and control to infrastructure management. 

6.1 Ansible 

Ansible is an open-source automation tool known for its simplicity and 

minimal setup requirements. One of its key advantages is that it is 

agentless—no additional software needs to be installed on the managed 

hosts. The only prerequisites are a Python interpreter and pre-config-

ured SSH key access to the target machines. One of the most important 

concepts in Ansible is the playbook (see Figure 14). A playbook is a file 

that defines a series of tasks to be executed on managed hosts, describ-

ing the desired state of a system in a simple, human-readable format. 

(Ansible, May 15, 2025a) 

Instructions that are defined in the task are executed by the targets in 

an inventory file (see Figure 15). In Ansible, an inventory is a file or 

script that specifies the hosts and their groupings for task execution. It 

serves as the central reference point that tells Ansible which machines 

to manage. Inventories can be defined in formats such as INI, or YAML. 

Grouping hosts allows users to efficiently target specific subsets of in-

frastructure during automation tasks. (Ansible, May 15, 2025b)  



39 

 

 

Figure 14. Longhorn requirements setup 

 

Figure 15. inventory.ini used for the setup 
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6.2 Helm 

Helm is a package manager for Kubernetes that simplifies the deploy-

ment and management of applications within a cluster. It allows users 

to define, install, and upgrade even the most complex Kubernetes ap-

plications using a packaging format called charts. These charts are re-

usable and configurable, making Helm especially useful for automating 

deployments and maintaining consistency across different environ-

ments. (CNCF, n.d.) 

By abstracting the complexity of writing raw Kubernetes manifests, 

Helm reduces manual effort and the risk of human error. It supports 

versioning, rollback, and dependency management, enabling teams to 

manage infrastructure as code more effectively. Additionally, Helm’s 

templating system allows for reusable and customizable configurations, 

making deployments more consistent across environments.  
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7 AUTHENTICATION 

In modern software systems, authentication is a critical security mech-

anism that verifies the identity of users or services before granting ac-

cess to resources. It ensures that only legitimate users can interact with 

protected systems, safeguarding sensitive data and operations from un-

authorized access.  

7.1 OpenID Connect (OIDC) 

Modern authentication systems rely on standardized protocols that de-

fine how identities are verified and how secure tokens are exchanged. 

OpenID Connect is a widely adopted authentication protocol built on top 

of the OAuth 2.0 framework (IETF RFC 6749 and 6750). It streamlines 

the process of verifying a user’s identity by leveraging an Authorization 

Server and enables the secure retrieval of user profile information in a 

consistent, RESTful way (OpenID n.d.). 

OIDC (OpenID Connect) authentication enables users to sign in to one 

application and gain access to another without creating separate cre-

dentials. For instance, when a user visits a news website and chooses to 

sign up using Facebook instead of registering a new account, they are 

utilizing OIDC authentication. In this scenario, Facebook acts as the 

OpenID Provider (OP), managing the authentication process and re-

questing the user’s permission to share specific information—like their 

profile details—with the news site, which functions as the Relying Party 

(RP). (Microsoft, n.d.-a) 

The whole flow of the authentication is shown  in Figure 16. The end 

user accesses a website or web application through their browser. Upon 

selecting the sign-in option, the user enters their username and pass-

word. 



42 

 

 

Figure 16. Authentication process with OIDC (openid.net, n.d.) 

The Relying Party (RP), also known as the client application, sends an 

authentication request to the OpenID Provider (OP). The OP verifies the 

user’s credentials and obtains the necessary authorization. After suc-

cessful authentication, the OP returns an ID Token (and typically an Ac-

cess Token) to the RP. The RP can use the Access Token to make a 

secure request to the UserInfo Endpoint on the OP. The UserInfo End-

point responds with verified identity details (claims) about the end user. 

(OpenID, n.d.) 

7.2 Identity Providers 

Identity Providers (IdPs) are systems responsible for authenticating us-

ers and issuing identity information to relying parties (RPs), such as web 

applications or services. In modern infrastructure IdPs play a crucial role 

in centralizing authentication, enforcing access control, and integrating 

with Single Sign-On (SSO) and federation standards like OpenID Con-

nect or SAML. Identity Providers can be enterprise-grade solutions, 

open-source platforms, or cloud-native services. In this section, we con-

sider two popular IdPs commonly used in private, cloud-free environ-

ments: Active Directory and Keycloak. 
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Active Directory (AD) is a directory service developed by Microsoft for 

Windows domain networks. It is widely adopted in enterprise environ-

ments and provides a centralized mechanism for authenticating and au-

thorizing users and devices. Key features of Active Directory include: 

• LDAP support with AD as LDAP-compliant directory, allowing in-

tegration with various identity-aware applications (Microsoft, 

n.d.-b).  

• Kerberos-based authentication to authenticate users securely. 

Group Policy management for policies across users and comput-

ers (Microsoft, n.d.-b).  

• SSO support with AD serving as an IdP in federated environ-

ments using ADFS (Active Directory Federation Services) or in-

tegration with OpenID Connect providers via extensions (Mi-

crosoft, n.d.-b).  

Active Directory is often used in on-premises infrastructure and inte-

grates well with Windows-based systems, but it can also be used in 

mixed environments with Linux systems via LDAP or Kerberos. In our 

infrastructure, Active Directory is maintained and administered by the 

organization’s cybersecurity department. Within the scope of this thesis, 

it serves as an external user directory integrated with Keycloak. Key-

cloak is configured to federate users from Active Directory, allowing the 

system to import and authenticate users based on existing enterprise 

credentials. This setup ensures centralized identity management while 

enabling flexible role-based access control through Keycloak. 

Keycloak is an open-source Identity and Access Management (IAM) so-

lution developed by Red Hat. It provides SSO, user federation, identity 

brokering, and support for standard protocols such as OpenID Connect, 

OAuth 2.0, and SAML 2.0. Keycloak is particularly suited for cloud-native 

and containerized environments due to its flexibility and RESTful man-

agement API. Keycloak features a web-based admin interface for man-
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aging users, roles, and clients, supports Single Sign-On and identity fed-

eration, allowing users to authenticate once and access multiple appli-

cations. It also integrates with existing directories like LDAP and Active 

Directory and enables access control through role-based permissions. 

(Keycloak, n.d.) In our system, Keycloak is managed and maintained by 

the organization’s cybersecurity department. As part of this arrange-

ment, the administrative account and preconfigured LDAP connection 

credentials (login and password) for integrating user import from Active 

Directory were set up in advance. 
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8 DATAHUB 

DataHub is a data catalog platform that simplifies metadata manage-

ment, data discovery, and governance. It empowers users to explore 

and understand datasets, monitor data lineage, perform profiling, and 

define data contracts. Designed to support fast-evolving data environ-

ments, DataHub provides developers with extensibility and data profes-

sionals with tools to maximize the value of organizational data. (Data-

Hub, n.d.) 

There are several concepts that are crucial for understanding how Dat-

aHub works. DataHub uses connectors and ingestions for connection and 

data sync. A connector is a plugin that allows DataHub to establish a 

connection with a particular data source. Ingestion is a process of data 

retrieval, it is configured using recipe. A recipe is a set of rules, such as 

source (data source) and sink (ingestion destination). (Figure 17) 

 

 

Figure 17. Recipe configuration (docs.datahub.com) 
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Figure 18. DataHub architecture (docs.datahub.com) 

DataHub architecture is shown  in Figure 18. The service tier (datahub-

gms + datahub-frontend) is the entry point for users and applications, 

supporting both REST and GraphQL APIs. It handles user interactions, 

metadata ingestion, and query requests. Data store persists metadata 

in a traditional database (e.g., MySQL or PostgreSQL). All write and 

lookup operations go through this layer. Any changes to metadata are 

emitted as Metadata Audit Events (MAEs) to a Kafka topic in a commit 

stream component. This enables asynchronous processing and system 

decoupling. Change Stream Processor (mae-consumer) listens to the 

Kafka stream and updates downstream indices accordingly, ensuring 

that the search and relationship layers reflect the latest metadata state. 

Search Index (Elasticsearch/Opensearch) receives updates from the 

change stream and serves search queries, enabling fast and flexible 

text-based metadata discovery. Graph Index (Neo4j) also updated by 

the stream processor, so it is possible to build a specific snapshot of the 

graph in time by replaying MAEs up to that point. (DataHub, n.d.) 
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9  OBJECT STORAGE (MINIO) 

The object storage is a type of data storage architecture designed for 

managing unstructured data by organizing it into units called objects. 

Each object contains the data itself, associated metadata, and a unique 

identifier, enabling straightforward access and retrieval by applications. 

This approach uses a flat structure, rather than a traditional hierarchical 

file system, making it ideal for scalable and distributed storage environ-

ments. (Google, n.d) 

The object storage keeps all the data blocks of a file bundled together 

as a single object, along with its metadata and a unique identifier, and 

stores it within a storage pool. When accessing data, the system uses 

this identifier and metadata to locate the desired object—such as an 

image or audio file. Access to these objects is typically handled via REST-

ful APIs or over HTTP/HTTPS, allowing users to efficiently query 

metadata and retrieve data. Because objects reside in a global storage 

pool, finding the right data is quick and scalable. The flat architecture 

also makes it easy to expand storage capacity by simply adding more 

devices, even across various locations. Thanks to its scalability and flex-

ibility, object storage has become a preferred solution for managing un-

structured data in modern cloud environments. (Google, n.d) 

Many object storage solutions provide their own APIs to interact with 

data, such as OpenStack Swift, Azure Blob Storage API, or Google Cloud 

Storage APIs. However, the Amazon S3 API has become the de facto 

standard in the industry due to its widespread adoption and ecosystem 

support. As a result, most modern object storage systems like MinIO or 

Ceph aim for S3 API compatibility to ensure interoperability with popular 

tools and cloud-native applications. MinIO is an object storage platform 

that offers full compatibility with the Amazon S3 API, supporting all es-

sential S3 features. It is designed for flexibility, capable of running 

across a wide range of environments including public and private clouds, 
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bare-metal servers, container orchestration platforms, and edge infra-

structure. (MinIO, n.d) The lightweight design of MinIO and its ability to 

run without complex dependencies make it ideal for managing bare 

metal infrastructure. 
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10  SYSTEM ARCHITECTURE 

It is essential to understand the system’s workflow, beginning with the 

underlying infrastructure. The system architecture is depicted on the 

Figure 19. Longhorn is deployed across all Kubernetes nodes to provision 

and manage persistent storage. MinIO, running outside the Kubernetes 

cluster, acts as the backup target for Longhorn volumes.  

 

Figure 19. System Architecture 

With the Longhorn storage class in place, we proceed to deploy the Pro-

metheus Operator, Loki, and the Logging Operator. The Prometheus Op-

erator collects metrics from all nodes, which are visualized through 

Grafana, while Loki handles centralized log access. The Logging Opera-

tor deploys Fluent Bit agents on each node to collect logs, which are 

routed through Fluentd for filtering before being forwarded to Loki.  

To expose internal services externally, an NGINX Ingress Controller is 

deployed, enabling centralized traffic routing. MetalLB is configured in 

Layer 2 mode, with speaker components running on each node to pro-

vide failover. DataHub components are deployed in a dedicated 

namespace, with frontend access exposed via a MetalLB-assigned IP and 

secured through Keycloak using OpenID Connect (OIDC). Keycloak au-

thenticates users via integration with Active Directory. Data received by 

the frontend is sent to Kafka and persisted across Neo4j, PostgreSQL, 

and OpenSearch. 
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11  SYSTEM IMPLEMENTATION 

11.1  Kubernetes Cluster Setup with Ansible 

The base infrastructure consists of a multi-node Kubernetes cluster de-

ployed on bare-metal servers using Ansible. A dedicated Ansible play-

book (see Figure 20) automates the operating configuration and de-

pendencies installation. 

 

Figure 20. k8s prerequisites setup with ansible, k8s-cluster.yaml 

The next phase (see Figure 21) automates the Kubernetes control plane 

initialization using kubeadm, applies Flannel CNI for networking, and 
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securely extracts the kubeadm join command with token and CA hash. 

Worker node then automatically joins the cluster by executing the gen-

erated join script, enabling a fully functional multi-node Kubernetes en-

vironment. 

 

Figure 21. Cluster initialization and network setup, kubeadm-cre-
ate.yaml 

Commands used: 

 ansible-playboook k8s-cluster.yaml 

ansible-playbook kubeadm-create.yaml 
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11.2  Longhorn and MinIO Installation 

Before Longhorn deployment the prerequisites are installed on cluster 

nodes using ansible playbook (see Figure 22). Longhorn is installed in 

the cluster with helm using values file (see Figure 23). There we declare 

tolerations for longhorn components to run on the control plane node. 

We also add a selector, so the components can be scheduled only on 

nodes labelled with longhorn=true. 

The commands used are: 

ansible-playbook longhorn-prereqs.yaml 
 
helm repo add longhorn https://charts.longhorn.io 
 
helm repo update 
 
kubectl label nodes spspamain01 longhorn=true 
 
kubectl label nodes spspadev01 longhorn=true 
helm install longhorn longhorn/longhorn --namespace long-
horn-system --create-namespace --version 1.8.1 -f val-
ues.yaml 
 
docker-compose up -d 

https://charts.longhorn.io/
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Figure 22. Longhorn prerequisites installation with Ansible, Longhorn-
prereqs.yaml 
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Figure 23. Longhorn values file 

MinIO is deployed using Docker Compose (see Figures 24, 25) with four 

instances and an Nginx load balancer (see Figures 26, 27, 28). This 

setup ensures high availability by distributing traffic across all instances. 

If one container fails, the remaining instances continue to serve re-

quests, maintaining cluster accessibility. In our deployment, we utilize 

the official MinIO Docker Compose configuration, which provisions two 
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volumes per instance. This setup simulates a distributed, multi-drive ar-

chitecture typically found in production-grade environments. By assign-

ing two volumes per container, MinIO is able to implement erasure cod-

ing across drives, thereby ensuring data redundancy and resilience to 

individual disk failures. This configuration also enhances performance 

through parallel I/O operations, as data reads and writes are distributed 

over multiple storage paths. Although our deployment may run on lim-

ited physical infrastructure, this volume layout effectively emulates a 

fault-tolerant storage system commonly used in bare-metal or cloud-

based object storage solutions. 

 

Figure 24. docker-compose.yml, part 1 
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Figure 25. docker-compose.yml, part 2 
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Figure 26. nginx.conf, part 1 
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Figure 27. nginx.conf, part 2 
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Figure 28. nginx.conf, part 3 

 



60 

 

After deploying MinIO, we generate an access token (see Figure 29) 

specifically for Longhorn to enable secure interaction with the desig-

nated backup bucket. This involves creating a Kubernetes secret that 

stores the base64-encoded access key, secret key, and the MinIO end-

point address (see Figure 30). In the Longhorn UI, a new backup target 

is configured using the MinIO URL and the name of the previously cre-

ated secret containing the necessary credentials (see Figure 31).  

 

Figure 29. MinIO access token management page 

  

Figure 30. MinIO credentials secret 
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Figure 31. Backup target configuration 

 

Once the backup target becomes available (see Figure 32), we select a 
Longhorn volume (see Figure 33) and initiate a backup using the con-
figured MinIO destination (see Figure 34). The status of the backup pro-
cess can be monitored through the Longhorn UI to ensure successful 
execution (see Figure 35). Finally, we verify the integrity and presence 
of the backup by inspecting the contents of the specified MinIO bucket 
(Figure 36). 

  

Figure 32. Backup target status 
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Figure 33. Longhorn volume management interface 

 

Figure 34. Longhorn volume backup history 

 

Figure 35. Longhorn backup management panel 

 

Figure 36. MinIO bucket contents 

 



63 

 

11.3  Nginx Ingress Controller Installation 

The next step involves installing an Ingress controller to manage and 

define traffic routing rules within the Kubernetes cluster. Initially, we 

apply the necessary Custom Resource Definition (CRD) manifests re-

quired for the NGINX Ingress Controller to function properly. Following 

this, we deploy the NGINX Ingress Controller using Helm, referencing a 

custom values.yaml file (see Figure 37) to configure our environment. 

In this configuration, we specify tolerations to ensure that the Ingress 

Controller pods can be scheduled on any node regardless of taints. 

Commands used:  

kubectl apply -f https://raw.githubusercontent.com/nginx/ku-

bernetes-ingress/v5.0.0/deploy/crds.yaml  

helm repo add ingress-nginx https://kubernetes.github.io/in-

gress-nginx  

helm repo update 

helm upgrade --install ingress-nginx ingress-nginx/ingress-

nginx --namespace ingress-nginx --create-namespace -f val-

ues.yaml 

 

Figure 37. values.yaml for nginx ingress controller 

 

https://kubernetes.github.io/ingress-nginx
https://kubernetes.github.io/ingress-nginx
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11.4 Keycloak configuration 

Before deploying DataHub, it is necessary to prepare the authentication 

realm in Keycloak, configure an authentication client, and import users 

from Active Directory (see Figure 38). In the client configuration section, 

a new client is created with a defined name and client ID, along with 

settings for the root URL, home URL, web origins, and redirect URI (see 

Figure 39). The Redirect URI in the OpenID Connect (OIDC) authentica-

tion flow determines the exact URL to which Keycloak is allowed to re-

direct users after successful login or logout. This mechanism ensures 

that authorization codes or tokens are only sent to trusted endpoints. 

After authentication, Keycloak returns the user to the application with 

the appropriate token or code, and after logout, it redirects the user to 

a predefined post-logout page. 

 

Figure 38. Datahub realm 
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Figure 39. Keycloak client configuration 

After completing the client configuration, the next step is to set up user 

federation in Keycloak. This allows the integration of external identity 

providers such as Active Directory for centralized authentication and 

user management. Using the credentials provided by the Cyber Security 

team, a connection to Active Directory is established, and users are im-

ported based on the specified query in the User LDAP Filter field (see 

Figures 40, 41). 

  

Figure 40. Keycloak federation configuration 
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Figure 41. List of users imported from Active Directory 

11.5  MetalLB deployment 

We create an address pool that MetalLB can use to allocate IP addresses 

for services of type LoadBalancer. This pool defines the range of IPs that 

MetalLB is allowed to assign. In our deployment, only a single IP address 

from this pool is utilized (Figure 43), allowing external access to a spe-

cific internal service. To advertise this IP on the local network, MetalLB 

is configured in Layer 2 mode (see Figure 42).  Additionally, MetalLB’s 

speaker component must interact directly with the host network to send 

ARP responses. For this reason, the metallb-system namespace is cre-

ated with an annotation that grants the required elevated privileges (see 

Figure 44). 

Commands used: 

helm repo add metallb https://metallb.github.io/metallb  

helm upgrade --install metallb metallb/metallb -n metallb-

system –create-namespace -f values.yaml 
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kubectl apply -f ns.yaml l2-adv.yaml address-pool.yaml  

  

Figure 42. l2-adv.yaml 

 

Figure 43. address-pool.yaml 
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Figure 44. ns.yaml 

11.6  DataHub deployment 

With Longhorn, the Ingress-NGINX controller, and Keycloak properly 

configured, the necessary infrastructure components are in place for de-

ploying DataHub. The deployment is carried out using Helm, with cus-

tomizations specified in the values file. Authentication is set up using 

the OpenID Connect (OIDC) protocol (Figures 45 and 46), and ingress 

access is secured using a TLS secret (Figures 47 and 48). As a result of 

this configuration, accessing DataHub triggers a redirect to the Keycloak 

login page (Figure 49), where users can authenticate using their Key-

cloak credentials (Figure 50). 

Commands used: 

helm repo add datahub https://helm.datahubproject.io  

kubectl apply -f datahub-tls.yaml datahub-oidc-secret.yaml 

https://helm.datahubproject.io/
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helm upgrade --install datahub datahub/datahub -n datahub –

create-namespace -f values.yaml 

 

 

 

Figure 45. values.yaml authentication section 

 

Figure 46. OIDC k8s secret 
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Figure 47. values.yaml Ingress configuration section 

 

igure 48. TLS key and certificate k8s secret 
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Figure 49. Keycloak authentication page 

 

 

Figure 50. DataHub main page after Keycloak authentication 
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11.7  Prometheus operator deployment 

After successfully deploying DataHub, the next step is to deploy the Pro-

metheus Operator to enable monitoring of the Kubernetes cluster. The 

Prometheus Operator simplifies the deployment and management of 

Prometheus instances and facilitates the collection of metrics from 

nodes, pods, and services. These metrics are visualized in Grafana, 

providing real-time insights into the system’s performance and overall 

health. Following the operator installation via Helm, additional Kuber-

netes manifests were applied to create a Service (Figure 51), Ingress 

(Figure 52), and TLS secret (Figure 53) for secure access to the Grafana 

interface. Once Prometheus was configured as a data source, Grafana 

dashboards became available to monitor cluster compute resources 

(Figure 54). 

Commands used:  

helm repo add prometheus-community https://prometheus-commu-

nity.github.io/helm-charts 

helm repo update 

helm upgrade --install kube-prometheus-stack prometheus-com-

munity/kube-prometheus-stack -n monitoring --create-

namespace 

kubectl apply -f grafana-service.yaml dashboard-tls.yaml 

grafana-ingress.yaml 
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Figure 51. grafana-service.yaml 

 

Figure 52. dashboard-tls.yaml 
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Figure 53. grafana-ingress.yaml 

 

Figure 54. Grafana cluster compute resources dashboard using Prome-
theus source 
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11.8  Loki deployment 

Loki is deployed using Helm in single-binary mode, meaning that all core 

components—such as the ingester, querier, and index gateway—run 

within a single unified process. This approach simplifies deployment and 

resource management. Once deployed, Loki serves as the backend for 

log aggregation. It receives log data from a log router, stores the logs, 

and makes them queryable via Grafana. Replication factor is configured 

to be 2 with 2 Loki replicas, it means that each log entry will be stored 

on both replicas. This ensures high availability and fault tolerance—if 

one replica fails, the other can continue serving logs without data loss. 

Additionally, Kubernetes tolerations are configured to allow each Node 

to run a Loki instance, ensuring proper pod scheduling across nodes. 

(see Figure 55) 

kubectl create ns loki  

helm repo add grafana https://grafana.github.io/helm-charts  

helm repo update helm upgrade --install loki grafana/loki --

namespace loki -f values.yaml 

 

 

 

 

https://grafana.github.io/helm-charts
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Figure 55. Loki values.yaml 
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11.9  Logging operator deployment 

The final step in the observability stack is the deployment of the Logging 

Operator, which enables centralized log collection and processing. After 

deploying Loki with Helm to serve as the log storage backend, the Log-

ging Operator is configured to launch Fluent Bit agents on each node. 

These lightweight agents collect logs from all running containers and 

forward them to Fluentd, which applies filters and transforms the data. 

The processed logs are then sent to Loki.  

The Logging resource defines the overall configuration of the logging 

system (Figure 56). It specifies the logging architecture and the target 

namespaces where the logging components are deployed. The Cluster-

Flow resource defines the rules for log selection and processing (Figure 

57), including filters and routing logic. The ClusterOutput resource spec-

ifies the endpoints to which the logs are sent (Figure 58). After success-

ful configuration of these resources, logs can be queried and visualized 

in Grafana (Figure 59). 

 

Commands used:  

helm upgrade --install --wait --create-namespace --namespace 

logging logging-operator oci://ghcr.io/kube-logging/helm-

charts/logging-operator 

kubectl apply -f logging.yaml flow.yaml output.yaml 
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Figure 56. logging.yaml 

 

 

Figure 57. flow.yaml 
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Figure 58. output.yaml 

 

Figure 59. Grafana with Loki source 
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12  CONCLUSION AND FUTURE WORK 

This thesis explored the deployment of a fully open-source infrastructure 

stack on a bare-metal Kubernetes cluster. The aim was to build a cloud-

native environment capable of supporting various services such as au-

thentication, storage, logging, monitoring, and metadata governance—

without relying on managed or proprietary solutions. One of the main 

achievements of this thesis is the demonstration that open-source tool-

ing—when thoughtfully combined—can offer a stable and functional plat-

form suitable for hosting complex applications. The use of tools like 

Longhorn, Grafana, Prometheus, Loki, and DataHub created a complete 

ecosystem for observability and data management.  

However, there are areas where the system could be further improved. 

One such area is performance evaluation—the current setup has not 

been tested under high load, and future work could focus on benchmark-

ing resource usage, latency, and fault recovery. Another important as-

pect is policy enforcement. Tools like Gatekeeper, which implements 

Open Policy Agent (OPA) as a Kubernetes admission controller, could be 

added to define and enforce rules on resource usage, security labels, or 

container configurations. This would add an additional layer of govern-

ance and help prevent misconfigurations at deployment time. A third 

potential improvement is the adoption of centralized secret manage-

ment. While Kubernetes supports secrets natively, integrating tools like 

HashiCorp Vault would allow for more secure handling of sensitive data, 

better access control, auditing capabilities, and secret rotation. This be-

comes especially important as the system grows and hosts multiple ap-

plications with varying levels of sensitivity. 

In conclusion, this thesis has demonstrated that a fully open-source and 

self-managed infrastructure can effectively support cloud-native work-

loads on bare-metal environments. While certain aspects such as secu-

rity, scalability, and performance require further refinement, the imple-

mented system provides a solid foundation for future expansion. It 
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shows that, with careful design, open-source tools can enable the crea-

tion of reliable, flexible, and extensible platforms without relying on pro-

prietary solutions. 
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