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1 Introduction

The development and deployment of machine learning (ML) enabled software
within the medical device sector represents a transformative advancement in
healthcare technology. ML methods enable complex data analysis and
predictive modeling. By utilizing these methods on medical data, it is possible to
develop ML models and integrate them into medical devices. These devices
can be used for different medical tasks, such as personalized diagnostics, early
disease detection, and optimized clinical workflows (1). Consequently, medical
devices utilizing ML technologies have expanded capabilities far beyond
conventional diagnostic and therapeutic methods, promising enhanced

precision, speed, and reliability in clinical decision-making processes (1).

However, the integration of ML into medical device software poses unique
regulatory and operational challenges due to its dynamic and adaptive nature
(2). In contrast to traditional software, ML models can be continuously re-trained
with updated datasets, resulting in changes to their performance and behavior
over the lifecycle (1). Such adaptations necessitate repeated verification and
validation procedures to ensure accuracy, effectiveness, and safety (3). This
creates challenges for regulatory frameworks like the EU Medical Device
Regulation (MDR) and In Vitro Diagnostic Regulation (IVDR), which were
originally designed for static software systems with infrequent updates. ML-
based systems require additional activities, such as managing training data and
validating evolving model performance. As a result, regulators are beginning to

adapt their guidelines to address these dynamic technologies better (4).

In the European Union (EU), the regulatory environment governing IVD medical
devices is structured around the In Vitro Diagnostic Regulation 2017/746. It
imposes compliance obligations to ensure high standards of patient safety,
device reliability, and clinical efficiency. IVDR-regulated devices require
extensive clinical performance evaluations, robust risk management processes,
clear traceability mechanisms, and continuous post-market surveillance.

However, IVDR does not explicitly detail the regulatory treatment of adaptive



ML systems. The recent introduction of the European Artificial Intelligence Act
(Al Act) addresses this gap by categorizing most ML-enabled medical devices
as high-risk, thus mandating additional Al-specific requirements for
manufacturers. The Al Act supplements the existing IVDR by providing
guidance on risk management, data governance, transparency, accountability,
and comprehensive technical documentation requirements specifically tailored

for Al-enabled medical software.

Together, the IVDR and the Al Act create a layered and complex compliance
environment for manufacturers developing ML-enabled medical devices. The
ability of manufacturers to efficiently manage dual regulatory obligations is

crucial for rapid market entry while ensuring device safety (5).

In response to these regulatory challenges, this thesis proposes a lifecycle
management framework for ML-enabled medical device software, regulated
under the IVDR and the Al Act.

This study adopts the constructive research method to analyze regulatory
frameworks and to develop a lifecycle management framework for ML-enabled
IVD software for the use of Hematoscope Oy. The structure of the thesis is as
follows: Chapter 2 presents the research objectives that guide this work.
Chapter 3 explains the methodology, including the constructive research
approach and data sources. Chapter 4 offers a comparative analysis of the EU
IVDR and the Al Act in the context of lifecycle management. Chapter 5
represents a comparative gap analysis between IVDR and Al Act. Chapter 6
proposes a practical lifecycle management framework tailored to ML-enabled
IVD software. Chapter 7 discusses the findings, implications, and limitations.
This chapter also concludes the thesis and suggests directions for future
research. The appendices include supporting materials, such as the Al Act
compliance checklist, a mapping table comparing IVDR and Al Act
requirements, and a standard operating procedure (SOP) for developing

machine learning models.



2 Research Objectives

This research aims to address the complex regulatory and technical challenges
associated with the lifecycle management of ML-enabled IVD software devices.
Given the overlapping scopes of the EU IVDR and the Al Act, this study has two
objectives. The first objective is to compare the life cycle management
approaches of the Al Act and the EU IVDR for class C devices. The aim is to
identify how the regulations address the development, deployment, and post-
market activities with a focus on ML-related activities. This comparison will help
to uncover overlaps, gaps, and complementary elements in both frameworks,
providing insights into how ML-enabled medical devices can be developed in

compliance with both regulatory regimes.

Based on comparative analysis, the second objective is to develop a practical
lifecycle management framework tailored for ML-enabled IVD software. The
proposed framework aims to serve as a guideline for developers and regulatory
professionals, supporting compliant, safe, and effective development and

maintenance of ML-based software throughout its lifecycle.

3 Methods

This chapter presents the methodological approach employed in this study to
investigate the regulatory challenges and develop a framework. Given the dual-
regulatory landscape involving the IVDR and the EU Al Act, a constructive
research method was selected to support both analytical exploration and the
development of a practical framework. The chapter outlines the research
design, data collection strategies, and regulatory analysis steps that underpin

the framework presented in later sections.



3.1 Research Design: Constructive Research

This research employs a constructive research approach suitable for solving
practical problems. The constructive research approach follows six distinct

stages as follows (6):

Identify a practically relevant problem

Obtain a general and comprehensive understanding of the topic
Construct a solution or a framework

Demonstrate that the solution works

Evaluate the solution

© a kN =

Reflect on the theoretical and practical contribution

This thesis covers stages 1-3. Due to the early-stage development of the
software of Hematoscope, stages 4-6, i.e., the demonstration, evaluation, and
reflection stages, could not be fully implemented. However, the framework is
conceptually adaptable to these follow-up stages and can serve as a basis for

subsequent implementation and validation efforts.

To identify the problem, a systematic review of related work and the existing
theoretical body of knowledge is required (Figure 1) (6). Together with
professionals of Hematoscope and their existing knowledge, experience, and
future needs, the problem of dual regulatory complexity of the Al Act and the
IVDR was identified.

To obtain the required knowledge for solving the problem, the second stage
included an extensive review of relevant regulations, harmonized standards,
guidance documents, and scientific literature related to the Al Act and IVDR.

These are covered in Chapter 4.

Stage three is a core element of the constructive research approach and the
key contribution of this thesis. Here, the problem identification is transformed
into a problem solution, utilizing the obtained theoretical framework (7). The

identified regulatory challenge is addressed by constructing an integrated



lifecycle framework for ML-enabled IVD medical software. This process is

covered in Chapters 5 and 6.

The resulting framework is designed to align with key regulatory expectations
while also considering practical constraints observed in a real-world
development context. The resulting solution aims to generate both practical
utility by addressing real-world needs and epistemic utility by contributing to
theoretical understanding. This dual output (Figure 1) leads to both practical

relevance and theoretical relevance, which are central objectives of constructive

research.
Practical utility
Practically SOLUTION "
Practical
relevant problem - wilsosmes
identification Theoretical framework
A systematic
review of the
related works Problem solution
Theoretical body "] _|  Theoretical
of knowledge = @l relevance
A

Epistemic utility

Figure 1. Stages of the Constructive Research Approach(8).

3.2 Regulatory Framework Analysis

The lifecycle management of machine learning-enabled IVD software must align
with the European Union’s In Vitro Diagnostic Medical Devices Regulation
2017/746. As a directly applicable regulation across EU Member States, the
IVDR establishes a comprehensive and binding framework to ensure the safety,

performance, and reliability of IVD medical devices, including software.

The regulation emphasizes several critical pillars, such as General Safety and
Performance Requirements (GSPRs), risk management, evidence-based

performance evaluation, and device classification rules. For IVD software,



compliance involves addressing specific provisions outlined in Annex | of the
IVDR and relevant guidance documents issued by the Medical Device
Coordination Group (MDCG), such as MDCG 2020-16 (qualification and

classification of software) and MDCG 2021-24 (IVD classification examples).

IVDs are subject to classification rules that may place them in higher-risk
categories, particularly when they inform critical clinical decisions.
Consequently, Notified Bodies are involved in conformity assessments for Class
B, C, and D devices. These assessments scrutinize technical documentation,

clinical evidence, and risk controls.

The IVDR also indirectly addresses emerging technologies such as machine
learning by requiring transparency, performance consistency, and post-market
surveillance mechanisms capable of detecting performance drifts or safety
concerns. While the regulation does not yet include detailed provisions specific
to adaptive ML systems, the existing framework provides a solid foundation for
managing risks through risk assessment, verification, validation, and change

management.

This analysis focuses on EU IVDR to inform a compliant and robust lifecycle
framework tailored to ML-enabled 1VD software within the European regulatory

landscape.

A structured alignment between regulatory requirements and lifecycle stages
reveals how compliance must be maintained across development, deployment,
and post-market phases. Table 1 below maps the key regulatory requirements
of the IVDR to typical lifecycle stages in the development of ML-enabled IVD
software. This alignment helps illustrate how compliance is maintained

throughout the development and post-market lifecycle.



Table 1: EU IVDR Requirements with Lifecycle Stages of ML-Enabled IVD

Software
Lifecycle Stage IVDR Requirements & Analysis
1. Planning & Article 10 mandates a clear definition of intended
Intended purpose.
Purpose
2. Design & Requires integration of IEC 62304 compliant software

Development

lifecycle processes and risk management (ISO 14971).
For ML models, this must include design inputs on

training data quality and update mechanisms.

3. Risk

Management

Continuous process per Annex |, integrating software-
specific risks (e.g., algorithmic bias, cybersecurity). Class
determination per Annex VIl is especially critical for ML

models informing high-risk decisions.

4. Performance

Annex XllI requires evidence of analytical, clinical, and

Evaluation scientific validity. ML models may need extensive real-
world validation beyond static datasets to meet this
obligation.

5. Technical Annex Il demands structured documentation, including

Documentation algorithm description, Software development and

validation performance metrics, and update traceability.
Technical Documentation must clearly describe how the
algorithm works, how the software was developed and
validated, how its performance is measured, and how
updates or changes are managed and tracked. For ML-
based software robust change control is essential for

maintaining safety and performance.

6. Conformity
Assessment

Class B/C/D software requires Notified Body involvement.
Algorithms affecting diagnosis and prognosis may
enhance classification, triggering stricter conformity

processes.




7. Post-Market Articles 78—-81 emphasize the importance of real-world
Surveillance monitoring. For ML, this includes detecting performance
drift and implementing algorithm updates under

controlled, validated procedures.

3.3 Data Collection

A systematic and evidence-based method was employed to support the design
of the ML-driven IVD software lifecycle framework. Regulatory compliance,
patient safety, and flexibility in adjusting to new technologies were emphasized.
Various data were gathered from regulatory authorities, scientific literature, and
industry reports to serve as the foundation to conduct the gap analysis and build

the framework.

Primary regulatory documents were reviewed, including the EU IVDR 2017/746
and the Al Act 2024/1689. Additional guidance was taken from the MDCG, the
International Medical Device Regulators Forum (IMDRF), and the U.S. Food
and Drug Administration (FDA) for contextual comparison. Nevertheless, EU-

specific regulations were prioritized.

Academic publications were retrieved from databases such as PubMed and
Science Direct using search terms including “machine learning medical
devices,” “IVDR compliance for Al,” and “adaptive algorithms regulation.” Peer-
reviewed studies published between 2020 and 2025 were selected, with priority
given to those addressing lifecycle management and regulatory challenges in

healthcare Al.

Industry perspectives were incorporated through the analysis of reports and
white papers published by MedTech Europe, the Regulatory Affairs
Professionals Society (RAPS), Open Regulatory, and the British Standards
Institution (BSI). These materials were used to capture real-world insights and

current regulatory expectations.



To validate the practical dimensions of the research, informal consultations
were conducted with professionals in machine learning and regulatory affairs.
Through the synthesis of regulatory guidelines, academic findings, and industry
practices, a foundation was established for the regulatory gap analysis and the

lifecycle framework presented in Chapter 6 and Appendices 1.

4 Regulatory and Standards Background

This chapter provides an overview of the regulatory frameworks and

international standards that form the foundation for the development, approval,
and lifecycle management of IVD software. The focus is on describing the core
elements of the EU regulatory environment and harmonized standards relevant

to the safe and effective development of software-based medical devices.

4.1 EU Legislation

The European Union is the highest regulatory authority governing the
manufacturing and market entry of medical devices within its jurisdiction (9).
The EU legislative framework operates at two levels: primary and secondary
legislation. Primary legislation consists of EU treaties forming the legal
foundation for all regulations, and secondary legislation includes directives and
regulations that provide compliance requirements for specific purposes (10). In
the medical device field, such requirements include MDR 2017/745 and IVDR
2017/746. Directives require transposition into national laws of member states,
allowing flexibility in implementation. In contrast, regulations do not allow

modifications and must be followed, as it is stated in all EU member states (11).

4.1.1 In Vitro Diagnostic Regulation (IVDR) 2017/746

The IVDR is the EU’s main law for controlling the safety and performance of

diagnostic medical devices, including software used to analyze blood, tissue, or



other samples(5). It applies to both traditional laboratory tests and modern

digital tools, including ML-enabled software(12).

Under the IVDR, all devices are classified by risk(13). The manufacturer can
self-certify low-risk products, which are Class A. However, most ML-based
diagnostic software falls into higher-risk categories (Class B, C, or D), which
require a review by an independent organization called a Notified Body(14).
This process must be completed before the product can be sold and carry the

CE mark, which shows that it meets EU safety and quality standards(15).

The regulation outlines detailed requirements that encompass the entire
lifecycle of a device, from initial design and development to real-world use.
These include:

« Proving that the device works safely and effectively (performance

evaluation)

e Managing risks throughout development (risk management)

« Keeping clear technical documentation and records (traceability)

e Monitoring how the product performs after it is on the market (post-

market surveillance)

Although the IVDR does not specifically mention artificial intelligence, many of
its rules apply to ML-enabled devices, especially those related to software
safety, quality management, and performance consistency(16). These
requirements form the foundation for CE certification and are meant to protect

both patients and users.

4.1.2 Overview of the Al Act and Its Impact on ML-Enabled IVD Software

The EU Al Act (Regulation EU 2024/1689) represents a significant step forward
in regulating artificial intelligence systems across Europe. It is the first
comprehensive regulatory framework of its kind in the world(17), introducing a
risk-based classification approach. The Al Act classifies most ML-enabled IVD

software as high-risk due to its impact on critical clinical decisions such as

10



diagnosis, treatment planning, or prognosis(16). Although not all IVD devices

are considered high-risk, many fall under low risk (Class A).

The Al Act defines an Al system as any machine-based solution that can
operate with varying levels of autonomy, interpret input data, and generate
outputs, such as predictions, recommendations, or decisions, that can influence
physical or virtual environments (18). ML-enabled IVD software fits this

description, as it provides outputs that clinicians use to guide patient care (19).

To understand how this legislation works, it is necessary to examine its
structure. The Act is divided into 13 chapters and several annexes, each
covering a specific regulatory aspect, from general principles and risk
categories to market oversight and enforcement mechanisms. Figure 2 provides
a chapter-wise overview of the Al Act’s layout. The image is taken from the
Johner-Institute(20).

Chapter |
General Provisions ©

(3 Annexes
Chapter Il
@ ?-h o Prohilited A Pracices
inal provisions
Chapter IIl
Chapter XIl LAk
6, Penalities \ High-Risk Al Systems

Chapter IV
— A| Act —— Transparency Obligations for Providersand <)
Deployers of Certain Al Systems

Chapter X / K
© Codes of Conduct and Guidelines g::ttr:-‘:’urpuse Al Models L0)
Chapter X
Post-Market Monitoring, Information Sharing, Market Surveillance fdheaaT:rre‘gin Supportof Intation L0
Chaper VIl Chapter Vi

Chapter XI
@ Delegation of Power and Committee Procedure

@ EU Dataase for High-Risk Al Systems '0)

Governance

Figure 2. Chapter-wise structure of the EU Artificial Intelligence Act.
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Among all sections, Chapter lll on High-Risk Al Systems is significant in the
context of this thesis and as well as medical device software. It outlines the
main compliance requirements for these systems, including risk management
processes, data governance, technical documentation, and quality
management. Meeting the obligations outlined in Chapter lll is crucial to
ensuring the safety, reliability, and clinical appropriateness of Al in medical

applications.

Chapters VIII and IX introduce obligations for maintaining a centralized EU
database for high-risk Al systems and establish post-market monitoring
responsibilities. These align closely with the IVDR’s expectations for ongoing

product oversight(20).

Chapters IV and V shift the focus toward transparency and the ethical
deployment of Al. They address general-purpose Al models and emphasize the
importance of explainability and human accountability, critical considerations for

healthcare, where users must be able to interpret and trust Al outputs.

Chapters X through XllIl support the broader infrastructure of the Act, covering
procedures like codes of conduct, governance models, enforcement practices,
and final provisions. Together, these chapters help create a consistent and

harmonized Al regulatory landscape across the EU.

Figure 3 illustrates how Chapter lll is structured. The image is taken from the
Johner-Institute(20). It consists of five sections and 49 articles, which together
define the complete set of compliance responsibilities for developers of high-risk

Al systems.

12



Section 1:
(" Classification of Al systems as high-risk "2

— Article 8: Compliance with the requirements
|— Article 9: Risk management system
— Article 10: Data and data goverance

Section 2 — Article 11: Technical documentation

I Requirements for high-risk Al B
S AT DG 2 B I o o e

h— Article 13: Transparency and provision of information to deployers

I— Article 14: Human oversight

“— Article 15: Accuracy. robustness and cybersecurity
— Aticle 16: Obligations of providers of high-risk Al Systems

| — Article 17 Quality management system

Chapter Ill | — Article 18: Documentation keeping
High-Risk Al Systems
| — Article 19: Automatically generated logs

|— Article 20: Corrective actions and duty of information

Section 3 | — Aticle 21 Cq ion with
f— Obligations to providers and deployers of high risk Al systems and —]
other parties f— Article 11: Authorised representatives of providers of high-risk Al systems

[— Article 23: Obligations of other importers
[~— Article 24: Obligations of distributors
[— Article 25: Responsibilities along the Al value chain

h— Article 26: Obligations of deplayers of high-risk Al systems

\— Article 27: rights impact for high-risk Al systems:

Section &
e Nothine authorites and notied bodies. "2
Notifying authorities and notified bodies

Section 5
—

fates.regisraion “©

Figure 3. Overview of key compliance requirements under Chapter lll of the Al
Act.

The Al Act divides Al systems into four risk categories: unacceptable, high,
limited, and minimal. Most ML-based IVDs fall into the high-risk category, as
stated in Annex Il and Article 6, because their outputs can significantly impact
health outcomes (21). High-risk systems face the strictest compliance
standards, while the other categories carry fewer or no binding requirements
(20).

For high-risk systems, manufacturers must meet several key requirements.
These include setting up an Al-specific quality management system, preparing
detailed technical documentation, establishing continuous monitoring

processes, and implementing robust data governance practices (21,22).

Importantly, companies that already have a quality management system based
on ISO 13485 for IVDR or MDR compliance do not need to create a completely
new system (23). However, they must adapt and extend their existing QMS to

incorporate the additional Al-specific requirements outlined in the Al Act. All

13



these steps are essential to ensure that the software functions accurately,

transparently, and ethically (24).

One of the Act’s foundational principles is data governance. The law mandates
the use of high-quality, representative, and unbiased datasets during
development. This is particularly critical in the IVD space, where poor or biased
data could lead to incorrect or unfair outcomes. As a result, ML models used in
IVD software must be designed to be both interpretable and explainable,
allowing healthcare professionals and regulators to understand and trust the

process by which decisions are made.

When an ML-enabled IVD software is classified as high-risk under the Al Act,
based on its intended purpose and impact on health decisions, it must comply
with strict obligations outlined in Chapter Ill. These include requirements related
to risk management, technical documentation, data governance, and post-

market monitoring(12).

Notably, the Al Act applies not just to companies based within the EU but also
to any provider whose Al systems affect users in the EU(17). This extraterritorial
scope ensures that all systems used within the EU must follow the same rules.
To help simplify compliance, manufacturers are allowed to incorporate Al Act
requirements into their existing ISO 13485 compliant QMS.

Although the Act supports innovation, it also introduces a degree of regulatory
complexity, especially for startups and small or medium-sized companies.
These businesses may struggle with the combined demands of both the VDR

and Al Act requirements.

The Act officially came into effect on 1 August 2024. Several deadlines have
been established, like prohibited Al systems must be withdrawn by February
2025, obligations for general-purpose Al models come into force in August
2025, and full compliance for high-risk systems becomes mandatory by August
2026 (Annex Ill) and August 2027 (Annex ).

14



To comply fully, manufacturers of ML-enabled IVD software must ensure they

follow Al-specific regulations across the entire product lifecycle, from initial

design to development, validation, deployment, and post-market monitoring.

Table 2 below summarizes the core Al Act requirements for ML-based IVD

systems, linking each requirement to its legal basis and explaining its

application.

Table 2. Key Al Act Requirements Applicable to ML-Enabled IVD Software

Obligation Relevant Application to IVD Software
Article(s)
Risk Classification Art. 6, ML-enabled IVDs are often classified as
Annex | high-risk Al systems it can significantly
influence clinical decision.
Risk Management Art. 9 Comprehensive risk management
System processes must be implemented
Data Governance Art. 10 High-quality, representative, and
unbiased datasets are required
Technical Art. 11 Detailed documentation demonstrating
Documentation compliance must be maintained
Transparency and Arts. 13 & Al systems must be transparent and
Human Oversight 14 subject to human oversight
Post-Market Arts. 61 & Continuous monitoring and incident
Monitoring 62 reporting mechanisms are required
Extraterritorial Art. 2 Non-EU providers must comply if their
Applicability Al systems are used within the EU

4.2 International Standards for Life Cycle Management

A suite of harmonized international standards plays a critical role in supporting

the lifecycle management of ML-enabled medical device software. These

standards help ensure that products are developed, maintained, and monitored

15




in a way that is safe, effective, and secure. Many of these standards also align
with the expectations set by the EU Al Act and the IVDR (21).

At the foundation are ISO 13485, which defines the quality management system
requirements for medical devices, and ISO 14971, which focuses on systematic
risk management throughout the device lifecycle. These two overarching

standards set the structural backbone for software-specific requirements (25).

At the core of software development is IEC 62304, which establishes the life
cycle requirements for medical device software, including development,
maintenance, risk management, and problem resolution (26). This standard is

supported by:

« EN 82304-1, which applies to health software intended to operate
independently of hardware medical devices (27).
o |EC 62366-1, which guides usability engineering and user interface

design to minimize use-related risks(28).

Cybersecurity is addressed by IEC 81001-5-1, which provides a structured
approach for integrating cybersecurity processes across the software
development lifecycle, and IEC TR 60601-4-5, which outlines technical

requirements to ensure resilience against cybersecurity threats (29).

Figure 4 (generated by ChatGPT) below illustrates the interrelationship between
key international standards that support the lifecycle management of medical
device software. At the foundation are ISO 13485 and ISO 14971, which
provide quality and risk management structures, respectively. These standards
support IEC 62304, which governs the software lifecycle, and are
complemented by usability and cybersecurity standards relevant to modern

medical devices that utilize ML.
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Figure 4. International standards supporting the lifecycle management of
medical device software

4.2.1 1SO 13485 Quality Management System

ISO 13485:2016 is the main standard for quality management in the medical
device industry. It helps organizations ensure their devices and services meet
customer needs and comply with regulatory requirements. The standard is
harmonized under both the IVDR and MDR, which means it plays a key role in

getting CE certification in Europe (25)

In the context of IVD software, ISO 13485 plays a critical role in structuring
internal processes to ensure that software development is controlled, validated,
and auditable. It provides a framework for integrating other key standards, such
as IEC 62304 (software lifecycle processes), ISO 14971, and IEC 81001-5-1,
into the overarching QMS.

While ISO 13485 does not contain software-specific provisions, it acts as the
structural backbone that mandates the implementation and documentation of
compliant development practices(30). With the introduction of the Al Act, ISO
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13485 can also support conformity by ensuring quality processes are in place
for machine learning-enabled IVD software, especially in pre-market design

controls and post-market surveillance (24).

4.2.2 1SO 14971: Risk Management

ISO 14971 is a globally recognized standard that provides a structured process
for managing risk in the medical device industry. It guides manufacturers in
identifying, assessing, controlling, and monitoring risks throughout a product’s
lifecycle (31). The standard applies to hardware and software-based medical

devices and supports compliance with EU IVDR (32).

The core principle of ISO 14971 indicates hazard identification, risk
assessment, and risk control measures to minimize the potential harm to the
patient (31). This standard also provides guidelines for the risk mitigation of the
environment. According to this standard, the risk is measured based on severity
and probability. It also provides guidelines to mitigate all possible residual risks.
The standard follows a life cycle approach, which requires the risk management
activities to be incorporated from the initial design phase through to post-market
surveillance (33). Even new risks identified after product release can be

mitigated according to its continuous improvement process(32).

ISO 14971 is harmonised with IEC 62304, which mandates its application in
medical device software development. A comprehensive risk documentation is
required for implementing ISO 14971. It also requires hazard analysis, risk
control measures, and benefit-risk assessment. Traceability is also important for
the implementation of this standard. Traceability between risk management
activities and software development processes is essential to demonstrate
compliance. Challenges in applying the standard include defining acceptable
risk levels, ensuring complete risk identification, and maintaining up to date risk

documentation throughout the product life cycle(34).
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4.2.3 |IEC 62304: Software Lifecycle Processes

IEC 62304 is the main international standard that defines how to manage the
software life cycle for medical device software. It provides a structured process
for developing, maintaining, and managing risks in software used in medical
devices. The standard supports regulatory compliance with both the EU IVDR
and the FDA (35).

A key part of the standard is the risk-based classification of software:

o Class A: No risk of injury or damage to health.
e Class B: Possible non-serious injury.

o Class C: Risk of death or serious injury.

The higher the class, the more documentation, testing, and verification are
required during development. IEC 62304 defines five major processes that must
be followed throughout the software lifecycle. These are shown in Figure 5. The

image is taken from sunstonepilot.com(36).

IEC 62304 Software Development Processes
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Figure 5. Key processes defined in IEC 62304
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IEC 62304 demands extensive documentation, including a software
development plan, risk management files, verification and validation reports,
and configuration management records. Traceability ensures every software

component is linked to risk management and testing.

4.3 Regulatory Pathways for ML-Enabled Medical Devices

Under IVDR, ML-enabled IVD software is categorized as Medical Device
Software (MDSW) and is subject to classification rules outlined in Annex VIIl,
particularly Rules 1.4 and 3.3, which often lead to classification in Class C,
especially when the software provides information used for diagnostic or

therapeutic decisions with potential impact on patient health.
Key regulatory steps in the pathway include:

1. Risk-Based Classification:
The risk class of the software determines the route to conformity. Most
ML-based diagnostic tools fall under Class C due to their influence on
critical clinical decisions. Class B and D classifications are also possible
depending on the device'’s intended use and output risk level.

2. Conformity Assessment:
For Class C devices, the manufacturer must engage a Notified Body to
perform a conformity assessment. This includes an in-depth review of the
technical documentation, QMS, and performance evaluation evidence.

3. General Safety and Performance Requirements (GSPRs):
The device must fulfil the GSPRs listed in Annex |. These include
requirements on safety, reliability, risk control, software lifecycle
processes, and usability. For ML-enabled systems, this entails ensuring
consistent performance, transparency, and a clear description of the
intended use, algorithm logic, and limitations.

4. Performance Evaluation:
Article 56 and Annex Xlll mandate a robust performance evaluation,
which includes:

o Scientific Validity
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o Analytical Performance
o Clinical Performance
For ML models, evidence must demonstrate that the algorithm
performs reliably across varied datasets and populations.
Performance must be monitored throughout the product lifecycle.
5. Technical Documentation:
Required under Annex ll, this includes details of software design,
development processes (aligned with IEC 62304 ), risk management (ISO
14971), and quality processes (ISO 13485). ML-specific documentation
should also explain training data selection, validation strategy, and
mechanisms for change control or retraining.
6. Post-Market Surveillance (PMS) and Vigilance:
ML-based IVDs must include a PMS Plan and, for Class C devices, a
Periodic Safety Update Report (PSUR). Continuous monitoring of
software performance, especially for drift or bias, is essential.
Mechanisms must also be in place for corrective actions and incident

reporting.

IVDR does not yet include explicit guidelines tailored solely to adaptive ML
algorithms. However, existing obligations under Annex | and the increasing
guidance from MDCG documents (e.g., MDCG 2021-24, MDCG 2020-16)
provide a foundation for regulatory alignment(37). Manufacturers must
demonstrate that any learning system remains stable or is updated through a

validated and traceable process(38).

Thus, the regulatory pathway for ML-enabled IVD software under IVDR is
stringent, risk-based, and performance-driven. It demands early integration of
compliance into design and continuous validation throughout the device’s

lifecycle.

4.4 The Need for a Lifecycle Management Framework

The complexities of machine learning-assisted IVD software are not yet fully

covered by existing medical device regulations. Conventional regulatory
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frameworks are based on static software, whose operation remains constant
after approval(12,16). ML models, by contrast, can shift and adapt over time,
requiring continuous reassessment to maintain ongoing safety, accuracy, and
clinical appropriateness. Yet, such mechanisms to facilitate changes are not
often clear in existing models, and it is uncertain how to validate updates or
update documentation. Such deficiencies can hinder innovation and increase

compliance risks.

Currently, the EU Al Act imposes strict requirements on algorithm transparency,
traceability, and ongoing supervision. These obligations must be met in
conjunction with IVDR measures in the areas of clinical performance, risk
management, and quality(12,39). The developers are required to comply with
both sets of obligations, in addition to ensuring that the products remain both

safe and effective throughout their life cycle(40).

To meet these challenges, this thesis suggests an integrated life cycle
management approach that harmonizes the essential requirements of the IVDR
and the Al Act. These standards are underpinned by harmonized standards,
such as ISO 14971 on risk management, IEC 62304 on software life cycle
processes, and ISO 13485 on quality systems. By bringing together obligations
applicable to Al with medical device rules and quality standards, the proposed
framework provides a realistic approach for creating safe, transparent, and

compliant ML-based diagnostics.

5 Results: Gap Analysis and Key Findings

This chapter presents the results of the regulatory gap analysis, focusing on the
main compliance challenges. First, the limitations of the IVDR and the Al Act
are identified. A comparison is then made between them, followed by a

proposed strategy to help close these regulatory gaps.
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5.1 Key Challenges in Regulatory Compliance

5.1.1 ML-Specific Guidance Gaps

The regulation of ML-enabled IVD software presents ongoing challenges,
primarily due to its adaptive nature and the limited availability of tailored
guidance within existing EU frameworks. While the IVDR offers a structured
approach for traditional medical device software, it lacks specific provisions for
managing the evolving behaviour of ML systems, particularly when algorithms

are retrained, improved, or modified after market release(14).

In current practice, ML models are not automatically updated in real-time.
Instead, updates are typically carried out by human developers through
controlled processes. However, it remains unclear when such updates, such as
retraining a model with new clinical data, constitute a “significant change” that

requires renewed conformity assessment under IVDR Article 110(13).

Although the MDCG 2020-3 guidance outlines structured criteria for assessing
software changes(41), it was not designed with adaptive ML systems in mind.
The guidance lists factors such as changes to the intended purpose, input data,
output performance, or algorithm logic as potential triggers for regulatory
reassessment. Yet, it does not address common ML-specific scenarios, such as
updates to training datasets, model weights, or learning parameters. This lack
of alignment leaves developers uncertain about how to evaluate algorithm

changes in practice(3,15).

PMS, required under the IVDR, is intended to monitor the ongoing performance
and safety of IVD devices(14). However, there is currently no clear regulatory
link between PMS findings and decisions about model updates or retraining in
ML systems. For example, if field data shows performance drift, it is unclear
whether retraining the model would trigger a new conformity process or be

considered part of regular maintenance.
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Together, these gaps create uncertainty for manufacturers developing ML-
enabled VD software. Without clear, harmonized guidance on how to assess,
document, and act on model changes over time, companies face difficulty
balancing regulatory compliance with the iterative nature of machine learning

development.

5.1.2 Data Privacy and Security Concerns

ML-enabled medical software relies on large volumes of patient data, raising
compliance challenges related to data protection and cybersecurity. The

primary issues include:

1. Inthe EU, GDPR (Regulation 2016/679) imposes strict requirements for
automated decision-making and data processing, which affect Al-based
diagnostics. The GSPR under IVDR further mandates robust

cybersecurity measures (IVDR, Annex I).

2. Continuous validation of Al models using real-world data is essential for
performance monitoring. However, GDPR restricts how patient data may
be used for algorithmic training, creating barriers to model retraining and

improvement(42).

5.1.3 Transparency and Explainability Requirements

The European regulatory landscape places a strong emphasis on the
transparency and explainability of ML algorithms used in IVD medical devices.
Under the IVDR, manufacturers must ensure that the intended purpose,
functioning, and limitations of their devices, including those enabled by ML, are
clearly described in the technical documentation and the information provided to
users(21). Transparency is critical not only for clinical users to make informed
decisions but also for notified bodies and competent authorities to adequately

assess device safety and performance.
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Similarly, the EU Al Act further reinforces the need for transparency in Al
systems, particularly for high-risk applications, which include ML-enabled
IVDs(21). The Al Act mandates that high-risk Al systems must be accompanied
by appropriate information to enable users to understand and interpret their
outputs correctly. This includes clear instructions for use, information about the
characteristics, capabilities, and limitations of the Al system, and the logic

involved in its functioning, where possible.

Manufacturers must also anticipate scrutiny of these aspects during conformity
assessment procedures. Failure to adequately address transparency
requirements may hinder market approval or expose manufacturers to post-
market challenges, including regulatory sanctions(20). Thus, lifecycle
management frameworks for ML-enabled IVDs must embed transparency
considerations from the earliest stages of development through post-market

surveillance.

5.1.4 Validation and Verification of ML Algorithms

Al-based medical software presents unique validation and verification
challenges, primarily due to the black-box nature of machine learning
models(43). Regulatory bodies require Al systems to demonstrate
reproducibility and explainability, but current frameworks lack standardized

evaluation methods (41).

e Reliability and performance assurance: While most ML models used in
regulated environments are deterministic, producing the same output for
the same input, validating their performance across varied clinical
scenarios remains a challenge. Unseen data distributions, data drift, or
overfitting may not be detected by traditional testing alone(44).

e Explainability and interpretability requirements: The IVDR emphasizes
the need for "explainable Al", but there are no universally accepted

criteria to measure explainability in a regulatory context (45).
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Table 3 summarizes the key challenges associated with validating and verifying

ML-enabled IVD software under the current regulatory framework. As a result,

manufacturers face challenges in proving the reliability of Al models in a way

that meets current regulatory expectations.

Table 3. Key Validation and Verification Challenges for ML-Enabled IVD

Software.

Challenge Description Regulatory Relevance
Lack of No widely accepted methodology | IVDR Annex | (GSPR),
harmonized exists for validating machine Al Act Chapter Il
V&V standards | learning models in a regulated

medical device context.
Black-box The inner workings of complex Al Act Article 13
model ML models are often opaque, (Transparency), IVDR
complexity making it harder to evaluate Annex | Section 16
performance and clinical safety.
Performance Deterministic models may still IVDR Post-Market

on unseen data

underperform when exposed to
real-world or out-of-distribution

data, posing patient safety risks.

Surveillance (Articles
78-81)

Explainability

requirements

Developers must demonstrate
interpretability, but regulators do
not define clear thresholds or

metrics for what is "explainable."

Al Act Article 13,
Recital 47; IVDR
General Safety

Requirements

Validation after

updates

It is unclear how often or under

what conditions retrained ML

models must be revalidated or re-

certified.

IVDR Article 110,
MDCG 2020-3
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5.1.5 Data Bias, Fairness, and Validation Requirements

Regulatory compliance also requires ensuring fairness in Al-driven diagnostic
decisions. However, machine learning models can exhibit bias due to factors

such as imbalances in training data or underrepresentation of specific patient
groups. These issues can lead to unequal performance across demographics

and risk undermining clinical trust and safety.

Currently, the IVDR does not provide explicit requirements for identifying or
mitigating algorithmic bias. This leaves manufacturers without clear regulatory
guidance on how to validate fairness or demonstrate that their models perform
consistently across diverse patient populations. While fairness is implied within
general safety and performance requirements, there is a lack of harmonized

expectations or testing criteria.

As a result, developers must take a proactive approach by integrating subgroup
analysis, representative data sampling, and performance audits into the
validation process. These measures can help demonstrate compliance with
ethical standards and reduce the risk of unintended harm, even in the absence

of formal regulatory benchmarks.

5.2 Comparative Analysis IVDR Vs. Al Act

The comparative analysis between the IVDR and the EU Al Act elucidates
critical intersections and divergences in regulatory expectations. Both regulatory
frameworks prioritize patient safety and data integrity but address these issues
through distinct regulatory pathways. The IVDR primarily focuses on ensuring
the analytical and clinical performance, accuracy, and reliability of diagnostic
devices. In contrast, the Al Act emphasizes transparency, accountability, and
mitigating ethical risks associated with automated decision-making processes.
Specifically, the Al Act introduces rigorous compliance protocols for high-risk Al

systems, requiring explicit Al classification, robust technical documentation, and
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detailed governance mechanisms that are complementary yet distinct from
IVDR mandates.

5.3 Gap Analysis: IVDR Vs. Al Act

Although both the IVDR and the Al Act aim to ensure the safety and
performance of digital health technologies, they differ significantly in scope,
focus, and operational clarity, especially when applied to machine learning-

enabled IVD software.

The IVDR provides a well-established foundation for regulating IVD medical
devices, including diagnostic software. It includes detailed requirements for risk
management, performance evaluation, technical documentation, and post-
market surveillance (14,35). It lacks specific provisions on how to manage
dynamic model updates, retraining, or algorithm transparency (15).

In contrast, the Al Act introduces obligations tailored to high-risk Al systems,
including requirements for data governance, transparency, human oversight,
and continuous risk management. While these provisions address Al-specific
concerns, they are often described at a high level and lack the implementation
detail needed for medical device developers, particularly in regulated domains

like in vitro diagnostics (21).

The key regulatory gap lies in the lack of integration between these two
frameworks. The IVDR outlines what must be documented and validated, while
the Al Act focuses on how Al systems should be governed and monitored. Yet,
neither regulation clearly defines how responsibilities like retraining,
explainability, or real world performance monitoring should be handled across
both domains (15).

This fragmentation creates challenges for developers, who must interpret
overlapping requirements without clear guidance on how to synchronize them.
For instance, the Al Act expects continuous oversight and quality control, but

IVDR conformity is based on fixed technical documentation and predefined
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software functions. There is no harmonized method for managing software
updates that may affect both performance and regulatory status(46).
By identifying these disconnects, a structured gap analysis is presented in

Appendix 1.

5.4 Bridging the Gap Between the Al Act and IVDR

Bridging the identified regulatory gaps between the Al Act and IVDR requires a
structured approach explicitly designed to harmonize the unique demands of Al
systems within the existing regulatory framework for medical diagnostic devices.
Addressing these gaps is not merely a matter of regulatory compliance; it is
essential for fostering innovation, ensuring patient safety, and maintaining
public trust in emerging Al technologies used in medical applications. To

effectively bridge these gaps, several specific strategies are proposed.

5.4.1 Unified Classification and Risk Management Approach

It's important to have a strong system for classifying and managing risks that
cover both IVDR requirements (like analytical and clinical risks) and the Al Act’s
categories of Al-related risk. To do this, Al-specific checklists should be added
to existing IVDR risk management processes. This combined approach helps
ensure a thorough and consistent way to assess risks, reduces the chance of

missing regulatory issues, and makes the compliance process smoother.

5.4.2 Enhanced Technical Documentation and Traceability

A significant gap highlighted between IVDR and the Al Act relates to the
documentation and transparency standards. Bridging this requires establishing
a harmonized technical documentation protocol that explicitly includes Al Act
requirements for transparency and accountability alongside IVDR standards for
performance and clinical validation. Creating unified documentation templates

that reference both regulations ensures traceability, simplifies regulatory audits
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and facilitates smoother market entry processes for Al-enabled medical

devices.

5.4.3 Proactive Ethical Compliance and Governance Mechanisms

To address the Al Act’s explicit prohibitions on manipulative, exploitative, or
discriminatory Al practices, which are currently unaddressed by IVDR,
comprehensive governance mechanisms must be introduced. These
mechanisms involve regular ethical risk assessments, algorithmic transparency
audits, and detailed bias evaluations integrated into existing medical device
lifecycle management processes. Explicit documentation and reporting of these
assessments will fulfil Al Act-specific ethical compliance while complementing

IVDR’s focus on patient safety and effectiveness.

5.4.4 Lifecycle Management Integration

An integrated lifecycle management approach is essential to bridge regulatory
differences effectively. This involves explicitly embedding Al Act-specific
elements such as robustness evaluations, system transparency, and non-
discriminatory practices within the existing IVDR-oriented lifecycle management
frameworks guided by IEC 62304 and ISO 13485 standards. Such integration
will facilitate regulatory coherence, reduce redundant compliance activities, and

enhance operational efficiencies.

5.4.5 Continuous Regulatory Surveillance and Update Mechanism

Finally, establishing a continuous surveillance and update mechanism to
monitor changes in regulatory expectations, standards, and best practices
under both IVDR and the Al Act is critical. A dedicated monitoring protocol will
proactively identify and respond to evolving regulatory requirements, thereby

maintaining compliance and reducing risk throughout the product lifecycle.

Through these structured and integrated strategies, the identified regulatory

gaps between the Al Act and IVDR can be systematically addressed, providing
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clarity, ensuring compliance, and enabling the innovative potential of Al-driven

medical diagnostic solutions.

6 Proposed Lifecycle Management Framework

This chapter presents a structured lifecycle management framework for ML-

enabled VD software, developed to address regulatory requirements under the

IVDR and the Al Act. The goal is to support manufacturers in staying compliant

with regulations while also keeping up with the changing technical and clinical

needs.

6.1

Framework Objectives and Design Principles

The proposed lifecycle management framework is built to meet two core

objectives:

e Ensure safety, performance, and regulatory compliance throughout the
lifecycle of ML-based diagnostic tools.
e Enable continuous learning and improvement of models in response to

real-world data, without compromising compliance or patient safety.

To achieve these aims, the framework is grounded in five design principles:

1.

Regulatory-by-Design: Compliance with the IVDR and Al Act is integrated
from the earliest stages of development. Requirements from ISO 13485, IEC
62304, and ISO 14971 are embedded throughout the process, not added
retrospectively. For example, data collection must meet the Al Act’s data
governance standards (Article 10), while model reliability and state-of-the-art
practices follow IVDR expectations. This ensures that all design outputs are

audit-ready and aligned with GSPRs.

Risk Management and Human-Centric Design: Following ISO 14971 and
Al Act Article 9, risk management is continuous and proactive. The

framework emphasizes the identification of ML-specific risks such as data
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bias, model drift, or misclassification. In line with Al Act Article 14, human-
centric design is prioritized. Al must assist "not replace" clinical decision-
making. Features like interpretable outputs and override options ensure that

human oversight remains in control of the diagnostic process.

3. Lifecycle Traceability and Iterative Improvement: Traceability is enforced
at every step from requirements through to verification. Each model version
is linked to specific training data and test outcomes. Drawing from CRISP-
DM and the V-model, the framework supports controlled iteration: post-
market data can be used for model improvement, but only through defined
change control and revalidation under IEC 62304. This enables adaptive

learning while upholding medical device safety standards.

4. Transparency and Accountability: Transparency is both a regulatory and
ethical imperative. In line with Al Act Article 13, users and regulators must
be able to understand how the model works and how decisions are made.
Development choices, such as data sources, model architecture, and
performance thresholds, are documented with clear justifications.
Responsibilities are clearly defined, including the role of the PRRC, as
required by IVDR Article 15.

5. Integration with Quality Management System (QMS): The framework is
embedded within the company’s ISO 13485 QMS. It complements existing
design and development processes, rather than operating in isolation.
Standard procedures such as design reviews, verification planning, and
change control are extended to include Al-specific aspects like data bias
review and ML model validation. This alignment ensures that teams across
functions, regulatory, software, and data science, work within a unified,

compliant process.

6.2 Integration of IVDR and Al Act Requirements

Developing an ML-enabled medical device necessitates navigating two
regulatory regimes: the IVDR, which governs the device’s safety, performance,

and technical documentation, and the EU Al Act, which imposes specific

32



obligations on the Al system within the device. In this framework, critical
requirements from both regulations are mapped into the lifecycle phases,
ensuring that compliance is built into the development process from the

beginning.

6.2.1 Mapping IVDR (Annex | & II) into the ML lifecycle

The IVDR provides structured requirements for software-based medical
devices, including ML components. The framework aligns the following
elements with lifecycle activities.

1. Intended Purpose and Classification: During early design, the ML
component’s intended use is clearly defined. The device is classified
under IVDR, and a formal intended purpose statement is created. This
guides data selection and performance target definition in compliance
with IVDR Annex Il.

2. General Safety and Performance Requirements (GSPRs): Annex |
specifies GSPRs. For software, Sections 16.1 and 16.2 are key: they
require repeatability, reliability, and state-of-the-art performance. These
are implemented through version control, documented workflows
(aligned with IEC 62304), independent dataset verification, and clinical
validation. GSPRs are translated into concrete design inputs and
verification criteria.

3. Technical Documentation: Annex Il outlines documentation
requirements, including device description, risk controls, testing
evidence, and performance results. Under this framework,
documentation is generated continuously throughout development,
eliminating the need for retroactive compilation and ensuring readiness
for conformity assessment.

4. Conformity Assessment and Change Management: Formal review
gates (e.g., Design Release Review) confirm completion of technical
documentation and performance claims before CE declaration. IVDR’s

PMS and vigilance requirements govern post-market activities. Software
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update protocols follow MDCG 2020-3, ensuring that changes are

evaluated for their significance and potential impact on compliance.

6.2.2 Mapping Al Act (Articles 10—15) into the ML lifecycle

The Al Act introduces specific requirements for high-risk Al systems, which

include most ML-enabled IVD software. In this framework, these requirements

are woven into the development process to ensure they are addressed

proactively, not added on afterward.

1.

Data Governance (Article 10)

The framework emphasizes good data practices from the start. Training
and testing datasets are reviewed for quality, representativeness, and
fairness. Any known limitations, such as demographic imbalances or
missing data, are documented. These steps help avoid unintended bias
and ensure the Al model learns from relevant and trustworthy data.
Technical Documentation (Article 11)

Al-specific documentation, such as how the algorithm was trained, what
assumptions were made, and what risks were identified, is compiled as
part of the main technical file. This documentation supports transparency
and provides the basis for future audits or conformity assessments.
Record-Keeping (Article 12)

Logs are incorporated into the system to trace input-output behavior,
training sessions, and other important actions. Such logs enable
traceability throughout the life of the product and provide insight into how
the system acts in various contexts, especially during post-market
monitoring.

Transparency to Users (Article 13)

The system’s purpose, capabilities, and limitations are explained clearly
in the user instructions. Wherever possible, basic details about how the
model works are included, for example, what kind of data it uses or how
it makes predictions. This helps end users (like clinicians) make informed

decisions when relying on the Al.
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5. Human Oversight (Article 14)
Human supervision is built into the design. Features such as warnings,
override buttons, and interpretable outputs allow users to step in if
something looks odd. The system is tested to make sure users
understand the outputs and know how to respond appropriately.

6. Accuracy, Robustness, and Cybersecurity (Article 15)
Before release, the model is tested under a variety of conditions to check
how stable and accurate it is. This includes scenarios with noisy or
borderline data. Cybersecurity risks are also assessed, especially if the

software connects to a network or handles sensitive patient information.

Where differences exist between the IVDR and Al Act, for instance, between
the Al Act’'s encouragement of continuous learning and IVDR’s requirement for
stability, the framework resolves the conflict by treating each updated model as
a new device version subject to complete validation and review. Similarly,
concerns about data access under the Al Act are addressed by maintaining
structured archives and privacy-compliant traceability logs, which can be made

available for inspection when required.

In this integrated approach, compliance with both the IVDR and the Al Act is
embedded into a unified development process. Each lifecycle phase addresses
dual regulatory requirements simultaneously. This reduces duplication,
streamlines conformity assessment preparation, and ensures that Al-enabled

diagnostic tools are safe and compliant with legal requirements.

6.3 Model Development and Validation Process

To make the framework more concrete, this section provides a walkthrough of
the main stages of the ML lifecycle, highlighting how each aligns with design

control and regulatory checkpoints.
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6.3.1 Define Intended Purpose and Risk Classification

The ML model’s intended clinical or diagnostic function is first defined, and its
regulatory classification is determined. For this use case (Hematoscope), the
device has been classified as Class C under the IVDR, necessitating Notified
Body involvement. Simultaneously, the software qualifies as a high-risk Al
system under the Al Act due to its IVD designation. Establishing these
classifications at the outset ensures that the appropriate regulatory context is
applied from the beginning. This stage produces an Intended Use statement
and a regulatory plan, including notification to a Notified Body and allocation of

resources for compliance.

6.3.2 Data Acquisition and Preparation

This phase involves collecting and preparing training, validation, and test
datasets. Data governance requirements (Al Act Article 10), privacy laws (e.g.,
GDPR), and IVDR Annex | provisions are addressed by ensuring that data is
ethically sourced, anonymised where necessary, and representative of the
target population. Documentation, such as data quality assessments and
dataset descriptions, is generated to support technical documentation. Where
required, a Data Protection Impact Assessment (DPIA) is conducted. By
formally establishing this phase, early risk mitigation is enabled through

structured data validation and bias analysis.

6.3.3 Model Design and Training

The ML model is designed (including algorithm and architecture selection) and
trained using the designated dataset. All design inputs, including regulatory and
user requirements, are tracked throughout the development process.
Justifications for algorithm selection are linked to state-of-the-art standards, as
required by the IVDR and Al Act. Version control and secure coding practices,

as outlined in IEC 62304, are followed. Once trained, initial performance metrics
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are recorded and reviewed in an internal checkpoint before advancing to

verification.

6.3.4 Verification and Validation

Validation activities ensure the model meets clinical expectations, including
robustness, reliability, and cybersecurity (e.g., through penetration testing or
adversarial robustness checks). Domain experts review performance to ensure
clinical adequacy. If performance thresholds are unmet, the model is returned to
prior phases for refinement. A formal Design Verification Review is conducted to
confirm that the design outputs match the design inputs, thereby fulfilling the Al

Act Article 15 requirements.

6.3.5 Human Factors Validation and Oversight Testing

Following verification, a dedicated human factors validation is conducted, as per
Al Act Article 14 and IEC 62366. Representative users interact with the system
in simulated environments to assess ease of use, interpretability, and the
potential for use errors. Misunderstandings or reliance issues are documented
and addressed through design refinements or updates to instructions. A
Usability Validation Report and an updated IFU are generated as key outputs.
This phase ensures that the product not only performs technically but is safe

and effective for real-world use.

6.3.6 Technical Documentation and Final Design Review

All development outputs are consolidated into the technical documentation, as
per IVDR Annex Il and Al Act Annex IV. Risk management summaries are
updated, and a draft Declaration of Conformity is prepared. A final design
review meeting is held, including senior management and the PRRC, to assess
full readiness. Documentation completeness, QMS conformance, and support
structures are evaluated. Approval at this stage permits the product to proceed

toward regulatory submission.
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6.3.7 Regulatory Submission and Notified Body Review

Following internal approval, the technical documentation is submitted to the
Notified Body for conformity assessment, as required for Class C IVDs. The
framework accommodates the time and effort needed for this review. Any
deficiencies identified by the Notified Body are addressed through additional
testing or documentation. If required under the Al Act, the system may also be
registered or certified through the appropriate Al compliance channels.

Regulatory approvals must be secured before market release.

6.3.8 Deployment and Release

Upon receiving regulatory clearance, the model is deployed to production and
released to users. Training materials and support plans are distributed
alongside the product. The release marks the transition to the operational
monitoring phase. A PMS plan, prepared earlier, now becomes active. Quality
systems transition to the production and post-production phases, triggering

monitoring and issue-reporting mechanisms.

6.4 Post-Market Monitoring and Feedback Loop

After deployment, the framework continues through a robust PMS process,
combined with a structured feedback loop. These mechanisms ensure the

ongoing safety, effectiveness, and compliance in real-world use.

Unlike traditional surveillance that relies mostly on user-reported complaints,
this approach includes active performance monitoring tailored to Al systems.
Key performance indicators (KPIs), such as false negatives, user overrides, or
discrepancies with confirmatory tests, are tracked. Where permitted, telemetry
data is collected to monitor how the system performs across different settings
and populations. Local installations may send de-identified summaries; cloud-
based systems can report directly. These metrics help detect performance drift,

input distribution shifts, and emerging edge cases.
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Alongside quantitative data, the framework gathers qualitative user feedback.
This is done through surveys, embedded feedback forms, or clinical working
groups. Even if issues do not qualify as reportable incidents, they may reveal
usability concerns, like unclear Al explanations or alert fatigue. These inputs are
reviewed regularly and may lead to updates in user guidance, interface design,

or training materials without altering the model itself.

All activities are conducted within a formal PMS system, as required by the
IVDR. A written PMS plan defines what data will be collected, how often it will
be analyzed, and who is responsible. A Post-Market Performance Follow-Up
(PMPF) plan is also developed. This may involve running the model on new
clinical data periodically to confirm it still meets performance expectations. If
serious incidents occur, such as a harmful misdiagnosis, investigations are
launched, and reports are submitted within the required regulatory timelines
(typically 15 days). Depending on the findings, corrective actions may include

model retraining, software patches, or updated user training.

Class C devices require PSURs, typically submitted annually. These summarize
safety trends, model performance, benefit-risk assessments, and any corrective
measures taken. Real-world data collected through active monitoring form the

evidence base for these reports.

A distinctive feature of this framework is its formal link between post-market
findings and model updates. A multidisciplinary Al Lifecycle Committee, usually
including data scientists, clinicians, and regulatory staff, reviews PMS data at
set intervals. If performance issues or guideline changes are detected, they may
recommend a model update. Each proposed change is evaluated to determine
whether it qualifies as a significant change under MDCG 2020-3, and if so, it

triggers a new validation cycle.

The feedback loop also extends to how the Al is used in practice. Follow-up
studies and user interviews may reveal over-reliance or underuse of the system.

For instance, if users are ignoring Al suggestions, further training may be
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needed. If users rely too heavily on incorrect outputs, design refinements or

clearer alerts may be implemented.

Over time, post-market data also builds a body of real-world evidence, which
can support future regulatory submissions. For example, when expanding
indications or avoiding additional clinical trials. This evidence helps demonstrate

ongoing control over the system’s performance and risk.

The loop is only complete when feedback is acted upon, changes are
implemented, and outcomes are monitored again. This cycle aligns with ISO
13485’s continuous improvement philosophy and ensures that each iteration of

the Al system is safer, smarter, and more usable than the last.

6.5 Adaptive System Lifecycle and Retraining Protocols

Machine learning introduces new challenges to traditional medical device
lifecycles. Unlike fixed software, ML models can improve when retrained on new
data. This framework supports such updates, but only through a controlled,

traceable, and regulation-aligned process.

6.5.1 Locked vs. Learning Approach

There is a "locked model" approach being employed, which means the
deployed model does not alter unless it is been updated according to a formal
process. It guarantees consistent performance, makes it simple to manage
changes, and aids in regulatory compliance. While the deployed model stays
fixed, internal learning continues, and new data is regularly collected and
analyzed to guide future updates when needed. When significant improvements
are identified, a new development cycle is initiated, allowing for enhancements
to be introduced through planned updates while preserving regulatory

compliance.
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6.5.2 Triggers for Retraining or Updating the Model

The framework defines clear conditions under which a model update is initiated:

1. Performance Degradation: If post-market monitoring reveals a decline in
performance (e.g., reduced sensitivity), the cause is investigated. Where

retraining is appropriate, a new development cycle is initiated.

2. Availability of New Data: When relevant new datasets are acquired that
could enhance model performance, retraining may be considered. Updates
are performed in defined intervals rather than continuously. It will minimize

disruption and regulatory complexity.

3. Expanded Use Cases: If the model is intended for a broader application
(e.g., a new clinical indication or setting), it is treated as a new project.
Existing model components may be reused, but a full regulatory review is

performed.

4. Regulatory or Safety-Driven Changes: If updates are mandated by
authorities or triggered by safety concerns, prompt action is taken. The
traceability of previous training and validation enables efficient, controlled

retraining.

6.5.3 Retraining Process

When updates are justified, the following retraining process is followed:

1. New data are collected and, where appropriate, combined with existing

datasets to prevent loss of prior knowledge.

2. System requirements and risk analysis are updated to reflect new inputs

or intended uses.
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3. The model is retrained either from scratch or by adapting the previous

version, and all iterations are version-controlled.

4. Performance metrics are reviewed and compared against previous
versions. If any performance degradation is identified, further tuning or

revision is initiated.

6.5.4 Regulatory Submissions

For each model update, its regulatory impact is assessed. Regulatory Affairs
Specialist determines whether authorities must be notified or whether updated
documentation must be submitted. Under IVDR, substantial changes may
necessitate renewed Notified Body assessment. The required documentation is

updated accordingly.

In cases where the Al Act applies, the conformity assessment may need
revision, including re-registration of the system. Change records are maintained

within the document control system to ensure traceability and audit readiness.

6.5.5 Update Strategy: Periodic Rather Than Continuous

To reconcile freedom of adaptation with regulatory compliance, updates are
being planned at intervals instead of being delivered continuously. It minimizes
disruption to users and prevents unnecessary regulatory submissions. Each
update is systematically validated to meet safety and performance
requirements. In critical instances, such as safety-related problems, updates

can be expedited through the Corrective and Preventive Action process.

6.5.6 Version Control and Change Tracking

All model versions and associated training data are archived. A comprehensive
Model History File is maintained, documenting datasets used, performance

achieved, and differences between model iterations. This documentation
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supports both internal review and external audits and satisfies Al Act traceability

requirements.

6.5.7 User Communication and Support

When the updated version is released, users are notified through official

communication means. The IFU or safety notices are updated as needed. User
support is made available to inform users about any changes, particularly when
the behaviour of the model has been changed. For instance, when the updated

version enhances detection levels, user instructions are provided accordingly.

6.6 Ensuring Transparency and Algorithm Explainability

Transparency and explainability are essential components of trustworthy and
effective Al in healthcare. This proposal integrates these principles across all
stages of development and deployment, addressing three key domains:
regulatory transparency, user-facing transparency, and internal technical
transparency. The goal is to ensure that the ML model does not function as a

"black box" but as a clinically usable, auditable, and understandable system.

Regulatory transparency is ensured through comprehensive technical
documentation. The technical file includes detailed descriptions of the model’s
architecture, training approach, performance metrics, limitations, and rationale
for design decisions. For instance, the choice of model architecture is explicitly
justified based on clinical relevance, interpretability, or supporting literature. The
demographic characteristics of the training dataset and any strategies used to
mitigate algorithmic bias are also documented. This level of detail supports
compliance with the Al Act and the IVDR and serves as a record for internal
teams, external auditors, and regulators. When questions arise, such as how
the model accounts for a specific patient factor, answers are traceable in the

documentation.
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User-facing transparency is achieved through features embedded in the
software interface, enabling clinicians to interpret the Al's outputs confidently

and safely. These features include:

Confidence Scores: The output is accompanied by a confidence value
whenever possible. Rather than simply presenting a binary result, the software
may display "Positive (97% confidence)," helping users assess result certainty

and determine when additional scrutiny is necessary.

Explanation of Contributing Factors: When supported by the model, the
interface may display which features influenced the decision. Techniques such
as SHAP (Shapley Additive Explanations) or feature importance analysis are
used to highlight relevant inputs. It will help clinicians understand how the model

reached a conclusion.

User Guidance and Training Materials: The IFU includes detailed
interpretation guidance. For example, it may explain that a "Positive" result
means a specific pattern was detected with high confidence and that
confirmatory testing is recommended in ambiguous cases. During onboarding,
clinicians are introduced to the model’s principles, such as its reliance on
statistical correlations rather than medical reasoning and what types of input or
conditions may affect its output. This instruction improves user understanding

and builds trust.

Visual and Interactive Explanations: In models using image or graphical data,
visual overlays such as heatmaps or highlight indicators may be used to show
which regions or features contributed most to a result. For tabular data,
graphical plots or highlighted lab values can serve a similar function. These

tools enhance user familiarity with the model’s decision patterns over time.

The framework recognizes that more complex models, such as deep neural
networks, often yield better performance but can be difficult to interpret. During
the design review process, developers assess whether a simpler, more

interpretable model, such as logistic regression, might be sufficient. If a complex
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model is used, external tools are integrated to generate approximate

explanations that can be reviewed during audits or presented to users.

Uncertainty is handled explicitly within the framework. When the model is
unsure, the system displays a warning, such as “Low confidence — retest
recommended,” to prevent blind reliance. These alerts are included during
model design and user interface development to promote responsible decision-
making. When errors or unexpected behavior occur, the system supports root
cause analysis through comprehensive logging. Each Al output is logged along
with input context and model confidence. This makes it possible to trace back
decisions and determine whether any user misunderstanding or system
weakness was involved. In cases where the issue could affect patient safety,
Field Safety Notices may be issued, and corrective measures are initiated. The

process is transparent and designed to build user trust.

The framework also addresses ethical transparency. In jurisdictions where it is
required, patients are informed that ML was involved in generating a diagnostic
suggestion or treatment recommendation. Clinicians are encouraged to explain
this clearly, such as stating: “A computer system trained on past cases helped
analyze your results and suggested this outcome based on similar patterns.”
This will ensure that the Al system supports safe and informed use in clinical
settings and helps to reinforce the essential role of human judgment in Al-

assisted healthcare.

6.7 Addressing Data Privacy and Security Compliance with GDPR

Data privacy and security are fundamental requirements in designing ML
systems in the health sector. The framework embeds these values throughout
the entire life cycle of the ML-based device to meet the European Union's
GDPR. This is not merely compliance with the law, it's about gaining public

confidence and living up to the expectation of ethics in the clinical setting.

Privacy by design in accordance with Article 25 of the GDPR is implemented

from the very beginning of the development process. It is initiated at the data
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acquisition level and extends to model training, deployment, and post-market
surveillance. Special attention is given in each step of data handling to make
sure that personal data is gathered, processed, and stored lawfully, in a fair

manner, and transparently.

When data is collected or prepared to train and validate the models, personal
data is pseudonymized or anonymized wherever possible. This might mean
eliminating explicit identifiers such as name or patient number and substituting
them with random codes. Where data such as sex or age is needed to support
the operation of the models, it is only provided in the minimum amount,

according to the data minimization principle of the GDPR(42).

Any use of personal data is first reviewed and documented before data
processing is commenced. Retrospective clinical data is typically allowed in
many instances under informed consent or legitimate provisions of secondary
use. Even where data are properly anonymised and it is not possible to identify
individuals, GDPR is not applicable, but the regime remains committed to
rigorous standards of data ethics(42). In any project dealing with personal data,
it is necessary to seek the advice of the organization’s Data Protection Officer
(DPO) to confirm the data strategy and compliance with privacy legislation. For
large-scale or new health data processing projects, a DPIA is performed. This
risk assessment determines the likelihood of re-identification, assesses the
proportionality of use, and suggests suitable measures. Encryption, access
controls, logging, and secure storage are often put in place. The DPIA is
undertaken early in the development process, before training any models, and

is used to inform both technical and organizational approaches.

The design also honors data subjects' rights under the GDPR. Users are
entitled to access their data, to edit errors, or to request the removal of their
data. Models already built on past data cannot be retroactively altered, but
safeguards are implemented to enable future sets to exclude data from training
in the case of such a request. This forward-focused solution is in line with the

new idea of "machine unlearning," which attempts to eliminate certain data
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points from subsequent iterations of models without compromising

performance(47).

This practice will ensure that sensitive health data is processed lawfully and
ethically, with safeguards in place to protect individual rights and maintain
transparency. Through early planning, clear documentation, and continuous risk
assessment, the framework demonstrates how regulatory obligations, and

innovation can be successfully balanced.

7 Discussion and Conclusion

The findings of this study highlight several important considerations for the
regulatory management of ML-enabled IVD software within the European
Union. The comparative analysis between the VDR and the Al Act revealed
both overlaps and critical gaps in their scope and implementation. While the
IVDR focuses on clinical safety, scientific validity, and post-market surveillance,
the Al Act addresses emerging risks specific to artificial intelligence, including
algorithmic bias, lack of transparency, and inadequate human oversight. These
frameworks operate with different emphases, one grounded in traditional

medical device regulation and the other in Al risk governance.

The gap analysis confirmed that many of the ML-specific requirements are not
adequately reflected in the current IVDR structures. For instance, the Al Act’'s
mandatory classification of high-risk systems and its prohibition of manipulative
or exploitative practices have no equivalents under IVDR(12,38). Similarly, the
Al Act introduces novel obligations such as automated logging, bias mitigation,
and interpretability that are not captured in the GSPRs of the IVDR(43). This
fragmentation contributes to uncertainty for developers and regulatory
professionals, particularly in the absence of harmonized guidance that would
clarify how overlapping requirements should be interpreted or operationalized in

practice.

This uncertainty may lead to delays in product development or over-engineering

of compliance strategies, ultimately hindering innovation in ML-driven
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diagnostics. Developers of ML-enabled IVDs may find themselves navigating
parallel expectations, such as those for software safety under IVDR and
transparency under the Al Act, without a coherent framework that bridges both.
As the regulatory environment continues to evolve, the lack of alignment
between the two regimes may increase the risk of misinterpretation or non-
conformance, especially in smaller organizations with limited regulatory

expertise.

These concerns were echoed at the 2025 RAPS Euro Convergence in
Brussels, which | attended. During the conference, regulators and industry
leaders emphasized the growing complexity of aligning Al Act requirements with
existing device regulations. A key takeaway, as reported by Regulatory Focus,
was the need for harmonized implementation practices, clearer conformity
pathways, and proactive guidance to support innovation without sacrificing
safety or transparency(39). These discussions reinforced the importance of
developing integrated frameworks like the one proposed in this thesis;
frameworks that can operationalize dual compliance in practice and ease the

burden on early-stage MedTech developers.

Considering these challenges, the proposed lifecycle management framework
offers a practical solution to the current regulatory disconnect. By embedding Al
Act-specific controls within an IVDR-compliant development process, the
framework supports a regulatory-by-design approach. It enables systematic
documentation, validation, and oversight by aligning Al Act requirements, such
as algorithmic transparency and data governance, with the technical, risk
management, and quality system expectations outlined in ISO 13485, ISO
14971, and IEC 62304. This alignment not only supports compliance but also
reduces redundancies and regulatory ambiguity by harmonizing overlapping

demands across both legislations.

Nonetheless, the proposed framework is not without limitations. The scope of
this thesis is confined to the EU regulatory space, excluding international
standards such as the FDA’s Good Machine Learning Practice or emerging

frameworks in Asia-Pacific jurisdictions. Furthermore, the framework remains
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theoretical. It has not yet been validated through implementation or public
consultation. Its effectiveness may be influenced by future revisions to the Al
Act and its delegated acts or implementing guidance. As such, this proposal
should be considered a foundation for continued refinement, rather than a fully

mature compliance solution.

To advance this work, future studies should test the framework in real-world
development settings and gather feedback from regulatory bodies and industry
stakeholders. This would help determine its practical feasibility and allow for
refinements based on empirical data. In addition, expanding the scope to
explore global convergence with other regulatory systems and adapting the
framework to address continuous learning models would improve its utility and

resilience in a rapidly evolving field.

By situating the findings of this study within the broader context of dual
regulatory obligations, this discussion underscores the importance of structured,
harmonized, and practical approaches to Al compliance in IVD software. The
lifecycle framework presented here is one such effort, aiming to bridge
regulatory gaps and reduce implementation friction in the development of safe

and trustworthy ML-enabled diagnostics.

In conclusion, this thesis contributes to the emerging field of Al regulation in
healthcare by providing a structured, compliance-oriented approach to
managing the lifecycle of ML-enabled IVD software. Startups and small
companies in the early stages of development can use this framework as a
practical guide to proactively embed regulatory compliance into the design and
deployment of their products. While further refinement and validation are
necessary, the proposed framework provides a solid foundation for aligning dual
regulatory pathways and supporting the safe and responsible deployment of Al

in medical diagnostics.
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Appendix 1: Al Act Compliance Checklist

Appendix 1

This appendix presents the Al Act compliance checklist that maps with relevant Al act Articles to the corresponding phases of the

ML-enabled IVD software lifecycle framework. It highlights the regulatory alignment with IVDR requirements, IEC 62304, and ISO

13485, and identifies key regulatory gaps or overlaps.

manipulate

and design

Requirement Description Guidance IVDR Mapping | IEC 62304 ISO Gaps/Overla
13485 | ps
Al Act Article 6- High-risk Al In device IVDR Atrticle 5, Not directly 71 Gap: IEC 62304
Classification classification classification file, Annex VIII: applicable; does and ISO 13485
must be cite both IVDR and | Classify IVD not address do not explicitly
confirmed. Al Act criteria. No | devices based on | device address Al/high-
extra process intended use and | (Classification risk
needed, just cross- | risk. based on risk classification.
reference. class)
classification.
Article 5 -Prohibited | Do not use Al Add a section in Annex | (GSPRs), | N/A 7.21, Gap: Al-specific
practices systems that risk management | Article 5 7.2.2 prohibitions not

fully covered




Appendix 1

people, exploit
vulnerable
groups, or enable
social scoring.
Avoid real-time
biometric
surveillance in
public unless
strictly authorized

by law.

documentation
explicitly stating
compliance with Al
Act Article 5.
Reference this in
IVDR GSPR

checklist.

Article 8-
Compliance/integrati

on

Allows integration
of Al Act and
IVDR compliance

activities

Use a single set of
technical
documentation
and QMS records
for both IVDR and
Al Act. Clearly
indicate in your
index/table of

contents where Al

Article 10, Annex
I, IX

41,51,52,5.3

4.1,
4.2.1

Overlap:
Integration

permitted
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Act requirements

are addressed.

Article 9 — Risk Requires a risk Expand risk Annex |, Section | 7.1 71, Overlap: All
Management management management file 16.2: Risk 7.2, require risk
system for Al to include Al- mitigation for 7.3, management.
specific risks (e.g., | software. 7.5.6 Include ML bias
bias, data drift, analysis
algorithmic errors).
Document Al-
specific risk
controls.
Article 10 — Data Datasets must be | Validate dataset Annex Il, Section | 5.2.1 7.3.3 Overlap: All

Governance

relevant,
representative,
and error-free to
minimize
bias.Sets
requirements for

data quality,

diversity (e.g., age,
gender, ethnicity);
document checks
in Data
Management Plan,
per SOP-009
(Section 4.2.1).

6.1: Dataset
validation for
performance

claims.

require data
quality. Ensure
dataset diversity
checks in SOP-
011(ML
development).
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representativenes
s, and bias
Article 11 -Technical | Requires Ensure your SOPs | Annex li 51.1,5.1.2, 423, Overlap: All
docs technical and templates are 51.3 424, require technical
documentation updated with Al- 7.3.2 docs
for Al specific
references.
Article 12 — Logging | High-risk Al Add a data Annex | (GSPRs | 5.1.1,6.2&7 7.5.6, Gap: None of
and Traceability systems must log | management 17.2), Annex 8.2.1, the standards
inputs, outputs, section to 8.24 explicitly require
and key decisions | technical logging of Al-
to support audit documentation, specific events

and PMS.

describing dataset
quality, bias
checks, and
traceability.
Reference this in
IVDR and software
lifecycle

docs.Ensure logs

(input, output,
model

decisions).
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are readable,
secure, and linked

to performance

monitoring.
Article 13 — Requires clear Document ML Annex Il, Section | 5.1.1,5.1.2 751, Overlap: IFU
Transparency IFU instructions and model logic in 6.2: Document 7.5.3.2. | required by all
transparency for | Technical File. software 1
users Add Al-specific functionality/desig
explanations (e.g., | n.
how the model
works, limitations)
to IFU and user
manuals.
Al Act Article 14 — Requires human | Document human | Annex | (GSPRs |5.1.1,5.1.2,5.7 | 7.21, Overlap: All
Human Oversight oversight to oversight 22.2,23.4) 7.2.2, support
minimize risks procedures in risk 7.3.3 oversight.
management and Document
IFU. Describe how override

users can override

protocols in User

Manual
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or monitor Al
outputs.
Al Act Article 15 — Sets Expand software | Annex|(GSPRs |5.1.1,5 7.3.6, Gap: Al Act
Accuracy, requirements for | verification/validati | 9, 17, 18), Annex 7.5.6, emphasizes
Robustness, and accuracy, on and 1 7.6, PCCP;
Cybersecurity robustness, and | cybersecurity 8.2.1 IVDRV/IEC less
cybersecurity documentation to specific. Define
include Al-specific PCCP in SOP-
robustness, 011, per SOP-
accuracy metrics, 003 (4.4).
and feedback loop
controls.
Reference these in
risk management
and PMS plans.
Article 16- Provider | Ensure your Al In QMS, add a Article 10, 13,16, | 5.1.1,5.1.2,9 421, Overlap: Most
obligations system meets all | checklist for Al 24, 26, 48, 50 423, obligations
EU Al Act Act-specific 7.21, already required
obligations before | obligations (e.g., 8.3,8.5

placing it on the

registration,
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market or putting
it into service.
This includes
proper design,
documentation,
conformity

assessment, and

accessibility).
Reference this in

QMS procedures.

CE marking.
Al Act Article 17- A Quality Describes how Article 10, Annex | 5.1.1,5.1.2,6 4.1, Overlap: QMS
Quality Management | Management QMS covers the IX (QMS) 4.2, required by all
System System (QMS) is | design, 8.1,
mandatory for development, 8.2,8.5
high-risk Al testing, and
systems lifecycle
management of Al
systems.
Article 18 - Specifies Update SOP Article 10(8), 51. (424 Overlap:
Documentation retention period ocument Annex I 1,51.2 Retention
retention for Management to required by all
documentation explicitly include a
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10-year retention
period for
documentation
related to high-risk

Al systems under

the Al Act.
Al Act Article 43 — Manufacturers of | Use IVDR Article 48, Annex | 5.1.1,5.1.2,5.5 | 8.21, Gap: IEC 62304
Notified Body high-risk Al conformity IX/XIXI 8.2.2, and I1SO 13485
Engagement systems must assessment route 8.2.3 support
carry out a but ensure notified documentation
conformity body reviews Al but do not cover
assessment Act requirements NB-specific
before placing as part of the conformity
the system on the | same process. assessment
market. workflows.
Article 61 -Informed | Requires Update Article 58, Annex | N/A 7.2.3, Gap: More
consent for real- informed consent | clinical/performanc | XIV 7.5.6 explicit consent

world testing

for real-world

testing

e study
procedures to

include Al-specific

for Al
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consent language

and
documentation.
Article 62 - Provides support | Set up real-time Recital 13, Article 411, Gap: Additional
SME/start-up and monitoring in PMS | 24 4.2.1 support for
support simplifications for | Plan; update SMEs
SMEs PSUR with data
drift findings, per
SOP-010 (Annex
).
Article 73 -Serious Requires Integrate Al- Article 82, Annex | 5.5 8.2.3, Overlap:
incident reporting reporting of specific incident 1] 8.3, 8.5 | Incident
serious incidents | reporting into reporting

involving Al

existing IVDR
vigilance and I1ISO
13485 CAPA
system. Reference
Al Actin
PMS/vigilance
SOPs

required by all
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Appendix 2: Machine Learning Model Development SOP

This appendix contains the standard operating procedure (SOP) for the machine

learning model development lifecycle at Hematoscope.

SOP-011
Machine Learning Model Development for IVD
Software under EU Al Act & IVDR

Author / Date:

Reviewer /
Date:

Approver /
Date:
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1. Purpose

This Standard Operating Procedure defines the structured process for planning,
developing, verifying, deploying, and maintaining machine learning models within

Hematoscope’s in-vitro diagnostic (IVD) software products.
The SOP ensures that ML components are developed in compliance with:

e The EU In Vitro Diagnostic Regulation (IVDR, 2017/746) includes Annex | and

Annex Il requirements.

« The EU Artificial Intelligence Act, specifically obligations for high-risk Al
systems (Articles 9-15)

« Relevant harmonized standards, including ISO 13485, IEC 62304, and ISO
14971.

The document supports the regulatory-grade development of ML-driven functionality,
incorporating proper design controls, risk management, traceability, and validation. It
ensures that ML models meet clinical performance expectations and can be

confidently integrated into Hematoscope’s IVD medical devices.
2. Scope and Applicability

This SOP applies to the development of all machine learning (ML) models that are

intended to be incorporated into Hematoscope’s IVD software products.

It is particularly relevant for software classified as Class C devices under the IVDR,
where ML plays a critical role in clinical decision support, result interpretation, or

diagnostic output.
The SOP complements the following company procedures:

e« SOP-009: Product Design and Development — This SOP extends SOP-009
with ML-specific activities during the design, implementation, and verification

phases.



Appendix 2

« SOP-003: Product Lifecycle Process — This SOP aligns with SOP-003 for
activities such as change control, post-market monitoring, and risk-based

updates to the ML model.
The SOP ensures that ML components fulfill:

e |VDR General Safety and Performance Requirements (Annex |) and

Technical Documentation obligations (Annex Il),

e Al Act obligations for high-risk systems, including data quality (Article 10),
technical documentation (Article 11), logging (Article 12), transparency (Article
13), human oversight (Article 14), and robustness (Article 15).

The processes defined herein are mandatory for any ML model integrated into
Hematoscope’s regulated medical software. Exceptions or deviations require
documented justification and prior approval from the Quality Assurance (QA) and

Regulatory Affairs (RA) team.
3. Roles and Responsibilities

The following roles are responsible for executing, supporting, and ensuring
compliance with this SOP throughout the machine learning ML model development

lifecycle:

e Product Owner / Lead System Designer

o Defines the intended purpose and regulatory classification of the ML-
enabled IVD device.

o Approves key documents such as the Data Management Plan, Model
Design Specification, and Design Review outputs.

o Ensures ML-related development aligns with the product’s clinical and
regulatory strategy.

o Data Scientist / ML Engineer

o Prepares and curates datasets for model training, validation, and testing.
o Validation set refers to dataset that is used to "guide" the model in the right

direction during model training.
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o Testing Dataset is the dataset that the model does not see during the
training.

o Designs and trains ML models; documents architecture, training
parameters, and model performance.

o Ensures data quality and bias control in compliance with Article 10 of the
Al Act.

o Maintains traceability and reproducibility of model versions.

¢ Risk Manager

o Applies Hematoscope’s risk management process (SOP-004) to ML-
specific risks.

o Identifies, analyzes, and mitigates hazards introduced by the ML
component.

o Ensures risk controls are verified, and residual risks are documented
according to ISO 14971 and IVDR Annex |.

e Quality Assurance (QA) & Regulatory Affairs (RA)

o Ensures design controls (e.g., requirements, verification, validation) are
followed and documented.

o Oversees compliance with IVDR Annex Il and Al Act Article 11
(Technical Documentation).

o Conducts formal Design Reviews and manages conformity assessment
activities.

o Verifies that controlled documentation is stored in the Design History
File (DHF) and Medical Device File (MDF).

e Software Engineers (Integration & Deployment)

o Integrate validated ML models into the production software system.
o Manage model configuration, version control, and deployment

infrastructure (e.g., cloud or on-premises).
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o Implement cybersecurity and logging mechanisms (Al Act Articles 12 &
15).

o Support release testing and documentation generation.

e Clinical and Scientific Affairs

o Ensure model validation aligns with intended clinical use and
diagnostic performance expectations.
o Contribute to the Performance Evaluation Report and support post-

market follow-up for ML functionality.

e All personnel involved in ML-related activities must:

o Complete training on this SOP before working on ML development
tasks.

o Document and report any deviations from this SOP. QA/RA must
approve deviations.

o Maintain compliance with Hematoscope’'s QMS and applicable

regulations.

4. Documentation and Records

ML model development produces a set of records and work products that become
part of the design and technical documentation of the device. Key outputs and

documents include:

« Data Requirements and Preparation Documentation: A description of the
data sets used for model training, validation, and testing. This includes data
source provenance, inclusion/exclusion criteria, data preprocessing steps,
dataset statistics, and evidence of data quality (e.g., label validation results).
Any Data Management Plan or dataset specification is documented and
stored (as part of design inputs or an annex to the requirements). This

documentation addresses Al Act Article 10 by demonstrating that
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training/validation data are relevant, representative, and as complete/error-

free as possible.

Model Development Artifacts: The source code (e.g., training scripts, model
architecture definitions) and trained model files (e.g., learned parameters) are
maintained in the configuration management system (Git repository, with
appropriate version control tags). A Model Training Log or Report is
generated, capturing the training configuration (hyperparameters, data used,
date, responsible engineer) and results (training curves, final model
performance on training and internal validation sets). This ensures
reproducibility and traceability of the model version according to Article 12’s

record-keeping obligation.

Design and Risk Documentation Updates: The introduction of an ML model
is reflected in the system design specification and architecture description (as
part of design outputs). For example, the software architecture document (see
SOP-009) will include the ML module, its interfaces, and any Software of
Unknown Provenance (e.g. ML libraries like TensorFlow/PyTorch), which are
handled per SOP-009 Section 4.3 on SOUP. The Risk Management File is
updated with ML-specific risk analysis and controls (bias mitigation, failure
mode effects if the model misclassifies, etc.), referencing the risk control
measures implemented (e.g., algorithm performance requirements, human

oversight steps).

Verification and Validation Records: All testing results related to the ML
model are documented. This includes Design Verification test cases that link
to ML requirements (e.g., verifying the model meets specified accuracy on a
validation dataset) and their results, as well as Design Validation or
performance evaluation outcomes demonstrating the model’s clinical
performance on independent test data or clinical samples. These results are
summarized in a Verification Report and/or Performance Evaluation Report,
which becomes part of the technical file (IVDR Annex Il, 6.1). The verification
evidence also supports Al Act Article 15 by quantifying the model’s accuracy

and robustness, which will be declared in the Instructions for Use.



Appendix 2

« Technical File and Change Records: The Technical Documentation (Annex
I) is maintained to include the ML model information: algorithm description,
training data summary, performance metrics, the intended purpose of the ML
(which must align with the device’s intended use), and any limitations. A
traceability matrix is updated to ensure that each ML requirement is linked to
design implementation and verification outcomes (fulfilling design control and
Al Act documentation mandates). When the model is finalized, a Design
Release Review (DRR) (as per SOP-009) is conducted, and minutes are
recorded, confirming that the ML development outputs meet all input
requirements and that the device (including the ML component) is ready for
release. Suppose the ML model or its training process is changed post-
release. In that case, change requests are handled via the change
management process (SOP-003, sec. 4.4.5), and all changes are logged (with
justification and impact assessment on safety/performance). Version history is
maintained to document each released model version and its validation in line
with configuration management procedures (e.g., semantic versioning of

models and software).

All documentation is filed in the Medical Device File (MDF) for the product or within
the controlled repositories (e.g., requirements and design docs in SharePoint QMS,
code in GitHub). The outputs listed above correspond to, or are included in, the
documents enumerated in SOP-003 Table 3.1 (e.g., user requirements, design
specifications, risk management file, verification/validation plans and reports, etc.).
Records must be retained and updated throughout the product lifecycle to support

regulatory submissions, audits, and post-market assessments.
5. Machine Learning Model Development Lifecycle Process

The ML model development process is divided into phases (5.1-5.7) that correspond
to stages in the software lifecycle, each with specific objectives, regulatory
checkpoints, and outputs. Table 1 provides a summary of these phases. This

process is aligned with the overall product development and quality management
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processes (SOP-009 and SOP-003), ensuring that traditional software development

controls and additional Al-specific requirements are satisfied in tandem.

5.1 Data Acquisition and Preparation

Activities

In this initial phase, the project team identifies and obtains the data required to
develop and evaluate the machine learning (ML) model. Sources may include
retrospective clinical datasets (e.g., laboratory results, annotated images), published
datasets, or prospectively collected real-world data. The data must align with the
intended purpose of the IVD device and adequately reflect the target user

population.

A formal data collection protocol is established to define data sources,
inclusion/exclusion criteria, and handling procedures for sensitive data. For any
dataset involving personal health information, data must be collected and processed
by applicable data protection laws (e.g., GDPR, HIPAA). Patient consent or data

anonymization steps are performed and documented before use.

After collection, data undergoes a structured preprocessing workflow. This includes
cleaning (e.g., removal of errors and duplicates), normalization, and partitioning into
distinct training, validation, and test sets. To enhance generalizability and avoid
overrepresentation of specific classes, methods such as stratified sampling and
dataset balancing are applied. Data augmentation may be employed when additional
synthetic data is needed, especially to strengthen underrepresented groups or

clinical edge cases.

Exploratory data analysis (EDA) is performed to understand the distributions, assess
coverage of clinically relevant subgroups, and detect anomalies or gaps. If significant
gaps are found, mitigation strategies such as resampling, sourcing supplemental
data, or refining inclusion criteria are implemented. At the end of this phase, the

curated datasets are stored with documented versioning and traceability.
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Quality and Compliance

In compliance with Article 10 of the Al Act, datasets used for ML development must
be relevant, representative, complete, and free of significant errors. The
development team ensures this by documenting the source, structure, statistical
properties, and limitations of each dataset. Data quality control includes subgroup
analysis to detect and mitigate bias, checks for completeness, and verification of

label accuracy.

The Data Management Plan includes all preprocessing steps, dataset metadata,
quality control metrics, and justification for dataset suitability based on the intended
use. Any dataset used for training or testing is version-controlled and linked to a

corresponding model version.

All outputs from this phase, datasets, metadata, and the Data Management Plan, are
stored in the controlled design environment (e.g., SharePoint, GitHub) and linked to
the product’s Design History File (DHF) and Medical Device File (MDF).

5.2 Model Design and Training
Activities

In this phase, the development team defines and implements the ML model
architecture based on product requirements, performance targets, and the
characteristics of the training data. The choice of algorithm and architecture is
guided by technical feasibility, explainability needs, regulatory constraints, and the

intended clinical context of use.

Commonly used architectures include neural networks, ensemble models, or
classical statistical learners, depending on the complexity of the task. Feature
engineering or transformation is performed when necessary to align input data with

model design assumptions.

Once the architecture is finalized, the model is implemented using SOUP
components, such as TensorFlow or PyTorch. These tools are managed under

Hematoscope’s configuration management and tool validation procedures, in

10
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accordance with IEC 62304 requirements for SOUP. All code, configurations, and

scripts used in training are version-controlled (e.g., Git), ensuring full traceability.

Model training is conducted in a controlled computing environment. The training
process includes the definition of hyperparameters, random seeds, optimization
functions, and convergence criteria. Intermediate results are monitored to detect
issues such as overfitting, divergence, or anomalous behavior. Cross-validation,
learning curve analysis, and early stopping techniques are used to ensure robust

model performance and generalization.

If multiple model candidates are trained, their performance is compared using
predefined evaluation metrics. The best-performing candidate is selected for
verification based on test set results. Training artifacts such as logs, performance

plots, and interim weights are stored as part of the model training record.

Monitoring and risk control

The model design and training phase follows the software development lifecycle
principles outlined in IVDR Annex 1,16.2, and complies with Articles 9, 13, and 14 of

the Al Act, focusing on risk management, transparency, and human oversight.

All design decisions, including algorithm selection, interpretability strategies, and
feature selection, are recorded in the Model Design Specification. Configuration
management is strictly enforced to ensure traceability, reproducibility, and rollback

capability throughout the model development cycle.

To support clinical safety and user trust, the design incorporates features that
enhance transparency and oversight, such as output confidence scores,
intermediate visualizations, and threshold-triggered alerts. These controls are
documented in system-level design inputs and linked to human factors and usability

requirements.

The Risk Management File is updated continuously during this phase. Potential
hazards, such as subgroup-specific performance limitations or unintended model

behavior, are identified and addressed. Risk control measures may include software-

11
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level fail-safes, interface-based warnings, or constraints in the intended use.

Residual risks are reviewed and accepted in alignment with ISO 14971.
Quality and Compliance

The model design and training phase adheres to software lifecycle principles as
required by IVDR Annex | 16.2 and the Al Act’s requirements for risk management

(Article 9), human oversight (Article 14), and transparency.

All design decisions, including algorithm selection, model interpretability strategies,
and feature set justification, are documented in the Model Design Specification. The
use of configuration management ensures reproducibility and enables rollback or

audit if needed.

Controls to support human oversight and clinical usability are considered at the
design stage. This may include designing the model to output confidence scores,
generate intermediate explanations, or integrate threshold-based alerting
mechanisms. These features are captured in system-level design inputs and linked

to human factors requirements.

The Risk Management File is updated throughout the model training phase. Potential
hazards introduced by model behavior (e.g., systematic underperformance on a
subgroup) are identified and addressed through risk control measures. These may
include interface warnings, model fallback logic, or limitations in the instructions for

use.

The final output of this phase includes the trained model with a unique version
identifier, updated training documentation (including dataset version used), and an
updated Design Specification. These are stored in the Design History File (DHF) and

linked to corresponding verification planning documents.

12
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Outputs

The outputs of this phase include a fully trained and traceable machine learning
model that is ready for formal verification and performance evaluation. The model is
assigned a unique version identifier and stored within a controlled repository under

configuration management.

Supporting documentation is generated to ensure full traceability and regulatory
compliance. This includes the finalized Model Design Specification, which details the
selected algorithm, model architecture, and performance expectations.
Accompanying this are the training configuration files, hyperparameters, training
logs, and a summary of the datasets used, each linked to specific model iterations

through version control.

These outputs demonstrate that the model has been developed in a reproducible
and controlled environment. They serve as the foundation for subsequent verification
and validation phases and are archived in the Design History File (DHF) as part of
the product’s technical documentation. Alignment with IVDR Annex Il and Al Act

documentation requirements is maintained throughout.

5.3 Verification and Performance Evaluation
Activities

In this phase, the finalized model from 5.2 is subjected to rigorous verification testing
and performance evaluation. The goal is to demonstrate that the model meets all
specified requirements and performance criteria and that it generalizes well to

independent data. The team designs test cases that cover:

e Functional correctness: Does the model produce the expected output
format and integrate correctly with the rest of the software (e.g. input/output

interfaces)?

« Analytical performance: Using a reserved testing dataset (not seen in
training), the model’s clinical performance metrics are measured. For a

diagnostic ML model, this includes sensitivity, specificity, positive predictive

13
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value, negative predictive value, etc., as applicable. These results are
compared against acceptance criteria derived from clinical requirements or

statistical targets set during design.

Robustness tests: The model is tested under various conditions — e.g.,
slightly noisy or perturbed inputs, edge cases, boundary values — to observe
behavior. The aim is to ensure the model’s performance is stable and robust
(Al Act Art. 15 emphasizes robustness and cybersecurity). For example, if the
model is for image analysis, tests may include images of lower quality to see if
performance degrades gracefully. If the model uses randomness (some do, in

inference), multiple runs are tested to ensure consistency (repeatability).

Security and fault tolerance: Although this is primarily handled at the
software system level, the ML model is assessed for any vulnerability e.g.
susceptibility to obviously adversarial inputs that could realistically occur.
Also, verify that errors from the model are handled properly by the system (for
instance, if the model fails to return a result, the system should handle that
error). Cybersecurity considerations (as per Al Act Art. 15) for the ML
component might include ensuring the model file is protected from tampering
and that model outputs cannot be easily manipulated by malicious inputs.

These aspects might be tested in collaboration with software security experts.

Before approval: Updated models are benchmarked against the currently
deployed version. Acceptance criteria are based on performance
improvement or at least non-inferiority. Any model failing to meet these

benchmarks is rejected or revised, as part of internal release control.

All verification activities follow the Verification Plan established earlier (SOP-009 and

SOP-003 reference having a verification plan). Each requirement (functional or

performance) that involves the ML algorithm is verified with at least one test.

Traceability is maintained so that its clear which test result corresponds to which

requirement (typically in a Requirements Traceability Matrix).

In parallel, for regulatory compliance, a formal Performance Evaluation for IVD is

carried out. For an ML-based IVD, this means compiling evidence that the device

meets its performance claims and is effective for its intended purpose. The

14
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verification testing on independent data contributes to this evidence (analytical
performance). If available, results from clinical validation studies (e.g., comparing the
ML’s output to a reference method on clinical samples) are included or referenced.
IVDR requires demonstration of clinical performance or a justified performance
evaluation instead of clinical data. For high-risk diagnostics, often a prospective
clinical performance study would be needed unless a well-curated archive of clinical
specimens is used. The Performance Evaluation Report will aggregate the analytical

performance (from lab/bench tests) and any clinical performance data.

Outcomes and Decision

Verification results are compared against pre-defined acceptance criteria. If the
model meets all criteria, it is considered verified. A Verification Report is created to
summarize all test results. The report highlights the model’s accuracy and other key

performance metrics.

In line with Al Act Article 15, these metrics must be included in the Instructions for
Use. The team ensures that the reported figures are accurately documented for this

purpose.

If any test fails to meet the criteria, corrective action is required. The team evaluates
whether to collect new data, revise the model design, or retrain the model returning
to earlier phases (5.1 or 5.2) if necessary. All changes are tracked through the formal

design change control process.

Minor issues may be corrected with small adjustments, such as threshold tuning.
More significant problems might need a redesign or a new training cycle. The model
continues through this verify-correct loop until it meets requirements or is withdrawn.
Each change is followed by regression testing to confirm that no new issues were

intfroduced.

Once verification is successful, the Risk Management File is updated with any
residual risks identified during testing. For example, if the model performs slightly

worse in a specific subgroup but is still clinically acceptable, the risk is documented

15
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with a justification. Related warnings or limitations are included in the user

information to comply with IVDR.

Finally, an internal Design Verification Review is held. QA and Regulatory Affairs
confirm that the verification evidence is complete and acceptable. Once approved,

the project moves to the documentation and release preparation phase.

5.4 Technical Documentation and Design Review
Activities

After successful verification, the development team compiles all design and
development outputs into the Technical Documentation required under IVDR Annex
[l. This includes detailed descriptions of the ML model’s intended purpose, algorithm
structure, training data, performance metrics, and any associated risks and
mitigations. The documentation must demonstrate how the model conforms to

design inputs and meets applicable regulatory and safety requirements.

The Technical Documentation also integrates Al-specific information in anticipation
of future compliance under the EU Al Act. This may include descriptions of model
logic, data quality controls, transparency features, human oversight provisions, and

justification for design choices.

A formal Design Review is conducted to evaluate the completeness and adequacy of
the ML development outputs. Depending on the stage, this may take the form of a
Design Output Review (DOR) or Design Release Review (DRR). The review board,
typically including representatives from R&D, QA, RA, and Clinical Affairs, assesses
whether the model meets all requirements, whether verification evidence is sufficient,

and whether the risk management documentation is complete.

The reproducibility of the model development process is confirmed during the review.
This involves verifying that all model artifacts, code, data, model weights, and

documentation are under configuration control and traceable. Additionally, the target
deployment environment (e.g. cloud infrastructure or on-premises setup) is reviewed

to ensure readiness and alignment with design transfer procedures.

16
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Any issues identified during the review are recorded, assigned for resolution, and

closed before final approval.

Outcomes

The outcome of the Design Review is a documented decision on whether the model
and system are approved for release. The decision is recorded in the meeting

minutes and may include one of the following statuses:

e Approved
e Approved with contingencies

e Not approved

The minutes clearly state the review’s conclusions, any actions required, and

assigned responsibilities for follow-up.

If the design is approved, it is declared a release candidate. From this point forward,
the design is considered frozen; any further changes must be made through formal
change control processes under SOP-003. Informal adjustments or iterations are no

longer permitted.

Upon sign-off, the product (including the ML component) is considered ready for
release preparation. For high-risk devices, Regulatory Affairs will use the finalized
documentation to compile the Technical File for submission to a Notified Body. For
Class C IVDs, an NB audit of the Technical Documentation is mandatory. The ML
model documentation, including verification and risk evidence, will be included as

part of the submission package.

The successful Design Review provides internal assurance that the ML model meets
quality, safety, and performance requirements. Simultaneously, preparations for
deployment and market release may proceed under controlled conditions, as defined

in the next phase.

5.4 Deployment and Release
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Activities

After formal design approval, the machine learning (ML) model is transferred from
the development environment to the production environment as part of the release
process. Deployment may occur via a cloud infrastructure (e.g., Azure) or as part of
an installable on-premises software package. This phase follows the design transfer

and configuration management procedures outlined in SOP-009.

Deployment includes configuring the production environment to match the validated
development environment. This involves installing the correct library versions,
ensuring hardware compatibility (e.g., GPU availability), and validating the
environment using Infrastructure-as-Code tools if applicable. The deployed model
must be identical to the version that passed verification. To ensure this, checksums

or digital signatures may be used to confirm model file integrity.

A set of final release verification tests, often called installation or deployment
verification, is conducted after deployment. These tests confirm that the model
functions as expected in the production setting. They also verify that system
behavior has not changed due to environmental differences. If applicable,
uninstallation and update procedures are also tested to validate the robustness of

deployment mechanisms.

Concurrently, the user-facing documentation is finalized. The Instructions for Use
(IFU), quick start guides, and other labeling materials are updated to comply with

both IVDR and Al Act requirements. The documentation must include:

e A clear statement of the ML model’s intended purpose and how it fits into the
clinical workflow.

« Performance metrics (e.g., 95% sensitivity, 90% specificity), validated in prior
phases.

« Limitations of the model, including any known performance gaps or conditions

where outputs should be interpreted with caution.
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e Warnings and precautions to ensure safe use and prevent overreliance on
automated results.

« A statement identifying the model as an Al/ML-based component and
instructions for human oversight, in line with anticipated transparency

obligations under the Al Act.

The model-enabled software is assigned a version number using semantic
versioning, with changes in the ML model triggering at least a minor version
increment. A Unique Device Identifier (UDI) is generated for the software in
accordance with IVDR Article 24 and Annex lll. The Declaration of Conformity is then
updated to reflect this release, formally stating that the software version (including

the ML component) conforms with applicable requirements.

This phase also includes internal release authorization. A formal production release
approval is issued, documenting that the product has passed all checks and is
cleared for market distribution. If continuous integration/continuous deployment
(CI/CD) tools are used, the release is executed by QA through validated pipelines.
The software package is archived under configuration control, and the release

version is tagged in the code repository.

Release and regulatory steps

With everything in place, the company finalizes the Declaration of Conformity (DoC),
asserting that the device (with the ML model version X.Y) meets the IVDR
requirements. The software is assigned a Unique Device Identifier (UDI) if not
already, and the version number is fixed (semantic versioning is applied such that
any ML model change would increment at least the minor or major version). The
product is then registered with the national competent authority as required (in
Finland, Fimea). Registration is essentially a notification, not an approval, but it's a

legal step confirming that the device can be placed on the market.

Finally, the software is released, meaning it is made available for distribution or
deployment to end users. Internally, this requires a formal production release

approval (often documented by a signed record stating that all checks are passed
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and QA authorizes the release). If using continuous integration/continuous

deployment (CI/CD) pipelines, QA might press the “release” button at this point. The

released package is archived (for configuration management), and the release is

tagged in the repository (matching the version in the labeling).

Outputs

Key outputs of this phase include:

Released Software Package (or deployment in the cloud) containing the ML

model, which is now the actual medical device delivered to customers.

Release Notes documenting new features (if any), the ML model version, and
any known issues or limitations. It may also indicate compliance info (like
“Developed under ISO 13485 QMS, conforms to IVDR?”).

Installation/Deployment Verification Report confirming the software build and
environment match what was validated, and summarizing results of final

checks.

Instructions for Use and labeling finalized, which now incorporate Al Act
transparency requirements (though Al Act is not yet in effect, we proactively
include those details to demonstrate commitment to transparency and to ease

future compliance)
Design Release Review record (if the formal release was gated by a final
review, its report).

Device Master Record update (in manufacturing terms, ensure all
components, including the model binary, are captured in the device master file

for reproducibility).

At this point, the product with the ML model is on the market. The focus now shifts to

monitoring its performance in the field and maintaining it.

5.6 Post-Market Monitoring and Feedback Loop
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Activities

Once the ML-enabled device is in use, Hematoscope undertakes active post-market

surveillance (PMS) to ensure the product continues to be safe and effective. For an

ML model, post-market monitoring has the added dimension of checking that the

model’s performance does not degrade over time or in new use contexts. The team

implements a feedback loop whereby real-world data and user feedback are

collected and fed back into the lifecycle:

Data collection from the field: Depending on the device setup, this might
include automatic collection of de-identified usage data (with appropriate user
consent and data protection). For example, the device might log each
prediction the ML model makes along with the eventual confirmed outcome
(ground truth) if obtainable. These logs provide a growing dataset of real-
world cases. The Al Act Article 12 specifically requires high-risk Al systems to
be designed with automatic logging. In practice, our software logs model
inputs, outputs, and key decision steps (while respecting privacy). These logs

are stored securely for analysis.

User feedback and complaints: Standard channels such as customer
support (Jira Service Desk or equivalent) gather any user-reported issues. If a
user notices an incorrect or implausible ML output, that might be reported as a
complaint. The Quality system classifies and investigates these per SOP-003
(feedback and complaint handling). Serious incidents (e.g., an erroneous
result that led to a wrong diagnosis and patient harm) would trigger vigilance
reporting to regulators. All such incidents are also evaluated to see if they

indicate a systematic model issue.

Performance tracking: At defined intervals (maybe quarterly or bi-annually),
the team re-evaluates the model’s performance on new data accumulated
from the field. If ground truth data can be obtained (e.g. for cases where
follow-up lab results are available), the model’'s sensitivity/specificity on those
new cases is calculated and compared to the expected performance.
Statistical trending is applied (per PMS plan) to detect any statistically

significant drop in performance or any emerging bias. For instance, it might be
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observed that the model is underperforming in a subpopulation that was not

well-represented in the original training data; this would be a trigger for action.

All these activities are documented in PMS reports. For Class C IVDs, a Periodic
Safety Update Report (PSUR) is required to be updated at least annually,
summarizing PMS findings, including any trend in false results, etc. The ML model’s
performance monitoring findings would be part of that PSUR. If post-market
performance follow-up (PMPF) was deemed necessary (likely yes for an ML
diagnostic to confirm it works as intended in the real world), then a PMPF plan would
be executed, possibly collecting prospective data or doing studies in the background.
The results go into a PMPF evaluation report, which feeds into possibly improving

the model or confirming its stability.

Importantly, the risk management process continues in the post-market phase. Any
new hazards identified from real-world use (e.g. a scenario where the model fails)
lead to an updated risk assessment and possibly new risk controls. For example, if
we learn that certain interfering substances in samples cause the model to
misclassify, we add a warning in IFU or implement a software update to detect such

cases.

The human oversight aspect in real use is also monitored. We ensure, through user
feedback that users are indeed interpreting the Al output correctly and not over-
relying on it blindly (addressing automation bias as discussed in Al Act Art. 14). If we
find users misunderstand the Al output, we might enhance training or the Ul to

improve interpretability (e.g. provide a more explainable output or confidence level).

The feedback loop is not just for safety surveillance but also for improvement. Real-
world data can highlight where the model could be improved. We might find, for
example, a new pattern in data that the model didn’t see before and struggles with.
This insight will inform the retraining or update decisions in the next phase. We
maintain a data repository of new cases that could be used in future model versions.
However, any such improvement must be weighed against regulatory requirements
e.g., we cannot simply deploy a self-updating model without validation. So, the

feedback informs a controlled update process.
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Outputs
The outputs of this phase are primarily documentation and records:

e Regular PMS reports (internal) and PSURSs (for regulators) capturing the

findings related to the ML performance and any incidents.

o Customer feedback records and CAPA (Corrective and Preventive Action)

records if issues with the ML are discovered and need correction.

« Updates to the risk management file and possibly the labeling (if new
warnings or contraindications need to be added due to post-market findings,
this is done via a labeling update and communicated as an advisory notice if

needed).

« Overtime, a curated collection of new validated data is gathered, which can
be used to enhance the model. This dataset is documented and stored with
version control (as “real-world data 2025-Q3” for instance), ready to feed into

the next development cycle if an update is pursued.

The ongoing monitoring ensures that the ML model remains under watch throughout
its life on the market, and that we remain compliant with both IVDR’s PMS
requirements and the Al Act’s expected provisions for continuous monitoring and
logging. If at any point the model’s performance is found to be unacceptable or a
serious risk emerges, the company has procedures (per SOP-003) to initiate a field
safety corrective action (e.g. temporarily disable the ML function or recall the
software) to protect patients. Thankfully, with vigilant monitoring, we aim to detect

any issues early and address them proactively.
5.7 Continuous Improvement and Model Update Protocol
Activities

This phase is a loop-back point to the development lifecycle whenever an update to
the ML model is needed. Continuous improvement of the model might be driven by

several factors:

e declining performance (detected via PMS),
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availability of significant new training data (e.g., new patient cohorts, or
expanded use to new conditions),

or new algorithmic techniques that could enhance performance.

In a regulated environment, any change to the ML model must be carefully

managed. Hematoscope employs a Change management process (SOP-003 section

4.4.5) to assess and implement model updates:

First, a Change Request is submitted (for example, “Update model to version
2.0 with additional training data from region X to improve sensitivity”). This
request includes the reason for change, description of proposed changes, and

preliminary risk assessment of the change.

A cross-functional team, including regulatory, quality assurance, technical,
and clinical representatives, assesses whether a proposed change qualifies
as significant under IVDR and MDCG guidance. Changes that affect the
intended use, safety, or performance of the device typically require notification
to the Notified Body (NB) or a new conformity assessment. While retraining a
model on new data does not inherently constitute a significant change, it may
become one if it alters the model’s intended purpose or negatively impacts
performance. Therefore, the team evaluates each case individually and
prepares for a Technical File update or NB involvement only when necessary.
(Note: Under the Al Act, any substantial modification to a high-risk Al system
will require a reassessment of compliance, even if performance is

maintained.)

If the change is approved internally, the development team initiates a new
development cycle, essentially starting again at phase 5.1 with the new data
or revised design. The SOP-011 process is repeated: new data curation
(which might largely involve adding the new data to the old and ensuring
quality), re-training the model (phase 5.2), and so on. It's not starting from
zero, since a lot of the infrastructure and even documentation can be updated
rather than created afresh, but all steps (verification, etc.) are performed for
the new model version. This ensures the updated model undergoes the same

rigor as the initial one, maintaining compliance.
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Human oversight and continuity

During improvement, we ensure that any new model iteration still upholds the human
interpretability and control measures. For example, if we were to switch to a more
complex model architecture, we would consider whether that affected the ability to
explain results to users (transparency). We would not sacrifice the human oversight
features for performance. Also, training of end-users might be needed if the update
changes the user interaction or output interpretation. These considerations are part

of the change implementation plan.

Regulatory submission for updates

If the updated model changes the intended use or a key performance claim, a fresh
conformity assessment may be required. Even if not, we must update the
Declaration of Conformity and inform our Notified Body of the change (most likely
scenario for a significant software change). We prepare an updated Technical
Documentation bundle highlighting what changed in the model (often, a “change
report” or summary of new validation). The Al Act (draft) would also require re-
registration of the Al system if there’s a substantial modification. We track these

regulatory triggers carefully, following guidance in place at the time of the update.

Outputs

The outputs of an improvement cycle include a new version of the ML model and

software (with a new version number), along with all revised documentation:

« Revised Technical File sections (e.g., new performance data, updated

algorithm description, new risk mitigations, if any).

e Model Update Validation Report: a targeted document summarizing what was
changed and evidence that the updated model is as good as or better than

the previous, without introducing new risks.

« Change control records linking the initial request, approval, and verification of

implementation.

o Updated Instructions for Use if anything for the user changes (for example, if

the model’s indications for use broaden, or performance claims are improved).
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o Communication to users about the new version, if needed (especially if it's an

update they need to install).

Once the updated model passes all checks, it effectively goes through deployment

(phase 5.5) and into monitoring (5.6) again. The lifecycle thus continues.

Importantly, Hematoscope maintains a mindset of continuous learning but controlled
deployment. Unlike non-regulated software, where “move fast and break things”
might apply, here every ML model update is treated with formal diligence. This SOP
ensures that improvements reach patients safely and effectively, preserving trust in
the device and complying with regulatory obligations. Throughout this continuous
improvement, transparency is key: we document changes, we inform stakeholders
(users, regulators) of updates and their rationale, and we always ensure that a

human is in the loop either in development or usage to oversee the Al.

By following this, Hematoscope can confidently integrate machine learning
technology into its IVD devices while maintaining the high standards of quality,
safety, and efficacy mandated by IVDR and emerging Al regulations. The SOP
aligns innovation with compliance, enabling us to leverage data-driven improvements

to patient care responsibly.

To support implementation, Table 1 provides a structured summary of the ML
lifecycle phases, making it easier for employees to follow and apply the SOP in

practice.
Table 1. Summary of ML Lifecycle Phases (Phases 5.1-5.7)

Phase Key Regulatory Expected Outputs
Objectives Touchpoints

5.1 Data Build and Al Act Art. 10 (data Curated training,
Acquisition & curate high- governance: data must  validation, and test
Preparation quality be “relevant, datasets; Data

datasets for representative, free of  documentation (data
model errors and complete” sources,
development; VDR Annex | (device preprocessing, quality

ensure datais performance must be checks, bias analysis);
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5.2 Model
Design &

Training

relevant to
intended use,
representative
of diverse
cases, and
properly
annotated.
Identify and
mitigate
biases or data

gaps early.

Define model
architecture
and
parameters
based on
requirements;
implement
and train the
ML model on
training data.
Monitor
training
process to
avoid
overfitting and
ensure
reproducibility
. Incorporate
any risk

controls in

supported by
appropriate data).
GDPR for any personal
data used (ensure

consent/anonymization

)-

IVDR Annex | §16.2
(software development
lifecycle principles
applied to ML Al Act
Art. 9 (risk
management during
development) & Art. 14
(design for human
oversight — e.g. include
interface features
enabling Use of
validated tools (IEC
62304) and
consideration of
standards (e.g. IEC/TR
24029 for ML).

Appendix

Data Management

Plan approval.

Model design
specification
(algorithm choice and
rationale); Source
code in version
control; Training logs
and scripts; Initial
trained model
(prototype) and
training evaluation

results.

2
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5.3
Verification &
Performance

Evaluation

5.4 Technical
Documentatio

n & Review

design (e.g.
built-in

checks).

Evaluate the
trained model
against
predefined
acceptance
criteria. Verify
that the model
meets design
requirements
(accuracy,
specificity,
etc.) using
validation and
test datasets.
Perform error
analysis,
stress cases,
and ensure
robustness
across
expected
operating

conditions.

Compile all
design and
development
outputs into

the technical

IVDR Annex | (GSPR
on performance and
safety: e.qg.
demonstrate diagnostic
sensitivity/specificity Al
Act Art. 15 (ensure
accuracy, robustness,
cybersecurity — test
model for edge cases
and resilience If
applicable, IEC 62366
(usability) — confirm
users can interpret

outputs.

IVDR Annex lI
(Technical
Documentation:
document device

description, design,

Appendix 2

Verification test cases
and results (traceable
to requirements);
Model performance
metrics on
independent test set
(meeting or exceeding
thresholds); Updated
Risk Assessment
(residual risks
documented, new
hazards mitigated);
Verification Report
and/or Performance
Evaluation Report
drafted.

Updated Technical
File section for ML
(incl. model
description, dataset

summary, validation
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5.5
Deployment &

Release

file. Conduct
formal design
review of the
ML
component
(e.g. part of
Design
Review
meetings) to
ensure
completeness
and readiness
for regulatory
submission or
release.
Resolve any
open issues
prior to

approval.

Deploy the
validated
model within
the product’s
production
environment
and perform
final release
checks.
Ensure
configuration

management

and evidence of
conformity including
ML algorithm details);
Al Act Art. 11 (prepare
detailed technical
documentation before
placing on market
Internal QMS design
review requirements
(per SOP-009) apply —
e.g. Design Output
Review ensuring all

inputs are addressed

IVDR Annex | §16.4
(specify minimum IT
environment and
security requirements
for software I[VDR
Article 24 & Annex |l
(UDI and device
identification for
software versions); Al
Act Art. 13 (provide
clear instructions for

use detailing Al system
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results, algorithm
change log); Design
Review minutes and
approval decision (e.g.
Design Release
Review signed-off);
Go/no-go decision for
deployment (or
iteration if criteria not

met).

Deployed model in
production (e.g. cloud
service or packaged
software) with
confirmation of
environment setup;
Installation/Deployme
nt Verification Report
(ensuring no
regression in
performance in

production setting);
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5.6 Post-
Market
Monitoring &
Feedback

for
reproducibility
. Generate
user-facing
documentatio
n (IFU) that
includes
necessary
information
about the ML
functionality.
Officially
release the
software
(version) for

use.

Continuously
monitor the
model’s
performance
and safety in
real-world
use. Collect
user
feedback,
incident
reports, and
periodic

performance

capabilities,
performance, and
limitations. Ensure CE
marking and
Declaration of
Conformity are in place

before release.

IVDR Post-Market
Surveillance (Article 78
and Annex lll): execute
PMS plan to gather
and analyze
performance data and
user feedback; IVDR
Annex XIII (for class C,
perform Post-Market
Performance Follow-up
to confirm model
continues to meet

clinical performance).
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Updated Instructions
for Use and labeling
that include ML-
related information
(e.g. intended
purpose, performance
metrics, warnings
about algorithm limits.
Software version
number and Unique
Device Identifier (for
the ML-enabled
software) assigned
and documented;
Declaration of
Conformity updated to
cover the software

version with ML.

Post-Market
Surveillance Reports
and/or PMPF reports
including ML
performance
observations; Field
data (e.g. aggregated
model output vs
outcomes) and
complaint records
(e.g. in Jira Service
Management);

Routine model
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5.7
Continuous
Improvement
& Model
Updates

data. Detect
data drift or
performance
degradation
over time.
Implement a
feedback loop
to feed new
relevant data
or findings
into model

improvement.

Manage
changes to
the ML model
in a controlled
manner.
Decide when
model
retraining or
updates are
needed (e.g.
significant
new data,
performance
drop,
emerging
biases). For

any update,

Al Act Art. 12 (ensure
automatic logging of
events for traceability —
system logs inputs,
outputs, and outcomes
for audit. Al Act Art. 15
(ongoing accuracy and
robustness — monitor
that the Al continues to
perform consistently).
Also comply with
vigilance requirements
(serious incidents
reported via MIR).

IVDR Article 27(3) and
MDCG guidance on
“significant changes” to
software: determine if a
model update (e.g.
retraining with new
data) is a significant
change requiring NB
notification or new
conformity
assessment. Al Act Art.
14 (establish human
oversight procedures
so that updates do not
compromise the ability
for humans to validate

or override Al
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evaluation reports
(e.g. re-testing model
on new data at
defined intervals);
Updates to Risk
Management File and
possibly software risk
classification if
operating environment

changes.

Change Request
documentation
(justification for model
update, impact
analysis on
safety/performance);
Approved change
control records (or
new development plan
if major change); New
version of model and
software (with new
version identifier);
Regression test and
verification results for
the updated model;
Addendum to
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initiate a new
development
cycle under
design
control.
Maintain
transparency
about
changes and
obtain
necessary
regulatory
approvals for
significant
changes.
Ensure
human
oversight
remains
effective

during and

after updates.

decisions. Al Act Art.
15 & 11: re-assess
accuracy/robustness
and update technical
documentation
whenever the model is

modified.
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Technical
Documentation
(describing the
modification and
updated performance
evidence); Notification
to regulators if
required (for
significant changes or

trend reporting).
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