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Disasters occur, whether man-made or natural and Urban Search and Rescue (USAR) task-
forces are responsible for the safe rescue of people. In the rescue operations, gathering and
transforming data from the beginning of the operation till the end are important in other to
use accurate information in rescuing victims.

The aim of this study includes investigating the ethical and societal issues related to data pro-
tection, privacy and security and freedom in USAR operations. In addition, it explores the
available standards, best practices and legal issues considerations for data protection, privacy
and security. Furthermore, it aims at providing high-level conceptual framework for better
processes of data protection, privacy and security and freedom in USAR operations.

A literature review process was used during this study. The search for articles related to the
subject matter was carried out using the Nelli database and various literatures which would
promote the aim of this review were found. Using a set inclusion and exclusion criteria, the
relevant articles were filtered and the needed information was extracted.

This review revealed that search and rescue missions are evolving with the introduction of
technology alongside human effort. Various forms of technology are being developed to assist
in saving the lives of victims and the processes involved in securing the information of these
victims are not given enough attention. Also, recommendations for further studies are stated
based on the research findings.
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1 Introduction

Natural and man-made disaster occurs that turns normal day-to-day life and situation into
challenging one. Many times, people get trapped inside collapsed building or in the midst of
unsafe circumstances - either dead or with little chance of survival. Urban Search and Rescue
(USAR) task forces are responsible for safely rescue of people. For example, USaR are tasked
with the job of searching for survivals within the rubbles of the collapsed structures with the
use of various tools at their disposal, gather information and take the optimum course of ac-
tion to ensure safe recovery of the victims. In the rescue operations, gathering and transform-
ing data from the beginning of the operation till the end are very important. All data ac-
quired should be kept confidential due to its delicate nature. The information should only be
accessible by the right group of people involved in the rescue operation, privacy of everyone
involved should be prioritized. Data storage, processing and disposable should be done se-
curely. Hence, information security and assurance plays extremely important role in search

and rescue services.

1.1 Background information

INACHUS is an acronym which stands for Technological and Methodological Solutions for Inte-
grated Wide Area Situation Awareness and Survivor Localization to Support Search and Rescue
Teams. INACHUS is a project aiming at providing an integrated platform in urban search and
rescue operations to assist the operations of first responders and USAR teams. This is an Euro-
pean commission project which aims at achieving time reduction and increased efficiency in
urban search and rescue operations that will enhance the operational effectiveness of people

involved in challenging USAR and first response activities.

INACHUS aims to achieve a significant time reduction related to Urban Search and Rescue
(USAR) phase by providing wide-area situation awareness solutions for improved detection
and localization of the trapped victims assisted by simulation tools for predicting structural
failures and a holistic decision support mechanism incorporating operational procedures and
re-sources of relevant actors. One part of the INACHUS project which will be the focus of this

review is the INACHUS ethics project.

The main objective of this INACHUS ethics project is to secure that ethical and societal issues
will be taken into account in the technical system, user guidelines as well as in the business
model of the solution and aims to promote ethical and societal justice and acceptability of
the INACHUS solution.



1.2 Objectives of the study

The objectives of this research include but are not limited to:
e Investigating the ethical and societal issues related to data protection, privacy and

security and freedom in USAR operations.

e Exploring the available standards, best practices and legal issues considerations for

data protection, privacy and security.

e Providing high-level conceptual framework for better processes of data protection,

privacy and security and freedom in USAR operations.

1.3 Research questions

The research questions are:
e What information of victims is available publicly and privately to USAR?
e How does USAR gather and use the information about disaster victims?
e How does USAR secure the data collected before, during and after the disaster?
e What data protection mechanism are considered and implemented by USAR?
e How does USAR respect and protect the privacy of victims?

e How is security and freedom of victims considered and implemented by USAR?

Literature search will be done to find published articles/subjects relating to urban search and
rescue, data protection, privacy and security and freedom of victims. The analysis of the re-

sult of this search will be pivotal in answering these questions.

2  Theoretical background
2.1 Urban search and rescue (USAR)

The process of locating, extricating, and providing on-scene medical treatment to victims
trapped as a result of natural and artificial disasters is USAR (Hew & Sunshine 2002). “Urban
search-and-rescue is considered a "multi-hazard” discipline, as it may be needed for a variety
of emergencies or disasters, including earthquakes, hurricanes, typhoons, storms and torna-
does, floods, dam failures, technological accidents, terrorist activities, and hazardous mate-

rials releases” (Federal Emergency Management Agency 2014).

Each USAR task force is highly-trained, multi-disciplinary organization that perform physical,
electronic and canine search. Their tasks includes extricating victims from collapsed struc-
tures, providing emergency medical cares to victims and rescuers, assess and control the af-

fected utilities, perform hazardous material monitoring; and evaluate and stabilize damaged



structures. Each task force strives to have highly trained technical specialists that include law
enforcement officers, physicians, structural engineers, hazardous material technicians, heavy
rigging specialists, firefighters, paramedics and canine handlers. Each task force has an
equipment cache to support disaster operations. The cache includes construction-type tools,
electronic equipment, medical supplies, hazardous material monitoring equipment, protec-
tive gear, communications equipment, computers, video and photographic recording devices,
administrative supplies, materials to feed, shelters and support the task force. USAR task
forces are equipped to respond any type of disaster including man-caused intentional and ac-

cidental events and natural disasters. (Wong & Robinson 2004)

2.2 Data protection

The data protection controls how personal information is used by organizations or by govern-
ment bodies. According to the EU data protective directive “"personal data” shall mean any
information relating to an identified or identifiable natural person (‘Data Subject’); an identi-
fiable person is one who can be identified, directly or indirectly, in particular by reference to
an identification number or to one or more factors specific to his physical, physiological,

mental, economic, cultural or social identity” (Data protection commissioner 2007).

According to the IT-Grundschutz (2005), the duty of data protection is to protect the individ-
ual so that one is not disadvantaged in their personal rights through the handling of their per-
sonal data. Data protection contains all the actions that are used for storing, backup, restor-
ing and destroying the data. The basis for data protection is confidentiality; the unauthorized
collection, processing and storage of personal data by individual involved in processing per-

sonal data are prohibited.

2.3 Privacy

Privacy is a fundamental human right and is perhaps considered to have different definitions.
Definitions of privacy vary widely according to the context and environment. It has been de-
fined in different ways by a variety of authors and institutions. The authors Warren and Bran-
dies had defined privacy as the right to be alone and is the first definition of privacy given in
year 1890 (Kotler 2009, 21).

According to the universal declaration of human rights (2015), right to privacy states that “No
one shall be subjected to arbitrary interference with his privacy, family, home or correspond-
ence, nor to attacks upon his honor and reputation. Everyone has the right to the protection
of the law against such interference or attacks” (The Universal Declaration of Human Rights
2015).



Roger Clarke (2013) defines privacy as the interest that individuals have in sustaining a 'per-
sonal space’, free from interference by other people and organizations.

Privacy is an outcome of a person wish to withhold from others certain knowledge as to his
past and present experience and actions and his intentions for future. The threats to privacy

come from sources such as technology, government and cooperation.

2.4  Security and freedom of victims

Victims of disaster should be located and rescued from the trapped situation. The victims un-
der the rubbles should be detected and that increases the chance of rescue and survival. The
first responder should locate the survivor of the disaster and target on saving them. The sur-
vivors of such situations should be informed and consulted on measures to be taken and pro-
cedures to be followed. (IASC operational guidelines on the protection of persons in situations

of natural disaster 2011)

The security of the victims should be ensured and once the victims are rescued they should be
moved to the more secured place. The affected persons should be protected and not exposed
to the further risk. They should be provided immediate medical treatment and informed
about the potential secondary impacts. (IASC operational guidelines on the protection of per-

sons in situations of natural disaster 2011)

2.5 Common issues with data protection and privacy

2.5.1  Abuse of administrative rights

Abuse of administration rights occurs when the super user privileges acquired either rightfully
or illicitly, are deliberately used to harm the system or its user .The access right to data, in-
formation should be given to limited people to ensure the secure and proper use of IT systems
and processes. If such rights are granted to the wrong person, or if a right is abused, this can
give rise to a variety of threats which can compromise the confidentiality and integrity of da-
ta. (Horwath 2012)

One of the principles of security is least privilege. Least privilege should be applied limiting
each authorized individual’s access to the minimum information and resources to perform
their legitimate duties and functions. When someone is granted privileges that exceed the
requirements of their job function, these privileges can be abused. Many times users receive
group privilege with the purpose of one-size fits all. Granting the right amount of privilege
and being able to detect excessive privileges can be time consuming, but will help increase

the security posture of an organization. (Horwath 2012)
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In some cases, users abuse the privileges for unauthorized purposes. Users in position of au-
thority with privilege can abuse their authority for unauthorized access to data, or perform
actions beyond their job duties. The access rights should be given according to the user role,
task and position. The users that have excessive rights that are not required to do their job
should be identified and removed. (Horwath 2012)

2.5.2 Human error

Human error ranges from accidental deletion of files and records to ignoring policies regard-
ing data to rebooting systems without proper shutdown procedures. Users often make mis-
takes, and as a result data is lost. The major human error is the failure to follow procedures

and to stay within the operational envelope. (Janes 2012)

Users intentionally or unintentionally send sensitive email to the wrong email address, or cer-
tain information being disclosed by mistake in response to a request. The users may misplace
or lose laptops, USB drives, smart phones, print outs, or backup tapes with proprietary or pro-
tected data while travelling or within the office. Data stored can fall into unauthorized
hands. (Janes 2012)

Blind belief and trust in fellow workers and leaving the information open to the fellow work-
ers happens often in working life. This gives unauthorized members of staff access to protect-
ed files or confidential information. Due to the carelessness of the users, data can be lost or
stolen. The sensitive data are disposed inadequately, due to which a wrong person can get

access to this data.

The users with access to sensitive data may intentionally or unintentionally delete the infor-
mation. Due to incorrect administration of access rights, an employee can be able to modify
data without realizing the critical impact of such a violation of integrity. (IT-Grundschutz
2005)

One of the example of human error according to IT- Grundschutz 2005, is employees often
communicate confidential information about the critical situation over mobile phones on
trains or in restaurants. This information is not only heard by the person the other end but

also by everyone around.

2.5.3 Lack of proper training

The users receive inadequate training in the operation of the technologies that they use. This

may result in serious security problems due to unintentional, incorrect use, wrong configura-
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tion and inappropriate equipment. Individual training in Information Security is mandatory,
any technical training appropriate to the user’s job function should be provided. Where user
change jobs, their Information Security needs must be re-assessed and new training provided
if needed. (IT-Grundschutz 2005).

One of the example of lack of proper training according to IT- Grundschutz 2005, is employ-
ees get attacked with techniques that result in stolen access credentials. Because of lack of

proper training, users are unable to figure out those problems and are easy prey for attacks.

2.5.4 Inappropriate handling of passwords

The use of authentication procedures will be little advantage if the users are careless in han-
dling the access-granting means. The passwords, tokens, pin codes are some of the examples
of the access-granting means. These are often disclosed to other persons or coworkers for
reason of convenience or as a friendly gesture. Passwords are frequently shared within team
so that it is easier for individual staff to access shared files. Not every team members may
have equal access rights and sharing passwords gives a user with less access right, access to
the excessive amount of data and one can use it to harm the system. The users disregard the

security issues for their comfort and flexibility. (IT-Grundschutz 2005).

When large numbers of passwords are used, users often cannot remember them all. To pre-
vent their password to be forgotten, users usually write down the passwords. Passwords are
not changed frequently and users choose simple passwords. These are not considered as prob-
lems as long as they are carefully looked after, so that they are protected against unauthor-
ized access. Some users overlook the security aspects for example, the passwords are written
down and placed underneath the keyboard, and stickers are attached to the screen. (IT-
Grundschutz 2005).

Where a token-based procedure (e.g. smart card or one-time password generator) is used for
user authentication, if this is lost there is a danger that the token could be used by unauthor-
ized persons. The loss of passwords or tokens can even result in loss of user data. An unau-
thorized user might be able to access all the data that contains the information about the
survivors. (IT-Grundschutz 2005).

2.5.5 Threat by hackers
Hackers are those individuals who carry out attacks on computer systems or networks in order

to gain access illegally. Different techniques are used to penetrate a network which could be

for fun or for a specific reason and this is done persistently until the desired result is
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achieved. After a successful penetration, malware could be installed onto the system to steal
private information and also Trojans which create a back door on the system for the hacker in

case attacker wishes to return to cause more damage (Britz 2013; Webroot 2014).

Hackers may steal usernames and/or passwords or grant unto themselves administrative rights
to a system in order to gain easy access. Information such as names and social security num-
bers can be stolen and sold to other parties who will use them for destructive purposes (IT-
Grundschutz 2005).

Wireless networks such as Bluetooth and wireless LANs can also be breached by hackers. Blue-
tooth devices can be used for transmission between various technologies and frequencies us-
ing this medium can travel for up to 100 meters. Devices which transmit using Bluetooth have
been found to be vulherable to attacks such as bluejacking, bluescanner and bluesnarfing.
Bluejacking refers to when a Bluetooth user receives unwanted or unnecessary information.
Bluescanner refers to a program which forces itself into other Bluetooth devices and gathers

information off them. Bluesnarfing refers to when data is stolen from a user. (Gregg 2013)

Wireless LANs are commonly used when referring to wireless security at the moment. Unlike
the Bluetooth, it is not as easy to penetrate and data is transmitted using electromagnetic
waves as well as covering a larger area of space. However, wireless LANs has its own vulnera-

bilities such as eavesdropping, denial of service and open authentication. (Gregg 2013)

Eavesdropping can happen when an attacker intercepts the transmitted signals over a net-
work and decodes the information. The attacker could be located nearby or further away and

intercept using and antenna. (Gregg 2013)

Denial of service happens when then the attacker targets part of or the whole system and

render it difficult to use or unusable. (Gregg 2013)

Open authentication occurs when a network authentication is left open and attackers have
access freely and unchallenged. An IP address in the network may be used for malicious pur-
poses by the attacker which will be traced back to the owner of the network and not the at-
tacker. (Gregg 2013)

2.5.6 Negligent destruction of data

Thoughtless usage of the delete command can erase completely the file arrangements. Negli-

gence and inexperienced usage could lead to the damage of equipment or information which

can brutally disturb continuous operation of the IT system. An example can be spilling coffee



13

or any drink which can cause humidity and allow for short-circuit problem in the IT system
(IT-Grundschutz 2005).

When data is collected manually and converted into electronic format, the destruction pro-
cess of the hard copy should not be ignored. Dumping of such documents in the trash bin is
not enough to complete a destruction process (Archives Management Centers, Inc. 2014). Al-
so, pressing the delete key on the keyboard of a computer does not necessarily mean that the
data has been erased from the system. It is still possible for these data to be recovered by

those who are determined to do so (West Coast Computer Recycler 2013).

2.5.7 Improper use of data

Data collected for life rescuing process are meant to be analyzed and used for the appropri-
ate reason. It should not be manipulated or altered for personal reasons or sold to third par-
ties for financial gains. Unnecessary copies of sensitive data should not be made, should be
used only during the time frame it is needed and destroyed immediately it outdates its use-
fulness (IT-Grundschutz 2005).

Unauthorized personnel should not have access to the database management system; other-

wise, they could take or use any data for their own personal reasons (IT-Grundschutz 2005).

2.5.8 Leakage of data

Confidentiality is an important aspect of security and can be breached due to errors on the
part of IT users. Personal information gathered about the lives of people involved during the
rescue operation should not be made available unnecessarily or left out in the open for those
without the appropriate access rights to view or tamper with such information. Leakage can
also occur during the gathering phase of data through an insecure manner in which data is

transported or moved around from one location to the other (IT-Grundschutz 2005).

Information should be protected and put in a secured location where only authorized person-
nel have access. Private information should not be stored on the local server where everyone
can have access and duplicated as needed. An attacker could infiltrate such unsecured serv-
ers and take any information and use for malicious purposes. Also, information should be
checked and verified before actions are taken or the information sent to appropriate quarters
(IT-Grundschutz 2005).

Incorrect access rights can also allow data to be modified, mixed up or moved without know-

ing its full impact or out of curiosity. Information can also be leaked unknowingly if the user
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has little knowledge about the IT system or is negligent enough to leave the computer un-
locked while away (IT-Grundschutz 2005).

Confidentiality attacks can include packet sniffing and session hijacking which is perpetrated
by an attacker. Packet sniffing occurs as a result of eavesdropping on transmissions within a
local area network. When an attacker finds a way unto a network, he uses sniffing software to
listen in on the network for user names and passwords which are not encrypted. Session hi-
jacking on the other hand, the attacker acquires the session cookies and continues to operate

as the user without any suspicion. (Sloan & Warner 2013)

2.5.9 Inadequate privacy protection

When personal information about victims are left unprotected or secured using light security
measures such as easy to guess passwords or no password at all, it is easy for the privacy of
victims to be breached. Ineffective encryption methods in securing sensitive data will allow
for easy access by attackers to crack open such data, steal or manipulate it for their own
gains (Datashield 2013).

Storing of sensitive information together with other general information increases the risk of
exposure and further jeopardizes the privacy protection of victims. All Information stored

should be categorized based on its importance and then secured in the same manner.

Abuse of
administrative
rights

Inadequate
privacy
protection

Lack of proper

COMMON training
ISSUE WITH
DATA
PROTECTION
AND PRIVACY

Leakage of data

Inappropriate
handling of
passwords

Improper use of
data

Negligent
destruction of
data

Threats by
hackers

Figure 1: Common issues with data protection and privacy
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2.6  Solutions to common issues with data protection and privacy

2.6.1 Proper security training and awareness program

According to IT-Grundschutz, IT training should cover a number of areas such as staff-related
IT safeguards, product-related IT safeguards, procedures in case of computer virus infection,
the importance of data backup and its implementation, handling personal data, briefing on
emergency measures, prevention of social engineering and building IT security awareness (IT-
Grundschutz 2005, 1661).

Staff-related IT safeguards handle everything personnel related and how the staff should act
in their daily work routines. Product-related IT safeguards covers how to use supplied soft-
ware correctly. Building IT security awareness attempts to make the staff aware of how im-
portant IT security is to the organization and how their effort is what makes the difference

between the system being secure or unsecure.

Below are the most important steps in creating a training and awareness program according
to the IT-Grundschutz.

To create an organized training program, the objectives of the program must be clear. The
organization needs to know what they wish to change in the staffs actions. This also helps to

measure the success of the training program afterwards.

Different staff member groups need different IT skills and thus, need different training. The
different staff groups could be: management, administrators, IT staffs, other staffs and more
if needed. The amount of IT system and software training varies greatly between the differ-
ent groups. Administrators’ and IT staff’s training requirements are not the same as an ac-
countant’s training (IT-Grundschutz 2005, 1574).

All staff members should familiarize themselves with the relevant safeguards of their working
environment. Therefore it is important that there isn’t an overwhelming amount of rules and
regulations concerning IT safeguards. As we mentioned before IT security must not be seen as
a hindrance of the workflow. This ties in well with proper training, as properly trained staffs
are accustomed to following the safeguards automatically. To promote this behavior the IT
security training should be done simultaneously with the organizations other training (IT-
Grundschutz 2005, 1576).



16

As IT keeps rapidly developing, new IT systems and software as well as new threats appear.
The training must keep up with the constant changes. The training program itself must be

updated regularly and the staff members themselves need new training as well.

The security training can be done by the organizations own staff members or outsourced to
experts. Both options have their own benefits and drawbacks. If the organization’s own staff
members are used for the training, they are drawn away from their other tasks. They also
must be skilled in the subject they are teaching and willing to spread the knowledge they
have (IT-Grundschutz 2005, 1779). The trainers must also be confident in their communication
skills.

2.6.2 Appropriate access control rights defined

Only authorized individuals should be allowed into workplaces which contain sensitive infor-
mation. Passage can be regulated through access cards being distributed to employees, or a
manual checkpoint at the building entrance. Implementing such a control will greatly reduce

the risk of deliberate acts being caused.

Doors inside the building which lead to rooms containing sensitive information should always
be locked, and access through them should only be permitted to certain individuals. For ex-
ample, access to a server room should only be permitted to the server administrators, or to
cleaning personnel who are either supervised or have been given the right training and in-
structions. The access control can be set in place by installing biometric or keycard scanners
and key locks. This can ensure that confidential or top secret information won’t end up in the
wrong hands. Same procedures should be implemented for cabinets and drawers (IT-
Grundschutz 2005, 727/730).

2.6.3 Data destruction plan

It is important to ensure the privacy and security of victims by destroying data collected dur-
ing the disaster after the whole operation has ended. Consent should be sought from the vic-
tim or victim’s family if the data would be needed for an extended period. People involved
should be notified about what information is needed and what the information will be used
for before asking for their consent. Consent should be given freely and should not be made
compulsory or received under duress (Sloan & Warner, 2013). Consent can also be withdrawn

at any time by the concerned individual. (Handbook on European data protection law, 2014)

Destroying data after it is no longer needed should be done properly and ensure it leaves no

trace upon which information can be retrieved. Physical destruction of data can occur in dif-
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ferent ways, for example, shredding or melting in order to make data unreadable or inacces-
sible to unauthorized personnel. Another way of destroying data is through overwriting old
data with new data. This way, normal data can be saved over the sensitive data a number of
times to ensure it leaves no trace. Encryption the data and destroying the encryption key
along with such data also ensures its security. Also, degaussing is another effective way of
data destruction. It involves the use of a magnetic field to destroy the magnetic fields on the
storage device. When degaussing is applied, it leaves no trace which is best for sensitive data.
(Stutzman; Violino, 2012)

2.6.4 Proper background check of users

Proper checks should be carried out before hiring personnel who will see to the daily usage of
collected data. These checks will make known information as to whether hired personnel can
be trusted with private information without the fear of misusing such information and privacy
laws being breached. Criminal records, educational credentials should be checked and family
relations considered as well. For example, the Fair Credit Reporting Act (FCRA) is a standard
to be followed in carrying out background checks of employees in the United States of Ameri-

Ca.

Also, where additional or increased access rights is to be given to a staff, extra background
checks should be done to confirm if the staff could be entrusted with such a sensitive posi-

tion. Every detail about the staff’s routine and actions should be examined.

2.6.5 Security of software interface

With the increased use of computer-based information systems, there has been a rise in calls
for concern regarding the protection of computer-processed data. A strong security of inter-
face used ensures the security of computer-processed data from unauthorized access, from

destructive user actions, and from computer failure. (IT-Grundschutz 2005).

2.6.6 Guidelines to regulate the data

IT users should be instructed on how to store, handle and protect data in a clear, well-
structured manner. Poorly regulated data may lead to a variety of problems (IT-Grundschutz
2005, 1084). Proper set of guidelines should be implemented to avoid the leakage of data and
these rules must be conveyed to all the employees. While creating guidelines, it is important

to take legal, governmental, human rights in consideration.
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A clear documentation explaining the rules and regulations to regulate data should be creat-
ed that help users to understand the goal of the document. Due to rapid changes in the IT
operating and security environment, policies, standards and procedures should be regularly
reviewed and updated to make sure that the policies adequately protect confidential infor-
mation. It should also be effectively communicated to employees. (Data Protection and
Breach Readiness Guide 2014)

2.6.7 Controlling facilities and physical access

Limiting access to the data center and its boundary is one of the most effective means for
limiting the damage from a malicious act, which would potentially result in a privacy inci-
dent, is to limit access to the data center and its boundary, including data center and the

adjacent areas. This is often either ignored or overlooked. (Herold 2006)

The sensitive areas of information processing facilities should be protected by appropriate
entry controls to ensure that only authorized personnel are allowed access. Access rights
should be restricted as much as possible to ensure that unauthorized persons cannot enter the

areas and access personally identifiable information (PIl). (Herold 2006)

The implementation of procedures to control and validate a person’s access to facilities
based on their role or function, including visitor control is required. This will limit the access
to sensitive areas to authorized personnel only. Access to the sensitive areas can be con-
trolled by password, token, badge system or card reader mechanisms for entry points. (Physi-

cal and environmental security 2008)

2.6.8 Managing Personally Identifiable information properly

The rescue team often needs access to information about all the people influenced by the
disasters. It includes broad range of information that can identify individuals, including home
address, date of birth, contact information and many others. These personally identifiable
information (Pll) needs to be protected. (NIST 2010)

These PIl should be protected through combination of measures, such as operational safe-
guards, privacy specific safeguards, security controls. Organization should develop policies
and procedures for handling Pll at the organization level, program level and if possible also at
the system level. Various factors should be considered while developing privacy policies such
as access rule for PIl within a system, PII retention schedules and procedures, Pll incident re-
sponse and data breach notification, limitation of collection, disclosure, sharing and use of PII

and consequences for failure to follow privacy rules behavior. Activities like awareness, train-
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ing and education are crucial to the success of privacy. The data should be collected, main-
tained, used and distributed in such a way that protects the confidentiality of data. The irrel-
evant Pl should be properly destroyed. (NIST 2010, 24)
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Figure 2: Solutions to common issues with data protection and privacy

3 Research method

The method used in this research is the systematic review. This method aims to identify and
analyze literature according to a set criteria or keywords deduced from the research ques-
tions. Investigation will be carried out about studies related to the questions being re-
searched. Literature to be considered will be articles from databases within Nelli relating to
urban search and rescue, data protection, privacy, security and freedom. Using Nelli data-
bases, investigation was carried out on the data protection, privacy and security and freedom

of USAR operations.

3.1 Data collection

Databases used in conducting this research include Academic Search Elite (EBSCO) and CINAHL

(EBSCO). The search for sources or material was conducted on the 10th of December 2014.



Table 1 shows the combination of terms used in this search which include “Urban search and
rescue”, “data protection” or privacy*, security* and freedom*, “Urban search and rescue”
and freedom* and “Urban search and rescue” and privacy*. Error! Reference source not

found.below also shows the combined result totaled to 64,925 articles and further reduced to

28,699 when we considered only full text articles.

Table 1: depicts the literature search results and the categorized number of hits using five
different keywords.

Table 2: This table shows the inclusion and exclusion criteria.

3.2 Data analysis

Table 2 shows that the inclusion criteria were based on studies and/or articles in full text, in
English and relevant to the research. After excluding all results not in full text, the articles
with full and free text was then streamlined after considering titles, abstracts and relevance
to 14 articles. The articles to be thoroughly analyzed had to contain areas of urban search
and rescue, data protection or privacy and freedom of victims which were relevant to this
study. These articles chosen were read in detail analyzed and downsized to 7 which were
most relevant to the study (Figure 3: second and third steps) and these articles were pub-
lished between 2002 and 2014. These articles were analyzed based on the significance of
their contents with relevance to the subject. The fourth step (Figure 3) entails the interpre-
tation of findings.



Figure 3: The literature review process.
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4 Findings

USAR uses technologies like mobile phones, snake robots, sensors, satellites etc. to locate
survivors inside the collapsed building, gather information within the environment and rescue
victims trapped in such situation. With the increasing use of technologies in such situation
comes a growing need to identify the ethical consequences that befall such technologies in
order to ensure the privacy, data protection, security and freedom of victims. The ethical
considerations that influence individuals involved in the disaster including the survivors and

the rescue team may go unrecognized within the complex situation created by the disaster.

According to the article by Dowling Jr., the European Union (EU) has a directive called the
European Union Data Protection Directive which is a legislative tool that covers the privacy
laws concerning individuals. The member states of the EU are required to enact its data pri-

vacy legislation in line with this directive (Dowling Jr. 2009).

4.1  Urban search and rescue (USAR)

Hew & Sunshine (2012) addresses the several deployments carried out by national USAR, co-
ordinated by FEMA such as Oklahoma City bombing (1995), Humberto Vidal Building explosion
(1996) and World Trade center (2001). These examples indicate that high buildings are con-

stantly been targeted for artificial disaster and have more causalities when a disaster occurs.

The USAR task force includes search, rescue, technical and medical teams, each team per-
form their own responsibilities. Various technologies are used to locate and rescue the
trapped people. This article indicates that various old techniques such as visual inspection,
three points hailing, tapping on deep metal structures, highly trained search dogs are used for
detecting the trapped victims. The rescue team uses portable, powerful equipment to cut,
drill, lift and move heavy pieces of entangled metal and concrete. Technical and medical
teams consists professionals from their fields. Each member completes the training course

that makes them knowledgeable in their area as well as work together as a team.

Furthermore, it discusses about the different kinds of building collapses and the threat for
both victims and rescuers within the rubble. It also explores about the features and challeng-
es of medical teams that provides service to the victims. Additionally, it does not focus on
any current technologies that are used to locate the trapped people and rescue them. (Hew &
Sunshine 2002)

Kahsai & Kare (2002) indicates that when disasters occur, it is imperative that information to

be released to the public should be doctored in other to avoid panic. Communication errors
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are usually common during these times and can hamper the progress of a rescue operation.
Also, disaster victims are usually categorized mainly using color codes to differentiate their
current conditions or predicament. These colors include red which indicates victims who need
immediate attention or would die otherwise, yellow which indicates victims who could wait
for a further 60 minutes maximum for attention, green which indicates victims whose injuries

are not life-threatening and black which means that the victims are dead.

Donnelly (2010) mentions the two categories of equipment used in building collapse rescue
operations, physical search and technical search. It focuses on technical equipment such as
life detector listening system and search cameras used by urban search and rescue. Life de-
tector listening system detects the sound from the victims and also locates the source of the
sound enabling rescuers to begin their rescue mission. Search cameras locate the victim and
assess the victim condition. These cameras have audio capability, thermal and video capabili-

ties and a fiber-optic scope.

According to this study, second generation locator which is a sensor network combination of a
first responder unit, a stand-alone monitoring network and a command and control center has
been developed to assist in urban search and rescue operations. Also, each part is tailored
for a specific function in other to save lives of victims. The second generation locator has op-
tical sensors, surveillance cameras and image processing algorithms which gives alert signals
once a victim has been found. This device is also capable of sensing body heat signals, signs of
life and the possibility of a hazard occurring. (Mayraa, Kansalaa, Ojalaa, Aittaa, Hietavalka-

maa, Fernandezb, Hildebrandc, & Bussion 2013)

Meanwhile, there was no mention of how to secure the data collected using the second gen-
eration locator. Local radio-based short range and high power long range communication are
the two ways by which communication is transmitted in the prototype locator and it is not

stated how safe these means of communication are.

4.2  Data protection and privacy

McCullagh (2009) shows that existing data protection laws are obsolete and need to be re-
vised. Also, it examines the correlation between data protection and privacy. It also states
that the terms personal data, private and privacy are interpreted differently by different

people because the Data Protection Directive only states these terms as a general principle.

de Herta, Papakonstantinoua, Wright & Gutwirth (2012) examines the draft proposals by the
European Commission to replace the Data Protection Directive. It states that these draft pro-

posals, General Data Protection Regulation will replace the Data Protection Directive and Po-
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lice and Criminal Justice Data Protection Directive will replace a particular ethical issue

which considers the processing of data in the 2008 Framework Decision.

Victor (2013) states that a regulation has been approved by the European Commission which
requires that data collected about individuals and are kept even after processing such data is
deleted at any time of the individual’s request. Also, if such data has been shared, they

should be erased as well. This means that data collected on individuals are widely protected.

More Casualties
in high-rise
buildings

Work in teams

Doctored
disseminated
information

Mordern

technology
involved

Obsolete laws

Data protection | New law
and privacy proposals (drafts)

Data retention
and destruction

Figure 4: Findings from selected articles.

5 Discussion

There are laws in place to safeguard the privacy of individuals but all the studies about data
protection and privacy indicates that new laws need to be enacted to cover for the lapses or
gaps in the existing laws. According to de Herta et al. (2013), the European Commission has
taken steps to create draft proposals to replace the obsolescent directive to further increase

the security of individual privacy and data protection.
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Donnelly (2010) and Mayraa et al. (2013) explains how data are collected during a disaster
and these data collected from the disaster site should be relayed back to the control center
on ground which controls how the rescue operation is executed. These data can be physically
secured by restricting access to the data storage centers and access control mechanism such
as identity pass and access cards should be implemented as mentioned in 2.6.2 above. Victor
(2013) discusses how data should be handled and how long it should be kept. A plan on how to
store or destroy data gathered during the disaster should be made so as to protect the vic-
tim’s personal information. If data is to be stored, those who intend to keep the information
should seek the approval of information owners and if data is to be destroyed, a proper de-

struction plan should be in place and executed at a predetermined time.

McCullagh (2009) and de Herta et al. (2012) explains how laws guiding data protection and
privacy are obsolescent and need to be updated to further protect victims. Laws and mecha-
nisms which can protect information of victims should be implemented for rescue operations.
The use of virtual private networks (VPN) serves as a protection mechanism by which data
and privacy of victims can be secured. Cheung and Misi¢ (2001) indicate that VPN will ensure
the confidentiality, authenticity, integrity within the network’s environment while infor-

mation is passed from one end to the other.

There are certain information security standards which the USAR should consider implement-
ing in order to ensure the protection of information and privacy in every operation. IT-
Grundschutz is a security standard which would help improve the security levels of any organ-
ization. Some points above in this thesis (2.5 and 2.6) were deduced from the IT-Grundschutz.
Also, standards such as those published by the International Organization for Standardization
(ISO) and by the International Electrotechnical Commission (IEC) are widely known to have
good frameworks which guarantee decent information security practices. These standards will
help the USAR, if implemented, further guarantee that the information of victims are pro-
tected.

Information

security standards

ISO/IEC IT-Grundschutz

Figure 5: Examples of information security standards
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5.1  Reliability and trustworthiness

This study process was carried out using the systematic literature approach and the reviewers
are inexperienced in the field of systematic research but studied other systematic reviews in
other to be conversant with this literature process. The article search and selection process

were notably time consuming.

Limited research has been done on this subject serving as a constraint in finding the suitable
articles and journals for this study. Resources for this thesis include articles that study Urban
Search and Rescue, data protection and privacy. However, the inclusion and exclusion criteria
showed which articles were beneficial to this research as it described what type of articles
were used and why it was used. Though this review had two reviewers, it still lacks the value
needed due to the fact that previous studies on some areas of this subject were unavailable.
However, data was extracted from the articles available to draw a reasonable conclusion on

the subject matter.

5.2 Project work and learning reflection

This project was introduced to us by our teacher who became our supervisor. He spoke to us
about this project because we were interested in data protection and security issues for a
thesis project. We perceived this project as an opportunity to be part of something big and it

was a way of contributing to the European Union development as a whole.

We were able to take advantage of what we were taught in class, for example, time man-
agement, creating deadlines and meeting up to the set deadlines and apply them during this
project work. They proved very useful in every way. Even though we had some experience in
setting targets, this project work gave us a better insight of a proper project-based environ-
ment with high importance. Practicing the act of confidentiality was also a welcomed experi-
ence. The art of searching for credible resources was another area in which we gained more
experience during this project even though it took a lot of time and patience but it is seen as

knowledge added on our part.

Due to the fact that this project was part of a whole project, there was limited time to do all
that was necessary considering the insufficient or unavailability of materials and resources
needed. We believe that if all the resources needed for this thesis were readily available,

better results would have been achieved.
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5.3  Conclusion

This study shows that various means are explored by urban search and rescue during the oc-
currence of a disaster including man, animal and technology to rescue victims and manage-
ment of such disaster. Rescue missions are evolving, technology is more involved in rescue
missions now than ever before and new technologies will continue to be developed for in-

creased success in rescue missions as well as to minimize risks.

Victim’s general information such as name, job status, address, etc. become available to
USAR operatives and also, personal information such as social security number and family de-
tails are secured to help further the rescue mission. Families of the victims deserve to get
updates concerning any member involved in the disaster. USAR operatives also acquire infor-
mation about victims and their environment by accessing feeds from cameras installed at cer-
tain spots within the environment. Calls from eye witnesses to call centers also serve as a
means of collecting data about disasters and is helpful in gaining knowledge about situations.

These information help the USAR team in carrying out rescue missions successfully.

Irrespective of whether individuals are walking free or within the rubbles of a disaster, data
protection and privacy laws apply equally to everyone and should be taken seriously. Negli-
gence to protect or secure the data of victims should be classified as a breach on privacy of
individuals and punishable as such. Data of identifiable individuals need to be protected and

secured irrespective of where it has been gathered.

5.4 Recommendations

Due to the fact that research articles could not be found relating to how the data collected
about search and rescue victims are used and protected, it is recommended that future stud-

ies should be carried out into this area of interest.

USAR teams from different countries are guided by standards and legislations enacted by their
country to ensure the privacy for example, in United States, federal privacy act and the
health insurance portability act (HIPAA) are leading legislation regarding privacy and USAR
teams in United States are entitled to follow them. It is our advice that when future studies
are initiated, interviews to USAR operatives or first responders should serve an important

means of data collection.
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