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The goal of this thesis was to create a secure VPN tunnel and a VPN policy for a small
LAN and suggest a secure, resilient and robust network setup insight in the vulnerabilities
of security, In particular of VPN and provide recommendations to remove or mitigate these
vulnerabilities. The thesis aimed not only to provide Site-to-site Connectivity but also to
make LAN and its shared resources and services available to a remote worker or workers,
offering an integrated, reliable, secured service.

To attain this goal, a network topology was built using a packet tracer and implemented in
the school laboratory. During the laboratory work site to site, IPSec remote access and
SSL VPN configuration were made to get the results. Cisco configuration professional
software and command line interface were both used as a tool. The network connection
was successful and secured from end to end for the remote office employees.

No company will be unaffected without the right security protocols. Lack of security policy,
configuration and the weakness in technology were found to be the reasons behind system
vulnerability. Companies that want to set a local area network with the benefits mentioned
in this thesis and implement them in to their security policy will have a strong secured net-
work. This security system is monitored, measured and found to be effective in protecting
a company’s network system from internal and external attacks and to protect it from loss
of resources.
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1 Introduction

Today's businesses provide employees with the opportunity to work from home or on
the road. When a company allows their staff to gain access to the internal network, it is
important that this is done safely. Many company employees who are often travelling,
or who simply do not need to sit at a fixed place in an office to do their job need to have
a secure access to the company network. When one works from outside the environ-
ment and needs information to work, it is important that he or she gets access from his
or her location. Today, a broadband connection makes possible a quick way to send
and retrieve information over the Internet. Just as there are thieves in the community,
there are people on the Internet attempting to get access to other people's computers

to steal information, or just to destroy it.

A common solution to enable users’ get access to the internal resources of the compa-
ny is to build a well-organized security system and protect its users. This allows users
to access the internal resources in a secured manner. Companies spend large sums of
money to have as fast, secure and reliable a connection as possible. Employees
should be able to safely connect to their company network from outside the office. This
includes where they want to work from home, on a business trip, sitting at a customer
waiting place or other possible situations where they want to access available infor-
mation on the internal network. To make this possible, it is necessary to use a medium

to communicate.

The goal of this project was to create a secure VPN tunnel and policy for a small LAN.
VPN is a virtual private network. The word virtual implies that there is no physical net-
work infrastructure dedicated to the private network. The thesis aims not only provide
Site-to-site connectivity, but also make the LAN and its shared resources and services
available to a remote worker or workers, offering an integrated, reliable, secured ser-
vice. It also suggests a secure, resilient and robust network setup insight in the vulner-
abilities of security, in particular of VPN and provide recommendations to remove or

mitigate these vulnerabilities



2 Security and VPN Overview

2.1 Security Overview

Most businesses in today's society believe that the Internet is an important part of their
business and to compete with other companies, they must be connected to it. But there
are big risks to connect a corporate network to the Internet. When a company connects
its network to the Internet it allows not only employees to have access to it, but also
makes it possible for outsider's to access the company's private network. The need for
verification of accessibility to computer traffic has thus driven the development of the

control of computer communications. [11; 1]

A Common solution to most security threats is virtual Private Network (VPN). VPN al-
lows a user to access the internal resources of the company from an external network
such as the Internet. This allows users to access the internal resources in a secure
manner. The VPN technology is then preferable to have as fast, secure and reliable a
connection as possible. This thesis addresses various VPN technologies. | will de-
scribe the common VPN protocols such as MPLS, IPSec and PPTP, and how users
authenticate in a safe and smooth manner. | will also explain methods that can be

used to make users VPN connection secure. [12; 1]

When a company allows work outside the secured environment office there, arise
some security risks, for example:
e When an employee is using a private computer in a network that more users
has access.
e The computer can be stolen.
¢ An insecure home network where the computer is used usually with no or poor
WLAN encryption
e Connecting computers may be unsecured with poor anti-virus and firewall rules.
There are several ways to give the user access to information on a corporate network.
A prerequisite is that the user has an Internet connection. After this requirement is sat-
isfied, then there are a number of methods to use depending on what you have for

safety and what kind of internal resources, the user might access.



Some of the methods the user can use are:

+ Establishing a File Transfer Protocol (FTP) server with the necessary information
*Connecting with a remote desktop and work directly to a computer within the company
network.

* Adhere to the corporate network through a VPN tunnel.

FTP is used to transfer files between a client and a server. This might be a sufficient
solution in some cases, depending on what the users will access in the local network
and how high securities the user seeks. If users need to access shared folders, FTP
can be a possible option. FTP cannot be in use in a case where the user needs to work

directly in applications or other resources on the corporate network. [14]

The disadvantage of FTP over SSL is that it is expensive and that the safety is in many
cases inadequate. It uses encryption of control and data connections either all at once
or one by one. The negotiation of the connection is time-consuming and since it is done
two times both for the data Connection and for the control connection, this makes it

expensive if a user is to transfer a large number of small files. [14]

A password is used to send and receive files and transfer without encrypting it in FTP.
What happens when a user, for example, wants to open a file on the terminal server
and the graphics is sent to another user who thus is able to read and work with it? This
is unlike other telecommuting solutions where the files are sent from a server to a cli-
ent, often over the Internet. The file might become corrupted or stolen. Nowadays re-
placing FTP by SCP or secure copy can be optional since SCP is considered as easier
than SFTP or FTP. [14]

A third way to allow users to work from home is to establish a VPN tunnel. In this case
we can work from outside environment in the same way as we would in an office and it
can be connected directly to the branch network. Implementing a VPN solution requires
a VPN gateway, which is a device that helps authenticate users, encrypt outgoing traf-
fic and decrypt incoming traffic. A VPN gateway can be used as a corporate firewall, a
user-friendly; easy to administer and secure solution. This can be created with re-

sources that we have in the school testing laboratory. [6]



2.1.1 CIA Model

CIA is a model which takes into account different controlling methods; it can be physi-
cal control, technically controlling or human action. The name CIA is formed by taking
the first letter of Confidentiality, integrity and availability. Confidentiality, integrity and
availability are used as a benchmark in security model. Confidentiality is a method of
protecting data from those who do not have access it, whereas; integrity securely
keeps the originality of the data. Sometimes unauthorized viewers do not have access
for data because of security attacks, while availability makes sure that the data will be

available for authorized viewers. [1]

The CIA method can be applied in different ways, which solely revolve around the three
policies. Cryptography is one form of transferring data which controls access by en-
crypting and decrypting the information. [2] Data integrity can be protected with mech-
anisms such as digital signatures and hash algorithms. Redundant network architec-
tures and systems hardware design help us insure the availability of data. The security
of a company should be well coordinated taking all the three models into consideration.
Taking one of the three models seriously and forgetting the other might cost companies
a lot of loss [5].

2.1.2 VPN Models

VPN has two models commonly

The overlay model means that the operator provides a leased controlled router-to-
router connection for the customer but it does not control the routing. Figure 1 below
justifies how a service supplier provides a connection and overlay implemented. In
overlay VPN model, the service provider provides the customer with a direct link to a
different network. Overlay provides point-to-point-link or tunnel between the client net-
works and participates in all routed traffic. The traffic link can be implemented in the
OSI-model at level ofl, 2 or 3. [8; 7]



Overlay VPN Implementation
Frame Relay Switch Example

Virtual circuit (WVC)#2

e C N aer

Provider Edge Frame Relay

device Edge switch
Frame Relay Switch

o I pu

Frame Relay Frame Relay
Edge switch Edge switch customer site

customer site

customer site

customer site

Virtual circuit (VC)#3

SERVICE PROVIDER NETWORK

Figure 1.Overlay VPN

The peer-to-peer model means that the routing is controlled by the provider. These
models allow separate private networks to merge, so that a single VPN network can
belong to the same network alone. The VPN technology is a very important part of the
modern network infrastructure, as companies, communities and networks are com-
bined in such a way that the separate networks appear to be in the same internal net-
work. [8]

In peer-to-peer VPN model, as shown in figure 2 the service provider participates in
the customer traffic routing, whereas the service provider edge router connects to the
neighbor customer edge router. The traditional peer-to-peer VPN-model problem is that
configuration changes must be made in many places at the same time, if the client
needs changes or wants to add or delete locations. Prior to the MPLS technology, the

peer-to-peer model was hardly used, but VPN overlay model was the customer choice.

[8]




PEER TO PEER VPN CONCEPT

Routing information is exchanged between
customer and service provider routers

SERVICE PROVIDER NETWORK .
. customer site
customer site

R3

Provider Edge(PE) PE Router

Router
R2 !
PE Router PE Router

customer site .
customer site

Service provider routers exchange customer routes through the core network

Finally, the customer routes propagated through the service provider

network are sent to other customer routers

Figure 2.Peer-to-peer VPN

Overlay model can be as follows;
o Layer 2 examples are; Frame relay, ATM and MPLS Layer 3 examples PPTP
L2TP and IPSec GRE
e Layer 4 example: SSL [3, 2]
Peer-to-peer model can be as follows;
e Dedicated router
e MPLS examples: BGP and VR
e Shared router [3, 2]

The basic motivation for using VPN is the need for secured communication. The first
action when using VPN is to launch a VPN client on a computer and log in with the
right credentials and exchange authentic keys with a server. Once both parties have
verified each other’s authenticity, all the data exchange will become encrypted and

secured. [3]



2.2 VPN Tunnelling Protocols

Tunnelling means transferring data which uses a network framework to transfer data
for a specific network over another network. Tunnelling encapsulates packets to be
transmitted with an additional header and delivers it through a tunnel. Tunnelling mainly
includes three steps: transferring data, encapsulation and decapsulation. Figure 3
shows the tunnelling process. Packets or payload will be encapsulated with an extra
header in the beginning and they will be transferred through a tunnel and then decap-

sulated at the end of the tunnel. [10]

Tunnel endpoints

Transit
' internetwork

Payload

Payload
. Tunneled |
Transit
internetwork Payload “Tunnel
header

Figure 3.Tunneling

There are a number of different protocols to create safe tunnels between two network
connections. One should carefully examine various options before implementing a VPN
solution. Protocols are used to encapsulate and decapsulate the packets. The most
widely used VPN protocols are such as L2TP, IPSec or PPTP. PPTP is a protocol used

by VPN to encapsulate packets over a public switch network. [14, 9]

VPN Protocols

The following are very important VPN protocols that can be used to make a tunnel:
PPTP, L2TP, GRE, IPSec, SSL and SSTP [14.10]



2.2.1 Point to Point Tunnelling Protocol (PPTP)

PPTP is a protocol that works in the second layer of the Open Systems Interconnection
OSI model, called the data link layer. PPTP is an extension of the Point-to-Point Proto-
col (PPP). The protocol encapsulates PPP packets in the Internet Protocol (IP) pack-
ets. The reason for this to be done is that IP can be routed on the Internet. To explain

this a little more closely, we should know how the PPP protocol operates. [14, 10]

PPP is a network protocol used to manage remote connections from clients to servers
via a dialup or a serial point-to-point connection. A common use of PPP is when a user
as a client establishes a connection to the Internet or Internet Service Provider (ISP)
via a modem. The PPP protocol encapsulates an IP packet into PPP frames resem-
bling the encapsulation of IP in Ethernet frames. Figure 4 shows how a PPTP packet
looks like after encapsulation. These packages can then be used to create a point-to-
point connection between the sending and the receiving computer. [10]

1 Encrypted
P GRE PPP PPP Payload
Header Header Header (IP Datagram)
: .| PPPFrame

Figure 4.Structure of a PPTP packet

When a client connects to a PPTP server, the following occurs. The client has an IP
packet that wants to send through a private network. This IP packet is encapsulated in
a PPP framework to provide a point-to-point connection to the PPTP server. The PPP
frame will be routed to the correct address on the internet as capsules of IP packets.
Thus the packet leaving the client will look like Generic Routing Protocol (GRE) be-
cause of the tunneling protocol that packs the PPP packet in an IP packet. The PPP

protocol is also responsible for the user authentication. [10]

Authentication methods that can be used are the Password Authentication Protocol
(PAP), Challenge Handshake Authentication Protocol (CHAP) and or EAP Transport
Layer Security, which EAP stands for Extensible Authentication Protocol (EAP-TLS).




Encryption in PPTP traffic is handled by Microsoft Point-to-Point Encryption (MPPE).
The encryption algorithm which is used is RC4 and allows 40, 56 and 128 bit keys. [10]

2.2.2 Layer Two Tunnelling Protocol (L2TP)

PPP is the protocol used to encapsulate network layer protocols and send these over
layer 2 point-to-point links. The user with a layer 2 connection to L2TP Access will have
concentrator through one of the many technologies (such as modem connection via the
telephone, ISDN or ADSL) and uses the PPP protocol over these media. In these
cases, layer 2 connection and PPP protocol endpoint are the same, that is, in the LAC

one. LAC is L2TP access concentrator. It is the initiator of the tunnel. [14, 10]

What L2TP does is to allow different endpoints for PPP and layer 2 connections. L2TP
creates a layer 2 connection to an ISP connection point (LAC). This device uses PPP
protocol. Figure 5 shows the structure of an L2TP packet. The access point then sends
PPP packets to L2TP Network Server which lies on the other side of a packet-switched
network such as the Internet or Frame Relay. The output of the solution is going to be
to dial a local layer 2 connection. Then it sends these packets over a cheaper medium
(e.g. the Internet) to the recipient's LNS device. This makes it considerably cheaper.
LNS are L2TP Network Server that waits for new tunnel. [10]

P UDP L2TP PPP PPP Payload
Header | Header Header Header (IP Datagram)

== PPP Frame
e e | 7TP Frame

r==——— UDP Fram

Figure 5.Structure of L2TP Packet

L2TP uses two different types of packets control or data packets. This is the easiest
way to understand how these are used to describe in what way an L2TP connection is
established and used once it is up. It starts with LAC unit it can be LAC client software
or a LAC unit of an ISP. Then it sends a Start-Control-Connection-Request (SCCRQ)
packages to LNS. This message contains host hame, protocol version, tunnel ID, op-

portunities and Message Type Attribute Value Pair (AVP, a form of ID value). In addi-



10

tion to these information fields, there are additional fields that are optional. In this mes-
sage the LNS responses with a Start-Control-Connection-Reply (SCCRP) message
indicating the LNS has approved the parameters that were sent with the message
SCCRQ [10]

When these two messages are sent LAC responses with a Start-Control-Connection
Connected (SCCCN) message. When this is received, the L2TP tunnel will reside. A
session can thus be drawn from both the LAC and LNS. The difference between these
is that the LNS makes the call package to include more parameters than if the connec-
tion was established from the LAC. The second step in the establishment of a session
is when the Incoming-Call-Reply (ICRP) and the corresponding Outgoing-Call-Reply
(OCRP) package are sent in response to the requests. Both of these contain the same
data, message type and the allocated session ID. After these messages, follow the
Incoming-Call-Connected (ICCN) or equivalent Outgoing-Call-Connected (OCCN)
packet that tells all parameters have been approved and that the session connection is
now established. In these messages there are only three required fields message type,
connection speed and inramnings type. [10]

The messages are all sent over a separate channel in the tunnel and used to set up
and maintain the tunnel with the various sessions. For each L2TP tunnel there is a con-
trol channel and one or more sessions. Between the LAC and LNS more L2TP tunnels
can be setup. Both the LAC and LNS must have a sequence number table where they
keep track of which packets they receive and thus can see if any packages not arrive
and then request a retransmission of the lost packet. [10]

2.2.3 Generic Routing Encapsulation (GRE)

Generic Routing Encapsulation is a protocol that serves as a means of carrying traffic
introduced by Cisco. It can encapsulate a wide variety of network layer protocols inside
virtual point-to-point links over an Internet Protocol network. GRE provides security with

IPSec because it doesn’t have encryption. [14, 10]

As we can see from figure 6, when the router receives a packet for tunnelling, a routing
decision will be made. It transfers it to the tunnel interface. The packet then will have a
new IP and GRE header in the tunnel interface. Then the tunnelling interface encapsu-
lates the packet. The second routing decision is to decide the departing interface based

on the headers. Then finally the packet will be delivered to the relevant interface. [15]


https://en.wikipedia.org/wiki/Encapsulation_(networking)
https://en.wikipedia.org/wiki/Network_layer
https://en.wikipedia.org/wiki/Protocol_(computing)
https://en.wikipedia.org/wiki/Point-to-point_(telecommunications)
https://en.wikipedia.org/wiki/Internet_Protocol
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Figure 6.GRE encapsulation process

2.2.4 Internet Security Protocol (IPSec)

IP Security is a standard protocol that works with the IP protocol. It is built with different
capabilities and protocols. A mass of RFCs defines how it should look like, how it
needs to be implemented and how to use it. RFCs are a collection of documents dis-
covered by different Internet engineering task forces or IETF and the internet communi-
ty. RFCs clearly and in detail describe each protocol an IPSec uses and gives IPSec
specifications. For example, IPSec, specified in RFC 4301, creates a boundary be-
tween protected and unprotected parts of the network. Packets passing through this
border are treated differently. The packages, depending on the IPSec are configured,
can pass unhindered, discarded or be treated with various services. A big advantage of
IPSec is that it works at the network layer and works with both IPv4 and IPv6, which
means that all existing applications can take advantage of IPSec without modification.
[10]

Ipsec differs from traditional applications such as SSH, which operates at the applica-
tion layer. IPSec has been developed to increase the security of IP communications.
IPSec can be used in a point to point connection between two computers to make
communications secure. IPSec can also provide secure communications between a

connecting client and VPN server. IPSec is not a protocol but rather a protocol suite
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that works with several protocols to perform their goals confidentiality, with integrity and
authentication. [10.10]

The point | need to make clear is that, IPSec tunnels help only to secure unicast traffic
but cannot be used to secure multicast or broadcast packets.

IPSec can be divided into two parts:

e Security Protocols are protocol that defines what information should be added
to an IP packet to achieve precisely the confidentiality, integrity and authentica-
tion.

¢ Internet Key Exchange (IKE) is used to authenticate two devices. The devices
exchange a secret session key to encrypt and decrypt data, and agree about

which protocol to be used.[10]

2.2.5 Secure Sockets Layer (SSL)

Secure Sockets Layer protocol uses public and private keys to encrypt data and pro-
vide security. The HTTP protocol encrypts data and no software will be needed on the
client side with since users will have a restricted access. It has a wide use in e-
commerce and helps to securely make transactions online. [6; 7]

There are two phases in this protocol the first phase is exchanging key and the second

phase is data transfer.

2.2.6 Secure Socket Tunnelling Protocol (SSTP)

A VPN protocol used to provide security for transmission of PPP and L2TP traffic. It
allows traffic to pass through SSL 3.0 channels that allows transmission and data en-
cryption. A TCP connection will be set up between the SSTP client and TCP port 443
on the SSTP server. Then the SSL session will be created and the client will receive a
certificate from the server. The SSTP client generates the SSL session key and uses it
to encrypt with the received certificate. The server after receiving the data decrypts

SSL session key by using a private key of its own certificate. [10, 10]
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2.3 Designing and Implementation of IPsec VPN

2.3.1 Security Protocols

Before we go deeper into this security protocol IPSec, we should first understand the
two different modes that IPSec can run in namely tunnel mode and transport mode. To
understand the differences between these, we should first know what an IP packet
looks like. Figure 7 demonstrates an IP packets structure. [10, 17]

Original DATA
II

Figure 7.IP packets

When the transport mode is changed only the IP header is intact. This works when the
receiver and transmitter are endpoints of the data exchange. To mention some exam-

ples, when two computers directly talk to each other, only one of these knows the

other's address. Figure 8 shows what an IPSec packet looks like in the transport mode.
[10, 17]

CRIGINAL QESP/AH
13

Figure 8.IPSec packets in transport model

In the tunnel mode the entire original packet will be encapsulated to form a new pack-
age and a new IP head. The tunnel mode is used in site-to-site solutions where two
VPN gateways are talking directly to each other. These usually have static IP address-
es. Below in Figure 9 we can see how IPSec packets will look like in a tunnel fashion.
[10.17]

New IP header ] ESP/AH DATA
P

Figure 9.IPSec packets in a tunnel model
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The main purpose of IPSec is to provide security to ordinary IP packets. Services such
as IPSec use provide in order to make communication more secure include data integ-
rity, authentication, and protection against replay attacks and data encryption. In order
to offer these services IPSec uses two different protocols, namely the Authentication
Header (AH) which is specified in RFC 4302 and Encapsulating Security Payload
(ESP), specified in RFC 4303™ .AH provides integrity, authentication, and replay pro-

tection. ESP provides integrity, authentication, replay protection and reliability. [10, 17]

A major difference between AH and ESP is that AH can authenticate parts of the IP
header while ESP can only authenticate the data. AH and ESP implements a variety of
cryptographic algorithms to provide the various services. To ensure interoperability
between different implementations of IPSec, RFC 4305 specifies a set of algorithms
which are mandatory to implement. These algorithms are specified in the IPSec to

leave room for future changes. [4]

Authentication Header (AH)

This IPSec protocol allows a digital signing of the IP header of each packet included in
the IPSec transfer. The receiving computer verifies the signature of each packet
through the use of a session key shared between the parties. If any piece of package
has changed over shipment it will force the host computer to toss the package. By do-
ing this, one can be sure that the IP packet is not changed during transport. It can also
be sure that the sender is a legitimate user because only such a user can sign an IP

packet with a valid session key. [10, 18]

The AH does not encrypt the data payload. By calculating a hash value of the entire IP
packet and sending it to the receiver, integrity will be achieved and this calculation is
called the Integrity Check Value (ICV). The transmitter calculates a hash value of
package using a hash function or Message Authentication Code (MAC). To create in-
tegrity as the transmitter one uses the value in the hash function known only between
the communicating parties. If the ICV field line with receiver estimates the packet it will

be considered to be valid and received. [10, 18]

The hash functions used as IPSec for this purpose are usually the Message-Digest
Algorithm 5 (MD5) and Secure Hash Algorithm 1 (SHA1L). It should be mentioned that

recently successful attacks against these protocols have been made and a new stand-
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ard is being developed. The safer of them is SHA-1. AH also provides protection
against the playback of traffic via a simple counter in the AH header. This calculator
gives each packet a sequence number and throws packets coming into the wrong or-
der. [10, 18]

Encapsulating Security Payload (ESP)

ESP has the same features as the AH but also makes sure to encrypt the data load.
ESP encrypts and authenticates the entire packet contents through the use of a shared
session key. The receiving computer uses the same session key to decrypt the packet.
The difference between AH and ESP is that ESP can encrypt the payload data. En-
cryption differs somewhat depending on whether one uses the tunnel or transport
mode. During tunneling process it encrypts the original IP address while the new IP
header is left untouched. But while the packet is in transport position it leaves the origi-

nal IP address untouched and the rest of the packet will be encrypted. [10, 18]

The authentication process differs somewhat from the AH. The difference is that ESP is
the hash sum not calculated on the whole package, but only on the part that has to do
with ESP. ESP does not take the outermost IP header in to the calculation of the hash
sum. In ESP, the same hash functions in the AH. The encryption algorithms used are
typically Data Encryption Standard (DES) and Triple DES (TDES). [10.18]

2.3.2 Internet Key Exchange (IKE)

IKE is not really a protocol but a collection of protocol options, including the Internet
Security Association and Key Management (ISAKMP). These protocols are used to
create a secure channel between two communicating parties and to be able to com-
municate securely between two parties using IPSec, among other things, encryption
and authentication. To be able to use encryption and authentication applies when the
parties agree on the methods to be used. Before communication starts safely, they
must exchange a secret session key to authenticate each other make sure the tunnel is
safe. [10, 16]

All the parameters are negotiated between the two parties. IKE is saved in a Security

Association (SA), which in turn are stored on each computer in SA Database (SAD).
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Each package that is sent between the two devices communicating with the IPSec will
have a value called the Security Parameter Index (SPI). [10, 16]

There are two types of security association (SA);
e |KE SA
e [PSec SA[10, 16]

2.4 Authentication of IPSec

2.4.1 Pre-shared Key

The Pre-shared key is the same key manually set to both parties involved in the
communication. A hash value is calculated using information from the key and sent to
the counterparty in communication. The other party performs the same calculation with
his key and compares that value with the value given to it by the other party. After the
comparison if the value is true, they share key and communication will continue. The
disadvantage of this method is that since all users who connect using the same pre-

shared key, someone, either of malice or accidentally, reveals the key. [10, 16]

The best way to avoid malicious attack during security negotiation is to encrypt the in-
formation before transmission by using a session key. If someone cracks the key of all
computers in the company and VPN gateway reconfiguring can be a big job in a large
organization. Therefore apply the solution best suited for smaller businesses. In order
to make the password difficult to crack or guess the key should be complex. It is rec-
ommended to make the key at least 8 characters long and varied with lowercase let-

ters, uppercase letters, numbers and special characters. [10, 16]

2.4.2 Certificate

The certificate is the most secure and scalable solution to manage the authentication of
the IPSec. Certificate avoids password management contained in the pre-shared key
variant. Instead, the user services are assigned a certificate by a so-called Certificate
Authority (CA) that acts as a trusted third party. A certificate contains a name, a public
key and a time when the certificate expires. A CA creates the certificate and signs it
with its private key. The private key helps verify the signing access to the CA's public

key, which only legitimate users have the access. [13]
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3 Comparison of Different VPN Models

The suitable VPN solutions for a company can be selected through the following fac-
tors; the first can be based on the operating systems deployed on the server or client,
the network resources allowed to access, the strength of security needed, performance
issues and administrative overhead. Before we install any security solution we need to
choose the right one .The main criteria to compare different VPN solutions should be
based on; availability, Network security, scalability, quality of service (QOS) and man-
agement. [17]

In this section | am going to compare and contrast and show the main advantages and
disadvantages of some of the main VPN protocols like PPTP, IPSec, SSL, L2TP and
SSTP.

3.1 Advantages and Disadvantages of PPTP
PPP has the following advantages and disadvantages.

Advantages:
e Provides encryption strength of 128-bit.
e Promotes nearly all VPN supported operating systems.
e Itis friendly with all platforms.
e The setting is easy and simple.
e |tis faster because there is no encryption.
e There is no terminal authentication.
e It is relatively cheap mainly because, it has an easy installation and
does not cost much to use certificates.
e It does not require public key infrastructure.

e It uses routing and remote access. [17]

Disadvantages:
e There is no encryption in this protocol.
e The encryption in this protocol begins when the machines have gone
through the authentication step and establish the point-to-point link.

e It needs to perform authentication on user level.
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Less security level.

There is some lack of agreement with the Generic-Routing-
Encapsulation (GRE).

Dependent on the complexity of the password used to authenticate the
PPTP connection.

Provides a tunnel but no encryption.

Does not provide data integrity and it does not verify the sources of da-

ta so, we cannot confirm whether the data is authentic or not. [17]

3.2 Advantages and Disadvantages of IPSec

IPsec has the following advantages and disadvantages.

Advantages:

Provides encryption strength of 256-bit and uses tunnel and transport for
the sake of encrypting.

Relative to PPTP it produces much better encryption. It is believed that it
is a well secured and authentic VPN protocol.

The setup is easy and steady.

Provides a higher level of security.

Uses encryption as well as authentication of machine and user.

Provides data confidentiality and integrity.

Provides high security, requires public key infrastructures.

Uses Routing and Remote access.

Being easy to keep up and better security makes it standard at interna-
tional level.

It came up with out of sight technology and its process never has to be
learned by its users.

In this protocol there is ho compatibility question, the main reason is all
the implementations are network layer.

Provides integrity.

Terminal authentication with Md-5, IKE with pre-shared key or digital
certificates.

For a user authentication it uses Digital certificates and mutual authenti-
cation secret passwords.

There is no need for installation of client software. [17]



19

Disadvantages:
e More difficult to install and utilize the security certificate.

e Greater processing speed is required. [17]

3.3 Advantages and Disadvantages of SSL
SSL has the following advantages and disadvantages.

Advantage:
e Provides confidentiality and integrity.
e Variable and strong encryption.
e (Good security.
o Digital certificates HTTP authentication.
e Uses digital certificates for user authentications.
¢ On the client site installing soft ware is not needed.
e This protocol protects our online information and since we need no soft-
ware one the client side it reduces the cost. [17]
Disadvantages:
e The performance of this protocol is slow since the encrypted files use
most of the resources of the server.
e If a user sends his credit card to other user over SSL and if the receiv-
ers’ server is not secured, the personal information of the sender might
get hacked. Hackers might easily break and gate the sender's infor-

mation and such a kind of data crack happens frequently. [17]

3.4 Advantages and Disadvantages of L2TP
LT2P has the following advantages and disadvantages.

Advantage:
e Since it provides the most decent encryption, it gives reliable security for
sensitive information and applications.
o L2TP uses two layers of encapsulation.

e It gives cost effective, efficient and better connection.
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It is easy to use and the setting up is simple.

This protocol can be used on all recent platforms.

It is reliable, rapid, adjustable, scalable and genuine.

For authentication sake it gives the finest approval policy for users.

This protocol collaborates with IPSec to give 168-bit encryption.

It needs two levels of authentication that makes it better than PPTP re-
garding encryption.

The encryption of authentication process makes it impossible to listen in
the transmission.

If we prefer to have secured VPN than speed this protocol is preferred.
[17]

Disadvantages:

Since it encapsulates the data twice it makes the speed slow.

It uses pre shared keys and miss match between the keys occur some-
times.

This protocol provides a very good security with slow speed .The slow

speed is because of the usage of CPU in the encryption process .[17]

3.5 Advantages and Disadvantages of SSTP
SSTP has the following advantages and disadvantages.

Advantage:

It is meant for remote customer accesses.

It uses SSL with the addition of data encryptions and data transmis-
sions.

It is considered as the most reliable protocol because it makes use of
SSL plus authentication certificates and 2048-bit for encryptions.

It makes sure that the data is always secured. [17]

Disadvantages:

It is only compatible with window 7 or recent version.
The data transmition speed is very slow relative to other VPN protocols.
[17]



21

Table 4 summarizes the advantages of some of the selected VPN solutions. It covers

the assessments based on speed, integrity, confidentially, encryption and stability.

Table 4.Comparison of different VPN solutions

IPSec site- | IPSec serv- | SSLclient | PPTP | L2TP SSTP
to site er-client less
Speed Fast Fast Yes Fast | Fast Fair
Integrity Yes Yes Yes no Yes
confidenti- Yes Yes Yes
ality
Encryp- Fair Fair low Acceptable | Ac-
tion/security ceptable
Stability Acceptable | Acceptable | Yes Fair Acceptable | Fair
COST High High low low low

4 Securing Network and Implementation of VPN Models

4.1 Methodology

For testing | used two methods. The first is Cisco configuration professional and the
second is command line interface. | prepared a topology and configured the VPNs

based on it.

CCP (Cisco configuration professional) is a tool that helps to secure a network. It uses
protocols like Secure Shell and HTTP which makes it more secure. Cisco configuration
professional is used only on Cisco products. The first thing to do before using CCP is
creating a community and adding the routers. The community is a group of selected
devices with a maximum capability of 10 devices. We are required to enter the IP ad-

dress, host name and every credential of the router to add it to the community.

| chose to use both Cisco configuration professional and command line. Cisco configu-
ration professional is easy to manipulate and we can use it for almost all VPNSs. It also

helps during configuration.
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4.2 Network-Based VPN Testing

In this network-based testing, | used the topology in figure 10. | took an imaginary
company which used to have only one main office and after a couple of years they
planned to expand their primary market. The company decided to open a remote
branch office a few kilometers away from their main office. The branch office will be
considerably smaller than the main office in this network topology. As shown below in
figure 10 | used packet tracer to make the topology .The main objective was to connect
the workers from R3 safely to the main office. The R3 needs to get an access to the
main office services. In order to implement this | used Site-to-site, IPSec and SSL
VPN on the main office.

RODOYA TAKELE

10.1.1.0/30

f—-—-_—-—_ 1 fﬁi
1841

1841
29504 =
‘ \2 R1 =8ranch Router R3=Rem ote office Router

51
/ \ 192.168.1.0 /24
L |_'

—

1
Server-PT PC-PT
HTTP server / FTP server Employee 1

Figure 10.Simulated network topology of the company.

Basic Router Configuration

Based on the above topology | configured the basic router configuration, as shown in

Appendix 1.
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Enabling HTTP/HTTPS server

To enable the HTTP /HTTPS server | configured the routers which are in configuration
mode as shown in listing 1;

Router (config) #ip http server

Router (config) #ip http secure-server

Router (config) # ip http authentication local

Listing 1.Enabling HTTP/HTTPS server

Creating a privileged user account
To create a privileged user account | used a user name and password as shown in
listing 2;

Username admin privilege 15 password ciscol2345

Listing 2.privileged user account

Configuring a SSH and Telnet access

To configure SSH and give telnet access | used vty line and telnet ssh as shown in
listing 3;

Router (config) #line vty 0 4

Router (config) #login local

Router (config) #transport input telnet

Router (config) #transport input telnet ssh

Router (config) # exit

Listing3. Configuring a SSH and Telnet access

From R3 | stared the CCP on Employee 2 and entered our Remote branch office cre-
dentials. The next step was discovering the server and connecting R3. Figure 11
shows the remote office branch and illustrates now that the router is in the community

and it is discovered.
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¥ hitp://127.0.0.1:8600/Counterpoint/ CPMain.htmi?rand=26654 - Internet Explorer = = ==

'\‘ Cisco Configuration Professional

| | manage pevices | | palete | | piscover | | Discovery Datails | cancel Diccovery || Router Status

Figure 11.Remote office branch discovered.

And as expected the router is in the community and it is discovered.

4.3 Implementation of VPN Models

4.3.1 Application of Site-to-Site VPN

The site-to-site is also known as router-to-router VPN connection which is used to set a
network connection in different offices of a company by using a common medium to
securely transfer data. It is the exchange of packets between two routers in a different
network through VPN connections. It is used to connect parts of two private networks.
The first task was building a site-to-site VPN tunnel between the main office and a re-
mote access router which passes through R2. To set up the IPSec VPN | needed to
configure R1 and R3 using Cisco 10S and CCP. [9]

To set IPSec between these two routers, there are two main areas to configure;
e Configuring the Internet Key Exchange (IKE)

e Configuring IPSec parameters

An IPSec VPN negotiation steps below shows how a negotiation takes place to ex-
change information;

1. Employee 1 sends interesting traffic to employee 2

2. Then R1 and R3 will negotiate in an IKE phase 1

3. R1 and R3 will negotiate in an IKE phase 2
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4. Data is exchanged through IPSec tunnel
5. Finally IPSec is terminated [16]

The main steps used to configure a site-to-site VPN and the pictures are shown and
explained below.

The first step is in order to start configuration is opening the VPN wizard and selecting
the step-by-step wizard. The step-by-step wizard is quick to set up and provides default
configuration. Figure 12 shows that | choose the step-by-step to continue the configura-

tion.

Site-to-Site VPN Wizard !
I -

T “ m Site-to-Site VPN

This wizard will guide you through the necessary steps to configure one end of a
site-to-site VPN tunnel on this router. The peer device must be configured with identical
VPN configuration for the tunnel to work. Please select one of the following setup and
click on the next button to begin.

" Quick setup
Quick setup asks for minimal information and uses Cisco CP defaults. This is
recommended ifyou are creating a VPN tunnel between two Cisco routers using
Cisco CP at both ends

ETTTN

i Step by step wizard

Step by step wizard allows you to specify either the Cisco CP default configuration or
your own custom configuration.

Figure 12.The first step in site-to-site configuration.

In the second step as shown in figure 13 | was required to enter the credentials in the
required spaces. It is also required to select the right interface for the VPN connection.
Here, serial 0/0/0 was selected. In the next section | selected the peer with static IP
address and provided the remote office IP. Then in the authentication section it is re-
quired to enter the pre shared keys.
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L ><4
VPN Connection Information
Select the interface for this VPN connection: Serial0/0/0 - Details... |
Peer Identity
Select the type of peer(s) used for this VPN
connection: Peer with static IP address -~
Enter the IP address of the remote peer: 10221
Authentication
Authentication ensures that each end of the VPN connection uses the same secret
key.
(% Pre-shared Keys " Digital Certificates
pre-shared key: I"""""
Re-enter Key: IW
< Back | Next=> ‘ Cancel ‘ Help '

Figure 13.VPN connection information.

As shown in figure 14 in the IKE proposal page | added the proposal that defined the
algorithms and the methods for key exchange. The algorithms are encryption, authenti-
cation and key exchange methods. The values need to be the same with the values in

the remote office router (R3).

TE-TO-DIte VIFIN VWiZara es )

IKE Proposals
IKE proposals specify the encryption algorithm, authentication algorithm and key exchange
method that is used by this router when negotiating a VPN connection with the remote
device. For the VPN connection to be established with the remote device, the remote
device should be configured with at least one of the policies listed below.

Add IKE Policy = l]
it an existing policy.

Configure IKE Policy

Priority: Authentication: tatio

[10 PRE_SHARE - ARE _Cisco CP Defat

Encryption: D-H Group:
AES_256 - group5 -

Hash: Lifetime:

MD5 » I24 IO IO HH:MM:SS

OK | Cancel I Help |

Add... I Edit ]

<Back| Next > I F t ] Cancell Help |

""" mi————

Figure 14.Configuring policies parameters for IKE
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The Transform set is an IPSec policy which we can use for encryption, hash, and au-
thentication data. In this section and in figure 15 the details about the transform set are
given. They are integrity and encryption algorithms. Here the algorithms can be manip-
ulated to secure the information passing through the VPN tunnel. We can add any in-
formation and the number of required transform set.

# hittp://127.0.0.1:8600/Counterpoint/CPMain.htmi?rand= 23998 - Internet Explorer ==
Application Help
A T x _ 8 4 = = o 3 A a
l | 7R Home || G0} configura || B woritor | | < &» ~ | € cisco configuration Professional .lcllls'éltl)‘ J
1 Select Communi ity Mamb.

£ :
192.168.1.1 | v | | Site-to-Site VPN Wizard == | (€]
i ~
VPN Wizard Transform Set

Atransform set gpecifies the encryption and authentication algorithms used o protect the
data in the YPM tunnel. Since the two devices must use the same algorithms to
communicate, the remote device must be configured with the same transform set as the

b (£ Interface Management

> 5 Router -
N one selected below.

¥ B Security ;
» (3 Firavall ! 'Add Transform Set @ tton ta editthe specified
v Eyven

|| PN Design Guide Name: IRDDU\’A Thesis

|| Site-to-Site VPH
|+ Data integrity with encryption (ESP)
Integrity Algorithm ESP_SHA_HMAC -
AH Integrity I

Encryption Algorithm ESP_AES_256 - B
» 04 SSL VPN F
» 3 GETVPN

Show Advanced ==
» (23 VPN Compenents |
» (3 Public Key Infrastruct] OK I Cancel I Help | I

> nac

|} web Filter Configu:

o i

utilities
#°Flash File Management
</ Cenfiguration Editor
‘fSave Configuration to Pi

<Back| Mext = I Finish I Cancel Help —

&7 Write to Startup Configuraro
O i e

7 Telnet B— — — E— : = =
" Reload Device v

Figure 15.Configuring transform set

The next step is summarizing what | did as shown in figure 16. We do not need to
check VPN connectivity before we create a mirror image on our R3 to finish and move

to the next page.
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' http://127.0.0.1:8600/ Counterpoint/CPMain. htmi?rand=23008 - Internet Explorer ===
i Application Help
- 2 - = - - - N
Monitor | | % €9 (2] Cisco Configuration Professional aliale,

Ccisco

LGy e (5 e | W

Select Community Member:

-
192.168.1.1 | v | | Site-to-Site VPN Wizard o= @
e T —— VPN Wi ‘Summary of the Configuration ~

» [ Interface Management

Click Finish to deliver the configuration to the router.

» (3 Router

RS acurtty Interface: Serial0/0/0 -
(22 Firavall Peer Device:10.2.2 T
Authentication Type - Pre-shared key
¥ &S ven pre-shared key:*===
] VPN Design Guide -
IKE Policies:
|| Site-to-Site vEN
] Ea=y vPN Ramota Hash  DH Group Authentication  Encryption E
3 Ba=y VPN Sarver MD5  group5 PRE_SHARE  AES_256
[ Dynamic Multipoin SHA_1 group2 PRE_SHARE  3DES
> 3 sSL wen
> £ GETVPN Transform Sets:
o o e Name:RODOYAThesis
ESP Encryption ESP_AES_256 =
» (23 Public Key Infrastruct] ESP Integrity ESP_SHA_HMAC
=u— Mode TUNNEL il
B et Fiiver Contigurat « |

Utilities
/7 Flash File Managamant I~ Test VPN connectivity after configuring

7" Configuration Editor

=/ save Configuration to P <Back | Mext = | Finish Cancell Help —
Wirits to Startup Config
.-
P Teln=t Ll r— - - = = — T = —
" Reload Device ~
-]

Figure 16.Checking summary of the configuration

After reviewing the configuration the next window is delivering the configuration. In fig-
ure 17 | checked in the save running button and pressed the deliver button to complete
the work.

% http://127.0.0.1:8600/Counterpoint/CPMain.html?rand=23998 - Internet Explorer [== =]
Application  Help
— ® - <
2 e B rons s . 3 g -
Q) vome |[Di contgure || @l momeor | | e 4 . @ cisco Configuration Professional !l!stl1®
— CISCo
- Select Community Membar: 4
192.168.1.1 | v | | Site-to-Site VPN Wizard =) @
VPN Summary of the Configuration ~
o e S P — Deliver Configuration to Device [==]
» [ Routar Deliver defta commands to the device's running config. -
¥ B Security Preview commands that will be delivered to the device's running configuration.
> & Firevall access list 100 remark CCP_ACL Category-4 =~
¥ E5ven access-list 100 remark IPSec Rule T
access-list 100 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255 |E
[Z) vPN Design Guide |88 crypto ipsec transform-set RODOY AThesis esp-sha-hmac esp-aes 256 -
|| Site-to-Site VPN mode tunnel

exit

crypto map SDM_CMAP_1 1 ipsec-isakmp
description Tunnelto10.2.2.1

set trans form-set RODOY AThesis

set peer 10.2.2.1

mateh addrass 100
€ »

|| Ezsy VPN Ramots
] Easy VPN Server
'] Dynamic Multipoin|
» (23 SSL VPN
» [£3 GETVEN

The differences between the running configuration and the startup configuration are lost whenever

» [0 YPN Components the device is turned off.

1

» 3 Public Key Infrastruct|
» 3 NAC

[] Web Filtar Configurs

[~ Save running config. to device’s startup config
This operation can take several minutes.

Utiliti Deliver Cancel Save to file | Help |
/7 Flash File Management
" Configuration Editor
f‘Save Configuration to P =Elack| Mex Finish | Cancel | Help I =1

7 Write to Startup Configui=Tmor

7 Telnat e B . . e i - I
/' Reload Device v

Figure 17.Delivery of the summary

After | completed the delivering the screen comes with command delivery status. Fig-
ure 18 shows the summary and delivery status.
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' http://127.0.0.1:8600/ Counterpoint/CPMain. html?rand=23998 - Internet Explorer
F

Application

| ) wome || 45} contigure || B omitor

Select Community Member:

Help

| &% &

o

Cisco Configuration Professional

192.168.1.1 | Site-to-5ite VPN Wizard

» [J Interface Management
» 3 Router
¥ ES Security
» (3 Firewall
¥ Esven
] VPN Design Guide

|_] Site-to-Site VPN

[} E=sy VPN Remots
[ E=sy VPN Sarver
) D¥namic Multipain)
» 01 SSL VPN
» O3 GETVPN
» [J VPN Components
» [ Public Key Infrastruct|
» 03 NAC
) Web Filtar Configurs

utilities.
7 Flash File Management
 Configuration Editor
 Save Configuration to P
&’Write to Startup Configu

Summary of the Configuration

=]

Deliver Configuration to Device

Deliver delta commands to the device's running config.

Preview commd Commands Delivery Status

access-list 101
access-list 101
access-list 101
crypto ipsec tr

Command Delivery Status:

Preparing commands for delivery.
Submitting 31 commands, please wait
Configuration delivered to device.

mede tunnel
exit

crypto map 5D
description Tu
set transform-{
set peer 10.2.

mateh addraes]

The differencs
the device is

I~ Save runni

This oper

oK I

»

whenever

Deliver I Cancel I

Save to file I

Help |

==

v,
usco!

s

@

~

<Back | 1l

| Finish | Cancel

Help

P Telnet

P Reload Device

m

.

Figure 18.The status of delivery.

As shown below in figure 19 the tunnel was still dawn. To make the tunnel up | was

required to create a mirror configuration on R3.

# http://127.0.0.1:8600/Counterpoint/CPMain.html?rand=23998 - Internet Explorer
F

Application Help

Q Gy vome [ (50 conraune || @l mowner | |

Select Community Member:

©

<« Configure > Security > VPN > Site-to-Site VPN

[ Interface Managsment
» 3 Router
¥ E5 Security
» (3 Firevall
¥ E5 VPN
[} vPN Design Guide
|_] Sita-to-Sita VPN
|| E=sy VPN Remota
|| E=sy VPN Server
) bynamic Multipoint VBN
» 3 SS5L VPN
» 3 GETVPN
» (1 VPN Components
» (3 Public Key Infrastructure
» 23 NAC

|} web Filter Configuration

Utilities
7 Flash File Mansgement
4 Configuration Editor
+”8ave Configuration to PC
7 Write to Startup Configuration

Z#Telnat

7 Reload Device

(2]

Cisco Configuration Professional

alale,
cisco !

@

~

Add...

Delete

Status Interface

[«]

[»

IPSec Policy

Seq Mo| Peers

| T

.

G

Test Tunnel...

Generate Mirror... |

[]

Figure 19.The tunnel still not fully configured.



30

As mentioned above in order for the tunnel to become up it is needed to generate a
mirror configuration on R3.The generated mirror configurations are listed in appendix 2
and the image is shown below on figure 20.I saved this configuration and apply it on
R3.

' http://127.0.0 1:8600/ Counterpoint/CPMain.htmiZrand=23998 - Internet Explorer = (=)=
Application Help.
A e . 2 & = . . . .
|| ) mome |[(Bfconnigure || [ moner | | 2fe 4% (3] Cisco Configuration Professional sl
| — Cisco
Select Communi ity Membaer:
Confi > ity > VBN > Si ite VDN
i o . - @
~
P ITIKE polices and transform sets supported in this router are not supported
| inthe peer device the mirrar canfiguration will notwork.
» (3 Interface Management = Crea
5 Rout
s PeerDevice  10.22.1 -
¥ B Security
» (3 Firavall
- 'The mirror configuration should only be used as a guide when configr ~
¥ &= VPN The following configuration MUST NOT be directly applied to the peer [ |
] vPN Design Guide
. crypto isakmp palicy 1
(| Sz D authentication pre-share
] E=sy VPN Remot= encr 3des =
hash sha
] Essy VBN Sarver EairE
] oynamic Multipeint VPN ||| lifetime 86400
N R exit
>3 ssLven = crypto isakmp policy 10
» 3 GETVEN authentication pre-share
» [ VPN Components ﬁg;r'_la:]zszsa
» [ Public Key Infrastructure group 5
» G NAC lifetime 86400
exit
[ web Filter Configuration = crypto isakmp key cisco12345 address 10.1.1.1 il
= = “< | § B | C v
T
,_,
7 Flash Fila Management =
- oK Save Help
7 Confi
7 i ion to PC
= < 0 i
=/ Write to Startup Configuration —
P Telnet Test Tunnel Generate Mirror.._ |
/7 Reload Davica -

Figure 20 .Generating mirrors on R1

To test the connectivity of the VPN | started troubleshooting. As shown in figure 21, the
router starts debugging which generates traffic in the tunnel. Then it requests to enter
the destination IP which is 192.168.3.1 to begin the debug.
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{ \el—+ Comniter + RODOVAGE) « [ 42 | [ Search RODOVA (F
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Select Community Member: Ty VPN Troubleshooting 2
&
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s | Detete |

¥ 5 Security
» &3 Firevall a WP traffic on this connection is defined as: Seg Ma| Peers T
ol M

¥ ES VPN Ch Actian | Source Destination Service Log
Ch < Permit 1

.
» 53 Interface Management |] g"l @—’-_

» £ Router

] ven Design Guida
|_] Site-to-Site VPN
VPN Remots

onl i v
Ch| & Have Cisco CP generate VPN traffic

Generate VPN Traffic by doing an extended ping 10 one ofthe hosts in

destination netwark

» [Z GETVPN
Fg Enter the IF address of a host in the source network
b [3 VPN Components
Enterthe IP address of a hostin the destination 192.168.3.1

netwark:

VPN Server
) bynamic Multipoint VPH

» 3 SSL VPN

T

- (9 Public Key Infrastructure
» 53 NAC
] web Filter Configuration

" 1will generate VPN traffic from the source network

WPM traffic can be generated by invoking an application that generates traffic on the
= YPM tunnel. This can be done from any host inthe source network. Enter sufiicient
wait time:

Wiait interval time (in minutes)

Utilities
=7*Flash File Management

=/ Configuration Editer

% Save Configuration to PC

Continue Close ‘ Help >
7 wirita to Startup Configuration Q
P Telnat T r r Tunnel_. | Generate miror_.. |
FRelosd Devica =] v

Figure 21.Trouble shooting of VPN

The above debugging continues and it was a success that means the required tunnel is

up. As shown in figure 22 the tunnel was successful and up.
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Figure 22.VPN site to site tunnel is successfully enabled

The following commands were configured on the main office router or R1 and remote
office R3; [3]
Crypto isakmp enable
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For IPSec to function we need to enable IKE. Listing 4 makes IKE enable. Though it is
enabled automatically, sometimes it might be disabled for some reason.

Rl (config) #crypto isakmp enable

R3 (config) #crypto isakmp enable

Listing 4.Enabling Crypto isakmp

The IKE Phase 1 negotiations which define the key exchange used to validate IKE pol-
icies between R1 and R3. Listing 5 shows the IKE phase 1 negotiations. [3]

R1 (config) #crypto isakmp policy 10

Rl (config-isakmp) #authentication pre-share

Rl (config-isakmp) f#fencryption aes 256

R1 (config-isakmp) #hash sha

Rl (config-isakmp) #group 5

R1 (config-isakmp) #lifetime 3600

Rl (config-isakmp) #end

R3 (config) #crypto isakmp policy 10

R3 (config-isakmp) #authentication pre-share
R3 (config-isakmp) f#encryption aes 256

R3 (config-isakmp) #hash sha

R3 (config-isakmp) #group 5

R3 (config-isakmp) #lifetime 3600

R3 (config-isakmp) #end

Listing 5. IKE Phase 1 negotiations

Configuration of pre-shared keys is the next step shown in listing 6 and they are very

important as they are used to authenticate in the IKE policy; [3]

Rl (config) #crypto isakmp key ciscol23 address 10.2.2.1
R3 (config) #crypto isakmp key ciscol23 address 10.1.1.1

Listing 6. Pre-shared key configuration

The other basic configuration shown in listing 7 is IPsec transform set which is used by
the routers to negotiate and form a secured tunnel. It also specifies the cryptographic

algorithms and functions which help routers. [3]
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R1 (config) #crypto IPsec transform-set 50 esp-aes 256 esp-sha-
hmac

Rl (cfg-crypto-trans) #fmode tunnel

Rl (cfg-crypto-trans) fexit

R1 (config) #crypto IPsec security-association lifetime seconds

1800

R3 (config) #crypto ipsec transform-set 50 esp-aes 256 esp-sha-
hmac

R3 (cfg-crypto-trans) #mode tunnel

R3 (cfg-crypto-trans) fexit

R3 (config) #crypto IPsec security-association lifetime seconds
1800

Listing 7. Transform set configuration

The next important step shows listing 8 which is encryption of traffic going from main
office to R3.1 extended the access list to be encrypted so that they are not going to be
dropped if they are included in the access list. If there is no access list IP sec will not

be able to form interaction with the two routers. [3]

R1 (config) #access-1list 101 permit ip 192.168.1.0 0.0.0.255
192.168.3.0 0.0.0.255
R3 (config) #access-list 101 permit ip 192.168.3.0 0.0.0.255
192.168.1.0 0.0.0.255

Listing 8. Access list

A crypto map is used to match an access list to the areas and most IKE and IPSec
settings and listing 9 shows the configuration for crypto map.

Rl (config) #crypto map CMAP 10 IPsec-isakmpf

Rl (config-crypto-map) #match address 101

Rl (config-crypto-map) #set peer 10.2.2.1

R1 (config-crypto-map) f#set pfs groupb

Rl (config-crypto-map) #set transform-set 50

Rl (config-crypto-map) #set security-association lifetime se-
conds 900

Rl (config-crypto-map) #exit
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R1 (config) #interface S0/0/0
Rl (config-if) #crypto map CMAP
R1 (config) #end

R3 (config) #crypto map CMAP 10 IPsec-isakmp
R3 (config-crypto-map) #match address 101

R3 (config-crypto-map) #set peer 10.1.1.1

R3 (config-crypto-map) #set pfs groupb5

R3 (config-crypto-map) #set transform-set 50
R3 (config-crypto-map) #set security-association lifetime se-
conds 900

R3 (config-crypto-map) #exit

R3 (config) #interface S0/0/1

R3 (config-if) #crypto map CMAP

R3 (config) #end

Listing 9.Crypto map

4.3.2 Application of Remote Access IPSec VPN

Ipsec VPN secures a network by encrypting data. It can be either between a mobile
user and a company or a remote user to a company through an internet provider. [9] |
used SDM for this remote access IPSec VPN and the main steps were to configure a
zoned-based firewall and the VPN client on a host. Configuring the VPN client on the
host helps to set an end-to-end connection plus encrypted (IPSEC) VPN tunnels for
users. Router R3 is the remote site, and R1 is the main office. Employee 2 represents
an employee who wants to access the resources of the company; it could be from
home or another location. Router R2 has no knowledge of the VPN connection passing
through it and it also represents an Internet ISP router. R1 (main office) is configured

as a VPN server and Employee 2 is configured as a Cisco VPN Client. [16]

The main steps used to configure Remote Access IPSec VPN are shown below and in

figure 23. The detail of each step of the configuration is shown in Appendix 6;

e R1 (config) #ip http server, configuring ip http server on configuration

mode enables HTTP server on the main office.
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e Rl (config)#username adminOl privilege 15 password 0 ad-
minOlpass ,user name and password is required to enables AAA (Authoriza-

tion, Accounting and Authentication )

The configuration in figure 23 below shows enabling of http server on the main office
router R1.

& CuMLmoUUBaud - Tera term Wi

File Edit Setup Control Window

Help

R3#

*g;r 23 12:53:22.643: %SYS-5-CONFIG_I: Configured from console by console
R

R1l(config-if)#naz

R1#

RL#

*Mar 23 11:21:15.507: %SYS-5-CONFIG_I: Configured from console by console
Rl#conf t

Enter configuration commands, one per line. End with cNTL/Z.
Rl(config)#ip http secure- server

% Generating 1024 bit RSA keys, keys will be non-exportable...

[ok] (elapsed time was 2 seconds)

R1(config)#

*Mar 23 11:21:53.855: %SSH-5-ENABLED: SSH 1.99 has been enabled

Rl(config)#

*Mar 23 11:21:54.031: %PKI-4-NOAUTOSAVE: Configuration was modified. Issue "write memory" to save new certificate

R1l(config)#username adminOl privilege 15 password adminOlpass

R1l(config)#ip http authentication_ local

Rl(:onFig)#username rodiOl privilege 15 password rodiOlme

% Invalid Password length - must contain 10 to 25 characters. Password configuration failed

R1l(config)#username rodiOl privilege 15 password rodiOlaccess

Rl(config)#ip http ser

Rl(config)#ip http server

Rl(:onF1g)#

*Mar 23 11:25:54.695: CEF-HWIDB: EDSPQO LES switching vector set to Null

*Mar 23 11:25:54.695: CEF-HWIDB: EDSPO LES switching vector set to Null

Rl(conF1g)#
23

ar :25:54.707: %EDSP-6-IPV6_ENABLED: IPv6 on interface EDSPO added.

'*Mar 23 11:25:55.391: %EDSP-6-IPV6_ENABLED: IPv6 on interface EDSPO.1l added.

*Mar 23 11:25:55.395: %EDSP-6-IPV6_ENABLED: IPv6 on interface EDSPQ.2 added.

*Mar 23 11:25:55.395: %EDSP-6-IPV6_ENABLED: IPv6 on 1interface EDsP0.3 added

*Mar 23 11:25:55.399: %EDSP-6-IPV6_ENABLED: IPv6 on interface EDsP0.4 added

*Mar 23 :25:55.403: %EDSP-6-IPV6_ENABLED: IPv6 on interface EDSPO0.5 added

Rl(con'F'lg)#

*Mar 23 11:25:55.695: %LINEPROTO-5-UPDOWN: Line protocol on Interface EDSPO, changed state to up

Rl(conF1g)#

*Mar 23 11:55:45.559: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is ON

Rl(conf1g)#

~M?r 2;:[; 1) 55:45.927: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Templatel, changed state to down

Rl(config)#
ar 12:09:35.427: %LINEPROTO-5-UPDOWN: Line protocol on Interface virtual-Accessl, changed state to up

*Mar 23 12:12:32.143: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vvirtual-Accessl, changed state to down

*Mar 23 12:12:32.155: %LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to down

R1(config)#

*Mar 23 12:14:06.475: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vvirtual-Accessl, changed state to down
*Mar 23 12:14:06.711: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vvirtual-Accessl, changed state to up
R1(config)#]

Fig 23.Enabling http on R1

Hyper text transfer protocol (HTTP) is used to enable the HTTP server on the system.
Some of the basic steps are listed below:

e Easy VPN Server: used to set IPSec Client VPN and we configure AAA ser-
vices first. Then defining local interface and authentication. Setting IKE pro-
posals and Configuring transform set is very important part of the configuration
since it specifies the policies and algorithms used in the tunnel.

e | selected a server for group policy lookup and enabled user authentication be-
cause whoever wants to access the server needs to authenticate and added
user accounts.

e Itis required to add at least one pool which will have the authorization and user

group policies.
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4.3.3 Application of SSL VPN

This VPN is used with a standard web browser. It needs to have a client software on
users computer.SSL VPN is very important for tasks like file sharing, remote backup
and remote system management. | was required to configure SSL on router R1 only
.The major steps used are illustrated and every step of Cisco configuration professional
is shown on Appendix 8. After selecting the SSL VPN manager, shown in figure 24 the
first step was configuring the IP address and choosing the digital certificate. The IP
address required helps to access the VPN and the certificates will help the authentica-
tion process.

SSL WPM Wizard =]
SSL VPN Wizard Velcome to the Create SSL VPN Wizard
The Rew SSLWPM wizard lets yvou to do the following:
* Specify an IFP address, name and digital certificate for the S5SL YPM.
* Create users locally, and specify how these users should be authenticated.
* Enable the router to download full-tunnel SSL WP client software to client PCs,
| for full-tunnel connectivity.
* Specify the corparate intranet sites users are allowed to visit, and provide a link
to their e-rmail.
* Customize the SSLWPMN portal page
| Mext = | Cancel Help

Figure 24.Summary of services provided by SSL VPN Wizard

| configured local or external user authentication as shown in figure 25 below. On the
this step | was required to enter SSL VPN portal IP address, name and specified type

of digital certificate used for authentication.
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SSL VPN Wizard [==]

Uszer Authentication

“ou can configure user accounts locally on this router. You can configure user accounts on a
AAS server so that the router can contact this server to authenticate users when they try to log
an. Specify how SSLYPMN should authenticate the users when they lagin.

~ External AAA server
= Locally on this router
" First on an external A&4 server and then locally on this router

i Use the A4% authentication method list: default

Create user accounts locally on this router.

Username Add...
Edit... I

= Back | Next= | rinich | cancel| Heip |

Figure 25. Configuring local or external user authentication

The very important step in this configuration is checking the summarization. It covers
all the work we have done so far and figure 26 shows that the tunnel is up.

-
i VPN
Create SSLWPMN Edit SSL WPH

SS1L WPHN Contexts gk Add  [E Edit  [§] Delete & Disable

rative Status

Dretails about Web VPN Context: adminrodi

Iterm MHame Itemn “alue
Sroup Policies
policy_1
Services =kone=
URLs Exposed to Users =Mlone=
Servers Exposed to Users =klone=
WIS Servers =klane=

Figure 26.Successful VPN

The result was very satisfactory and this is the important step in this configuration. It

summarized all the work we have done so far and now the tunnel is up.

4.4 Testing

In the testing section the above result is going to be assessed. The results obtained

during the configurations above are also included here.
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4.4.1 Testing Result of Site-to-Site VPN

The result below in figure 27 shows the application of crypto map to the R3 S0/0/1 in-
terface and the output of the command show crypto isakmp policy. The show crypto
isakmp policy command displays the policies configured on the router. It is needed to
give crypto map set to the interface serial 0/0/1 since the traffic passes through it. The
assigning of crypto map set to the serial 0/0/1 helps to manage all the traffic and identi-

fy the traffic against the crypto map set.

“Assigning a crypto map to an interface also initializes run-time data structures, such as
the SA database and the security policy database. Reassigning a modified crypto map
to the interface resynchronizes the run-time data structures with the crypto map config-
uration. Also, adding new peers through the use of new sequence numbers and reas-

signing the crypto map does not tear down existing connections.”[18]

& COML:9600baud - Tera Term VT =
File Edit Setup Control Window Help

R3(config)#
R3(config)#
R3(config)#int s0/0/1
R3(config-if)#cry
R3(config-if)#crypto ma
R3(config-if)#crypto map SDM_CMAP_1
R3(config-if)#
“Mar 23 12:00:05.027: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP 1is ON
R3(config-if)#Arz
R3#SH R
*Mar 23 12:00:15.327: %SYS-5-CONFIG_I: Configured from console by console
R3#sh run /begin 0/0/1
A

% Invalid input detected at 'A' marker.

R3#sh cr

R3#sh cry

R3#sh crypto 1is

R3#sh crypto isakmp po
R3#sh crypto isakmp policy

Global IKE policy
Protection suite of qriority 1
encryption algorithm:  Three key triple DES
hash algorithm: Secure Hash standard
authentication method: Pre-shared Key
Diffie-Hellman group: #2 (1024 bit)
Tifetime: 86400 seconds, no volume Timit
Protection suite of qriority 10
encryption algorithm: AES - Advanced Encryption Standard (256 bit keys).
hash algorithm: Message Digest 5
authentication method: Pre-sgared Key
Diffie-Hellman group: #5 (1536 bit)
Tifetime: 86400 seconds, no volume Timit

R34[]

Figure 27.Crypto map and showing crypto isakmp policy

The output below in figure 28 verifies the configuration made on both routers and the
commands | used to display the results are; show crypto isakmp policy, show crypto
ipsec transform-set and show crypto map. Show crypto ipsec transform-set shows the
configured transform sets. Figure 28 below it displays the algorithms used on the data

passing through the tunnel. Show crypto map shows the crypto map configurations.
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The show crypto isakmp policy shows two polices as shown. Figure 28 shows the re-
sult in which the first one is the one | configured and the other is a default configuration.

I COMISBUOBUA - 1ers Term V1 L@
File Edit Setup Control Window Help
R3#sh crypto isakmp policy
Global IKE policy
Protection suite of Eln‘wr'ity 1
encryption a gnmthm: Three key triple DES
hash” algorithm: Secure Hash Standard
authentication method: Pre-shared Key
piffie-Hellman group: #2 (1024 bit)
Tifetime: 86400 seconds, no volume Timit
Protection suite of priority 10
encryption aqgornhm: AES - Advanced Encryption standard (256 bit keys).

ash algorithm: Message Digest

authentication method: Pre-shared Key

piffie-Hellman group: #5 (1536 bit)

Tifetime: 86400 seconds, no volume Timit
R3#sh cry

R3#sh crypto ip

R3#sh crypto ipsec tr

R3#sh crypto ipsec transform-set

Transform set RODOYAThesis: { esp-256-aes esp-sha-hmac }
will negotiate = { Tunnel 1,

Transform set #8!default_transform_set_1: { esp-aes esp-sha-hmac }
will negotiate = { Transport,

Transform set #%!default_transform_set_0: { esp-3des esp-sha-hmac }
will negotiate = { Transport,

R3#sh cry
R3#sh crypto ma
R3#sh crypto map
crypto mMap IPv4 "sDM_CMAP_1" 1 +ipsec-isakmp
Description: Apply the crypto map on the peer router's interface having IP address 10.2.2.1 that connects
to this router.
Peer = 10.1.1.1
Extended IP_access Tist spM_1
access-list SDM_1 permit ip 192.168.3.0 0.0.0.255 192.168.1.0 0.0.0.255
Current peer: 10.1.1.1
Security association 11‘Fet1me 4608000 kilobytes/3600 seconds
Respor\der-on1y CY/N):
PFS (Y/N):
Transform sats {
RODOYAThesis: { esp-256-aes esp-sha-hmac } ,

%nterfa:g:r::]is U?;yFto map SDM_CMAP_1:
R3#] g
@ G c“\a‘ -u“a‘g = R i

Figure 28.Result from the commands Crypto map and show crypto isakmp policy and

transform set.

The result displayed above is from the commands show crypto map, show isakmp poli-

cy and show crypto ipsec transform set.

The SA is set up and as we can see in the figure 29 below packets are passing through
the tunnel encrypted. The tunnel originates from the source 10.1.1.1 and ends at

10.2.2.1

R3#sh run int s0/0/1
Building configuration...

Current configuration : 89 bytes

!

interface serial0/0/1

ip address 10.2.2.1 255.255.255.252
cgypto map SDM_CMAP_1

en

R3#sh crypto isakmp sa
IPv4 Crypto ISAKMP SA
dst src state conn-id status
10.2.2.1 10.1.1.1 QM_IDLE 1001 ACTIVE
IPv6 Crypto ISAKMP SA

R3#[]

Figure 29.The result from the command Show run int s0/0/1
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| continued pinging from R1 and run the command sh crypto ipsec SA as shown in fig-

ure 30 and the result was 29 packets transformed between the two routers.

[ v——————
File Edit Setup Control Window Help
R3#sh crypto ipsec sa

interface: serialo/0/1
Crypto map tag: SDM_cMAP_1l, local addr 10.2.2.1

rotected vrf: C(none)

ocal ident Caddr/mask/prot/port): (192.168.3.0/25
remote -dident C(Caddr/mask/prot/port): (192.168.1.0/25
current_peer 10.1.1.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29
#pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29
#pkts compressed: 0, #pkts decompressed:

#pkts not compressed: 0, #pkts compr. failed: O

#pkts not decompressed: 0, #pkts decompress failed: 0O
#send errors 0, #recv errors 0

(%, 07,]
U1U1
[F,07,]
NN
[F,07,]
[F,07,]
00
<=
oo
SN
el
N

local crypto endpt.: 10.2.2.1, remote crypto endpt.: 10.1.1.1
path mtu 1500, dip mtu 1500, ip mtu idb serialOo/0/1

current outbound spi: OxE12A22AA(3777634986)

PFS (¥/N): N, DH group: none

inbound esp sas:
spi: 0xC264FC88(3261398152)

transform: esp-256-aes esp-sha-hmac
in use settings ={Tunnel, }
conn +dd: 2001, flow_id: NETGX:1l, sibling_flags 80000046, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4430948/333 b]
IV size: 16 bytes
replay detection support: Y
status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxELl2A22AA(3777634986)

transform: esp-256-aes esp-sha-hmac
in use settings ={Tunnel, %
conn id: 2002, flow_id: NETGX:2, sibling_flags 80000046, crypto map: SDM_CMAP_1
sa timing: remaining key T1ifetime (k/sec): (4430948/3333)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

R3#(]

Figure 30.The result from the command show crypto isakmp SA

The following result in figure 31 shows testing of VPN using CCP. If the debugging is
successful it means the tunnel is up. The screen shot below shows the result. The out-
put shows the debug was successful and the tunnel is up.
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mouter » RODOY.

(F:)

>

Application Help

' hittp://127.0.0.1:8600,/ Counterpoint/CPMain.htmi?rand=23098 - Internet Explorer
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VPN Troubleshooting
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Utilities
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v ES Security
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[} vPH Design Suide
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[ E=sy vPN Server

VPN Ramote

] Dvnamic Multipoint VPN
>33 SSL VPR
> E3 GETVRN

> 53 VPN Componants
» (23 Public Key Infrastructure
» B3 NAC

] Web Filtar Configuration

< Flash File Management

* Configuration Editar

/ Save Configuration to PC
#wirite to Startup Configuration

P Tainat

Ty

in

(|

VPN Troubleshooting

Debugging the YFI session requires that WP traffic be generated

Losai g0
= e

Destination

<[ i

= Have Cisco CP generate VPN traffic

Generate VPN Traffic by doing an extended ping to ohe ofthe hosts in

destination netwark

Enterthe IP address of a host in the source network

Enterthe IP address of a hostin the destination

network

" Lwill generate VPN traffic from the source network

e
192.168.3.1

WPHM traffic can be generated by invoking an application that generates trafiic on the
WPN tunnel. This can be done from any host in the source network. Enter sutiicient

wait time.

wwait interval time (in minutes)

Continue

—

Help

Add Delete

Seq Mo| Peers T!

T

il >

r Tunnel... | _Generate Mirror... |

FReload Davice =7

Figure 31.Testing using CCP

The output in figure 32 demonstrates the debug was successful as shown below and

proves that the tunnel was up.

=

_ | » Compiter » RODOYA (F1 » ) o ey
http:/127.0.0 1:8600/Counterpoint/CPMain.htmli?rand=23998 - Internet Explorer
Application Help
| By vom= |00 conrmire || Ml | |__o2o P> — PRSI ey
VPN Troubleshooting <y
Selaect Community Mamber: Tunnel Details
Interface: Senalooo Fesr 10221

B[] Intarfaca Mansgamant
> E3 Router
v B Sacurity
w3 Firevall
v Esven
[ vPNH Dasign Guida
L7 Sita-to-Sita wen

WPN Remote

> 3 SSL ven

> O GETVEN

> 03 WPN Components
(23 Public Key Infrastructure
L ==

] Web Filter Configuration

7 Flash File Mansgement

Configuration Editor

= Save Cenfiguration to PC

< Write to Startup Configuration

P Telnat
¥ Reload Device

= Surnmary

Dietails

[-]] 70222999+
1]

Cisco CP Warning (===
& Cisco CP will enahle router debugs and generate tunnel traffic to
determine the cause of VPN connection failure. This process can take a
fews rminutes, and rmay affect router performance
Do vou want to continue 7
{ Yes Mo Help
Stop Help

Figure 32.The debugging

Seq M

n

t Tunnel
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Finally figure 33 shows now the VPN tunnel is up.

@R el + Computer » RODOYA(E) » = 44| [ Searn RODOYA (F
o @ =

' hitp://127.0.0.1:8600/Counterpoint/CPMain.html?rand=23998 - Internet Explorer

Application  Help

) tome |[ 557 configure || [EBlunasne | | o®o A7 A~ P— 4ine n -
pLE ILs8e L\fPNTmumeshooting pejofessional cisco

b

Select Community Member: Tunnel Details @
Interface: Serial0/0/0 Peer 10221
I

- [21 Interface Managemant

» (33 Router
Delete
Details Add 4
1 ] 1 R

Surnmary

¥ B3 Security

>[4 Firevall Activity | Status
v ESVPN Checking the tunne| set —— & Down
|| vPN Design Guide Checking interface 5 Information 88 ||y successtul
] Site-ta-Site vPN Checking the configl v Successiul
Checking Routing.. v Successil
L] Easy VPN Remote Checking peer conn| @ PN Troubleshaoting is successful | v Successful
|| Easy VPN Server Checking NAT... ' Successiul
L Checking Firewall.. The VPN Tunnel is up. Successiul
[ Pyn=mic Multfpoin VPN Debugging the YPH i ‘/Cump\eted
- [ S5L VPN Checking the tunnel © up
e Failure Reason(s) M
» [2 VPN Components

b (21 Public Key Infrastructure

» [Z1 NAC
|| web Filter Configurstion

Utilities
/" Flash File Management

/' Configuration Editar

/"' 8ave Configuration to PC
0
= Write to Startup Configuration .
FTelnat B 508 e CEEE el Tunnel... | Generate Mirror...
= Reload Device =1 W

Figure 33.The tunnel details

4.4.2 Testing Result of Remote Access IPSec VPN

In order to check the connectivity we need to have VPN client software on the client
side R3. Figure 34 shows how the client software window looks to begin checking a

new connection.
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&) status: Disconnected | VPN Client - Version 5.0.07.0440

Connection Entries  Status Certificates Log Options Help

7, £ = T Sz

IS e

Connect MNew Import Modify Delete
Connection Entries ICert'rﬁcates I Log I

I Connection Entry  *. I Host I Transport I I
|

& VPM Client | Create New VPN Connection Entry @

Connection Entry: |

Diescription: I cISCO

Host:l
Authertication ITlansporl | Backup Servers | DialUp |

* Group Authentication " Mutual Group Authentication

Name: I

Password: |
Corfirm Password: I

Mot connected.

¢ Certfficate Authertication

Name: |
I~ Send CA Certificate Chain

Erase User Password

Figure 34.Creating a new VPN entry

Figure 35 below shows the newly connected R1 and it is required to use a user name
and password to have the access. We used the right credentials to get in to the server

in this step. The user names and passwords are the one used in the above steps.

&) status: Disconnected | VPN Client - Version 5.0.07.0440

Connection Entries Status Certificates Log Options Help

S =/ F = M

Cancel Connect MNew Import Modify Delete
Connection Entries ICertiﬂcates I Long I

I Connection Entry  * I Host

VPN-R1 10.1.1.1

&) VPN Client | User Authentication for "VPM-R1" [==7]

The server has requested the following information to complete the user
authentication.

mir Lsemame: I
CISCo

Password: I

ox 1

|Authenticating user... EEEEEEEEEEEEEEEEEEE

Figure 35.User authentication

Figure 36 shows that the client was connected with main server. The connection was

successful and the tunnel was up.
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&b status: Connected | VPN Client - Version 5.0.07.0440 = = =2
Connection Entries  Status Certificates Log Options Help

& g £ = Sz

= B bt

Disconnect MNew Import Modify Dielete CISCO
Connection Entries ] Certificates ] Log ]
| Connection Entry | Host Transport |

& VYPN-R1 10.1.1:1 IPSec/UDP
Connected to "WPM-R1". Connected Time: O day(s]), 00:00.59 v

Figure 36.Connected VPN

The window in figure 37 below analysis data related to the created tunnel above. It

shows that our servers IP address is 10.1.1.1 .We can get information like encryption

and authentication algorithm used, the number of packets encrypted, decrypted, dis-

carded and bypassed.

& status: Connected | VPM Client - Version 5.0.07.0440 — = =35
Connection Entries  Status Certificates Log Options Help
= g £ = e
b= B JARLALE
Disconnect Mew Impoart Modify Delete CiIsCcCo
Connection Entries ] Certificates ] Log I
| Connectiorn Ertry | Host | Transport |
VPN — p
] & VPP Client | Statistics B3
Tunnel Details | Route Details | Frewall |
Address Information Connection Information
Cliert: 192.168.1.101 Entry: WPM-R1
Server: 10.1.1.1 Time: O dayis)h. 000041
Bytes Crypto
Received: 448 Encryption: 168bit 3-DES
Sent: 6615 Authentication: HMAC-SHAT
Packets Transport
Encrypted: 58 Transparert Tunneling: Inactive
Decrypted: & Local LAM: Disabled
Discarded: 28 Compression: MNone
Bypassed: 75
R —————— Reset
Connected to "WPH 000041 w

_ Close _

Figure 37.VPN client statistics

The following figure 38 shows the telnet from the clients’ cmd. The user admin defined

on the configuration was with the higher level that means privilege 15. This makes the

prompt as shown on the figure privilege mode R1#.
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BN Telnet192168.1.1 == S

Uzer Access Uerification

Username: adminBi
Password:

R1#

Figure 38.Successful Telnet

Since the VPN connection from the client R3 to the main office is working, the ping
both ways should work. The result on figure 39 below shows a ping from cmd line of R3

t0 192.168.1.1 and it was successful.

B Administrator: cmd (=] = )

Tunnel adapter isatap.{BC6BCBZ2C-2FBE-4351-A447-81DC12548C9D>:

MHedia State . . - Media disconnected

Cunnectiun—speciiié ﬁNé éu#fix-

Tunnel adapter isatap.{AFE1BC3ID-386C-4C?3-AB6GD-6E?273DABCYSE :

Media State . . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix .

C-~UWindows~System32>ping 172.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 172 _168.1.1: bytes=32 time=45msz TTL=255L
Reply from 1922 _168.1.1: bytes=32 time=37ms TTL=25h4
Reply from 172 _168.1.1: bytesz=32 time=36msz TTL=255
Reply from 1922 _168.1_.1: bhytes=32 time=37ms TTL=255

Ping statistics for 172_168_1_1:
Packets: Sent = 4. Received = 4, Lozt = B (@x loss>,

Approximate round trip times in milli—=seconds:
Minimum = 36ms, Maximum = 4btms,. Average = 3F8ms

C:sWindows“System32>

Figure 39.ping 192.168.1.1

The following result in figure 40 demonstrates connection-related data to the client.
Some of the formations were IP address, subnet mask and defaults gate way for local
area connection and local area connection 2. The IP address, subnet mask and default
gateway for local connections are 192.168.3.3, 255.255.255.0, 192.168.3.1. Subse-
quently, the IP address for local area connection 2 is 192.168.1.101; the subnet mask
is 255.255.255.0 and default gateway 192.168.1.1.




E® Administrator: cmd

Reply from 192 _168_.1_1: time=37m=s
Reply from 192 _168_.1_.1: time=37ms T 55
Reply from 1?72.168.1.1: bytes=32 time=36ms TTL=255

Fing statistics for 192_168_.1.1:

Packets: Sent = 4. Heceiwved = 4. Lost = 8 {(B:x loss>.
Approximate round trip times in milli—seconds:

Minimum = 36ms. Maximum = 3IPms. Average

C:~UWindows~System3dZ >ipcon

Windows IF Configuration

Wireless LAM adapter Wireless Metwork Connection:

Media State . . -

T, Media disconnected
Connection—specific DHE Suffix -

Ethernet adapter Local Area Connection 2=

Connection—specific DHE Swuffix

Link—local IPuv6 Address . . . feBA::55cd-8d43:=Ff6?7:-22a8:x17
IPuv4 Address. - . - - - - - - 192_168.1.181

Subnet Mask . . . - - - - 255255 .255.8

DPefault Gateway . . . - - - = 122.168.1 .1

Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix

Link—local IPv6 Address . fef@::Y5el = ?d2c=f183:df46:x11
IPv4 fAddress. . . . 122 _168.3.3

Subnet Mask . . . 255 255 .255.8

Default Gateway . . 192 _168.3 .1

Ethernet adapter UirtwualBox Host—Only Metwork:

Link—local IPv6 Address
IPv4 Address. . . . . .
Subnet Mask . .
Default Gateway

feBBA:alSd=75£f5:-2951:f266:x26
122 _168.56-1
255 .255.255.8

GConnection—specific DNS Suffix

Ethernet adapter UMware Hetwork Adapter UMnetd:

Connection—specific DNS Suffix
Link—local IPuv6 Address . . .
IPv4 Address. . . . . .

Subnet Mask . . . -
DPefault Gateway . . . .

feld 4a@:68f5:c62a:1bhB81:428
192_168.1392 .1
255.255.255.8

Ethernet adapter UMware HMetwork Adapter UMnets:

Connection—specific DHE Suffix
Link—local IPv6 fAddress . . .
IPv4 Address. . . . . .

Subnet Mask . . . -
Default Gateway . . . .

feB@: :h82f :fF7?B2:eBda-36dAdF =29
192 _168.188 .1
255255 .255.8

Tunnel adapter isatap-wlan_-metropolia.fi:z

Media State . .

- m m = m o= = o= Media disconnected
Connection—specific DNE Suwuffix

Tunnel adapter» Teredo Tunneling Pseuwdo—Interxrface:

Media State . . . . . . . . . - . Media disconnected
Connection—specific DHE Swuffix

Tunnel adapter isatap-labnet:

Media State . . o & o o = = = = = Media disconnected
Connection—specific DNE Swuffix -

Tunnel adapter isatap.{B712987?-<4FEF—42C5—A67C—4C??BEGBFBE3 > =

Media State .

- e e e e e e e oa Media disconnected
Connection—specific DHE Suffix

Tunnel adapter isatap.<{8834921680C-15DD—44F8-B5?8-5544F812592E> =

Figure 40.IP configuration on R1

4.4.3 Testing Result of SSL VPN
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To test our configuration of SSL | used a web and browsed from the user computer .l

launched a web and put the IP address with http://10.1.1.1/ .The windows in the com-

ing windows display the other coming steps. Figure 41 shows successful ping to the

main office.


http://10.1.1.1/
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B Administrator: cmd = =] 23

Ping statistics for 1922.168.1.2:
Packets: Sent = 4. Received = 4. =8 <@ loss>.

CosWindows~System32>ping 192_.168.1.1

Pinging 122_.168.1.1 with 32 bytes of data:

Heply from 1922.168.1.1: bytes=32 time<ims TTL=255%
1922.168.1.1: bhytes=32 time=1msz TTL=25GC
192 _168_1_.1: bytes=32 time<ims TTL=255%

Reply from 192.168.1.1: bytes=32 time=1ms TTL=255

Ping statistics for 1922 _168.1.1:

Packets: Sent = 4. Received = 4, Lost = B (8¢ loss>.,
Approximate round trip times in m1111—f‘e|::on|:l H

Minimum = Bms,. Maximum = ims,. Average = Bms

CosWindows~System32 >

Figure 41.pinging the main office

Figure 42 displays the connection made through the web using http://10.1.1.1/ above.
The window displays SSL VPN service requesting the user name and password. The

user name | used was adminrodi and password adminrodil23.

SSLVPN Service ¥
@ 10111 QE‘QSEVE

Tuubi O Mail & NetSpace | | Metropolia Cisco Acad. Cisco-reservation . tietotekniikka.edu.met. LabNet Wiki m NETLAB Professional E...

wlutln
cisco

Welcome to

Cisco Systems
SSLVPN Service

Figure42 .Result from the web using the command http://10.1.1.1

Figure 43 shows the login page and the credentials used for authentication using a

user name adminrodi and password adminrodil23.


http://10.1.1.1/
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etfoenfee
CiIsSCO

English =

Username
adminrodi

Welcome to

Password

Login | Clear |

Cisco Systems
SSLVPN Service

Figure 43.SSL VPN login

The window in figure 44 displays the login was successful. The employee from the re-
mote office can now access resources of the main office.

i
‘h
li

SSLVPN Senice x|+

€ @ rps//101 LY indechtm e | Q search tE + RO E =
Tuui O] Ml 25 NetSpace {] Metropola Gsco Acad... - Cisco-teservation || tetoteknikia.edu.met... { LabNet Wiki [T] NETLA ProfessonalE..

alialn

cisco English -

Bookmarks [EY
EPersonal
* {empty}

Figure 44. Successful login
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5 Conclusions

Currently, companies and network administrators make it a priority to secure their re-
sources and assets by implementing security measures before they offer network-
based services. To satisfy this security need, companies have to find the right security
solution. When | started the thesis the aim was to create as safe, easily administered
and user-friendly a VPN solution as possible. Regarding this, | achieved this objective
and learned a great deal about different VPN solutions. Above all, it has been a valua-
ble experience to implement what | have learned practically in the laboratory. The re-
sults of the tests were successful and secured to protect the simulated company.

The biggest problems of the current solution are network address translation (NAT)
problem and the use of a pre-shared key. Any person with the key can use it as a VPN
gateway and other users will have to know the pre-shared key which makes it less se-
cured. NAT is responsible for changing the IP of the internal device to that of NAT de-
vice or IKE packet. IKE changes the senders IP address in the packet, and when this
new address does not match the original address of the IKE packet, then it will be
dropped.

A network security attack is unpredictable. It might occur at any given time and in any
location. Therefore, building a reliable security layer on a network system is vital to
protect the company from avoidable losses. However, this requires money and time but
the benefits outweigh its costs significantly. | conclude that protection of a company’s
network assets needs a clear security policy that anticipates the types of risks that exit
and defend the network. This plan should also describe the measures that need to be
taken to stop these losses. The security system should also be monitored constantly to

identify inside or outside threats and attacks targeting the company’s resources.

| hope and believe that there is a basis for future improvement of this system and with
the solutions for authentication and security. The protection of data in terms of confi-
dentiality, availability and integrity needs to be the focal point for future studies and

projects.
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Appendix 1: Basic router configuration

Rl#sh running-config
Building configuration...

Current configuration: 844 bytes

|

Version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname R1

|

no ip domain-lookup

|

no ip cef

no ipvé cef

|

no ip domain-lookup

|

Spanning-tree mode pvst

|

Interface FastEthernet0/0

no ip address

duplex auto

speed auto

Shutdown

|

interface FastEthernet0/1

ip address 192.168.1.1 255.255.255.0
duplex auto

speed auto

|

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252
|

interface Serial0/0/1

no ip address

clock rate 2000000
shutdown

|

interface Vlanl

no ip address

shutdown

|

router eigrp 101

network 192.168.1.0
network 10.1.1.0 0.0.0.3
no auto-summary

|

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.2
|

ip flow-export version 9
|

security passwords min-length 10
|

no cdp run

|

service password-encryption
|

line con 0
password ciscoconpass

Appendix 1
1(4)



exec-timeout 0 O
login
logging synchronous

|
line aux 0

|

line vty 0 4

password ciscovtypass
exec-timeout 0 O
login

1

End

copy running-config startup-config

R2#sh running-config

Building configuration...
Current configuration: 901 bytes
|

Version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname R2

|

no ip cef

no ipvé cef

|

no ip domain-lookup

|

spanning-tree mode pvst

|

interface FastEthernet0/0

no ip address

duplex auto

speed auto

shutdown

|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252
clock rate 2000000

|

interface Serial0/0/1

ip address 10.2.2.2 255.255.255.252
clock rate 64000

|

interface Vlanl

no ip address

shutdown

|

security passwords min-length 10
1

router eigrp 101

network 10.1.1.0 0.0.0.3

network 10.2.2.0 0.0.0.3

no auto-summary
!

Appendix 1
2.(4)
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ip classless

ip route 192.168.1.0 255.255.255.0 10.1.1.1
ip route 192.168.3.0 255.255.255.0 10.2.2.1
|

ip flow-export version 9

|

service password-encryption
|

no cdp run

|

line con 0

password ciscoconpass
exec-timeout 0 O
login

logging synchronous

|

line aux 0

|

line vty 0 4

password ciscovtypass
exec-timeout 0 O
login

1

end

copy running-config startup-config

R3#sh running-config
Building configuration...

Current configuration : 824 bytes

|

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname R3

|

no ip cef

no ipvé cef

|

no ip domain-lookup

|

spanning-tree mode pvst

|

interface FastEthernet0/0

no ip address

duplex auto

speed auto

shutdown

|

interface FastEthernet0/1

ip address 192.168.3.1 255.255.255.0
duplex auto

speed auto

|

interface Serial0/0/0

no ip address

clock rate 2000000

shutdown

|

interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
|
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interface Vlanl

no ip address

shutdown

|

router eigrp 101

network 192.168.3.0
network 10.2.2.0 0.0.0.3
no auto-summary

1

ip classless

ip route 0.0.0.0 0.0.0.0 10.2.2.2
|

ip flow-export version 9
|

security passwords min-length 10
|

no cdp run

|

service password-encryption
|

line con 0

password ciscoconpass
exec—timeout 0 0

login

logging synchronous

line aux 0

1

line vty 0 4

password ciscovtypass
exec—timeout 0 0

login

end

copy running-config startup-config
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Appendix 2: Mirror configuration for site-to-site —R3

crypto isakmp policy 10

authentication pre-share

encr aes 256

hash md5

group 5

lifetime 86400

exit

crypto isakmp key ciscol2345 address 10.1.1.1

crypto ipsec transform-set RODOYAThesis esp-sha-hmac esp-aes 256
mode tunnel

exit

ip access-list extended SDM 1

remark CCP ACL Category=4

remark IPSec Rule

permit ip 192.168.3.0 0.0.0.255 192.168.1.0 0.0.0.255
exit
crypto map SDM CMAP 1 1 ipsec-isakmp

description Apply the crypto map on the peer router's interface having IP
address 10.2.2.1 that connects to this router.

set transform-set RODOYAThesis

set peer 10.1.1.1

match address SDM 1

exit



Appendix 3: Site to site configuration for R1

hostname R1

boot-start-marker
boot-end-marker

security passwords min-length 10

no logging
|

buffered

no aaa new-model

memory-size iomem 5

dotll syslog
ip source-route

no ip cef
|

no ip domain lookup

no ipvé cef

multilink bundle-name authenticated

voice-card
1

0

crypto pki token default removal timeout O

crypto pki trustpoint TP-self-signed-493412598
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-493412598
revocation-check none
rsakeypair TP-self-signed-493412598

crypto pki certificate chain TP-self-signed-493412598
certificate self-signed 01

30820229
30312E30
69666963
375A170D
532D5365
35393830
B19C1DAS5
1CF52618
1E89E913
8609FA39
02030100
23041830
1DOEO416
4886F70D
D5SBB32EE
D4F8B515
5F3DB1B2
6F98162F

30820192
2C060355
6174652D
32303031
6C662D53
819F300D
BFC4EB47
B5ECA88D
212A7AEF
9E6F0E89
01A35330
168014EC
0414EC49
01010505
3ED2067E
4D25724F
6CB42351
36975632

quit

A0030201
04031325
34393334
30313030
69676E65
06092A86
8D76F52F
8B39C1DF
AEE3E93F
FC98DE3C
51300F06
49E56CFEC
ES56CFCF4
00038181
2F3038DD
87945937
c0C86344
26A9EDEO

license udi pid CISC02811 sn

vtp domain

vtp mode transparent

TSHOOT

02020101
494F532D
31323539
30303030
642D4365
4886F70D
A7894E66
BAABBD55
67E6AESO
A3277C29
03551D13
F45FF7C7
S5FF7CT77C
00585A8F
42B086E7
8E953624
0A9E1664
52

300D0609
53656C66
38301E17
5A303031
72746966
01010105
75EF0268
5B76FB34
EC006319
A5903632
0101FF04
7CDC70CB
DC70CB5SF
F4B96DCY
D11CC8DF
36332FBB
9D9C26A2

FCZ13377056

27864886
2D536967
0D313530
2E302C06
69636174
0003818D
C4196A59
CC2B7188
E26F68F6
82311E28
05300301
5FD45831
D45831C3
3C8D4062
B39D93A6
AQ1AFA1D
1AEBATBF

F70D0101
6E65642D
33323330
03550403
652D3439
00308189
68B3638D
8FA9B4CE
360BA1F1
9E722629
01FF301F
C34C9230
4C92300D
B20F1CCF
3E7594DA
61C3BB2E
95882D34
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05050030
43657274
38333435
1325494F
33343132
02818100
35992977
2C90BCAF
035D605C
9C9E057B
0603551D
1D060355
06092A86
56561A29
CE4EE799
FFE3255B
2A4AMDAT

username admin privilege 15 secret 5 $1$7ALUSKDmFkuHu86Tin7prH86141

redundancy
|

crypto isakmp policy 1
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encr 3des
authentication pre-share
group 2

Appendix 3

crypto isakmp policy 10
encr aes 256

hash mdb
authentication pre-share
group 5
crypto isakmp key ciscol2345 address 10.2.2.1

crypto ipsec transform-set RODOYAThesis esp-aes 256 esp-sha-hmac

crypto map SDM CMAP 1 1 ipsec-isakmp
description Tunnel tol0.2.2.1

set peer 10.2.2.1
set transform-set RODOYAThesis
match address 100

interface FastEthernet0/0
no ip address
shutdown
duplex auto
speed auto

interface FastEthernet0/1

ip address 192.168.1.1 255.255.255.0
duplex auto
speed auto

interface Serial0/0/0
ip address 10.1.1.1 255.255.255.252
no fair-queue

clock rate 2000000
crypto map SDM CMAP 1

interface Serial0/0/1
no ip address
shutdown

clock rate 2000000

router eigrp 101
network 10.1.1.0 0.0.0.3
network 192.168.1.0

1
ip
ip
ip
ip
!
ip
|

ip
|

forward-protocol nd
http server

http authentication
http secure-server

flow-export version

route 0.0.0.0 0.0.0

access-list 100 remark
access-list 100 remark
access-list 100 permit

no
|

cdp run

control-plane

mgcp profile default
|

line con O
exec-timeout 0 O

local

.0 10.1.1.2

CCP_ACL Category=4
IPSec Rule
ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255
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password 7 05080F1C22434D061715160118
logging synchronous

login

line aux 0

line vty 0 4

exec-timeout 0 0

password 7 00071A1507541D1216314D5D1A
login

transport input all

|

scheduler allocate 20000 1000

end
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Appendix 4: Site to site configuration for R3

hostname R3

boot-start-

marker

boot-end-marker

security passwords min-length 10

no aaa new-

model

memory-size iomem 5

dotll syslog
ip source-route
|

no ip cef
|

no ip domain lookup
no ipvé cef

multilink bundle-name authenticated

voice-card
|

0

crypto pki token default removal timeout 0

crypto pki trustpoint TP-self-signed-1429020141

enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-1429020141
revocation-check none
rsakeypair TP-self-signed-1429020141

crypto pki certificate chain TP-self-signed-1429020141
certificate self-signed 01

3082022B
31312F30
69666963
30315A17
4F532D53
32303134
8100”467
B955DE68
CB5DOAOA
BO8DOCA7
B41B0203
551D2304
03551D0E
2A864886
2781908B
ACB8B958
EATE1D3D
9CF3F813

30820194
2D060355
6174652D
0D323030
656C662D
3130819F
4D4901D7
BAF488B5
524035F3
497DFCAS
010001A3
18301680
04160414
F70D0101
5E21D2A6
AC08BB24
47631968
FB454EEF

quit

A0030201
04031326
31343239
31303130
5369676E
300D0609
E1AE6D4D
B4F16BC6
73C347AC
93AF96CC
53305130
1466B5A7
66B5A713
05050003
T4F1F23A
73186F93
FEF70C6CF
19053308

02020101
494F532D
30323031
30303030
65642D43
2A864886
746EE101
44122C3E
E7B9E3BD
76025D24
0F060355
13E2D202
E2D202AE
8181004E
3B21C9FD
D26B588A
0C90682A
C70440

300D0609
53656C66
3431301E
305A3031
65727469
F70D0101
BEF62F577
EE1B7782
503E6256
631A242B
1D130101
AE857978
85797855
F4BD70AA
C78943BF
68C13753
7925EBBB

license udi pid CISCO02811 sn FCZ133770RU
username admin privilege 15 secret 5 $1ShzgqJ$Rk3irZD3SJwCPpRdAOhPepO

redundancy
|

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

2A864886
2D536967
170D3135
312F302D
66696361
01050003
4188F308
12F7FC52
FBB6E585
DCDF4E1B
FF040530
55E21914
E2191476
A6410BF1
13F9432A
C3F2AB93
17E5FAQO6

F70D0101
6E65642D
30333233
06035504
74652D31
818D0030
E5245F70
07339688
D54C791E
BF20D3AC
030101FF
76C82581
C8258159
482949B3
C587A1FF
FFODD811
59AA9877
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05050030
43657274
31303037
03132649
34323930
81890281
9D3E9B6A
B73BD6B7
C5F1A89F
DA8626D4
301F0603
59301D06
300D0609
B1350DD3
D46208DB
4E430BC6
51492D51
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|
crypto isakmp policy 10
encr aes 256
hash md5
authentication pre-share
group 5
crypto isakmp key ciscol2345 address 10.1.1.1
|

crypto ipsec transform-set RODOYAThesis esp-aes 256 esp-sha-hmac
|

crypto map SDM CMAP 1 1 ipsec-isakmp
description Apply the crypto map on the peer router's interface having IP
address 10.2.2.1 that connects to this router.
set peer 10.1.1.1

set transform-set RODOYAThesis
match address SDM 1

|

interface FastEthernet0/0

no ip address

shutdown

duplex auto

speed auto

|

interface FastEthernet0/1

ip address 192.168.3.1 255.255.255.0
duplex auto

speed auto

|

interface Serial0/0/0

no ip address

shutdown

clock rate 2000000

|

interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
crypto map SDM CMAP 1

|

interface Serial0/1/0

no ip address

shutdown

clock rate 2000000

|

interface Serial0O/1/1

no ip address

shutdown

clock rate 2000000

|

router eigrp 101

network 10.2.2.0 0.0.0.3

network 192.168.3.0

|

ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server

|

ip flow-export version 9

|

ip route 0.0.0.0 0.0.0.0 10.2.2.2
|

ip access-list extended SDM 1
remark CCP ACL Category=4
remark IPSec Rule

permit ip 192.168.3.0 0.0.0.255 192.168.1.0 0.0.0.255
!



no cdp run
|

control-plane
|

mgcp profile default
|

line con O

exec-timeout 0 0

password 7 121A0C0411040F0B243B253B20
logging synchronous

login

line aux 0

line vty 0 4

exec-timeout 0 O

password 7 02050D4808091935555E080A16
login

transport input all

|
scheduler allocate 20000 1000
end
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Appendix 5: Remote access configuration for R1

hostname R1

!

boot-start-marker

boot-end-marker

!

security passwords min-length 10

!

aaa new-model

!

aaa authentication login default local

aaa authentication login ciscocp vpn xauth ml 1 local
aaa authorization exec default local

aaa authorization network ciscocp vpn group ml 1 local
!

aaa session-id common

!

memory-size iomem 5
|
dotll syslog
ip source-route
|
no ip cef
|
no ip domain lookup
no ipvé cef
|
multilink bundle-name authenticated
|
voice-card O
|
crypto pki token default removal timeout O
|
crypto pki trustpoint TP-self-signed-493412598
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-493412598
revocation-check none
rsakeypair TP-self-signed-493412598
|
crypto pki certificate chain TP-self-signed-493412598
certificate self-signed 01
30820229 30820192 A0030201 02020101 300D0609 2A864886
30312E30 2C060355 04031325 494F532D 53656C66 2D536967
69666963 6174652D 34393334 31323539 38301E17 0D313530
335A170D 32303031 30313030 30303030 5A303031 2E302C06
532D5365 6C662D53 69676E65 642D4365 72746966 69636174
35393830 819F300D 06092A86 4886F70D 01010105 0003818D
A2C43988 1E85B10D 604B6F7D 7A5FCCOF 809F3E31 1D04ADOB
A6D238EF 987COE29 53EBF66F ADAGFBE9 E8T7FA979 62E35533
503BA730 90B920B3 222AF8FA B3455035 A5370B84 DE710DAE
328E23BE 3D2D1230 98F1D10F 3C09690C 0930E363 58F81686
02030100 01A35330 51300F06 03551D13 0101FF04 05300301
23041830 168014FF 3DFOCDAD E1A4E18C 9234DACFEF 4C92CBE4
1DOEO416 0414FF3D FOCDADEl A4E18C92 34DACF4C 92CBEA4C3
4886F70D 01010505 00038181 00872FA9 5BD1F257 D4C4ACDC
0692D1D3 C7779751 6C506805 7EF738A0 810D916F 4701DDAC
F4558DF0 64ABS8EF BDFO9E372 293C7365 FE1517FF DE1D23F5
0A74F057 763CF02E EF6816F3 CAESE726 FOC5C4B2 DI9F2B38A
ODEEC29E 90F6F138 25DCE23C C9
quit
|
license udi pid CISC02811 sn FCZ133770S6
vtp domain TSHOOT

F70D0101
6E65642D
33323331
03550403
652D3439
00308189
4C5FEAF4
F5A47163
A3BD2687
AOA379EF
01FF301F
C3066930
0669300D
90F54149
9A65656D
E3DCB1C6
DE73CFCC
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05050030
43657274
31323135
1325494F
33343132
02818100
6C2092A2
FACBECDF
B51F1ATA
6DA8465F
0603551D
1D060355
06092A86
85DFO0C7B
BD3A2264
5C51A4F8
AA22EDO4
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vtp mode transparent
username adminOl privilege 15 password 7 050A020228421E5809040401
username rodi0Ol privilege 15 password 7 00161C020DOB5A070C22495D1A
username VPNuserl secret 5 $1$7i5.$wg6J9MKjoMyI3btLocjOR/
1

redundancy

1

class-map type inspect match-any SDM AH

match access-group name SDM AH

class-map type inspect match-any ccp-skinny-inspect
match protocol skinny

class-map type inspect match-any ccp-cls-insp-traffic
match protocol dns

match protocol ftp

match protocol https

match protocol icmp

match protocol imap

match protocol pop3

match protocol netshow

match protocol shell

match protocol realmedia

match protocol rtsp

match protocol smtp

match protocol sgl-net

match protocol streamworks

match protocol tftp

match protocol vdolive

match protocol tcp

match protocol udp

class-map type inspect match-all ccp-insp-traffic
match class-map ccp-cls-insp-traffic

class-map type inspect match-any SDM IP

match access-group name SDM IP

class-map type inspect match-any SDM ESP

match access-group name SDM ESP

class-map type inspect match-any SDM EASY VPN SERVER TRAFFIC
match protocol isakmp

match protocol ipsec-msft

match class-map SDM AH

match class-map SDM ESP

class-map type inspect match-all SDM EASY VPN SERVER PT
match class-map SDM EASY VPN SERVER TRAFFIC
class-map type inspect match-any ccp-h323nxg-inspect
match protocol h323-nxg

class-map type inspect match-any ccp-cls-icmp-access
match protocol icmp

match protocol tcp

match protocol udp

class-map type inspect match-any ccp-h225ras-inspect
match protocol h225ras

class-map type inspect match-any ccp-h323annexe-inspect
match protocol h323-annexe

class-map type inspect match-any ccp-h323-inspect
match protocol h323

class-map type inspect match-all ccp-invalid-src
match access-group 100

class-map type inspect match-all ccp-icmp-access
match class-map ccp-cls-icmp-access

class-map type inspect match-any ccp-sip-inspect
match protocol sip

class-map type inspect match-all ccp-protocol-http
match protocol http

|
policy-map type inspect ccp-permit-icmpreply

class type inspect ccp-icmp-access



inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect

class class-default

pass

inspect
inspect
inspect
inspect
inspect

inspect

ccp-sip-inspect
ccp-h323-inspect
ccp-h323annexe-inspect
ccp-h225ras-inspect
ccp-h323nxg-inspect

ccp-skinny-inspect

policy-map type inspect ccp-inspect

class type
drop log
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect

class class-default

drop

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

inspect

ccp-invalid-src
ccp-protocol-http
ccp-insp-traffic
ccp-sip-inspect
ccp-h323-inspect
ccp-h323annexe-inspect
ccp-h225ras—-inspect
ccp-h323nxg-inspect

ccp-skinny-inspect

policy-map type inspect ccp-permit

class type
pass
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect
class type
inspect

class class-default

drop

inspect
inspect
inspect
inspect
inspect
inspect

inspect

SDM_EASY VPN SERVER PT
ccp-sip-inspect
ccp-h323-inspect
ccp-h323annexe-inspect
ccp-h225ras-inspect
ccp-h323nxg-inspect

ccp-skinny-inspect

policy-map type inspect sdm-permit-ip
class type inspect SDM IP

pass

class class-default

drop log
|

zone security in-zone
zone security out-zone
zone security ezvpn-zone

zone-pair security ccp-zp-self-out source self destination out-zone
service-policy type inspect ccp-permit-icmpreply
zone-pair security ccp-zp-in-out source in-zone destination out-zone
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service-policy type inspect ccp-inspect
zone-palr security ccp-zp-out-self source out-zone destination self
service-policy type inspect ccp-permit
zone-pair security sdm-zp-in-ezvpnl source in-zone destination ezvpn-zone
service-policy type inspect sdm-permit-ip
zone-pair security sdm-zp-out-ezpnl source out-zone destination ezvpn-zone
service-policy type inspect sdm-permit-ip
zone-pair security sdm-zp-ezvpn-outl source ezvpn-zone destination out-zone
service-policy type inspect sdm-permit-ip
zone-pair security sdm-zp-ezvpn-inl source ezvpn-zone destination in-zone
service-policy type inspect sdm-permit-ip
|
!
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
|
crypto isakmp client configuration group ROD-access
key RODaccess12345
pool SDM POOL 1
max-users 100
netmask 255.255.255.0
crypto isakmp profile ciscocp-ike-profile-1
match identity group ROD-access
client authentication list ciscocp vpn xauth ml 1
isakmp authorization list ciscocp vpn group ml 1
client configuration address respond
virtual-template 1
|

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
|

crypto ipsec profile CiscoCP_Profilel
set security-association idle-time 900
set transform-set ESP-3DES-SHA

set isakmp-profile ciscocp-ike-profile-1
|

interface FastEthernet0/0

no ip address

shutdown

duplex auto

speed auto

|

interface FastEthernet0/1

description $FW_INSIDES

ip address 192.168.1.1 255.255.255.0
zone-member security in-zone

duplex auto

speed auto

|
interface Serial0/0/0

description $FW _OUTSIDES

ip address 10.1.1.1 255.255.255.252
zone-mempber security out-zone

clock rate 2000000

|
interface Serial0/0/1

no ip address

shutdown

clock rate 2000000

|
interface Virtual-Templatel type tunnel
ip unnumbered Serial0/0/0
zone-member security ezvpn-zone
tunnel mode ipsec ipv4
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tunnel protection ipsec profile CiscoCP_Profilel

ip local pool SDM POOL 1 192.168.1.100 192.168.1.150

ip forward-protocol nd

ip http server
ip http authentication local
ip http secure-server

ip flow-export version 9

ip route 0.0.0.0 0.0.0.0 10.1.1.2

ip access-list extended SDM AH
remark CCP_ACL Category=1
permit ahp any any
ip access-list extended SDM ESP
remark CCP_ACL Category=1
permit esp any any
ip access-list extended SDM IP
remark CCP ACL Category=1
permit ip any any

1
access-list
access-list
access-list
access-list

no cdp run
|

100 remark
100 permit
100 permit
100 permit

control-plane

mgcp profile default
|

line con O

exec—-timeout 0 0
password 7 03075218050022434019181604
logging synchronous

line aux O

line vty 0 4

exec-timeout 0 0
password 7 045802150C2E5A5A1009040401
transport input all

CCP_ACL Category=128

ip host 255.255.255.255 any

ip 127.0.0.0 0.255.255.255 any
ip 10.1.1.0 0.0.0.3 any

scheduler allocate 20000 1000

end
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Appendix 6: Remote access configuration

Step 1: configuring a zone based fire wall on the main office router R1

M http://127.0.0.1:8600/Counterpoint/CPMain.htmI?rand=7963 - Internet Explorer

Application Help
‘l @) Home || 0] configure I @ Cisco Configuration Professional
- Selact Community Membar:

¥ @ Interface Management Create Firewall | Edit Firewall Palicy |

» [ Router
Cisco CF can guide you through Firewall configuration Use Case Scenario

v S
B Security Select a task, then click Launch the selected task.

¥ B Firavall
Bl @ Basic Firewall
b [C3 Firews|l Componants Use Basic Firswall wizard to apply pra-defined rules to
» 3 VPN preotect your private netwerk from the mest commen

attacks. Basic Firewall will not allow you ta configure
DMZ services (for example, Www, FTP),

» (3 Public Key Infrastructure

» 53 NAC p
Advanced Firewall
] web Filter Configuration

[ intrusion Brevention Ii Use Advanced Firewall wizard to apply either
pre-defined rules or your oun custornized rulss o
L8021 protect you private netwerk from the most common

sttacks. Advanced Firawall will allow you ta configure
DMZ services (for example, Wi, FTP),

Launch the selected task

/&, The current UI configures Zone Based Firewall.
To use older form of classic firewall use the
below link.

] Port to Application Mappings
» C3 C3PL
) Security Audit

» (3 Unified Communications

Kl |

Utilities

¥ Flash Fil= Management _ N
Switch to Classic Firewall
= Configuration Editor

/¥ Save Configuration to PC J
=% Write to Startup Configuration
S Telnet How dol:  How Do | Configure a Firewsll on an Unsupported Interface? ~ ©Go I

7 Reload Device |+ v

Step 2: | choose the basic fire wall wizard and went to the next step

= hitp://127.0.0.1:8600/Counterpoint/CPMain.htmi?rand=7963 - Internet Explorer =]

| Application Help |
5 o ° - 3 _ _ _ _

k | €@ wome || §0% configure | <% &» €)  cisco Configuration Professional 'éll's'él‘;'

Selact Community Membar:

<« Configure > Security > Firewall > Firewall
102.168.1.1 | v 9 57

E— = I
Basic Firewall Configuration Wizard

» [ Interface Management
T Basic Firewall will allow you secure your Internet access router fast and easily. 1
use pre-defined rules to allow private netwark USers to access the Internet, and hario
¥ E5 Security protects your private netwark from the most common outsice attacks.
v E5 Firewall
Firevall =
] . ide
» 23 Firewall Components| Basic Firewall:
i i - q Z_ Intemet
>3 VPN * Applies default policies to inside trusted and outside (untrusted) zones.
» (33 Public Key Infrastructur
> B3 NAC *Inspect TGP, UDF and other protocals from inside zone to outside zone, as well as
[ web Filter Configuratio router-generated ICMP trafiic
[ Intrusion Pravention *Block hitp port-misuse for im,p2p as well as block all msn, yahoo, aol servers and
wite the eventio log.
[ 80z.1x
[0 Port to Application Map Deny traffic from outside zones to inside zones.
>3 CcEPL
To continue, click Mext.
) Security Audit
(23 Unified Communications
Utilities
' Flash File Management
7 Configuration Editor £ | A= I i | Eance I EEE I
/" Save Cenfiguration te PC
7 Write to Startup Configuration
S Talnat How dol: How Do | Configure a Firewall on an Unsupported Interface? ~ Go I

' Reload Devica

Step 3: on the next step | choose to check the fast Ethernet 0/1 for inside and outside for the serial 0/0/0
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" hittp://127.0.0.1:8600/Counterpoint/CPMain.htmi?rand=7963 - Internet Explorer [=1 (|
| Application Help |
A ~ ° - > - - - -
| (@) Home || GG confiaur | % & (2] Cisco Configuration Professional ‘éll's'él")‘
Selact Community Mambar: @

« Configure > Security > Firewall > Firawall
192.168.1.1 | ¥

— I
Basic Firewall Interface Configuration

Selest insideftrusted) and outside(untrusted) interfaces. You can select one or
mare insidedrusted) and outsideduntrustad) interfaces.

> (3 Interface Management
» 3 Router

hario
sty Mote: Do not select the interface through which you accessed Cisco CP as the
v B> Firevall outside funtrustedy interface. Ifyou do, you will not be able to launch Gisco GP
| Firavall from that interface after you complete the Firewall Wizard Ied
e
paREEssfCompanan interface outside(unirusted) ingidedrusted)
e B intemnet
f FastEthernet0/1 ] |
# 3 Public Key Infrastructur
Serial0/0/0 ] |
» 3 NAC

[ web Filter Configuratiol
[ 1ntrusion Prevention

[ so2.1x

I Allow secure Cisco CP access from outside interfaces

] Port to Applicstion Map
» 53 C2PL
() Security Audit

b £ Unified Communications

Utilities

7 Flash File Mansgement
Cancel I Help

4 Configuration Editar <Back | Next> | F

/7 S=ve Configuration to PC

&7 Write to Startup Configuration
- Go

P Telnet How do|: How Do | Configure a Firewsall on an Unsupported Interface?

7 Reload Device

3? http://127.0.0.1:8600/Counterpoint/CPMain.html?rand=7963 - Internet Explorer [= | @_
Application Help
- T - . 2 - 3 - - - R

k[ Gy Home |[ZE] contigure || [l monter | | ofe 4% ~ 1 @ cisco Configuration Professional .élllséltla.

| ] Select Community Member: @

<« Configure > Security > Firewall > Firewall
182.168.1.1 | v

R R— =
Basic Firewall Security Configuration
» [ Interface Management ‘Firewall Wizard
Cisco CP provides preconfigured application security policies. Use the sliderto
> [ Router selectthe security level
¥ E5 Security pario
¥ B Firavall Description:
] Firewall High Security - The router identifies inbound and - ne
— ide
» (3 Firevall Components| outbound Instant Messaging and Peer-to-
Peer traffic and drops it. b o
> & ven - The router checks inbound and —
» (23 Public Key Infrastructur Medium Security cuih o R ooy o e
for protocel compliance, and drops
> @3 nac noncompliant traffic.
[ Web Filter Configurstio - Returns traffic for other TCP and UDP
applications ifthe session was initiated
[ Intrusion Prevention Low Security inside tha firewall
g soz.1x Preview Commands
[ Port to Application Map
» B9 C3PL I I have PPTP clients in LAN. Allow PPTP traffic come through firewall
[ Security Audit
» [£3 Unified Communications
Utilities.
' Flash File Management
o Configuration Editor ‘E'E‘CKI A | £ I Eaeal I =Ll
/7 Save Configuration to PC E
¥ Write to Startup Configuration
P Telnat How dol:  How Do | Configure a Firewall on an Unsupported Interface? ~ Go |
' Reload Device v

Step 5: Then fire wall configuration comes and finished
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# http://127.0.01:8600/Counterpoint/CPMain.html?rand=7963 - Internet Explorer

Application Help

R vorme [t | Wvewer | | 5 & &

Selact Community Member:

192.168.1.1 |

« Configure > Security > Firewall > Firewall

Cisco Configuration Professional

==

vl
cisco j

b+ [ Interface Management
» [ Router
¥ B3 S=curity
¥ B Firewall
|| Firavall
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Step 6: The summary needs to be delivered for the router
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access-list 100 remark CCP_ACL Category=128
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the device is turned off,
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Step 7: The following screen shows the status for the delivery to the router
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Step 8:1 have successfully confic-;ured fire wall on the main office router
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Step 9: Then it goes to the edit fire wall policy screen
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Step 10: Then from CCP AAA needs to be configured
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Step 11: The AAA needs to be enabled
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Step 12: AAA has been successfully enabled

# hitp://127.0.0.1:8600/Counterpoint/CPMain. htm|?rand=7963 - Internet Explorer [=]

=]
r Application  Help ’1
| (G) Home |[ ) configurs | [l momeor | | o € _ . © cisco Configuration Professional 'éll's"l"

co

B Select Community Membar: g
« Configure > Security > VPN > Easy VPN Server
192.168.1.1 | ¥

VPN

RS ce M anzgamart = Create Easy VPN Server | Edit Easy VPN Server |

» [ Router
¥ 5 security Cisco CP can guide you through Easy WPN Server configuration tasks.
¥ [ Firevall
¥ Even
| vPN Design Guide
|| Site-ta-Sit= VPN

Use Case Scenario

Information @

Easy VPN Remote
¥
] Easy VPN Server @ AAR has been successiully enabled on the device

] Dynamic Multipaint VPN I
3 SSL VPN
- oK
» [ GETVPN

» [ VPN Components

mn

whichthe clients can connect and their atiributes.
» [ Public Key Infrastructure

» 33 NAC

] Web Filter Configuration

Launch Easy VPN Server Wizard

[«]

utilities
+/*Flash File Management
+/* Configuration Editor
/" 8ave Configuration to PC
4 Wirits to Startup Configuration

& Telnet

| 47 Reload Device

Step 13: Then it comes to the Easy VPN server wizard
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Welcome to the Easy VPN Server Wizard

This wizard will guide you through configuring of an Easy VPN Server on this router. An Easy
VPN Server allows a rermote end user to use IP Security (IPSec) when communicating with
a Ciscn 105 Yirtual Private Network (WPN) gateway. Centrally managed IPSec policies are
"pushed" to the client by the server, minimizing configuration by the end user.
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Easy VPN Server on this router:

* Configuring virtual template interface and authentications.

* Configuring IKE palicies

* Configuting an IPSec transform set
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* Configuring cisco tunneling control protocol(CTCP) optionally.
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Step 14: Interface and authentication
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Step 15: The default IKE proposal is used
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Step 16: The default transform set is used
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Step 17: In the user authentication local only is being selected
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Step 18: Then need to add the user information
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Step 19: Adding a policy for the group, ROD-access
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Step 20: On this section idle timer is adjusted
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the remote client or device to ensure that appropriate group attributes are downloaded. |~
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Step 21: shows the final summarization of all the work done



' http://127.0.0.1:8600/Counterpoint/CPMain.html?rand=7963 - Internet Explorer

Appendix 3

1(3)

=]

r Application Help 1
A _ 2 = - - -
| (g} Home | i Configure | B vonitor | | <k & (2] Cisco Configuration Professional ‘' il
— Cisco
Select Community Member:
192.168.1.1 | v | | Easy VPN Server Wizard - 90% Complete =]
VPN Wi i Summary of the Configuration ~
» [ Interface Management " . N "
Click Finish to deliver the configuration to the router.
» 3 Router -
¥ B Security Tunnel Interface Details: - M
» (3 Firevall Interface: Virtual-Template1
Type: Tunnel
¥ Even Mode: IPSecPya
] ¥PN Design Guide IP Address: Unnumbered to Serial0/0/0
[ Sita-to-Sita wEN ~TE e
[) Easy VPN Remote
B = i e Hash DOH Group Authentication Encryption
() Dynamic Multipoin| SHA_1 group2 PRE_SHARE  3DES 3
g mcEL Ve Transform Set
> 5 GETVPN MName: ESP-3DES-SHA
» (23 VPN Components ESP Encryption: ESP_3DES
ESP Integrity. ESP_SHA_HMAC
» (23 Public ey Infrastruct| Mode: TUNNEL
e Frnnin Dalien | anbin Bath e | it e =
] web Filter Configura “ »
Utilities
o/ Flash Fila Management [~ Test VPN connectivity after configuring
7 Configuration Editor
7 Save Configuration to P < Back I Next > I Finish I Cancel I Help
=¥ Write to Startup Configul
o Talnst O = o
/" Reload Davica v

Step 22: It needs to be delivered
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#Flash Fila Management
£ Configuration Editor
/#Save Configuration to P <pack | next~ | Finish | cancel| Heip |
¥ Write to Startup ConfiguraTmom
FTelnat < o v
| 7 Reload Device v

Step 23: The tunnel is up.




* http://127.0.0.1:8600/Counterpeint/CPMain.html?rand=7963 - Internet Explorer

Application Help

aoe | | 68 &=

[

| /B> Home || @Cﬂnﬁguu Lﬁ]

Select Community Member:

- 3 Interface Management
> [ Router
v B Security
B [ Firevall
¥ B VPN
] vPN Design Guide
| Site-to-Site WEN
[ Eas
| Easy VPN Server

VPN Remote

) Dynamic Multipoint VPN
(£ SSL VPN
» (53 GETVEN
» (E3 VPN Components
(3 Public Key Infrastructure
» 53 NAC
|} Web Filtar Configuration
Utilities i
&Flash File Management
* Configuration Editor
4 5ave Configuration to PC
&Wnte to Startup Configuration

¥ Telnet

VPN Troubleshooting

Tunnel Details

Virtual-Template1

Interface

Checking Firewall

@

Failure Reasonis)

“PM Troubleshooting |

The WPK Tunnel is up.

[ =

s successiul!

El surmmary Details
Activity | Status
Checking Easy WP = w Successiul
Checking depender| Information =] * Successful
w* Successful

Start

Save Report...

Close

Help
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[=]f=]l=]

aliabne
cisco &

@
I
5..| Adu.. | Eot.| Delete

Configuration:

ofessional

Test VPN Server

7 Reload Device




Appendix 7: Secure Sockets Layer configuration on R1

ho
1

stname R1

boot-start-marker
boot-end-marker

security passwords min-length 10
enable password 7 104F0D140C190004080D7B7977
|

aa
!

aa

aa

aa
!

aa
!

a new-model

a authentication login default local

a authentication login ciscocp vpn xauth ml 1 local
a authorization exec default local

a session-id common

memory-size iomem 5

dotll syslog

ip
1
no
!
no

no
!

source-r
ip cef

ip domai
ipvé cef

oute

n lookup

multilink bundle-name authenticated

voice-card 0

crypto pki token default removal timeout O

crypto pki trustpoint test trustpoint config created for sdm
subject-name e=sdmtest@sdmtest.com
revocation-check crl

crypto pki trustpoint R1 Certificate
enrollment selfsigned
serial-number none
ip-address none

revocation-check crl
rsakeypair Rl Certificate RSAKey 512

Appendix 3

crypto pki certificate chain test trustpoint config created for sdm
crypto pki certificate chain R1 Certificate
certificate self-signed 01

3082016A
13311130
32303435
F70D0109
41009CEB
C27ACE49
0C5F0203
551D2304
03551DOE
27864886
2790460F
6403555D
qui

30820114
0F06092A
5A170D32
02160252
6E9321FC
8C8723AC
010001A3
18301680
04160414
F70D0101
0F21B95A
4833CB87
t

A0030201
864886F7
30303130
31305C30
34C658BF
9B542930
53305130
14BDCB2B
BDCB2B82
05050003
B8632F87
0D275DD2

license udi pid CISC02811 sn
vtp domain TSHOOT

vtp mode transparent

02020101
0D010902
31303030
0D06092A
45B7E029
1CBA590D
0F060355
823CETCB
3CE7CBF1
41005C9A
08B8F211
10FE

300D0609
16025231
3030305A
864886F7
7B65CBI91
87ED024B
1D130101
F1624DF9
624DF9D7
D9C4482F
6577CE9A

FCZ13377056

2A864886
301E170D
30133111
0D010101
370D6B76
212F472C
FF040530
D7A8E43C
ABE43C03
C06329E9
82150954

F70D0101
31353034
300F0609
0500034B
9DEE4243
38510718
030101FF
03CA10F1
CAl10F121
A720C23D
AA3AQEC2

05050030
32303130
2A864886
00304802
B892322E
981C3D39
301F0603
21301D06
300D0609
4CTE3FF3
B24E2A74

1(3)
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username adminrodi privilege 15 password 7 045A0F0B062F5E410D10544541

redundancy
1

ip ssh version 1

1

interface FastEthernet0/0
no ip address

shutdown

duplex auto

speed auto

1

interface FastEthernet0/1
ip address 192.168.1.1 255.255.255.0
duplex auto

speed auto

|

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252
no fair-queue

clock rate 2000000

1

interface Serial0/0/1

no ip address

shutdown

clock rate 2000000

|

interface Virtual-Templatel
ip unnumbered Serial0/0/0
|

router eigrp 101

network 10.1.1.0 0.0.0.3
network 192.168.1.0

|

ip forward-protocol nd

ip http server
no ip http secure-server

|

ip flow-export version 9

|

ip route 0.0.0.0 0.0.0.0 10.1.1.2
|
no cdp run

|

control-plane

|

mgcp profile default
1

line con O

exec-timeout 0 0

password 7 094F471A1A0A141D051C053938
logging synchronous
line aux O
line vty 0 4

exec-timeout 0 0

password 7 104D000A0618041F15142B3837
transport input all

1

scheduler allocate 20000 1000
|
webvpn gateway gateway 1
ip address 10.1.1.1 port 443
http-redirect port 80
ssl trustpoint R1 Certificate
inservice
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webvpn context adminrodi
secondary-color white
title-color #CCCC66
text-color black
ssl authenticate verify all
|
policy group policy 1
virtual-template 1
default-group-policy policy 1
aaa authentication list ciscocp vpn xauth ml 1
gateway gateway 1
max-users 50
inservice

end
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Appendix 8.Secure Sockets Layer Configuration using VPN Wizard on R1

Step 1: The SSL VPN manager

Create SSL wPM | Edit S5 WP |
an guide you through SSL VRN configuration tasks. Select a task; then

Clsco CP e
click 'Launch the selected task' button

Use Case Scenario

[
St mamblmd (0 Ehis routmr Yoo st moable S o

A =
confiaure 550

= mrm not conflaured on this rooter, rouo
e 1Fleate For thiz et configure

Eraital cerbiflcn
=l

F Creaste s new SSLOWEN
Limm this wizmrd to crmate s mmw S50 WP,

T Add a new policy to an existing S5L VPN for a new group of users
fa e GreLE ef Gsees.
Arkrmmnks i wour cormEan.

Configure advanced features Tor an existing SSL VPN
Lme this wizard to conflaurs adesnced featurms such ms thin clent, full tunnel, sand Sisco
Eemcire Bamktop For mn mmisting S50 BN

P el

Howe do 1:  Howe Do | Confirm my SSL VPN s warking>

Step 2: Enabling AAA and configuring a self signed certificate

VPN

Create SSL wPN | Edit SSL wPHM_|
Cisco ©P can guide you through SSLWPR configuration tasks. Select a task; then
click ‘Launch the selected task button

Use Case Scenario

WWEBWEM | Group
Catewsy  Polcy

Prerequisite Tasks [ Cicco CP Warning

it s ot enabled in
configure SSL WRPHN.
& SSL VPN reguires the following pre-requisite configuration tasks to be
completed before proceeding,

Cigital certificates are
st have = digital o
~ Enable s
= Create a new SSL
Vs tis wimad 4o Configure a Selfsigned Certificate

" Ada a new policy to
O I Cancel I

Use this wizard to
For axarnple you -

" Configure advanced features for an existing SSL VEN
Use this wizard to configure advanced features such as thin cient, full tunnel, and Cisco

Sscure Dazktsp for an existing SSL WPM.
Launch the sslectecltaskl

Hows do 1 Hows Do | Confirm my SSL WPN Is working?

Step 3: Enabling AAA

Create SSL WPN | E SSLWEMN
— Dl AL el

Enable AAA

Cisco P will perform the following precautionary tasks while
enabling A% 1o prevent loss of access to the dewvice.

& > Canfigure authentication and authorization for vty lines. The local
database will be used for both authentication and authorization.

* Configure authentication for the console line. The local database
will be used for authentication.

Do you want to enable A8A7
usars.

carmpany.

Yes

I Mo |

Use this wizard to configure advanced features such as thin cdient. full tunnel. and Cisco
Secure Desktop for an existing SSL WPM.
Launch the selected task I
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Step 4: Delivering configuration to device

Deliver Configuration to Device | 2= |
Deliver defta commands to the device's running config.

Preview commands that will be delivered to the dewvice’'s running configuration.

aaa new-model -
aaa authorization exec default local

aaa authentication login default local

line wiy O 4

login authentication default

authorization exec default
exit

Fl

12
The differences between the running configuration and the startup configuration are lost whenewver
the device is turned off.

7 Save running config. to device's startup config.

This operation can take sewveral minutes.

Deliver | Cancel | Sawve to file Help

Step 5: Enabling AAA completed

Information

o

@ AfS has been successiully enabled on the device.

[

Step 6: self signed certificated created successfully

Information [ == |

@ Self Signed Certificate created successiully.

e |
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Step 7: The SSL VPN Wizard

SSL VPN Wizard =]

Velcome to the Create SS5L VPN Wizard

The MNew SSL WPMN wizard lets you to do the following:
* Specify an IF address, name and digital cerificate for the SSL WPR.
* Create users locally, and specify how these users should be authenticated.

* Enable the router to download full-tunnel SSL YPM client softvware to client PC=s,|
for full-tunnel caonnectivity

* Specify the corporate intranet =sites users are allowed to visit, and provide a link
to their e-mail.

* Customize the SSLWYFMN portal page.

= Bacl :I Mext = I Finish I Cancell Help I

Step 8: SSL VPN ip address and name for SSL VPN

SSL VP M Wizard =1

1P Address and NHame
This is the IP address users will enter to access the SSLWPHR portal page. If multiple SSL WPk
services are configured in this router, the Unigue Name is used to distinguish the Serice

IP Aagdress: | [] rame: |

URL to access the SSL VPN gateway: I

Digital Certificate
when users connect, this digital certificate will be sent to their web browser to authenticate the
router.

Certificate: R1_Certificate -

A% Information

URL to login to this SSL WPMN service nttp s W

<pack | Mexa>= | Finisn | cance | Hee |

Step 9: Entering SSL VPN ip address and name for SSL VPN

SSL VPN Wizard =]

IP Address and Name
This is the IP address users will enter to access the SSLYPHR portal page. If multiple SSL WP
services are configured in this router, the unigue name is used to distinguish the service.

IP Address: [10.1.1.1 EI Mame: [rodi

I~ Enable secure Cisco CP access through 10.1.1.1

URL to access the SSL VPMN gateway: I

Digital Certificate
YWwhen users connect, this digital certificate will be sent to their web browser to authenticate the
router

Cerificate: R1_Certificate -

A Information

URL to login to this SSL VPH service: https:A/10.1.1.14

After canfiguring SSL wFPMN, Cisco CP can be caonfigured in secure mode and
rediscovered with the port 4443,

=Back | Next= | Finish | cancel |  Hep |

Step 10: Adding users of the VPN



S5L VPMN Wizard

User Authentication

on. Specify how SEL VPR should authenticate the users when they login.

 External AAA server
@ Lacally on this router

£~ First on an external AAA server and then locally on this router

7 Use the AAA authentication method list: |default v|

Create user accounts locally on this router.

Username

You can configure user accounts locally on this router. You can configure user accounts on a
A server so that the router can contact this server to authenticate users when they try to log

<Elack| Mext = Finish I Cancell Help I
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=1

Add...

Edit... I

Step 11: Adding an account for the VPN user

S5L VPN Wizard

SSL VPN Wizard

User Authentication

(=]

You can configure user accounts locally on this router. You can configure user accounts on a

Add an Account Lo || when they trv to log

Hir.

Enter the username and password

Username: IadminrodH
FPassword
Password =Mone=

Mew Password: |

Confirm Mew Password: |*‘“‘“‘“‘“‘“‘“‘*‘*‘*

v Encrypt password using MD5 hash algorithm

I
: Add... |

Edit... I

Privilege Level: 1 -
Ok Cancel Help
<Elack| Mext = I Finish I Cancel Help

Step 12: Configuring the intranet websites




Appendix 3
1(3)

B hEtp://127.0.0.1:8600/Counterpoint/CPMain htmiTrand=29975 - Internet Explorer = e ==
Apptcation  welp
Home Monitor | <% > 3 5 5 5 A enloanln.
|[&8 | J v e @ Cisco Configuration Professional PRy

Salact Community Mambar,

1s3.30m.3.3 | v | [ SSL VPN Wizard
U Configure Intranct Websites ~f

— You can configure graups of intranet websites here Each group ean be given a heading and
R E et o s nrma s can contain one o more websites, Each of these groups will appear in the partal page as

= Z Routar links that users can elick to navigate to these =ites, S
v Bz security

= Firavall
v Eyven

[0 wPH Dasign Guidel

Add or selectthe group of websites you want to display in the partal page .
Actian ] URL List |

L) Sita-to-Site ven

L) Bmmy wPN Ramats

L) Emmy WO Server
L) Bvnamic Multipai

v 23 S50 ven
L3880 Vel M
L S50 vPH Gate
L) Packages

- 3 GETVRN

= 23 VPN Componants

=Back | Mext= | rinizn | Cancel | Heip | -

o Il -

Step 13: Adding Ip address pool

SSL WPM Wizard == |

SSL VPN Wizard I~ Enable Full Tunnel

Enabling full tunnel downloads the SSL YPMN full tunnel client software to the client.

IP Address Pool

Create a new or select an existing address pool from which clients will be given an IP address
when they connect.

IP Addrsss Pool: |
Cisco S5SL VPN Client Software S
Install Package... | Uninstall Pac N
S5LWPHK Client Fackages Installed | Segquence Mumber -
=
a 1] ] 3

¥ Keep the Full Tunnel Client software installed on clients PC.
Adwvanced Options.

Click Advanced Tunnel COptions... to configure splittunneling, split DRSS, browser prosoy
settings, DME and YWINS servers.

Advanced Tunnel Options... |

<Back | Next> | Finish | cancel| Help |

Step 14: Adding IP local pool
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SSL VPN Wizard [=]

SSL VPN Wi i ¥ Enable Full Tunnel

AddIP Local Pool @ the client.

Fool Name: I e given an IP address

IFP address Range

Start IP address End IFP address

m

Cache Size

Cache Size: |20

Ok Cancel I Help I rOWSEr proxy

Fovarced Tunnel Options... I

<Elack| Mext = I Finish I Cancel Help I

Step 15: Adding IP address range

SSL VPN Wizard (=]
sﬂ_mw [+ Enable Full Tunnel
Add IP Local Pool =] the client.
Fool Mame: |r0dip00|

e given an IF address

Add IP address range @
-
Pool Mame: |r0dip00| J
Start IP address: |192.168.‘|.10 1
End IF address: |192.168.1.50
OK I Cancel I Help I S
o
Ok I Cancel I Help I FOWSEr Aoy

Fovarrced Tunnel Options... I

<Elack| Next>| Finish I Cancel Help I

Step 16: confirming the IP address range



SSL VPN Wizard

SSL VPN Wizard

|~ Enable Full Tunnel

Appendix 3

Add IP Local Pool

Pool Mame: |r0dipoo|

@ the client.

e given an IP address

[Add IP address range

=

& The IP addresses in the pool and the IP address of the interface
FastEthernet0i1 are in the same subnet. Do you want to continue?

=]

1(3)

=]

m

Yes | Mo |
‘ OK | Cancel | Help | S5
v
Ok I Cancel I Help I rowiSer prosy
Fovarnced Tunnel Cptions... I
B,
<Back | Next= | rinisn | cancel| nHep |
Step 17: The IP local pool is added
' SSL WPMN Wizard =]

I~ Emable Full Tunnel

SSL VPN Wizard

Add IP Local Pool

Pool Mame [regipool

IP address Range

Start IP address

End IP address

19z2162.1.10Q 1

9z162.1.50

Cache Size

Cache Size:

Ok I

cancel | Help |

ez ||the slient

e given an IP address

FoOwSer prosy

ovamro=a Tunnel Options... |

<Back | Mext= | Finisn |  cancen |

Hep |

Step 18: Adding DNS server and WINS server

SSL VPR Wizard

SSL VPN Wi i I+~ Enable Full Tunnel
Advanced Tunnel Options =
Split Tunneling \f EBrowser Proxy Settinos \{ DHS and WINS Sernvers
=
DMNE Servers WINS Servers
Primary DMNS Server: [ro1 410 Primary WIMNS Server: EEEERE
Secondary DMS Server: | Secondary WINS Server: | =
Default Domain: I
-
O I Cancel I Help I
- |
p——|
=Back | Mexi= | Fini=n | cancel | Hep |

Step 19: Split Tunneling
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S5L VPN Wizard

SSL VPN Wizard

[¥ Enable Full Tunnel

1(3)

Advanced Tunnel Options

Spiit Tunneling | Browser Proxy Settings \[ DMNS and WINS Servers 1

Split Tunneling Split DMNES

Select Include or Exclude to configure the Networks Use the corporate DME server to resolve the
2 following domains. Other

shown in the list.
Add a Metwork @ F OMNS server will be used.
i Include Traffic

7 Exclude Traffic Metwork. I
Diestination Metworks: Subnet Mask: I

IF Address Mlask

ok | cancel |

Use semicolons () to separate entries.

m

o

O I Cancel I Help I

<Elack| Ne:{l}l Finish I Cancell

Help I

Step 20: Split Tunneling added

" SSL VPN Wizard

 Enable Full Tunnel

SSL VPN Wizard
Advanced Tunnel Options IEI
Split Tunneling\f Browser Froxy Settings \l DS and WIMES Servers \|
Split Tunneling Split DMNS S
Select Include or Exclude to configure the MNetworks Use the corporate DNS server to resolve the
shown in the list. domain names for the fallowing domains. Other
dormains the client ISP DMNS server will be used. -
* Include Traffic Lesrn More
i~ Exclude Traffic m =
Destination Metworks:
IF Address Mask Add. N
Delete | “ =
™ Exciu cal LANS Use semicolons () to separate entries. S
ok | cancel | Help |
— ’J = I
= _—
Help |

<Back | Mext= | Fin

Step 21: Adding VPN Tunnel Interface
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SSL VP M Wizard =]

SSLVPHN Tunnel Interface (Virtual-template)

Interface

IF Features like MAT Firewall that need to be as=sociated to data passing
through SSLYPMN tunnel should be associated to this tunnel interface

@ Use IP Address ofthe interface: SerialQ/moim -
i Use following IP Address (Static IP address)

IP Address |

Subnet Mask: I or I E

=Back | Next= | Finizh | cancel|  Heip |

Step 22: Summery of the overall configuration

SSL VPN Wizard ==

Summary of the Configuration

Read the following surnmary of the configuration. Either click Finish to send the
configuration to the router, or, click the Back button to make modifications

SSL WPH Service Mame adminrodi -
S3SL VPHM FPolicy Mame cpolicy_1

SSL VPN Gateway Mame : gateway_1

Yirtual Template IP Address: Un-numbered to Serial/m0/0

User Authentication Method List : Local

Intranet websites: Disabled

Full Tunnel Configuration
SWVC Status Mo
IP Address Pool @ =MNone>=
Split Tunneling : Disabled
Split DMNS Disabled
Install Full Tunnel Client : Disabled

DS is not enabled on vour router. As some S5LYFHM services reguire DS to waork, it is
recommended that vou enable DMNES.

<Back | riex~ | Finish | cancel| Heip |
Step 23: Delivering the summary
[ SSL wPM Wizard [==]
Ssl_m‘!!! | | Summawaflhéconrlgnration ) ) )
Deliver Configuration to Device =]

Deliver delta commands to the dewvice’s running config.

Prewviews commands that will be delivered to the dewvice’s running configuration.

aaa authentication login ciscocp_wpn_xauth_ml_1 local
interface “irtual-Template1

et
diefault interface Wirtual-Template
interface VWirtual-Template1

no shutdown

ID unnumbered Serialldo/o

exit
webwvpn gateway gateway_1

ip address 10.1.1.1 port 443 Al
httm rarirant nae e

- 3

The differences betwesn the running configuration and the startup configuration are lost whenever
the dewvice is turned off.

I Save running config. to device’s startup config. LS

This operation can take several minutes ork, it is

Dielirer I cancel I Sawe to file I Help I

= Back | Mexti= | Finish | | cancel | | Heip_ |
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Step 24: The delivery status of the summary
" SSL VPN Wizard =1
SSLVRH “ I Summaryoftht-a Configuration

Deliver Configuration to Device @

Deliver delta commands to the dewvice’s running config. -

Prewview commg Cgommands Delivery Status =]
aaa authenticat) -
|ntei{face Witua  command Delivery Status:
axl
default interfac
interface “irtud Preparing commands for delivery... -
no shutdown Submitting 27 commands, please wait. .
ip unnumbered) Configuration delivered to device.
exit
webwvpn gatew|
ip address 10. —

bt oot -
“ [

lom |

The differenc whenewver

I Sawve runni g I G

This operathormcam=m TAT TS ark, itis

Deliver I Cancel I Sawe to file I Help I

—

<Elack| Mext = I Finish I Cancell Help I

Step 25: This step show the connection status

-
=iy ven
Create SSL WP Edit SSL YPN

SSL VPN Contexts gk Add [E Edit T[] Delete & Disable

rarme Gateway Status Administrative Status

Details about Weab VPN Context: adminrodi

Iterm Mame tem value
Sroup Policies
policy_1
Services =Mone>=
URLs Exposed to Users =Mone=
Servers Exposed to Users =Mone=
MUIMS Servers =Maone=

Step 26: SSL VPN login screen

File Edt View History Bookmerks Took Help [sTe]=]
SSLVPN Senvice x|+
8 Hips/1001 1 webrpr bt < e $+aO T =

7 Tuubi O Mail %% NetSpace |} Metropolia Cisco Acad.. { | Cisco-resenvation _ | fietotekniikka.edumet... | | LabNet Wiki [J] NETLAB Professional E...

il
cisco

English -

Usemame
Welcome to
Password
Cisco Systems

SSLVPN Service =~ _lgn Clear

Step 27: Authenticating by using the SSL VPN adminrodi we created
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olllulllo
CISCO

English v

Username

Welcome to adminrodi

Password

/ eoccscscssee

- / Login |

Cisco Systems

SSLVPN Service Clear |

R

Step 28: successful authentication

SSLVPN Service x|+
€ @ nitps//1011  findeshim e "B ¥+ A® T =
Tuubi 0] Mail & NetSpace | Metropolia Cisco Acad... _ Cisco-reservation £ | fietotckniikke.cdumet... ! LabMet Vi [I] NETLAB Professional E..

cisco Engiish -
Bookmarks [EY
EPersonal
* {empty}
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Step 29: Editing SSL VPN context

1(3)

Edit S5L VPN Context -adminrodi

=-

SSL VPN Contest

-------- Group Policies
- HThL Display Settings

- Part Farward Lists

- LRL Lists

Cisco Secure Desktap
App ACL

-Action URL TimeRange

MetBIOS Matme Server Li

MName: |

Associated Gateway: |gateway_‘1

Domain: |

Authentication List: ciscocp_wpn_xauth_mil_" -

Authentication Domain: |

v Enable Context

Maximum Mumber of users: |‘1UDU
VRF Mame: =Mone= -
Default Group Policy: policy_1 -

IP Features like MAT Firewall that need to he associated to data passing
through SSLWFPM tunnel should be associated to this tunnel interface.

* Use IP Address ofthe interface: Serial0/o/m -
7 Use following IP Address (Static IP address)

IP Address: |

Subnet Mask: | ar | %

OK | Cancel | Help

Step 30: Delivering the edited SSL VPN context

e

Deliver Configuration to Device

Deliver deta commands to the device’s running config.

Preview commands that will be delivered to the device's running configuration.

webvpn context adminrodi -
max-users 50
exit

The differences between the running configuration and the startup configuration are lost whenever
the device is turned off,

| Save running config. to device's startup config.

Thiz operation can take several minutes.

Deliver Cancel Save to file Help




E¥ Administrator: cmd

Ping statistics for 192_168.1.2:
Packets: ZSent = 4. Hecedived = 4, Lost = B (Bx loss),

C=~UWindows~Systemnd22ping 192.168.1.1

Pinging 1?2.168.1.1 with 32 bytes of data:
168 hytes=32 time<ims TTL=255G
bytes=32 time=1ims TTL=255
- bytes=32 time<imsz TTL=255
Reply from 122_.168.1.1: bytes=32 time=1ims TTL=255%

Ping statistics for 192_168_1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>,
Approximate round trip times in milli—-seconds:

Minimum = Bms,. Maximum = ims,. Average = Bns

C:sWindows“Systen32>
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