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Information security is vital in any organization and for every individual. Most compa-

nies, particularly those that provide outsourcing services as in the case of the case 

company, have access to proprietary and confidential information. If this information 

is not properly managed, the result could be detrimental to the individual and the busi-

ness. Thus, the objective of this Thesis is to propose a practical internal information 

security management process that could help the case company protect the confiden-

tiality and integrity of this information. 

 

Existing literature on information security management, mostly inspired by ISO27001, 

provides valuable information in drafting the conceptual framework of the Thesis. The 

framework is used as a baseline during the interviews with the case company’s stake-

holders to understand the current state of the business. The data from the interviews, 

along with the best practices gathered from stakeholders of other companies and 

those from the literature were merged to draft the proposal on the process that was 

provided to the case company. 

 

The information security management process which is the outcome of this thesis fits 

the need of the case company. The process consists of different elements from setting 

security policy, managing assets, and operations, establishing access controls, report-

ing incidents, up to conducting the security audit. To commence the process, action 

items were identified for each of these elements, and owners are assigned. Implemen-

tation of the process can help provide structure to ensure proper security management 

of clients’ and customers’ information that can be beneficial for the case company and 

its daily operations. 
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1 Introduction 

Information security is a top priority for small and large companies alike as well as for 

every individual. For companies that provide services for businesses wishing to out-

source some of their processes, access to proprietary and confidential information is part 

of every employee’s work. Acquiring more clients to stay in business is of paramount 

importance for these companies. This can be problematic, however, since many possible 

clients are concerned about information security issues when outsourcing their internal 

processes. The aim of this Thesis is to provide the case company with a proposal for a 

practical internal information security process to protect its clients and its client’s cus-

tomers, as well as the case company’s employees, and the whole organization on issues 

related to the data breach. Having information security improved will help the case com-

pany to attract more clients and grow its business according to the company’s business 

strategy. 

 

1.1 Key Concepts  

There is widespread concern over data breaches, with customers feeling vulnerable 

about being exposed to various threats after handing over their personal and login cre-

dentials such as biometric and fingerprints data, passport, credit card information, 

driver’s license, social security number, and even their health records. These types of 

personal data are referred to as personally identifiable information (PII), also known as 

sensitive personal information (SPI) that can be linked to an individual or can be used to 

trace one’s identity. It is the responsibility of the companies and their employees to en-

sure that the information the customers are providing is protected and kept confidential 

to retain their trust. 

 

In business process outsourcing (BPO), customer information is stored in a database for 

the employees’ reference before providing the service in question. BPO offers contact 

centre services through a phone, email, or chat support, and their employees provide 

technical support, customer service, and billing, among other services. In doing so, em-

ployees have access to this information every single day. Hence, companies need to 

have a stringent process for these employees to protect their customers from possible 

data breaches. 
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1.2 Case Company Background  

The case company of this Thesis is a multimedia contact centre in Singapore providing 

outsourcing services to its clients operating in industries such as telecommunications, 

healthcare, electronics, transportation, manufacturing and food and beverages. It em-

ploys around 80 employees who are engaged in handling customer needs for their cli-

ents. Figure 1 shows the organizational structure of the case company by designations. 

Managing	Director
	

Senior	Manager
	

HR	Manager
	

Assistant	Manager
	

External	IT
	

Operations	Executive
	

Team	Leader
	

Team	Leader
	

Team	Leader
	

Team	Leader
	

Agents
	

Agents
	

Agents
	

Agents
	

Agents
	

 

  Organization structure of the case company 

 

As shown in Figure 1, the company is managed by the managing director who is also 

the company owner. The senior and HR Managers who directly report to him share re-

sponsibilities in overseeing the entire operations with the former extending her scope to 

the external IT. The assistant manager is directly involved in managing the clients and 

team leaders with the latter supporting the technical support and customer service rep-

resentatives.  

 

The technical staff and customer service representatives also referred to as agents, pro-

vide 24/7 support depending on the client’s hours of operation. Phone, chat, and email 

channels are the media of communication to support customers. Additionally, the com-

pany also provides IT services such as system development, one-way or interactive SMS 
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messaging and releases customer satisfaction surveys on behalf of the client. The com-

plete list of services offered is shown in Figure 2. 

 

  List of services offered by the case company (case company’s website) 

 

Figure 2 shows the flexibility and scalability of the company when it comes to the services 

it can provide to the client. On top of the internal support it provides to the case company, 

it also extends its scope to services that are requested by the clients. Some of these 

services could be ad-hoc requests from existing clients or those from external clients 

who have no existing contracts with the case company.  

 

The company has been operational for 13 years. Previously, the internal IT staff of the 

case company creates the systems for in-house human resources, customer relationship 

management (CRM), and call logs which are still utilised by its employees. In 2016, the 

case company has outsourced its IT team along with the processes. 

 

The case company has a total of 21 clients supported by its multi-skilled agents within 

Singapore and other two partners in the Philippines and Indonesia. To increase em-

ployee productivity for the company, one staff member is trained to handle from 8 up to 

12 clients in an 8-hour shift. This means that the employee has access to various cus-

tomer information throughout the day. 
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1.3 Business Challenge  

The case company has been supporting the customers of various clients from different 

industries.  Over the years, despite its experience in this business, there is no structured 

and documented process regarding customer information security. Technical support 

and customer service representatives, also referred to as agents, who assist the clients, 

tend to come and go, and there is no assurance that the client or customer data is se-

cured and has no chance of being leaked.  Moreover, the employees have access to the 

internet; they can freely use their phone in the working area, and they can bring any 

device they want to the company premises.  In other words, there are several ways that 

customer data can be copied or transferred, without the consent of the client or the com-

pany.   

 

Although there are some security measures in place, it is not enough for current infor-

mation security requirements.  For example, there are currently no guidelines for em-

ployees to follow to ensure that their customer information is secured.  Nor there is any 

awareness campaign related to the importance of protecting the customer’s identity in 

the company. Even the IT department has not exercised consistency in ensuring that the 

software programs are up-to-date, and security requirements are regularly audited.  

 

If this type of information is not properly managed, it will entail a significant risk of data 

misuse.  Although the company has the necessary established technology to prevent the 

misuse of customer information, there is still a possibility of incidents of data breaches in 

this context.  It seems that despite available technology, the case company may have 

major issues in its fundamental data management processes. 

 

1.4 Objective and Scope  

The objective of this thesis is to propose a practical internal information security 
management process for the case company to use in its daily operations. This process 

should help to assure the existing and future clients that the company has the necessary 

security measures in place. Additionally, it can assist the company deal with possible 

information misuse in the future in a more professional and structured way. The outcome 

of this thesis is a structured process for information security management. This process 

will provide the case company a guide on the different activities or individual processes 

that have to be in place to fulfil the requirement for each element of information security 

management. 
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The research method used in this thesis is a case study. 

  

This thesis is written in seven sections. Section 1 provides an introduction to the industry 

where this study is conducted. It focuses on the background of the case company and 

the challenges it is facing concerning information security. Section 2 introduces the re-

search design structure, data collection and analysis of the data gathered. Additionally, 

it also presents the validity and reliability plan that are fundamental criteria for any re-

search. Section 3 explores various best practice and existing knowledge that can be 

used to provide justification and theoretical basis for the proposal for the improved inter-

nal information security process. Section 4 presents the current state of the company 

based on the result of the data collected and analysed in this initial stage. Section 5 

provides the result of the second data collection that leads to the drafting of the proposal 

for the case company. Section 6 evaluates the proposed process based on the third data 

collection which means feedback from the case company. It also expands the proposal 

with the actions suggested in the validation session with the key stakeholders from the 

case company. Section 7 summarizes and concludes the study and discusses the re-

sults, starting from the identification of the business challenge, evaluation and analysis 

of the current state, and the outcome of the drafting of the proposal. In other words, this 

section provides closure to the entire journey of this study. 
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2 Method and Material 

This section discusses the various steps involved in completing this research. The re-

search design presents the summary on how this thesis will be approached as well as 

the description of the content for each step. Additionally, the different data that will be 

collected and how they should be analysed will also be included in this section. 

 

2.1 Research Approach  

 

This thesis adopts the concept of a case study as the researcher studies and under-

stands the real-life situation of the case company when it comes to its information secu-

rity management process. A case study is initiated to analyse current circumstances of 

the case company. Additionally, the Thesis wants to get answers to the questions of how 

information security management is implemented and understood by employees and 

why it is important for the organization. 

 

Blaxter et al. (2006: 72) further justify the suitability of the case study for a small-scale 

research where the focus is on a small number of individuals, which is the case here. As 

described by Yin (2009 cited in Aberdeen 2013: 69-71), a case study is a linear but 

iterative process. Additionally, he also points out that each stage can stand alone but is 

linked together as the researcher reviews and re-examines previous decisions. Yin’s 

case study framework as shown in Figure 3 presents the stages of the research process.  

 

 Case Study Framework (Yin, 2009) 

 

Planning is when the researcher decides the kind of research method that is appropriate 

for the phenomenon at hand. For Yin (2014: 4), case study research focuses on the 

answers to the questions of the “how” and “why”. Designing is when the researcher 

comes up with the logic of the study through the research design (Yin 2014: 26). Pre-
paring is when the researcher has to consider the different preparations necessary to 
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start the process. The skills needed, the training that is necessary, the procedures to 

follow, among other things to consider (Yin 2014: 70). Collecting is when data and evi-

dence are gathered. This is where the researcher has to take into account the principles 

to follow in either working with multiple sources of information, among which are inter-

views and documentation, or maintaining a database of materials, and keeping a chain 

of evidence (Yin 2014: 102). Analysing is familiarizing with the data. Researcher looks 

for patterns, considers analytic techniques, and interprets evidence. The result is de-

pendent on the researcher’s style of rigorous thinking since the analysis of case study 

evidence is one of the least developed aspects of case studies (Yin 2014: 133). Finally, 

sharing is the stage where the conclusion is presented either orally or in writing to the 

defined audience, reviewed and feedbacks are gathered, and if deemed necessary, re-

vised until feedbacks are taken into account and the case study is closed (Yin 2014: 

177).  

 

Schramm (1971: 6) believes that the essence of the case study approach is to illuminate 

a decision or set of decisions as why they were taken, how they were implemented, and 

with what result. 

 

This study does not only focus on what is wrong but rather finds ways to continuously 

improve the process and practice by looking at evidence and taking action. As real case 

studies benefit from multiple data sources (Yin 2004: 9), this evidence come mostly from, 

but are not limited to, remote interviews with individuals who are familiar and in direct 

contact with the process, focus group discussion with agents, and review of some exist-

ing process documents. Patton (1990) and Yin (2003) (as cited in Baxter and Jack 2008: 

554) also added that the use of multiple data sources enhances data credibility. Once 

this evidence is completely gathered, qualitative data analysis is used to interpret the 

result. 

 

2.2 Research Design  

 

This research study has six stages as illustrated in Figure 4. It starts with the identification 

of the business challenge where the objective is set. Once the objective is set, the out-

come is taken into account. The conceptual framework then follows where ideas come 

from existing literature. Of which, is the current state analysis of the case company. Once 

done, the study proceeds to the building of the proposal, then validating it. The outcome 

is the last stage of the research where the final proposal is completed. 
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 Research design of the information security management process
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Stage 1 is the identification of the business challenge that triggers the whole process. In 

this stage, the problem is identified and presented to the case company. With the identi-

fied problem, an objective is formed that also prompted the outcome expected from the 

completion of this research.  

 

Stage 2 is the formulation of the conceptual framework through various literature where 

best practices and ideas to be benchmarked can be gathered. Before knowing the cur-

rent state of the business, existing knowledge is checked through literature sources to 

know and understand how a professional information security management process 

should look. On top of this, interviews with stakeholders of other companies are con-

ducted. The intention is to benchmark from best practices of other industries that will 

prove beneficial for the case company. These are evidence that could have set these 

companies apart from competitors and have a structured and stabilized processes re-

lated to information security management. The findings are compared to how and what 

the case company is currently doing regarding ensuring the security of its customer’s 

information.  

 

Stage 3 is the analysis of the current state of the case company. Evidence that will be 

gathered through interviews of the will paint a picture of the company’s strengths and 

weaknesses, along with the gaps to fill. Moreover, the observations on the internal prac-

tices and actions of the agent will add more information. Since existing ideas on best 

practices from the literature were already determined, this stage will enable the re-

searcher to compare and find the missing link that will be taken into account in building 

the proposal for the information security management process. 

 

Stage 4 is the building of the initial proposal where everything will come together. Evi-

dence gathered from the previous stage, along with ideas taken from benchmark activi-

ties and literature will be merged. Combining this information will allow the generation of 

the proposal that fits the need of the case company. 

 

Stage 5 is the validation of the proposal made. This is where the meeting of the minds 

happens to review, ask questions, offer insights and feedbacks, and assess the entirety 

of the proposal. During this stage it is expected that some ideas might be rejected, a part 

of the process might be questioned, among other things. Once all of the information is 

captured, the proposal will be revised accordingly, or the result of the current state anal-

ysis will be revisited before the rebuilding of the proposal. The intention of re-checking 
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of current state result is to ensure that all areas are covered and taken into account when 

the proposal is rebuilt. 

 

Stage 6 is the final stage that is relevant only to this research. This stage is where the 

final proposal is completed, capturing the changes and enhancements that are made. It 

will be submitted to the case company for their utilization.  

 

The implementation of the process is dependent on the case company. They could either 

decide the proposal for immediate implementation or do it at a later time. For the point 

of view of the researcher, it is advisable and encouraged to put it in place and make 

necessary changes to how the case company does things. Doing so will convince and 

enable the company to see the value of the research and impact of the process to the 

business. But at the end of the day, this is all dependent on the management’s decision 

as this could entail change and a well-planned communication and implementation 

needs to be considered. 

 

2.3 Data Collection and Analysis  
 

Data collection consists of three rounds. Data collection 1 was conducted for the CSA 

stage, Data 2 for proposal building, and Data 3 for validation stages.  

 

The collection of Data 1 commences at the current state analysis (CSA). During this 

stage, the researcher will analyse how the case company currently handles its infor-

mation security management process using a set of questions in a questionnaire as 

found in Appendix 1. Strengths and weaknesses will be identified along with the gaps 

that need to be filled in. The information will be gathered through series of interviews with 

IT personnel, team leaders, manager and executive of operations, as well as from the 

company director. Additionally, the observation of the researcher on practices and ac-

tions of the agents will also be considered. Furthermore, some internal documents are 

reviewed to check on forms, practices, or processes that could influence the building of 

the proposal. 

 

The collection of Data 2 transpires during the drafting of the proposal where information 

will come from various sources. The main source of information is still the stakeholders 
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of the case company. Their suggestions and inputs are crucial in the drafting of the pro-

posal. Additionally, the result of the gathering of best practices with other companies 

through interviews with different stakeholders also comes in handy as data 2 is collected. 

 

The collection of Data 3 takes place when the proposal is validated through a discussion 

with stakeholders of the case company, and feedbacks are given. These feedbacks will 

be used to rebuild the proposal, as deemed necessary, to come up with the final proposal 

that fits the need of the business.  

 

Table 1 specifies the different data sources as well as some of the topics under each 

data collection phase.  

 

For the analysis of the interviews and discussions, Qualitative Content Analysis was 

used using interview transcripts and some recordings. 

 

Table 1. Data Collection 1-3 rounds 
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As shown in Table 1, the data sources and methods used in this study vary from inter-

views, review of some internal documents of the case company as well as the personal 

observation of the researcher on the internal practices and actions of the agent during 

the two-year work tenure with the case company. 

 

The following tables summarize the details of the data collections that were conducted 

through interviews of the case company’s stakeholders as shown in Table 2, review of 

internal documents in Table 3, and gathering of best practices from stakeholders of other 

companies in Table 4. 

 

Interview of Case Company’s Stakeholders 

Comprehensive information regarding the current and existing process of the case com-

pany can be better understood if it comes from various stakeholders who are directly 

involved in the operations or have access to this information. Series of interviews were 

conducted as shown in Table 2 from stakeholders holding different positions in the com-

pany.  

 

Table 2. Summary of the interviews conducted during the CSA stage 
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As seen from Table 2, interviews were done through video calls. Various topics related 

to information security were discussed with the different stakeholders consisting of the 

team leaders, operations executive, operations manager, IT manager, and the managing 

director. With the recent turnover experienced by the case company on more tenured 

members of its management team, the existing employees that were interviewed are the 

current most tenured in the team who are more familiar with the daily operations. Table 

2 presents the relevant information related to the interview.  

 

Review of Internal Documents 

On top of the information gathered during the interview, some of the case company’s 

internal documents were also reviewed. The purpose of the document review is to gather 

some background information about the case company’s processes and at the same 

check if these processes conform to the information security management process. Ad-

ditionally, document review allows the researcher to check some information that is not 

noted. Table 3 summarizes these documents. 

 

Table 3. Case company’s internal documents  
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As seen from Table 3, these are the only available documents that the case company 

has that could be related to information security management. Except for the IT policy 

that provides some information on the responsibility of IT and the users, and a portion of 

the employee handbook that requires employee not to disclose any confidential infor-

mation to a third party, there are no documents on processes related to information se-

curity. Even the form of request for access comes from the client and only unique to a 

certain account.  

 

Gathering of Best Practices from Other Companies 

Gathering of best practices is a learning process from the point of view of the researcher. 

This provides an opportunity to take a glimpse of other companies’ practices that are 

successfully implemented while at the same time learn from their struggles and the chal-

lenges they encounter in the process. The information gathered during this activity shed 

some light on the areas that the case company needs to have and has to work on to be 

more effective and efficient in their security management process. Table 4 provides a 

summary of these activities on various stakeholders in the Philippines, Singapore, and 

here in Finland. 

 

Table 4. Summary of the interviews with stakeholders from other companies 
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As seen from Table 4, some interviews, focused on gathering best practices on infor-

mation security management, were conducted with stakeholders of other companies. 

These activities are insightful as many ideas and evidence were shared that could help 

improve the case company’s process in information security. A set of questions is pre-

pared as shown in Appendix 2. 

 

2.4 Validity and Reliability Plan  

 
The quality of research can be assessed through these two criteria, Validity, and Relia-

bility. The concepts of validity meaning “well grounded” and reliability meaning “sustain-

able” have relevance for qualitative research as they help to define the strength of the 

data (Ritchie and Lewis 2003: 270).  

 

Validity is the accuracy and truthfulness of findings or evidence. A valid research demon-

strates what exists and whether the measurement truly measures what it is intended to 

measure (Brink, 1993). To provide validity to the research question, or on this case the 

objective, to the conclusions, Yin (2009: 94) puts emphasis on data triangulation, precise 

documentation of the database, as well as maintaining a chain of evidence. 

 

In this study, validity is planned to be measured through the truthfulness of answers given 

to the questions during the interview. Questionnaires containing relevant questions on 

information security will gather evidence on how the employees understand the im-

portance of information security. At the same time, these questions test their awareness 

on the existence of the process. These questions and the answers focus and address 

the business challenge. Aside from this, valuable ideas coming from various literature 

prove to be helpful in the course of the study. It starts from the identification of the gaps 

between the current practices up to the building and completion of the proposal. Further-

more, the best practices that will be gathered from external informants will also enrich 

the validity of the research and existing practices. 

 

Carmines and Zeller (1979: 11-12) defines reliability as an extent to which an experiment, 

test, or any measuring procedure, yields the same result even if the process is repeated. 

In other words, it is a tendency towards consistency found in repeated measurements of 

the same phenomenon. Dependability can be done through inquiry audit and might en-

hance the reliability of the research. Gibbs (2012) defines it as an investigation that has 

been carried out by different researchers in various circumstance or time perspective. 
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This investigation uses the same method and yields the same result. In other words, 

there is a consistency of information gathered that even if it is redone, the same result 

will come out. If this is the case, then it can be concluded that the research is reliable. 

Holtzhausen (2001) also believes that triangulation can strengthen the qualitative re-

search design and makes a powerful tool. 

 

In this study, the reliability is planned to be ensured through interviews with different 

stakeholders in the case company. Responses from multiple informants like team lead-

ers, managers, and director are sought. Doing so sheds light on the current state of the 

business concerning information security. Additionally, this process, which will be done 

in different time perspective, ensures that various levels are well represented. Moreover, 

this gauges the consistency of the respondents’ answers on the current process the case 

company has on information security. Triangulation will be done through cross verifica-

tion with several sources to validate the data. As the single method is never enough to 

shed light on certain issues, using multiple methods will give a clearer understanding on 

these issues.  

 

In this study, issues of validity and reliability will be evaluated towards the end of the 

research in Section 7, Discussion and Conclusions. 
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3 Existing Knowledge on Improving the Information Security Manage-
ment Process 

This section discusses existing knowledge on information security management coming 

from various literature. Moreover, the benchmarking done with the stakeholders from 

other companies provided also some helpful insights for this thesis. The information com-

ing from these stakeholders is highlighted in grey. The knowledge obtained through the 

literature is used to establish a framework to be able to build the proposal for an infor-

mation security management process for the case company.  
 

3.1 Information Security and Information Security Management: Concepts 
 

Information security is a top concern and of utmost importance for everyday consumers 

and businesses. With the widespread incident on data breaches, businesses have to 

understand the importance of information security and find ways to protect the privacy of 

their respective clients and their clients’ customers.  

 

Information security is characterized as the preservation of confidentiality, integrity, and 

availability (Carlson 2001: 2; Axelrod 2004: 37-38). Thus, information security policies 

must be present in any organization as this is the cornerstone of the organizations infor-

mation security program. The absence of these policies and standards related to infor-

mation security does not allow the company to adequately secure its critical information 

assets. One of the reasons why these policies are necessary is when an information 

incident negatively affects 3rd parties, it can be argued that its absence is an evidence of 

negligence on the side of the company (Stahl & Pease 2011: 3).  

 

As per ISO (2013), information security management is a “systematic approach to man-

aging sensitive company information so that it remains secure. It includes people, pro-

cesses, and IT systems by applying a risk management process”. Its goal is to align IT 

and business security and ensure that effective management of the information security 

is in place in all aspect of services and service management activities (van Bon et al. 

2007: 220). The same concept applies in the information security management context 

of this study. 

 

On the other hand, in the context of this study, information security management process 

means having a framework in place to actually implement security controls. This process 
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comprises of sub-processes that cover policy, awareness, access, monitoring, compli-

ance, and strategy (Bayuk 1996: 1). Moreover, information security management pro-

cess aims to provide direction for the company’s activities related to security and ensure 

that security goals are achieved.  

 

Improving the information security process typically relies on the four stage cycle of any 

process improvement. The Plan-Do-Check-Act (PDCA) Model or the Deming Cycle as 

shown in Figure 5 applies at different levels of the information security management 

system (ISMS) cycle. The same approach is used for quality and risk management. This 

has been incorporated by ISO/IEC 27001:2005 taking into account that ISMS must re-

main effective and efficient with the changes in the organization (Carter and Hinson, 

2010).  

 

 Plan-Do-Check-Act (PDCA) Model (ISO27k Forum) 

 

Plan is where organization defines scope and policy, identify and assess the risks and 

manage them through a set of controls. Do, is where organization formulates and imple-

ments plan to mitigate risks. Check is where organization perform monitoring of proce-

dures and review ISMS effectiveness as well as conduct audits. Finally, Act is where the 

organization takes appropriate corrective and preventive actions. Additionally, maintain 

communications with stakeholders and validate improvements.  

 

3.2  Information Security in Business Process Outsourcing (BPO) 
 

The service industry has paved the way for the emergence of business process out-

sourcing which is a subset of outsourcing. In a BPO, companies contract a third party 

service provider to do some particular business process. Some of these companies out-

source their processes on information technology solutions, accounting, human re-

sources management, supply chain management, debt collection, data collection and 
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tax processing as well as their contact centre services. Outsourcing to Asian countries 

is already common as the small labour, and operating cost is the main attraction. This 

was begun by Silicon Valley firms when they started outsourcing their coding and other 

software development work to India in the late 1980s. These companies were the first to 

engage in business process outsourcing (KPMG, 2006). 

 

Business process outsourcing has been gaining popularity in the service business in-

dustry. With the advancement in technology to support innovative strategies in creating 

more value for customers, risks are always present. One of them is the danger of infor-

mation security specific to massive data fraud/theft where there is wrongful exploitation 

of private or official data (World Economic Forum, 2015). Recently, as reported by the 

BBC (2015), AT&T was fined $25m over customer data thefts. It is the largest fine so far 

imposed on a company for losing data and violating customer privacy. The incident hap-

pened in call centres where the staffs involved abused their log-in credentials to steal 

data that was then used to request codes which could unlock stolen phones.  

 

The call centre or contact centre is where the customer’s experience and attitude towards 

the company is formed and the interaction between the call centre employee and cus-

tomers over the phone or email is critical (Prunty et al. 2006). Thus, a heightened em-

phasis on information security management is necessary for the customer, employee, 

and the company as a whole. Moreover, Figure 7 also shows that based on the research 

of the Ponemon Institute (2013: 19), the service industry is ranked the 4th highest of the 

industrial segments affected by data breach. BPO happens to belong to this segment. 

 

Most companies who are engaged in outsourcing have high levels of security both in 

process and technology perspective. But there are also others that are still lacking in this 

area. Thus, when an IT security related incident takes place, these companies tend to 

react and learn from it instead of being proactive. This has also been the situation with 

the case company.  

 

3.3  Impact of Security Management on Business: Incidents and Data Breach 
 

Straub and Welke (1998: 442) believe that employees at all level in the organization are 

not knowledgeable enough of the impact of the risks when security is breached. Hence, 

information security continues to be ignored. In all cases when a breach happens, there 

is always that negative impact on the business either on a commercial basis due to cost 
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that will be incurred or on the integrity of the company and the trust of clients and cus-

tomers that will be most likely be put in jeopardy. 

 

According to Ernst and Young (2011: 4), the average total cost per data breach has risen 

to $7.2 million based on the 2010 Ponemon Institute study. Appendix 3 provides an over-

view of some important incidents related to data loss that have resulted in high costs for 

some affected organizations and have caught the attention of the media. In a more recent 

research Ponemon Institute (2013: 1) conducted, information is gathered from interviews 

with over 1,400 individuals and 277 organizations globally. Figure 6 presents the average 

number of breached records per country in a span of just one year while Figure 7 shows 

the different industry segments that are affected by this incident. Furthermore, with the 

breach incident, organizations in various business segments from these countries have 

incurred massive monetary losses as shown in Figure 6. 

 

Country Acronym Country Acronym Country Acronym 

Australia AU Germany DE Japan JP 

Brazil BZ India IN United Kingdom UK 

France FR Italy IT United States US 

 

  The average number of breached records (Ponemon Institute 2013) 

 

As shown in Figure 6, among these nine countries, Australia has the most incident of 

breached records mostly due to malicious attacks at 43% followed by the US for the 

same cause at 41%. Japan, on the other hand, experienced the lowest average number 

of breached records and also for the same cause. 
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 Distribution by industry segment (Ponemon Institute 2013) 

 

It can be seen from Figure 7 above that of the 16 industries; the financial sector is mostly 

impacted by this breach at 17%. This includes banks, insurance, investment manage-

ment, and payment processors.  

 

 Average organizational cost of data breach (Ponemon Institute 2013) 

 

Data breach is costly for any organization. As can be seen in Figure 8, the US has in-

curred the highest cost for breach incidents. Some of the expenses involved when this 

incident transpired are calculated based on escalation and those measures company 

perform to notify concerned individuals or parties either through an outbound call, email, 

letters, or general notice about the incident (Ponemon 2013: 20).  

 

Aside from the monetary aspect, there are several other consequences when security is 
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breached, and data is lost. Figure 9 paints a clear picture of this cause and effect rela-

tionship. 

 

 Data loss risks, causes and effects in the business (Ernst & Young 2011) 

 

There are a variety of data loss scenarios that happen globally. No simple solution can 

address these risks. The resolution could either be through employee education on risks 

of data loss and their role in protecting this data, implementation of processes that would 

provide structure in data loss management, having a robust technology, or synergizing 

the people, process, and technology (Ernst & Young, 2011). 

 

Summing up, the role of information security process is very high in business as it pro-

vides a framework which allows the company to properly manage risks on the security 

of its information. At the same time, it gives the organization, its clients, and even third 

party entities confidence and peace of mind.  

 

Literature and business practice point to a set of cornerstone actions that need to be 

taken for setting up a security management process. These cornerstones are described 

in the following subsections. 

 

3.4 Elements of the Information Security Management (ISM) Process 
 

Lomprey (2008: 56-58) categorized threats agents to security to be either internal or 
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external. Internal threats could be attributed to malicious or incompetent employees. Ex-

ternal threats are those criminal, recreational hackers or even the competitors. Figure 10 

illustrates how this threat agent negatively impacts security.  

 

 

 Threat/Vulnerability flowchart (Harris 2003 as cited in Lomprey 2008) 

 

As illustrated in Figure 10, Lomprey (2008: 55-58) further discusses that threat agents 

give rise to threats. These threats can be further categorized into three areas, and they 

are natural threats like those electrical storms, earthquakes and other natural disasters, 

human threats which could cause harm either intentional or unintentional through unau-

thorized disclosure, misuse, and alteration, of information or information systems, and 

environmental threats such as power failure. These threats exploit vulnerabilities that 

could either be known or expected.  The former being those that are discovered by test-

ing or reviews of the environment or knowledge of policy weakness while the latter are 

those that are anticipated to rise in the future such as unpatched software, the personnel 

turnover that results to less knowledgeable or inexperienced staff who fails to perform 

security duties satisfactorily. These vulnerabilities lead to a risk that could pose a dam-

age to company’s asset.  

 

This clearly demonstrates how crucial information security is in any organization to safe-

guard its customers and the entire business. Thus, it is equally important that the follow-

ing elements of information security management be present within the organization to 

provide the necessary guidelines towards a structured process. 
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3.4.1 Setting Security Policies 
 

Hamdi et al. (as cited in Bidgoli 2006: 945-946) define security policies as a set of rules 

that determine how a set of assets should be secured. Moreover, for companies that 

have set of networked assets, the security policy constitutes the core of the security plan 

which entails implementation of safety measures and documentation of security 

incidents.   

 

Wurzler (2013: 7) describes security policy as a written statement with a purpose of 

protecting the company’s information assets from malicious or accidental disclosure, 

modification, or destruction. He further cites that the policy is important to prevent 

security incidents and defines responsibilities and expectations regarding user 

awareness and requirements for the protection of company’s assets.  Furthermore,  the 

policy is to guide handling incidents in a more efficient and effective manner for the 

impact of such to be reduced. 

 

In drafting a security policy for an organization, it is important to consider several 

components as shown in Table 5.  

 

Table 5. Key information security policy components according to Lomprey 2008 

No. Key Information Security Policy Components 

1 
A definition of information security, its overall objectives and scope and the im-

portance of security as an enabling mechanism for information sharing 

2 
A statement of management intent, supporting the goals and principles of infor-

mation security in line with the business strategy and objectives 

3 
A framework for setting control objectives and controls, including the structure of 

risk assessment and risk management 

4 

A brief explanation of the security policies, principles, standards, and compliance 

requirements of particular importance to the organization, including: compliance 

with legislative, regulatory, and contractual requirements security education 

5 
A definition of general and specific responsibilities for information security man-

agement, including reporting information security incidents 

6 

References to documentation which may support the policy, e.g. more detailed 

security policies and procedures for specific information systems or security rules 

with which users should comply 
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As seen in Table 5, a security policy is a comprehensive statement that should be well 

documented (ISO-27002 2005: 5, as cited in Lomprey 2008: 77). The document does 

not have to be technical in nature but rather established to be understood and followed 

by all employees, contractors, or any other person who have access to the company’s 

information. In other words, the policy has to be realistic and enforceable, has a long-

term focus, clear and concise, and role-based which means areas of responsibilities and 

authority are identified.  Additionally, it includes social engineering wherein employees 

are reminded that sensitive information should never be given out and that the policy is 

flexible where changes can be made to meet the current needs of the organization 

(Douglas et al. 2008 as cited in Wurzler 2013: 8). 

  

3.4.2 Managing Assets 
 

The asset is an item of value as defined by Merriam-Webster’s Dictionary. While asset 

management involves discovery, ownership, value, acceptable use, protection, and dis-

posal of information-related assets. Thus, developing and knowing the 4 ’Knows’ 

according to Myers (2015) would prove to be helpful to start the whole process, 

• ”Know what you have” entails reviewing and inventory of assets the company has   

     which could include data centres, hardware, software, information, among others.  

     Once known, spreadsheet needs to be created to list assets in different categories. 

• ”Know where it is” requires recording the physical location of the asset. 

• ”Know who owns and maintains it” takes into account identification and recording of  

     owners or custodians for each of the asset. 

• ”Know how important it is for the company” necessitates review of regulations that  

     requires protecting information resources. This also demands to rate the assets  

     based on criticality. 

 

Classifying and Protecting Assets 

Classifying the assets is critical and essential for the company as appropriate decisions 

regarding the level of security that needs to be provided to protect such asset will be 

based on its category.  Furthermore, the company can determine the degree of redun-

dancy that is necessary to keep an extra copy of the data or server on standby (Kadam, 

2002). Table 6 summarizes the different categories of these assets. 
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Table 6. Categorization of assets according to Lomprey 2008 

Categorization  
of Assets 

Description 

Information 

Databases and data files, contracts and agreements, system 

documentation, research information, user manuals, training ma-

terial, operational or support procedures, business continuity 

plans, fallback arrangements, audit trails, and archived  

information 

Software 
Application software, system software, development tools, and 

utilities 

Physical 
Computer equipment, communications equipment, removable 

media, and other equipment 

Service 
Computing and communications services, general utilities, e.g. 

heating, lighting, power, and air-conditioning 

People Their qualifications, skills, and experience 

Intangibles Such as reputation and image of the organization 

 

As seen in Table 6, assets can fall in six categories, and ISO-27002 (2005: 19 as cited 

in Lomprey 2008: 78-79) describe each of these assets. Categorizing them enable 

proper management and security by setting controls necessary to maintain the integrity 

of the systems. 

 

Destructing Data 

Data breach is a costly incident. Thus, hardware containing confidential information of 

clients or customers need to be properly disposed of that project has ended. The same 

goes for hard copy materials wherein the most standard practice is shredding. Failure to 

do so can lead to serious breaches, of data protection and privacy policies, compliance 

problems and added costs (Violino, 2012). An analyst at a research firm Gartner believes 

that although big enterprises have an understanding of how to deal with data destruction, 

there are still many small to midsize businesses that have not considered the risks of 

undestroyed data. 

 

Violino (2012) also added that data can be destroyed in three ways. Overwriting, de-

gaussing, and physical destruction. Overwriting is a cost efficient method where data is 

destroyed by overwriting the media with new data. This takes a while though especially 

if an entire high-capacity drive has to be overwritten. Degaussing is a process where 
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the magnetic field of a storage disk or drive is reduced or removed. This process makes 

the data completely unrecoverable, so it is a convenient method for highly sensitive data. 

The downside is that Degausser products are expensive, and since they have strong 

electromagnetic filed, they can damage other vulnerable equipment within their proxim-

ity. Physical destruction, on the other hand, is done by the company in many ways. But 

some companies engage 3rd party vendors to destroy contents of computers’ hard drives 

and any other hardware that contains confidential information. 

 

Business practices, as evidenced from those collected in this study, confirm these data 

destruction suggestions. Benchmarks 4 and 7 particularly practice the physical destruc-

tion of their hardware that contain confidential data of their customer.  

 
“When a server is taken down from production and hard drives come from that 

server, firstly erased in a secure manner and then destroy using a sub-contractor 

that destroys them. When we are talking about documents, we shred them.” 

                                                                                   (Benchmark 7, JK-JL-IT-07) 

 

“We are providing a service for a customer so that we deliver some devices to the 

customer premises that have customer configuration. When we are ending the ser-

vice, we will take the devices here in the company and destroy all those hard drives. 

We are not going to use them, but we are destroying with other partners that are 

certified to do that.”            

                                                                                    (Benchmark 4, AN-CE-IT-04) 

 

Timely elimination of records and data that are not needed is a critical part of securing 

intellectual property. Companies have to take into account the pros and cons before de-

ciding and considering any methods of data destruction. 

 

Assessing Risk 

Lomprey (2008: 58) defines risk assessment as the process used to identify and under-

stand risks related to confidentiality, availability, and integrity of information and the in-

formation systems which consists of the identification and valuation of assets and their 

analysis about potential threats and vulnerabilities. 

 

According to Tipton & Krause (2007: 18), risk analysis may serve as a fundamental jus-

tification for the selection and deployment of controls that inhabit the information security 

management system (ISMS). Moreover, a risk-based ISMS allows for business to accept 
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risk based on an informed-choice decision making and enables the business to react to 

their environment. 

 

As cited by FFIEC, there are several risk assessment factors management has to 

consider. These factors would depend on the size of the company, the complexity of the 

support, and the nature of the business. Furthermore, some of these factors are, but not 

limited to, scope and criticality of systems or number of business units affected, transac-

tion volume and its value, impact to data when they are downloaded, read, uploaded, 

updated, or altered, and number of staff members and their stability and the presence of 

emerging risks from developing technology or its obsolescence. 

 

3.4.3 Managing Operations 
 

Brophy et al. (2012) explain that in ISO27001, this is considered as the biggest section 

and a concern of the IT. Managing operations involves standard practices to be docu-

mented as procedures, and for procedures and policies to be set, so all employees are 

clear and follows the same process. This also includes monitoring of activities to make 

sure that what employees do are appropriate and in accordance with the requirement 

and expectation of the company.  

 

Managing operations also requires drafting a process to manage for third parties like 

contractors or suppliers especially if they are supporting the IT infrastructure of the com-

pany. This process includes documentation of contracts and making modifications if 

deemed necessary. The purpose is to ensure that expectations are documented espe-

cially if there are service level requirements needed to be met by the third party company 

(Brophy et al. 2012). 

 

Managing operations is important to create the highest level of efficiency that is possible 

in performing activities within the company. 

 

Documenting Processes and Establishing Ownership 

One way to ensure that operations is properly managed is by documenting operational 

processes. Operations management entails establishing procedures and responsibilities 

through documentation. Procedures are essential as they maintain control, ensure con-

sistency and enable training of staff. It could also keep the company out of legislative 

issues as some procedures may even be a legal requirement (Theriault, 2013).  
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Theriault (2013) further added that procedures or processes need not be complicated. 

For them to be understood by the concerned individuals, they can be simply written. 

Some of the things that can be considered in writing these documents are the use of 

flowcharts to illustrate the procedure. As well as to include checklists to ensure that all 

steps are taken, and nothing is missed out. Moreover, use graphics and icons for easy 

visualization. Most importantly, consider to include users wherein they should be able to 

provide feedback as some instructions may be confusing for users to understand espe-

cially if it is written by experts who are well aware of the process. 

 

It is also important to assign responsibilities or owners to every operating procedure that 

is documented and that these procedures or any document at that is controlled, and 

changes are authorized by the management. 

 

Creating Awareness 

 
“The first step toward change is awareness. The second step is acceptance.” 

              – Nathaniel Branden 

  

Change constantly happens in an organization. To manage perception accordingly on 

the changes to be implemented, employee awareness is vital. To keep employees well 

informed, may it be related to events, new initiatives, even a recognition of a job-well-

done, and especially changes within the organization, effective communication is key.  

 

Effective communication takes repetition, effort, and thoughtfulness (Krantz, 2015). It 

promotes a two-way feedback and a positive attitude towards change, ensures con-

sistency while at the same time makes employees engaged. Engaged employees are 

motivated and will make an effort to ‘go an extra mile’ (Weal, 2014). There are different 

ways to communicate and advocate awareness to get the message across. It could be 

through postings of visuals, town hall meetings, focus group discussions, regular weekly 

meetings, one-on-one coaching sessions, a conference for leaders, and training for em-

ployees. 

 

For employees to be compliant with the requirements which are not just limited to infor-

mation security, a training tailored towards communicating certain information on policies 

and guidelines, among others are put in place. Considering the case company has no 
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existing training material for incoming and existing employees, a training plan needs to 

be drafted. 

 

To design a training plan for existing employees specific to information security, a survey 

can be conducted to assess and understand their knowledge. Puhakainen and Siponen 

(2010) provides some sample questions as found in Appendix 4. Some of these ques-

tions can be used to assess existing knowledge of employees when it comes to email 

usage which is related to information security. From here the training plan can include 

information on how email should be used and the risks involved if misused. To provide 

a more adequate training, IT personnel can conduct system and application related train-

ing and discuss more practical information on information security.  

 

Email is not the only topic that should be considered during training as there are still 

other factors that influenced data security. As reported by the Information 

Commissioner's Office (2016) covering Q3 of 2015, there are several data security 

incidents type as shown in Figure 11. 

 

 Types of data security incidents (Information Commissioner's Office 2016) 

 

Various security incident types in Figure 11 happened within one-quarter from different 

industry segments. Topping the list is security incidents brought about by sending email 

to the incorrect recipient. Other incidents involve hard wares, hard copies of documents 

and even verbal disclosure, among others. The ‘other principle 7 failure’ type of incidents 

are those that cannot be categorized as one of the other types. This could include failure 
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to protect emails that contain personal information, using a password or using a non-

business computer to process work-related personal data.  

 

Thus, aside from the formal classroom training, supplementary training through one-on-

one coaching sessions or team huddles can serve as venues for regular employee edu-

cation. Doing so can help stress the importance of information security. After all, accord-

ing to Ponemon Institute (2013: 7), human factor, as shown in Figure 12, is one of the 

root causes of data breach.  

 

 Distribution of root causes of data breach (Ponemon Institute 2013) 

 

Of the 277 organizations globally that were affected by data breaches, topping the chart 

at 37% has experienced breach due to malicious or criminal attacks. But the fact cannot 

be ignored that 35% of these organizations were affected because of human factor which 

is attributed to carelessness and unawareness about security information.  

 

Monitoring and Maintenance of Systems and Processes  

Monitoring of the systems and their maintenance ensures that they function optimally. 

As for the process, monitoring sees to it that practices and activities are in compliance 

with the company’s policy and is being adhered to by concerned individuals as well as 

allows process owners to make necessary changes if deemed necessary.  

 

For the systems, continuous monitoring also allows visibility for stakeholders. Doing so 

provides an almost real-time snapshot and awareness of the state of risk, vulnerabilities 

and threats to company’s information security, data, network, end points, cloud devices, 

and applications. Monitoring and the visibility it provides enables the company and its 
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management to exercise and improve governance through on-going assessment of con-

trol factors. Moreover, this also prevents a more grave situation wherein areas of risk 

pose an extreme danger to the company and more challemging and expensive to correct 

(Schultz, 2011). 

 

According to the National Institute of Standards and Technology (2011: 17), continuous 

monitoring necessitates: 

• maintaining situational awareness of all systems across the organization 

• maintaining an understanding of threats and threats activities 

• assessing all security controls 

• collecting, correlating and analyzing security-related information 

• providing actionable communication of security status across all tiers of the  

     organization  

• active management of risk by organizational officials 

 

To implement a continuous monitoring program, there should be a well-designed infor-

mation security continuous monitoring (ISCM) strategy. Creating this involves processes 

as shown in Figure 13. 

 

 Information Security Continuous Monitoring (ISCM) cycle (National Institute 

of Standards and Technology 2011) 

 

As shown in Figure 13, the National Institute of Standards and Technology (2011: 16) 

explains the ISCM process as first, to define the strategy based on risk tolerance that 

provides clear visibility into assets, awareness of vulnerabilities, current threat infor-

mation, and business impacts. Second, to establish metrics, status monitoring frequen-

cies, control assessment frequencies, and technical architecture. Third, to implement 
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the program and collect the security-related information required for assessments, met-

rics, and reporting. Fourth, to analyse the data and to report findings and determine the 

appropriate response. Fifth, to respond to findings with operational, management, and 

technical mitigating activities or acceptance, sharing, or avoidance. And lastly, to review 

and update the ISCM program and adjust if necessary. 

 

IT managers are under daily pressure to keep a fully functional system. This requires a 

24by7 service. Doing so drives growth and keeps their customers and clients satisfied. 

Monitoring entails organizations to invest in technology. It might be costly, but early warn-

ing and detection of system issues and process failures through monitoring would prove 

beneficial to the organization and give more value to the business. 

 

3.4.4 Establishing Access Controls 
 

Access controls ensure that the person’s access to information is authorized and re-

stricted in accordance with the business and security requirements of the company (Finn-

ish Standards Association 2010: 27). Rasmussen (2007 as cited in Bidgoli 2006: 424) 

also added that as a security service, it allows and denies permissions for users or 

programs to use the files and other programs within the system. According to Rouse 

(2014): 
Access control systems perform authorization, identification, authentication, 

access approval, and accountability of entities through login credentials including 

passwords, personal identification numbers (PINs), biometric scans, and physical 

or electronic keys. 

 

Rouse (2014) and INFOSEC Institute (2012) also added that there are four primary 

models of access controls, and they are mandatory, discretionary, role-based, and rule-

based.  

 

Rana (2011) and INFOSEC Institute (2012) differentiate the characteristics of these four 

models: 

• mandatory access control – it is the operating system that makes the decision if the  

     user can access a certain resource through the assigned security level 

• discretionary access control - gives the user total control which is not very ideal as  

     this could mean that the user can execute malware without being aware of it because     

     of the privileges set could be higher than necessary 
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• role-based access control – this is tied to the role that the individual holds in the  

     organization. The only drawback for this model is that the person has to find other  

     means to have access to files that are associated with a different position 

• rule-based access control -  assigns access to a role based on the criteria set by the  

    system administrator such as for instance setting time for a specified file to be  

    accessed by the user 

 

User Access and Authentication 

User’s access privileges to the system or program vary. But the most common is the 

ability to read, write, and execute a file or all files in a directory. Employees who need 

access privileges to systems and other programs are approved by a concerned manager 

before certain permission is provided by the system administrator.  

 

In the event of employment or project/account termination, it is imperative that the em-

ployee’s access to all systems and programs are disabled. Additionally, for the hardware 

like the laptop and hard drive, as well as other hardcopy information related to the project, 

need to have the necessary protection. Moreover, they must be returned when the pro-

ject is complete or the employee is no longer connected with the company (Beaver, 

2005). This is a common practice by most companies just like what one of the informants 

had shared, 

 
“We have this part of the process when somebody is leaving, the HR department 

informs the corresponding stakeholder that all of the employee’s credentials will be 

removed from all of the systems, and the company laptop and phone will be taken 

away.”                

                                             (Benchmark 3, AN-CE-IT-03) 

 

Most organizations also have a system where the concerned manager or supervisor has 

to send a request to IT for deactivations of all access for an employee who is transferred 

to another project or whose employment is terminated. A screenshot of this system as 

shared by one of the stakeholders, who was interviewed, is found in Appendix 7. The 

same system but with different fields as in Appendix 6 is also used for a request of access 

for a new employee. Appendix 5 also provides a sample of email coming from the cor-

porate team of one of the international companies requiring stakeholders to verify validity 

of employee’s access through the log-ins if one is still active or not. 
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According to Tipton and Krause (2007: 1813-1814), authentication is one of the pro-

cesses that recognizes and verifies valid users or processes, and there are three major 

types. These are static, robust, and continuous authentication. They differentiate each 

one on the following texts. 

 

Static authentication includes passwords and only provides protection against attacks in 

which an impostor cannot see, insert, and alter the information that is passed between 

the claimant and the verifier during an authentication exchange and subsequent session. 

The strength of the authentication process is highly dependent on the difficulty of 

guessing password values and how well they are protected.  

 

Robust authentication relies on dynamic authentication data that changes with each 

authenticated session. This type of authentication protects against attacks because the 

authentication data recorded in the previous session is not valid for the subsequent 

session. To protect the user, one-time passwords and digital signatures are used since 

traditional fixed password will not be able to provide protection. 

 

Continuous authentication provides protection to the user against impostors who can 

see, alter, and insert information passed between the claimant and the verifier even if 

the authentication is complete. This form of authentication is done by applying a digital 

signature algorithm to every bit of data. 

 

These authentication processes are quite complex. But for employees and system 

administrators, awareness of the basic password management would prove to be helpful.  

 

3.4.5 Reporting Incidents 
 

ISO27001 defines information security incident as unwanted security event that can im-

pair or weaken the system. No matter how strong the defences and controls are and 

even if the company has the best technology, information security incidents are inevita-

ble.  Just like what Benchmark 7 has shared during the interview, 

 
“Even the best technology can be bypassed by a very skilled person.”   

                               (Benchmark 7, JK-JL-IT-07) 
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Thus, awareness through training is intended to allow employees to recognize problems 

and incidents and at the same time respond accordingly to the situation (Lomprey 2008: 

65). Additionally, the company policy should identify these incidents as well as the correct 

escalation path and communications plans. 

 

In ISO27001, Brophy (2012) shares that although the section on information security 

incident management is reasonably short it is very vital.  He added that the first of the 

two subsections was incident or events reporting. He thinks that this is the Holy Grail that 

needs to be done right. This is about getting the users, or anyone involve in the company 

to keep watching for events and if they find something is amiss, it has to be reported. But 

Brophy (2012) also believes that this requires a cultural change in most organizations as 

the perception is that if one reports an incident, either he is pointing to a problem that he 

or someone else has created, and they will be in trouble. But once the reporting process 

has been established and the employee is clear on how to report, who to report, and 

when to report, the next thing is to manage the incidents or events that were reported. 

This entails someone who is knowledgeable and competent to deal with these incidents 

when they come through. This person or somebody has to make a follow-up and act on 

it as it would be damaging if someone reports an incident not just once, or twice, but 

several times and nothing is done. When this happen, in the future employees will never 

report any incident. 

 

3.4.6 Ensuring Business Continuity 
 

Business continuity is the ability of the company to continue and provide the service for 

its customers and maintains its viability before, during, and after a business continuity 

event transpired (Lomprey 2008). The Business Continuity Institute according to Hon-

our (2006) defines it as: 

 
A holistic management process that identifies potential impacts that threaten an organi-

sation, and provides a framework for building resilience and the capability for an effec-

tive response which safeguards the interests of its key stakeholders, reputation, brand 

and value-creating activities. 

 

Brophy (2012) explains that business continuity is not a disaster recovery like when the 

system is down, and IT will find ways to recover and get it back up and running. Business 

continuity is far more encompassing, as it requires the company to look into its business 
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or the whole organization and understand the minimum requirements or level of service 

that the company has to deliver. On top of this, the company has to consider the risk 

assessment and consider the possibilities and frequency of risk to happen in the com-

pany and its impact on the business. Business continuity entails building a process and 

the system to ensure that the company can still offer the minimum level of service re-

quired regardless of any event. 

 

3.4.7 Conducting Security Audit 
  

Audits play an important role in ensuring that process, procedures, and policies are fol-

lowed. Additionally, they ensure that the business is in compliance with relevant stand-

ards and legislations. Although audit will not guarantee the security of the network re-

sources, it acts as a control to check whether the system or the process is working as it 

should be. At the same time, it provides feedback on the state of the company’s security 

strategy (Cobb, 2011).  

 

Some audits are either done internally or by some clients who are outsourcing their busi-

ness. Others are done by the company’s corporate team from the main headquarters. 

Not all companies conduct an internal audit. Others do it in preparation for the external 

audit done by the ISO certifying body. Other companies make this as part of their verifi-

cation and validation initiative to the extent that some hire third party vendor to perform 

the audit for them. Doing so allows them to validate if process or part of the process is 

still in order and the company, along with its people, is in compliance with the process, 

guidelines or policies. As confirmed by these three stakeholders who were interviewed, 

 

“For our production systems, we have it included in our configuration management pro-

cess, it’s like 3 or 4 times a year where they check our active directory in our production 

environment that it’s updated. “  

                                             (Benchmark 3, AN-CE-IT-03) 

 

“On a quarterly basis, we get an email from corporate to check if these logins are still 

valid. Every user will have a corresponding tool that they are supposed to have access 

to, and we have to validate that ‘yes’ if the employee is active. If there is no response, 

then all of those log-ins will be disabled.” 

                                           (Benchmark 1, KC-LK-OP-01) 
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An internal audit typically has three phases as shown in Figure 14. These are planning, 

testing, and reporting. In all of these phases, the management has a major role. It is also 

important to note that internal auditors know what they are doing, have strong under-

standing of the process and the overall business, know what to ask for and have a con-

stant training to continuously learn new guidance and standards of practice (IT Compli-

ance Institute 2006: 7). Auditors are not the only one responsible for checking information 

security measures. All of the stakeholders have an important responsibility to perform in 

ensuring that information is secured. Although managers often try to relegate security 

responsibilities to an information security management function, everyone and all parts 

of the organization have responsibilities on security as shown in Appendix 8. 

 

 Audit communication flow (IT Compliance Institute 2006) 

 

As shown in Figure 14, on the planning phase, auditors create an audit plan. This is 

where the management will focus and understand the audit purpose, focus, and ap-

proach. Communication is important to understand the expectations from the beginning.  
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The testing phase is where management facilitates auditor’s access to appropriate sys-

tems and people. On this phase, the management confirms the audit results. Addition-

ally, data and processes are verified to have that confidence on the audit result. 

 

Reporting phase is where the management receives reports and reviews audit findings 

of auditors. Planning and developing of corrective actions and their implementations tran-

spire on this phase. Appendices 9 and 10 show samples of checklists where audit report 

is generated from. 

 

3.5 Information Security Management Process’ Conceptual Framework 
 

Information security management process covers a vast range of information as pre-

sented by various literature. For a small and medium enterprise (SME) like the case 

company, the conceptual framework is simplified to fit its needs. Moreover, by tailor-

fitting ideas based on the current need of the business, the implementation process could 

be faster and easier. In this case, the implementation, which is not covered by this re-

search, will transpire depending on the decision of the case company. 

 

The different elements of information security can happen in any part of the process as 

presented in Figure 15. For instance, managing assets does not necessarily come after 

the setting of the security policy since all throughout the process the company continues 

to manage its assets. In other words, this is a continuous process especially if there are 

new assets that need to be accounted for.  

 

Furthermore, this framework evolved not only from ideas taken from different literature. 

Rather, from various interviews of stakeholders coming from different Finnish and inter-

national organizations that also shared some of their best practices in these areas.  
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 Information security management process’ conceptual framework
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The following texts discuss further the different elements of information security as illus-

trated in Figure 15. 

 

Setting security policy or its revision if the document is already available commences the 

process. This document contains all the necessary information that cover all aspect of 

information security from the guidelines, roles, and responsibilities, reporting, metrics up 

until the various strategies and other security programs that the case company needs to 

have in place.  

 

Managing assets focuses on the classification and protection of assets the company has. 

Along with this comes the assessment of the different risks that could happen if a spec-

ified asset is not properly protected or disposed of.  

 

Managing operations covers all activities that involve the systems, programs, processes 

and employees. The hardware and software are more under the responsibility of the IT. 

This includes their maintenance, upgrading, and monitoring. But keeping the employees 

in the loop and making them understand the process and the changes, as well as their 

roles in the security management process, can be made possible through training and 

other awareness campaigns that operation leaders can come up with. Some of the topics 

can focus but are not limited to the following: 

• company’s security policy 

• personally identifiable information (PII) that is associated with an individual 

• knowing and understanding the risk for the company and the employee in the event 

of an information breach 

• the value that information security brings for the company, the employee, and the 

customer 

• guidelines that employees need to follow accordingly at work to ensure that cus-

tomer information is secured and they are in compliance to the process.  

Establishing access controls allows the setting of access rights to ensure that access to 

information is only given to authorize individuals. As there is sensitive information that is 

made available only to managers for instance and not to the rest of the employees, re-

stricting the access accordingly will enable security of information to certain levels.  More-

over, on this element is where log-in and password management, as well as website 

restrictions and deactivation of external hard drives that are not needed for the support, 

are put in place. Additionally, establishing access controls also incorporates granting and 
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terminating of employee’s access rights to different systems and tools use in their sup-

port. It also iterates the responsibility of the IT and the leadership team in ensuring that 

logins are unique and are not shared among employees.  

 

Reporting incidents has to be encouraged to all employees. Incidents can happen any-

time. Thus, the company has to consider all the necessary measures when they indeed 

occur. But it is equally important that all incidents that are being reported are acted upon, 

closed, and feedback is provided to concerned individuals. Doing so will encourage em-

ployees to be more vigilant of its surroundings and all the associated systems and pro-

cesses.  

 

Ensuring business continuity may come towards the end, but as the business is estab-

lished, the company ensures that contingency plans are present from the start, and the 

company can provide the service to its clients without any disruptions. This is element of 

information security entails thorough planning from the company as the plan is more 

focused towards preventive measures before a particular disaster can occur.   

 

Conducting security audit falls towards the last stage of the process. This is a compliance 

check to ensure that processes are in place, followed and up to date. At the same time, 

this is also an opportunity to assess the readiness of the overall operation and the man-

agement in information security management. Upon completion of the audits and nec-

essary assessments, countermeasures are planned and drafted. Countermeasures 

could be preventive or corrective actions the case company will implement. Preventive 

measures are plans to be implemented before a certain incident or risk will occur. While 

corrective actions are those where negative findings are found and need to be ad-

dressed. The entire process entails planning and assigning of owners responsible for the 

monitoring and completion of actions to be implemented. But most importantly, it is a 

continuous learning for all stakeholders.  

 

In every aspect of the process, management support is vital. For all actions that need to 

be put in place, the management provides its support by allocating the needed re-

sources. But this is not an easy feat as allocating resources can involve cost and in all 

cases cost has to be justified accordingly before a certain initiative or strategy, in this 

case having a structured information security management process, can be started. 
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4 Current State Analysis (CSA) of the Case Company’s ISM Process 
 
This section discusses the current information security process in the case company to 

find out whether information security has been ensured. The process under investigation 

for this Thesis focuses on the different best practice elements of the information security 

management process to assess the gaps and the status of the case company regarding 

the status of its information security. This section then summarizes some of the com-

pany’s strengths and weaknesses which are aligned with the elements identified through 

best practices, as discussed in the previous section. 

 

4.1 Overview of the CSA Stage 
 

The CSA stage is conducted within the period 10th -21st of March 2016 through a series 

of six interviews with the stakeholders. All interviews were recorded except that of the IT 

manager as recording then was not possible due to technical difficulties and all re-

sponses were recorded in field notes. The different stakeholders are the team leaders, 

operations executive, assistant operations manager, IT manager, as well as the manag-

ing director. These are the people who have the understanding of the process and mem-

bers of the management and operations teams who were given the authority to share 

some information. Considering that the case company is located in Singapore, these 

interviews were conducted through Skype video and phone calls and a WhatsApp phone 

call.  

 

To have a complete understanding of the current process, along with the case company’s 

strengths and weaknesses, various topics were discussed during the interview. An inter-

view questionnaire was prepared and sent in advance to some interviewees. The ques-

tionnaire includes some topics that are focused on the different sections of the infor-

mation security management process. These topics are, but not limited to, security pol-

icy, asset management, operations management, access controls, incident reporting, 

business continuity management, and security audit. As well as a discussion in general 

on the knowledge of the employees when it comes to information security management 

as well as the personally identifiable information that employees have access to. 

 

On top of these interviews, some internal documents that are currently available were 

also reviewed. These documents include the security policy of the company, Non-disclo-

sure agreement, access request form, employee handbook and a portion of the compa- 
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pany’s code of conduct. 

 

The goal of the current state analysis is to understand the current practices of the case 

company in ensuring that customers’ information is secured and at the same time to 

check if employees are aware of their role in protecting and securing this information. 

Additionally, the CSA allows also for checking on the current process of the case com-

pany and identify some of the gaps that need to be addressed. The following subsections 

provides a detailed description of this process and gaps. 

 

4.2 Description of the Case Company’s Current Process in Relation to the Concepts 

of Information Security Management 

 

The interviews that were conducted as well as the review of some internal documents 

provide helpful insights on the current state of the case company when it comes to their 

existing process on information security management. Since there is no documented 

process to review, based on the result of the interviews the researcher drafted the visual 

process that the case company has in relation to the framework of the information secu-

rity management process. Doing so would provide a visualization of the things the case 

company has and does not have. This process is shown in Figure 16 along with its cor-

responding owner. 

 

The ownership of each process is divided into four owners. First, the agents who are the 

technical support and customer service representatives of the case company. Second, 

the Operations Leadership that consists of the operations assistant manager, operations 

executive, who also happens to be the one responsible currently in documenting some 

operational processes, and the team leaders to whom agents are reporting to. Third, the 

IT team that consists of the IT manager and an external IT that was hired by the com-

pany. And lastly, the Sr. Leadership Team, that comprises of the senior manager, HR 

manager, and the managing director. 

 

The process is scrutinised based on the seven sections that the researcher believes to 

be the simplest considerations that would cover all aspects of the information security 

management process and fits the need of the case company. 
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 Case company’s current process on information security management  
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As shown in Figure 16, most of the elements of information security are not covered 

based on the current activities of the case company. The following texts provide more 

information on each of this element. 

 

Setting Security Policies 

There is an existing security policy which is kept by the IT department. The policy was 

drafted on December 2011 and revised February 2015.  

 

The policy covers information on the following: 

• The responsibility of the IT team in the monitoring and maintenance of the case 

company’s hardware and software which includes backup and restore, and the man-

agement of the data and electronic information that also involves the people who 

are managing the operations.  

• The role of the department managers in providing training to their employees as well 

as in sending notification for the needed access of their team members 

• Responsibility of the users in protecting and managing their passwords as well as 

the responsible utilization of the systems, emails and internet 

• Incident reporting and escalation process 

 

Managing Assets 

Regarding asset management, the company is labelling some if not all of its asset. Figure 

17 below is the label from one of its hardware.  

 

 Label used by the case company for its PCs and laptops 

 

This label as shown in Figure 17 is attached to the case company’s assets and currently 

being maintained and tracked by the external IT team. The previous network administra-

tor also confirmed that after the label is attached, the tracker is updated but this tracker 

is not available for verification. 

When it comes to the case company’s documents and processes, they contain the con-

trol number as shown in Figure 18.   
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 Document labelling and recording of changes made 

 

As shown in Figure 18, modifications and other revisions are tracked through the change 

history portion of the document. It also includes the name of the person who made the 

changes as well as the date when it was modified. 

 

Managing Operations 

This area is mostly the responsibility of the IT but on the operations side, management 

entails instilling awareness to every member of the team. This is done either through 

formal coaching sessions, team huddles, town hall meetings, training and re-training, 

and even casual chats on a relevant topic. One of the ways to keep employees and 

members informed is through the training.  

 

Currently, the only training the case company has is focused on the technical support or 

customer service requirement of each account. The training is usually done when there 

is a new employee wherein the responsible team leader conducts the training for that 

new member of the team. During the hiring process, once the employment of the appli-

cant is confirmed, the HR personnel discussed the contract. The contract includes infor-

mation related to non-disclosure of information where employee signs a document re-

ferred to as non-disclosure agreement (NDA) as shown in Figure 19. 

 

The training is specific to the processes and information related to the support of a par-

ticular client. Part of the training requires the employee to listen to calls with tenured 

agents through side by side monitoring. The training period varies depending on the set 

training plan of the client. For some clients, they do the assessment through the calls the 
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new hire has taken. Clients conduct a mock call where they assess the performance of 

the employee. If they are satisfied, then the employee is advised to ‘go live’ or ready to 

take calls. Else, additional training is done, or client requests the case company to re-

place the employee. 

 

 

 Non-disclosure agreement signed by the case company’s employees 

 

As shown in Figure 19, this is the NDA that new employee signs along with the contract. 

The document contains information that the employee must bear in mind while employed 

in the company. One of which is never to disclose confidential information to a third party. 

 

Another way to manage operations is by having processes in placed and having them 

documented. There is a newly assigned process owner who is the operations executive 
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handling also some accounts within the company. Currently, the processes that were 

created are more related to the daily operations and invoicing of the company. These 

processes are saved and kept by the process owner as there is no process repository 

yet. 

 

As operations is running 24by7, monitoring of the processes, activities of the employees 

and the performance of the system is imperative. The IT team runs a system that moni-

tors the entire operations 24by7. Regular maintenance is also done for that software in 

which update is needed. According to Respondent 6, 

 

“Preventive maintenance is done on a daily, weekly, and monthly basis. Back-up is 

monitored since I joined a year ago.” 

                  (Respondent 6, SN-AS-IT-06) 

 

Establishing Access Controls 

Access for every employee is managed by the IT team. Permissions are provided in 

accordance with the role of the employee. If the request is for agents, the level of access 

is intended for that role alone, else officers. As confirmed by Respondent 6, 

 

“Top management has access to everything. Team leaders have access to their re-

spective campaigns and other certain things like shared folder and printers. Agents 

only have access to their own campaign’s folders and cannot install or delete any-

thing” 

                  (Respondent 6, SN-AS-IT-06) 

 

Access for agents is requested through email. If the access is for those systems owned 

by the company like for instance the customer relationship management (CRM) tool that 

is referred to as ‘Callfront’ and the phone which is known as ‘Eyebeam’, internal IT pro-

cess the request.  Once completed, user ID and password are sent to the concerned 

agent with the requestor on copy. 

 

The access that will be provided by IT will allow the agent to view all campaigns that he 

handles as shown in Figure 20. 
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 Screenshot of the case company’s CRM system  

 

As shown in Figure 20, the access provided by IT to the agent gives the agent access to 

those campaigns that he is hired and trained to support. In other words, the one user ID 

can access multiple campaigns depending on how many projects, referred to as cam-

paigns, the agent is trained on. This set-up allows the agent to toggle between cam-

paigns and handle multiple support in one shift without switching to a different system 

and changing log-ins and password. This might prove to be convenient for the agent, but 

the possibility of documenting information to the wrong campaign is high. Thus, the agent 

has to pay close attention to the documentation of notes and verification of the caller’s 

information that they are intended to the right campaign. 

 

On the other hand, if the access is needed for those systems that are owned by the 

client, some requests are made through email. Although there are also other clients, who 

would require for their official request form as shown in Figure 21 for one of those clients. 
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 IT Application System Access Form as provided by one of the clients 

 

The above form is a client requirement every time access is requested. This form needs 

to be filled-out by the team leader before the agent can be given access that would en-

able the latter to take calls for that particular campaign. 

 

Reporting Incidents 

When an incident or event happened, the person who discovered the incident informs 

the team leader.  The latter then informs IT verbally. Email documentation to IT copying 

all officers follows to document the incident officially. The team leader then notifies the 

client. While IT checks and conducts an investigation, the managing director, most of the 

time, calls a meeting to discuss the issue. This is just one of the several meetings that 

usually follows. In most cases, if the issue involves inability of the agent to take calls 
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because of the non-functionality of the phone system which usually lasts for an hour or 

so, there are follow-up meetings to discuss the result of the investigation and the coun-

termeasure that was done. 

Not all clients will require an incident report. But if there is one who would require it, the 

manager will come up with one to let them know what transpired and why such incident 

happened. In the report, action plans are included along with target dates and owners of 

every action. The actions plans included serve as assurance for the client that the case 

company will have to perform to ensure non-recurrence of the issue. 

 

Ensuring Business Continuity 

There is no process in ensuring business continuity. According to Respondent 6,  

 

“BCP document is available. It was not used before as we do not have the luxury to 

do the long drill.” 

                  (Respondent 6, SN-AS-IT-06) 

                   

Conducting Security Audit 

No audit is happening within the case company. When Respondent 5 was asked if there 

is any audit being done, he confirmed that there is none.  As a matter of fact, when the 

researcher mentioned that the company is very focused on operational services and fi-

nancials aspect and at some point processes are swept under the rug the said respond-

ent confirmed this statement to be true. 

 

Some clients are doing their audit.  During the interview with the managing director, he 

mentioned that one of the client’s representatives just left the company’s premises after 

spending a couple of hours doing an audit with the team leader handling their campaign. 

 

4.3 Case Company’s Strengths and Weaknesses 

 
Although there are some strengths observed on different areas of information manage-

ment within the case company’s operations, the number of weaknesses still outweigh its 

strengths. To get a clear picture as to which element of the information security manage-

ment framework the case company is adequate or lacking, questions that are focused 

on these elements were considered during the interview. 
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4.3.1 Strengths in Information Security Management 

 

Despite over a decade of operation in the service business, observed strengths for the 

case company is just a handful. Especially in the area of information security manage-

ment, this is particularly vague, but it is good also to note that at some point, some things 

are still visible. 

Security Policy. The case company has a security policy which is good to have as this 

policy is like a foundation of any information security management system. With the pol-

icy in place, the company has a basis of how to manage its assets to protect the infor-

mation that it has for its clients and its client’s customers. 

 

Managing Assets. The case company has a new IT team which is outsourced. With this 

new team, there are some new developments in place like for instance on February 

2016, the case company launched the new payroll software with this IT partner. With this 

new system in place, manual calculation of employee’s salary specific to overtime will be 

automated and would eliminate error on the pay of the employees. Employees will also 

be able to print out their payslips which was not done before.  

 

The case company has also purchased ten new high-availability servers.   Having these 

systems will mitigate issues on downtime that could result in data loss, client dissatisfac-

tion, and business problems. With these servers and other hardware, the IT manages 

these assets by labelling and tracking. 

 

Managing Operations. Currently, there is already an assigned owner to draft processes 

that the operations need.  

 

Establishing Access Controls. Active directory containing a list of all employees with their 

corresponding access is regularly updated. During hiring or termination, team leaders 

automatically request for activation or deactivation of employee’s access. As shared Re-

spondent 6, 

 

“Active Directory is updated, and every campaign has it which includes the access 

each employee will have when it comes to the folder and services. We have com-

plete control on this.  

                  (Respondent 6, SN-AS-IT-06) 
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Access permission is established based on the role of the employee. When it comes to 

network and database access including authentication,  

 

“Most of the malicious sites have been restricted, but there are some loopholes. Re-

striction is through the firewall. As for the password, it’s only changed for the first 

time the user will access a certain system. Database is also protected, and nobody 

can access the PC level.” 

                  (Respondent 6, SN-AS-IT-06) 

 

Reporting Incidents. These are some reports generated by the operations manager. This 

incident report is submitted to the clients to provide some assurance that the issue is 

being or has been addressed, and some countermeasures are put in place to avoid re-

currence. 

 

Ensuring Business Continuity. For possible major breakdown that will not allow the cur-

rent site to perform its operations, there is another location that could cover and provide 

the support. 

 

Conducting Security Audit. Although the audit is not done by the case company, the latter 

is open to clients conducting their own audit based on the need of their campaign. In 

most cases when negative findings are reported, which seldom happens, by the client to 

the case company’s management, the latter addresses them accordingly.  

 

4.3.2 Weaknesses in Information Security Management 

 

The result of the interviews conducted with different stakeholders was proof enough that 

information security management is not the priority of the case company but instead the 

financial aspect of the business.  

 

Setting Security Policy. While it is nice to know that the security policy is available, the 

issue is that this policy is not known to the employees. The document as checked was 

not approved by the managing director who is the signatory of the document even if it 

has been revised last February 2015, four years after its origination. It was also verified 

during the interviews with the assistance manager, operations executive, team leaders, 

and even the managing director if they have a security policy, and everyone confirmed 

that they do not have one. As mentioned by Respondent 5,  
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“Well, unfortunately, we don’t have a security policy. Everybody is so busy it’s crazy.” 

               (Respondent 5, EN-AS-OP-05) 

 

During the interview with the IT manager on the 21
st
 of March, he mentioned that there 

is a policy, but it is not used. He shared this document on the 2
nd

 of April in which the 

researcher has also shared to the other stakeholders. The IT manager mentioned in his 

email that this policy can be used as a base guideline for the company. 

Managing Assets. Though it is true that assets are labelled, there are still other assets 

like the headset that is not labelled as shown in Figure 22. 

 

 Unlabelled asset (headset) 

 

As seen in Figure 22, and as confirmed by one of the team leaders, some of the headsets 

have not been labelled. This is contrary to what the previous system administrator had 

shared when he was asked during one of the chat conversations that all of the case 

company’s assets are labelled and tracked. But with the new IT partner, although it has 

not been completed yet, the team has started to standardize the labelling of assets as 

shown in the previous Figure 17. 

 

Another issue that the case company has to address is the handling of proprietary doc-

uments. As confirmed by Respondent 4, 

 

“We have to shred in a real-time basis but there still lapses so in my team of around 

80% of the time we are shredding documents as one of our clients called our atten-

tion regarding exposing documents in our station.” 

                 (Respondent 4, RC-AS-OP-04) 
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He also confirmed that it is possible that other campaigns are not practicing shredding 

because their clients as not as stringent as the others.   

Managing Operations. This element of information security management lies on the IT 

team.  During the data 1 collection, the IT Manager is working offsite and was in the 

process of completing his handover to the new IT partner that is outsourced as he is 

leaving the company. Some of the information shared during the interview cannot be 

verified with the existing team. During his stint, there was no other IT staff, and it was 

just a one-man IT team. Except for the software and application-related information, the 

IT manager cannot provide further information related to operations management of the 

system and other assets. According to him, 

 

“I am more on the application side; the hardware is not managed. Other engineers 

who left were more in-charge of the hardware. I take control of the application side.” 

                   (Respondent 6, SN-AS-IT-06) 

 

Operations management involves checking for awareness of agents when it comes to 

information security and the risks involve if control is not in place and system is not pro-

tected. For one, this is absent in the training and daily operations of the case company. 

All employees are just focused on providing the support based on clients’ requirement. 

There is no initiative available that exhibits awareness campaign. The first time the em-

ployee will know that information should not be disclosed is during the signing of the 

contract. Other than that, any communication on information security is missing in the 

daily operations. 

 

On top of the awareness campaign that needs to be implemented, it is important that 

information security processes are documented, tracked, and modified as needed based 

on the needs of the company and in accordance with the requirement of the client and 

the company policy.  

 

Establishing Access Controls. When it comes to websites access, restrictions are done 

through the firewall. Although Respondent 6 has previously stated that most of the mali-

cious sites have been restricted, he also recognized the loopholes,  

 

“If the agents will use HTTPS the firewall cannot detect it.” 

                  (Respondent 6, SN-AS-IT-06) 
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Respondent 4, also confirmed that, 

 

“Some of our agents’ computer can still access other websites that may be unsafe 

for some of the systems we have right now. Because if we can access any public 

websites you can easily disclose or spread information.” 

                  (Respondent 6, SN-AS-IT-06) 

 

Incidents related to sharing of log-ins are also happening in some cases when the agent 

is not able to use the log-in for some reason, and this happens at a late shift where IT is 

not present on site. When this happens either the Team lead logs in in the system, in 

behalf of the agent, or use another agent’s log-in. This is quite critical as there are in-

stances of client escalations, and sharing of log-in poses a challenge to identify ‘real’ 

owner of the case documentation unless the team lead listens to the call recording. Nev-

ertheless, the agent can abuse the use tool log-in and might result in not reporting any 

issue with own log-in knowing that somebody else’s log-in is always available for use. 

 

Reporting Incidents. Though it is true that the reporting happens. This process is not 

consistently done. Reports are usually generated when clients demand one. And if it is 

done, it lacks some follow through on the closure of the issue and completion of the 

actions. There is no proper tracking and reporting as confirmed by Respondent 3, 

 

“If I want to backtrack history, there is none. I cannot say if this has happened before. 

No template and no form.” 

                  (Respondent 3, SN-AS-IT-06) 

 

Ensuring Business Continuity. This element of information security is considered to be 

no easy feat as it involves planning and strategy building on the side of the case company 

to ensure that the minimum level of service required is still met regardless of the incident. 

But how can this be performed when even the little processes that need to be in placed 

are missing or lacking? It is clear that the company has no process at all related to busi-

ness continuity management. 

 

Conducting Security Audit. Audit in any form, may it be internal or external is not part of 

the case company’s process. Even with the current manpower, there is an issue on es-

tablishing owners to perform certain tasks the company considers to be more important. 

Business development for instance or acquiring more clients which involves drafting of 

proposals have no current owner as the previous owner finds it difficult with the current 
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tasks assigned to her. Thus, it cannot be expected that the company can assign some-

one to perform the audit especially if this is not a priority of the company. As shared by 

Respondents 5 and 6, 

 

 “We don’t have a compliance department. We don’t have an IT department. Cur-

rently my IT is outsourced.” 

                (Respondent 5, EN-AS-OP-05) 

 

“No one audits you ‘coz nobody audits as long as client is happy.” 

                (Respondent 6, SN-AS-IT-06) 

 

4.4 Summary of Key Findings 

 

Gathering information from the various stakeholders of the case company proved to be 

challenging. Finding areas where its strengths is almost non-existent. Though docu-

ments were reviewed, there are very limited documents that are available related to in-

formation security management process.  

 

The result of the interviews points to several weaknesses of the case company. It is 

evident that the management does not support any initiative related to information secu-

rity management, nor they are equipped to even with the right amount of knowledge 

required to understand the value of information security and the risks involve when sys-

tems and processes are breached. But there seems to be a light at the end of the tunnel 

with the current IT team the case company has partnered with. Although time and op-

portunity did not permit an interview and verification with this team, feedback from some 

stakeholders bespoke improvement on some of the processes. 

 

Some high points and several negative findings are gathered during those interviews 

and they are summarized as shown in Figure 23.
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 Summary of case company’s strengths and weaknesses 

 

There are several areas in the process where the case company is found to be lacking. On the researcher’s point of view, this is because 

the company is not well aware of the various elements and set of actions that need to be considered to fulfil the initial requirement of 

an information security management process. In essence, the case company is missing a framework in a form of a process that would 

guide and provide the support that it needs to start implementing some actions.
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5 Building the Information Security Management Process 
 

This section merges the results of the summary of the current state analysis and the 

conceptual framework but at the same time, this section also includes information gath-

ered during the discussion with stakeholders during the collection of data 2. Additionally, 

some feedbacks from the gathering of good practices from stakeholders of other compa-

nies are considered to be valuable in some of the process areas. All of this information 

gathered were used towards the building of the proposal. The contents of this chapter are 

the overview of the process of how the proposal was developed and the initial proposal 

that was submitted to the case company’s stakeholders for their feedback. The proposal 

is drafted in such a way that the proposed activities for the case company to perform were 

taken into account in each of the seven elements.  

 

5.1 Overview of the Proposal Building Stage 
 

It has been concluded that the case company has no structured process of information 

security management process based on the interviews that were conducted. From the 

CSA stage, the weaknesses were gathered and summarized. Additionally, during the 

course of the interview on this stage some information were initially collected for the build-

ing of the proposal. Researcher posed a question to the stakeholders, 
“If there is one thing like a process that you want to have or want to know for the com-

pany when it comes to information security management, what is it or what are those?” 

 

Some of the interviewees expressed the things they would like to have in place like for 

instance the availability of the training material that would cover some of the topics related 

to information security. But other than this, most of them are not entirely aware of what 

they need for the company that the researcher could help on. One of the interviewees 

expressed that, 
“You see the challenge for me nowadays if you would like to know. It is very operational 

to me; it’s very technical to me so there are many things that unfortunately based on my 

monkey brain I cannot be aware honestly speaking I must confess. So this is my chal-

lenge, this is my gap.” 

                                  (Respondent 5, EN-AS-OP-05) 
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Another interview was conducted on 13th of April with the operations assistant manager 

as the rest of the previous stakeholders were not available for discussion to officially build 

the proposal. During this session, the concept of the information security management 

processed was discussed along with some sample forms and guidelines that the case 

company can make use of.  

 

At the onset of the interview, it was quite challenging to get some ideas from the inter-

viewee to build the proposal. Thus, with the information that was gathered from previous 

discussions along with some feedback received during the gathering of best practices 

with other companies, and with the concept of information security management, a sum-

mary of the proposal as shown in Appendix 12 was drafted. This was further improved 

and included the corresponding owner of each item as shown Figure 24. This improved 

proposal summary was sent to the different stakeholders for their feedback. However, the 

color-coded boxes and the codes L, C, and D2 were not included. The codes stand for 

the sources of these action items either as suggested by literature, result of the current 

state analysis stage, or those information gathered during the data 2 collection when the 

proposal was developed with the stakeholders, respectively.  

 

Most of the action items drafted for the case company to perform were the result of the 

CSA stage.  These needed actions are evident under the elements of managing opera-

tions, establishing access controls, and reporting incidents where even the basic form 

and flow are missing.  But to also address these weaknesses, best practices from litera-

ture and other companies are taken into account.   
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 Summary of the initial proposal on information security management
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As shown in Figure 24, there are some actions the case company has to prioritize ‘for 

implementation’, and the basis for coding such is because these are crucial items regard-

ing information security and need to be in place for the process to be started. There are 

also those that they could consider at a later time as this could mean further discussion 

and consideration on their end. There are also some items that were highlighted in green 

that were done and provided by the researcher to the case company. These are consid-

ered to be small wins that if the case company can utilize and start to implement will be 

helpful to commence the process at some point. 

 

5.2 Setting Security Policies 

 

During the discussion with the principal informant, we talked about the security policy of 

the company which is already available. Since it is not known to everyone except the 

previous IT, it was discussed that the document has to be reviewed by the different stake-

holders of the operations and IT team, but the latter will own this action item. Considering 

that the document has not been approved yet, following the review will be the approval of 

the document. Official approval of the document has to be done by the senior leadership 

and in this case by the managing director.  

 

As the policy involves all entities within the case company, especially the agents, it has 

to be made available to them by saving it in an accessible location. Team leaders and 

managers have to ensure that employees understand the content of the policy and ques-

tions are asked if necessary. These three action items will cover the element of setting 

security policy.  

 

5.3 Managing Assets 

 

This section of the process is the responsibility of the IT team. And currently, the case 

company does not have an IT team of its own but rather an outsourced one. Thus, the 

managing assets element of the process is not verified.  

 

Nevertheless, it is important to include still the action items that need to be in place to 

ensure that all of the company’s assets are accounted for, and possible risks are identified 

in case these assets are not updated, protected, maintained, and disposed of accordingly. 
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The ideas come from literature as the key informant cannot speak more about this stage 

of the process as their assets are managed and controlled by the external IT.  

 

With this, the IT team has to identify all of the case company’s assets and ensure their 

tracking. A documented process known to concerned individuals would be helpful in the 

event there will be new employees who will handle these assets. This process will provide 

some guidelines for natural transition and proper handling of assets and to guarantee that 

all areas are covered when it comes to asset management. 

 

5.4 Managing Operations 

 

Just like in managing assets, managing operations is mainly the domain of IT as this 

involves monitoring and maintenance of the system and the process. But in another as-

pect of managing operations what was discussed was within the scope of the operations 

team which means those that can be done by the team leaders and managers. Since 

managers and team leaders have their set of responsibilities to ensure that some pro-

cesses and initiatives are in place related to information security management, this is the 

focus of the proposal. Thus, the discussion is geared towards training and awareness 

campaigns in which a proposed process flow is shown Figure 25.  

 

In any change or a new process to be implemented and information to be relayed, it is 

just right to have a well-informed employee to avoid resistance and embrace acceptance. 

Training always provides an excellent venue to ensure that everyone is on the same page 

in understanding new information. But it is not enough to just do the training without any 

knowledge check afterward. Thus, in every training, an assessment that can either be 

done online or through the traditional way of providing paper tests/quizzes would prove 

to be helpful if trainees understand the topic and has retained the information that has 

been shared. Employee education is not a one-time activity; rather it would be beneficial 

if there is a periodic training or even a huddle session that will be initiated by the team 

leader. Doing so will build a habit and consciousness on the end of the employee on the 

importance of information security. 
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 Information security awareness process flow 

 

The process flow as illustrated in Figure 25 is drafted to provide a guide on how the case 

company could start to campaign to its employees the awareness on information security.  

 

As shared by an informant from one of the Finnish IT companies who was interviewed, 

 
“I personally believe that the most important risk to consider is the internal risk, the internal 

employees. Not malicious practice but things like mistakes people can make if they are 

not aware. So the best practice is to make people aware. To continuously teach them 

about the simple things that they need to take care and they need to understand in han-

dling security risks.”  

                                         (Benchmark 7, JK-JL-IT-07) 
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Therefore, campaigns through training and other means to advocate awareness would 

be helpful for employees and the whole organization. 

 

It would also be useful to consider some guidelines for employees especially agents to 

utilize and follow. Some of these guidelines, as inspired by Bidgoli (2006: 425-426) are 

shown in Figures 26 and 27.  

 

 

 Email and Internet Guidelines (Bidgoli 2006) 

 

 

 Password Guidelines (Bidgoli 2006) 
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As seen in Figures 26 and 27, these guidelines are related to the responsible use of 

internet and email as well as that for creating a password to ensure that access to sys-

tems and tools are secured and have a strong authentication. Having these guidelines 

visible and known to employees will keep the latter aware of the responsibility in utilizing 

the company-owned system. 

  

Another important initiative to consider is the posting of visuals. These posters as shown 

in Appendix 11 and Figure 28 can serve as a constant reminder of how valuable infor-

mation security is and that every employee is responsible for making things happen. 

 

 Poster on security awareness 

The poster can be used by the case company to campaign for awareness on information 

security. It can be hanged in strategic areas of operations to serve as reminders that 

important and confidential documents have to be kept and shredded if not anymore in 

use. But of course, the case company needs to have a training and constant reminder 

about the risk if security is not ensured. The poster will not serve its purpose if the man-

agement will not give out its support and instill in the minds of its employees the im-

portance of information security. 

 

Awareness campaign covers only one part of the best practice element in managing op-

erations. Process documentation another important aspect of operations management. 

This is not necessarily a best practice but rather a necessity for an organization to have. 
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It is not enough that process will be documented and be saved anywhere. One best prac-

tice and which is recommended for the case company to have is a centralised filing sys-

tem to store not only processes but at the same time files containing confidential infor-

mation. Since processes and confidential or proprietary information are considered as 

critical company assets, a decentralised system could jeopardise the security of these 

assets and could also pose a potential issue on data breach. Moreover, this system allows 

an efficient business operation as it will eliminate time wasted in file retrieval. Additionally, 

this increases security as it offers only one point of access that can easily be monitored 

and restricted especially that most companies (Secure Data Management, 2014). 

 

5.5 Establishing Access Controls 

When it comes to providing access permission to employees, the IT team has their pro-

cess. They also follow certain guidelines in restricting network access. The process flow 

shown in Figure 29, is more applicable to the operations or the team leaders and manag-

ers in cases when an access request is needed.  

 

 Access request flow 

 

Since the assistant manager has confirmed that there is no guideline or standard that the 

team can follow, this simple flow can serve as a guide on how access request should be 

done. It was also mentioned that the case company has no ticketing system nor form to 

use. Thus, a user access request form is drafted ready for use by the case company. 
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 User access request form sample 
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The user access request form as shown in Figure 30, contains all the necessary infor-

mation that is specific to the case company. This would serve as a checklist in requesting 

for employee’s access may it be for a new user, access deactivation, or access modifica-

tion. This form is drafted in response to the feedback of one of the respondents on the 

concern that the team does not know what needs to be requested if there are new em-

ployees. 

 

5.6 Reporting Incidents 

First and foremost, all employees must be encouraged to report all incidents no matter 

how minor such incident. An incident report needs to be created. As discussed with the 

key informant, it would be helpful to have a standard template as well as a repository for 

all incidents so track history of issues and review previous actions.  

 

With this, IT needs to create this repository and a standard template has to be created 

where reporting will not only be done by the manager whenever a client requests for it 

but rather, for all officers to use and for all events to happen.  

 

Since it is not enough to just report incidents, the senior manager has to assign an owner 

to review and close all reported incidents. Employees must see that the incidents that 

were reported are acted upon so they will continue to be vigilant of other issues. 

 

5.7 Ensuring Business Continuity 

This element of information security is quite complex as this entails planning from the 

management. Thus, the senior leadership team needs to draft a plan and involve all de-

partments to gather inputs. The plan should include the analysis of the event’s impact on 

the business like for instance if the telephone line is disrupted and no calls would come 

in. When this happens, the company will incur a loss, but this cost impact needs to be 

analysed and provide measures to at least mitigate the issue.  

 

Since the case company already has another site in the event of a breakdown, this should 

be part of the plan that needs to be worked out. Once the plan is complete, it needs to be 

tested. Simulation exercises that involve employees will be beneficial to campaign for 

awareness in case these unwanted events will take place. 

 



 

 

 

71 

5.8 Conducting Security Audit 

An audit has never been conducted by the case company. Thus, the key informant is not 

aware as to who will do the audit. With this, it is proposed that the senior leadership team 

specifically the senior manager assigns at least two persons to spearhead the process. It 

would be ideal that each depart has to have a representative but considering the man-

power of the case company, this is not possible. The audit can happen once or twice a 

year depending on the frequency that the case company will decide. As this process is 

not present, checklists and all pertinent information related to security audit are not avail-

able. To start this off, a checklist needs to be drafted. 

 

At the end of the audit, findings need to be reported to all stakeholders. The respective 

process owner who will be assigned by the internal auditors from operations will draft a 

SMART action plan. This means that the actions are specific, measurable, achievable, 

relevant to the issue that needs to be addressed and time bound which means that it is 

expected to be completed at a particular time or extend if deemed necessary.  

 

5.9 Summary of the Proposal 

The initial draft of the proposal is designed to address the gaps, and those weaknesses 

found as evidenced in the current state analysis. The content of the proposal which are 

the elements of the information security management is inspired by best practiced from 

literature and information gathered during the interview with various stakeholders from 

other companies. Table 7 compares the current process of the case company and the 

proposed process. 

 

As shown in Table 7, several elements of information security are not evident in the cur-

rent process of the case company. Although some actions or processes under each ele-

ment are in place, there are still gaps that need to be filled in. For instance, the security 

policy is available but it is not known to all especially to the leadership team as it was just 

drafted, but no review and approval were conducted. Furthermore, in reporting incidents, 

events are not tracked. Thus, there is no history to check in case these events recur. 
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Table 7. Case company’s current process vs. the proposed process 
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There are several areas to fix as evident in the comparison between the current and pro-

posed process as summarized in Table 7. But the proposed process is designed in such 

a way that the action items for the case company address each area. These are practical 

steps that can be fulfilled for the commencement of a structured process in information 

security management. 

 

The following section discusses the feedback received from some of the case company’s 

stakeholders regarding the draft of the proposal.  
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6 Validation of the Proposed Process 
 

Following the stage of the proposal building for the initial draft of the information security 

management process is the finalization of the proposal based on the feedback that is 

solicited from the case company. This section discusses the process on how the proposal 

was validated based on the feedback provided by the stakeholders of the case company. 

These feedbacks are helpful either revising the initial proposal or considering it as a final 

proposal as the proposal which is the process along with its contents already fit the need 

of the case company and acceptable to the stakeholders. 

6.1 Overview of the Validation Stage 
 

The validation of the process was initially planned to be a discussion with the stakeholders 

who were interviewed during the CSA stage. The discussion flow should have been done 

in a way wherein the process will be discussed, along with the sub-processes under each 

element of the information security management process and the respective owners. Af-

ter which, stakeholders will be encouraged to ask questions on items that are not clear to 

them or solicit for their feedback on the whole process and those individual deliverables. 

The purpose of the feedback solicitation is to validate if the entire process and its different 

components fit their current need, or if there are other items that they want to add, ex-

clude, modify, or enhance the process.   

 

But when the draft of the initial proposal was sent to the stakeholders, getting the feed-

back through a discussion is not possible as the case company is in the middle of their 

preparation for an IT migration.  With the unavailability of the stakeholders to go through 

the proposal, their feedbacks were only sent through email. 

 

6.2 Stakeholders’ Opinions on the Prototype Process 
 

It would have been ideal to get the feedback from all concerned stakeholders who were 

interviewed. But of the six respondents, only two validated the proposal, and these came 

from respondents MS-AS-OP-03 and EN-AS-OP-05.  

 

 The email as shown in Figure 31 shows a positive response, if not for the whole process, 

at least on some of those items that were provided by the researcher for the case com-

pany to use. 
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 Email feedback of MS-AS-OP-03 on the initial proposal 

 

Respondent MS-AS-OP-03 has already confirmed the possibility of implementing some 

of the things that the researcher has proposed. As mentioned in the email, the guidelines 

that were provided will be used as a reference when the case company will set some 

necessary restrictions after the migration. There was no other feedback regarding 

changes that need to be made in the process. 

 

Respondent EN-AS-OP-05 also thinks that the process is a simple but a comprehensive 

guide for small organizations like the case company. Moreover, the respondent believes 

that the management team will find the file relevant and consider what is most appropri-

ate.  Additional feedbacks are shown in the following texts. 

• The communication plan should be considered as part of the process.  

• The respondent also commented on the accountability and ownership that should be 

in the process. 

 

In the end, the respondent thinks that implementing the process would require a certain 

amount of resources and time for the company to consider that at this point cannot be 

afforded.  

 

6.3 Final Proposal 
 

Based on the feedbacks that were sent by the two stakeholders of the case company, the 

implementation of the entire process as proposed is not feasible any time soon. And since 
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the feedback provided does not merit changes to be made on the proposal, the submitted 

process, as shown in in Figure 24, is considered to be the final process.  

 

In response to the feedback of respondent EN-AS-OP-05, it was clarified through an email 

correspondence that the respective owners are indicated in the process on a per team 

basis, and it is up to the case company to decide the particular person who will own the 

identified deliverables to fulfil each element of the information security management pro-

cess. 

 

As for the other feedback on the inclusion of the communication plan, the researcher 

believes that this is included as part of the element of managing operations which will fall 

under the scope of the operations team. But this was not clarified to the respondent. 

 

6.4 Recommendation / Next Steps 
 

Information security plays an integral part in the overall operations of the business. Having 

a structured, reliable, and tight process to secure confidential information, entrusted by 

clients and customers, is vital in retaining customers’ trust and having integrity as a busi-

ness entity. 

 

The implementation of the process is ideal but with the feedbacks that were received, the 

possibility of doing so is not evident anytime soon. The researcher understands the cur-

rent situation of the case company and would like to recommend the following actions as 

a next step for the case company to consider instead.  

 

• Start with the awareness campaign especially for agents. This can be started by uti-

lizing some of the tools like the forms, guidelines, and posters that were provided by 

the researcher. These tools are free and ready for use. The guidelines and posters 

do not entail cost or additional manpower as they only need to be discussed which 

could be included as part of the coaching team leaders do with their agents. After 

which they can post in visible areas like the agents’ workstations. As for the form, 

which is more on the access control request, this is only needed when there is a new 

employee and request is necessary to be made to IT. Having the form available will 

be more convenient for the team leaders and will only take a few minutes to complete 

as compared to sending their requests through email. 
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• Review the security policy. This is one document that a company must have.  Since 

this is already available, the review, approval, and implementation of the document 

are the only missing items. 

• Implement the inclusion of the training on information security on the next run of hir-

ing. Training is already part of the process every time there are new hires. Spending 

an hour or less to discuss some pertinent information related to information security 

will be the beginning of the awareness campaign for employees. This does not entail 

extended training time but even if it does, the benefit of making the employee aware 

is worth more than the cost incurred for that extra hour of training. 

• It is also advisable to revisit the proposal after the IT migration and verify those pro-

cesses that have been done by the current IT team. Although it was not verified pre-

viously with the external IT, there is a big probability that the process on asset man-

agement, for instance, is part of their portfolio. 

 

The above recommendations are practical.  But the last item regarding revisiting the pro-

posal would be helpful. The process could have been perceived by the stakeholders ini-

tially as complicated and difficult to implement, but if reviewed again especially by the 

managers, it could be viewed with a new perspective. Of course, if the input of the re-

searcher is necessary, the latter can discuss this with the case company. 

 

The following section concludes this Thesis. 
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7 Discussion and Conclusions  
 
This section discusses the outcome and finalises this Thesis.  Included are managerial 

implications and the evaluation of the entire process, as well as the assessment of the 

Thesis’ validity and reliability. Moreover, this section also presents some of the limitations 

and challenges the researcher has encountered in the course of the study and the com-

pletion of this thesis. 

 

7.1 Summary 
 
The issues on information breaches and measures companies deploy to protect the busi-

ness shaped the interest of the researcher on information security management. This is 

further fuelled by the researcher’s experience and observation of the process of the case 

company. With those observations, come the idea of helping the case company put struc-

ture to its current process to properly manage and protect clients’ and the clients’ cus-

tomers’ information. 

 

Thus, the objective to propose a practical internal information security management pro-

cess for a case company. With the knowledge of the absence of the process, a conceptual 

framework was designed using valuable information from various literature, and those 

practices gathered from interviews with stakeholders of other companies. Elements of 

information security were identified which were used as the baseline in gathering evi-

dence of the case company’s current process and practices.  

 

There were rounds of data collection that commence with the analysis of the case com-

pany’s current state. This was done through series of interviews with the case company’s 

stakeholders who are familiar with the process and given the authority to share confiden-

tial information. The interview was semi-structured where questions are focused on the 

current practice that surrounds the different elements of information security manage-

ment. The results of all interviews and information from the literature were merged to draft 

the initial proposal.  

 

The proposal, which is a process with assigned owners and actions items for the case 

company to perform, was sent to case company for validation, but a discussion is not 

possible as the case company was in the middle of preparation for an IT migration and 

all stakeholders are not available to discuss the process. Positive feedback was received 

from one of the stakeholders although overall, the result of the validation in the opinion of 
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the researcher lacks depth. As there are no changes that would prompt the researcher to 

make necessary modifications to the proposal, the initial draft that was submitted as 

shown in Figure 24 is considered as the final proposal on information security manage-

ment process. 

 

7.2 Practical/ Managerial Implications  
 

The Thesis highlights the importance of information security management. The findings 

on the CSA stage clearly shows some areas where the company is lacking regarding 

taking measures to protect its clients’ and clients’ customers’ information. Thus, having a 

structured process will be able to address these findings. 

 

The process is also beneficial for potential clients who are particular about having struc-

tured and documented processes in place. Additionally, risks are present everywhere. 

People not properly using the system or not aware of the process poses a risk to the 

security. Systems that are not regularly monitored, maintained, and updated, or assets 

that are not tracked, labelled, and protected present risks on possible data loss. In other 

words, there are several situations that could constitute a threat to the business. The 

proposed process is a practical process designed for the case company to have that only 

entails a commencement. It does not even have to be done at once.   

 

Unfortunately, despite the risks brought about by the absence of the process, the una-

wareness of employees on information security, the need for audit to verify and correct 

nonconforming practices, among other things, the head of the company himself admitted 

and confirmed that implementing such process entails cost, thus, the company would 

bear the risks of security breach.  The case company has recognized the huge price to 

pay when such event will happen. Nevertheless, having this process in place is not a 

priority at the moment. 

 

7.3 Evaluation of the Thesis  
 

The journey in completing the Thesis proved to be strenuous but at the same time ful-

filling. There is a vast source of information that covers the topic on information security 

so the whole process is a learning experience and a number of key take-away was rec-

ognised.  
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Overall, the objective was achieved based on the outcome of the thesis which is a process 

for the case company to implement. The case company’s stakeholders provided honest 

feedback on their weaknesses/gaps. Although at the beginning it was observed that the 

respondents were trying to be very vigilant with their responses but in the end, after it was 

explained that the intention of the researcher is to help the case company, the information 

flowed freely without hesitations.  

 

The interview with the stakeholders of other companies are insightful, and the information 

that the respondents shared were valuable in understanding the process and building the 

proposal. Although the proposal was not reviewed and validated as it should be and the 

process was not accepted for implementation, the feedback from a key informant that 

some of the tools like email, internet, and password guidelines that were provided by the 

researcher will be implemented after their IT migration, is a good start. 

 

Completing the Thesis is not a walk in the park. It is worth pointing out some of the chal-

lenges that were experienced by the researcher, and the following sub-section discusses 

some of these limitations. 

 

7.3.1 Limitations of the Thesis 
 

Working on the Thesis has presented some limitations. With the limited knowledge pre-

sented by the stakeholders on information related to information security management, 

inputs during the building of the proposal were limited. As a result, the proposal was 

drafted by the researcher with ideas coming mostly from literature and information from 

other companies with the intention to address the weaknesses and gaps on the CSA 

stage for each element of the information security management process. 

 

Due to distance and the difference in the time zone, as well as the current status of the 

company when it comes to its turnover rate especially on its IT, the stakeholders are 

always not available for discussion. Responses to requests are at times delayed, and 

input from the IT side is insufficient, as well as verification and review of the process and 

documents are not possible. As pointed out in the previous sections, there was also in-

sufficient validation from all stakeholders involved in the case company. Thus, the valida-

tion was not as profound the researcher wants it to be. 
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With the limited time allotted to complete the Thesis, the researcher believes that initiating 

a pilot test and validating the proposed process with stakeholders of other companies 

could have been useful.  

 

Despite all of these limitations, the outcome of the Thesis is achieved, and several things 

were learned along the way.  

 

7.3.2 Outcome vs. Objective 
 

The objective of the thesis as discussed in Section 1.4 was to propose a practical internal 

information security management process for a case company that offers outsourcing 

services.  

The outcome of this thesis is a practical process of information security management that 

was provided for the case company. The process as shown in Figure 24 consists of prac-

tical steps that the researcher believes to be feasible for implementation should the case 

company wish to do so. 

 

In conclusion, the objective of the Thesis was fulfilled based and outcome.  A process 

was drafted with respective owners who are responsible for each of the deliverables and 

provided to the case company. This process will enable the latter to put a structure in the 

way they manage clients’ and customers’ information.  

 

7.3.3 Reliability and Validity  
 

 The assessments on the reliability and validity of the Thesis were discussed in Section 

2.4. 

 

Validity is assessed and achieved based on the honest responses provided by the stake-

holders to questions that are focused on the different elements of information security 

management that were asked during semi-structured interviews. The respondents were 

those individuals who are most familiar with the process and the responses to the ques-

tions shed light on the absence of a security process which supports the business chal-

lenge. The questionnaire was sent to the stakeholders and the result of current state 

analysis was also provided. The stakeholders had verified and agreed on the findings. It 
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would have been helpful if these external companies were able to validate the process 

after it has been finalised. 

 

Aside from the internal validity that was done with the stakeholders of the case company, 

the wide range of sources from various literature as well as the best practices gathered 

from other companies are proven to be useful in the assessment of the external validity 

of the proposed process and those elements that were covered within the process.  

 

Reliability is assessed through the interviews with stakeholders from operations, IT, and 

the management. The interviews were done in separate occasions and with different in-

formants from team leaders, operations executive, managers, and director. Standard 

questions were asked and responses to the questionnaires were recorded and tran-

scribed. The responses of the informants are consistent when it comes to the current 

state of the business and the absence of the process on information security manage-

ment.  

 

To further verify the reliability of the responses, some documents were reviewed. As there 

are limited documents available, reliability cannot be cross verified with any documented 

process as there was none. The only document that is relevant for verification is the se-

curity policy.  Unfortunately, only the IT Manager is aware of the existence of the docu-

ment. It is known to the rest of the respondents, but even the IT is not following the content 

of the said document. Moreover, the document was not also approved by the assigned 

approver, so its content is not reliable if compared with the current practices of the case 

company. 

 

Furthermore, at the time of the interview, one of the respondents who is the IT manager 

was in the process of transitioning his duties to an outsourced IT that was commissioned 

by the case company. With this, some of the information related to IT processes and 

practices as provided by the respondent may not hold true as the new IT team has already 

taken almost all of the responsibilities and as shared by other respondents made some 

improvements to the current process.  

This transition of the internal IT processes to an outsourced IT is one factor that could 

affect reliability of the Thesis.  
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7.4 Closing Words 
 

Integrity and trust are paramount in any business. This is more so if a confidential and 

proprietary information is shared with the company that provides services to clients and 

the clients’ customers. The expectation is set that this information, which connects to the 

identity of the individual, is safeguarded. 

 

The issue concerning information breach keeps anyone anxious. Thus, it is only right that 

every company has to consider information security management as part of their daily 

operations.  Safeguarding the information entails processes and structures. Moreover, it 

necessitates knowledge on the end of the company and all of its employees who provide 

the service and support these clients and customers. Keeping employees informed of the 

risks brought about by these breaches, and their responsibilities to avoid these risks could 

help the company save money and grow the business.  

 

To build that structure, this Thesis sheds light on some of the elements every company 

needs to have in place to start the process in information security management. For the 

case company, its implementation, though challenging at the beginning as several areas 

are found to be lacking, would, in the long run, help to add value to the service. With the 

comprehension of the process and the support of the management, this structure will aid 

the company in providing a more effective and efficient service. 
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Appendix 1 

 Questionnaire used in CSA Stage 

This questionnaire is used to understand the current state of the case company. The set 

of questions are in accordance to some of the elements of information security manage-

ment process. 
NO. TOPIC(s) OF THE 

INTERVIEW QUESTIONS 

1 

Involvement of 
the interviewee 

and experience in 
relation to the 

topic 

What do you do to protect your customer’s information? 
What is your involvement in the information security management 
process of the company? 
What is the important decision Operations has to make regarding se-
curity management? 

2 
 

Strengths / Weak-
nesses 

What are the current strengths of Operations in security manage-
ment? 
What are the common issues Operations’ team encounters in security 
management? 
What are some of the areas that were challenging/weak? 

3 Access Rights 

How do you provide or request permission or access rights to em-
ployees? Do you follow any hierarchy? 
What is the process related to security management in cases of resig-
nation/ termination employees? 

4 Audit 

Does Operations perform any audit related to information security? 
What is the frequency of this audit? 
Do you have available reports? 
How are findings reported to the management? 
How are negative findings addressed? 
What is the timeline set to close the findings? 
Do you do follow-up audit?  When? 

5 Training 
How are employees educated regarding information security? 

Are there documents employees have to sign? (Indicate the name) 

6 Confidential Data 
What are some of the customer’s information employees have access 
on? 
How are important documents disposed? 

7 Hardware / Appli-
cations 

Are USB drives accessible to employees? If no, are there excep-
tions?  
If yes, how does Operations ensure that the information that is copied 
is authorized and not brought outside? 
What are some of the limitations on access employees have, if any 
(e.g. email, websites, etc.)? 

8 Business Conti-
nuity Plan 

How do you ensure business continuity in the event of system failure? 
Do you have any contingency plan? 

9 Best practice / In-
itiatives 

What are some of the best practices Operations have regarding secu-
rity management? 
What are the current initiatives or strategies Operations has to ad-
dress issues on information security management? 

In your opinion, what could be done better to avoid or mitigate issues 
in future endeavors related to data breach or communication? 
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Appendix 2 

Questionnaire used during the gathering of best practices with stakeholders 
from other companies 

This questionnaire is used to gather best practices from other companies. The set of 

questions are in accordance to some of the elements of information security manage-

ment process. 
 

NO. TOPIC(s) OF 
THE INTERVIEW QUESTIONS 

1 

Involvement of 
the interviewee 
and experience 
in relation infor-
mation security 

What do you do to protect your customer’s information? 
What is your involvement in the information security management 
process of the company?  
What is the important decision IT has to make regarding security 
management?  

2 Access Rights 
How do you provide permission or access rights to employees? Do 
you follow any hierarchy? 
Does this need to be requested or IT has to initiate the process? 

3 
Operations Man-
agement 
 

Do you have list of systems to be maintained? 
How often does IT conduct system maintenance? 
Is there any specific time when you do the maintenance? 

4 Asset Manage-
ment 

How do you dispose of information of old clients, or those of ex-em-
ployees? 
Do you have any back-up systems? 
Are USB drives of the system accessible to employees?  
How does IT ensure that the information that is copied is authorized 
and not brought outside?   

What is your process in blocking unauthorized websites or programs 
or applications? 

5 Incident Report-
ing What is your process when you find the system is having an issue? 

6 Business Conti-
nuity Plan 

How do you ensure business continuity in the event of system failure? 
Do you have any contingency plan? 

7 Security Audit 

Do you conduct system audit?  
What are the areas covered by the audit?  
What is the frequency of this audit? 
Do you have available reports? 
How are findings reported to the management? 
How are negative findings addressed? 
What is the timeline set to close the findings? 
Do you do follow-up audit?  When? 

8 Best practice / 
Initiatives 

What are some of the best practices IT have regarding security man-
agement?  
What are the current initiatives or strategies IT has to address issues 
on information security management? 
In your opinion, what could be done better to avoid or mitigate issues 
in future endeavours related to data breach or communication? 
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Appendix 3 

Overview of Important Incidents (Data Loss Prevention, Ernst & Young 2011: 5) 

The table below summarizes a list of some affected agencies that experienced data loss 

and have incurred huge monetary losses and extreme media exposure.  

 

AGENCY DESCRIPTION OF THE INCIDENT 

Web technology 
firm 

On its official weblog, a web technology firm published a message that it had 
uncovered a ploy to collect user passwords, likely through phishing. This ploy 
affected the personal accounts of hundreds of users, including among others, 
senior US Government officials, Chinese political activists, officials in several 
Asian countries (predominantly South Korea), military personnel and journal-
ists. 

Public health 
corporation 

A public health corporation had to notify 1.7 million patients, staff, contractors, 
vendors and others about a reported theft of electronic record files that con-
tained their personal information, protected health information or personally 
identifiable employee medical information. The information included Social 
Security numbers, names, addresses and medical histories.  

International  
oil and gas  
company 

An international oil and gas company lost a laptop which contained personal 
information for 13,000 individuals including names, Social Security numbers 
and addresses. The laptop was not encrypted, and the information lost was 
for claimants against the company.  

US public 
agency 

Personal details for 3.5 million teachers and other employees of a US public 
agency were accidentally published on the Internet. Information released in-
cluded names, Social Security numbers and birthdates. This data had been 
posted on the internet for more than a year without the organization realizing 
it. 

National retail 
bank 

Two thousand customer records from a national retail bank were stolen by 
employees prior to leaving and joining a competitor firm. Records included 
customer bank account numbers, Social Security numbers and other highly 
sensitive personal data such as tax returns and pay statements. 

Online storage 
provider 

According to a blog post, an online storage provider explained that due to an 
authentication bug, all accounts were at risk of a data breach. As soon as the 
bug was discovered, as a precaution all logged in sessions were discon-
nected. The bug was active for almost four hours and took five minutes to fix. 



 

                      1 (1) 

 

Appendix 4 

Training Questionnaire Sample for Email Usage (Appendix 1 on Improving Em-

ployees’ Compliance through Information Systems Security Training: An Action 

Research Study, Puhakainen & Siponen 2010) 
 
These questions are used to understand the email usage of employees. At the same time 

to assess their awareness and understanding to possible threats on security brought 

about by improper use of email and everything that goes with it. 

 

NO. QUESTIONS 

1 In your opinion, what are the most common ways malicious software (viruses etc.) gets into 
our company’s network?  

2 Where can you find our company’s official information security instructions? 

3 Have you applied the instructions concerning the company’s e-mail use to your work? If 
yes, give some examples of what instructions and for what purposes they were used. 

4 Did you find the instructions useful for your purposes? Were they easy to understand and 
use in practice? Why or why not? 

5 Explain briefly the purpose of our company’s information classification rules.  

6 How have you applied the information classification rules in your work (i.e., in practice)? 

7 How much time do you spend processing e-mail (company’s e-mail account) on a weekly 
basis? (Your best estimate)  

8 For what purposes do you use e-mail in your work? 

9 What do you consider as acceptable use of our company’s e-mail system?  

10 Give examples of what you consider unacceptable use of our company’s e-mail system?  

11 Have you ever encountered malicious software in e-mail attachments? Did this happen at 
the company or somewhere else? Explain what happened.  

12 Have you ever followed (clicked and opened a page) a specially crafted, malicious link in 
an e-mail message? Did this happen at the company or somewhere else? What happened? 

13 
How many spam messages do you receive at our company’s e-mail account (e.g., on a 
weekly basis)? Also give an estimate of how many received messages (e.g., percentage) 
are spam. Have you ever tried to answer any of the spam messages? 

14 In your opinion, by what means is it possible to distinguish relevant e-mail messages from 
spam or other possibly dangerous messages? 

15 By what means would you ensure it is safe to open an e-mail attachment? 

16 Are there any other security issues that you consider important for your work?  
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Appendix 5 

Sample Email Validation for Employees’ Access 
 
The screenshot below is a sample email from one of the international companies. This is 

being sent out by the corporate team to all concerned stakeholders of the local team on 

a quarterly basis. The purpose is to ensure that database of employees’ user ids is up-

dated and those who are not part of the company have been deactivated from the system. 

The concerned stakeholder has to respond on or before the given date. Else, user ids will 

be deactivated and might include those of active employees who could be part of the list. 
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Appendix 6 

New Hire IT Checklist 

Screenshot of the tool as provided by one of the stakeholders during the gathering of best 

practices. This checklist is used for the request of log-ins to different systems for new 

hires. 
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Appendix 7 

Employee Transfer and Off-boarding IT Checklist 

Screenshot of the tool as provided by one of the stakeholders during the gathering of best 

practices. This checklist is used to request for deactivation of employee’s access to dif-

ferent systems during transfer or termination of employment. 

 

 
 



 

                      1 (1) 

 

Appendix 8 

Information Security Responsibilities (Information Security. Practical guidance 

on how to prepare for successful audits, IT Compliance Institute 2006: 6) 

 

These are some of the roles of each stakeholder in ensuring that information is secured, 

security measures are in place, issues are addressed, and that the company always aims 

for continuous improvements. 
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Appendix 9 

Security audit checklist sample on areas of awareness and training, and 
maintenance (Information Security. Practical guidance on how to prepare for suc-

cessful audits, IT Compliance Institute 2006: 17, 20) 
 
Auditing in general covers management, operational, and technical controls. Auditors 

may review the controls within this section and potentially others depending on the audit’s 

purpose and focus.   
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Appendix 10 

Security audit checklist sample on the area of access controls (Information 

Security. Practical guidance on how to prepare for successful audits, IT Compli-

ance Institute 2006: 25) 

 
The following items included in this checklist is a helpful tool that can be used as basis 

for audit in checking for controls on access provided to employees. 
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Appendix 11 

Poster for Awareness Campaign 
 

This sample poster was made for the case company to utilize and post in strategic places 

to serve as a reminder for employees to be cautious when using their emails.  
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Appendix 12 

Summary of the Initial Proposal (first draft)    
 
Based on the interview result and the feedback from some of the interviewees, as well as the summary of weaknesses that was 

gathered, the content of the proposal was drafted. 

 

 
 


