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This thesis was written as part of RAVET project, which aims to develop a model to help pre-
vent radicalisation and violent extremism in university environments. The thesis researched
the case university’s risk-based assessment model and how it takes into consideration the
possibility of radicalisation and violent extremism. The purpose was to find out what kind of
model the case university has in place and how it takes radicalisation and violent extremism
into consideration.

Literature review, which was conducted to gain knowledge on previous researches done on
the subject, showed that not too many researches have been conducted in Finland concerning
the topic. Researches and publications on prevention of radicalisation and violent extremism,
also in school and university environment have been done abroad. The previous studies indi-
cated that especially the importance of education in prevention of radicalisation and violent
extremism should not be overlooked.

The research was conducted as a case study as the focus was kept on the case university and
its risk-based assessment model. To research the university’s model, two semi-structured
interviews were conducted to interview the case university’s Head of Security and Senior Lec-
turer. The interview results were reflected and supplemented with information gotten from
the university’s internal and public websites, and publications by the university.

The research showed that the case university’s operations are meant to be risk-based to begin
with. The university has been developing its risk-based assessment model to follow the I1SO
31000 risk management standard. The model is being developed to be more comprehensive
than previously. The case university uses collective concern as a term to describe behaviour
and actions that raise concern in more than one person in the university community. The uni-
versity’s personnel have lately been made more aware of the concepts of radicalisation and
violent extremism, but the terms have not been wanted to emphasise too much.

This thesis’ results focus on the importance of preventative measures in risk-based assess-
ment and how those measures should take radicalisation and violent extremism into account.
Recommendations were maid for both the case university and RAVET project to focus on edu-
cational measures and cooperation between universities, and universities and authorities, as
a way to increase knowledge on risk-based assessment in universities and how radicalisation
and violent extremism should be included in it.
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Tama opinnaytetyo tehtiin osana RAVET-projektia, jonka tarkoituksena on kehittaa toiminta-
malli radikalisoitumisen ja vakivaltaisen ekstremismin ehkaisemiseksi korkeakouluissa. Opin-
naytetyo tutki korkeakoulu X:n riskiperusteisen arvioinnin mallia ja sita, miten se ottaa huo-
mioon radikalisoitumisen ja vakivaltaisen ekstermismin mahdollisuuden. Tutkimuksen tarkoi-
tuksena oli selvittaa minkalainen riskiperusteisen arvioinnin malli kohdekorkeakoululla on
kaytossa ja miten siina nayttaytyy mahdollinen radikalisoitumisen ja vakivaltaisen ekstremis-
min uhka.

Kirjallisuuskatsauksessa kavi ilmi, etta aiheesta ei ole Suomessa tehty viela montaakaan tut-
kimusta. Sen sijaan muualla maailmassa on tehty tutkimuksia radikalisoitumisesta ja vakival-
taisesta ekstremismista, joista osa kasittelee aihetta myos kouluymparistossa. Aiemmat tut-
kimukset korostivat koulutuksen merkitysta radikalisoitumisen ja riskiperusteisen arvioinnin

ehkaisyssa.

Tutkimus tehtiin tapaustutkimuksena, silla se kasittelee nimenomaan korkeakoulu X:aa ja sen
riskiperusteisen arvioinnin mallia. Puolistrukturoitujen haastattelujen avulla haastateltiin
korkeakoulu X:n turvallisuusjohtajaa seka lehtoria. Haastatteluista saatuja vastauksia tas-
mennettiin kohdekorkeakoulun julkisilta ja sisaisilta verkkosivuilta seka korkeakoulun tuotta-
mista julkaisuista saaduilla tiedoilla.

Tutkimus osoitti, etta korkeakoulu X:n toiminta on lahtokohtaisesti riskiperusteista. Korkea-
koulu on viime aikoina kehittanyt riskiperusteisen arvioinnin malliaan vastaamaan ISO 31000
standardia. Malli, jota nyt kehitetaan tulee olemaan aiempaa kokonaisvaltaisempi ja ulottu-
maan laajemmin kaikkiin korkeakoulu X:n toiminnan osa-alueisiin. Kohdekorkeakoulu kayttaa
kollektiivista huolta herattava kayttaytyminen -termia kaikesta toiminnasta, joka herattaa
huolen enemmassa kuin yhdessa koreakouluyhteison jasenessa. Tahan termiin sisaltyy myos
radikalisoitumiseen ja vakivaltaiseen ekstremismiin liittyvat piirteet. Radikalisoituminen ja
vakivaltainen ekstermismi ovatkin termeja, joita on pyritty viime aikoina tuomaan enemman
esille etenkin henkilokunnalle, mutta yleisesti niita ei haluta liikaa korostaa.

Opinnaytetyon tulokset korostavat riskiperusteisen arvioinnin ennaltaehkaisevia toimia ja mi-
ten nama toimet voivat ottaa huomioon radikalisoitumisen ja vakivaltaisen ekstremismin.
Korkeakoulu X:lle ja RAVET-projektille annettiin omat suositukset, jotka keskittyvat koulutuk-
sen merkitykseen ja korkeakoulujen seka korkeakoulujen ja viranomaisten yhteistyohon. Suo-
situsten tarkoituksena on lisata korkeakoulujen tietoisuutta riskiperusteisesta arvioinnista ja
miten siina voidaan ottaa huomioon radikalisoitumisen ja vakivaltaisen eksteremismin uhka.

Avainsanat: Radikalisoituminen, Vakivaltainen ekstremismi, Riskiperusteinen arviointi, Kor-
keakoulu, RAVET
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1 Introduction

This thesis is written as a part of Model for Universities to Tackle Radicalisation and Violent
Extremism (RAVET) project. The project focuses on preventing radicalisation and violent ex-
tremism from occurring in university learning environments. As a result of the project there
will be a model developed to bring the prevention of radicalisation and violent extremism as

part of universities safety and security management.

The importance to globally prevent radicalisation and violent extremism from occurring has
been said to having increased since the beginning of the 21 century. To tackle the issue
internationally it is critical that countries have measures to control it on a national level.
Controlling the issue starts from the work the police does and continues to the work of teach-
ers, social workers, health care professionals, youth workers, etc. It has been identified that
exposing, tackling and solving criminal acts done due to violent extremism also requires pre-
ventative methods to tackle the issue. Prevention of all criminal actions is obviously import-
ant, but the consequences the acts of violent extremism are said to be more severe and
harmful than a single act of violence, as violent extremism tends to target a certain person or
group of people. The recent increased number of asylum seekers has been seen to having in-
creased the activity of extremist movements in Finland, but yet it has not had an affect on
the number of criminal activities that were identified as extremist actions. The reason why
preventing the possibility for violent extremism to grow is that violent extremism agitates
itself. This means that people sharing same ideological beliefs taking action can provoke the
opposing extremist movements sharing different ideological beliefs, which again can cause a
spiral of violent acts, which again can be very hard to stop. (Sisaministerio 2016a, 8, 11-12;
Sisaministerio 2016b, 8, 20)

An example of violent extremism concerning learning environment is the school shooting in
Jokela High School in 2007. The perpetrator named his act as political terrorism, which by the
definition of the Finnish Ministry of the Interior (Sisaministerio 2016a, 11) terrorism always
being violent extremism, can be stated to have been an act of violent extremism. (Malkki
2011, 215) To analyse and assess these types of acts in university environment the universities
need to have proper risk assessment tools and safety and security management procedures
put in place that also takes into consideration the possibility of radicalisation and violent ex-
tremism occurring amongst both the staff and the students. This thesis will examine the risk-
based assessment of radicalisation and violent extremism in university X to see how these is-
sues are taken into account in the case university’s risk-based assessment model. Risk-based
approach to safety and security management focuses on the reasons why certain actions and
preventative measures are put in place, rather than only seeing certain measures as necessity

in order to keep premises and people safe and secure.



1.1 Operating environment

The Finnish Polytechnics Act (Finland 2014) section 66 subsection 1 and the Finnish Universi-
ties Act (Finland 2009) section 90 subsection 1 require that universities and universities of
applied sciences compose a readiness plan based on the risks the institution might face. By
utilising the readiness plan and by planning ahead the actions taken in state of emergency,
they ensure that work tasks are carried out as well and as trouble-free as possible even in

emergency situations.

Guaranteeing safe working and studying environment is one of university X’s objectives and it
is recognised as part of everyone’s responsibilities in the university environment. University
X’s safety and security management is risk-based and proactive, meaning that the basis is in

recognising possible risks, and analysing and managing them. (University X website n.d.a)

University X provides full degree programmes and individual courses in Finnish and in English.
Two of the case university’s several campuses offer full degree programmes in English
whereas the others offer singular courses in English. The degree programmes and courses
taught in English bring students from all over to world to study in university X and increase

the cultural diversity in the university. (University X website n.d.b)

1.2 Objectives of study

The purpose of the thesis was to find out about university X’s risk-based assessment model
and how the model takes into account the possibility of radicalisation and violent extremism.
The thesis was conducted as a case study to study the case university’s risk-based assessment
model. Interviews were conducted to interview the university’s key security personnel about
the model. Based on the answers gotten from the interviews a review of university X’s safety
and security documentation was conducted by utilising the information gotten from the inter-

views.

1.3  Research questions

The research questions of this thesis were meant to support the scope of the RAVET project
and aim to examine how university X takes into account the possibility of radicalisation and

violent extremism occurring in the university environment. The research questions were:

* What kind of a risk-based assessment model university X has in place?



* How the risk-based assessment model takes into account the possibility of radicalisa-

tion and violent extremism occurring in the university environment of university X?

The presumption of the results of the research questions was that university X has imple-
mented a risk-based assessment model, which is combined from several different models.
Another presumption was that the method has not taken into account the possibility of radi-
calisation or violent extremism as such. The model does undoubtedly include the possibility of
mental and physical violence and other possible physical threats to the university, but the
hypothesis was that there is no mention about radicalisation and violent extremism in univer-
sity X’s risk-based assessment model. The earlier mentioned increased activity of extremist
movements in Finland makes it important that these issues are taken into account in the risk

assessment and risk prevention in university X.

2  Theoretical background

In the following section will be described the main concepts of this thesis. The key terms for
this thesis are risk, risk-based assessment, radicalisation and violent extremism, which are all

defined in their own subsections.

2.1 Risk

ISO/Guide 73:2009 (ISO 2009a) defines risk as an occurrence, which creates uncertainty to
organisation or company’s operations or environment. The occurrence can have either posi-
tive or negative outcomes, but the main point is that it differs from the normal state. It can
threaten a small or larger part of an organisation or a company. Risk is often assessed based
on the possibility (likelihood) of it occurring, and in case of occurrence, how harmful will the
impact be. The higher the likelihood and the impact are the more severe the consequences of
the risk are. Figure 1, by Davies (2015), describes a risk matrix assessing the harmfulness of
the consequences of a risk. The reason why a risk causes uncertainty is that it does not occur
on a regular basis, which means that it is something new and forces people to function differ-

ently from their normal behaviour.



Impact >
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©
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Unlikely LowMed | Medium Med Hi
Very Unlikely LowMed | Medium Medium

Figure 1: Risk matrix (Davies 2015)

2.2 Risk-based assessment

ISO/Guide 73:2009 (ISO 2009a) describes risk assessment as a process, which includes risk
identification, risk analysis and risk evaluation, which is visualised in figure 2 (adapted from
Purdy 2010) as part of a risk management process. Risk identification consists first of all of
realising that a chance of risks occurring exists and then finding out what those risks are. Part
of identifying possible risks is recognising what are the factors creating those risks. For exam-
ple what exactly are the sources of a risk, whether it is a person or electronic device, etc.,
and what are the events in which the risk can occur, a stressful situation for someone might
trigger a harmful reaction of some sort, a company computer is used for unlawful actions, or
any other situation alike. Finding out the possible consequences of the risks is also part of risk
identification as the identification process should be comprehensive. It should be noted that
the risks might not only have to do with the company or organisation itself. Identifying the
stakeholders as part of the company and organisation’s assets and as part of the risk identifi-
cation process is important because any risk threatening a stakeholder can harm the oper-
ations and operating environment of the company or organisation. Following the risk identifi-
cation is risk analysis, which is about identifying the nature of a risk and how harmful it can
be. The harmfulness of a risk determines the actions taken to prevent the risk. Risk analysis is
what creates the basis for risk evaluation. Risk evaluation is about assessing how severe a risk
is for a company or an organisation. The purpose is to assess whether a risk is acceptable,
meaning it does not affect the company or organisation’s operations, or if it is tolerable,
meaning there is a greater risk of affecting the operations so that they might even stop for

undetermined time period.
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Figure 2: Risk assessment (adapted from Purdy 2010)

Above mentioned actions and identifying the ways of preventing risks are part of risk-based
assessment. Risk-based assessment is defined in the Act on Preventing Money Laundering and
Terrorist Financing (Finland 2008) section 6 subsection 3 as a company or other actor having
sufficient ways and means to tackle risks concerning its industry, products, processes, ser-
vices, technological development, customers, etc. This means that the company or other ac-
tor has identified the risks threatening its operations and environment, and base on the risks
has developed an action plan to prevent the risks from occurring, and if despite all this a risk
still occurs it has implemented necessary precautions to tackle it. Universities of applied sci-

ences’ and universities in Finland are required by law to follow this type of operating model.

2.3 Radicalisation

Radicalisation means that a person adopts a certain ideology as the foundation of his or her
thoughts. Radicalisation is a process that has several different reasons and each individual has
his or her own reasons and affecting factors to get radicalised. This also means that there is
no specific profile of how to describe a radicalised person. The Finnish Ministry of the Interior
names as the most common reasons for radicalisation a person’s feeling of being left outside
of the society, racism and discrimination. Also a specific life situation in which a person has
problems in for example livelihood or feelings of not being accepted can lead to radicalisa-

tion. (Sisaministerio 2016a, 11)
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Kullberg (2011, 13) describes radicalisation as potential for terrorist actions, which is unused.
Radicalised people see radicalisation as a good thing rather than bad. Radicalism wants to
question, put to test and change the prevalent conditions, power relations and values. It
needs to be noted that the conditions, power relations and values that radicalised people see
as prevalent are not always prevalent for the mainstream. Kullberg (2011, 14) argues that
radicalism is necessary for the society to reform. Terrorism aims at changing things, but un-
like terrorism radicalised people do not necessarily get violent, but rather seek for ways to

change the society in other ways.

2.4 Violent extremism

Violent extremism means using violence, threatening with it, encouraging the use of it or
justifying violence in the name of an ideology. An ideology means adopting interpretations
about groups of people, world, religion, relations of people and the state, human dignity,
what it sacred and what not, and similar beliefs guiding human actions. (Sisaministerio 2016b,
11) By the definition of the Finnish Ministry of the Interior criminal acts counted as acts of
violent extremism are all violent crimes, crimes that relate to agitating someone to commit
violent acts and threatening with violence, when the motive behind the acts has to do with
the offender’s ideology. Violent extremism is not always terrorism, but terrorism is always
violent extremism. The biggest differences between violent extremism and terrorism are that
violent extremism is not defined by the criminal law, it is aimed at a certain person or group
of people who the extremists see as enemies, it is not necessarily subversive, whereas terror-
ism is defined by the criminal law, is aimed at the state and international organisations and it
is always subversive. (Sisaministerio 2016a, 11) The Finnish Ministry of the Interior lists the
different forms of violent extremism in Finland as follows: the violent far right, the violent
far left, violence used by radicalised alternative social movements, religiously motivated ex-

tremist violence and individual actors. (Sisaministerio 2016a, 13)

According to Jokinen (2011, 248-249) the reason why so far the Finnish extremist organiza-
tions have not usually chosen violence as their way of bringing up their beliefs is that in Fin-
land the extremist organizations can get their voices heard through political discussions and
that way have their impacting on the society. Jokinen argues (2011, 249) that if this possi-
bility is taken away from the organisations, by for example setting up new laws that forbid
founding an extremist organization or being a part of one, the situation can turn upside down
of what the laws aim for and actually only increase the number of violent acts done in the

name of an ideology.



12

3 Literature review

A literature review is composed from relevant literature concerning the research questions.
The purpose of a literature review is to make the reader understand from which point of
views and how the issue has previously been researched, by whom, and how this current re-
search relates to the earlier ones. To make a point of why a certain earlier research is rel-
evant to the current research the focus should be on the comparison of current and earlier
researches’ research methods, analysis, results and conclusions. It is important to recognise
the earlier researches’ main standpoints, methodological solutions and each of their main
research results, since at the end this information should be compared to the same informa-
tion of the current research. The differences in standpoints, contradictions and deficiencies
of the researches that are used as basis should be pointed out objectively in the current re-
search. The researcher should not consider all earlier researches as equally important, but it
should be kept in mind what is the goal of the current research and which of the earlier ones
are relevant for this purpose. Structuring a literature review’s findings should be done prop-
erly to clarify the identified differences between earlier researches’ standpoints and inter-
pretations that relate to the current research subject. (Hirsjarvi, Remes and Sajavaara 1997,
114-116)

3.1 Literature review findings

In this thesis literature review is used as building knowledge base on possible earlier re-
searches on the subject of radicalisation and violent extremism and its risk-based assessment
especially in educational institutions. In the following sections the findings of different sour-
ces of literature and studies found to cover radicalisation and violent extremism and their

assessment, prevention and identification in educational institutions are represented.

The national action plan for the prevention of violent radicalisation and extremism by the
Finnish Ministry of the Interior describes the process of radicalisation as an individual process,
which means that there is not one clear path that each radicalised person goes through. Due
to this it is very hard to predict who radicalises and at what stage of life. The unpredictability
of the radicalisation process makes it critical to prevent radicalisation from turning violent.
The Ministry of the Interior identifies teachers and the youth being in key position in the pre-
vention process. (Sisaministerio 2016a, 8) Changes in an individual’s behaviour, life situation
and view on the changing society are important to recognise as they can be early signs of one
starting to radicalise. These signs can be cause of one feeling isolated, not belonging any-
where and being left out of the society or possibly being a victim of racism. Financial issues
and social exclusion can further the process of radicalisation, but according to the Ministry of

the Interior not alone lead to it. The reason why feelings of being left outside, facing racism
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and social exclusion can lead to radicalisation is due to the possible hatred built against a
certain group of people. The group of people is usually the one that the radicalised person
sees as the root cause for all the negative issues in one’s life. According to the Finnish Minis-
try of the Interior the reason why some of the people coming from same living conditions and
same background radicalise and some do not is due to situational factors. The basis for radi-
calisation is built when a person lacks parenting, education, the feeling of equality, wellbeing
and wealth. The unpredictability of radicalisation makes it hard to recognise and specify all
the risks relating to it, which is also the reason why the possibility of radicalisation should be
taken into consideration in risk-based assessment. The difficulty in recognising all the risks
related to radicalisation and violent extremism has to do with the fact that the actions tend
to have more wide spread affect than just that specific action of radicalisation or violent ex-
tremism. The actions can inspire people sharing the same ideology to act similarly, but it can
also urge people fighting for the opposite ideologies to fight back and take actions. Socially it
is important to spread the knowledge of violent extremism and what are the factors identi-
fied affecting it. Educational institutions and student health care play part in de-
radicalisation as mental health problems can be a partial cause of radicalisation and violent
extremism, and due to that preventing those problems can help prevent someone from radi-

calising. (Sisaministerio 2016a, 11, 13, 16)

According to the Ministry of the Interior (Sisaministerio 2016a, 16) teachers in educational
institutions do identify the changes in student’s behaviour, but do not know how to react or
how the symptoms can lead or relate to radicalisation. The national action plan suggests that
by involving students more in the educational institution’s activities they can help prevent
students from radicalising. By doing so the students can feel more as being part of something
bigger, which diminishes the possible feelings of being left outside. This way the school can
also make their preventative work more meaningful and effective and need less remedial
work. To increase the educational institution staff’s ability to recognise and prevent radical
or extremist behaviour one of the goals of the national action plan is to increase the know-
ledge and preventative tools to recognise and deal with radicalisation and violent extremism
(Sisaministerio 2016a, 24). As prejudice creates fear towards unknown and can cause radicali-
sation when growing it is important to educate people to understand different cultures and
cultural backgrounds, in educational institutions this means educating both the staff and the

students (Sisaministerio 2016a, 27).

Van San, Sieckelinck and de Winter (2013, 281) took a different approach to research the
radicalised youth. Instead of focusing on how teachers or other adults see or take actions
against youth radicalisation, they interviewed 16 young individuals aged 16-25 who had been
identified with extreme ideals. According to these young interviewees their educational insti-

tutions did not seem to have ways to handle radical ideas or to perhaps even identify them.
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Important notifications that van San et al. (2013, 284-285) made during their research were
that first of all there were different ways and reasons why some individuals did and some did
not bring out their ideology in school environment. There were two different scenarios identi-
fied that had an impact whether one made their ideologies known to others or not: school
was eager to take action to avoid harm caused by radical ideologies or the school was not at
all responsive to different thoughts and behaviour. When the school was responsive one was
either making clear statements verbally out loud or by for example dressing in a certain way
to stand out from others. On the other hand in this case some were very cautious not to break
the school rules to avoid trouble, as they did not want people to take notice of their ideology.
In cases where the school was not responsive at all the individuals tended to show signs of
radicalisation, but the school seemed unable to take actions and even the parents were not
informed about their child’s distracting behaviour. The second notification van San et al.
made were the situations in which the students would have troubles in school due to their
ideology. They recognised that actions such as sending one out of the classroom, dropping out
of school and becoming an outsider could be root causes for radicalisation. These possible
root causes to increase the possibility of one radicalising were also noted by the Finnish Minis-
try of the Interior in the national action plan (Sisaministerio 2016a, 11). As a conclusion van
San et al. (2013, 288) state that the focus should be more on the prevention of radicalisation
of young people rather than in intervention when one is already radicalised. The educational
institution should pay more attention in discussion rather than trying to shut down the young-
sters struggling with their thoughts. Through the discussion one can learn how to think criti-
cally and how to be politically aware rather than holding everything inside and not under-

standing the meaning and differences of for example different medias.

Korkeakivi (2015) writes in her article that according to Tarja Mankkinen teachers are in key
situation in recognising hate speech and radical behaviour. However, Mankkinen also says that
teachers and principles in high schools and universities who have noticed this type of behav-
iour do not necessarily know how to react and would need more training and education on
identification of extremist movements and how the cooperation between different authorities
should work in case such behaviour occurs. Mankkinen also states that it is important to pre-
vent students from radicalising and to provide help to those in threat of adopting extreme
ideology. In her article Tikkanen (2016) brings forth the possibilities to prevent radicalisation
in educational institutions. First of all she notes that teachers in Finnish schools have noticed
some signs of involvement in extremist movements by their students, but violent ideologies as
such have seemed to be a minority. Tikkanen writes that the wide range of educational op-
portunities in Finland has been seen as a benefit in prevention of one adopting violent ideol-
ogy. She reminds that as radicalisation can happen during a longer period of time or even in
just a couple of weeks it is important to intervene without delay. Fast reaction to suspicious

behaviour is key in prevention as is also identifying the individuals who have the greatest
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chance of adopting violent or self-destructive behaviour. As a way to prevent this is to get the
students involved in school activities and to educate them to recognise the difference be-
tween truth and what is meant to be provocative information. The Finnish Ministry of the In-
terior also suggested this type of activity in the national action plan (Sisaministerio 2016a,
16).

Not long after the national action plan (Sisaministerio 2016a), Korkeakivi’s (2015) and Tik-
kanen’s (2016) articles saying that teachers need more education on identifying and reacting
to radical behaviour Polkki (2016) and Teider (2016) published their articles stating that Fin-
nish police will start to educate and train the teaching staff on these matters. Through train-
ing the staff in educational institutions will gain more knowledge of how to recognise students
in risk of being radicalised. The aim of the training is to improve teachers’ knowledge and
ability to recognise radical thoughts and behaviour, such as idolising violence and extremist

movements and being fanatical for religious and ideological reasons.

Federal Bureau of Investigation (FBI) has published a document on how to prevent violent ex-
tremism in schools (Federal Bureau of Investigation 2016). FBI’s notions on how to prevent
violent extremism in schools are very much the same as the earlier mentioned researches and
articles. They suggest that schools should strengthen the health care they provide and the
well-being of students, educate the students and the staff to improve knowledge and under-
standing of, for example, cultural differences to decrease the occurrence of exclusion and
intolerance amongst students, and provide information on the forms, causes and risks of vio-
lent extremism and how it could be prevented. It points out that schools should create an
action plan on how to intervene in case signs of violent extremism does occur. For this FBI has
its own Counter Violent Extremism (CVE) program, which aims to identify the root causes,
which trigger violent extremist actions and the issue that a person experiences as injustice
against oneself. (Federal Bureau of Investigation 2016, 3-5) The action plan for schools should
include threat assessment, safety plans, progress updates, and re-assessments on the stu-
dents in threat of radicalising and executing their ideology and beliefs as acts of violent ex-
tremism. (Federal Bureau of Investigation, 23) In addition to the action plan FBI has con-
ducted a list of recommendations, which schools should include in their activities. Schools
should form threat assessment teams that intervene when a student is identified with con-
cerning behaviour relating to personal or ideological reasons. The authorities should educate
school staff on how to intervene and what the school’s role is in preventing acts of violent
extremism. As Polkki (2016) and Teider (2016) wrote in their articles trainings on these mat-
ters are now in progress in Finland as well. These type of actions are an important part of
preventing radical actions, since before a violent act is conducted there is often a so called
“leakage”, which means that there can be warning signs seen of an act occurring or being

planned. It is critical to recognise and inform the necessary parties about the leakage and
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intervene as quickly as possible in order to prevent the act. (Federal Bureau of Investigation,
17-18) A larger entity of the recommendation list is about making the school environment as
solid as possible by taking everybody into consideration in terms of organising joint activities
and information sessions on the subject of radicalisation and violent extremism, and also by
encouraging students to report about any suspicious or concerning behaviour. Improving the
school community’s solidarity is also important in order for the school to be able to get help
for a student indicating signs of radicalisation. If the gap between students, teachers and
other staff is lowered, the reluctance to report of worrying behaviour amongst fellow stu-
dents can decrease. (Federal Bureau of Investigation, 21-22, 25-27) According to FBI more
important than to trying to create profiles of what a typical radicalised person looks or acts
like, is to recognise the individuals in danger of radicalising. This can be done for example by
recognising changes in a students behaviour towards supporting radical ideologies or a student
being in contact with people who have adopted radical ideologies. The reason why creating a
profile is not effective is that there are several ways one can radicalise. FBI identifies three
things that can increase one’s risk of getting involved in violent extremism: a person has inde-
terminate amount of time and access to a space that is unmonitored, the person experiences
violent extremism as socially acceptable, and the person can be contacted by violent extrem-

ists. (Federal Bureau of Investigation, 9, 15)

FBI’s view on the difficulty of profiling a radicalised person is backed up by the Youth Justice
Board for England and Wales’ (YJB) (2012, 31) review on the prevention of religious radicali-
sation and violent extremism. The review states that the identification of a radicalised person
can be hard to do since there is no typical profile for a radicalised person. The people com-
mitting terrorist attacks often reflect the communities they live in and do not stand out from
the mainstream population of their community. Neither the British MI5 nor the New York Pol-
ice Department in the United States has been able to identify a certain pattern that a radical-
isation process follows or the types of people who are more prone to get radicalised com-
pared to people who do not radicalise. However, like the earlier studies and articles in this
literature review have shown, there seem to be some similarities amongst the people who
radicalise, that are also identified in the review by YJB. (Youth Justice Board for England and
Wales 2012,33-34) These similarities can be the feeling of being left outside for, for example,
having differing ideas compared to the mainstream society and seeing a political or social
protest as a way to achieve political change, seeing oneself as a victim, seeing violence
against the state is justified, being rewarded for radical or extremist actions by a group that
one belongs to, and having a close relationship with people who share same kind of ideology
and is dealing with same issues. All these are risk factors, that can lead to radicalisation and
they should not be considered only separately, but rather as one larger root cause for radical-
isation and why it could turn into violent extremism. The risk for that is even larger in case

one identifies these factors in oneself and finds a group of people that approves the ideology.
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As an addition to these risk factors could be mentioned the risk factors that Hyttinen and Hy-
vonen (2015, 24) identify in their master’s thesis to be possible root causes for social exclu-
sion, radicalisation and criminal activities in general, and factors that should be taken notice
of in an early age. These risk factors are such as poor living conditions at home, alcoholism in
family, conflicting upbringing habits, being victim of child abuse and having trouble in con-
centration. These factors are why Hyttinen and Hyvonen (2015, 24) see prevention of social
exclusion as key to prevent radicalisation. The review by YJB (2012, 35-38) found two tools
that have been developed to measure radicalisation: The Revised Religious Fundamentalism
Scale and Violent Extremism Risk Assessment (VERA). The Revised Religious Fundamentalism
Scale’s aim is to find out how a person sees or experiences his or her own religious beliefs.
VERA is meant for identifying if a person with earlier background with violent extremism still
has a specific target group or person, whether the violence is due to ideological, religious or
political reasons and whether the person is a so called “lone wolf” or if he or she is part of a
larger group. VERA identifies five risk factors that affect a person whether he or she turns to
violent extremism. These are:
e Attitude: The reason why a person commits extremist actions and has extremist
thoughts
e Contextual: How the person contacts other people sharing the same ideology and how
the extremist actions are justified
e Historical: The person’s own background and events in the past that affects his or her
ideas and beliefs
* Protective: The things that can help the person to think critically and not turn to vio-
lent extremism, such as the support of their family and community they live in
* Demographic: The person’s sex, age and marital status can all have affect on whether
a person turns to violent extremism or not
The review by YJB (2012, 39-41) found a study by the Department for Communities and Local
Government (DCLG) on how intervention can help to prevent violent extremism from occur-
ring. The study states that educating people on the subject of radicalisation and violent ex-
tremism, and to teach people be critical on what they hear and read is an effective way to
intervene and prevent extremism. To be able to successfully intervene on someone’s radicali-
sation process or when someone is turning to violent extremism a certain amount of trust
amongst the parties is required. This means that not just anybody can try to affect and help a
radicalised or extremist person, but the person has to feel trusted and supported by the
helper. This can be compared to the FBI’s (The Federal Bureau of Investigation 2016, 21-22)
analysis on how a reduced gap between students and school staff can make it easier to pre-
vent radical actions. The helper should still, however, have authority on the radicalised or
extremist person and have knowledgebase on the ideology of the radicalised to avoid further

conflict.
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Australian Government published a document in 2015 on how to prevent radicalisation and
violent extremism in Australia. As many of the previous sources has stated, also the Australian
government’s publication (2015, 21-22) indicates that a very important part in preventing ra-
dicalisation is communication between different parties. The publication explains that listen-
ing to a radicalised person and understanding where he or she comes from with his or her ide-
ology is key. The person needs to feel accepted and know that support is available and no one
is there to judge him or her. As said before it is important to understand the background and

reasons for one to radicalise in the first place.

A teacher’s guide on the prevention of violent extremism by UNESCO (2016, 9, 12-15) suggests
that violent extremism is not tied to a person’s age, sex or their surroundings, such as other
people or living area. However, it does suggest that younger people tend to be more vulnera-
ble to the effects of violent extremism and terrorism, which is why also UNESCO emphasises
the importance of education. Educating these young people can help them express their feel-
ings and point of views, and develop skills to cope with uncertainty without using violence.
Like FBI, MI5, New York Police Department or YJB, neither has UNESCO been able to identify
a certain pattern for radicalisation or been able to profile a typical radicalised person. How-
ever, much like the VERA assessment tool, UNESCO has identified factors that do tend to
guide people towards radicalisation and violent extremism. These are as follows:

e “Push” factors, which drive individuals towards violent extremism. These can be such
as inequality, discrimination, poor education, etc.

e “Pull” factors, which make a person be fascinated about violent extremism. These
can be for example belonging in a group and being able to relieve the feelings of in-
justice.

e “Contextual” factors, which provide the surroundings and opportunity for violent ex-
tremism. These can be lack of rule of law, corruption and criminality.

UNESCO identifies a slightly different, but yet very similar setting of signs of radicalisation to
take notice of in case occurring simultaneously. These signs can be distancing oneself from
family and old friends, suddenly dropping out of school or suddenly having troubles with
school, changes in eating, clothing, language and financial habits, having a sudden attitude
change towards certain people or groups of people, visiting radical or extremist websites or

social media networks, and building a great interest on apocalypse and conspiracy theories.

In his Master’s thesis, Sund (2009) developed a contemporary threat assessment and manage-
ment model for Finnish educational institutions. He states that a proper threat management
process has a specified method that is used consistently to assess threats and risks, and to
have processes planned before hand to prevent and handle the threats and risks from occur-
ring and in case of occurrence. The model has six parts, which should be part of threat as-

sessment and management. The first part is to assess the concerns raised by student, the
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educational institution’s staff or a third party. The assessment should be to assess the need of
possible cooperation with authorities or whether the educational institution’s own policies
and staff can handle the concerning issue. As has been brought up many times before, also
Sund brings up the importance of communication between young people and adults they trust
in these types of situations. The problem with communication and informing about a “leak-
age”, as FBI calls it (Federal Bureau of Investigation 2016, 17-18), has often seemed to be
that a person getting information about a possible attack has not informed an adult or auth-
ority about the threat. This is due to the person not taking the threatening seriously, which
could be fixed with proper communication, and education, between young people and adults
on how important it is to bring up any concerns. After the assessment of a concern there
should be an intervention and mitigation strategy in place, which emphasizes the need of
providing help and support for the student who’s threat or actions possess an increased
amount of concern. The type of intervention should be carefully thought out to avoid further
conflict with the person. In the intervention phase the educational institution should have a
process to utilise all possible actors that could help the person posing a threat. These actors
can be such as health and mental health care professionals, and security and law enforce-
ment professionals. The fourth part of the model is that the educational institution has a stu-
dent welfare team and crisis management team. The student welfare team’s tasks are for
example ensuring students’ welfare in educational institution, deciding what are the proper
and required actions taken in problem situations, and informing parents about their child’s
concerning behaviour. Crisis management team’s, which can be the same as the student wel-
fare team, tasks on the other hand are to create a written crisis plan, which is introduced to
the educational institution’s staff, students and possibly their parents, and cooperating ac-
tors, leading the actions taken in a crisis situation, and to continue updating the crisis plan
and keeping the staff familiar with the plan. In addition to planning the usage of other pro-
fessional in the intervention process there should be a plan conducted in cooperation with
public authorities, to agree on the situations when the authorities should be informed of a
threat. The police should always be informed, if a risk of violence occurs. The final part of
Sund’s model takes into account the importance of the student’s family in the process of
intervention. The educational institution and students’ parents should work in cooperation to
make the prevention of threat situations as effective as possible. However, cooperation with
parents might be challenging, if the parents refuse to admit or see that anything could be
wrong with their child or that he or she could pose any kind of risk to anyone, including him
or herself. (Sund 2009, 58, 60-61, 63, 66, 68-69, 72)

4  Methodology

This chapter will introduce the methodology used to conduct this research. This research was
a qualitative case study research as there was a specific target, university X, which was re-

searched by the means of qualitative rather than quantitative methods.
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4.1 Qualitative research

Qualitative research is a method in which data gathering and its analysis go hand-in-hand
(Hakala 2015, 20). This means that while the data for a research is gathered it should be ana-
lysed right away so that there will not be great amounts of data to be analysed at once when
all the materials are gathered. The quality of the research has a lot to do with the quality of
the analysis and not so much with the amount of data (Hakala 2015, 20). Despite this as quali-
tative research is a process the analysis and interpretation of the data might change along the
whole research process. This is why the different phases of the process might not be possible
to define beforehand. (Kiviniemi 2015, 74) In this research, for example, whether to conduct
a text analysis as part of the research was decided after the interviews were conducted to

see whether the text analysis would bring more value to the research or not.

Hakala (2015, 22) suggests that qualitative research might be a good choice when a research
is conducted as part of a project or other bigger whole. This is a reason why this thesis is a
qualitative research as it is written as part of the RAVET project and the research on risk-
based assessment of radicalisation and violent extremism in educational institutions can pos-

sibly be developed further based on the findings of this thesis and the end product of RAVET.

The reliability of a qualitative research is as well reliable on the quality and reliability of the
gathered data (Hakala 2015, 23) as it is on the description of the research process This means
that it is important to explain how and what kind of data is gathered in the different phases

of the research process. (Kiviniemi 2015, 85-86)

By qualitative material or data Rantala (2015, 109) means data in written form that cannot be
changed into numerical form. These types of materials are for example archives, annual re-
ports, other documented materials, material gathered by observing or by interviewing which
are first saved into digital form and then transcribed into text. This research utilised different
types of qualitative materials and data, as the knowledge base on the thesis subject was built
by conducting a literature review on previous cases similar to this, by interviewing university
X’s key personnel regarding the topic and by reflecting the university’s websites and publica-

tions to the results gotten from the interviews.

4.2  Case study research

Case study research is a method, which aims to research one specific case (Saarela-Kinnunen

& Eskola 2015, 181). The case can be a person, city, or, as in this case, university X and to be
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specific its risk-based assessment model. Case study research seeks for answers to questions
how and/or why (Yin 2015, 2), which suits the purpose of this research seeking the answer for
the question how university X’s risk-based assessment takes into account the possibility of
students or staff getting radicalised or possibly turning to violent extremism. This case study
was a single-case study, as its purpose is to describe and analyse a single case, described
above. (Yin 2015, 183-184)

Yin (2015, 16-17) divides the definition of a case study into two sections. The first section is
called “Scope of a case study”. This means the actual focus of the case study and what it
examines. It includes the close, nearly inseparable relationship of the matter examined and
the context. In this research this means the relationship between risk-based assessment of
radicalisation and violent extremism (the matter examined) and university X (the context).
The relationship of these two factors is so important also due to the willingness to understand
a real-life case. The second section of the definition is called “Features of a case study”
standing for the ways of how the focus of the research is examined. These are the different
data collection methods, previous researches and studies guiding the current research and

other materials supporting the research.

According to Yin (2015, 45) there are four types of tests that can assure a researcher and the
readers of the reliability, credibility, confirmability and data dependability of the research.
These tests help and guide the researcher to do a trustworthy research with proper sources of
information. The four types of tests are called construct validity, internal validity, external

validity and reliability.

The different tactics of how to do a construct validity -test can, according to Yin (2015, 45),
be for example using several different types of sources of evidence, making a chain of evi-
dence and having for example key interviewees of the research review a draft of the re-
search. In this case research on risk-based assessment of radicalisation and violent extremism
in university X the used sources of evidence are articles and books about risk-based assess-
ment, radicalisation and violent extremism and researches concerning the relationship of
these. University X’s perspective on risk-based assessment of radicalisation and violent ex-
tremism was examined by conducting an interview to key personnel. As it became necessary
after the interviews also the websites of university X were utilised to get more depth to the
interview materials. The interviewees were also given a chance to review a draft of the re-
search and make notifications for improvement. This helped to make sure that the informa-

tion used is correct and valid.

Internal validity’s tactics can include doing pattern matching, doing explanation building, ad-

dressing rival explanations and using logic models. All these are ways of data analysis. (Yin
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2015, 45) Pattern matching means that the researcher makes prediction on or has a presump-
tion about the results of the case study. The results of the case research are then compared
to the predictions made when starting the data analysis of the research. (Yin 2015, 143) In
this case the prediction, or hypothesis, of university X not having taken into consideration the
possibility of radicalisation and violent extremism in their risk-based assessment was in the
end compared to the results gotten from the interviews and university X’s websites and publi-

cations.

The tactics of external validity have to do with the research design. The tactics can be using
theory in a single-case studies or using replication logic in multiple-case studies. (Yin 2015,
45) A research design of a case study has five components:

1. a case study’s questions

2. its propositions

3. its unit of analysis

4. the logic linking the data to the propositions

5. the criteria for interpreting the findings.
The first part, case study’s questions, means the form of the question(s), in a case study be-
ing “how” or “why” question(s). Study propositions will guide the researcher to a certain di-
rection to look for information and evidence for the research on the chosen research ques-
tion(s). Propositions, however, are not required in a case study, but they are recommended
to use. The third part, unit of analysis, has to do with the actual subject of the research, the
case. The purpose of the question(s) and the propositions are to help the researcher to find
and recognise the relevant information for the case. Fourth component, linking the data to
the proposition, means that all the data gathered for the case study are compared to the pos-
sible propositions made. The fifth and final part, criteria for interpreting the findings, is

about enhancing the research findings with rival explanations. (Yin 2015, 29-36)

The final test, reliability, is about data collection. These can be using case study protocol and
developing case study database. (Yin 2015, 45) Yin (2015, 82-94) talks about getting to know
the research subject and collecting relevant data by following a case study protocol, which
includes four sections:

e Section A: overview of the case study

e Section B: data collection procedures

e Section C: data collection questions

e Section D: guide for the case study report.
Overview of the case study means describing the basic information of the research, in this
case this thesis. Basic information includes the purpose and client of the thesis, what the sub-
ject that is examined is, the main sources of the thesis, possible interviewees, etc. Data col-

lection in a case study is very much defined by the environment in which the research is car-
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ried out. In case of this thesis the resources possible to use were for example text analysis of
the university X’s websites, interviewing the key personnel and finding out about previous
researches similar to the subject of this thesis. Data collection methods of a case study are
such questions that guide the researcher when reading through source materials. The ques-
tions help to keep the focus on relevant points and issues, so that the research material used
is not too wide spread and the focus of the research subject does not get lost in the process.
Guidance for the report means finding previous studies on the subject or in the field and see
how those case study reports are formed, because case study reports do not have general out-

line to follow.

4.3  Semi-structured interview

Interview is the most efficient and the easiest way to figure out how one sees a certain thing
and what the interviewee thinks about it. (Eskola and Vastamaki 2015, 27) Hirsjarvi and
Hurme (2004, 34-35) describe an interview as an adaptive method and as one of its benefits
deepening the gathered and available information due to getting another, possibly not yet
expressed, and why not a personal perspective to the matter that is researched. As a basis for
an interview should be that there is a predetermined subject that is researched and the
interviewer wants more information on it. To get the most out of an interview the inter-
viewee has to be able to trust the interviewer. This means that the interviewer recognises the
personal value of the answers and handles the information with confidentiality and ensures
that the interviewee approves the information published. This is also very important from the

point of view of the whole research being reliable. (Hirsjarvi and Hurme 2004, 42-43)

According to Hirsjarvi and Hurme (2004, 43-44) there are three different categories of inter-
views, structured, unstructured, and semi-structured interview, which is utilised in this the-
sis. Semi-structured interview is divided into themes that are covered during the interview.
The questions for the interview are predetermined, but the order of them can change. The
interviewee answers the questions with his or her own words and there are no predetermined
answer choices. The main difference between unstructured and semi-structured interviews is
that unlike in unstructured interview the questions are the same for all interviewees.
(Hirsjarvi and Hurme 2004, 47-48) Semi-structured interview suits this thesis well because
there are certain questions, which were asked from the professionals chosen and who agreed
to be interviewed. To get the best possible results from the interviews the semi-structured
interview was the best for this purpose, since the answers could have remained very general
and lack great amount of specific information if the interviews were conducted as a struc-
tured interview. On the other hand, the answers and discussion could have strayed away from

the actual research subject, if the interviews were conducted as unstructured interviews.
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The questions were determined based on the background information gathered about risk-
based assessment of radicalisation and violent extremism and especially based on information
gathered about university X’s risk-based operating model. The purpose was to receive more
information concerning the data already gathered and to deepen the understanding of univer-
sity X’s operating model of risk-based assessment. The purpose was to see if the professionals
share the same ideas about the case university’s risk-based assessment of radicalisation and
violent extremism, or whether they can maybe supplement each other’s answers. In this the-
sis semi-structured interview was used to interview two professionals in university X. The first
interviewee was with the case university’s Head of Security. The answers were originally re-
corded with a recorder on the author’s phone and later transcribed and saved on a laptop and
on a flash drive. The second interview was conducted by email with the case university’s
senior lecturer. The interview answers were received on the 16th of December and held in
the author’s email and saved on laptop and a flash drive. Both of the interviewees are profes-
sionals in safety and security management and have worked in university X for several years.
They are both familiar with the case university’s safety, security and risk management, which
are the reasons why they were interviewed for this thesis. All the interview answers gotten
from both of the interviewees were destroyed as this thesis was published, as the answers
were no longer needed for the purpose they were gathered. It was decided that the inter-

viewees’ names are not published in the thesis.

4.4  Text analysis

Analysing qualitative material requires first of all reading the material several times and re-
flecting what the material says and tells about the researched subject. The results of the re-
flecting are compared to the other research material and finally the different standpoints to
the subject are interpreted to be able to bring up all aspects how the subject can be looked
at. The classification, comparing and interpreting of the material can be simplified to coding
and writing memos. Coding means parsing, or analysing, the gathered data and material to
smaller pieces and memos include ideas, thoughts, questions and other notifications made

during the research and coding. (Rantala 2015, 108, 110)

In this thesis the role of text analysis was not clear until conducting the interviews. The need
for text analysis was evaluated based on the information received about university X’s risk-
based assessment and its relationship with radicalisation and violent extremism from the
interviewees. After the interviews were done it was decided that rather than making a text
analysis the information received from the interviews were reflected to the information on
risk assessment and safety and security management found from both internal and public
websites of university X and publications published by the university. This was done to specify

the answers gotten from the interviews about university X’s risk-based assessment.
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5 Results

In this chapter the results of the semi-structured interviews will be presented and specified

with the information found from university X’s websites and publications.

5.1 Semi-structured interviews

Both of the interviewees emphasised that all actions and procedures, and especially safety
and security work, in university X are fundamentally risk-based. Risk-based thinking is kept in
mind from planning to implementation and all the way through to evaluating how the actions
taken fulfilled their purpose. University X’s Head of Security said that the risk management of
the university has been under great improvement of late, and during the year 2017 the uni-
versity’s risk management and risk-based assessment is meant to operate based on the I1SO
31000 Risk management standard. By doing so university X’s risk management and assessment
will reach all the operations and sectors of the university. According to the Head of Security
university X has already a risk-based assessment model in place, but by utilising the ISO 31000
standard the model will be more comprehensive. The university’s senior lecturer added that
risk management is in great role in university X’s safety and security management system and
that university X has a safety and security plan, which includes crucial risks and how to pre-
vent and prepare for them. Risk-based assessment model in university X is in such state at the
moment, as the new comprehensive model is being built, that the model’s operability is being
evaluated in practice basically on a daily basis. The safety and security management of uni-
versity X is assessed with TUTOR assessment model on a yearly basis and this is also done
from risk-based standpoint. The results received from the TUTOR assessment are used for the
development of university X’s safety and security procedures. The risk management and as-
sessment in the university consists of identifying threats that can be harmful for the safety
and security of the university, analysing the risks they pose, prioritising the risks and based on
that deciding what measures are taken to prevent and prepare for them, and assigning own-
ers for each risk. For assigning owners for risks, the case university completed a risk map in
June 2016, and the results of the usage of the map were evaluated at the end of 2016. When
asked, both of the interviewees said that from the case university’s internal websites there
can be found instructions on how to act in order to keep the university safe and secure for
both the staff and the students, and what are the basis for risk-based operations. However,
the Head of Security added that from the beginning of 2017 the intention is to bring more
detailed information to the internal websites on how the risk-based activities are working and

how they are evaluated.

University X’s websites have instructions and a channel, the Health Safety and Environment

(HSE) system, to inform the safety and security management about any concerns. Both of the
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interviewees said that these communication channels are well used by both the staff and the
students of university X. The Head of Security of university X said that informing of any con-
cerns concerning the university is one of the university’s strengths and one of the most devel-
oped areas lately. A risk assessment model for actions raising collective concern was devel-
oped in 2009-2010, which has been further developed in the university’s safety and security
management, and it can be utilised to any kind of actions raising concern, also radicalisation
and violent extremism. As a consequence the willingness to inform the security management
of any concerns has seemed to increase lately. The Head of Security said that students have
become more conscious about different risks concerning a fellow student’s changed behav-
iour, and she also brought up the matter of trust, which is required to make a notification of
a raised concern. All the notifications made of actions creating collective concern are taken

very seriously in university X and they are always highly prioritised.

What comes to radicalisation and violent extremism as being part of the cause of actions or
behaviour causing collective concern, the Head of Security of university X said that it might
be hard to specify which notifications relate strictly to radicalisation or violent extremism.
This is because the actions taken by university X’s security management in these cases are
taken with such a low threshold. The Head of Security admitted that the concerns pointed out
in the notifications do sometimes have signs of radical or extremist behaviour, but mainly if
there is a threat of radical actions or violent extremism against the university, it comes from
external threats rather than internal. The Head of Security did emphasize that even though
the starting point in investigating the actions causing concern is not in assuming that there is
a radical or extremist ideology behind it, the possibility has to be taken into consideration
and kept in mind. Possibility of radicalisation and violent extremism occurring has been iden-
tified by the security management of university X and informing about it and educating staff
about the identification of them has been done actively. The Head of Security of university X
is in close cooperation with the police and other professionals concerning these issues. Still,
as a possible problem with these issues the Head of Security pointed out that it can be pos-
sible that despite educating the staff on the identification of radicalisation and violent ex-
tremism, there is still someone who does not identify the signs or does not understand that a
cause of collective concern can relate to these issues. The senior lecturer of university X
specified that staff is trained based on the findings of the RAVET project. What comes to the
education of students on the subject a safety walk is organised at the beginning of studies
and that includes introducing new students to channels through which they can inform univer-
sity X’s management of any concerns. To this the Head of Security added that the safety walk
does not necessarily include the subjects of radicalisation and violent extremism, but it does
point out the collective concern and the importance of informing of any concerning behaviour

or such.
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When asked about the interviewees opinion on how they see the threat of radicalisation or
violent extremism in university X, they both said that it is a threat that definitely needs to be
taken into account in risk assessment and planning of counter measures, but that the risk is
not seen as bigger than other risks concerning the university and its operating environment.
The Head of Security specified that intervening in actions and behaviour causing collective
concern, such as signs of radicalisation and violent extremism is in good grounds and that is
something that the case university has clear guidelines on how to react and what actions to
take. The interviewed senior lecturer added that the RAVET project eventually offers practi-
cal tools for universities in Finland to prevent and reduce the threat of radicalisation and vio-
lent extremism. Operating models and processes in risk-based assessment and risk prevention
are implemented and they are developed all the time in university X. The Head of Security
saw the consciousness of the case university’s management and safety and security manage-
ment as sufficient when it comes to radicalisation and violent extremism, and the awareness
level is being spread to reach the university’s community more widely. As a good preventative
factor of radicalisation and violent extremism in university X, the Head of Security identified
a clear intervention model and strong cooperation network with authorities. The Head of Se-
curity saw the preventative work, cooperation with authorities and identification of the is-
sue’s appearances as the key to effective reaction and intervention in case occurrence of ra-
dicalisation or violent extremism. However, both of the interviewees recognised that there is
no guarantee that university X’s risk management procedures are perfect, but they rather

thought that the procedures can and should be analysed and developed all the time.

5.2 Reflecting the interview results to information in university X’s websites and publica-

tions

Risk-based approach to safety and security in university X, which was emphasised by the
interviewees, can be clearly seen in university X’s websites as well, both internal and public
websites. (University X 2016; University X 2015a; University X n.d.c) University X’s safety and
security work is proactive and risk-based, which are the grounds for safe and secure university
environment. Risk-based work is improved by providing safety and security trainings for
everyone in the university based on their duties and needs. The need for providing security
and safety training comes also from the case university’s security policy, which defines it as a
goal that should be stretched to reach the whole university community. The training is
planned so that it is risk based, and the aim of such training is, in addition to increase the
safety and security of university X, to add the cohesion in the university environment and to
improve sense of everybody being responsible for the university’s safety and security. (Uni-
versity X Publication 2016) According to the websites university X’s working environment is
proved to be safe and secure. University X invests in its risk-based and proactive safety and

security work and aims at the whole university to work towards the goal of a safe and secure
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university environment. A clear risk-based assessment model can be seen in the preventative
work that is described to being done in university X towards having a university environment
free from the consequences of risks. Threatening situations and the risks they cause are iden-
tified and their impacts are evaluated and prevented beforehand, and actions to be taken in

a threat situation are pre-planned as part of the risk-based assessment process.

The interviewed senior lecturer brought up the TUTOR assessment method, which is a method
that was developed by Central Uusimaa Rescue Department to evaluate a target’s manage-
ment, functional risks, fulfilling of requirements, documentation, premises and safety engi-
neering, expenditure, communication, and results and their impact. Part of the TUTOR evalu-
ating process the evaluation target’s management conducts a self-evaluation of the present
state of safety and security and then sets a three-year goal for the future (University X Publi-
cation 2015). The usage of TUTOR assessment method in university X tells about the univer-
sity’s management’s willingness to improve the university’s safety and security. This emphas-
ises the point the case university’s Head of Security made about university X’s management
being very supporting towards highlighting the joint responsibility the whole university com-

munity has in making the university a safe environment for everybody.

The interviews brought up that the safety and security management of university X does see
the whole community having adopted the proactive way of improving safety and security. The
HSE system, which was brought up in the interviews, to inform any concerns can be found
from the internal websites, which based on the interview answers, has been found and uti-
lised well by students (University X website 2016). In the interviews there was a lot of talk
about behaviour and actions that causes collective concern in the university community,
which many of the notifications made via the HSE system, email or otherwise, are about. The
websites of university X do not mention by name the threat or risks of radicalisation or violent
extremism. Instead of those terms there is talked about violent or threatening behaviour, and
behaviour and actions causing collective concern. According to the interviews and university
X’s websites notifications causing collective concern are taken very seriously and prioritised
very highly. Intervening when a threat is possessed is extremely important, as sometimes the
threats have included several people, or even groups of people, which could easily escalate
into a bigger incident. The Head of Security’s tasks in such situations are described in the
websites as to carry out all necessary steps to evaluate what are the required actions to nor-

malise the threatening situation as fast as possible. (University X website 2015b)

6  Conclusions

This chapter will answer the research questions set at the beginning of this thesis process and

how the presumptions made about the questions turned out. This chapter will also discuss
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what elements could possibly be developed by university X and in the scope of the RAVET pro-
ject. The research questions were:

*  “What kind of risk-based assessment model university X has in place?” and

*  “How the risk-based assessment model takes into account the possibility of radicalisa-

tion and violent extremism occurring in the university environment of university X?”

In the past few years university X has made plans to improve and further develop their risk-
based operating model. A risk-based assessment model has been in place in university X, but
recently plans and preparations have been made to develop and implement a model based on
the 1SO 31000 risk management standard (ISO 2009b), see figure 3 by Purdy (2010). As came
up in the interviews this new model being developed will be more comprehensive than the
previous one. Starting from identifying all the different areas of university X’s operating envi-
ronment that require risk-based approach to be managed, which in university X’s case seems
to be desirable in all areas. For each of the identified areas, a risk assessment process is con-
ducted to identify all possible risks, their causes and consequences, to analyse how harmful
the risks can be and what should be done at the moment of occurrence, and to evaluate how
badly the risk could affect for example teaching in university X. After assessing all the risks in
a specific area of operations the risks shall be gone through one by one to assess how the risk
should be handled. In risk-based assessment model this step equals developing an action plan
to prevent the risks from occurring and, in this case, ensuring that university X has sufficient
ways to resist the consequences of the risk. This means that in any case university X should
have the ability to keep all necessary activities running in order for the university to fulfil its
primary purpose of educating its students, but to also keep them and the university’s person-
nel safe. Risk-based assessment is a continuous process, which means that the model should
be monitored and updated regularly. In the interviews it was brought up that university X de-
veloped a risk map in 2016, which identified primary owners for risks, who are responsible for
prioritising and managing certain risks with pre-planned actions. The results of the function-
ality of the risk map were said to being revised at the turn of the year 2016-2017. The risks
university X has identified are mainly assessed on quarterly basis to see if anything new has
come up and the list needs updating. Otherwise the risk-based operations of university X were
said to be under constant evaluation in the every day work due to the future implementation
of operations based on the I1SO 31000 standard. This an important part in developing new
model, since there is basically no other way to recognise all possible risk factors, or other
factors affecting the operations than to do a daily base follow up on current operations and
recognise the areas that need improvement. Communication in all phases of the develop-
ment, implementation and maintaining of risk-based assessment model is important, as oper-
ations cannot run properly unless all parties in the operating environment are aware of their
responsibilities in the improvement and creation of safe and secure university environment.

What comes to the presumption of university X’s risk-based assessment model being a mix of
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different models, it could be stated that the presumption was not exactly on point. Now that
university X is developing a new model it is clearly based on a certain standard and guidance
of the I1SO 31000 risk management standard. However, the case university does utilise the
TUTOR assessment method to recognise areas in safety and security management that require
further improvement or should be developed. So it could be said that as a supporting method,
if not directly as part of the risk-based assessment, university X does have two methods to

use in their risk-based assessment model.
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Figure 3: Risk management process according to ISO 31000 standard (Purdy 2010)

The presumption of university X’s risk-based assessment model not having a mention about
radicalisation or violent extremism as such can be said to be on point. However, the safety
and security management of university X has identified radicalisation and violent extremism
as a threat, which means that it is part of the risk-based assessment, yet they are not men-
tioned by their own names in the assessment model. The interviewees and university X’s web-
sites and publications use a term collective concern to also include the signs of radical or ex-
tremist actions or behaviour. However, it is understandable, as also the interviews brought up
that using the terms radicalised or violent extremist can lead to wrong and risky assumptions.
Using these terms or somehow emphasising only them to being a possible cause of something
can lead to bigger problems. Generalising anything really can be harmful, if done too much.
Generalising all certain type of actions or behaviour, such as notable changes in attitude, be-
ing socially excluded, etc., as signs of radical or extremist can complicate finding the real
root cause, or can for example end up stigmatising a person as radical, which is not desirable.
The possibility of radicalisation and violent extremism is recognised in university X. According
to the interviews the concepts of the terms have lately been brought up more especially for

the staff. Subjects are brought up in different training sessions, but there might not yet be a
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certainty that the staff recognises signs of radicalisation or extremism from other type of be-
havioural changes or violent actions. One reason why radicalisation and violent extremism are
not emphasised above something else is that university X’s safety and security management
does not necessarily want to define actions taken in a threat situation based on possible signs
of radical or extremist behaviour. This can be a good thing as again it can be harmful to stig-

matise certain factors to only relate to one risk factor.

6.1  Recommendations for university X

Arranging preventative measures are a great part of risk-based assessment and prevention is
highly brought up in the earlier literature written on the subject of radicalisation and violent
extremism. As radicalisation and violent extremism are already being recognised as possible
threats towards the university environment, there are some things that could be taken into
further consideration in university X. Most literature, that was reviewed to gain knowledge
base on the researched topic, brought up the importance of training and education in pre-
venting radicalisation and violent extremism. It seems that university X has aimed to improve
the knowledge and understanding of the subjects amongst their personnel. This is of course
an important part of safety and security management, since the personnel is trained and re-
sponsible of the university’s safety in first hand. However, training and educating students on
the subjects of radicalisation and violent extremism should not be overlooked either. Univer-
sity X’s students come from all over the world and from different backgrounds, which is most
certainly taken into consideration in all university X’s risk-based operations. Yet, it should be
noted that educational backgrounds might vary amongst both Finnish students and the stu-
dents coming from abroad. By this is meant that as the previous literature suggests, for ex-
ample understanding different medias and understanding what is meant to be provocative can
be hard to recognise, unless education on different types of media and on critical thinking is
received. A good thing is that university X has recognised the need for tailoring educational
sessions and trainings to be most suitable for the audience and not so that everyone is given
the same information. This gives university X a great chance to plan training sessions also on
the subject of radicalisation and extremism. As said before, it is understandable that the
terms radicalisation and extremism might not be terms university X prefers to only focus on a
training session, but it could be considered that to improve their risk-based assessment the

students should also be familiarised with the terms.

The earlier literature has found it difficult to profile a typical radicalised person, so that is
not suggested to do in university X either. The students, and if not yet done then also the
personnel, could rather be introduced with the identified causes and signs of possible radical-
isation. The thing that should also be kept in mind in all risk prevention, but especially when

the risks have to do with personal issues, such as mental health problems, social exclusion, or



32

other problems in personal life, is that these types of issues require trust in order for them to
be solved. It was clearly brought up in several of the earlier publications studied that helping
someone with radical ideas does not make a difference. The best way to intervene when
someone is identified with radical ideas is for the intervention to be done by someone whom
the radicalised person has built a trust-based relationship with but who also has authority. In
university X’s case such person could be a student’s tutor teacher. The basis for trust can be
built on the very first weeks of a students study path, which is why it would be a good thing,
that in universities new students spend their first days and weeks mainly with their tutor
teacher. This kind of activity can also improve risk-based assessment as teachers get to know
their students and how they work, so that in addition to fellow students also teachers can

identify if there are dramatic changes in one’s behaviour, attitude or actions.

6.2 Recommendations for RAVET project

A couple of recommendations for the RAVET project stood up during the research process re-
garding risk-based assessment in universities in Finland. The recommendations include mat-
ters concerning universities managerial level, as well as the whole university community, and

communication between universities, and universities and authorities.

University X is a university, which seems to be well aware of the risks surrounding it, includ-
ing possible threat of radicalisation and violent extremism, or at least it recognises the im-
portance of identifying and assessing them, and developing their safety and security man-
agement. However this might, and most likely is not the case in all of the universities in Fin-
land. It might be a good idea to produce an informative risk-based assessment documenta-
tion, which could be utilised on the managerial level in all Finnish universities. The documen-
tation could have information on what it means that operations are risk-based and how to
take into account the threats and risks, possible root causes, consequences, and prevention
and intervention of radicalisation and violent extremism in it. This might help universities to
recognise the possible threats radicalisation and violent extremism can pose if occurring, and

that the threats can come from both inside and outside of the university.

Universities should share information on threat situations, which have included radical or ex-
tremist features. This could improve the overall safety and security of universities in Finland
as information is shared across the country and risk-based assessment models could be devel-
oped with more material on radical and extremist actions and behaviour. This could also help
to see possible changes in trends how radicalisation and violent extremism appears. This kind
of information sharing might even benefit the cooperation between educational institutions

and the Finnish police, especially now as the Finnish police has started to train personnel in

educational institutions on identifying and preventing radicalisation.
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RAVET should produce a joint guide aimed for the whole university community about radicali-
sation and violent extremism. The guide should include information on what radicalisation
and violent extremism means in university environment. It should have information on what
the consequences of radicalisation and violent extremism might be, what might the triggers
be, how to prevent and reduce the triggers and someone from radicalising, and how to inter-
vene. Providing help for someone who is struggling, no matter what the reason is, is import-
ant. That is why the guide should also include instructions on how to look for help. Obviously
this information is always dependant on where the university, that the guide is utilised in, is
located which is why each university should be able to modify the guide, or create specific
instructions based on it to best suit them and their operations. The guide could be an e-
service, which would be easily reached by all the universities in Finland. Universities should
make sure that the guide is available for everyone in the community and everyone in the
community should be made aware of it to assure, that also this subject of risk-based oper-

ations is taken into consideration by the whole university.
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Appendix 1

Appendix 1: Semi-structured interview questions

10.

11.
12.

Can you describe your educational background, position and career in university X?
According to university X’s websites the university’s operations are risk-based. Can
you describe what that means?

Does university X have a defined operating model for risk-based operations and risk-
based assessment?

How is risk-based assessment carried out in university X?

How often is the risk-based operating model reviewed or updated?

Are university X’s personnel provided with instructions on how risk-based operations
and assessment are carried out? How about students?

University X’s websites have instructions on observing violent and threatening behav-
iour as well as how to inform about these threats. Are the channels created for in-
forming about these threats used effectively?

Have the notifications included concerns of signs related to radicalisation, such as
sudden adoption of a new ideology, social exclusion, or threatening thoughts or ac-
tions towards a certain group of people?

Has there been discussion on the possible threat of radicalisation and violent extrem-
ism occurring in university X?

Has there been educational sessions organised for teachers, other staff or students on
how to identify signs of radicalisation and violent extremism?

How do you see the threat of radicalisation and violent extremism in university X?

Do you see that university X has sufficient ways and means to prevent these threats,
or do you think that for example risk-based operations and assessment could be

steered more towards prevention of these threats also?



