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This Master’s Thesis targets to several goals. Ambition is to introduce cybersecurity related
topics, which are all attached to each other in the big picture and improve information secu-
rity.

The first section of the research enlightens some of the existing cybersecurity threats and
fundamentals of information security. Understanding threats, risks and protection of infor-
mation have become more important for small and medium-sized enterprises (SME) than
ever before.

The second section introduces ISO/IEC 27001 information security standard and its struc-
ture. Some of the other popular information security standards and best practices are shortly
introduced as well, as they complete use of ISO/IEC 27001 and generally improve cyberse-
curity.

The last section demonstrates what needs to be taken into account, when enhancing the
information security policy from ISO/IEC 27001 point of view. This section also gives insight,
what ISO/IEC 27001 standard certification means, demands and how to prepare for ISO/IEC
27001 certification process.

The research does not detail exact technics or instructions how to mitigate threats and build
information security management system (ISMS). Instead, the central idea is to raise aware-
ness about the challenges of securing information and how ISO/IEC 27001 standard can be
used for improvements in the protection processes.

The main goal of this Master’s Thesis becomes fulfilled if SMEs explore this study and begin
to consider, what is their individual level of risk management and how cybersecurity could
be improved with ISO/IEC 27001 standard. The ultimate goal actualizes if the study man-
ages to point SMEs to get interested achieving ISO certification.

Purpose of the research, besides mentioned objectives, is to educate myself about cyber-
security, information security, ISO/IEC 27001 and other information security standards. Mo-
tive for the thesis comes from my own curiosity towards the world of cybersecurity. Method
for completing this project is self-study through multiple articles, researches and educational
material available on internet and books. Voluminous amount of sources made possible to
finalize the Master’s Thesis in advance defined time frame and with planned procedures.
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1 Introduction

1.1 Cybersecurity and information security

In today’s world, there is a new word for traditional expressions computer security and
IT security. One of the most general information sources Wikipedia describes term cy-
bersecurity as follows:

“The protection of computer systems from the theft and damage to their hardware,
software or information, as well as from disruption or misdirection of the services
they provide.” [1.]

This description is fairly accurate and cybersecurity is basically connected everything
related to information technology and internet. Specially information security has a major
interface with cybersecurity, in most contexts these two are even the same concept. The
difference is information security’s expansion outside of the digital information, still both
expressions can be used when discussing protection of SMEs information. Cybersecurity
has not only become a fashion word, its meaning in managing and protecting companies
business has been lately highly increased. In present day’s business world, digital infor-
mation is the central resource and source of almost all the information companies are
possessing. Without access to information, business stops or at least becomes very dif-
ficult to run. Important information’s integrity, confidentiality and accessibility must be

ensured all the time.

Cybersecurity threats and incidents have been rapidly increasing year by year since in-
formation technology started to develop. In addition threats and cyberattacks are also
evolving to much more complex. This is the vital reason, why all companies should pay
attention for improvements with cybersecurity. One of the goals of this Master’s Thesis
aims to raise SMEs awareness of cybersecurity threats and importance of information
security. Chapter 2 of the study concentrates on presenting some top cybersecurity
threats and cyberattack vectors SMEs are facing at the moment. Even the same methods
are used for cyberattacks against large-scale corporations and governments, are there
in those cases elements from other sectors as well. Such things are often involved as
spying, cyberterrorism and information warfare. Therefore approach for improving gov-
ernmental level cybersecurity is considerably more diverse. Chapter 3 presents infor-
mation security’s basic principles and role in companies daily activities. This study does

not state exact technical mitigating solutions for incidents or how to prevent threats to
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actualise. These procedures are something that every SME needs to define in their indi-

vidual security policy.

1.2 SMEs and information security standards

According to research of the Federation of Finnish Enterprises, 98.8% of all companies
in Finland are SMEs with personnel between 2 - 50 persons. That is significant high
percentage, as definition of SME is less than 250 employees in a company. 93.3% of
companies have maximum 10 employees. In private sector 65% of employees work in
companies less than 250 people and output 50% of turnover of Finnish businesses.
Number of SMEs are globally quite similar. [2.]

Small and medium size businesses are universally so common that it was obvious to
choose approach of this Master’s Thesis to be SMEs. Title might also have been Improv-
ing cybersecurity through ISO/IEC 27001 information security standard in the context of
organizations, but large-scale multinational corporations are gigantic and complex
wholeness. Even ISO/IEC 27001 standard can be used in all size of companies and
organizations, in case of mega enterprises, there are geographically differences with the
laws and regulations that must be accounted differently. That approach would have ex-
tended this research excessively wide. Alternatively all the topics would have been only
superficial. Regardless that scope of the research is for SMEs, introduced matters can
be applied to any size company. That is why expressions company, enterprise and or-

ganization are used beside SME.

Main focus is on introduction of popular ISO/IEC 27001 standard, and how it can improve
SMEs cybersecurity against multiple risks and threats. ISO/IEC 27001 standard’s princi-
pal purpose is to specify company’s individual requirements for ISMS. Rising number of
cyberattacks and threats require continuously deeper information security policies and
ISMS than before. Micro-enterprises with minimum usage of information technology may
not need ISO/IEC 27001 standard but can still get hacked. One network device is enough
for exposing company’s private matters for cybercriminals. So even SMEs that think they
don’t need information security, should take care of basic protection. Improving cyberse-
curity with ISO/IEC 27001 standard in the context of SMESs, as the topic of this thesis is,
fit and serve best for the companies that work using information technology and handle

classified information.
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ISO/IEC 27001 information security standard is a set of best practice instructions, and
its flexibility is the reason why it is suitable choice for any company. ISO/IEC 27001
standard presents methods to establish, implement, maintain and improve ISMS. With
the standard, each SME can define more effortless own requirements for ISMS and cy-
bersecurity. Use of it is useful already when company wants to simple adjustments for
cybersecurity with the minimal budget and without external help. Simple way to explore
the standard is for example creating a risk analysis checklist for administration’s support.
The checklist is convenient way to perform and document continual improvements. With
major effort, ISO/IEC 27001 guides to build comprehensive ISMS and security policies

for extremely demanding environments.

There are also wide range of other information security standards available for SMEs to
achieve better cybersecurity. Depends on the industry and area of the company, some-
times an alternative solution may be more suitable choice than ISO/IEC 27001 standard.
Often the best protection is guaranteed if ISO/IEC 27001 is used along other information
security standards. This study describes main attributes of some popular standards and
best practises such as PCI DSS, NIST CFS, COBIT, NERC and ITIL.

Governmental organizations have created frameworks for IT security as well. In Finland
Ministry of Defence have provided two tools for gaining better information security.
KATAKRI framework has been planned mainly for helping the authorities organizations,
but also companies to determine protection for information and material. VAHTI group
has been set up to develop cybersecurity functionality in central government with differ-
ent surfaces and service providers. KATAKRI and VAHTI are both more wide set of in-
structions than official standards. In Chapter 4, information security standards and best

practises are under closer review.

1.3 Improving risk management and ISO/IEC 27001 certification

Improving risk management of cybersecurity is the central idea of this Master’s Thesis,
and should be a basic procedure for SMEs or even requirement in some areas. Espe-
cially when company practice IT actions, which are related to payment transfers, sensi-
tive information or customer information. SMEs that are already aware of possible secu-
rity threats and risks, have created security policies for information protection through a

collection of processes, tools and procedures. Security policies are contained from fire-
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walls, intrusion detection systems (IDS), intrusion prevention systems (IPS), access con-
trols, personnel education and information security standards. All these elements com-
bined together is powerful way to protect information and from what comprehensive
ISMS is built.

When SME decides to invest on cybersecurity improvements and establish ISO/IEC
27001 based ISMS, it is very important to have management’s support. Full support
guarantees continuance with maintaining and improvements, which are probably the two
most important part of information security policies. With ISMS, information security pol-
icy and risk management are easier to handle and under administrators control. ISO/IEC
27001 standard makes possible to develop suitable ISMS for any level of information
security. In Chapter 5, this study concentrates on how ISO/IEC 27001 standard can im-
prove SMEs risk management procedures and cybersecurity.

In the best case scenario, SME may receive ISO/IEC 27001:2013 information security
certificate. Target of the certification can be whole ISMS or some parts of it. Certification
increase significantly reputation and market status of the company. ISO/IEC 27001 cer-
tification indicates that company takes business seriously and information is in safe.
SMEs that have a desire to keep their information security maximized, have to be ready
to go through regular security audits and certification processes. Chapter 6 of the re-

search describes how SMEs can prepare for certification process.
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2 Cybersecurity threats

2.1 Understanding cybersecurity threats

SMEs that focus on having information in order and information security updated, should
be primary aware how rapidly situations in cybersecurity sector are changing. Important
aspect is also to realize, how extremely common cyberattacks around the world are and
how they occur all the time everywhere. Before trying to prevent attacks and minimize
risks, SMEs should understand what kind of threats they are facing in daily basis.

Even the smallest SMEs with a single computer for email usage, customer information
handling or payment transactions, should take cybersecurity angle into account when
performing basic IT actions. Scope for the universal information security incidents is ex-
tremely wide. Cyberattacks can be executed from any part of the world by governments,
professional hackers, hacktivist groups or just a teenager competing against friends. At-
tacks may come up in various forms and nobody is guaranteed to be in safe. At the
moment, there are no clear rules in cybersecurity world. It even appears to be a trend on
the daily news to see clips about massive cyberattacks. Just following the daily media, it
is quite easy to realize that for example governmental and corporation calibre cyber spy-
ing is a worldwide issue. Seems that even the intelligence agencies are performing re-

connaissance actions on each other, and public can see some of this action on the news.

Cyberattacks against SMEs, information warfare and large-scale attacks against govern-
ments can be all operate with the same kind of methods. Though bigger operators have
more funds and resources in use to execute more comprehensive attacks. Vulnerabilities
on networks, devices and applications are universal. Universal are also people, which
are considered to be the weakest link of cybersecurity. People can be under influence
easily and they are imbalanced compared to machines, even those who are working at
highly classified positions. Humanity makes personnel of the companies good targets for
phishing campaigns and other scams.

Cyberattack can be straightforward, combination of complex attack vectors or anything
between them. Attack might be also just distraction. Fake attacks are often meant to
cause visible disruption and distract the attention from the real target. Meanwhile when
the target concentrates to mitigate the incident, malwares might be installed or unex-

pected information is stolen unnoticed. Getting away after an attack, depends totally on
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the tactics and skill level of attackers. Defenders success depends on the same matters

and this is where information security standards role becomes important.

Motivation for cyberattacks might be spying for the war, stealing business secrets, mak-
ing money, creating the hacker reputation or anything that benefits criminal actions. In-
ternet as a crime platform has been expanded explosively and offers enormously possi-
bilities for cybercriminals. Same time information security specialists are trying to adjust

and develop own skills to manage existing circumstances.

Year by year increased number of cyberattacks is strong measurement how fast digital-
ization is evolving. Digitalization and fast development of the technics are helping the
world in many ways, but there is also another side. Cyberattacks have become extremely
sophisticated and Security Analysts around the globe have constantly found significantly
more complex attacks. First half of 2017 F-Secure Labs detected an overall increase of
223% traffic in its honeypots comparing to second half of 2016. [3].

There are basically no sector or industry today, where information technology is not
somehow involved. Attacks are part of the daily life and used for very common things
such as political purposes. Investigations suggest that as big events as United States
Presidential campaigns are being target of possible manipulation by cyber activists. [4.]
The exact numbers of yearly information security incidents and attacks are very hard to
estimate, as all the companies, organizations and governments do not publish this infor-

mation.

Figure 1 below shows F-Secure’s research about geographical area how cyberattacks
have been divided in 2016 and 2017. When investigating the report more carefully, can
be seen how attacks are really reaching all over the globe. Even the Cold War type of
geopolitical tension might exist today between the governments in form of cyberwarfare.
When SMEs realize how serious the threats are and how capable the enemies might be,
there probably is a bigger chance to receive support of the management to take the

cybersecurity seriously.
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Figure 1. Geographical division of cyberattacks in 2017. [5.]

This chapter introduces some of the most used cyberattack approaches that SMEs IT
departments and cybersecurity personnel should be aware of. List of the threats in fol-
lowing subtitles is not complete. Number of the existing threats is so large that introduc-
ing everything in this Master’s Thesis is not practical. There are probably also totally new
threats generated after finishing this part of the study. This Master's Thesis does not
provide mitigating instructions. Quality of the mitigation can vary considerably depending
on the size, area, wealth and security policies of SMEs. ISO/IEC 27001 information se-
curity standard offers guidance for every SMEs own needs for establishing ISMS where

risks, threats and solutions are defined.
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Chapter 5 in this thesis concentrates more closely on risk management and introduces
how ISO/IEC 27001 standard can be used for planning improvements in cybersecurity
via risk management procedures. With ISO/IEC 27001 based ISMS, SMEs can be more
ready for all the threats listed in this chapter, as well as recover faster if the threats evolve

to incidents.

2.1.1 APT

Advanced persistent threat (APT) as its name already suggests, is a complex set of so-
phisticated and continuous attack techniques. APT aims to achieve unnoticed foothold
in a target network or systems. Multiple malwares or other attack vectors are used over
a long period of time to exploit vulnerabilities. Usually APT attacks are patient, long-
lasting and strictly planned to carefully chosen target. Commonly APT attack follows life
cycle, which can be modified depending on how challenging the target is. As Figure 2.
shows, APT has various steps. The most complicated APT attacks are often executed
by organized and wealthy groups or organizations such as intelligence agencies. Tal-
ented hacker groups may also have ability to establish an advanced attack. The main
purpose of APT attack is to spy target’s information unnoticed long period of time and
cover the tracks as good as possible.

Exfiltrate

Strengthen

foothold Commodity

Threats

Advanced
Persistent
; Threat
and obtain SR s

credentials infrastructure/

employees

Outbound
connection
initiated detection

Deployment

Figure 2. Life cycle of APT. [6.]
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Great example of APT attack is famous Stuxnet worm in Iran in 2010. According many
sources, cyber forces from USA and Israel made an attack against Iranian nuclear pro-
gram. The New York Times published an article on 1% of June 2012, how Stuxnet was
part of Operation Olympic Games by these two nations. Iranian nuclear power plant was
not connect to internet and is suspected that worm was installed via existing vulnerabili-
ties with USB flash drive. Once Stuxnet was in the system, it started to send information
to attackers management servers. An error in code made possible that Stuxnet managed

to propagate itself around the internet and became detectable for researches. [7.]

Stuxnet is one of the best demonstrations of sophisticated cyberattack with great re-
sources, wealth and skills, even it become exposed with small error in the code. Chal-
lenge for the SMEs with APT attacks is complexity. Presumably there are always more
complex APT attacks taking place than researches can imagine at the time. If this is the
case, cybersecurity specialists or departments may not even know what kind of threats
they should be looking for. APTs are enormous threat and already justifiable reason to
start using ISO/IEC 27001 standard, especially for SMEs possessing sensitive infor-

mation.

2.1.2 Vulnerabilities

ISO 27005 Information security risk management standard defines vulnerability as:

“A weakness of an asset or group of assets that can be exploited by one or more
threats where an asset is anything that has value to the organization, its business
operations and their continuity, including information resources that support the
organization's mission.” [8.]

Definition unquestionably states how vulnerabilities are exploitable weaknesses that are
used for stealing information or causing problems for the target. Vulnerability itself is just
a flaw in a system, application, device or some part of the network. Even with the known
and popular vulnerability, attacker still needs technics and tools to exploit the flaw to gain

the access to the target.

Vulnerabilities can be found from anywhere at any moment. There are so many attack
surfaces in the networks and devices that it is close to impossible for anyone to be totally
unreachable from the attackers. Only the most prepared SMEs with sophisticated ISMS
and highly skilled personnel can be quite well protected. Even the professionals have

problems to stay protected from zero-day vulnerabilities due to unexpected time and
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target where vulnerabilities may occur. Vendors provide update patches for zero-day
flaws, but patching always takes time and funds when updating infrastructure of larger
SME. The most alarming problem is that the targets may have been under the attack
long time before zero-day vulnerabilities are even revealed in public. This leaves part of
the companies attack surfaces unprotected and under quick decisions in challenging

threat situations.

SMEs without well planned risk management policy are popular targets for attackers to
perform vulnerability exploiting. Competition on the cybermarkets has been extremely
intense for the last years, internet is expanding and number of devices are increasing
every day. Existing situation on the markets makes possible to manufacture cheaper and
poorly protected devices. Attackers are aware of this and using known vulnerabilities
while trying to expose new flaws at the same time. Vulnerabilities are one of the most
common threat type and there are several classifications and scoring systems for them,
such as well-known U.S. governments The National Vulnerability Database (NVD). NVD
offers list of Common Vulnerabilities and Exposures (CVE) and Common Vulnerability
Scoring System (CVS) for them. [9.]

New vulnerabilities occur constantly and every year notable cybersecurity companies
publish own threat lists, which are quite universal when comparing to each other. Global
consulting company Protiviti’s security labs offers several lists in its 2018 Security Threat

Report. These examples demonstrate few of the lists that are published:

“Vulnerabilities: Top Overall by Count (All Severity — External and Internal):

1. Microsoft Windows Remote Desktop Protocol Server
MiTM Weakness | CVE-2005-1794

2. SSL RC4 Cipher Suites Supported
CVE-2013-2566

3. SSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POO-
DLE) | CVE-2014-3566

4. SSH Server CBC Mode Ciphers Enable
CVE-2008-5161

5. SSL Certificate Signed Using Weak Hashing Algorithm
CVE-2004-2761

6. Microsoft Windows SMB NULL Session Authentication
CVE-1999-0519
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7. SSL Version (v2) Protocol Detection
CVE-2005-2969

8. SSL/TSL Renegotiation Handshakes MiTM Plaintext Data Injection
CVE-2009-3555

9. TLS Padding Oracle Information Disclosure Vulnerability (TLS POODLE)
CVE-2014- 8730

10. HTTP TRACE / TRACK Methods Allowed.
CVE-2003-1567. " [10.]
“Top 10 External Exploits:
1. Apache HTTP Server Byte Range DoS
2. MS15-034:Windows HTTP.sysRemote Code Execution Vulnerability
3. Apache 2.2<2.2.22 Multiple Vulnerabilities
4. Open SSL AES-NI Padding Oracle MitM Information Disclosure
5. MS15.004:Windows SMB Remote Code Execution (EternalBlue)
6. Microsoft Windows Unquoted Service Path Enumeration

7. SSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POO-
DLE)

8. MS17-010:Windows SMB Remote Code Execution (EternalBlue)
9. PHP<5.3.9 Multiple Vulnerabilities

10. Cisco ASA/IOS IKE Fragmentation Vulnerabilities.” [10.]

Top 10 External Exploits list do not include severe vulnerability, Microsoft patch MS17-

010, which was transport method for massive WannaCry ransomware. [10.]

2.1.3 OWASP Top 10

The Open Web Application Security Project (OWASP) foundation, not-for-profit online
community is created to provide security documentation, tools and technologies for web
applications. OWASP’s most known project is the Top 10 document for web application
vulnerabilities. OWASP Top 10 represents the most critical web application security
risks, some examples and prevent methods. It aims to raise web application awareness
and offers instructions for minimizing risks and recovering from incidents. The Top 10 list
is an excellent starting point to take application security more severely. The project is
targeted to be adopt by any individual or company that is interested to improve secure
use of web applications. [11.]
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OWASP Top 10 is regularly updated and latest version - Application Security Risks 2017
was released in December 2017. Official OWASP Top 10 and short descriptions are

presented as follows:

“Al1:2017-Injection

Injection flaws, such as SQL, NoSQL, OS, and LDAP injection, occur when un-
trusted data is sent to an interpreter as part of a command or query. The attacker's
hostile data can trick the interpreter into executing unintended commands or ac-
cessing data without proper authorization.

A2:2017-Broken Authentication

Application functions related to authentication and session management are often
implemented incorrectly, allowing attackers to compromise passwords, keys, or
session tokens, or to exploit other implementation flaws to assume other users'
identities temporarily or permanently.

A3:2017-Sensitive Data Exposure

Many web applications and APIs do not properly protect sensitive data, such as
financial, healthcare, and PII. Attackers may steal or modify such weakly protected
data to conduct credit card fraud, identity theft, or other crimes. Sensitive data may
be compromised without extra protection, such as encryption at rest or in transit,
and requires special precautions when exchanged with the browser.

A4:2017-XML External Entities (XXE)

Many older or poorly configured XML processors evaluate external entity refer-
ences within XML documents. External entities can be used to disclose internal
files using the file URI handler, internal file shares, internal port scanning, remote
code execution, and denial of service attacks.

A5:2017-Broken Access Control

Restrictions on what authenticated users are allowed to do are often not properly
enforced. Attackers can exploit these flaws to access unauthorized functionality
and/or data, such as access other users' accounts, view sensitive files, modify
other users' data, change access rights, etc.

A6:2017-Security Misconfiguration

Security misconfiguration is the most commonly seen issue. This is commonly a
result of insecure default configurations, incomplete or ad hoc configurations, open
cloud storage, misconfigured HTTP headers, and verbose error messages con-
taining sensitive information. Not only must all operating systems, frameworks, li-
braries, and applications be securely configured, but they must be patched/up-
graded in a timely fashion.

A7:2017-Cross-Site Scripting (XSS)

XSS flaws occur whenever an application includes untrusted data in a new web
page without proper validation or escaping, or updates an existing web page with
user-supplied data using a browser API that can create HTML or JavaScript. XSS
allows attackers to execute scripts in the victim's browser which can hijack user
sessions, deface web sites, or redirect the user to malicious sites.

A8:2017-Insecure Deserialization

Insecure deserialization often leads to remote code execution. Even if deserializa-
tion flaws do not result in remote code execution, they can be used to perform
attacks, including replay attacks, injection attacks, and privilege escalation attacks.

A9:2017-Using Components with Known Vulnerabilities
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Components, such as libraries, frameworks, and other software modules, run with
the same privileges as the application. If a vulnerable component is exploited, such
an attack can facilitate serious data loss or server takeover. Applications and APIs
using components with known vulnerabilities may undermine application defenses
and enable various attacks and impacts.

A10:2017-Insufficient Logging & Monitoring

Insufficient logging and monitoring, coupled with missing or ineffective integration
with incident response, allows attackers to further attack systems, maintain persis-
tence, pivot to more systems, and tamper, extract, or destroy data. Most breach
studies show time to detect a breach is over 200 days, typically detected by exter-
nal parties rather than internal processes or monitoring.” [12.]

2.1.4 Phishing

Phishing remains yearly on the top of the most used cyberattack methods. Number of
attacks have been increasing more than most of the other cyber threats, besides attacks
have been evolving to more intricate. Phishing is commonly carried out by emails,
spoofed emails or instant messages. Mass of the spam emails have multiplied four times
from year 2016 to year 2017. Reason why phishing has been so used attack type, is
simply a humanity. People are naturally curious, want to win prizes and receive dis-
counts. Many are just unaware of phishing threats, so there will always be numerous
gullible victims. Strong statement about phishing is that according to IBM's X -Force re-
searchers, approximately half of all the emails are spam. Email phishing campaigns will
probably stay one of the top attack vectors for long time, as daily email usage is still

increasing. [12.]

Emailing 6%

Doc 5%

Fax 6% 26%
Payment 7%

Order 9% 13% Document

Mail Delivery
Failure 10% 12% Scan

Figure 3. The most used trick tactics with phishing emails from Symantec 2017 ISTR. [13.]
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Attackers are not only targeting to cheat ordinary citizens with malicious phishing emails,
email is also one of the easiest unauthorized accesses to SMEs network. Companies
email addresses are not too difficult to figure out and personnel read private emails at
work places. This increases threats significantly. Some companies have strict security
policy what personnel are allowed to do within closed intranets, and some of the websites
are automatically blocked by antivirus programs. Regardless strict security policies,
email traffic always makes companies vulnerable for phishing and spear-phishing cam-
paigns. Single unintentional click on infected link or advertisement may allow attackers
payload flow into companies network. Challenge with the email threats is that they are
often tailored just for certain person, after gaining specific information with social engi-
neering. Emails may contain detailed information about the person’s job tasks, col-
leagues or company. Emails also seem to be nothing but ordinary email related to daily
working tasks.

Ernail attachment or link
Web-based drive-by or download |
Application vulnerability on user endpoints |

Web server or web application vulnerability |

Removable storage device (USB) _
User endpoint misconfiguration or |
configuration not up to date |
Server-side vulnerabilities [N
Remote access service (VPN, RDP) compromise ]
Third-party vendor or contractor connection [ —
Firewall/IDS/UTM misconfiguration or weakness [N
DMS vulnerability 1
Cloud application or connection _
loT device [N

ICS system -

Other I

0% 20 40% 50% 0%

Figure 4. Vectors to enter companies according to SANS 2017 Threat Landscape Survey. [14.]
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2.1.5 DoS and DDoS

Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks are trending
cyberthreats at the moment. These attack vectors, specially DoS attack is relatively easy
to execute. DoS attack requires only a single device and simple tools, which are easy
to purchase from internet. With little bit of knowledge, it is quite easy to send large

amount of unwanted traffic to destination IP address and overwhelm victim’s services.

Wide study of University of Twente, UC San Diego and Saarland University have ad-
dressed that nearly 30 000 DoS and DDoS attacks are being operated every day. [15.]
Volume of the attacks have been significantly increasing in last five years as Atlas’s sta-
tistics in Figure 5. Increase of volume with DDoS attacks. [16.]indicates.

Largest DDoS attack each year

Figure 5. Increase of volume with DDoS attacks. [16.]

DDoS attack is more complex than DoS, but accomplished attacker can find instructions
easily from internet. Another, fast and easy way is to purchase tailored attack from Dark-
net. Spreading use of internet and rising number of devices have made own platform for
example for DDoS attacks made by loT devices. 0T based botnets such as Mirai and
Reaper have been massive attacks and disabled large geological areas. Researches
have predicted that in a near future, it is possible to execute so powerful DDoS attack

that it will take down the whole internet for some time. [15.]
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Wednesday 28™ of February 2018, the popular developer platform GitHub experienced
the biggest DDoS attack internet has recorded so far. Powerful attack hit GitHub with the
traffic volume of 1.35 terabits per second. Alarming fact is how attack did not use botnets
like powerful attacks normally do. Instead it was based on new trend, where attacker
spoofs the victims IP address. Then data packets are sent to Memcahced servers, which
return the packets back to victims address 50 times bigger. Memcahced servers are
originally meant to speed up network functionality and should not be visible to the public
internet. Some of the servers are without protection and hackers can use them effort-
lessly for unauthorized purposes. Taking over of Memcached servers is demonstrative

example how hackers are always finding new attack methods. [17.].
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Figure 6. World record DDoS attack against GitHub in February 2018. [17.]

DoS and DDoS attacks are usually designed for volume, protocol or application based
cyberattacks. Next paragraphs introduces some of the most common ways how DoS

and DDoS attacks are tailored:

e UDP Flood attack floods UDP packets to target’s random ports. Host starts to
check application listening at the ports. When there are no applications, packets
with unreachable status are sent back. Eventually this slows the traffic and may

cause inaccessibility.

e ICMP Flood attack has the same principle than UDP flood. ICMP sends Echo
requests, also known as pings packets, to target without waiting replies. Proce-

dure causes significant slowness with the victim’s bandwidth.
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e SYN Flood attack uses weakness in the establishment of TCP connection. TCP
needs SYN-ACK answer from the host for SYN request. Answer is not coming or
it is coming from spoofed IP address. Eventually this function prevents creation

of new connections and attack denies availability of the service.

e Ping of Death attack is based on manipulation of IP packets. Fragmented packets
are reassembled on the host side and result is larger than packet's maximum
size, 65,535 bytes. This may lead memory buffer overflow and services do not
work properly or at all anymore.

e Slowloris attack is often used for more carefully targeted purposes. This type of
DDosS attack is possible to run to take down a single server without causing prob-
lems to other servers or ports. Attack is based on sending partial connection re-
quests. As long as concurrent connections are full, additional connections are not

possible to establish.

o NTP Amplification DDoS attack is named after NTP servers, which are possible
to exploit from the public internet. Amplified UDP traffic can multiply traffic even
200 times higher than it originally was, and therefore deny service in the destina-

tion.

e HTTP Flood attack impacts on server or application by exploiting seemingly legit
HTTP GET or POST requests. Target is trying to respond to every request, when
maximum resources are reached, high usage of server or application denies ser-

vices. [18.]

2.1.6 Data storage and physical threats

When stated that cybersecurity threats may come in numerous ways, personnel of SMEs
probably not at first consider CD’s, external hard drives or USB flash drives. Items and
devices, which are not disposed in the right way after companies abandon them, can be
considered as a massive security risk. Incorrectly discarded device should be already a
failure within information security policy. Hackers have multiple methods to perform fo-
rensics for devices and recover even deleted data. Removable data storage devices and

equipment may also hide trojans, worms, viruses and any kind of malwares.
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USA Department of Homeland Security made a test in 2011 and dropped disks and USB
sticks on parking lots of federal agencies and government contractors. As high as 60%
of these devices were later connected to networks at the offices. When USB stick had
the logo of the Department of Homeland Security on them, percentage rose to remarka-
ble 90%. [19.] Since 2011 personnel’s cybersecurity education has decreased the per-
centage of plugged USB sticks with similar tests. Regardless of training, about half of
the USB sticks are still connected to network according to researches. Tests like these

are exposing how human curiosity remains as the sore spot of cybersecurity. [20.]

Advanced data storage threats, such as USB look-a-like rubber ducky is a tricky threat
and difficult to detect. Target recognizes falsely rubber ducky as a common HID device
in its USB port. In reality device is a rubber ducky that executes a payload into the target’s
system. Depends on the script written on payload, attacker can execute arbitrary code,
edit the files and capture or infect the host computer. [21.]

Micro SD Storage

O MHz 32-bit

3 /
AT32UC3B1256 ./

Type A Connector

Figure 7. Rubber ducky [21.]

2.1.7 Social engineering

As the previous subtitles already in this research have been stating, mankind really is
the weakest link of cybersecurity. This fact comes quite obvious when researching gen-
erally social engineering. Social engineering is the way to effect on human behaviour
psychologically. Curiosity, gullibility, hurry, angry and sadness are used to trick person-
nel to grant access to companies facilities, information and systems without hack or
physical break in. Emotional behaviour with knowledge of names and titles of co-workers
can convince personnel to step outside of the security procedures. Even personnel’s
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continuous education should be included in a security policy, people are still opening
doors for polite business-like people. Same human nature makes people clicking fasci-

nating but harmful links and check what is on found USB stick.

Aspired information might be passwords, access, bank information, information about
the personnel or anything that support criminal purposes. Attackers often use plenty of
time to search all available information of the target and people around it. After prepara-
tion period comes the actual attempt to gain unauthorized accesses. Social engineering
is frequently the best option for attackers, especially against the targets with powerful
ISMS. Information security company Lares Consulting’s founder Chris Nickerson has led
years penetration testing for customers. One test included research of the target com-
pany’s information on public sources and convincing reception staff to enter stranger into
the building. Nickerson pretended to be Cisco technician on his 4$ Cisco t-shirt and also
managed to get access for his team members. Inside the office building Nickerson
dropped malicious USB sticks and hacked company’s network from inside. [22.]

Nickerson'’s test is the perfect example how social engineering works at its best. Same
kind of procedures are carried out with phone or email. Studying the target carefully for
weeks and pretending to be someone, who should get the requested information. Social
engineering may be one of the most challenging parts of cybersecurity. In companies
there are so many people working on different roles and quick-witted criminals are al-
ways ready to take advantage of it. It may take only one open door to enter building or
single password to access IT systems. Digitalization also exposes new tricking surfaces,
specially between unexperienced IT users, elderly and criminals. Despite strict proce-
dures and security controls, attackers always try old and new social engineering tricks.
Risks for criminals from social engineering are relatively low and success high. Social
engineering will probably remain in the list of the top security threats as long as humans

live on the Earth.

2.1.8 Ransomware

Ransomware in computing language means the same thing than traditional blackmailing.
Ransomware’s first step is planting the malicious software usually on the victim’s com-
puter or server. Malwares that are designed for ransomware, are commonly installed

through phishing emails or tricking the target visit on harmful websites. Infection is block-
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INg users accesses to systems or encrypt victims data disks. At this point, warning mes-
sage appears on the screen demanding ransoms, which are often in cryptocurrency.
Message includes instructions how to use decryption key and release computer for the

victim again, after the payment. [23.]

New era of ransomware has been defined to start in 2013 with CryptoLocker ransom-
ware. In five years after CryptoLocker, attackers skills and complexity of ransomwares
have increased cumulative according to CSO Online Media. Cyber defenders were not
ready for such a ransomware as CryptoLocker was in 2013. It managed to surprise many
IT users and infected approximately 500 000 machines, some of the owners paid ran-
soms in prepaid cash vouchers or bitcoins. It is believed that totally 3 million dollars were
collected under the attack. CryptoLocker launched the real momentum on development
of efficient ransomwares. [23.]

In 2017 the world witnessed probably the two most famous ransomware attacks yet.
WannaCry received wide media coverage and took over more than 300 000 targets in-
cluding high level instances such as banks, United Kingdom’s National Health Service
and ISP provider Telefonica. WannaCry was spread with EternalBlue exploit, which is
originally NSA’s design. Another massive attack in 2017 was NotPetya ransomware, af-
fecting on as many machines as WannaCry and caused probably even more costs world-
wide. NotPetya used EternalBlue as well and started to spread as a fake Ukranian tax-
filing update. The biggest challenge with the ransomware extortionist is that there are no
guarantees that encrypted disks are set free, even if ransoms are paid. Anyone might
get selected to be a victim. Companies without proper ISMS with important data are the

most fascinating targets for the hackers. [24.]

2.1.9 Brute-force

Companies with the lack of demonstrative personnel’s information security guidance and
strong password policy, are always tempting targets for brute-force attackers. One of the
most common brute-force attack method is entering as many passwords to log ins in a
row that the right password is found. This method is known as a dictionary attack and it
is operated with simple